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Abstract

Software defined networks (SDNs) have evolved as novel network architecture
in modern networking. However, to allow SDN scale for several thousand
switches, the control architecture needs to be distributed, with control traffic
between switches and controllers, as well as among the controllers. The aim
of this master thesis is to develop a mathematical model of the control traffic
in this emerging distributed SDN. The work includes the evaluation of the
increase in control traffic with the size of the network and the effect of the
network topology on the scaling of the control traffic, and the investigation
of the benefits of optimizing the number of controllers.

Mathematical model of inter-controller traffic and switch to controller
traffic has been developed based on previous measurement works on SDN
control protocols. This model has been applied to two basic network topolo-
gies and the results have been compared. Our model depicts that a random
network which exhibit small world property has much lower traffic than reg-
ular topologies, and that by optimizing the cluster size the control traffic can
be reduced from several Exabits/s to a few Pbits/s.



Abstrakt

Software Defined Nätverk (SDNs) har utvecklats som nya nätverksarkitektur
i modern nätverksutveckling . Men för att möjliggöra att SDN skalas för flera
tusen switchar, måste kontrollarkitekturen vara distribuerad, med kontroll
trafik mellan switchar och kontrollerna, liksom bland kontrollerna. Syftet
med detta examensarbete är att utveckla en matematisk modell av styr-
trafiken i denna nya distribuerade SDN. Arbetet omfattar utvärdering av
den ökade kontroll trafik med nätverk storleken och nätverkstopologins ef-
fekt p̊a skalningen av styrtrafiken, och undersökningen av fördelarna med att
optimera kontrollernas antal.

Matematisk modell av inter-kontroller trafiken och switch till kontroller
trafiken har utvecklats baserat p̊a tidigare mätning p̊a SDN kontrollprotokoll.
Denna modell har tillämpats p̊a tv̊a grundläggande nätverkstopologier och re-
sultaten har jämförts. V̊ar modell visar att en slumpmässig nätverkstopologi
som uppvisar ”small world” egenskaper har mycket lägre trafik än regelmässiga
topologier, och att genom att optimera kluster storleken kan styrtrafiken min-
skas fr̊an flera Exabits/s till n̊agra Pbits/s.
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Chapter 1

Introduction

1.1 Background

Software defined networks have evolved as a new paradigm in networking
these days. With the growth in networks, the cost of operation of multi-
vendor networks is increasing day by day. Highly skilled personnel are re-
quired for the reconfiguration of the network nodes. On Feb. 24, 2014 Wall
street journal stated that AT&TInc. is looking towards new network ar-
chitecture for flexibility and cost reduction. AT&T upgraded its network
infrastructure every 18 months to meet current demands which costs billions
of dollars. To cut capital costs company planed to re-build its network with
less expensive and off-the-shelf equipment controlled by software,such a net-
work is called software defined network. Google has already implemented
B4, a globally-deployed software defined WAN that connects its data centres
across the planet [9]. The desire behind the idea of software defined net-
working is the provision of user controlled management for data forwarding
in network nodes. SDN proves to be a cost effective and dynamic architec-
ture that provides a solution for the current networking problems. The idea
is to decouple control plane from the data plane, and provide a centralized
approach with ease of management. This architecture provides an overall
view of the network with a single point of control.

In traditional networks, both the control and data planes are embed-
ded within same network node. The control plane manages the configura-
tion and programming of paths for data flows. This control information is
then used for data forwarding. However, this mechanism is not dynamic
because once the control information is defined, it cannot be changed unless
re-configuration is done. This constraint makes the traditional networking
approach less reactive towards changing traffic dynamics.
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Flexibility and dynamic control are the features that are the base for
the emergence of software defined networks [15]. In SDN, a centralized con-
troller takes over the control from the individual nodes. Network operating
system (NOS) collects the information, makes an abstract model of the topol-
ogy, and facilitates the controller that hosts the applications. The controller
defines a set of rules that govern the actions of the switching node. This
complete knowledge of the network helps the controller in flow management
and dynamic provision of resources. A complete view of the network also
compensates for the loopholes in distributed network control. This view
helps the administrators to apply the concepts of fairness and traffic shap-
ing. Programmability in SDN networks leads to the efficient use of resources
and opens doors for innovation in modern networking. Thus flexibility and
programmability are the basic features of software defined networks. Pro-
grammability refers to responsiveness of nodes towards new instruction set
to change their functionality.

Finally, SDN solutions are the need for traffic management of the traffic
patterns generated from public and private clouds [6]. High demand appli-
cations today require dynamic bandwidth allocation to avoid bottlenecks in
the network such as flexibility which is absent in traditional networks. These
conventional networks do not bear the capability to scale with the increasing
requirements of users. Today handling large chunks of data demands ad-
ditional network capacity, which is quite a daunting task for the operators
of traditional networks. SDN provides this flexibility. SDN based networks
are highly scalable as it just requires a new entry in the controller which
controls the functionality of its cluster with an update. The concept of SDN
has proved itself to be a promising solution and has been successful in data
centres and cloud environments.

1.2 Distributed SDN

In software defined networks, the use of a single controller for network man-
agement, makes the network less resilient and raises reliability issues. First, a
single controller becomes a single point of failure, which is critical for network
performance and reliability. Second, a single SDN controller cannot scale
beyond a certain limit due to limited memory and processing capabilities.
Performance has been the main concern when software defined networking is
discussed and performance refers to resilience and packet processing capabil-
ity. Deployment of a single controller to manage a large enterprize network
makes it unveiling and undesirable.Finally, the position of a single controller
is also critical in terms of network delays. As a result, a network based
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on a single controller would have scalability constraints based on memory,
processing capability and location.

For improved scalability of the network, a logically centralized controller is
implemented through a cluster of controllers. These distributed controllers
act logically as a “SINGLE” controller. Each switch can be connected to
multiple controllers at a time, but it is managed by one master controller
only i.e. connection with other controllers acts as a standby control path
in case of failure. This architecture permits to balance the switch to con-
troller traffic among different controllers and improve reliability. However,
this architecture also implies that the controllers must coordinate to obtain
a “consistent” view of the network state [22]. The set of controllers share
information about the switches they own and the topology they have to have
an overall consistent view of the whole network [14]. This can be done using
consensus algorithms. Here comes another non-negligible control traffic that
is called controller to controller traffic.This controller to controller traffic can
be of two types i.e out-of band and in-band. Out-of band control separates
network management data from user data. In real ISP networks, out of band
control traffic is not a practical solution, hence it is expected that control
traffic would be in-band i.e control information uses the same network re-
sources as data traffic. In case of network partitioning, if control traffic is
out of band then control network would be partitioned, where as data path
remains intact that can lead to anomalies in routing decisions. Hence out of
band signalling is less resilient. For this purpose in-band signaling or hybrid
approach is recommended.

The number of controllers to be placed in a distributed SDN is still an
open question. To keep the switch to controller delay lower, many controllers
are desirable, however many controllers lead to complex maintenance of the
common network view of the “virtually centralized controller”. This tradeoff
leads controller placement in SDN network to an optimization problem.

1.3 Objectives

The control traffic which is a combination of Controller-Controller and Switch-
Controller traffic is usually considered as small. Instead, our expectation is
that the SDN paradigm will not scale, no matter how smart are the net-
work applications and the SDN protocols. At some point, the control traffic
should become comparable or even larger than the data traffic, due to the
the logically centralized nature of a SDN controller, which always runs con-
sensus protocols among distributed controllers. Therefore, It is important to
estimate the control overhead in SDN networks, as this would determine the
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future of software defined networking. The main objectives of this thesis are:

• To build a mathematical model of the control traffic in distributed SDN

• To evaluate how the control traffic increases with the size of the network

• To evaluate the effect of the network topology on the scaling of the
control traffic

• To derive the optimal number of controllers, and evaluate whether op-
timization can significantly decrease the controller traffic

The thesis work is in accordance with the rules of sustainable practices.
The introduction of SDN, and within that the optimization of the SDN con-
trol architecture is important

• For application providers / users as they can receive better and more
differentiated service quality

• For the service and network providers, since they can achieve higher
utilization

• For the environment, since the optimal use of network resources leads
to lower need of installed network devices and to decreased energy
consumption of the networks, considering both data and control traffic

1.4 Methodology

The thesis work is theoretical in nature. The work involves emulation and
mathematical modelling of control traffic in distributed SDN architecture.
The approach of the thesis is that our claim “control traffic could grow large
as number of controllers increase” can be shown with some network topology
model e.g Grid topology, Random graph etc with S nodes, in which each node
corresponds to a switch, the edges correspond to the links, and a subset of C
nodes runs the C controllers. Based on experimental measurements of inter-
controller traffic and on the switch to controller traffic typical of classical
network applications (e.g., routing), we can develop a theoretical model on
the different ”control” regimes of the network. The reason to use experimen-
tal results for mathematical modeling is to know the magnitudes of relevant
traffic types. It is important to see how control traffic varies with number of
switches and network topology. The empirical results are also important to
validate the behavior of SDN control protocols. These control protocols are
based on algorithms that have their own protocol specific implementation.
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Based on our theoretical model, we have done performance analysis of
two abstract network topologies i.e Grid topology and Erdős–Rényi random
graph. The reason to choose grid topology is due to the fact that it is easy to
understand because it represents the simplest model for regular topologies.
While to understand the behaviour of real networks it is important to study
random graphs. Erdős–Rényi random graphs are simplest among random
graph family.

Our work includes modeling of two types of traffic i.e north-south and
east-west. North-south traffic is communication between devices belonging
to different layers i.e Swith and controller. East-west traffic is communication
between devices of same layer e.g controller to controller. Although experi-
mental results in [14] deal only with east-west traffic but it is important to
model north-south traffic to analyze total traffic in the network. We have
evaluated scaling of traffic with number of switches and analyze the effect
of cluster size i.e set of switches that belong to a single controller.Our work
shows how choice of cluster size affects the total traffic in the network. The
research done in this thesis is quantitative in nature.

1.5 Limitations

Although the work achieved its aims but there are certain limitations asso-
ciated with our work.

• The work is purely theoretical in nature with no emulation or simula-
tion of large systems

• The results are based on abstract topologies and no real internet topol-
ogy has been considered

• Our work does not consider any real application traffic

• In random topologies no optimization of the controller placement has
been performed

Since there is little work available on the expected control traffic in dis-
tributed SDNs, we believe that our work points out significant tendencies,
and provides useful conclusions for future research and system development.
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1.6 Thesis Outline

The thesis report consists of four chapters.
Chapter 2 talks about concept of software defined networking with its var-

ious aspects. It discusses the SDN architecture and relevant terminologies
used in this report. Open flow protocol that runs between switch and con-
troller has been discussed in detail. Then the distributed network control and
consistency models that are used by ONOS controller to keep same network
view have been explained. In the end, relevant literature has been discussed
which points towards the research work related to distributed control and
network topologies.

Chapter 3 addresses the actual work of the thesis. It contains mathe-
matical modeling of control traffic and the formulation of equations. Using
these equations, two types of control traffic in network has been evaluated.
The developed model has been applied on two network topologies i.e Grid
topology and ER Random graph as explained earlier. The results generated
for two topologies have been compared and important conclusions regarding
traffic scalability have been drawn.

Chapter 4 concludes the discussion with the summary of outcomes of this
thesis with possible future work.
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Chapter 2

Software Defined Networking

The main focus of this chapter is to introduce the concept of software defined
networks, and its comparison with the conventional methods of networking.
The three layers of an SDN architecture are discussed. This layered archi-
tecture provides flexibility in SDNs. Furthermore, this chapter describes the
underlying concept behind the use of a centralized controller, and the reason
behind the requirement of a distributed SDN controller system. It also en-
compasses the issues involved in this distributed architecture with respect to
consistency, and in the end describes the protocols used for inter-controller
and switch to controller communication.

Software Defined Networking is a proposed network architecture where
the control is decoupled from the hardware and handed over to a software
application, namely a centralized controller. As known in conventional net-
works, when a packet arrives at a particular switch, the policies enforced in
the switch are implemented to handle the said packet e.g a packet from a
non-conformant flow can be discarded, labelled or marked with low priority.
This traditional approach comes with major setbacks like the complex recon-
figuration of the entire network hardware. Any new policy to be introduced
in the system requires manual configuration of each device which costs time,
money and effort. These devices can have their own vendor specific protocols
e.g EIGRP is Cisco’s proprietary protocol for distance vector routing, such
proprietary solutions kill standards . Another negative aspect of conven-
tional networking is inflexibility . Modern user applications require networks
to have dynamic load-balancing capabilities that are difficult to achieve in
Conventional networks due to their static nature. These challenges make
conventional networking performance sub-optimal.

Figure 2.1 shows a typical network device/switch. It consists of a control
plane that serves as the “brain” of the unit and provides information to create
the forwarding table, and a data plane that behaves according to the policies
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enforced by the control plane. Both of these planes coexist on the switch in
the case of traditional networks.

Figure 2.1: A typical network device

Software Defined Networks segregate the two planes and create an ab-
straction as shown in Figure 2.1. The control plane is placed on the SDN
controller which runs a particular software, making the switches simple for-
warding devices. Communication between the two planes is now across a
protocol. This protocol carries the message to the network device on how to
forward the data. Whenever a flow comes who does not have an entry in flow
table the switch asks the controller for routing information. This abstract ar-
chitecture effectively reduces the complications in network configurations, as
only the applications used by controller need to altered, and there is no longer
a need to implement the various vender specific commands. In addition, it
provides a flexible and dynamic system that is easily manageable with chang-
ing business requirements. The difference between this architecture and the
traditional approach is depicted in Figure 2.2. However, SDN architecture
has a drawback that is control overhead i.e additional control traffic. This
additional control information arise due to switch-controller queries.
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Figure 2.2: SDN Architecture Overview

2.1 SDN Architecture

The SDN architecture consists of three layers as shown in Figure 2.3. These
layers use application programming interfaces (APIs) for cross-layer commu-
nication.

Figure 2.3: A detailed view of the SDN Architecture

9



• Application Layer: The application layer mainly consists of pro-
grams that want to communicate their network requirements or desired
network behaviour to SDN controller via North-bound API. This com-
munication provides abstract view of the network to these programs
which can be used in decision making process. Network topology dis-
covery, path reservation, network resource provisioning are examples of
some application in SDN application tier.

• Control Layer: The control layer or the SDN controller is the “brain”
behind the network [11]. It is the essential control point which commu-
nicates with the routers and switches “below” via Southbound API and
with the business logic “above” via Northbound API. Thus any com-
munication between the applications and devices is to be processed by
the controller. The controller configures the underlying network de-
vices using some protocol e.g OpenFlow,NETCONF etc. OpenFlow
will be discussed later in Section 2.4. Thus in effect, the controller is
the logical body that receives instructions from the applications above
and transmits it to the network devices. In contrast, it also relays
hardware information back to the applications with a synopsis of the
network i.e events, statistics etc.

• Forwarding Layer: The network devices or switches that route the
packets according to the instructions narrated to them by the controller.

2.2 Centralized and Distributed Controllers

A Software Defined Network can have one of the two architectures. The
first being a single centralized controller that can access all switches glob-
ally. But its obvious disadvantage is the single point of failure, delay for
long distance switches and problems in scalability in terms of network size.
Thus the second architecture is proposed where a cluster of controllers work
together to cover the entire network known as the distributed controllers.
This architecture is shown in the Figure 2.4. This cluster of controllers is
geographically distributed but logically centralized. Logically centralized ar-
chitecture refers to the fact that the controllers share information in terms
of network topology, number of switches etc. to keep a global view of the
network. The reason to maintain a consistent view is to add resilience to
distributed SDN. If any controllers goes down still SDN operation contin-
ues to work without anomalies. To maintain consistency controllers need to
exchange messages via east-bound and west-bound APIs which give rise to
another type of control traffic. Thus distributed architecture increase control
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overhead. This traffic includes importing/exporting data, data consistency
model algorithms which shall be discussed in section 2.3 and monitoring
neighbouring controllers i.e. to check a controller’s status or taking up its
set of devices.

Figure 2.4: Distributed SDN Architecture

2.3 Role of Consistency in Distributed SDN

Architecture

Aside from the many obvious advantages of the distributed architecture of
SDN, there are some limitations and drawbacks in this proposition too. The
key concern being consistent data among the multiple controllers. Any tem-
porary network partition can cause anomalies in the system causing a section
of the SDN to become compromised i.e. any update to the rest of the sys-
tem will not reach the compromised controller and thus its information will
become outdated.
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Figure 2.5: A network partition among controllers

2.3.1 Consistency models

The distributed systems can thus employ two models based on their consis-
tency guarantees. These are:

Eventually Consistent Model

As depicted from the name, an eventually consistent model would “even-
tually” update all its member controllers. This type of model is used to
exchange information which is not critical or less delay sensitive. Thus there
can be a time when invalid or outdated data would be present on a compro-
mised controller, but then eventually it would become consistent throughout
the network. Such information if outdated does not affect the network oper-
ation drastically. Also eventually consistent model is used when availability
of system is preferred over correctness i.e switches can access information
even if it is outdated.

Strong Consistent Model

A strong consistent model on the other hand, keeps all its controllers updated
at all times. The data is not made available to the switches unless the
controller has been fully updated. This type of model is used when exchanged
information is critical and an outdated information can create anomalies in
network operation. Strong consistency models limit system availability in

12



favor of consistency i.e controllers that have outdated information can not
be accessed until updated.

2.4 OpenFlow Protocol

OpenFlow(OF) is considered the pioneer SDN standard. This protocol en-
abled the controller to interact directly with the underlying devices (both
physical and virtual), making the SDN adapt to changing application re-
quirements. The controller could set rules about forwarding behaviours of
each device through the OF protocol like modify, drop, en-queue and forward
a packet belonging to particular flow. The working of the OF protocol can
be explained with the Figure 2.6.

Figure 2.6: OpenFlow Architecture

Every switch in the network has its own set of flow tables. Furthermore
these tables consist of flow entries. A flow entry can be seen as the forward-
ing/routing rules. It has three key components: a bit pattern indicating the
flow’s properties, a list of commands, and a set of counters. Whereas a flow is
the set of packets that match a particular flow entry. Figure 2.6 displays the
main components of an OpenFlow-based network and the decision making
process an incoming packet goes through. Thus when a packet arrives at the
switch it can undergo one of the following scenarios:
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1. The packet is a match to a flow entry in the switch’s set of flow table
and is then forwarded according to the rules of that particular entry.

2. The packet is a match but there are no actions associated with that
flow entry, thus the packet is dropped.

3. The packet is not a match, and is enqueued with an inquiry being sent
to the controller, to which the controller replies with a new OpenFlow
entry resulting in future packets to be handled by the switch itself.

The interface that connects each network device to a controller is named
the OpenFlow channel. This is the interface that is used by the controller to
manage and configure the underling switches, and viceversa receiving mes-
sages from the switches. Similarly the switches use it denote a packet arrival,
switch state change or any update e.g alarms. Thus the OF protocol messages
can be categorized into three types [18]:

Controller to Switch Messages

These type of messages are initiated by the controller and are employed to
directly manage, configure or inquire status of the devices underneath.

Asynchronous Messages

These are the messages initiated by the switches (without the controller
asking) to notify a packet arrival, to give error messages or any changes in
their state.

Symmetric Messages

These can be initiated both by the switch and the controller and could be
used for sending connection establishment messages(hello/echo messages) or
for testing latency.

There are two types of approaches used by the switches to deal with
a packet. Either switch forwards to controller a message called PacketIn
which contains complete packet or sends some information of the header to
get routing information. In this case the switch needs to have a buffer to
store the packet otherwise it gets discarded. So variable packet sizes can
be observed in open flow channel. This packet size can vary from 66 Bytes
Hello message to 1500 Bytes data packet. The symmetric messages are sent
periodically to check the existence of device. The frequency of routing queries
depends on flow arrivals, departures and idle flow removals.
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2.5 Open Networking Operating System (ONOS)

ONOS is an SDN operating system which provides a platform to implement
the distributed controller environment in SDN for communication service
providers, and is designed to be scalable, having a high performance and
availability. It enables controllers to have a global view of the network, which
although are physically distributed but are logically centralized through con-
sensus algorithms. The ONOS version used for experimental verification is
ONOS Cardinal 1.2 [4].

2.5.1 Architecture

ONOS provides basic platform for distributed SDN scenario. Architecture of
ONOS has been shown in figure 2.7

Figure 2.7: ONOS Architecture

ONOS platform is a multi-module project based on instance of Apache
Karaf in which modules are managed as OSGi bundles. Apache Karaf also
provides local and remote access to ONOS control and a CLI interface. Let
us discuss the components shown in figure 2.7.

• Network Applications: These applications are used to facilitate
management across all ONOS instances and to enforce policies in the
network e.g QoS, Resource allocation etc. It provides flexibility by
allowing developers to make their own custom application suite.
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• Northbound APIs: These APIs provide abstract view of the net-
work to application layer. They provide information related to net-
work topology, devices and links. They also provide application intent
framework to network applications. The application intent framework
allows application to specify high level intents without underlying rules
i.e they need only directions what to do rather than how to do”.

• Distributed Core: This is the core of ONOS architecture. Its func-
tions include management of topology stores, provision of consistency,
availability and cluster state management.

• Southbound APIs: This API module contains the interface which
abstracts the messages and operations required to control a device.

Distributed Stores

In ONOS, a store is responsible for the persistence and synchronization of the
controllers. These stores help to avoid inconsistency in network operations
.The main types are the following:

• The Mastership store is responsible for the mapping between a switch
and its corresponding master and is managed using the Raft protocol.

• The Network topology store outlines the network topology in the form
of links, hosts and switches and is managed using the anti-entropy
protocol.

2.5.2 Consistency Protocols

Consistency protocols are used to keep the information in data stores updated
to avoid anomalies in network operation and to implement the concept of
logically centralized controller.

Raft Protocol

Raft is a strong consistency protocol used to maintain correctness in data
stores. Raft consists of a cluster of nodes each having a log to maintain.
This log is replicated in all nodes. The consensus is implemented through
replicated state machines. These state machines process identical sequence
of commands to produce the same output. To maintain the consistency a
distinguished leader is elected within the cluster [16]. This leader is respon-
sible for replicating the log on other nodes. The client requests/entries are
received by leader, which replicates it to other servers and guides them when
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to apply these changes to avoid inconsistencies. This procedure simplifies
the management of log replication procedure. In case of leader failure, a new
leader is elected through standard procedure. Any node is eligible to become
a leader. Nodes willing to contest election go to candidate state. Once a
leader is elected the other nodes become followers.

Figure 2.8: RAFT: Server states [16]

In ONOS, Raft is implemented through multi-partitions. Each partition
runs a Raft instance simultaneously. This partitioning allows scalability.
If there are C nodes in a cluster then C+1 partitions exist. Partition p0
contains all nodes and can be used by any application which requires strong
consistency.

Anti-Entropy Protocol

Anti-Entropy protocol also called gossip protocol is used for failure detection
and monitoring in case a controller goes down. The concept of gossip proto-
cols is similar to that of office rumors. A rumor shared among two employees
eventually reaches other employees. That is why this protocol is also called
eventually consistent protocol. In ONOS anti-entropy protocol is used by the
nodes to share information related to network topology, switches and links
etc. This protocol compares replicated information and reconcile differences.
After an interval each node randomly selects other node to send a message
which contains topology and links related information. This message also
includes information about the removed elements called tombstones. After
sometime all controllers receive information related to all other controllers
and consistency is achieved. This type of consistency protocol implies less
overhead in terms of network traffic.
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2.6 Related Literature

The performance of SDN is one of hot topics being researched today. Con-
sistency,availability and partition tolerance are main features that describe
the performance of SDN. For SDN to replace existing traditional network, its
performance aspects have to be discussed and evaluated. Consistency means
that all controllers in the cluster should have same network view. Availabil-
ity and partition tolerance both terms are often used interchangeably when
we talk about networks. The concept of availability states that the pack-
ets destined for end host should reach if there exists a path between sender
and receiver. Partition tolerance deals with the fact that in case of network
partitions controllers should be able to resolve addresses. CAP theorem in
[17] investigates the tradeoffs between these three parameters. The paper
states that all of these three features cannot be achieved at the same time.
It is possible to achieve two of them. Availability and consistency can be
achieved if there are no partitions in the network. Similarly, network can be
partition tolerant and consistent if we compromise availability. The paper
considers out of band control signalling i.e Control traffic is separated from
data traffic. To minimize the effect of network partitions in control network
it suggests the use of hybrid or in-band control traffic because if control net-
work is partitioned with data network being intact then network policies may
get violated.

Consistency is one of main issues in distributed SDN. ONOS uses RAFT
protocol to deal with the consistency in distributed network control. [16] dis-
cusses the raft protocol and its strong consistency aspects in detail. Paxos is
another protocol used for consistency. The paper discusses the drawbacks of
Paxos and explains the safety,leadership,client interaction and implementa-
tion aspects of RAFT algorithm. This protocol maintains consistent network
view among controllers.

Controller placement problem is one of the main problems in distributed
SDNs. [19] proposes a mathematical model for controller placement. The
goal of the model is to minimize cost of network under certain constraints i.e
latency and controller capacity. The paper uses linear programming model
and optimizer CPLEX. Another approach for Controller placement problem
with a focus on load of controllers has been proposed in [21]. The paper pro-
poses an algorithm to manage the load of controllers keeping latency aspects
in mind. None of these papers address the controller placement problem from
point of view of control traffic. There have been quite little research when
we talk about bandwidth aspect of distributed controllers in software defined
networks. ONOS uses RAFT and Anti-entropy for consensus and these algo-
rithms can be implemented specific to platform and no open implementation
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details available to estimate the traffic theoretically. So we have to rely on
empirical results to observe behavioural characteristics of protocols. [14]
provides a mathematical model based on empirical analysis of east-west traf-
fic for ONOS. The test setup contains Linux based server machine Ubuntu
14.10 that runs ONOS instances as distributed controllers in LXC virtual
containers. The version of ONOS used in this paper is ONOS Cardinal 1.2.
It is important to note that for higher versions there is a little increase in
traffic. For the simulation of different topologies added to controllers Mininet
version 2.1.0 was used. Results were generated using isolated,linear,full mesh
and ring topologies. Traffic was captured using Wireshark and a moving av-
erage filter in MATLAB was used to stabilize the control traffic captured.
The paper has derived relationship between traffic and network elements e.g
switches, links etc and did a comparison for two controller scenario and three
controller scenario. [14] provides the basic framework for our thesis.

[13] provides a novel mechanism to measure available bandwidth in SDN
network to meet QoS parameters. The test environment emulates SDN net-
work using mininet and Floodlight controller. The test was conducted using
results from a campus network with 170k flows. This paper helps to estimate
the rate of switch to controller queries. A flow based approach to estimate
openflow traffic in the network has been proposed in [8]. The paper proposes
the use of flow tables and active flows to measure traffic statistics. However
this approach deals with the practical aspects and does not provide basis for
theoretical estimation.

Control traffic modelling requires knowledge of path length distribution.
We have produced our results on the basis of regular lattice and random
graph model. In networks average path length plays an important role to
define latency and behavioural characteristics of network. For a regular lat-
tice e.g grid topology it is easy to compute average path length mathemat-
ically.Certin models are available to find the distribution of path length in
random graphs. Weibull distribution as shortest path distribution has been
proposed in [5]. However the paper provides the solution on the basis of
scale and shape parameters. A mean field solution for average path length
has been proposed in [3]. The paper provides path length distribution for
the networks that exhibit small world property and high clustering. [7]
provides average path length for Uncorrelated network likes Erdős–Rényi
random graphs.

Network topologies like grid and random graphs do not represent actual
internet topology. Efforts are being made to model real internet topology.
[20] presents a jellyfish model to represent hierarchal internet topology. The
model sorts the network nodes on the basis of decreasing node degree. Topol-
ogy of Evolving Networks has been discussed in [2]. A good approximation
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of Internet AS topology has been generated in [10]. It is hard to derive path
length distributions for these models but these could be considered in future
work.
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Chapter 3

Mathematical Modeling And
Analysis

This chapter focuses on the main work of thesis i.e to evaluate and model
the control traffic in distributed SDN architecture for ONOS. This chap-
ter contains evaluation and modeling of east-west as well as north-south
control traffic in the network. The work includes mathematical modeling of
Controller-Controller and Switch-Controller traffic. The effect of path length
on network traffic has been evaluated. Two cases of network topologies have
been studied. Mathematical modeling has been done based on empirical re-
sults presented in paper [14]. In this paper, a simple model for inter-controller
traffic has been presented based on experimental results of two and three con-
troller scenarios. In this thesis, that work has been extended and equations
have been derived for any number of controllers. Control traffic for two net-
work topologies have been estimated and results have been compared. An
optimum cluster size and number of controllers have also been computed for
a give network.

3.1 Control traffic modeling

3.1.1 Controller to Controller Traffic in ONOS

As explained earlier, two consistency models have been defined for SDN
architecture. Strong Consistency and Eventual Consistency. Raft protocol
provides strong consistency model and deals with mastership store in ONOS.
Anti-Entropy protocol is based on eventual consistency model and deals with
network topology store. Both these protocols contribute towards control
traffic in the network. From [14] we can write unidirectional bandwidth from
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A to B for two controller scenario as:

BAB = S × bsAB + (S − 1) × blAB + b0

BBA = S × bsBA + (S − 1) × blBA + b0

blAB = 1.45kbps blBA = 0.94kbps

bsAB = 1.45kbps bsBA = 0.48kbps

The notations have been given in table 3.1.

(3.1)BAB = 53 + 1.45 × SA + 1.45 × LA + 0.48 × SB

+ 0.94 × LB + 1.55 × LAB [kbps]

Similarly bandwidth from controller A to controller B and C for three
controller case has been evaluated in [14] as:

BA→BC = S × bsA→BC + (S − 1) × blA→BC + b0

BBC→A = S × bsBC→A + (S − 1) × blBC→A + b0

The computed parameters are:

blA→BC = 0.93kbps blBC→A = 0.53kbps

bsA→BC = 1.12kbps bsBC→A = 0.35kbps

(3.2)BA →BC = 43 + 1.12 × SA + 0.93 × LA + 0.35 × (SB + SC) + 0.53
× LB + LC + 0.87 × LAB + LAC + 0.7 × LBC [kbps]
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Table 3.1: Notations for Bandwidth

Symbol Meaning
B unidirectional bandwidth
b0 generic zero bandwidth
bs average unidirectional bandwidth per switch
bl average unidirectional bandwidth per intra-domain link
bd average unidirectional bandwidth per inter-domain link

shared also by target controller
be average unidirectional bandwidth per inter-domain link exter-

nal to target controller
BA → BC Bandwidth A → B and A → C
BBC → A Bandwidth B → A, C → A, B → C and C → B
bsA → BC average bandwidth A → B and A → C per switch
bsBC → A average bandwidth B → A, C → A, B → C and C → B per

switch
blA → BC average bandwidth A → B and A → C per link
blBC → A average bandwidth B → A, C → A, B → C and C → B per

switch
BAB, BBA Bandwidth A → B and B → A
bsAB, b

s
BA average bandwidth A → B and B → A per switch

blAB, b
l
BA average bandwidth A → B and B → A per link

The equations above have been empirically formulated in [14]. Clearly,
there is a decrease in bandwidth values for three controller case. This de-
crease in bandwidth is due to anti-entropy protocol. According to this paper
each controller randomly selects other controller for network synchronization.
This procedure is periodic.If λs is synchronization rate then we can compute
average contribution of each controller with (No. of controller *λs)/(Number
of links). Which suggests that bandwidth due to anti-entropy should be re-
duced by a factor of 2 in 3 controller case. However we see that this is not
the case.

Our observation says that even anti-entropy traffic is not decreased by a
factor of 2 because if we see link related bandwidth which is based on anti-
entropy protocol should become half but less reduction has been observed. So
we can conclude that even some part of anti-entropy traffic is also fixed.Based
on these observations we divide each bandwidth into its fixed part bf and a
part that scales down with increase in number of controllers i.e bs.

Let us consider a network with S number of nodes and C number of
controllers. Controllers are connected in full mesh. Based on results discussed
above bs of each bandwidth would be scaled down by a factor of 1/(C-1). We
can write Zero bandwidth from controller i to any other controller j as:

B0 = b0f +
1

C − 1
b0s. (3.3)
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We can see that zero bandwidth is independent index i because it has the
same value for each controller. We can write bandwidth related to number
of switches belonging to controller i as:

Bs
i = Si(b

s
f +

1

C − 1
bss) (3.4)

Bandwidth related to number of links belonging to controller i can be
written on the same pattern as we did for bandwidth related to number of
switches. We denote it with Bl

i

Bl
i = Li(b

l
f +

1

C − 1
bls) (3.5)

A slice of total measured bandwidth consists of information related to switches
outside the cluster. We denote bandwidth related to switches outside cluster
i with Bs

i− and it can be computed by the as:

Bs
i− = (bsf− +

1

C − 1
bss−)

∑

j 6=i

(Sj) (3.6)

Similarly, a part of bandwidth consists of information related to links
outside cluster i. It is important to note that these links are intra-domain
links belonging to clusters other than that of i. We denote it with Bl

i− hence
we can write:

Bl
i− = (blf− +

1

C − 1
bls−)

∑

j 6=i

(Lj) (3.7)

Intra-domain links are not the only type of links present in the network.
The links connecting two clusters are inter-domain links. From [14] we see
that bd is proportional to anti-entropy traffic which scales down with increase
in number of controllers. Bandwidth Bd

i related to inter-domain links can be
computed as:

Bd
i = bd

1

C − 1

∑

j 6=i

Lij (3.8)

Finally, the information related to inter-domain links that belongs to clusters
other than i have different contribution towards total bandwidth. Although
we couldn’t find empirical validation for be to be proportional to anti-entropy
traffic which scales down but for simplicity we assume that it does. We denote
it with Be

i and write it as

Be
i = be

1

C − 1

C−1
∑

j=1,
j 6=i

C
∑

k=j+1,
k 6=i

Ljk (3.9)
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We express bandwidth leaving from node i to node j as Bi:

Bi = B0 + Bs
i + Bs

i− + Bl
i + Bl

i− + Bd
i + Be

i (3.10)

As mentioned earlier controllers are connected in mesh hence each con-
troller i communicates with (C − 1) other controllers consuming a unidirec-
tional bandwidth Bi. The total bandwidth, that is, the sum of transmission
rates from all controllers can be calculated as follows:

B = (C − 1)
C
∑

i=1

(

b0f +
1

C − 1
b0s

)

+ (C − 1)
(

bsf +
1

C − 1
bss

)

C
∑

i=1

Si + (C − 1)
(

blf +
1

C − 1
bls

)

C
∑

i=1

Li

+
(

bsf− +
1

C − 1
bss−

)

C
∑

i=1

∑

j 6=i

(Sj) +
(

blf− +
1

C − 1
bls−

)

C
∑

i=1

∑

j 6=i

(Lj)

+ bd
1

C − 1

C
∑

i=1

∑

j 6=i

Lij + be
1

C − 1

C
∑

i=1

C−1
∑

j=1,
j 6=i

C
∑

k=j+1,
k 6=i

Ljk [kbps]

(3.11)

Luckily, we are able to find a closed form solution of expression in Equa-
tion (3.11)

B = C(b0f (C − 1) + b0s) + S(bsf (C − 1) + bss)

+ L(blf (C − 1) + bls) + S(C − 1)(bsf−(C − 1) + bss−)

+ L(C − 1)(blf−(C − 1) + bls−) + Ld(2b
d + (C − 2)be) [kbps]

(3.12)

A more compact form of above expression in Equation (3.12) can be written
as:

B = C(b0f (C − 1) + b0s) + S(bsf−(C − 1)2 + bss−(C − 1) + bsf (C − 1) + bss)

+ L(blf−(C − 1)2 + bls−(C − 1) + blf (C − 1) + bls)

+ Ld(2b
d + (C − 2)be) [kbps]

(3.13)

Equation (3.13) explains that traffic depends on the total number of con-
trollers C, switches S, intra-domain links within a cluster L, and inter-domain
links Ld. As we see, B depends linearly on S, L and Ld, but increases
quadratically with C.
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3.1.2 Switch to Controller Traffic in Open Flow

In ONOS Controllers use openflow to communicate with underlying network
devices. The devices need routing information for a flow whose entry is not
found in flow table. Let us suppose each switch corresponds with its master
controller with a rate λ in packets per second, sending as well as receiving a
control packet of size G Bytes. We can write switch to controller traffic as:

Ts2c = C(2λGPs2c(SC − 1)) = 2λGPs2cS

(

1 − 1

SC

)

[kbps] (3.14)

where Ps2c is the average switch to controller path length. Here λ is a
unidirectional query rate in packet/sec and G represents the average packet
size. This can vary from a minimum length of 64 bytes in case of a hello
message to 1500 Bytes, the maximum possible length. In our model we have
assumed an average value of λ to be 25kpps based on some empirical results
from [12] and average packet length of 128 bytes.

3.2 CASE: Grid Topology

We consider a wrapped grid topology having S = N ·N nodes, and C = K ·K
controllers, forming C, identical clusters of size SC . This gives:

Total number of nodes in network : S = N2

Total number of links : LT = 2N2 = 2S
Number of inter-domain links: Ld = 2KN = 2

2
√
SC

Number of intra-domain links: L = 2S − 2
2
√
SC

Cluster size: SC = S/C

3.2.1 Controller - Controller Traffic

Substituting these values in Equation (3.13) we get following expression:

B = C(b0f (C − 1) + b0s) + S(bsf−(C − 1)2 + bss−(C − 1) + bsf (C − 1) + bss)

+ (2S − 2(
2
√
SC)(blf−(C − 1)2 + bls−(C − 1) + blf (C − 1) + bls)

+ 2(
2
√
SC)(2bd + (C − 2)be) [kbps]

(3.15)

The Equation (3.15) gives the expression of total bandwidth as a function
of S, the total number of switches in the grid and C, the total number of
controllers. The traffic grows linearly with S and is proportional to C5/2. To
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see how traffic grows with increasing number of switches for different cluster
sizes we plot bandwidth against number of switches in Figure 3.1.

Figure 3.1: Bandwidth (B) vs Number of Switches (S)

Figure 3.1 shows the growth of traffic with number of switches. Low gra-
dient of curve shows linear relationship between bandwidth and number of
switches in grid. The bandwidth has not really grown much as number of
switches vary from a few thousands to hundreds of thousands keeping num-
ber of controllers in network fixed. However changing number of controllers
certainly has an impact on traffic. We show these results on a log-log plot
because the values cover several orders of magnitude.

27



Figure 3.2: Bandwidth (B) vs Number of Controllers(C)

The bandwidth requirement in the graph in Figure 3.2 increases with the
number of controllers as C5/2, according to Equation (3.27), which is reflected
by the high gradient of the lines. The bandwidth varies from Gbps(109) to
Pbps (1015)as the number of controllers in the network grow from a few to a
thousand, reflecting strong impact of number of controllers on bandwidth.

Since control delays during the operation of the SDN mainly depend on
the size of a cluster, we evaluate how the bandwidth needs change under
fixed SC , but increasing network size S. Replacing C = S/SC in Equation
(3.27)

B =
S

SC

(

b0f

( S

SC

− 1
)

+ b0s

)

+S

(

bsf−

( S

SC

− 1
)2

+ (bss− + bsf )
( S

SC

− 1
)

+ bss

)

+ 2S
(

1 − 1√
SC

)

(

blf−

( S

SC

− 1
)2

+ (bls− + blf )
( S

SC

− 1
)

+ bls

)

+
2S√
SC

(

2bd +
( S

SC

− 2
)

be
)

[kbps]

(3.16)

we see that under fixed SC , the bandwidth requirements increase with S3,
resulting a significant increase with increasing network size. The reason
for such a sharp increase is due to the fact that keeping the cluster size
fixed requires new controllers for network expansion. As the results show
that addition of new controllers makes a significant change in bandwidth
requirement that is why bandwidth grows with S3 instead of being linear.
Let us plot bandwidth against number of switches for a given cluster size.
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Figure 3.3: Bandwidth (B) vs Number of switches (S) for fixed cluster size

Clearly,the high gradient of Bandwidth curve reflects that it varies with
S3 for a given cluster size. The bandwidth decreases as the cluster size
increase.

The above results consider the bandwidth requirements as the traffic gen-
erated by the controllers, and it is the controller to controller traffic in the
network when controllers are connected directly, for example through out-of-
band signalling. However, it is likely, that controller to controller communi-
cation will use the same network links as data traffic (in-band). Then, a fair
representation of the bandwidth required for control needs to consider the
length of the transmission path. Below we consider the case when one of the
switches in a cluster hosts the controller. Specifically, we assume that each
controller is within the same position within the cluster.

We aim at calculating Tc2c, the controller to controller traffic in the net-
work, as the required bandwidth B multiplied by the average controller to
controller path length Pc2c. In turn, due to the grid topology of the net-
work, the set of shortest paths between two arbitrary controllers include the
one going through all the controllers in the traversed clusters, considering
only vertical and horizontal movements. Therefore, we calculate Pc2c as the
product of Hc2c, the average number of controller to controller hops on the
path, and PH the number of links in a controller to controller hop, which
is the same value for all controllers in the grid network with the considered
controller placement.

Consider a network of K x K controllers connected directly in a grid
topology. For even value of K
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Hc2c =
1

C − 1
(4

K

2
−1

∑

i=1

i2 + 4
K−1
∑

i=K

2
+1

i(K − i) + K(K − 1) + K) (3.17)

The closed form expression for Hc2c is given in Equation (3.18)

Hc2c =
K3

2(C − 1)

=
C
√
C

2(C − 1)
(3.18)

For odd value of K

Hc2c =
4

C − 1
(

K−1
2

∑

i=1

i2 +
K−1
∑

i=K−1
2

+1

i(K − i)) (3.19)

The closed form expression for Hc2c is given in Equation (3.20)

Hc2c =
K(K2 − 1)

2(C − 1)

=

√
C

2
(3.20)

Number of links between two neighboring controllers is PH =
√

S/C.
Consequently, the average number of hops in a controller to controller path
becomes:

Pc2c = Hc2c

√

S/C

≈
√
S

2
(3.21)

That is, the average transmission path length becomes independent of
the number of controllers, and increases with

√
S.

Hence total controller to controller traffic can be computed as

Tc2c = BPc2c (3.22)
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Tc2c =
S3/2

2SC

(

b0f

( S

SC

− 1
)

+ b0s

)

+
S3/2

2

(

bsf−

( S

SC

− 1
)2

+ (bss− + bsf )
( S

SC

− 1
)

+ bss

)

+ S3/2
(

1 − 1√
SC

)

(

blf−

( S

SC

− 1
)2

+ (bls− + blf )
( S

SC

− 1
)

+ bls

)

+
S3/2

√
SC

(

2bd +
( S

SC

− 2
)

be
)

[kbps]

(3.23)

Equation (3.23) gives the total control traffic as a function of S and cluster
size SC . The total controller to controller traffic no more increases with S3

rather it is S7/2. While the relationship with cluster size SC is the same. Let
us plot total C-C traffic in the network for a given cluster size again to see
how path length affects the bandwidth for a grid network.

Figure 3.4 shows the total C-C traffic as a function S. The figure reflects
that total control traffic scales up to Exabit/s for a cluster size SC = 64.
While for the same cluster size if we consider out of band control traffic it
scales up to 10 Pbit/s.

Figure 3.4: Total C-C Traffic (Tc2c) vs Number of Switches(S) with fixed
cluster size

In previous results,we kept the cluster size constant to see how other
parameters affect the C-C traffic. It would be interesting to see how traffic
varies with cluster size. This would help us to find the optimum cluster size
for which C-C traffic is minimum. Figure 3.5 shows C-C traffic as a function
of SC .
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Figure 3.5: C-C Bandwidth vs Cluster size

The high gradient of C-C traffic curve shows that it decreases rapidly with
increase in cluster size. The magnitude of traffic decreases from Exabit/s to
Gbit/s as cluster size varies from four to a hundred thousand. This result is
particularly important because increasing cluster size can significantly reduce
control traffic in the network. However,we can not go on increasing the
cluster size because this is not the only traffic in the network there are certain
limitations that we shall discuss after analysis of S-C traffic.

3.2.2 Switch to Controller Traffic

The other type of control traffic is switch to controller traffic, generated every
time when a switch needs routing information from a controller. Referring
to equation (3.14)

Ts2c = C(2λGPs2c(SC − 1)) = 2λGPs2cS

(

1 − 1

SC

)

[kbps]

Remember, that the cluster size is SC = S/C. To minimize the maximum
switch to controller traffic, we consider that the controller is hosted by one
of the central switches. Then, the average switch to controller path length
can be calculated similarly to Hs2c as given in Equations (3.17) and (3.19)
for any value of SC , giving the approximate result

Ts2c = λGS
√

SC

(

1 − 1

SC

)

[kbps] (3.24)
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that is, the switch to controller traffic increases with increasing cluster
size, has a linear relationship with intensity and the size of the switch-
controller queries.

If we plot S-C traffic as a function of switches, we get the following graphs
as shown in Figure 3.6. There is a linear increase in traffic with number of
switches S. The control traffic from switch to its master controller and vice
versa can vary depending on many factors e.g number of hosts,flow arrival
rate and query hits and misses. So it is important to see the growth of traffic
for several values of S-C queries. In Figures 3.6 and 3.7 we analyse the traffic
for different values of λ for different cluster sizes to see how control traffic
between switch and controller scales.

Figure 3.6: S-C Traffic (Ts2c) vs Number of Switches (S) with Cluster size =
64

Low gradient of Ts2c curve represents linear behaviour of traffic with
switches but if we compare the traffic for λ = 1kpps and λ = 100kpps, the
increase in traffic is a hundred times which demonstrates linear behaviour
of traffic with λ as well, as reported by equation. Let us see the results for
a bigger cluster size where a controller holds 4096 switches each as shown
in Figure 3.7. The results reflect that if switch to controller queries are of
the order of several Mbps then S-C traffic becomes comparable to C-C traf-
fic. This result is important because magnitudes of C-C and S-C play an
important role in optimization of cluster size.
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Figure 3.7: S-C Traffic(Ts2c) vs Number of Switches (S) with Cluster size =
4096

As mentioned earlier we are particularly interested to see how control
traffic would vary for a given network if we change cluster size. Figure 3.8
shows the S-C traffic as a function of cluster size for an average packet size of
128 Bytes were as the switch to controller query rate has been assumed to be
25kpps. As expected, S-C traffic increases with increase in cluster size. The
curve represents a scaled square root curve. We can see that for a network
of one million switches, an average cluster size of ten thousand switches can
scale the S-C traffic to the order of several Pbit/s.

Figure 3.8: S-C Bandwidth vs Cluster size
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3.2.3 Overall Control Traffic

The total control traffic is the sum of controller-controller traffic and switch-
controller traffic.

TT = λGS

(

SC − 1√
SC

)

+
S3/2

2SC

(

b0f

( S

SC

− 1
)

+ b0s

)

+
S3/2

2

(

bsf−

( S

SC

− 1
)2

+ (bss− + bsf )
( S

SC

− 1
)

+ bss

)

+ S3/2
(

1 − 1√
SC

)

(

blf−

( S

SC

− 1
)2

+ (bls− + blf )
( S

SC

− 1
)

+ bls

)

+
S3/2

√
SC

(

2bd +
( S

SC

− 2
)

be
)

[kbps]

(3.25)

We have seen a sharp decrease in C-C traffic as the number of controllers
decrease and cluster size increases as shown in Figure 3.5. Conversely, S-C
traffic increases with cluster size as depicted in Figure 3.8. Our goal is to
find optimum cluster size for which control traffic is minimum. To do it
analytically we have to differentiate TT with respect to SC and putting it
equal to zero. Graphically it can be observed in Figure 3.9. The curve in
Figure 3.9 is the sum of C-C and S-C curves. We see that total traffic is
high when cluster size is small. This is because of high value of C-C traffic.
The traffic goes on decreasing until magnitudes of C-C traffic and S-C traffic
become comparable. Here we can observe minimum control traffic. With
further increase in cluster size total traffic again increase due to increase
in S-C traffic. The value of SC corresponding to minimum value of control
traffic is the optimum cluster size.

Figure 3.9: Overall Bandwidth vs Cluster size
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The marked points show the minimum control traffic for network of dif-
ferent sizes. For a network of S = 409600 nodes the value of minimum traffic
comes out to be 1.1 Pbit/s for a cluster size of 6805 nodes. Since in our grid
network cluster size has to be a complete square with number of switches
being a multiple of it so closest possible value of optimum cluster size is 4096
marked on the curve. This optimum cluster size limits control traffic to 1.27
Pbit/s. We can observe a 15% increase in network traffic if we choose a clus-
ter size of 4096. If we choose actual optimum cluster size then 60 controllers
should be placed in an SDN network to control 0.4 million switches.

The magnitude of S-C traffic depends on the rate of switch to controller
queries λ. Our analysis in Figure 3.9 shows total control traffic when λ =
25kpps. However it is important to see the contribution of S-C traffic towards
total traffic for higher values of λ.

Figure 3.10: Overall Bandwidth vs Cluster size for different λ

For high values of λ we can observe minima at lower values of cluster size.
Because total traffic contains significant portion of S-C traffic. The gradients
of curve before and after minima are different because decrease in C-C traffic
is quite higher before minimum point as compared to increase in S-C traffic
after the minimum.
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3.3 CASE: Erdős–Rényi Random Graph

Let us consider network as an Erdős–Rényi Random Graph having S nodes,
and C controllers, forming C, identical clusters of size SC . The controllers
are placed randomly in the network. If p is the probability of having a link
from a node i to j we can write:

Total number of nodes in network : S
Average number of links in network : LT =

S(S−1)p
2

Since LT contains both intra-domain links L and inter-domain links Ld.
We can calculate intra-domain links L by calculating average number of links
in a cluster and multiplying it with total number of clusters C. This gives:

Average number of links within a cluster: LC =
S(S−C)p

2C2

Average number of intra-domain links: L = CLC =
S(S−C)p

2C

Average number of inter-domain links: Ld =
(S2(C−1))p

2C

Cluster size: SC = S/C

3.3.1 Controller-Controller Traffic

Substituting these values in (3.13) we get following expression:

B = C(b0f (C − 1) + b0s) + S(bsf−(C − 1)2 + bss−(C − 1) + bsf (C − 1) + bss)

+
S(S − C)p

2C
(blf−(C − 1)2 + bls−(C − 1) + blf (C − 1) + bls)

+
(S2(C − 1))p

2C
(2bd + (C − 2)be) [kbps]

(3.26)

The Equation (3.26) gives the expression of total bandwidth as a func-
tion of S, the total number of switches in the graph,C, the total number of
controllers and link probability p. The traffic seems to grow quadratically
with both S and C.However,p plays an important role here. If we represent
average node degree in terms of p then the relationship of bandwidth B with
S changes.

In ER graphs node degree distribution is binomial however, for large S
we can approximate it with poisson distribution. Hence we can write average
node degree k̄ as

k̄ =(S-1)p ≃ Sp
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We can re-write Equation (3.26) in terms of average node degree as

B = C(b0f (C − 1) + b0s) + S(bsf−(C − 1)2 + bss−(C − 1) + bsf (C − 1) + bss)

+
(S − C)k̄

2C
(blf−(C − 1)2 + bls−(C − 1) + blf (C − 1) + bls)

+
(S(C − 1))k̄

2C
(2bd + (C − 2)be) [kbps]

(3.27)

We see that average node degree has changed the relationship of band-
width with switches. Bandwidth increases linearly with increase in S. How-
ever relationship of bandwidth and number of controllers remains unchanged.
If we observe relationship between B and k̄ its linear too but a significant
portion of bandwidth is independent of average node degree.

Figure 3.11: C-C Bandwidth vs k̄

The bandwidth B and average node degree k̄ have a linear relationship.
Figure 3.11 shows bandwidth B for a low degree graph with an average
node degree of four to a high density network for fixed number of controllers
(C=16). If we refer to Equation (3.27) the zero bandwidth is independent of
average node degree. Similarly bandwidth that contains information related
to ownership of switches does not depend on value of k̄. This bandwidth
contributes to a large portion of total C-C bandwidth. we see Figure 3.11
the curves do not seem to show phenomenal increase with high density of
ER-graph. The reason is that the portion of bandwidth that is independent
of k̄ is larger than the portion that depends on k̄.
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We plot bandwidth against number of switches for fixed average node
degree (k̄=4) and different values of C to see how it varies.

Figure 3.12: C-C Bandwidth vs Number of Switches(S)

Figure 3.12 shows the bandwidth varies linearly with number of switches.
Hence an increase in number of switches in ER graph does not increase C-C
traffic that significantly. However if we compare the lower and upper curves of
the graph there is a phenomenal increase in traffic due to increase in number
of controllers. We plot bandwidth B against number of controllers with fixed
average node degree(k̄=4)to see how it contributes towards bandwidth.

Figure 3.13: C-C Bandwidth vs Number of Controllers(C)
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The steeper slope of B in Figure 3.13 shows that bandwidth varies quadrat-
ically with C so addition of a new controller increases the traffic remark-
ably. To keep C-C control traffic small fewer number of controllers should be
placed. The lower gap between curves shows the lower impact of number of
switches.

To see the relationship of bandwidth with cluster size SC we re-write the
equation(3.27)as follows:

B =
S

SC

(

b0f

( S

SC

− 1
)

+ b0s

)

+S

(

bsf−

( S

SC

− 1
)2

+ (bss− + bsf )
( S

SC

− 1
)

+ bss

)

+
((SC − 1)k̄

2

)

(

blf−

( S

SC

− 1
)2

+ (bls− + blf )
( S

SC

− 1
)

+ bls

)

+
(S − SC)k̄

2

(

2bd +
( S

SC

− 2
)

be
)

[kbps]

(3.28)

we see that under fixed SC , the bandwidth requirements increase with S3

instead of S, resulting a significant increase with increasing network size.

Figure 3.14: C-C Bandwidth vs Number of Switches with fixed cluster size
(SC)

The Figure 3.14 shows bandwidth increases rapidly with increase in net-
work size because to keep the network size fixed we have to place more con-
trollers that contribute towards this rapid increase in bandwidth along with
the increase due to number of switches. The curve at the top represents the
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lower cluster size. The control traffic for SC = 16 approaches Exabit/s(1015)
whereas traffic for SC = 4096 is on the order of Tbit/s for the same network
size.

All the graphs in Figure 3.14 show the bandwidth when controllers are
connected directly. However in a network the control traffic is expected to be
in-band. So path length plays a significant role in estimation of total traffic in
the network. In ER graphs C-C path length is proportional to ln(S)/ln(k)
however an exact formula for average path length has been derived [1].
According to [1] if x is the distance from node i to j then we can write its
complementary cumulative distribution function (ccdf) as:

F̄ (x) = exp

[

− hihj

〈h2〉S
(〈h2〉S

β

)

]

(3.29)

where

β = 〈h〉S
〈h〉 = k̄

hihj = βp = 〈h〉Sp
k̄ = p(S − 1)

Substituting these values and resolving the equation, we get

F̄ (x) = exp

[

1

(S − 1)
k̄x

]

(3.30)

We can write P ∗
ij(x) the probability of i and j being exactly x distance

apart as follows:

P ∗
ij(x) = F̄ (x− 1) − F̄ (x)

= Exp

[

1

(S − 1)
k̄x−1

]

− Exp

[

1

(S − 1)
k̄x

]

(3.31)

We can approximate the average distance Pc2c from Equation (3.31) as:

Pc2c =
ln(S) − γ

ln k̄
+

1

2
(3.32)

Where γ is Euler’s constant and its value is 0.5772. Path length does
not increase linearly with number of nodes rather it increases with ln(S).
This represents the small world property of ER random graphs. We can
see path length is inversely proportional to average node degree because in
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a connected graph many paths are available to reach the destination which
decreases the average path length. We can write (3.22) as

(3.33)

Tc2c =

(

ln(S) − γ

ln k̄
+

1

2

)(

S

SC

(

b0f

( S

SC

− 1
)

+ b0s

)

+ S

(

bsf−

( S

SC

− 1
)2

+ (bss− + bsf )
( S

SC

− 1
)

+ bss

)

+
((SC − 1)k̄

2

)

(

blf−

( S

SC

− 1
)2

+ (bls− + blf )
( S

SC

− 1
)

+ bls

)

+
(S − SC)k̄

2

(

2bd +
( S

SC

− 2
)

be
))

[kbps]

Equation 3.33 gives total C − C traffic in the network as a function of
number of switches in the network S, cluster size SC and average node degree
k̄. Traffic in the network has increased by a factor of ln(S)/lnk̄ with in band
control traffic.

Figure 3.15: C-C Total Traffic vs Number of Switches with fixed cluster
size(SC) when control traffic is in-band

Figure 3.15 shows that traffic as not grown much with path length. The
reason for this little increase in traffic is due to small world property of
ER-graphs. Up till now we have observed the traffic with fixed cluster size,
however just like grid network we are interested to see how traffic in ER-
graph varies with variation in cluster size for a given network, because this
would help us to estimate the optimal cluster size for a given network and
target bandwidth.
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Figure 3.16: C-C Total Traffic vs cluster size SC

Figure 3.16 shows how control traffic decreases with increase in cluster
size. If we observe the graph dynamics we can see that for a network of
S = 409600 nodes control traffic varies from Exabit/s(1018) to Tbps(1012)
as the cluster size varies from a few nodes to a hundred thousand. Hence
to decrease C-C traffic we need to increase the cluster size. Which means
fewer number of controllers should be placed in the network. However this
is limited by multiple factors. As increase in cluster size increases controller
to switch latency and also requires high processing powers from controller.

Average node degree is an important parameter in ER-graph as it de-
termines the resilience of network. Network having more connectivity is
expected to have many paths to reach the other nodes. This doesn’t only
reduce the average path length but also makes the availability of alternate
path sure in case of link failures. We have already seen how control band-
width varies for graphs having different node degrees. Let us analyse how
average node degree affects the C-C traffic in the network.
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Figure 3.17: C-C Total Traffic vs cluster size SC for different values of k̄

If we compare the curves in Figure 3.17 for k̄ = 4 with k̄ = 64 and
k̄ = 128 we observe a surprising behaviour. At start,C-C control traffic
for k̄ = 64 and k̄ = 128 is lower than that of k̄ = 4. Why? because it
is important to note that a large portion of C-C traffic is independent of
average node degree. The zero bandwidth and switch related information
does not depend on k̄. However average path length is inversely proportional
to (ln k̄),with an increase in k̄ path length decreases and the portion of traffic
that is independent of k̄ also decreases. Although there is an increase in
k̄ dependent traffic but that becomes significant when either average node
degree increases to hundreds of thousands of nodes (which is not realistic)
or when C-C traffic decreases with increase in cluster size. That is why the
traffic is smaller at the start for higher values of k̄. However there is rapid
decrease in traffic for k̄ = 4 as compared to higher values and for a cluster
size of around six thousand nodes the traffic for all three values of k̄ become
comparable. There is a marginal decrease in traffic as average node degree
goes from k̄ = 64 to k̄ = 128. We can see that at higher value of cluster
size the two curves move apart due to the fact that k̄ dependent traffic has
become significant.
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3.3.2 Switch to Controller Traffic

As discussed earlier,the other type of control traffic is switch to controller
traffic that consists of hello messages, error messages and the traffic that is
generated when switch requires routing information for a certain flow. Let us
consider the Equation (3.24) again. If λ is the rate of sending and receiving
a packet of size G then we can write as

Ts2c = C(2λGPs2c(SC − 1)) = 2λGPs2cS

(

1 − 1

SC

)

[kbps]

Our assumption is that ER graph is homogenous and controllers are placed
randomly in the network. The ER graph is homogeneous in the sense, that
from each node the path length distribution to all other nodes can be char-
acterized by the same CDF F (x) and pdf f(x). Then, the probability, that a
given switch i with path length xi selects controller j as its closest controller
is the probability that the paths to the other controllers are longer than xi,
that is F̄ (xi)

C−1. The probability that an arbitrary node selects controller
j becomes pj =

∫

F̄ (x)C−1f(x)dx, Note, that the right hand side of this
equation is independent from j, and therefore has to be the same for each
controllers, that is, pj = p = 1/C.

Consequently, the size of the clusters is binomially distributed with pa-
rameters S and 1/C. The coefficient of variation of the cluster size decreases
with 1/S, and therefore in the analysis we consider deterministic cluster sizes
with SC = S/C. If X is random variable that represents the path length from
a node to controller then shortest path would be the minimum of these ran-
dom variables. Hence we can write as

Ps2c= min (X1, X2, ....Xc)
We can write its complementary cumulative distribution function(ccdf)

as

F̄c(x) = (F̄ (x))C

F̄c(x) = Exp

[

C

(S − 1)
k̄x

]

(3.34)

P ∗
ij(x) = F̄c(x− 1) − F̄c(x)

= Exp

[

C

(S − 1)
k̄x−1

]

− Exp

[

C

(S − 1)
k̄x

]

(3.35)

This can be approximated for the Ps2c to nearest controllers as given in
[1] :

Ps2c =
ln(S−1

C
) − γ

ln k̄
+

1

2
≈ ln(SC) − γ

ln k̄
+

1

2
(3.36)
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Equation 3.36 shows that Ps2c is proportional to ln (SC) hence increase in
cluster size does not increase the path length significantly. This is a good
phenomena as shorter path length guarantees low latency and less traffic in
the network. Combining Equations(3.34)and(3.36) we can write total switch
to controller traffic in the network as

Ts2c = λG

(

1 − 1

SC

)(

2(ln(SC) − γ)

ln k̄
+ 1

)

[kbps] (3.37)

that is, overall the switch to controller traffic increases with increase in cluster
size. However this increase is logarithmic i.e traffic does not grow significantly
with increase in cluster size. The traffic is linearly proportional to intensity
and size of switch to controller queries.

As mentioned earlier, magnitude of S-C traffic depends on switch to con-
troller queries rate λ. To estimate S-C traffic we need to observe traffic for
different values of λ within a fixed cluster. This is particularly important
because magnitude of S-C traffic along with C-C traffic decide the optimum
cluster size. Higher value of S-C traffic changes the dynamics of graph of
total traffic. As we did for Grid network, to see how S-C traffic grows in
network with number of switches we plot S-C traffic as function of S with
fixed cluster size for different λ we get the graph as shown in Figure 3.18 and
3.19.

Figure 3.18: S-C Total Traffic vs Number of Switches for SC=64
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Figure 3.19: S-C Total Traffic vs Number of Switches for SC=4096

Figure 3.18 and 3.19 show that when λ grows 10 times the traffic also
increases by a factor of 10. This is similar result we got for grid network
which reflects linear relationship between traffic and switch-controller query
rate λ.When SC increases from 64 to 4096 there is marginal increase in traffic.
In both plots traffic is of the order of 1014 for λ=25kpps. We shall see the
effect of cluster size in detail in next plot.

Let us plot total S-C traffic against cluster size SC to see how it varies
with change in cluster size.

Figure 3.20: S-C Total Traffic vs cluster size SC
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Clearly,there is a logarithmic increase in traffic with increasing cluster
size. This is quite interesting to see that both traffic and path length in an
ER-network do not increase significantly with increase in cluster size. This
result can help us to increase cluster size to decrease C-C traffic which in
turn decreases the overall traffic.

Let us analyze S-C traffic for average node degree k̄ as we did for C-
C traffic before. The results are different as here we don’t see curves to
cross each other because the average node degree only affects path length.
For higher values of average node degree the curves are closer as expected
because the path lengths are close enough.

Figure 3.21: S-C Total Traffic vs cluster size SC for different values of k̄
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3.3.3 Overall Control Traffic

We combine Equations (3.33) and (3.37) to compute the overall traffic in the
ER network. Equation (3.38) gives total traffic TT in the network in terms
of number of switches(S) and cluster size(SC) and average node degree k̄.

(3.38)

TT = λG

(

1 − 1

SC

)(

2(ln(SC) − γ)

ln k̄
+ 1

)

+

(

ln(S) − γ

ln k̄
+

1

2

)(

S

SC

(

b0f

( S

SC

− 1
)

+ b0s

)

+ S

(

bsf−

( S

SC

− 1
)2

+ (bss− + bsf )
( S

SC

− 1
)

+ bss

)

+
((SC − 1)k̄

2

)

(

blf−

( S

SC

− 1
)2

+ (bls− + blf )
( S

SC

− 1
)

+ bls

)

+
(S − SC)k̄

2

(

2bd +
( S

SC

− 2
)

be
))

[kbps]

We are interested in finding value of SC that corresponds to minimum
traffic in the network. To check for minimum we differentiate TT with respect
to SC and put it equal to zero. However it is very difficult to find a parametric
expression for optimum cluster size.

To observe the minima graphically let us plot TT against SC as shown in
Figure 3.22.

Figure 3.22: Overall Traffic vs cluster size SC
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If we analyze the dynamics of graph in Figure 3.22 we see that traffic
decreases in the start with increase in cluster size because with smaller value
of SC the C-C traffic dominates the S-C traffic. So a large part of traffic
consists of C-C traffic. With increase in cluster size C-C traffic decreases
which can be observed as declining slope in the graph. Here are two cases the
upper two curves represent same behaviour while the lower curves represent
different one. For smaller values of S,After reaching a minimum point traffic
again tends to increase this is because S-C traffic is increasing with increase
in SC . However we can see that this increase is not significant because S-C
traffic is increasing with the ln(SC). For the upper two curves, the graph is
continuously decreasing and no minima is observed. The reason is that C-C
traffic increases with Sˆ3 while S-C traffic increases linearly with S. Here
for λ = 25kpps when number of nodes in the network grow to hundreds
of millions, then C-C traffic totally dominates the total traffic and hence
no minima is observed. The optimum cluster size in this case would be
highest possible value of the cluster keeping the constraints of latency and
processing power. For S = 409600 total traffic in the network decreases from
8.5 exabit/s (1018) to 0.13 Petabit/s(1015) with optimum cluster size of 4365
nodes. Hence we need to put 94 controllers in the network.

Let us observe the traffic in the network for different rates of switch to
controller queries.

Figure 3.23: Overall Traffic vs cluster size SC with different λ

We can see in Figure 3.23 that dynamics of graph change as the rate
of switch to controller queries increase. The optimum cluster size shifts to
left with increase in λ. When λ is small,curves run together and then move

50



apart depending on the value of λ. Overall traffic decreases with the same
rate for smaller values of SC because C-C traffic is the major part of it and
C-C control traffic is independent of λ. However as the cluster size increases
further, S-C traffic becomes comparable to C-C traffic and here role of λ
becomes critical and we observe a minima depending on the value of λ. The
two curves,upper and lower one are particularly interesting to see because
for λ = 1kPps,the minimum traffic occurs when cluster size becomes a large
fraction of total number of switches in the network. For further smaller
value of λ would make it a continuous decreasing function as C-C traffic
would dominate for any value of cluster size. In that case the optimum value
of the cluster size would be the highest possible cluster size. If we see the
case when λ = 1GPps, the S-C traffic plays a significant role here. Now
total traffic contains C-C and S-C traffic in nearly equal proportions. Hence
the optimum cluster size becomes very small. But minimum value of overall
traffic is of the order of exabit/s which is quite a high value.

In our previous results average node degree k̄ remained fixed. Let us see
how total traffic varies with change in average node degree.

Figure 3.24: Overall Traffic vs cluster size SC with different k̄

Figure 3.17 shows total control traffic as a function of cluster size for
different values of k̄. This curve is the sum of the curves we observed in
Figure 3.17 and 3.21. The graph exhibits similar properties for higher values
of k̄. If we compare the values of minimum bandwidth for k̄ = 4 to k̄ = 64
we see that minimum traffic for k̄ = 4 is higher than that of k̄ = 64 and
k̄ = 128. We can write it as
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TT(k̄=4)
= 2.5TT(k̄=64)

= 2.67TT(k̄=128)
. (3.39)

These values correspond to an optimum cluster size of 4365 ,6259 and 8598
respectively. We can see that for k̄ = 128 optimum cluster size is roughly
double the cluster size of k̄ = 4. The number of controllers for these three
cases are 94,65 and 48 respectively. Thus average node degree has a very
strong impact on network traffic. Higher value of average degree corresponds
to lower traffic in ER-network with higher optimum cluster size.

3.4 Comparison and Conclusions

In this section,we compare the results obtained for grid topology and Erdős–Rényi
random graph in terms of C-C bandwidth, C-C control traffic, S-C traffic and
total traffic in the network with same average node degree k̄ = 4.

3.4.1 Controller-Controller Traffic

Bandwidth

Let us refer to C-C bandwidth in Equation(3.15) and (3.26) for Grid topol-
ogy and ER-graph respectively. We can see that zero bandwidth B0 and
bandwidth containing switch related information Bs and Bs− scale in a sim-
ilar manner for both networks. However if we compare bandwidth related
to intra-domain links L and inter-domain links Ld we see that in grid net-
work and ER-graph number of intra-domain links are inversely proportional
to number of controllers and inter-domain links are directly proportional to
number of controllers. Refering to Figure3.1 and 3.12 we can see that both
curves are similar with C-C bandwidth of Grid network slightly higher than
that of ER-graph due to less number of intra-domain and inter-domain links.
Similar results are obtained when we plot bandwidth against S with fixed
cluster size.

Network Traffic

As mentioned earlier,C-C traffic Tc2c is the product of C-C bandwidth B and
average path length Pc2c. Let us compare the magnitudes of controller to
controller traffic for both cases when plotted against cluster size.
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Figure 3.25: C-C traffic for Grid and ER-Network

Figure3.25 shows the C-C traffic for grid network and ER-graph. The
traffic related to grid network is denoted by solid line where as dotted line
reports the traffic for ER-graph. The C-C traffic in ER- graph is much lower
than that of Grid network. The reason is that path length in Grid network
is proportional to square root of S where as in ER network path length
increases with ln(S). That is why total traffic in ER network is much lower
than that of Grid network.

3.4.2 Switch-Controller Traffic

Let us compare the S-C traffic in both the networks for the same node degree
and number of switches. Figure 3.26 shows the S-C traffic plotted against
cluster size. Again results are similar to that of C-C traffic. The traffic is
increasing with

√
SC for Grid network and a ln(SC) for ER-network. The

S-C traffic in Grid network is 19 times more than that of ER-graph, hence
a Grid network would be much more loaded than an ER-graph for the same
cluster size and average node degree.
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Figure 3.26: S-C traffic for Grid and ER-Network

3.4.3 Total Traffic

Total Traffic vs Cluster Size for different S

As discussed earlier, total traffic is the sum of C-C and S-C traffic. Previous
results have shown that magnitude of C-C and S-C traffic is always higher in
the Grid network than in the ER-network considering same parameters i.e λ
and node degree.

Figure 3.27: Total traffic for Grid and ER-Network for different network size
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Figure 3.27 gives the total traffic and optimum cluster size for both topolo-
gies. The curves decrease drastically with increase in cluster size. The traffic
reaches a minimum point and then tends to increase again and here we ob-
serve optimum cluster size. We can see that optimum cluster size of Grid
network is always greater than that of ER-graph for the same network size.
This result is important because cluster size determines the number of con-
trollers to be placed in a network. For a network of one million switches a
Grid network would require 60 controllers with optimum cluster size of 17441
nodes. For the same network size an ER-network would need 90 controllers
with optimum cluster size of 11587 nodes for minimum traffic in network. We
see that ER leads to less traffic than the Grid, even if we increase the cluster
size above the optimum point. Table 3.2 shows that for a network with one
million switches Grid Network has 11.5 times more traffic than ER-graph

Topology Optimum Cluster Size Number of Controllers Minimum Traffic
Grid 17424 60 4.47 Pbit/s

ER-Graph 11587 90 0.387 Pbit/s

Table 3.2: Optimum Cluster Size: Grid vs ER-Graph

Total Traffic vs Cluster Size for different λ

Let us compare total bandwidth for different switch to controller query rates
λ for both network topologies when network size is 409600 nodes.

Figure 3.28: Total traffic for Grid and ER-Network for different λ
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If switch to controller queries reach to the order of Gbit/s the optimum
cluster size for ER graph gets reduced to 20 nodes only requiring 20480 con-
trollers to be placed in the network. For same λ Grid network would need
4223 controllers with optimum cluster size of 94 nodes only. It is important
to note that minimum bandwidth in this case would be of the order of several
Exabit/s. If λ=1kpps then number of controller required for Grid and ER
networks are 16 and 17 with optimum cluster sizes of 25991 and 24423 nodes
respectively. However in grid network we can take the nearest possible com-
plete square cluster size that comes out to be 25921. Analyzing the results
we can deduce that as magnitude of λ decreases the optimum cluster sizes for
Grid and ER networks tend to come closer to each other. And for λ=1kpps
we need almost same number of controllers for both network topologies with
same cluster size.
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Chapter 4

Summary And Future Work

In this thesis we have discussed the importance of SDN over traditional net-
work. Decoupling the control plane from data plane provides flexility and
programmability. A single controller however is not suitable as it has scalabil-
ity constraints e.g latency,processing capability etc. A distributed controller
network needs to have a consistent view of the network to avoid anomalies
in policy enforcement. For this purpose controllers exchange information
about mastership and network topology. This gives rise to east-west traffic
in the network which is proportional to controllers,switches and depends on
the topology of the network. In this thesis we have formulated mathemati-
cal model to describe the scalability of this east-west traffic with increase in
network size and number of controllers. We have seen that control traffic can
grow to the order of several Exabit/s depending on the cluster size. To reduce
east-west traffic least number of controllers are to be placed in the network.
However this is not the only control traffic in the network. S-C control traffic
also plays an important role in the choice of cluster size and number of con-
trollers to be placed. Our mathematical model helps to compute optimum
cluster size that gives minimum traffic in the network. We have considered
two network topologies, a regular 2-D Grid topology and ER-graph to see
how different parameters of network topologies can affect overall traffic in the
network. The results show that ER-graph always has smaller optimal cluster
size and lower traffic in the network as compared to grid topology. Also as
magnitude of λ decreases the optimum cluster sizes for Grid and ER net-
works tend to come closer to each other. S-C query rate plays a fundamental
role in the choice of optimum cluster size. For higher values of λ a smaller
optimum cluster size is observed due to significant value of S-C traffic. We
have concluded that an optimum cluster size can decrease the total control
traffic from several Exabit/s to the order of Pbit/s. Path length plays an
important role. Networks who exhibit small world property i.e ER-graph
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have thousands times lower control traffic in the network than the regular
grid. Magnitudes of C-C and S-C traffic decide the optimum cluster size and
minimum possible control traffic. Our thesis provides a mathematical model
to estimate both types of traffic to evaluate the dependence on network size
, controller number and network dynamics.

The results produced in this thesis are theoretical and need empirical
support. They can be validated by emulating cluster of controllers(more
than three) and then measuring the traffic in real network. It is important
to model switch to controller query rate because it has strong impact on the
selection of optimum cluster size. Our model considers the controllers to be
connected in full mesh however other topologies i.e linear topology can also
be considered which will reduce the C-C traffic. ONOS platform supports full
mesh topology of controllers only. Redesign of ONOS seems to be necessary
to realize other topologies and estimate control traffic. Our model can be
extended to real internet topology [20] i.e jellyfish model to see how control
traffic can scale in actual networks.
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Sándor Molnár. Available bandwidth measurement in software defined
networks. 2016.

[14] Abubakar Siddique Muqaddas, Andrea Bianco, Paolo Giaccone, and
Guido Maier. Inter-controller traffic in onos clusters for sdn networks.
IEEE ICC, Kuala Lumpur, Malaysia, May, 2016.

[15] Bruno AA Nunes, Manoel Mendonca, Xuan-Nam Nguyen, Katia
Obraczka, and Thierry Turletti. A survey of software-defined network-
ing: Past, present, and future of programmable networks. Communica-
tions Surveys & Tutorials, IEEE, 16(3):1617–1634, 2014.

[16] Diego Ongaro and John Ousterhout. In search of an understandable
consensus algorithm. pages 305–319, 2014.

[17] Aurojit Panda, Colin Scott, Ali Ghodsi, Teemu Koponen, and Scott
Shenker. Cap for networks. pages 91–96, 2013.

[18] B. et al. Pfaff. OpenFlow Switch Specification Version 1.1.0 Imple-
mented (Wire Protocol 0x02 ).

[19] Afrim Sallahi and Marc St-Hilaire. Optimal model for the controller
placement problem in software defined networks. Communications Let-
ters, IEEE, 19(1):30–33, 2015.

60



[20] Georgos Siganos, Sudhir Leslie Tauro, and Michalis Faloutsos. Jellyfish:
A conceptual model for the as internet topology. Communications and
Networks, Journal of, 8(3):339–350, 2006.

[21] Guang Yao, Jun Bi, Yuliang Li, and Luyi Guo. On the capacitated
controller placement problem in software defined networks. Communi-
cations Letters, IEEE, 18(8):1339–1342, 2014.

[22] Volkan Yazici, M Oguz Sunay, and Ali O Ercan. Controlling a
software-defined network via distributed controllers. arXiv preprint
arXiv:1401.7651, 2014.

61



TRITA EE 2016:107

www.kth.se


	Introduction
	Background
	Distributed SDN
	Objectives
	Methodology
	Limitations
	Thesis Outline

	Software Defined Networking
	SDN Architecture
	Centralized and Distributed Controllers
	Role of Consistency in Distributed SDN Architecture
	Consistency models

	OpenFlow Protocol
	Open Networking Operating System (ONOS)
	Architecture
	Consistency Protocols

	Related Literature

	Mathematical Modeling And Analysis
	Control traffic modeling
	Controller to Controller Traffic in ONOS
	Switch to Controller Traffic in Open Flow

	CASE: Grid Topology
	Controller - Controller Traffic
	Switch to Controller Traffic
	Overall Control Traffic

	CASE: Erdos–Rényi Random Graph
	Controller-Controller Traffic
	Switch to Controller Traffic
	Overall Control Traffic

	Comparison and Conclusions
	Controller-Controller Traffic
	Switch-Controller Traffic
	Total Traffic


	Summary And Future Work

