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Abstract

High speed stream anomaly detection is an important technology
used  in  many  industry  applications  such  as  monitoring  system
health,  detecting  financial  fraud,  monitoring  customer's  unusual
behavior and so on. In those scenarios multivariate data arrives in
high speed, and needs to be calculated in real-time. Since solutions
for  high  speed  multivariate  stream  anomaly  detection  are  still
under  development,  the  objective  of  this  thesis  is  introducing  a
framework for testing different anomaly detection algorithms.

Multivariate anomaly detection, usually includes two major steps:
point  anomaly  detection  and  stream  anomaly  detection.  Point
anomaly detection is used to transfer multivariate feature data into
anomaly score according to the recent stream of data. The stream
anomaly detectors are used to detect stream anomalies based on
the recent anomaly scores generated from previous point anomaly
detector. 

This  thesis  presents  a  flexible  framework  that  allows  the  easy
integration  and  evaluation  of  different   data  sources,  point  and
stream  anomaly  detection  algorithms.  To  demonstrate  the
capabilities of the framework,  we consider different scenarios with
generators of artificial data, real industry data sets and time series
data,  point  anomaly  detectors  of  PYISC,  SVM  and  LOF,  stream
anomaly detectors  of  DDM, CUSUM and FCWM. The evaluation
results  show  that  for  point  anomaly  detectors,  PYISC  and  LOF
perform well when the distributions of features are known, SVM
performs  well  even  when  the  distributions  of  features  are  not
known.  For  the  stream  anomaly  detectors,  DDM  has  some
possibilities  to  get  false  anomaly  detection,  CUSUM  has  some
possibilities  to  get  failed  when  the  stream  anomalies  increase
slowly, while FCWM performs best with very low possibilities to get
failed.
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Abstract

Höghastighet  ström  anomali  detektion  är  en  viktig  teknik  som
används  i  många  industriella  tillämpningar  såsom
övervakningssystem  för  hälsa,  upptäckande  av  ekonomiska
bedrägerier, övervakning av kundernas ovanliga beteende och så
vidare. I dessa scenarier kommer multivariat data i hög hastighet,
och måste beräknas i realtid. Eftersom lösningar för höghastighet
multivariat  ström  anomali  detektion  är  fortfarande  under
utveckling, är syftet med denna avhandling att införa en ramverk
för att testa olika anomali algoritmer. Multivariat anomali detektion
har oftast två viktiga steg: att  upptäcka punkt-avvikelser och att
upptäcka ström-avvikelser.  Punkt- anomali detektorer används för
att  överföra multivariat  data i  anomali  poäng enligt  den senaste
tidens  dataström.  Ström  anomali  detektorer  används  för  att
detektera ström avvikelser baserade på den senaste tidens anomali
poäng genererade från föregående punkt anomali detektoren. 
Denna avhandling presenterar ett flexibelt ramverk som möjlig gör
enkel  integration och  utvärdering av  olika  datakällor,  punkt  och
ström  anomali  detektorer.  För  att  demonstrera  ramverkets
kapabiliteteter, betraktar vi olika scenarier med  datageneratorer
av konstgjorda data, verkliga industri data och tidsseriedata; punkt
anomali  detektorer   PYISC,  SVM  och  Löf,   och  ström  anomali
detektorer DDM, CUSUM och FCWM. Utvärderingsresultaten visar
att för punkt anomali detektor har PYISC och LOF bra prestanda
när datafördelningen är kända,  men SVM fungerar bra även när
fördelningarna  inte är kända. För ström anomali detektor har DDM
vissa  sannolikhet  att  få  falskt  upptäcka  avvikelser,  och  CUSUM
vissa  sannolikhet  att  misslycka  när  avvikelser  ökar  långsamt.
FCWM  fungerar  bäst  med  mycket  låga  sannolikhet  för
misslyckande.

Nyckelord

Multivariat,   ström  anomali  detektion,  PYISC,  SVM,  LOF,  DDM,
CUSUM, FCWM
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1 Introduction 

1.1 Background of anomaly detection
Anomaly detection is used to identity anomalous cases from a large
amount  of  cases  which  mostly  are  considered  normal  [30].  For
example,  for a web server providing ftp services,  the anomalous
traffic could be cyber intrusions and it is important to detect and
block those traffic when it occurs. In manufacture, people want to
monitor  the  healths  of  machines,  and  report  the  anomalous
behaviors  before  some potential  big failures  happening.  Another
application is for credit card security, an abnormally high operating
rate should be detected because it sometimes means a credit card
fraud happening.

Nowadays the demands of anomaly detection applications increase
rapidly especially in Internet security. According to the Symantec
Internet  Security  Threat  Report  in  2015  [42],  Spear  Phishing
Attack is one of the most severe attacks, which is usually emails
apparently coming from the trustworthy source, while by clicking
the links the emails  provided,  your personal  data will  be stolen.
With increasing probability of attack, this attack affects the areas
of  sales,  finances  as  well  as  operations.  Anomaly  detection
application could be used to monitor users' unusual behaviors and
block those attacks in advance. 

In  many  scenarios  involving  the  comprehensive  scouring  and
measurement,  lots  of  data  are  generated in  form of  high speed
stream with multivariate features. For example, when monitoring
the server's health, we will consider the multivariate stream with
features of 'CPU time%', 'memory%', 'swap space%', 'rate of reader'
request', 'number of TCP packets', 'rate of block read operations'
and so on. In this case, the anomaly detection should be both time
and memory efficient. This means it is impossible to use traditional
ways which stores the batches of data then analyses. 

In  order  to  handle  multivariate  stream  anomaly  detection,  two
major steps should be used: point anomaly detection and stream
anomaly detection. Point anomaly detection is used for detecting
anomalies  of  individual  data,  and  generating  anomaly  scores
according to the recent data. The aim of point anomaly detection is
to convert multivariate data into single anomaly score in order to
be easily  used in  the  stream anomaly detector.  Stream anomaly
detection is used for detecting stream anomalies according to the
anomaly scores from point anomaly detection. The reason of this
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detection is  because we do not  consider  individual  anomalies  in
data  stream scenario,  instead  we consider  anomalies  happening
when a significant amount of data are anomalous during a certain
period.  Research  today  addresses  various  specific  challenges,
however it is impossible to know how the proposed solution work
when they are combined together. 

1.2 Purpose and goals of this thesis
The goal of this thesis is to design a multivariate stream anomaly
detection framework with point and stream anomaly detectors for
easy integration of various data sources. Also this thesis introduces
some examples of different algorithm implementations, and show
results for different set-ups. 

The framework proposed in this thesis could be used in different
industry areas, and we aim to help companies to reduce the energy
consumption and save infrastructure costs by detecting failures in
time and improve privacy and security.

1.3 Methodology
We  start  the  process  of  the  framework  design  by  defining  the
requirements towards the framework, and the preferable interfaces
between the modules.

The framework is implemented in an object-oriented language [1],
that makes the extension of interfaces and the implementations of
new algorithms easier.

This  framework  is  mainly  implemented  by  python  programming
language,  the  reasons  are  that  first  python  is  a  good  object-
oriented programming language, second there are lots of machine
learning  libraries  in  python,  which  is  easier  to  implement  point
anomaly  detectors.  While  implementing  the  stream  anomaly
detectors, we use C++, the reason is that C++ has faster execution
speed  than  python,  and  python  does  not  have  stream  anomaly
libraries  for  stream anomaly  detectors,  so  C++ and python has
similar code complexity for that.  

To  evaluate  the  performance  of  the  test  framework,  different
methods  inside  the  framework  are  implemented,  then  the
controlling  variate  method  [2]  is  used  which  means  to  keep  all
parts  of  the  framework  the  same except  one  particular  method
different.  By  repeating  this  approach,  we  compare  different
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combinations of implementations and evaluate the advantages and
shortcomings of each algorithm.

1.4 Delimitations
The main focus of this thesis is to design a framework,  implement
several algorithms to show the framework functions correctly, and
to demonstrate  the  flexibility  of  the design.  However this  thesis
considers limited data sources and should be tested further more.
Also  this  thesis  does  not  address  how  to  optimally  tune  the
algorithm parameters for different scenarios and algorithms.
 

1.5 Outline
The report is organized as follows: 
In  chapter  2,  the  related  work  as  well  as  related  concepts  are
introduced.
In chapter 3, the modules of framework are described in details. 
In  chapter  4,  the  algorithms  implementations  are  introduced,
including  the  implementation  of  point  and  stream  anomaly
detections.
In chapter 5,  the evaluations as well as the results are presented
and  the  advantages  and  disadvantages  of  each  algorithm  are
discussed.
Chapter 6 concludes the thesis and discusses future work.
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2 Related work

In this section we review the concepts and literature involved in
this thesis. First we introduce point anomaly detection and anomaly
score calculation with some related algorithms, then we consider
the stream anomaly detection and related algorithms, finally a fault
diagnosis is introduced. 

2.1 Unsupervised point anomaly detection
Unsupervised point anomaly detection is used to detect the unusual
items from majority items considered normal. Figure 1 shows an
example of point anomaly detection:

Fig.1. One example of Anomaly detection

From the graph, we assume that the normal data are in red points.
When there is a new data coming, if it is near to the majority of the
data,  then  it  is  considered  normal,  otherwise  it  is  considered
anomalous.

In general, for point anomaly detection, usually there is a training
phase before applying the detection algorithm in order to build the
detection model.  After the training phase,  unsupervised learning
algorithm should be used to detect  the anomalies.  However,  the
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training  phase  is  not  necessary  when  the  algorithm  supports
incremental learning (train and detection at the same time). 

2.2 Anomaly Score Calculation
An anomaly score is used to present how different the incoming
case is  comparing to  the  regular  cases.  If  the  anomaly  score  is
significantly high for some cases, it means those cases have more
probabilities to be anomalous. The anomaly score is very useful for
anomaly  detection  because  usually  cases  have  multiple  features
and it is hard to tell whether one case is anomalous or not when
features  are  too  many.  We  should  find  a  way  to  calculate  the
anomaly score regardless the number of features. Reference [18]
introduces  two  ways  to  calculate  the  anomaly  scores,  They  are
nearest  neighbors and  clustering  based  anomaly  detection
algorithms,  and  reference  [19]  proposes  histogram-based  outlier
score calculation method.

Nearest  neighborhood algorithm computes k-NN anomaly scores
based on the distances between the incoming case and k nearest
neighbors. The shortcoming of this approach is the high complexity
because for each incoming case it needs n2 time to calculate the
anomaly  score  where  n  represents  the  number  of  cases  in  the
training set.  

The clustering based algorithm will cluster the training set into k
data sets based on the density  of  the training set,  and for each
incoming case it will compute the distance to the nearest cluster.
The anomalous case will have a long distance to the cluster. This
algorithm  has  significantly  lower  complexity  than  the  nearest
neighborhood algorithm which will relate to the number of clusters.

In the histogram-based algorithm, we should assume that features
are  independent  from  each  other.  Then  for  each  feature  a
histogram will be computed with several bins inside. The x-axis of
each bin is the interval and y-axis of each bin is the frequency the
value appeared from the training data set. The sum of frequencies
in each histogram will be one. Using this method, all the training
data set would be compressed into several histograms. For each
incoming case, we will sum up all the frequencies of features. The
formula below is used to calculate the anomaly score:

HOBS( p)=∑
i=0

d

log(
1

hist i( p)
)
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Where p presents the new case, d presents the features of each
case and hist i( p) presents the frequency of feature i in case p.

2.3 Pyisc framework
Python incremental stream clustering (Pyisc) [12] is an open-source
python framework which could be used for anomaly detection and
classification of data with known distribution. It is currently still
under development at SICS Swedish ICT. The source code of this
framework is in Github [46].

The  framework  supports  multivariate  features.  Currently  the
framework  supports  data  following  Possion,  Gamma  and
multivariate  Gaussian  distributions  [46]. Then  the  output  is  the
anomaly scores for each data. Also the detector could be trained
incrementally which means there could be no training phase. 

The  main  idea  of  this  framework  is  to  use  statistical  anomaly
detection method. The first step is to build a statistical model over
regular  cases,  then  for  each  new incoming  case,  we  check  the
location  in  the  statistical  model,  and  if  it  locates  in  the  low
probability field, then it's considered more likely to be anomalous
than those located in the higher probabilities field. The anomaly
score is calculated based on the probabilities.

To  be  more  specific,  we  assume a  known probability  density  of
P(x∣θ)  where  θ is the set of training data. For a new incoming

case z, we initially need to calculate P(z∣θ) , however it is hard to
calculate  because  the  value  depends  on  the  variance  of
distribution.  Instead, we calculate the possibility that at least as
anomalous as  the incoming case,  which could be considered as:
P⩽P(z∣θ) .  We can  see  from the  figure  2  that  the  yellow area
A (z∣θ) is calculated as:

A (z∣θ)= ∫
x∈U

P(x∣θ)

where U={x :P (x∣θ)>P(z∣θ)}
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Fig.2. Illustration of the principal anomaly [12]

Then  we  define  the  probability  that  a  sample  is  at  least  as
anomalous as the incoming case z as A (z∣θ) , which is:
A (z∣θ)=1−A (z∣θ)

Finally we calculate the anomaly score as:
Λ(z∣θ)=−log(A (z∣θ))  where Λ(z∣θ) ranges from 0 to infinity.

When we consider the  multivariate data,  we could  calculate  the
maximum anomaly score of each feature, or we can calculate by
using the Multivariate Gaussian Distribution Method [37].

2.4 Support vector machine and support vector clustering
Support  vector  machine  [13]  is  a  very  powerful  tool  for
classification with supervised learning models.  Using this  model,
we could present the cases in the space. With the maximal margin
classifier [8],  a clear gap is generated to classifier 2 categories.
Not only it could classify linear problems, using kernel trick [9], it
could also classify non-linear problems. Figure 3 shows an example
how the kernel machine graphically presents in 2-dimension [7].

Fig.3. Non-linear classification [7]
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The main idea of non-linear classification of SVM is that usually 
classification is easier in high dimensional space [32]. For example, 
if you have one input x, we can consider the performance of 
features of [x, x2 , x3 ], we use φ function to present the feature 
mapping, which could be:

φ( x)=[
x
x2

x3]
Use the feature mapping function, we can map the points into the 
feature space, inside the feature space it may be easier to have a 
separating hyperplane to classify the cases. Graphic presentation is
shown in figure 4 below:

Fig.4. One example of feature mapping [43]

However if we only use the feature mapping function, it is very 
computational expensive, which could have potential infinity 
dimensions, Then the kernel trick is used in order to lower the 
computation complexity. By mathematical proof [31] [33] [34] [35] 
[36], we can see that the decision functions are in the form of dot 
product ⟨φ(x )⋅φ(z )⟩ , then if we consider K (x , z )=⟨φ(x )⋅φ (z)⟩ , the 
calculations will be simplified and most of them will be in low 
dimensions. 

However in my particular problem, our incoming cases will not be
labeled  in  advance,  so  we  have  to  use  unsupervised  learning
models, which support vector clustering [10] is one of the powerful
tools. 
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The basic idea of support vector clustering [38] [39] [40] is that in
training phase the points will be firstly reflected into the feature
space using kernel trick, then inside the feature space we should
find the best sphere which could enclose most of the points with
the smallest areas. Then we map the sphere back and a boundary is
generated.  Using  this  algorithm,  we  could  use  the  distances
between the cases to the boundary, which could be transferred into
anomaly detection algorithm. 

The advantages of the support vector machine and clustering are
very obvious, it could generate every shape of the boundary and
theoretically fit most problems. The shortcoming may be the choice
of  the  kernel  [25]  and  the  parameters  for  the  kernel.  Also
sometimes for large scale problems, it will be relatively computing
and memory expensive.

2.5 Local outlier factor (lof)
Local  outlier  factor  (lof)  is  a  density  based  anomaly  detection
algorithm [14]. The basic idea is to compare the average densities
of  k nearest neighbors of one point to its local density. If the ratio
of its neighbors' average densities and local density is smaller than
1.0, then most likely this point is inlier, if the ratio is much larger
than 1.0, then most likely this point is outlier.

The density is calculated as follows [17]:

Considering to calculate the local density of A, we first define the
k_distance Dk  as the distance from the k_th nearest neighbor to
A.  We  assume the  set  of  A'  k-nearest  neighbors  as N k (A) .  For
every  B∈N k(A) ,  we  calculate  the  reachability_distance
RDk (A ,B) which  is  the  distance  of  k_distance  but  at  least  the

distance from A to B.

RDk (A ,B)=Max (Dk (B) , d (A , B))

Then we calculate the local reachability density (lrd):

lrd (A)=1/(

∑
B∈Nk (A )

RDk (A , B)

|N k (A)|
)
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From the formula we could see the local reachability density is the
reverse  of  the  average  reachability-distance  from  its  neighbors.
Then at last we calculate the LOF:

LOFk (A)=

∑
B∈Nk (A )

lrd (B)

|N k(A)|
/ lrd (A)

From  the  formula  we  can  see  that  local  outlier  factor  (LOF)
calculates the ratio between the average lrd of its k-neighbors and
itself. If the ratio is smaller than 1, it means it has larger density
than its neighbors, if the ratio is much higher than 1, then it's more
likely an outlier case. 

One visualization example is shown in figure 5 [44].

Fig.5. LOF scores visualized [44]

2.6 Change detection and stream anomaly detection
In references [3], [5] and [20], the change detection is introduced.
Change detection algorithms detect whether the distribution of the
recent  input  data  changes  according  to  the  older  or  basic  data
distribution.  So  the  learning  algorithm  should  be  adapted
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incrementally and fast enough in order to handle the high speed
data stream.

The distribution of the data changes may have different forms [3].
Figure 6 below shows different types of data changes:

Fig.6. Patterns of changes over time [3]

A drift happens when a significant amount of data during certain
period do not follow the older pattern. In order to detect the drifts,
the  algorithm  should  not  only  incrementally  adapt  to  different
distributions, but in addition they should:

(1), Detect the changes as soon as possible.
(2), Distinguish the drifts from noises. This means that if there are
some  noises  inside  the  normal  cases,  the  algorithm  should  be
robust to the noises, and only alarm when the drifts occur.
(3),  Should be memory and time efficient,  usually should have a
forgetting mechanism.

Stream anomaly detection is very similar to change detection. The
differences  between  change  detection  and  stream  anomaly
detection are: 

(1), The change detection usually needs be able to detect several
distributions,  however  stream  anomaly  detection  only  has  two
kinds of distributions: 'normal' and 'anomalous'.

(2), For the change detection, when a drift occurs, the algorithm
should be able to adapt to new distribution, however for the stream
anomaly detection, it is not necessary to adapt to new distribution,
which means it always has a base pattern, and if the stream does
not  follow  the  base  pattern  for  some  time,  an  alarm should  be
raised.

From the  descriptions  above,  we  can  see  that  by  changing  the
change  detection  algorithms,  we  can  always  get  the  stream
anomaly detection algorithms.
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2.7 Change detection algorithms
In  this  section,  the  main  ideas  of  several  change  detection
algorithms are introduced.

In [3] Drift Detection Method (DDM) algorithm is introduced. The
basic  idea  of  DDM  algorithm  is  the  following:  There  is  a  base
learner  which  is  used  to  predict  the  incoming  points,  then  it
compares the prediction results and true results in order to update
the error_rate. If the prediction is wrong, then the error_rate will
increase,  otherwise  the  error_rate  will  decrease.  When  the
error_rate is too large then a drift occurs, which means we need to
update the base learner now.

Cumulative sum (CUSUM) algorithm is proposed to detect abrupt
changes [4]. In reference [24] a practical method is introduced. The
basic  idea  for  this  algorithm is  to  detect  the  positive  (g+)  and
negative (g-) changes inside the sequence. If the sum of positive
and  negative  change  exceeds  a  threshold  then  we  could  tell  a
change  is  detected.  The  positive  and  negative  changes  are
calculated as:

{
s [ t ]=x [t ]−x [ t −1]

g+[t ]=max(g+[ t −1]+s [t ]−drift ,0)
g−[ t ]=max (g−[ t −1]−s [ t ]−drift ,0)}

When g+[t] or g-[t] reach a threshold, then we initialize the g+[t]
and g-[t], which means we set them as 0. 

The  drift  is  used  to  control  how fast  to  detect  a  change,  if  we
decrease the drift then a faster alarm will be raised, however it will
also cause more false alarms. 

Another change detection algorithm is Fixed Cumulative Windows
Model (FCWM) which is introduced in [5]. The basic idea for this
method is using a reference window which reflects the distribution
of the past cases, as well as a current window which reflects the
distribution  of  the  recent  cases.  When  the  difference  of  the
distributions  between  reference  and  current  window  reaches  a
threshold, then an alarm is raised.

2.8 Fault Diagnosis for data stream
Fault diagnosis is to detect anomalies before a failure occurs. In
reference [21],  original and advanced diagnostic frameworks are
introduced.  The  first  framework  shown  in  figure  8  has  three
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components,  the  first  component  extracts  the  features  from the
signals, then the second one detects whether the extracted data are
anomalous or not, then the third one is to diagnosis whether there
is a big failure happening or not. The first framework only supports
individual case diagnosis.

Fig.7. The original on-board and off-board fault diagnosis system
[21]

An improvement of diagnostic framework is also shown in figure 8:

Fig.8. The extended fault diagnosis framework [21]

The limitation of the first framework is that it only considers the 
individual cases and it is not robust to the noise. However in most 
stream cases, we will not consider the few anomaly cases which 
will be considered as noise. The potential system failures should be 
identified when a significant amount of anomalies occur during a 
period so the cases will be no longer isolated, thus a stream 
anomaly detection modules are required.
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However  the  advanced  framework  does  not  show  us  how  to
implement  the  communication  architecture  of  the  local  anomaly
detection and stream anomaly detections.
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3  Test framework modules

In this chapter the test framework module designs as well as the
interfaces inside the modules are discussed below.

Figure 9 below shows how my framework looks like:

Fig.9. Main flow of test framework

In general, this framework has three modules: stream generator, 
point anomaly detector and stream anomaly detector.

In the following paragraphs, we introduce each module in details, 
after that we discuss about the work flow of the test framework 
which combines different modules together.

3.1 Stream generator
The stream generator  is  used to  generate  data  stream for  both
testing and plugging in real data sets. Since our framework is used
to test different  algorithms,  so the generators should be able to
control the anomalies in order to test more scenarios. To be more
specific, the interfaces are listed below:

(1). Generate training data
In order to support training phase in point anomaly detection which
will be introduced later, an interface for generating training data is
used. In this method there is only normal data generated in order
to train the point detector correctly.

(2). Generate stream
This interface is used to generate stream data. For testing, there
are normal and anomaly types of stream data generated, and also
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we can specify the number of cases you want to generate during
one period.

(3). Generate anomalous data
Three  types  of  anomalies  are  implemented  inside  stream
generators:  sudden,  incremental  and  gradual  anomalies,  users
could select different types of errors in order to test whether the
algorithms are suitable for different types of anomalies.

3.2 Point anomaly detector
The point anomaly detector is used to calculate the anomaly score
of each incoming individual case based on the previous cases. The
reason for this detector is that usually data has many features and
it is hard to tell whether the data is normal or anomalous when
data is multivariate. With the help of anomaly score detector, the
input multivariate data will convert into single anomaly score, and
it is easier for the stream anomaly detector to calculate whether
the anomalies happening or not. 

In  general  the  point  anomaly  detector  should  support  either
incremental  or  batch  training.  If  the  detector  supports  training
incrementally, then the detector should be updated with the new
incoming  data.  If  the  detector  supports  batch  training,  then  a
training  phase  is  processed  in  advance.  The  interfaces  in  this
module are:

(1), Train point detector
For the training phase, this method will be called in order to train
the batch of data.

(2), Fit incrementally
This  method will  be called  if  users  want to train  point  anomaly
detector  incrementally.  In  this  case,  the  training  point  detector
method is not necessary to be used.

(3), Calculate anomaly score
This method will  input multivariate data and return the anomaly
score based on the anomaly detector.

3.3 Stream anomaly detector
After the point anomaly detector, an anomaly score is generated,
however it is not enough to determine stream anomalies, because
in stream format we no longer consider the individual anomalies, so
the  individual  anomalies  do  not  mean  stream  anomalies,  and
stream  anomalies  occur  only  when  large  amount  of  the  cases
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behave anomalous during a short period. In this stream anomaly
detector the interface is simple and it only inputs anomaly score
and output whether anomaly occurs or not, therefore there is only
one interface. 

(1), evaluate the anomalies
For  every  incoming  score,  we  calculate  whether  an  anomaly
happens or not.

3.4 Main flows for the test framework
In this section the main process in this framework is introduced,
which  tells  users  how each module  works  together.  In  this  test
framework  the  simulation  data  generators  and  time stamp data
generator work quite different, so there are two work flows based
on what kind of data generator is used.

3.4.1 Main flow for artificial data
In  the  implementation  the  artificial  data  means  data  generated
from simulation or randomly chosen from data set. In this approach
we can control the anomaly rate and the effect of the severity of the
anomalies can be evaluated easily. Since in data stream we do not
care about individual anomalies, so it is better to generate several
continuous  anomalous  data  if  we  want  to  inject  an  anomaly
manually. The pseudo shows below, the input variables are:

mean_number: the  mean  number  of  cases  generated  in  one
period.
shift_times: the total number of period one process executes.
generator: the generator object which is used to create stream.
point_detector:  the  point  detector  object  which  is  used  to
calculate the point anomaly score.
stream_detector:  the  stream  detector  object  which  is  used  to
determine whether an anomaly happens or not.
Point_train_incremental: whether  training  the  point  anomaly
detector incrementally or not.
error_rate:  the anomalous probability  that  an anomalous period
happens.
error_type:  the anomalous type that the generator produces the
anomalies.
point_train_num: if the 'point_train_incremental' is 'True', then it
is used to determine the number of the cases trained in training
phase.
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Pseudo code 1: Main flow for simulation data
INPUT  mean_number,  shift_times,  generator,  point_detector,  
stream_detector, point_train_incremental, error_rate, error_type, 
point_train_num
Initialize total_error, detected_error, false_detected_error
if  point_train_incremental == false do

train_data = generator. generate_train_data(point_train_num)
point_detector. train_point_detector(train_data)

for loops in range(0, shift_times) do
if error_rate < Random. uniform(0,1.0) then

if_error = false
else

if_error = true
number = Poisson(mean_number)
if if_error == false then

stream_points = generator. generate_stream (number, 
“Normal”)

else
stream_points = generator. generate_stream (number, 

error_type)
total_error += 1

for ii in range(0, number) do
point = stream_points[ii]
score = point_detector. anomaly_score(point)
if point_train_incremental == true then

point_detector. fit_incremental(point)
if stream_detector. check(score) == 1 then

detected_error += 1
if if_error == false then

false_detected_error += 1
update_plot

3.4.2 Main flow for time stamp (real time) data
In this section the work flow for the time stamp data evaluation is
introduced. In this scenario the program could not check whether
there is an anomaly occurring or not, so instead of counting the
anomalies from the generator, users have to check the anomalies
from the plots,  so  the  process  will  be  simpler  than  before.  The
variables of the pseudo code are:

mean_number: the  mean  number  of  cases  generated  in  one
period.
shift_times: the total number of period one process executed.
generator: the generator object which is used to create stream.
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point_detector:  the  point  detector  object  which  is  used  to
calculate the point anomaly score.
stream_detector:  the  stream  detector  object  which  is  used  to
determine whether an anomaly happens or not.
Point_train_incremental: whether  training  the  point  anomaly
detector incrementally or not.
error_rate:  the anomalous probability  that  an anomalous period
happens.
error_type:  the anomalous type that the generator produces the
anomalies.
point_train_num: if the 'point_train_incremental' is 'True', then it
is used to determine the number of the cases trained in training
phase.

The pseudo code shows below.

Pseudo code 2: Main flow for time stamp data
INPUT  mean_number,  shift_times,  generator,  point_detector,  
stream_detector, point_train_incremental, error_rate, error_type,
point_train_num
Initialize total_error, detected_error, false_detected_error
if  point_train_incremental == false do

train_data = generator. generate_train_data(point_train_num)
point_detector. train_point_detector(train_data)

while point = generator. generate_stream(1)!=NULL do
score = point_detector. anomaly_score(point)
if point_train_incremental == true then

point_detector. fit_incremental(point)
if stream_detector. check(score) == 1 then

detected_error += 1
if if_error == false then

false_detected_error += 1
update_plot
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4  Test Framework Implementations

In this chapter the components of this test framework as well as
different algorithms will be discussed in details.

4.1 Architecture of my framework
In order to generate the architecture for our framework, we use 
doxygen [26] tool. Figure 10 shows the overall architecture of our 
framework:

 
Fig.10. Main super classes in test framework

From figure 10 we can see that the overall framework is composed 
by three main components: Generator, AnomalyScorer and 
Stream_Detector which are correspondence to the three modules 
introduced before.

4.2 Stream generator
Figure  11  shows  the  modules  of  the  generators  for  this
implementations:

Fig.11.  Sub-classes in generators
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From figure 11 we can see that in our proposed framework there 
are three types of data sources used to generate stream: simulation
generator (Artificial generator), data_set generator and 
timestamp_data_set generator.

The first data source is artificial data using Scipy library [41] to
generate data following some particular distributions, for example
Possion(5)  means  Possion  distribution  with  lambda  equal  to  5.
Using those data, we could generate ideal data which is under our
control and easy to modify the parameters in demand.

Another source is using data set from the UCI machine learning
repository  [28],  which  provides  lots  of  data  sets  from  different
industry  areas.  Those data sets are statistic  data and each case
inside the data set is independent with each other. Using those data
sources, we could see whether our algorithms fit in real industry
scenarios.

The last data source is time stamp data from Numenta Anomaly
Benchmark  (NAB)  [45].  This  source  is  mainly  used  in  order  to
check the performance of stream anomaly detection. In order to
use this data source, we should pick the data one by one and only
execute once at a time. Since in real data stream application, the
data nearby are somehow related, when an anomaly happens cases
will be very different in some periods. So it is a good way to see
whether our stream anomaly detection algorithms can handle time
series data. 

4.2.1 Artificial simulation stream generator
This section introduces the implementation of artificial simulation
data source in details. For different columns data can use different
distributions. For example, Possion(5) means data in this column is
distributed  according  to  Possion  distribution  with  lambda  5,
Norm(5,12) means this column is distributed according to normal
distribution with μ = 5 and σ2  = 12. 

In addiction to the basic features, some noises are added on top of
them. For the normal cases, some smaller noises are added on top
of the basic features, for the anomaly cases, some bigger noises are
added. 

The variables inside the pseudo code are:
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list_dist: the list of distributions of normal data, for example: [1,
norm(5,12), norm(10,20), poisson(10), poisson(100)], which means
each column follows one specific distribution.
normal_error_dist: for  the  normal  data,  the  normal  error
distribution is added on top of the normal data.
anomaly_error_dist: for the anomalous data, the anomalous error
distribution is added on top of the normal data.
error_type: the  anomalous  type,  which  could  be:  'Incremental',
'Sudden', 'Gradual'. 

The pseudo code for this simulation stream processing is:

Pseudo code 3: Interface achievements for artificial stream
Initialize list_dist, normal_error_dist, anomaly_error_dist, 
error_type
Generate_train_data(train_number):

data = []
for x in list_dist do

temp = generate train_number data with pdf(x)
data. append(temp)

return data
Generate_stream(number, type):

if type == “Normal” then
data = []
for x,y in list_dist, normal_error_dist do

temp = generate train_number data with pdf(x+y)
data. append(temp)

return data
else 

 return data based on the error type
_Generate_sudden_error(number):

data = []
for x,y in list_dist, anomaly_error_dist do

temp = generate number data with pdf(x+y)
data. append(temp)

return data
_Generate_incremental_error(number):

data = []
for ii in range(1,4) do

for x,y in list_dist, anomaly_error_dist do
temp = generate number/5 data with pdf(x+i/3*y)
data1. append(temp)

return data1
_Generate_gradual_error(number):

data = []
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for ii in range(1,6) do
temp1 = []
temp2 = []
for x,y,z in list_dist, normal_error_dist 
anomaly_error_dist do

temp1 =generate i*number/20 data with pdf(x+z)
temp2 =generate number/20 data with pdf(x+y)

data = data + temp1 + temp2
return data

4.2.2 Data set stream generator
Besides data stream generated artificially, another interesting data
source is from industry data set. The idea of this approach is: we
select  one  feature  and  set  one  value  as  normal  one,  and  other
values are considered anomalies data. For example, we can select
one 'gender' column from one data set, choose 'male' as the normal
value which means all the data with 'gender' as 'male' is normal
and others are considered anomaly data.  Since the data set has
limited data, so we usually randomly pick data from the data set
into memory.

The variables inside the pseudo code are:

Normal_data_set: the data set storing normal data.
Anomaly_data_set: the data set storing anomalous data.

The pseudo codes are similar to previous one, except that there is
no gradual error type because data is either normal or anomalous,
no  other  intermediate  choice.  The  implementation  is  shown  in
pseudo code 4:

Pseudo code 4: Interface achievements for stream from data set
Initialize(column, normal_value):

Normal_data_set = data[data[column]==normal_value]
Anomaly_data_set = data[data[column]!=normal_value]

Generate_train_data(percentage):
data = Normal_data_set[number*percentage]
Normal_data_set = Normal_data_set – data
return data

Generate_stream(number, type):
if type == “Normal” then

data = randomly select number data from 
normal_data_set
return data
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else 
 return data based on the error type

_Generate_sudden_error(number):
data = randomly select number data from anomaly_data_set
return data

_Generate_incremental_error(number):
data = []
for ii in range(1,6) do

temp1 = randomly select i*number/20 data from
anomaly_data_set
temp2 = randomly select number/20 data from
normal_data_set
data = data + temp1 +temp2

return data

4.2.3 Time stamp (real time) data stream generator
The real  time data stream generator  is  used to plug in  for  real
scenarios. Since instead of generating normal or anomalous period,
here we generate the stream according to the timestamp, which
means we can not know whether the data is normal or anomalous
in advance, so there is no generating error methods here. The only
way for testing whether the algorithms are suitable or not is from
plots. Below are some interfaces achieved as well as the variables
explanations:

data_set: store the timestamp data set.
current: the current execution of the programming.

Pseudo code 5: Interface achievements for time stamp stream
Initialize data_set, current = 0

Generate_train_data(percentage):
return data_set[number*percentage]

Generate_stream():
return data_set[current++]

4.3 Point anomaly detector
Right  after  the  stream generator,  the  data  generated will  go  to
point anomaly detector to calculate anomaly scores. The interfaces
are  already  introduced  above,  the  general  architecture  of  the
anomaly detector is shown in figure 12 below. 
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Fig.12. Sub-classes in point anomaly detectors

From figure 12 we can see that there are three types of point 
anomaly detection algorithms used for the point anomaly detection:
Pyisc anomaly detection, SVM anomaly detection and LOF anomaly 
detection. Anomaly score is generated after point anomaly 
detection method. Later we introduce the corresponding 
algorithms in details.

4.3.1 Anomaly score detector using Pyisc framework
From the introduction of related work, SICS Swedish ICT already
has implemented pyisc framework to calculate anomaly score for
multivariate data. The current supported distributions are Poisson,
Gamma and Multivariate Gaussian Distributions. The input should
be the supposed distributions.

There are two ways for the programs to determine the distributions
for each column. 1), Manually set the distributions of data, which is
done  by  observing  the  data  distributions,  then  determine  the
parameters in training phase or incrementally fit the stream data.
This method is useful when the distributions are known in advance,
so the training phase is not necessary in this case.

2), There is also another way which is to fit the data distributions
instead of inputing the distributions directly. Then a training phase
is used to fit the data distributions according to the training data.
There  are  two  types  of  distributions:  Discrete  and  continues
distributions.  For  the  continues  distribution  which  is  the  most
cases, python has the library (fitter) to fit data and return the most
likely  distribution.  For  the  discrete  distribution,  possion
distribution  is  considered,  and  the  likelihood  for  fitting  is
calculated.
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The pseudo code as well as the variables for this process would be:

fit_incremental: whether  the  detector  is  updated  during  the
testing phase or not. 
train_data:  store the training data set.
Models: The  established  models  of  each  feature  when  the
fit_incremental is false.

Pseudo code 6: Pyisc point anomaly detector
Initialize fit_incremental, train_data, models
if fit_incremental == False do

models = fit_data()
AnomalyDetector = pyisc. AnomalyDetector (models)

anomaly_score(data):
score = AnomalyDetector. anomaly_score(data)
if fit_incremental == True do

AnomalyDetector. fit_incremental(score)
return score

for every incoming case as point do
return anomaly_score(point)

4.3.2 Anomaly score detector using SVM
Support  vector  machine  is  one  of  the  most  useful  tools  for
classification of linear and non-linear problems. In sklearn python
package one can import the SVM package and use the SVM related
methods.

Using  the  OneClassSVM  method,  several  boundaries  will  be
determined which would include most points inside. Those points
inside  could  be  considered  normal  and  those  outsides  are
considered anomaly. There are lots of interesting parameters we
can select [19]:

Kernel: 
The kernel type to be used in the algorithm, the choice could be:
"linear",  "poly",  "rbf",  "sigmoid",  "precomputed"  or  a  callable
method.

Gamma: 
The kernel coefficient for “rbf”, “poly” and “sigmoid”.

Nu:
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An upper bound on the percentage of training errors and a lower
bound of the percentage of support vectors.

To be more easily understood, here is an example from the official
website [23] with the parameters: kernel: 'rbf', nu: 0.1 and gamma:
0.1 with other default parameters, then figure 14 shows an example
of how oneclassSVM looks like for 2-dimension problem:

Fig.13. Novelty detection using OneClassSVM [23]

From the figure 13 we can see that there is a training phase 
(Training the white points) and several boundaries are settled with 
red colour circles. Then the new incoming observations inside the 
circles are regular cases which represent green and outside points 
are anomalous cases which represent red.

In order to calculate the anomaly score, we could calculate the 
distance from the cases to nearest boundary using the method 
'decision_function' in OneclassSvm, then we could use the formula:
1.0/exp(distance /cofficient) , the coefficient is used in order to 

normalize the score when the distance is too large or too small.

The variables of pseudo code are:
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kernel: the choice of the kernel in this programming.
nu: upper bound of training error.
gamma: kernel coefficient.
coefficient: the coefficient for adjusting the distances to anomaly 
score.
train_data: the training data for this detector.

The pseudo code is introduced below:

Pseudo code 7: OneClassSVM point anomaly detector
Initialize nu, kernel, gamma, coefficient, train_data
clf = svm.OneClassSVM(nu=nu, kernel=kernel, gamma=gamma)
clf. traindata(data)
anomaly_score(data):

distance = clf. decision_function(data)
score = 1.0/exp(distance /cofficient)
return score

for every incoming case as point do
return anomaly_score(point)

4.3.3 Anomaly score detector using lof algorithm
Local  outlier  factor  (lof)  is  a  density  based  anomaly  detection
algorithm [14].  All  the details  of  the concepts  are introduced in
section 2.5.

Using lof, there is always a training phase because it is impossible
to  train  the  data  set  incrementally.  In  order  to  use  this
implementation, the python sklearn neighbors library will be used
in order to find the k-nearest neighbors easily.

The variables in the pseudo code are:

n_neighbors: the number of the k-nearest-neighbors.
algorithms: the  algorithm  picked  to  calculate  the  k-nearest-
neighbors, by default is 'auto'
data: the training data

The pseudo code for this implementation will be:

Pseudo code 8: LOF point anomaly detector
Initialize n_neighbors, algorithms, data
nbr = NearestNeighbors(n_neighbors, algorithms)
LOF. train_data(data):
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for a in data do
calculate k_distance(a) and store in self. _kdistance[a]
calculate lrd(a) and store in self. _lrd(a)
Nka = a's k_nearest_neighborhoods
for b in Nka do

update self. _kdistance[b]
update self. _lrd[b]

LOF. anomaly_score(data):
lof = []
for a in data do

a_distance = calculate k_distance(a) based on self. 
_kdistance
a_lrd  = calculate lrd(a) based on self. _lrd
avg_lrd = (sum all lrd(k_nearest_neighborhoods))/(k * a_lrd)
lof. append(avg_lrd)

return lof
lof = LOF(nbr)
lof. train_data(data)
anomaly_score(point):

score = lof. anomaly_score(point)
return score

for every incoming case as point do
return anomaly_score(point)

4.4 Stream anomaly detector
After  the  point  anomaly  detection,  the  calculated anomaly  score
will pass to the stream anomaly detector, the job of this detector is
to determine whether there is  an anomaly happening or not  for
each anomaly score.

Figure  14  shows  the  architecture  of  stream  detectors.  Several
interesting stream anomaly detection algorithms are implemented:
DDM, CUSUM and FCWM.
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Fig.14. Sub-classes in stream detectors

4.4.1 Extension of DDM algorithm
Drift  Detection  Method  (DDM)  could  be  modified  to  anomaly
detection algorithm. In DDM algorithm, there is a based learner to
predict the incoming case and compare with the real value. So in
general DDM is a supervised learning algorithm, which means the
incoming cases are labeled as (x, y). Considering the unsupervised
scenario, We extend the DDM algorithm as: 

We always consider each incoming case labeled as (x, 'True').   
The base learner use a threshold to classify the incoming case, if
x< threshold , then the prediction is 'True', otherwise 'False'. 

When a change is detected, the base learner is not updated.

In  real  implementation,  let pi  be  the  error_rate.  pi  will  be
updated as  pi=pi−pi /i  if case i is 'True' and  pi=pi+(1.0−pi)/ i if
case  i  is  'False'.  Then  the  standard  deviation  of  pi  will  be
calculated using the  formula: si=√( p i∗(1−pi) /i) .  We also  need to
remember the minimum of s_i as s_min and minimum of  pi  as
p_min. When  pi  reaches the condition: pi+si⩾pmin+beta× smin then
an anomaly happening and the system initializes the p_min, s_min
and  i.  The  pseudo  code  as  well  as  the  variables  for  this
implementation of DDM algorithm shows below:

threshold: the threshold to raise or decrease the pi .
beta: the coefficient for the s_i.

Pseudo code 9: DDM algorithm implementation
Input threshold, beta
Initialize():

i = 1, p_i = 1, s_i = 0, p_min = INF, s_min = INF 
Prediction(score):
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if score < threshold then
return true

return false
check(score):

if prediction(score) do
p_i = p_i – p_i / i

else
p_i = pi + (1.0 – p_i) / i

calculate s_i
update p_min, s_min
if p_i + s_i >= p_min + beta * s_min do

//anomaly level reached
initialize()
return 1

return 0
for every incoming score do

return check(score)

4.4.2 Extension of CUSUM algorithm
Cumulative sum (CUSUM) algorithm could be used directly into the
anomaly  detection.  This  algorithm  assumes  that  the  anomalies
happen  when  the  changes  in  the  sequence  reach  a  threshold.
Recall the formulas from section 2.7,

The pseudo code as well as the parameters shows below:

threshold: the threshold to alarm.
drift: the tolerance of the back to back anomaly score differences 

Pseudo code 10: CUSUM algorithm implementation
Input threshold, drift
Initialize():

i = 1, p_i = 1, s_i = 0, p_min = INF, s_min = INF 
check(score):

s = score – score_pre
score_pre = score
gp = gp + s - drift
gn = gn – s – drift
if gp or gn > threshold do 

gp = 0
gn = 0
return 1

return 0
for every incoming score do
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return check(score)

4.4.3 Extension of FCWM algorithm
Fixed Cumulative Windows Model (FCWM) also could be used for
anomaly  detection.  This  algorithm  assumes  that  the  anomalies
happen when the distribution in recent cases changes. In FCWM
we need  to  update  the  reference  window,  however  for  anomaly
detection it is not necessary to update the reference window.
 
In order to calculate the distribution in windows and update them
dynamically, I choose a histogram method which means the score
range will be divided into histograms and every incoming score will
be set into one particular histogram. Also similar operation will be
used to delete the oldest score from window.

In order to calculate the difference between 2 windows, a Kullback-
Leibler  divergence  (KLD)  method  [6]  is  used,  the  formula  for
discrete probability distribution will be:

DKL(P∥Q)=∑
i

P(i) log(
P(i)
Q (i)

)

If we use the formula directly, then for each incoming point all the
bins should be summed up, which means the time for calculating
KLD  will  be  relatively  expensive.  In  order  to  update  KLD
dynamically, for every incoming score, we only update the KLD with
bins belonging to the incoming score and popped the most recent
score in window. If |DKL(P∥Q)−DKL(Q∥P)|>threshold which means the
differences of distribution in reference and current window is very
large,  then  a  drift  is  detected.  The pseudo code  as  well  as  the
variables shows below:

number_bins: the number of bins for windows
reference_win_size: the reference window size
current_win_size: the current window size
max_score: the maximum anomaly score the program will consider
update_able: whether to update the reference window or not
threshold: the threshold for the KLD differences

Pseudo code 11: FCWM algorithm implementation
Input  number_bins,  reference_win_size,  current_win_size,  
max_score, update_able, threshold 
Initialize():
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Set the reference window according to number_bins, 
reference_win_size, max_score
Set the current window according to number_bins, 
current_win_size, max_score

check(score):
if update_able is true or reference_window is not full do

update reference_window
update recent_window
update the KLD(ref||cur) and KLD(cur||ref)
if | KLD(ref||cur) – KLD(cur||ref) | > threshold do

reset
return 1

return 0
for every incoming score do

return check(score)
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5 Numerical results

The main focuses of the tests are the performances of algorithms of
point  and  stream  anomaly  detectors  for  different  data  sources.
During the evaluations the controlling variate method are applied.
For  algorithms  of  point  anomaly  detectors,  we  concern  the
performances  for  different  generators,  so  the  stream  anomaly
detector  will  be  kept  the  same  and  the  stream  generators  for
different  point  anomaly  detectors  will  be  substituted.  For
algorithms  of  stream  anomaly  detector,  the  performances  for
different  error  types  are  our  main  focus,  so  we  keep  the  point
anomaly  detector  the  same,  using  the  same artificial  simulation
generator  with  different  error  types.  Also  the  parameters  of
different  algorithms  are  set  properly  in  order  to  get  good
performance. To compare with different setups, we keep the seed
the same to generate the same random data for the same stream
generator.  During  each  period,  the  program will  sleep  0.1ms in
order to keep the cpu healthy.

My test framework is run in ubuntu 14.04, my cpu information is: 4
processors with Intel(R) Core(TM) i5-3230M CPU @ 2.60GHz.

5.1 Graphic presentations and explanations
The simulation results will have graphic presentations of the real
time  stream  anomaly  scores  with  the  performance  evaluation
results. The plots will be updated automatically every 0.5s, which
will  renew the anomaly scores as well  as the evaluation metrics
from the program. One example of the real-time process graph is
shown in figure 15 below:
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Fig.15. One example of graphic presentation from test framework

The graph shows the real-time anomaly scores from case 52000 to
54000 with blue lines. And from the graph, we could clearly see
that the anomaly scores significantly increase around case 53500.
One red line represents an alarm showing the anomalies detected
by our system.

The texts in the left above block show the detection information for
this system. The 'FalseDetected_error' shows the false alarms raise
up when there is no anomaly case generated. The 'Detected_error'
indicates that the correct alarm raises during the anomaly period
(One period only one alarm, if there are several alarms raising up
during  one  anomalous  period,  only  count  one).  The  'Total_error'
shows the Total anomalous periods during the process. The 'rate'
shows the number of cases proceeded during 1s, which indicates
the  speed  for  our  algorithms  to  handle  the  stream  for  future
applications.  The  'delay'  shows  when  an  anomaly  happens,  in
average  how  long  does  it  take  to  detect  the  anomalies  by  our
applications, for example in this case, when the anomalous period
starts, in average after 93 cases our system detect the anomalies.
The  'False  detected  percentage'  is  the  ratio  of  false_alarm  and
total_error.  The  'Detected_percentage'  is  the  ratio  between
Detected_error and total_error.

Our evaluations below are all based on the graphs shown above.
Each time 1000 periods will be executed and every period the mean
number of 200 cases for simulation data will be generated, also the
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back to back periods will not be both anomalous periods If there
are  two  back  to  back  anomalous  periods,  a  normal  period  in
between will  be injected). If  there are several alarms raising up
during one anomalous period, one alarm will be counted, others are
considered duplicate alarms.

5.2 Evaluations of point anomaly detectors
In  this  section  the  point  anomaly  detection  algorithms  will  be
evaluated,  so  we  keep  the  stream  anomaly  detector  the  same
(FCWM), One reason is that FCWM is the most reliable algorithm
which will be introduced later, we want to ignore the influences of
stream anomaly detectors. Another reason is that FCWM does not
need  to  change  parameters  a  lot,  which  is  easier  to  evaluate
difference  setups.  Using  different  point  anomaly  detection
algorithms,  performances  for  different  generators  will  be
considered later. 

The configurations of data source from artificial or data set will be: 

(1). The stream will generate 1000 periods, each period will have p
possibility to be anomalous. (2). Make sure that there are no back
to back anomalous periods happening, if so, one normal period will
be  injected  in  between.  (3).  For  each  period,  there  are  mean
number of 200 cases generated. (4). For type of errors will be set
as  'Sudden',  since  point  anomaly  detectors  only  concentrate  on
individual points, so the type of stream errors will not be our focus
in this section. (5). The probabilities of anomalies p will be changed
for each execution.

During the following sections, several tables will be used to show
the results, the meaning of each column will be:

Anomaly  rate: The  percentage  of  anomaly  periods  in  whole
periods.
False  detected  error: the  number  of  alarms  raise  during  the
normal periods.
Detected error: The number of alarms raise during the anomaly
periods, if there are many alarms, only count one.
Total error: The number of anomaly periods the system generates.
Rate: The average number of cases processing during 1s.
Delay: The average cases passing when an alarm raising after a
anomaly period begins.
False error: The ratio of false error and total error.
Detected: The ratio of detected error and total error.
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5.2.1 Pyisc point anomaly detector
Case 1: Pyisc with artificial simulation data

The  distributions  of  artificial  simulation  data  in  five  columns
representing five features are: 
[1, norm(5,12), norm(10,20), poisson(10), poisson(100)].
The normal error: 
[0,poisson(1.0),poisson(1.0),poisson(1.0),poisson(1.0)].
Th anomaly error:
[0,poisson(1.0),poisson(1.0),poisson(10.0),poisson(1.0)].

First we train point anomaly detector Pyisc for 10000 normal cases,
then we evaluate Pyisc for anomaly probability p =  [0.01, 0.02,
0.05, 0.1, 0.15, 0.2, 0.25, 0.3]. In the first case Pyisc does not fit
incrementally, the results are:

Table.1. Pyisc not incremental fitting with artificial data

From Table 1, we could clearly see that the Pyisc performs perfect
results which means false detected errors are all 0 and detected
errors are all 100%, so we could conclude that if we use pyisc with
clear distributed data, the anomaly scores will be high during the
anomaly period and low in the normal period.

After that, the point detector will fit incrementally, and the results
are shown in Table 2:
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Pyisc(not Incremental) with artificial data
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 13 13 2388.5971 93.92308 0 1
0.02 0 20 20 2364.0151 92.75 0 1
0.05 0 47 47 2346.3751 91.17021 0 1
0.1 0 106 106 2059.0647 92.61321 0 1
0.15 0 173 173 2222.1225 92.13295 0 1
0.2 0 212 212 2245.6532 91.7783 0 1
0.25 0 230 230 2259.8561 91.58261 0 1
0.3 0 287 287 2390.6345 92.71429 0 1



Table.2. Pyisc incremental fitting with artificial data

From the results in Table 2, we could see that when fitting the point
detector  incrementally,  the  detected  error  percentage  will  be  a
little bit less than 100%, also the false detected error will be no
longer all  0 comparing to the results above. This is because the
anomaly  scores  will  be  lower  than  before  when  the  anomalous
period happens.  Those unstable  scenarios  happen mostly  during
the  transaction  of  normal  and  anomalous  periods,  because  the
anomaly  scores  will  increase  slowly.  Also  because of  the  'fitting
incremental' method, the processing rate will be a bit lower than
the not 'fitting incremental'.

In  general,  the  performances  of  fitting  incrementally  and  not
incrementally  do  not  have  significant  differences  when  the
distributions  are  already  known  according  to  the  results  shown
above. However if the distributions of the data will not change, the
detector will not be recommended fitting incrementally. People use
fitting  incrementally  when  the  distributions  of  normal  data  will
change as time going on.  

Case 2: Pyisc with data set

Now we are going to evaluate the performance of pyisc for the data
source from data set.  The data set chosen is 'abalone.data' from
UCI machine learning repository. The column of gender of 'M' will
be chosen, if one data has the gender as 'M' then it is considered as
normal data, otherwise considered as anomalous data. 70% data
are trained during training phase, the remaining data are used for
testing. Then the process will be repeated as before, first without
incremental fitting, after with incremental fitting, the results are
shown in Table 3 and 4:
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Pyisc(Incremental) with artificial data
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 13 13 2296.5835 76.07692 0 1
0.02 1 20 20 2199.5169 64.2 0.05 1
0.05 7 46 47 2160.7396 60.06522 0.1489361702 0.9787234043
0.1 2 106 106 2253.9124 76.49057 0.0188679245 1
0.15 0 173 173 2264.4746 87.06358 0 1
0.2 2 211 212 2271.1295 86.88626 0.0094339623 0.9952830189
0.25 3 230 230 2251.6911 83.1 0.0130434783 1
0.3 3 287 287 2260.0805 96.5331 0.0104529617 1



Table.3. Pyisc not incremental fitting with data set

Table.4. Pyisc incremental fitting with data set

From the statistic results in Table 3 and 4, we can see that the
performance  of  pyisc  is  really  bad  because  the  features  of
multivariate data from data set do not follow some distributions, so
the anomaly scores will not provide reliable results.

5.2.2 SVM point anomaly detector

Case 3: SVM with artificial simulation data

The same artificial feature sets are used as pyisc, and since SVM
could  not  support  incremental  fitting,  so  there  will  always  be  a
fitting phase. The parameters of Support vector machine (cluster)
will influence the performance a lot, especially the choice of kernel
because it really depends on your data set. For this artificial data,
we set the parameters as follows:
nu = 0.05, gamma = 0.05, coefficient = 0.05, kernel   = 'rbf'.
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Pyisc(not Incremental) with data set
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 0 11 3313.7765 0 0 0
0.02 0 0 15 3302.6196 0 0 0
0.05 0 0 49 3309.75 0 0 0
0.1 0 0 93 3277.1631 0 0 0
0.15 0 0 146 3307.6651 0 0 0
0.2 0 0 187 3307.3019 0 0 0
0.25 0 0 236 3296.7688 0 0 0
0.3 0 0 278 3307.2057 0 0 0

Pyisc(Incremental) with data set
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 0 9 2538.1746 0 0 0
0.02 0 0 26 2535.7386 0 0 0
0.05 0 0 40 2476.1792 0 0 0
0.1 0 0 94 2369.1271 0 0 0
0.15 0 0 147 2500.2736 0 0 0
0.2 0 0 203 2423.3821 0 0 0
0.25 0 0 250 2374.104 0 0 0
0.3 0 0 272 2417.645 0 0 0



The  reason  to  choose  relatively  low  training  error  is  because
artificial simulation data has less outlier data, so we ignore around
5% training data is enough. The reason to choose 'rbf' kernel is that
'rbf' is exponential kernel, which usually has better performances
than other kernels. So 'rbf' kernel is usually the default kernel.  

The evaluation results are shown in Table 5:

Table.5. SVM with artificial data

From the result in table 5, we can see that the detected anomalous
percentage is almost the same as the pyisc, and the false detected
error could be almost ignored. The speed depends on the number
of points trained at beginning, if we used more cases during the
training phase then the processing speed will be lower. The delay
to  be  detected  is  longer  than  the  pyisc,  which  means  the
differences  of  anomaly  scores  between  normal  period  and
anomalous period are not as significant as pyisc. 

 
Case 4: SVM with data set

For the data set the same configurations are used as pyisc, for the
configurations of OneclassSVM we use parameters:
nu = 0.1, gamma = 0.1, coefficient = 0.1, kernel = 'poly'. 

The reason to choose relatively high training error is that in data
set the training data has relatively higher outlier data, so in this
case  we  should  ignore  approximately  10%  data.  The  reason  to
choose 'poly'  kernel  because 'rbf'  kernel  does  not  perform well,
however 'poly' kernel has relatively better performance.

The results are shown in Table 6:
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SVM with artificial data
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 13 13 2503.3732 153.3077 0 1
0.02 0 20 20 2530.5118 154.2 0 1
0.05 0 47 47 2512.6023 156.8936 0 1
0.1 1 105 106 2516.5662 158.4571 0.0094339623 0.9905660377
0.15 1 172 173 2461.7805 159.1279 0.0057803468 0.9942196532
0.2 0 211 212 2437.6978 160.2417 0 0.9952830189
0.25 0 229 230 2427.6741 160.1834 0 0.9956521739
0.3 2 285 287 2408.3662 159.407 0.0069686411 0.9930313589



Table.6. SVM with data set

From the results in Table 6, we could clearly see that the detected
errors are almost more than 80% regardless anomaly rate, which is
far better than pyisc which is almost 0%. The false detected errors
are also low and the processing speed is  also faster than pyisc.
From those results,  we could say that  SVC can handle  data set
when  the  features  do  not  follow  some  distributions.  In  this
situation, the clustering is a very powerful tool and SVC could use
different kernels to get a good performance which is more useful
than other clustering methods. 

5.2.3 Lof point anomaly detector

Case 5: Lof with artificial simulation data

The artificial simulation data is the same as before, there should be
a training phase in order to calculate the nearest neighbors. I set
the parameters as follows:
n_neighbors = 10, algorithms = “auto”.

We choose those parameters because they can have relatively quick
processing speed and can obtain relatively accurate performances.
Results are shown in Table 7:
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SVM with data set
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 8 11 2843.7813 159.25 0 0.7272727273
0.02 0 14 15 2857.149 148.7857 0 0.9333333333
0.05 1 44 49 2833.2109 154.1364 0.0204081633 0.8979591837
0.1 0 80 93 2818.3772 155.05 0 0.8602150538
0.15 3 128 146 2753.6599 154.6797 0.0205479452 0.8767123288
0.2 5 152 187 2752.7209 154.0197 0.0267379679 0.8128342246
0.25 4 204 236 2742.1846 156.3235 0.0169491525 0.8644067797
0.3 5 233 278 2725.9156 155.2361 0.0179856115 0.8381294964



Table.7. LOF with artificial data

From the results in table 7, we could see that lof is good for the
data when each feature has clear distribution (which is the same
condition  as  pyisc).  The  detected  anomalies  and  false  detected
anomalies  are  perfect  in  this  case.  However  the  speed  of  this
algorithm is relatively low comparing to pyisc which also depends
on the number of trained data and number of nearest neighbors.
Also the delay of detections are also higher than pyisc, so users are
recommended to use pyisc rather than LOF when the distributions
are clear.

Case 6: Lof with data set

Using  the  same  configurations  as  before,  many  parameter
combinations are tested for lof, however the performances are all
not good, one of example is shown in Table 8:

Table.8. LOF with data set

From the results in Table 8, we could say that the lof is not that
suitable  when  the  distributions  of  features  are  not  known  in
advance.  The  reason  is  that  it  usually  considers  the  Euclidean
distance  [15]  to  calculate  the  nearest  neighbors,  which  is  not
always fit the data.
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LOF with artificial data
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 13 13 1611.6802 91 0 1
0.02 0 20 20 1618.5752 91 0 1
0.05 0 47 47 1585.6815 87.65957 0 1
0.1 0 106 106 1580.567 88.74528 0 1
0.15 0 173 173 1560.5787 89.16185 0 1
0.2 0 212 212 1569.213 89.08019 0 1
0.25 0 230 230 1576.0338 88.02174 0 1
0.3 0 287 287 1576.8821 88.81533 0 1

LOF with data set
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 0 0 11 1642.1779 0 0 0
0.02 0 0 15 1631.185 0 0 0
0.05 0 0 49 1630.3095 0 0 0
0.1 0 0 93 1618.0914 0 0 0
0.15 0 0 146 1626.3708 0 0 0
0.2 0 0 187 1604.7429 0 0 0
0.25 0 0 236 1588.4861 0 0 0
0.3 0 0 278 1583.7887 0 0 0



5.2.4 Conclusion of point anomaly detectors
Here  is  a  summarize  for  the  performances  of  point  anomaly
detectors  from  different  data  sources.  The  data  anomalies  are
generated  manually  and  check  whether  the  anomaly  scores
generated by point  detectors are significant different  during the
anomalous  periods.  The  stream  anomaly  detector  is  always  the
same (FCWM) to check this. 

From the results, we can make a conclusion that Pyisc has slightly
advantage when the distributions of features are clear, both speed
and accuracy are better than other 2 algorithms. However, when
the distributions of features are not clear, then the Pyisc and lof
algorithms are not useful any more, support vector machine will
have much better performance (more than 80%) by changing the
kernels and other parameters which is very good when the features
do not have clear characters. 

5.3 Evaluations of stream anomaly detectors
In  this  section,  the evaluations of  the  stream anomaly detection
algorithms are shown. Here we should assume that the anomaly
scores from the point anomaly detections are mostly correct, and
we  will  evaluate  the  sensitivities  of  different  stream  detection
algorithms  for  different  anomalous  types.  In  the  following
discussions  the  stream  generator  will  be  kept  the  same  using
artificial data, also keep the point anomaly detector the same using
Pyisc  framework.  As  already  shown  above,  the  combinations  of
artificial data source and Pyisc point detector will  generate very
good anomaly  score,  here  we should  minimize  the  influences  of
anomaly  scores,  so  this  combination is  the  best  choice  both for
speed and accuracy. 

The stream anomaly detection methods will  be changed and the
corresponding  parameters  will  be  tuned  to  obtain  good  results.
Also  the  sensitivities  of  different  stream  anomaly  detection
algorithms  will  be  checked  to  detect  different  types  of  stream
errors,  they  are:  sudden,  incremental  and  gradual,  the
implementations  are  introduced  in  section  4.2.  The  evaluation
process will be exactly the same as point anomaly detectors, which
means there will be 1000 periods to be executed, each period will
have p possibility to be anomalous and (1-p) to be normal. All back
to back periods will not be both anomaly periods. After each period,
the process will sleep 0.1ms in order to keep the cpu healthy.  
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After that the real data set will be used which is different from the
tests before, however since the point anomaly detection algorithms
do not perform perfectly for data sources from multivariate data
set, so we will use the time stamp data set with single feature.

The features of artificial simulation data will be:
[1, norm(5,12), norm(10,20), poisson(10), poisson(100)].

The  time  series  data  set  is  from  NAB  [45]  and  we  select  one
specific data set of 'rogue_agent_key_updown.csv'.

5.3.1 DDM evaluation
The parameters for DDM detectors are:

threshold = 6.0, beta= 3.0

The reason to choose threshold = 6.0 is because the anomaly score
for normal data is usually below 6.0 and for anomalous data it is
usually large than 6.0.  We choose beta = 3.0 because it  usually
could get the best results.

Case 7: DDM with different error types

We run the DDM algorithm with different error types and different
error rates to test the reliability of this algorithm. 

Table.9. DDM with sudden error
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DDM(Sudden)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 4 13 13 2240.2998 51.76923 0.3076923077 1
0.02 4 20 20 2247.0437 50.65 0.2 1
0.05 4 47 47 2253.4979 53.04255 0.085106383 1
0.1 4 106 106 2224.0753 54.41509 0.0377358491 1
0.15 4 173 173 2202.154 53.5896 0.0231213873 1
0.2 6 211 212 2179.121 55.15166 0.0283018868 0.9952830189
0.25 4 230 230 2152.3725 56.84348 0.0173913043 1
0.3 4 287 287 2180.3379 57.73171 0.0139372822 1



Table.10. DDM with gradual error

Table.11. DDM with incremental error

From the results of table 9, 10, 11 we can see that DDM could have
almost perfect detected error percentages for all 3 types of errors.
However  there  will  be  some  false  detected  alarms.  Those  false
detected alarms occur when there are some anomaly scores higher
than thresholds in the early time. When we check the formulas in
section 4.4.1, the standard deviation is not stable in the early stage,
which  means  there  could  be  some  false  detected  errors  with
considerable  probability.  However  the  probability  to  get  false
alarms is low in order to meet the requirements.

Also  we  can  see  from  the  graphs  that  the  delay  to  detect  the
'Sudden error' is the lowest, the delay to detect the 'Incremental
error'  is  the  highest.  The  reason  is  for  the  'Sudden  error'  the
anomaly scores reach high suddenly, which is the most significant
error type,  for  the 'Gradual  error'  the anomaly scores will  jump
high and low, which is less sensitive than 'Sudden error', for the
“Incremental error”, the anomaly scores will grow gradually, which
is least significant.  So for 'Gradual error'  before anomaly scores
reach the threshold, DDM detector will consider they are normal,
then the delay is the longest among those 3 detectors.
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DDM(Gradual)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 4 9 9 2033.7376 62.55556 0.4444444444 1
0.02 4 17 17 2032.4389 72.52941 0.2352941176 1
0.05 7 45 45 2151.5458 77.31111 0.1555555556 1
0.1 7 105 105 2120.4813 74.1619 0.0666666667 1
0.15 7 148 148 2091.5749 75.7027 0.0472972973 1
0.2 14 194 195 2082.3978 78.47938 0.0717948718 0.9948717949
0.25 4 252 252 2000.2462 76.30159 0.0158730159 1
0.3 16 268 272 2049.519 75.06343 0.0588235294 0.9852941176

DDM(Incremental)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 4 17 17 2304.2549 141.6471 0.2352941176 1
0.02 4 21 21 2363.6894 151.381 0.1904761905 1
0.05 4 65 65 2277.0307 144.0923 0.0615384615 1
0.1 4 99 99 2283.5883 141.2323 0.0404040404 1
0.15 16 130 130 2250.5163 139.6769 0.1230769231 1
0.2 4 196 196 2215.8693 143.148 0.0204081633 1
0.25 4 230 230 2205.2589 142.7304 0.0173913043 1
0.3 4 293 293 2252.8664 143.2799 0.0136518771 1



By tuning  the  parameters,  users  could  lower  the  false  detected
errors, however the detected error will be also decreased. And for
different  data  set,  the  'threshold'  parameters  should  always  be
tuned in order to get good results.

Case 8: DDM with time series data

The results of DDM for time series data is shown in figure 16:

Fig.16. DDM with time series data

From figure 16, we could see that DDM performs very well for the
time  series  data,  which  means  only  when  there  are  significant
amount of anomalous data generated in a period then there will be
an  alarm  raising  up.  For  the  individual  anomaly  (for  example
around 3000) there will be no alarms raising there. Also there will
be no duplicate alarms raising up when anomaly occurs, the reason
will  be:  When we check the formula introduced in section 4.4.1
before:
pi+s i≥pmin+beta∗smin

During  the  anomalous  period,  the  s_min  and  p_min  will  be
relatively higher, so the alarms will not raise up when the condition
is not met. 

5.3.2 CUSUM evaluation
The parameters of this algorithms would be:
drift=1.0 , threshold=10.0
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The reason we choose  drift=1.0 is because in normal period the
differences  of  two  cases  are  less  than  2.0,  while  in  anomalous
period the differences are larger than 2.0,  so  drift=1.0 is  good.
The threshold=10.0  is because it has a good balance between false
detected error and detected error.

Case 9: CUSUM with different error types

Table.12. CUSUM with sudden error

Table.13. CUSUM with gradual error

Table.14. CUSUM with incremental error
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CUSUM(Sudden)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 1 12 13 2395.5116 39.16667 0.0769230769 0.9230769231
0.02 2 19 20 2409.4243 45.31579 0.1 0.95
0.05 6 47 47 2414.5764 43.44681 0.1276595745 1
0.1 9 104 106 2337.5926 49.13462 0.0849056604 0.9811320755
0.15 14 172 173 2320.1361 50.73837 0.0809248555 0.9942196532
0.2 17 208 212 2329.3269 51.56731 0.0801886792 0.9811320755
0.25 15 221 230 2296.839 50.97738 0.0652173913 0.9608695652
0.3 24 280 287 2307.7915 52.53929 0.0836236934 0.9756097561

CUSUM(Gradual)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 6 7 9 1960.3483 54.28571 0.6666666667 0.7777777778
0.02 4 15 17 2008.0359 65.93333 0.2352941176 0.8823529412
0.05 6 40 45 2080.5849 66.55 0.1333333333 0.8888888889
0.1 15 94 105 1995.2223 70.68085 0.1428571429 0.8952380952
0.15 9 142 148 2129.657 72.71831 0.0608108108 0.9594594595
0.2 9 184 195 2174.6329 71.89674 0.0461538462 0.9435897436
0.25 23 239 252 2156.7346 69.45188 0.0912698413 0.9484126984
0.3 17 253 272 2180.1094 66.6166 0.0625 0.9301470588

CUSUM(Incremental)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected Detected

0.01 3 11 17 2268.9503 166.7273 0.1764705882 0.6470588235
0.02 3 17 21 2279.9397 163.2353 0.1428571429 0.8095238095
0.05 4 45 65 2268.2268 157.6889 0.0615384615 0.6923076923
0.1 13 74 99 2049.3916 144.7568 0.1313131313 0.7474747475
0.15 15 99 130 2067.3712 143.9899 0.1153846154 0.7615384615
0.2 18 143 196 2044.7272 154.5874 0.0918367347 0.7295918367
0.25 17 166 230 2148.3725 150.4699 0.0739130435 0.7217391304
0.3 17 225 293 2218.8479 152.4044 0.0580204778 0.7679180887



From the Table 12, 13, 14 we could see that the performances of 
CUSUM heavily depend on the anomalous types. If the anomalous 
types are 'Sudden' and 'Gradual' then the performances are OK. 
However if the anomalous type is 'Incremental' then the detected 
anomalies percentage will be much lower. The reason is if you 
check the conditions of alarms in section 4.4.2:
gp>threshold  or gn>threshold . 

Then for the 'gradual error' types the conditions will not be met 
with higher probability because the anomaly scores increase slowly.
Also there are considerable 'false detected error' with three 
anomalous types, which means the probability to be false detected 
is higher than 'DDM detector'. For the 'Delay', the scenarios and 
explanations are the same as 'DDM detector'.

By tuning the parameters of 'drift' and 'threshold', we could both 
change the 'false detected error' and 'detected error', however it is 
hard to satisfy both, which means by increasing the 'threshold', the 
'false detected error' will decrease while the 'detected error' will 
increase. 

Case 10: CUSUM with time series data

Fig.17. CUSUM with time series data
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From the figure 17, we can see that if we compare the performance
to DDM, there will  be much more alarms raising up during one
anomalous period (There are around 13 errors happening, however
there are 128 errors detected, which is too many), this is due to the
fact that the DDM is a concept drift algorithm which means when
an alarm happens,  a concept drift  happens and it  will  stay that
concept for a long period. However CUSUM simply sums up all the
positive and negative drifts so there will be more duplicate alarms
occur when it meets the alarm conditions.

5.3.3 FCWM evaluation
The parameters of FCWM will be:
reference_size  =  10000,  recent_size  =  200,  threshold  =  2.0,
max_score = 20.0, update_able = false (the reference window will
not be updated).

The reason to choose the reference_size = 10000 is because the
larger  the  reference  size  is,  the  better  results  we can  get.  The
recent_size  =  200  is  because  one  period  is  approximately  200
cases. max_score = 20.0 is because the maximum score we could
get is usually smaller than 20.0. The threshold = 2.0 is because it
could get the best results.

Case 11: FCWM with different error types

Table.15. FCWM with sudden error
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FCWM(Sudden)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected (%) Detected (%)

0.01 0 13 13 2262.988 93.92308 0 1
0.02 0 20 20 2138.0029 92.75 0 1
0.05 0 47 47 2305.3223 91.17021 0 1
0.1 0 106 106 2274.7788 92.61321 0 1
0.15 0 173 173 2151.2811 92.13295 0 1
0.2 0 212 212 2127.0107 91.7783 0 1
0.25 0 230 230 2128.5359 91.58261 0 1
0.3 0 287 287 2097.0272 92.71429 0 1



Table.16. FCWM with gradual error

Table.17. FCWM with incremental error

From the Table 15, 16, 17 we could see that FCWM has perfect 
performances for 'Sudden' and 'Gradual' error types and very close 
to perfect for the 'Incremental' error type. The reason for this 
scenario is because FCWM is a window based algorithm which 
calculating the difference of distributions between reference and 
recent windows. So no matter what type of the error is, the 
distributions will always change, so this algorithm is the most 
robust algorithm among those three algorithms.

Also you do not have to change the parameters a lot because 
usually the threshold and maximum anomaly score will not change 
a lot.

Case 12: FCWM with time series data
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FCWM(Incremental)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected (%) Detected (%)

0.01 0 17 17 2217.6167 173.7059 0 1
0.02 0 21 21 2247.5884 176.2381 0 1
0.05 0 65 65 2218.9244 174.4769 0 1
0.1 0 99 99 2215.1998 173.8687 0 1
0.15 0 129 130 2225.0492 173.9302 0 0.9923076923
0.2 1 194 196 2176.6767 174.9433 0.0051020408 0.9897959184
0.25 2 226 230 2226.8424 175.6593 0.0086956522 0.9826086957
0.3 1 288 293 2222.7169 174.7986 0.0034129693 0.9829351536

FCWM(Gradual)
Anomaly rate False detected error Detected_error Total error Rate Delay False detected (%) Detected (%)

0.01 0 9 9 2137.7307 133.4444 0 1
0.02 0 17 17 2173.0449 134.5882 0 1
0.05 0 45 45 2174.0871 135.1111 0 1
0.1 0 105 105 2149.754 136.5143 0 1
0.15 0 148 148 2172.0414 137.6486 0 1
0.2 0 195 195 2180.5727 137.441 0 1
0.25 0 252 252 2151.0019 136.8492 0 1
0.3 0 272 272 2162 138.4191 0 1



Fig.18. FCWM with time series data

According to the figure 18, we can see that there are much fewer
duplicate alarms (32) than the CUSUM, however comparing to the
DDM, there are a bit more duplicate alarms happening there. The
performance of this algorithm is also good since it can alarm all the
anomalies and is also robust to the individual anomalies.

5.3.4 Conclusion of stream anomaly detectors
From the results shown above, we can see that the speed of those
three algorithms are almost the same. The advantage of DDM is
that the delay for anomaly detection is relatively low and the false
alarms  are  very  rare  for  all  kinds  of  errors,  and  the  detected
anomalies are also very good, however DDM is a little bit unstable
during the early stage, and also you need to tune the parameters all
the time to get a good performance.

The  advantage  of  CUSUM  is  that  the  low  delay  to  detect  the
anomalies. However the shortages of this algorithm are that there
will  be  a  lot  duplicate  alarms  happening  during  one  anomalous
period, and there will be more chances to get false alarms. Also for
the  'detected  error'  it  does  not  perform  as  well  as  other  2
algorithms, especially for the 'incremental error'. 

The advantage of FCWM is that there will be much less duplicate
alarms  than  CUSUM,  and  nearly  have  perfect  performances  for
'detected error'  and 'false detected error'.  However the shortage
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will be the delay to detect anomalies and also need more memory
for the storage of windows.

Overall, we could see that the three considered algorithms are all
suitable  and  could  successfully  raise  alarms  when  anomalies
happen. And FCWM could perform the best because it is the most
robust algorithm to different anomalous types and have very little
potential to get failed.
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6 Conclusions and Future Work

In this master thesis project, a test framework for testing different
multivariate  stream  anomaly  detection  algorithms  is  introduced.
The  testing  framework  contains  three  different  parts:  data
generators,  point  anomaly  detectors,  stream  anomaly  detectors.
The data generators are used to generate different data sources,
the point anomaly detectors are used to generate anomaly scores
from multivariate data, and finally the stream anomaly detectors
are used to detect the anomalies according to the anomaly scores
generated before. 

The data generators are implemented with the data sources from
artificial simulation data, data set and time series data. For point
anomaly detectors,  Pyisc,  local  outlier  factor and support  vector
machine  (cluster)  are  implemented.  For  the  stream  anomaly
detectors, DDM, CUSUM and FCWM algorithms are implemented.

After the implementations, the performances of each detector are
compared.  From the results,  we can see  that  for  point  anomaly
detectors,  the  Pyisc  will  perform well  when the  distributions  of
features  are  obvious,  OneclassSVM could  be  robust  and  handle
most  of  the  data  source.  The  lof  algorithm  could  have  similar
performance  as  Pyisc  when  the  distributions  of  features  are
obvious. For the stream anomaly detectors, we can see the DDM
performs well  with very low delay to detect  anomalies,  however
there will be some possibility to be false detected. The CUSUM will
have bad performance with 'incremental' anomalous type and also
will raise some duplicate alarms. The FCWM could always perform
well  with very rare probability to be failed,  however usually the
delay to detect anomalies is higher than other two algorithms.

Overall, from the implementations, we can see that my framework
proposed  in  my  thesis  works  very  well,  all  the  classes  and
interfaces are necessary and easily to be extended. So users could
concentrate  on  the  algorithm designs.  For  the  evaluation,  users
could use different data sources, different anomalous types to see
whether the algorithms are robust or not. Also there is a plot to
show the real-time anomaly scores and all the necessary metrics,
which is easier for users to tune the parameters of the algorithm,
and compare with other algorithms effectively.

For the future work, we need to implement more functionalities for
those three modules. For the data generators, more data sources
with  more  error  types  should  be  used.  For  the  point  anomaly
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detectors,  the  functionalities  of  Pyisc  framework  should  be
extended, for example the clustering method should be completed
which could support the situations when the features do not follow
certain  distributions.  The  stream  anomaly  detectors  should  be
extended with more stream anomaly detection algorithms in order
to get better results for different data sources. 
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