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Abstract 
The high adoption rate of cloud computing technology is changing the strategic, operational and 
functional aspects of businesses. Though, as cloud computing is seeing massive global investment, 
the vast concentration of resources and information argues for new sources of vulnerabilities and 
challenges for the cloud computing adopters. Hence, the cloud computing technology is argued to 
see its full potential once solid information security is established.  

There has been a palpable development of theories, guidelines and standards of how to implement, 
maintain and continually improve a security information management system. The outcome has 
resulted in recognized standards. However, the comprehensiveness and the complexity to 
implement, maintain and continually improve a security information management system remain. 
Therefore, this study aimed to investigate how cloud computing oriented firms succeed with the 
realization of an information security management system. This was done by identifying 
frameworks and processes used by cloud computing oriented organizations.  
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Sammanfattning 
Den växande acceptansen av cloud computing påverkar strategiska, operationella och funktionella 
aspekter hos företag inom olika industrier. Samtidigt som cloud computing ser en massiv global 
investeringsexpansion argumenteras det för att den massiva koncentration av resurser och 
information för med sig nya sårbarheter och utmaningar för företag som migrerar över sin 
verksamhet till molnbaserade miljöer. För att cloud computing ska kunna nå sin fulla potential 
efterfrågas etablerade ledningssystem för informationssäkerhet. 
 
Under årens lopp har det skett en påtaglig utveckling av teorier och riktlinjer för hur man ska 
genomföra, underhålla och ständigt förbättra ledningssystem för informationssäkerhet. Resultatet 
har lett till erkända standarder. Dock anses de erkända standarderna för att införa, underhålla och 
ständigt förbättra ledningssystem för informationssäkerhet vara omfattande, kostsamma och 
komplexa. Därför avsåg denna studie att undersöka hur molnorienterade företag lyckas med att 
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gjordes genom att identifiera verktyg och processer som används av molnorienterade 
organisationer. 
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1 INTRODUCTION 

In the following chapter, an introduction to the problem of the thesis will be presented. 
Additionally, the research questions, the purpose, as well as the delimitations and the objective of 
the thesis will be specified.  

1.1 Background 
The vision of delivering computing resources thru a global network has evolved into what today is 
known as cloud computing. Over the years, cloud computing, which may also be referred to on-
demand computing, has paved the way for improved business models. As cloud computing enables 
firms to meet the fierce competitive demands regarding for example availability, the popularity and 
use of cloud computing have increased during the last years. Cloud provides businesses with the 
ability to deliver services and applications over the Internet, as well as to improve businesses’ 
scalability and cost savings. However, the scope and adoption rate of cloud computing is only 
beginning to show its potential. The forecasted spending on cloud services are constantly increasing 
and the spending for 2017 suggested the number would exceed USD 107 billion (Arfit, 2015) 
(a.EY, 2014). Thus, cloud computing seems to be a massive global investment. 
 
However, in coherence with the evolvement of cloud computing, and businesses adoption of cloud, 
aspects concerning security have been raised. Focus on confidentiality, integrity and availability 
are essential in IT security management and vulnerabilities and threats towards these attributes of 
security are being discussed. Thus, the wide spread adoption of cloud computing and the high 
innovation rate of cloud based products, have resulted in a high focus on information security 
management. Moreover, an insufficient information security management system is argued to 
result in high risk of unauthorized exploitation of corporate information as well as customer 
information. The consequences of an insufficient, or non-existing, information security 
management system may for example result in damaged brand recognition, financial loss or 
decreased market share. 
 
However, in coherence with the evolution of cloud computing, there are several standards and 
methods to handle assets associated with information. Standards are developed for different 
industries but share the attributes to provide a sufficient information security system. Also, the 
methods and guidelines to implement, maintain and continually improve an information security 
management system are providing firms with a generic approach that is to be aligned with the 
specific needs of the firm. The existing standards have been recognized to facilitate the adoption 
of cloud based applications, which is crucial for application developing firms. To obtain a 
certification to a specific information standard may be beneficial for the firm as well as crucial for 
keeping a strong market position. However, adopting an information security management 



	 2	

approach can be a comprehensive task and require long term commitment and both internal and 
external resources.  
 
Thus, when implementing, maintaining or improving an information security management, 
knowing the approach and process management that other successful adopters have applied when 
implementing, maintaining or improving their information security management system, are of 
value for the new adopter. 
 

1.2 Problem Formulation 
Because of the many benefits which are associated with cloud computing, cloud computing has 
become one of the most popular ways of delivering computing resources in today’s society (ISO, 
2015). Although the benefits are appealing to consumers, major concerns have been raised with 
the migration to the cloud for Small to Medium Enterprise’s, SMEs (Catteddu & Hogben, 2009). 
Many vulnerabilities and risks are associated with the adoption of cloud computing (Khalil et al, 
2014) and the migration from on-premise solutions to cloud computing entails comprehensive 
demands to obliterate the vulnerabilities and risks (ISO, 2015) (Carroll et al., 2011). Thus, for cloud 
computing to reach its full potential, the associated concern for migration to the cloud and the 
known risks have to be managed. This calls for a solid information security system (Catteddu & 
Hogben, 2009). Therefore, information security management systems are of importance. Not 
establishing an information security management system, may result in confidentiality, integrity 
and availability issues and may affect firms in the short or long run. A poorly implemented, 
maintained or improved information security management system is prone to hamper the ability to 
comply with customer demands and legislation. To manage, and minimize exposure as well as to 
enhance customer satisfaction and retention, compliance with a standard which facilitates the 
compliance with regulation and legislation regarding information security management is of 
essence. 

As of today, there exist many methods and standards that provide controls to insure compliance 
with critical obligations. Standards such as the ISO/IEC27000-series specify what a company 
should consider in order to implement, maintain and improve an information security management 
system. ISO/IEC27001-series aims to provide generic objectives and controls. However, not all the 
controls are applicable to all organizations (b.ISO, 2013). Nor can the ISO/IEC27000-series be 
regarded as light weighted to follow. The implementation, maintenance and continual improvement 
require firms to develop frameworks and tools applicable for their organization. Thus, firms which 
have held a certification to the specific standard are likely to have developed a good practice of 
how to implement, maintain and continually improve the information security management system. 
The innovations of how to implement, maintain and improve is likely to differ among firms 
depending on e.g. their industry, their knowledge and on time spent on implementing, maintaining 
and improving the information security management. Therefore, by identifying best-practice of 
how to implement an information security management system, one can facilitate the 
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implementation, maintenance and continual improvement of an information security management 
system for other firms. 

Moreover, as there exist different standards, and the ISO/IEC27000-serie has been highly 
recognized by firms, one might argue for a dominant design when it comes to choose which 
standard to comply with. However, when a technological phenomenon, such as cloud computing, 
is changing the way firms operate and are governed, some parts of the large technological evolution 
are arguably likely to be unbalanced. That is, parts that are essential for the technological change 
are liable to become a reverse salient. In coherence with the perceived complexity and uncertainty 
of how to implement, maintain and improve an information security management in the best 
possible way and the phenomenon of cloud computing and the previous high innovation rate of 
information security management standards, one might argue that the process innovation has 
become a reverse salient. Therefore, tools and methods of how experienced and successful firms 
implement, maintain and improve their information security management, needs to be identified. 
 

1.3 Medius AB 
The case study was conducted at Medius AB. The firm specializes on account payable invoice 
processing. The study focused on investigating Medius AB in regards to their information security 
management system developed in coherence with their transition from on-premises to cloud 
computing. 
 
Medius AB’s two systems, Medius Flow and Medius Ascendo, are compliant with different 
enterprise resource planning systems, ERP systems. Medius Flow is built for cloud environments 
while Medius Ascendo is an on-premises software. Information regarding Medius AB’s operations, 
and their cloud and IT environment was gathered through information given by the different 
employees at Medius AB. However, the main part of the information, which concerned Medius 
AB’s operations, was received by Medius AB’s Information Security Manager. 
 
Windows Azure supplies Medius AB with different resources. Medius AB uses Microsoft Azure 
as a Platform as a Service provider, PaaS provider in order to offer the end users of Medius Flow 
a Software as a Service solution, SaaS solution. In order to stay proactive, Medius AB has embraced 
the ISO/IEC27001 standard and are working in coherence to the standard.  
 
However, no certification has been obtained in May 16, 2016. The aim to stay proactive, and work 
in accordance to the ISO27001 standard has evolved through a demand from clients and internal 
units. Moreover, Medius AB are aiming to obtain a ISO/IEC27001 standard, and are continuously 
establishing controls that complies with the ISO/IEC27002 standard. In order to improve the 
organizations management of information, education is being given to employees regarding 
information security management. 
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1.4 Purpose 
The purpose of this study is to identify how firms with experience of cloud computing and 
information security implement, maintain and improve their information security management 
system. Thus the purpose of the research is to identify tools and approaches used by firms with an 
information security management system.  

After the identification of how firms implement, maintain and improve their information security 
management system, the result was analyzed and discussed. Hence, the purpose of the research 
entails analyzing and discussing the empiric result with regards to relevant literature. Moreover, a 
contribution of this study is to identify concrete tools and approaches to implement, maintain and 
improve an information security management system. The identification purport to achieve a 
sustainable development of information security management. 
 

1.5 Research Questions   
Based on the discussed aspects of information security management and cloud computing in the 
problem formulation, the main research question was formulated as follows: 
 
How may an information security management system, in a cloud computing oriented organization, 
be successfully realized? 
 
The main research question was supported by three sub questions. These three sub research 
questions were formulated as follows: 
 

I. Which steps are important in the process to become compliant with information security 
management regulations and standards? 

II. Which tools or framework are effective to use in order to comply with information security 
management regulations and standards? 

III. How may the permeation of an information security management system be facilitated? 
 

1.6 Delimitations & Limitations 
The main topic of this research concerned information security management systems. 
Consequently, the delimitation was related to the implementation, maintenance and continual 
improvement process of an information security management system. The delimitation concerned 
the scope of standards for information security management systems. The ISO/IEC27000-series 
was chosen as a delimitation of this research. The reason for this limitation was because the 
interviewed firms had knowledge about the ISO/IEC27000-serices. Moreover, during the first and 
second round of interviews, specific standards, such as the ISO/IEC27000-series, were mentioned 
as the ideal standards in order to implement, maintain and continually improve the information 
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security management system. Hence, the decision to delimit the study to focus on the 
ISO/IEC27000-series was made.  
 
The research concerned a limited sample of interviewees and respondents. Furthermore, chapter 6 
will cover conclusions and recommendations on future work and will discuss the delimitations of 
this research and how research in adjacent fields can be developed. 
 

1.7 Disposition 
The introductory chapter of this thesis presents an introduction to the research topic as well as the 
research questions, the purpose, delimitations and limitations of this research. The following 
chapters in this research will present the literature review, the methodology, the empirics, the 
discussion and analysis, the conclusions and lastly the references. The disposition of the content in 
this thesis is illustrated in Figure A. 
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2 THEORY 

This chapter will present theoretical theories and frameworks. An introduction to cloud computing 
and information security will also be presented. 
 
In order for cloud computing to reach its full potential, information security management has been 
recognized as a key enabler as well as a must for the adopters (Catteddu & Hogben, 2009). Because 
of the improved flexibility, scalability, costs and more (Tieto, 2016) that cloud computing allows, 
the wide spread adoption of cloud computing has become palpable among businesses (Right Scale, 
2016). The adoption of cloud computing leads to a massive  
concentration of resources and data, which arguable becomes an attractive target for attackers 
(Catteddu & Hogben, 2009). Even though the phenomenon of cloud computing is argued to be a 
key enabler for digitalization (Tieto, 2016), the embracement of cloud computing obligates the 
adopters to re-develop their products, since not all applications and systems are easily migrated 
from an on-premises solution to the cloud. Moreover, the adoption of cloud computing argues for 
new vulnerabilities (Khalil et al., 2014) and businesses and organizations have to consider new 
aspects of governance as well as adapt their processes. 
 
As cloud computing refers to different services and deployment models, it is not unexpected that 
the vulnerabilities and threats differ depending on which model a firm uses (Catteddu & Hogben, 
2009) (Khalil et al, 2014). In the following chapter an introduction to cloud computing is presented. 
Furthermore, in coherence to the fact that information security management has been recognized 
as a key enabler as well as a must for the adopters (Catteddu & Hogben, 2009), an introduction to 
information security management will be presented. Moreover, the cloud computing technology 
will entail a new way to deliver computing resources and have changed firms’ strategy regarding 
IT and their security approach. Thus, the phenomenon of cloud argues for an innovation era of 
products and processes enabling information security management. Therefore, the theory of 
Utterback will be presented in association to the phenomenon and its avocation of information 
security management systems. 
 

2.1 Cloud Computing 
Cloud computing can be described in terms of deployment models and service models. Moreover, 
cloud computing entails both benefits and risks that are associated with information security. In the 
following sections, the deployment models, service models and cloud computing’s association with 
information security management will be presented.  
 

2.1.1 Deployment Models 

In order to meet the requirements of the consumers who are interested in cloud computing, three 
different models of cloud computing have evolved. These three distinctive models are generally 
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referred to as private cloud, hybrid cloud and public cloud.  

The public cloud is provided by the cloud provider over an open network, like the Internet, for 
public use. A third party, e.g. Microsoft Azure or Office 365, provides the public cloud solution. 
Generally, this model is associated with limited control over the rendered services (Tieto, 2016). 
Infrastructure resources are shared among the stakeholder’s applications. Hence, resources such as 
the cloud server’s memory and network are shared (Saini et al, 2011). 
 
The private cloud is typically used for one single firm and managed internally by the firm itself or 
by a trusted partner (Tieto, 2016). The private cloud is hosted for one single client, which prohibits 
shared resources in terms of e.g. servers. However, the private cloud can be hosted at the 
enterprise’s own data center at a common facility managed by the cloud provider. According to 
Saini et al (2011), the deployment model offers better security and a higher level of control 
compared with the public cloud model. 
 
A hybrid cloud is generally a combination of a public cloud and a private cloud (Saini et al, 2011). 
Though, a hybrid solution can also consist of two public clouds, possibly hosted by two different 
cloud providers. Also, a hybrid cloud solution can be a combination of traditional IT and a cloud 
(IBM, 2015). That is, usage of public cloud, private cloud and on-premises infrastructure, all at 
once (Tieto, 2016).  

Risks and vulnerabilities are argued to exist when using public, private or hybrid cloud solutions, 
and leakage of information is not unusual (Imperva, 2015). Moreover, the deployment models 
define how the cloud server’s memory is used as well as attributes for the network (Saini et al, 
2011). 

2.1.2 Service Models  

In addition to the cloud deployment models, the different service models defined by the National 
Institute of Standards and Technology, NIST (Mell and Grance, 2011) are referred to as 
Infrastructure as a Service, Platform as a Service and Software as a Service. A cloud service 
provider may provide one or several of the different services. According to Mell and Grance (2011) 
the services may be described as follows: 

Software as a Service, SaaS - “The capability provided to the consumer is to use the provider's 
applications running on a cloud infrastructure.” (Mell and Grance, 2011) 
 
Platform as a Service, PaaS - ”The capability provided to the consumer is to deploy onto the cloud 
infrastructure consumer-created or acquired applications created using programming languages, 
libraries, services, and tools supported by the provider.” (Mell and Grance, 2011) 
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Infrastructure as a Service, IaaS - “The capability provided to the consumer is to provision 
processing, storage, networks, and other fundamental computing resources where the consumer is 
able to deploy and run arbitrary software, which can include operating systems and applications.” 
(Mell and Grance, 2011) 
 
The cloud service consumers do not manage, nor control, the underlying infrastructure of the cloud 
environment. However, the customers may control related hardware and software, such as servers 
and operating systems, which depends on the attributes of the cloud service. (Mell and Grance, 
2011) 

The spectrum of different cloud computing services, enable the customers to find the appropriate 
solution for their business. However, once the consumer has found the right solution for their 
business, the requirements regarding confidentiality of data, integrity of data and availability of 
resources, should be considered. In terms of customer requirements, cloud computing services are 
governed by a service-level agreement, SLA (Carroll et al., 2011). However, SLAs are argued not 
to always offer comprehensive commitment and responsibility. This entails a number of issues that 
affect the security (Catteddu D. & Hogben G., 2009). 

2.1.3 Cloud Computing as a Driver for Information Security Management Systems 

In coherence to Faris et al, (2014), many stakeholders in the private and public sector rely on IT 
and information systems to successfully carry out their mission and business functions. 
Furthermore, Faris et al, (2014) mention how information systems are subject to threats and 
vulnerabilities which can affect the confidentiality, integrity, or availability of the information in 
the systems. In addition, the wide spread adoption of cloud argues for comprehensive knowledge 
of how information is treated within a cloud environment. According to the Cloud Security 
Alliance (Babcock C., 2014) the adoption of cloud introduces many new opportunities for 
attackers.  

According to Khalil et al (2014), security issues are the primary obstacle to a comprehensive 
adoption of cloud computing. The concepts of multi-tenancy, resource sharing and outsourcing 
proposes new security challenges (Khalil et al., 2014).  Moreover, Khalil I. et al (2014), argues 
how denial-of-service (DoS) attacks are among the most severe attacks when it comes to cloud 
computing. Moreover, in the X-Force Threat Intelligence Report 2016 from IBM (IBM, 2016) 
distributed-denial-of-service (DDoS) attacks are mentioned as one of the most common attack 
methods. Consequences entail service or hardware unavailability, gaining unauthorized access to 
information etc. (Khalil et al., 2014). Furthermore, attacks highlighted by (Khalil et al., 2014) 
concern cloud malware injection attacks, where the incidents include user data leakage, 
unauthorized access to cloud resources and more, as well as attacks such as targeted shared memory 
attacks, botnet attacks etc. 

However, even though there are many vulnerabilities associated with cloud computing, many firms 
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will take the opportunity to exploit the benefits. Moreover, one should be aware of the political and 
legal aspects of cloud computing, as for example laws regarding cloud computing might not be 
consistent among countries (Catteddu D. & Hogben G., 2009). 

Nevertheless, at the same time as the adoption of cloud solutions increase, the importance of 
security technologies and information security management is receiving continuous attention 
(MSB, 2015) (Carroll & Kotcé, 2011) (Khalil et al., 2014). According to Khalil et al (2014), there 
is a need of security processes adopted to address the vulnerabilities of cloud computing as well as 
the vulnerabilities of traditional computing systems. Hence, this calls for accurate information 
security management systems. 
 

2.2 Information Security 
The benefits of cloud computing have triggered many firms to adopt the technology (Right Scale, 
2016). However, many vulnerabilities are associated with cloud computing (Khalil et al., 2014). 
Not managing the vulnerabilities and threats can result in increased likelihood that they occur. 
Thus, different risk assessment frameworks and management methods, which are accepted as 
industry standards, have evolved through time (Faris et al., 2014). In accordance with Faris et al., 
(2014), and Kuligowski (2009), and ENISA (2012), the list of known standards and good practices 
used in e.g. the EU telecommunications include ISO/IEC 27001/2, ISO/IEC 27005, BSI BS25999-
1, ITU-T X.1051, CobiT, ITIL Security Management, NIST SP 800-34, UK NICC Minimum 
Standard ND1643, PCIDSS1.2 and more. However, in this study, regards will mainly be given to 
ISO/IEC 27001/2/5.  

2.2.1 Confidentiality, Integrity & Availability  

When it comes to information security, one usually refers to three attributes, which are 
confidentiality, integrity and availability, CIA. These three attributes are requirements for firms 
managing any type of information and should be considered in an information security 
management system (Faris et al., 2014). Confidentiality refers to the fact that all information must 
be kept private. Hence, confidentiality argues for limited access. In terms of cloud computing and 
confidentiality, secret information and ‘know-how’ might be processed in clouds and a leakage of 
information, deliberately or non- deliberately, can result in imperative business impact (Catteddu 
D. & Hogben G., 2009). Furthermore, integrity refers to the requirement that information must 
remain in the same condition as the owner left it in. Availability means that the information should 
be accessible for the authorized user(s) at any given time. (Faris et al., 2014) 

2.2.2 The ISO/IEC 27000 Standards 

In order to preserve the confidentiality, integrity and availability of information in an organization, 
there are frameworks and standards to facilitate the implementation, maintenance and the 
continuoual improvement. The International Organization for Standardization, ISO, and the 
International Electrotechnical Commission, IEC, form the specialized system for standards 
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worldwide. In collaboration with other stakeholders, they issue generic standards within different 
fields. The ISO/IEC27000 series is a compilation of information security standards issued by ISO 
and IEC. (ISO, 2014) 

The standard ISO/IEC27001:2013, also referred to as ISO/IEC27001, was published in September 
2013 and comprises ten clauses and an annex which covers the scope of the standard and more. 
The ISO/IEC27001 standard contains a list of controls and objectives within the field of 
information security management. ISO/IEC27001 defines the mandatory requirements for an 
information security management system and uses the ISO/IEC27002 standard to specify security 
controls. Hence, a more extensive description of the implementation, the maintenance and the 
continuous improvement of the information security management system are found in the 
ISO/IEC27002. According to Kuligowski (2009), ISO/IEC27002 can be regarded as a generic code 
of practice. Also, Faris et al. (2014) refers to ISO/IEC27002 as a code of good practices. 

Moreover, the ISO/IEC27002 is associated with weaknesses in terms of lack of guidance of how 
to implement the structures necessary to comply with the standard. There is a lack of actionable 
requirements and stakeholders to implement the standard, also, the standard is argued to acquire 
extensive technical skills and comprehensive knowledge of the implementation process to 
implement the guidelines in the ISO27002 (Schroeder, 2015). However, one may be certified to 
ISO/IEC27001, not to ISO/IEC27002. The distribution of the ISO/IEC27001 certificates is issued 
by citification bodies accredited by the International Accreditation Forum (ISO, 2014).  

Furthermore, the world distribution of ISO/IEC27001 certificates has increased continuously over 
the years. In accordance to the SIS report in 2014 (SIS, 2014) the issuing of 
ISO/IEC27001certificates are most common in Japan, India and the United Kingdom. The amount 
of distributed certificates reached the number of 49 certificates in 2014 in Sweden (ISO, 2014). 

In addition to the ISO/IEC27000-series, the ISO/IEC27005 International Standard provides 
guidelines for Information Security Risk Management. ISO/IEC27005 supports the concepts in 
ISO/IEC27001 and aims to facilitate the implementation of an information security management 
system with regards to risk management (Faris et al., 2014). It may be used as a support to 
ISO/IEC27001, but can also be used autonomously (British Standard, 2008). However, the 
ISO/IEC27005 does not provide any methodology for information security risk management 
(British Standard, 2008). The lack of no specific methodology for risk management is argued to be 
one of the weaknesses of the standard (Faris et al., 2014). 

2.2.3 ITIL 

The Information Technology Infrastructure Library, ITIL, is the framework which have reached 
most acceptance for IT service management among firms and organizations. ITIL consists of five 
publications and entails management procedures, applicable to all aspects of IT architecture. The 
different publications refer to different parts of the service management lifecycle. Aligning once’s 
business to ITIL is argued to facilitate risk and incident management. Moreover, the ITIL security 
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process is embraced by many parties who whishes to implement information security management 
systems within their business. (Faris et al., 2014) However, ITIL is not a standard (Schroeder, 
2015). 
 

2.3 Dynamics of Innovation 
Technological change might disrupt and change operations, competition and more. Thus, 
understanding the dynamics of innovation and change are of essence in order to survive as a firm 
and develop the corporation. Cloud computing has been recognized to improve scalability, resource 
management, flexibility, time management and more. Also, cloud computing is argued to pave the 
way for new innovations (Sugang, 2012). Therefore, understanding the dynamics of cloud 
computing technology is of essence to develop a firm.  

In the Utterback-Abernathy model, the evolution of both product and process innovation are 
clarified (Utterback, 1994). The innovation rate of products and processes caused by cloud 
computing can be described with the Utterback-Abernathy model. The rate of innovation in relation 
to time is illustrated in Figure B and aims to portrait the Utterback-Abernathy model. The 
Utterback-Abernathy model consists of three phases which are characterized by different rate of 
product and process innovation. 

During the formative years of a technological era, the product innovation rate is normally high and 
cumulative (Utterback, 1994). Firms explore the technological possibilities with the new 
technology and focus lies on product development. The exploration is likely to result in new 
business models. The formative years, categorized by high product innovation rate, is referred to 
as the fluid phase in the Utterback-Abernathy model. In addition to high product innovation rate, 
the fluid phase is characterized by low focus on process development. In coherence to the 
Utterback-Abernathy model and cloud computing, the innovation rate of cloud based services is 
currently high and is prospected to face an enormous adoption and growth rate (Columbus, 2015). 
Though, only a minor part of enterprises argue that they are using cloud computing as a tool to 
innovate (a. IBM, 2013). Nerveless, the forecast for the global public cloud market size prospect a 
CAGR of 9.14 percent for the SaaS revenue from 2015 to 2020 (L'Insitut Sage, 2012). The great 
revenue growth and high adoption rate suggest a phase of expansion.  

Along with the many benefits which the wide spread adoption of cloud computing hold, there are 
also new obstacles and risks. Carroll and Kotcé (2011) identify risks concerning confidentiality, 
integrity and availability when mitigating to the cloud. In accordance with Carroll and Kotcé, 
authors such as Khalil et al., (2014) also identifies the risks with cloud computing. Thus, even if 
benefits such as speed, availability and cost savings argue for the benefits of migrating assets to 
the cloud, the risks are many and have resulted in innovations of controls and guidelines to 
establishment information security management systems. According to the research conducted by 
Carroll and Kotcé (2011), information security was identified as the most critical risk part when 
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securing cloud environments and exploiting the benefits of cloud computing. In consequence, as 
the phenomenon of cloud computing gains market share and acceptance, the legal and regulatory 
constraints of how data within the cloud are maintained, improve. Hence, organizations, 
governmental bodies and firms have identified the need of standardized processes to ensure 
consistency in the delivery model of cloud solutions, that confidential information is kept secure 
and more. According to the Utterback-Abernathy model, this phase would be regarded as the 
transactional phase. The transactional phase in the Utterback-Abernathy model refers to a phase 
where the rate of product innovation rate slows down, and where the innovation rate of processes 
increases (Utterback, 1994).  

In accordance to the transactional phase, the innovation of controls to minimize the risk of exposure 
caused by poor management of information within the cloud, there are organizations and regulatory 
bodies that aim to improve security management and promote innovation by advancing standards 
and technologies (ENISA, 2016) (ISO, 2016) (NIST, 2016). Establishing an adequate information 
security management system with controls and guidelines to secure the cloud environment is 
argued to be of importance by several parties (MSB, 2015) (Carroll & Kotcé, 2011).  

As the innovation rate of products, as well as the innovation rate for processes, slow down, the 
Utterback-Abernathy model claims that the industry enter a phase called the specific phase. The 
focus shifts from major innovation dwindles to focusing on cost, volume and capacity. The specific 
phase consists of an era characterized by incremental innovations. (Utterback, 1994) However, 
before entering the specific state, dominant design for products, as well as for processes, are to be 
defined. In terms of information security management systems, there are different standards to 
follow, though ISO/IEC27000-series is worldwide adopted. Though, the ISO/IEC27000-series are 
regarded as general, not arguing for specific processes.  

As the specific phase in the Utterback-Abernathy model would suggest a decrease in the innovation 
rate of products, as well as processes, the fact that organizations lack an implementation and 
certification of an information security management certification, argues that the cloud computing 
era has not yet reached a specific phase. As an argument to the fact that innovation of processes in 
the cloud computing era are deficient, the Swedish Civil Contingencies Agency portrays that 35 
percent of 334 Swedish government agencies have a continuity plan for incident management 
(MSB, 2015). However, only 36 percent of the 117 agencies had managed to establish processes 
to implement the plan (MSB, 2015). 
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Figure B 

 
2.4 Process Development & Information Security 
The implementation, maintenance and the continuously improvement of an information security 
management system, argues for a comprehensive system which includes the practice of standards, 
guidelines and processes. As described by Lincke (2015), standards are mandatory principles which 
one has to comply with. The guidelines are regarded as recommendations of practices which one 
should follow. Hence, in coherence to Lincke (2015), in terms of the information security 
ISO/IEC27000-series, the standards entail principles which one shall comply with. Processes on 
the other hand, are the description of how a principle can be implemented, maintained or cautiously 
improved (Lincke, 2015).  

2.4.1 Do, Plan, Check & Act 
According to MacDuffie (1997), a problem solving process generally consist of a problem 
definition, followed by a problem analysis, generation and selection of solutions, testing and 
evaluation of solutions and lastly a development for improved practices. In coherence to the 
problem solving model by MacDuffie (1997), a frequently used problem-solving model in the 
context of quality management (Deming 2000; Choo, Linderman and Schroeder 2007b) as well as 
in the context of security management (Tang 2008) and project management (Srivannaboon 2009) 
is the PDCA, Plan-Do-Check-Act, cycle. The PDCA cycle was proposed by Shewhart (1931, 1939) 
and an information security management system may be described in the context of the Plan-Do-
Check-Act cycle (British Standard, 2008). 

The cycle entails the 4 stages where a plan is made (Plan), activities to achieve the plan are 
implemented (Do), results from the implementation are checked (Check) and lastly actions are 
made to improve the process (Act) (Shewhart, 1931) (Shewhart, 1939). In coherence to the check 
phase, Q. Lu and B. Botha (2011) argues for the importance of translating tacit knowledge from 
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past process development projects to explicit knowledge by codification and documentation. Thus, 
facilitating process development by learning from the past process developments. Moreover, in 
coherence to the PDCA model, Lincke (2015) argues for how preparation stages which involves 
determination of strategy, containment, escalation and preparation has to be considered and is of 
essence. In terms of strategy, one must know in advance how to prevent discouragement and 
establish e.g. polices to detect and prevent discouragements (Lincke, 2015). Moreover, 
commitment in terms of knowing how to act, and escalation in terms of when to act, are of 
importance in an information security management system (Lincke, 2015). Also, preparation, in 
terms of tools and equipment to act are of significance.  

2.4.2 Man, Technology & Organization 

According to Faris et al. (2014), there is a demand of involving both Man, Technology, and 
Organization, MTO, in information security. Threats that can result in harm to the confidentiality, 
integrity or availability of information can originate from human errors, machine errors, 
environmental disruptions and more. Therefore, the inclusion of MTO is imperative in terms of 
information security (Faris et al., 2014).  

MTO is associated with different domains, where one domain argues for MTO as a metaphor for 
system thinking about safety (Andersson & Rollenhagen, 2002). This association explains MTO 
as an attempt to develop safety within a culture and thus focuses on including technology, human 
factors and organizational issues (Andersson & Rollenhagen, 2002). Moreover, Faris et al. (2014) 
argue that there must be a clear link between technological, human and organizational aspects when 
it comes to information security (Faris et al., 2014). Hence, awareness management can be an 
important part to succeed with linkage and increase the cultural safety thinking. However, 
awareness management argues for an established process to permeate cultural safety thinking 
through an organization or business. 

In terms of man, in terms of MTO, and awareness, Lincke (2015) argues that the most successful 
method of introducing information security into an organization, is to establish an information 
security steering committee. Moreover, the committee should carry the responsibility of 
implementing, maintaining and continuously improving information security management within 
the organization or business. In coherence to Lu Q. & Botha B., (2011) who argue for the 
importance of translating tacit knowledge to documented knowledge, Lincke (2015) argues that an 
information security commitment should develop security policies from identified assets, threats, 
security issues and security regulation. Gathered material should be the foundation to develop 
security training and a compliance plan. Thus, in relation to MTO, described as a metaphor for 
system thinking about safety (Andersson & Rollenhagen, 2002), internal culture, which may be 
achieved by improved awareness, becomes an important aspect for information security 
management.  
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2.4.3 Process Development  
In a large technological change and during its evolution, such as the evolution of cloud computing, 
parts of the technological revolution are to be more or less developed than others. In terms of wide 
spread adoption of cloud computing and the related need of information security management 
systems (Khalil et al., 2014), process development is a central part of how to succeed with 
implementation, maintenance and continual improvement of the information security management 
system.  

Accordance to Q. Lu and B. Botha (2011), process development usually is a salient element in the 
development of a product. In terms of information security, best-practice of process to implement 
an information security management system can be regarded as a reverse salient because of the 
generality and lack of focus of a particular area or approach (Kuligowski, 2009). The authors Q. 
Lu and B. Botha (2011) also highlight how R&D focused on process development can provide a 
strategic competitive advantage. However, that incorporates that a continuous improvement of 
process development and an evolved process model become an advantage, which hopefully raises 
the barrier of possible imitation (Q. Lu and B. Botha, 2011). 

Moreover, in coherence to Pisano (1997) who argues that ‘process development is a technically 
difficult and organisationally complex activity in its own right, and operates in a much richer 
context than is generally portrayed in the simultaneous- engineering literature’ (p. 31), process 
development to implement, maintain and continually improve an information security management 
system is difficult and has the risk of becoming a reverse salient.  

As mentioned, there are several products, in terms of standards, to manage information security. 
These standards have evolved through time. However, the evolution and adoption of information 
security management systems are even more important as cloud proposes new information security 
oriented vulnerabilities (Khalil et al., 2014). Though, controls and guidelines exist, their generality 
argues for a need of improved knowledge of how to form processes to succeed with the 
implementation, maintenance and continual improvement of an information security management 
system. Hence, transparency of the process development to implement, maintain and continually 
improve the information security management system are in need of a study of the best existing 
processes.  
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3 METHODOLOGY 

In this chapter, the methodology of the research will be presented. The design of the research 
approach, the reliability, validity and generalizability of the research will be presented. Also, the 
case study will be presented. 
 

3.1 Research Method 
Since the purpose of this research was to investigate how an information security management 
system, in a cloud computing oriented organization, can be implemented, maintained and 
continually improved, the research was designated to have adductive approach.  
 
In the initial phase of the study, a pre-study, which consisted of unstructured interviews, was 
performed. As knowledge was gained from the first round of interviews and the literature review, 
an interpretation of important aspects in an information security management system was done. 
The interpretation from the observed reality was used to conduct an assumption of how an 
information security management system can be implemented, maintained and continually 
improved. Later on, questions for the second round of interviews were conducted based on 
assumptions of how an information security management system can be implemented, maintained 
and continually improved. Thus, the approach argues for an inductive research approach.  
 
However, as the second round of interviews were conducted, in combination with the literature 
review, the assumptions of how to implement, maintain and continually improve an information 
security management system were compared with new information. The information gained from 
the seconded round of interviews became the foundation for the empirical result for this study. 
Thus, from having a hypothesis of how to implement, maintain and continually improve an 
information security management system, the new remarks argued for other approaches to 
implement, maintain and continually improve an information security management system. This 
argues for a deductive research approach. However, as the research process entails elements of 
both inductive and deductive research characteristics, the research approach for this study is argued 
to be adductive.  
 
Moreover, to conduct the research, a close contact with the field of research has been done for a 
prolonged period of time. A profound understanding of the research field was evolved during the 
research process. As the research questions argue for a collection of data gained through actively 
query interviews and actively interview the interviewees. In terms of answering the research 
questions and identifying potential recommendations for the case company regarding the 
implementation, maintenance and continually improvement of an information security 
management system, the research has required data that is qualitative in nature.   
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3.2 Research Design 
The design of the research entailed a literature review and two rounds of interviews. The design 
entailed identifying models to sort data from the literature review and the interviews as well as 
sorting and analyzing the data.  
 
The initial phase of the research process entailed a pre-study where literature was reviewed. In 
conjunction with the literature review, the unstructured interviews at the case company were 
conducted. The first round of interviews can be seen as a pre-study since the information gained 
from the first round of interviews was the initial foundation for this study. 
 
During the initial phase of the literature review, theories and models were identified. The theory 
and models were used throughout the research process to sort and analyze the literature and the 
data from the first and second round of interviews.  
 
After the initial literature review and the initial interviews at the case company, a sample of 
potential interviewees for the second round of interviews were identified. The interviewees were 
contacted and the second round of interviews were conducted. The literature review continued in 
conjunction with the second round of interviews. After all interviews had been conducted, the data 
from the interviews were reviewed and data was re-sorted. In conjunction with the literature review 
and the interviews, the report for this study was written. As information was continually revised 
during the research process, essential parts of the research, such as the problem formulation, were 
iteratively revised along the process. 
 
Moreover, during the research process, meetings with the supervisor at KTH and the supervisor at 
the case company have been performed. The information and knowledge gained form the meetings, 
as well as the iterative gathering of information from literature and the first round of interviews, 
were of essence to conduct the second round of interviews. The process of writing the report were 
conjugated with the literature review and the performed interviews. Thus, allowing an iterative 
process for reviewing and gather material. 
 

3.3 Methods Used for Answering Research Questions  

In the following sections a description of the used methods to address the three research questions 
and the main research questions are described. However, more information regarding how the main 
research question and the three sub-questions were addressed are described in the sub-chapters 3.4-
3.6.  
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3.3.1 Methods Used for Research Question 1 
The first research question was addressed qualitatively through a combination of the literature 
review and the unstructured and the semi-structured interviews. The first sub-question was: 
 

I. Which steps are important in the process to become compliant with information security 
management regulations and standards? 
 

The literature review was an essential initial part of the research process to understand which steps 
are of importance in an information security management system. In terms of the literature review, 
most focus was laid on studying different information security standards. Moreover, an inspection 
of the case company’s interpretation of the ISO/IEC27001 was acknowledged during the pre-study. 
Based on important steps in the process to become compliant with information security 
management regulations and standards that the case company had acknowledged, as well as the 
steps identified during the literature review, interview questions to confirm the steps and explore 
other steps were conducted. 
 
The literature review and the first round of interviews were conducted before the interview 
questions were composed. However, during the interview process, the ISO/IEC27001 was 
recognized as a dominant standard, therefore the interview questions were revised to conform and 
explore steps to compile with the objectives in the appendix in the ISO/IEC27001 standard.   
 
In order to consider both regulations and standards, a sample of appropriate interviewees were 
listed and contacted. Several consultancy firms were interviewed to gain an understanding of 
different steps that are important for an information security management system. Thus, primary 
information was gained through interviewing the different consultancy firms who had knowledge 
from different consultancy projects. Also, a government department was interviewed to gain 
information regarding important regulations that should be considered when implementing, 
maintaining and improving an information security management system.  
 
As new steps to implement, maintain and continuously improve an information security system 
were identified and explained by the interviewees, the interviewee questions were improved. The 
retrieved answers were sorted and analyzed in accordance to the theory and frameworks. Thus, the 
material was first sorted into groups based on the Plan-Do-Act-Check model described in chapter 
2. Thereafter, the result was restructured according to the proactive, operative, reactive and 
awareness phases. 
 

3.3.2 Methods Used for Research Question 2 
The second research question was addressed qualitatively through the literature review and the 
unstructured and the semi-structured interviews. The second sub-question was: 
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II. Which tools or framework are most effective to use in order to comply with information 
security management regulations and standards? 

 
In order to address the second sub-question, the literature review as well as the interviews were of 
importance. During the literature review, few holistic tools were recognized. Some tools were 
recognized during the first round of interviews at the case company. However, the second round 
of interviews were the most important source to gain knowledge of appropriate tools. Even though 
several firms were asked about framework, mainly one of the firms had a developed collection of 
tools, frameworks and methods to implement, maintain and improve their information security 
management system 
 
As the important steps in the process to implement, maintain and improve an information security 
management system were recognized, interview questions regarding the tools and frameworks 
were asked in coherence to the different steps. Not all interviewed firms had developed generic 
tools or frameworks for the firm’s information security management system. However, in order to 
gain information about tools and frameworks, different examples, in terms of visualizations, were 
given by the interviewers during the interviews to retrieve accurate information from the 
interviewees. The visualizations were done by using pen and paper. As the result from the 
interviews were gathered, it was first sorted into groups based on the Plan-Do-Act-Check model 
described in chapter 2. Thereafter, the result was restructured according to the proactive, operative, 
reactive and awareness phases.  
 

3.3.3 Methods Used for Research Question 3 
The third research question was addressed qualitatively by conducting the unstructured and the 
semi-structured interviews. The third sub-question was: 
 
III. How may the permeation of an information security management system be facilitated? 

 
While conducting the first round of interviews, it was palpable that awareness management was an 
important aspect when implementing, maintaining and improving an information security 
management system. When asking questions regarding important steps to succeed with an 
information security management system as well as about different tools, many interviewees 
accentuated how knowledge and awareness are essential and concern each step of a successful 
information security management system. As knowledge was gained regarding the subject, the 
questions improved during the interviews. Thus, comparisons and more evolved questions could 
be asked during the last interviews than the first interviews. 
 
No consideration of the interviewees experience regarding awareness management was taken when 
choosing the sample of interviewees for the second round of interviewees. Nevertheless, the 
foundation of information to address the third research question was gained from all interviews. 
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The awareness management oriented information gained during the interviews was initially sorted 
according to the the Plan-Do-Act-Check model described in chapter 2. Thus the information was 
diverse. Therefore, it was later sorted into a separate category, presented in chapter 4.   
 

3.3.4 Methods Used for the Main Research Question 
The main question was addressed qualitatively through addressing the three research questions 
described in the sub-chapters 3.3.1-3.3.3. The main question was: 
 
How may an information security management system, in a cloud computing oriented organization, 
be successfully realized? 
 
By identifying important steps in the process to become compliant with information security 
management regulations and standards, which tools are most effective to use in order to comply 
with information security management regulations and standards and how to succeed with the 
permeation of an information security management system, the main research question could be 
answered. 
 

3.4 Literature Review  
In alignment to Collis and Hussey (2014) who argue for the importance of evaluating the already 
existing body of knowledge within the specific area of the study, a literature review has been 
conducted.  
 
The literature review has aimed to identify relevant knowledge within the area of information 
security management systems. When conducting the literature review, the aim was to conduct a 
comprehensive review of the area of information security management systems as well as related 
topics, such as cloud computing. Moreover, the review aimed to acquire knowledge to identify 
knowledge gaps, inspiration for the research and identification of theoretical frameworks to 
facilitate the discussion and conclusions of the study. In the initial face of the literature review, the 
search of material was broad. However, throughout the process the search was narrowed down in 
order to find material relevant to answer the research questions.  
 
Different sources to collect information were used during the process. The main source to gather 
information was the database KTHB Primo, which falls under the KTH domain. However, external 
databases, such as Google and Science Direct were also used in order to collect information.  

Gathered material concerned information from books, reports, news articles, scientific articles and 
journals. Moreover, the area of information security management systems is highly associated with 
the phenomenon of cloud computing and many international organizations are conducting research 
within these areas. There are several consultancy firms that actively are publishing material related 
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to cloud computing and information security management systems. The subjectivity of the material 
is discussed when discussing the validity of the research.  

Furthermore, keywords to collect material concerns words such as: “information security”, 
“information security management system”, “information security risks”, “ISMS”, “IS processes”, 
“IS standards”, “cloud computing”. 
 

3.5 Interviews  
The interviews for this research were conducted in two parts. The first round of interviews was 
performed as a pre-study. The second round of interviews was considered as in-depth interviews. 
Non of the unstructured interviews from the first round of interviews were recorded. However, a 
vital part of the semi-structured interviews from the second round of interviews was recorded. 
Anonymity was given to all interviewees, which the interviewees were informed of before the 
interviews were conducted.  
 
The first round of interviews was conducted at the case company. The interviews can be regarded 
as unstructured as a majority of the questions was not prearranged before the interviews. The aim 
with the interviews was to acquire knowledge of the case company’s implementation, maintenance 
and continual improvement of their information security management system. The first round of 
interviews consisted of 4 interviews and is referred to in Table A. Moreover, during the first round 
of interviews the controls listed in the ISO/IEC27002 standard were embraced and used as 
inspiration to conduct interview questions for the second round of interviews. 
 
The initial contact with the interviewees for the second round of interviews was done by sending 
the interviewees an e-mail. The interviewees’ titles, listed at LinkedIn, were used as a foundation 
to find appropriate people to interview for the second round of interviews. The second round of 
interviews aimed to acquire in-depth knowledge of how different enterprises’ approach to cloud 
computing and information security management systems. In order to identify how different 
enterprises implement, maintain and continually improve their information security management 
system, known cloud adopters and consultancy firms within the technology and telecommunication 
industry were chosen for the interviews. The second round of interviews consisted of 16 interviews 
and is referred to in Table A. During the interviews, the ISO/IEC27000-serie was mentioned as the 
ideal approach to implement, maintain and continually improve an information security 
management system.  
 
The structure of the second round of interviews was semi-structured with open ended questions. 
Benefits of conducting semi-structured interviews, with open ended questions, were that the 
informants were given the ability to express thoughts on their own terms as well as focus on the 
area of their expertise. In coherence to ethics and code of behavior discussed by Blomkvist & Hallin 
(2015), the interviewees are referred to by a designation showed in Table A. The second round of 
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interviews consisted of 17 interviews.  

Interviewee  
Designation Main Business Area Title of Interviewee 

CI1 
Information Security 
Management 

Information Security Manager at Case 
Company 

CIT1 IT Operations Chief Technology Officer at Case Company 
CS1 Sales Management Presales Manager at Case Company 
CM1 Cloud Management Head of Cloud Operations at Case Company 
C1 Cloud Service Provider Chapter Lead, Security 
C2 Cloud Service Provider R&D Manager 
C3 Cloud Service Provider Service Owner, IT Compliance & Integrity 

I1 IT Security Company 
Computer & Network Security Consultant and 
Contractor 

L1 Legislations Institution Procurement Officer 

M1 
Management & Technical 
Consultant 

Head of Functional Service Delivery & Deputy 
Head of IT Infrastructure 

M2 
Management & Technical 
Consultant Head of Governance and Organization 

M3 
Management & Technical 
Consultant IT Security Manager 

M4 
Management & Technical 
Consultant Senior Consultant 

M5 
Management & Technical 
Consultant Senior Manager 

M6 
Management & Technical 
Consultant Senior Manager 

M7 
Management & Technical 
Consultant Senior Manager, Technology Consulting 

T1 Technical Service Provider Administrative Security Manager 
T2 Technical Service Provider Associate IT Architect 
T3 Technical Service Provider Executive Consultant & Cloud Advisor 
T4 Technical Service Provider Senior IT Architect, Security 
Table A 
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3.6 Methods Used for Analysis of the Interviews  
The first and second round of interviews were analyzed by key notes and transcription of the 
interviews. However, as not all of the interviews were recorded, the main material from some 
interviews was gained from notes. Notes were taken during the interviews and received information 
was summarized after each interview.  

In the early stage of the study, the material collected from the first round of interviews was 
summarized into four different categories, i.e. information security management system, cloud 
computing, IT-infrastructure and data regarding Medius AB’ operations. The data that concerned 
information security management system was divided into the four categories from the Plan-Do-
Check-Act model, referred to in the ISO27005.  

During the second round of interviews, the data gained during the interviews was sorted in terms 
of the same categories as for the first round of interviews, i.e. all data which concerned information 
security management systems was divided into the four categories of the Plan-Do-Check-Act 
model, referred to in the ISO27005.  
 
Once all interviews had been conducted, and all data had been gathered, the data was re-structured 
and divided into four phases. Three of the phases were mentioned by one of the interviewees. The 
three phases are the proactive, operative and reactive phase. The fourth phases, is refereed to as 
awareness management. The importance of the fourth phase was palpable during the first and 
second round of interviews. 
 

3.7 Reliability, Validity & Generalizability of the Research  
Both Blomkvist and Hallin (2015) and Collis and Hussey (2014) identify three main areas that 
should be considered when conducting the research, namely reliability, validity and 
generalizability. Consequently, the quality measures of the research will be further discussed in the 
following sections.  

 

3.7.1 Reliability of the Research 

In accordance to Collis and Hussey (2014), reliability concerns the accuracy and precision of a 
conducted research. Also, a high reliability argues for obtaining the same results if the research 
was repeated under the same conditions. In terms of the research conducted for his thesis, the 
reliability will be discussed in terms of the literature review and the performed interviews. 
 
When discussing repeatability of the research, the gathered material for the literature considers 
material from authors and organizations which mainly have been retrieved from the Internet. Thus, 
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the ability to find the same material again is argued to be highly likely as the material comes from 
known sources. However, the repeatability of the interviews is more discussable. 
 
The interviews conducted for this study were conducted in two rounds. The first round of 
interviews was conducted as unstructured interviews. The semi-structured, as well as the 
unstructured approach, tend to lower the reliability of the results.  
 
The interviews from the second round were semi-structured. Collis and Hussey (2014) argue that 
a disadvantage of semi-structured interviews concerns the fact that it can be difficult to keep note 
of the questions and answers. Thus, arguing for the difficulty to obtain the same information if the 
interviews were repeated. Also, the ability to analyze the data after a semi-structured, or 
unstructured, interview is likely to be difficult according to Collis and Hussey (2014).  

 

3.7.2 Validity of the Research 

In accordance to Collis and Hussey (2014), the validity is considered high if the research measures 
what the researcher intended to measure. Thus, the results from the research should represent the 
reality adequately and accurately.  

In terms of the literature review, the revised articles are collected from known databases. Arguably, 
the articles and reports conducted and published by consultancy firms are possible to emphasize 
certain aspects of information security management and cloud computing as the firms aim to sell 
their expertise within the particular area. Thus, the articles and reports conducted and published by 
certain sources could possibly be biased. However, in order to improve the validity of this study, 
several sources have been studied to assure that the theory and information in this study is adequate 
and accurate. Also, the references in the reviewed reports have also been revised to insure the 
validity of the sources. 
 
Furthermore, in order to improve the validity of the interviews, one to three interviewees from the 
same company have been interviewed regarding the same, or adjacent subjects. This applies to the 
first round of interviews as well as the second round of interviews. Moreover, to improve the 
validity of the research, an adequate total number of interviews have been performed.  
 
Also, in coherence to Collis and Hussey (2014), the questions asked during the two rounds of 
interviews adhere to the information that was given to the interviews beforehand via e-mail, where 
the subjects that would be discussed were mentioned.  

3.7.3 Generalizability of the Research 
According to Collis and Hussey (2014), generalizability refers to the extent which a researcher’s 
finding can be valid for the general purpose. In relation to the study, a limited amount of interviews 
was conducted to capture the characteristics of best practice of the implementation, maintenance 
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and continual improvement of an information security management system. 

In terms of this study, the interviewees have had adequate knowledge within the area of this 
research. Thus, arguing for that tools, frameworks and approaches used by the interviewees could 
be generalizable. However, in order for an approach of how for example to implement, maintain 
and continually improve an information security management system, to be generalized, many 
aspects should be concerned, for example legislative aspects, industry, operations etc. Thus, one 
might argue that the generalizability of the conducted study is questionable in terms of the fact that 
the interviewed firms mainly adhere to the Swedish legislation. In order for the result to be 
characterized as generalizable, one might argue that the sample of the interviewed firms should 
entail a larger number of interviewees, firms with same customer data etc.  
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4 EMPIRICS 

In this chapter, a summary of the empirics from the interviews will be presented. The empirics will 
be presented in three sections, i.e. the proactive phase, the operative phase and the reactive phase. 
The presentation is illustrated in Figure C. 
 
 
 
 
 

 
Figure C 

 
The empirics argue for a risk based approach when implementing and maintaining an information 
security management system. Also, the empirics concern aspects related to the Plan-Do-Check-
Act, PDCA, cycle. However, one of the interviewees (I1) described the phases of implementing, 
maintaining and continuously improving an information security management system with three 
phases. The interviewee referrers to the three phases as the proactive, the operative respectively the 
reactive phases, and coherence to these three phases, the empirics presented within this chapter are 
dispositional in accordance to the three phases. 
 
The proactive phase involves the creation of a situation rather than responding to it once it has 
already occurred. Interviewees argue for the importance of a comprehensive assessment of the 
assets and threats, as well as the importance of conducting a risk assessment in order to manage 
the threats once they occur, or preferably avoid the occurrence of the threats. Furthermore, the 
interviewee (I1) mention how the operative phase entails handling the occurred incidents. Thus, 
the operative phase entails the empirics which cover the incident management. Moreover, the 
reactive phase take place after the operative phase and involves evaluating the handling of the 
incident. The reactive phase culminates into the proactive phase. Thus, the reactive phase is an 
important foundation to the proactive phase and involves an incident assessment with specific key 
performance indicators.  
 
The phases are all identified as vital parts of the implementation, maintenance and continuous 
improvement of an information security management system. Hence, best practice of the phases 
will be presented in terms of the proactive, operative and reactive phase.  Additionally, awareness 
was identified as an important part of the information security management system and should 

Proactive Operative Reactive

Awareness 
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permeate all the phases. Thus, the awareness management will be presented separately from the 
three phases but ought to cover all phases of the information security management system. 
 
Moreover, before entering the proactive phase, the aim of the information security management 
system has to be defined. This entails who are to realize the aim, the timeframe and the subjects 
included in the information security management system. According to one of the interviewees, 
T1, the subjects that are to be specified for the information security management system concerns 
which department, team, service or process that are to be included in the scope. A method for 
scoping is to hold workshops with the affected stakeholders (M1, M2, M5, M6, M7). Thus, 
knowing the purpose of the information security management system before the proactive phase is 
essential. Though, the implementation, maintenance and continual improvement should be an 
iterative process, which argues for the purpose to improve with time.  
 

4.1 Proactive Phase 
The proactive phase entails the asset assessment, threat assessment and risk assessment. These 
assessments are described in the following sections.  
 

4.1.1 Asset Assessment 

During the interviews, asset and threat management were recognized as crucial parts for the 
implementation, maintenance and continuous improvement of the information security 
management system. From the data collected during the study, different stages within the asset 
assessment were acknowledged.  
 
SCOPE OF THE ASSET ASSESSMENT  
Throughout the interviews, it was recognized that defining the scope of the information security 
management system is of essence. Several of the interviewed parties, such as T1, M1 and M2, 
acknowledge how the scope of the asset assessment is the first stage in order to establish an 
information security management system. 
 
The scope concerns the aggregation of for example assets, threats, stakeholders and more. 
However, the scoping of assets should also entail who are involved, who will be affected, the 
timeframe in the information security management system. As recognized by several of the 
interviewees, understanding why the assessment has to be performed is important to gain 
acceptance of the implementation, maintenance and continuous improvement of the information 
security management system. Poor communication is likely to become a drawback in short or long 
term.  
  
As one should specify which assets that are to be included within the scope of the information 
security management system during the asset assessment phase, several of the interviewed firms, 
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M1, M2, M5, M6, M7, claim that holding a workshop is an effective way to identify which assets 
that are to be included in the information security management system. A representative, who are 
working with the subject included in the scope of the information security management system, 
should be represented during the workshop. 
 
CLASSIFICATION OF ASSETS 
Whether one aims to sort the assets in order to assess the potential risk or identify which assets that 
create a foundation for migration of assets, classification is argued to effectively divide the 
resources into groups. Thus, in order to sort the firm’s assets, firms tend to divide the assets into 
different groups depending on their attributes. Different classification systems are used by different 
firms and the spectrum of assets differs depending on the industry.  
 

CLASSIFICATION MODEL 1 
The first main model presented in this report is used by one of the interviewed firms which have a 
similar operation in terms of business scope as the case company. The model presents a 
classification model which entails soft and physical assets. 
 
The first classification model is used by one of the interviewed firms and provides them with a 
modest way of sorting their resources into soft and physical assets. One of the interviewee who use 
the model describes the soft assets as knowledge based assets (C2), which may also be described 
as intangible assets. In comparison, the physical assets concern tangible assets. 
 
¨The soft assets concern source code, published material on the intranet, intellectual property etc. 
The knowledge within the firm, gained from the employees’ capabilities, is recognized as an 
intangible asset and often highlighted as an imperative asset to keep the firm’s competitive 
advantage. However, the soft assets entail many assets. Hence, according to one of the interviewed 
firms (C2), which divide their assets into the classes of soft and physical assets, a more thorough 
classification of the soft assets entails dividing them into two areas. One of the areas is referred to 
as the confidential documents, which entails sales documents, contracts, customer related 
documents, legal agreements etc. The second area can be referred to as the Intranet, which is the 
firm’s own version of Wikipedia where they publish information concerning the firm.  
 
The amount of employees with administrative right to the soft assets in the two areas should be 
limited. Any information on the Intranet can be linked to a specific unit within the organization. 
The access to edit a page is limited and managed by a system administrator. The access rights tend 
to be based on which group an employee is assigned to. The groups are linked to the departments 
at the firm, such as the legal department, R&D department etc. Hence, an employee within the 
R&D department should just have the authority to edit pages linked to R&D. Other employees 
from another department may view it, though, not edit.  
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A complementary way of dividing the assets is to categorize the documents depending on their 
origin and their audience. Documents can be defined as internal documents, which should be 
accessible to all employees within different departments, such as finance, legal, R&D etc.  
 
Additionally, a second category is to have design documents. The design documents describe how 
the core production of the firm works. The documents are not accessible to all employees or 
departments by default. According to C2, the interviewee’s company uses this type of 
classification, and C2 argues that only marketing and auditing may access the design documents. 
However, an employee from another department may be granted access by the system administrator 
if requested. Also, one may use a shared platform to review soft assets linked to specific projects 
(C2). As the firm has projects in different countries and the employees are in different time zones, 
they use the platform to login to a portal where they can review changes related to the project. 
However, they cannot edit the information displayed in the portal.   
 
The physical assets are usually described as assets that are declared as fixed costs on the balance 
sheet of the company. For instance, the physical assets might include servers and laptops. Both 
classes include assets which may bring long term value or short term value to a firms. As the two 
classes include assets that may generate a long or short term value for the firm, the attribute does 
not concern the generated value of the asset. Nor is the tangibility of the asset considered as a 
foundation for the sorting of assets. 
 
According to one of the interviewed, (C2) the soft and physical assets are protected in terms of 
authority rights and thorough authentication. Specific departments have locked doors and not every 
employee is granted access to go into specific areas in the firm’s building, especially not the R&D 
space. Furthermore, all employees in the entire firm have to show that they work for the company 
(C2) by wearing a physical access badge at all times. The badge has to be visible and contains a 
photo of the employee as well as the name. However, even though the policy says that the badge 
should be visible at all times, the interviewed is not wearing the badge. Also, according to the 
interviewee, (C2), all computers in the firm and of every employee are locked to the table, which 
hampers someone to take it away. Moreover, when a computer is booted, the hard drive has to be 
decrypted before the employee can log in to his or her account. 
 
According to the same interviewee, (C2), the documents are stored at a subversion repository. Thus, 
if an employee loses any documents, the documents can be found at the subversion repository. In 
the interviewed firm, it is only the R&D department that has access to the subversion repository. 
No other department has access to the subversion repository. However, each document stored on 
the submission deposit has a public link which enables the R&D unit to share the document with 
any employee. Though, the public link to the document prohibits an employee with access to only 
the public link to edit the document.  
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Figure D 
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CLASSIFICATION MODEL 2 
Another way of classifying the assets is to divide the assets into six different groups, which are 
information, intellectual property, services, software, workers and physical assets. These divisions 
of assets are shown in Figure E. As visualized in Figure E, the attributes for the assets within the 
class of Information concerns aggregated data where the data is conveyed in a specific 
arrangement. The classification model is used by one of the interviewed firms and includes assets 
which may bring long term value or short term value to a firm. However, the sorting of assets 
cannot simply be sorted depending on their generation of a long or short term value for the firm 
nor their tangibility. 
 

 
Figure E 

 
The assets within the classification group of intellectual property, displayed in Figure E, have the 
attribute of being an intangible resource owned by the firm which is the result of innovation and 
creativity. Intellectual Property includes reputation, patents, copyrights etc. services differ 
depending on which industry the firm is in. Assets such as digital systems, applications and digital 
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programs are classified as software. Intangible assets hold by the employees, such as experience 
and talent are classified as workers. Physical assets concerns assets hosted by the firm itself or 
allocated resources that are managed by a third party, such as servers and media. 
 

CIA ASSESSMENT OF ASSET ATTRIBUTES  
When the assets have been identified and classified, one should determine how important the 
information associated with the assets are for the business. One way of evaluating the importance 
is to consider the three attributes confidentiality, integrity and availability, CIA. Several of the 
interviewees refer to the three attributes as the CIA model and describe how one may use the CIA 
model to evaluate the information assets. The CIA model is illustrated in Figure F. 
 
The assessment is to be accomplished for each classified asset. The degree of confidentiality, 
integrity respectively availability is described by three levels of severity. The degree of 
confidentiality, integrity respectively availability is referred to as low, medium and high. No 
average score is calculated from the CIA assessment. However, the CIA assessment aims to provide 
a comprehensive understanding of how exploiting of assets would affect a firm. The assessment is 
to be included in a later stage of the threat assessment and the risk assessment phases in the 
information security management system process. 
 

 
Figure F 

 
In addition to the scoping, identification, classification and the CIA assessment, one of the 
interviewees indicates that an asset ID number and a specified owner can be linked to the asset 
(T1). The final results from the asset assessment may be represented as illustrated in Figure G.  
 
 

 

Figure G 
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4.1.2 Threat Assessment 

During the empiric study, it was identified that an identification and classification of threats tend 
to follow the asset identification and classification assessment. In order to identify and classify 
threats to the organization, some interviewed firms mention how workshops, where a limited 
amount of employees participate, are an efficient way to start the threat assessment. The 
participants should be able to represent the needs of the departments, services or operations that 
are to be included in the scope of the assessment. 
 
THREAT IDENTIFICATION 
As argued by one of the interviewees, T1, one should consider different threats which may affect 
one specific asset. As illustrated in Figure H, each asset should be linked to every identified threat. 
The threats may be of different characters, and affect the business in different ways. In order to 
assess the threats, one may consider using the classification model described by Figure I and Figure 
J.  
 

 
Figure H 

 
THREAT CLASSIFICATION 
One of the interviewed firms, which holds a certification in ISO27001, argues for specifying threats 
by a threat list. The list is illustrated in Figure I and should highlight the class, type and origin of 
the threat. The class of the threat may be described as a deliberated, an accidental or an 
environmental threat. The type of the threat may concern a wide variety of threat types, for example 
a threat issued by an attacker, an employee or an environmental complication.  
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Depending on the type of the threat, the threat is also described by its origin as an internal or 
external threat in the framework. Furthermore, the type of the threat may differ depending on the 
geographical location of the business’s servers, the location of business’s clients and more.  
 

   Deliberated    
   Hacking Attack External 
     
Class    Accidental   
Type Origin  Employee Internal 
     
   Environmental   
   Fire External 

Figure I 

 
Figure J 

 
The aggregated number of threats in the register, illustrated in Figure J aims to provide one with 
an overview of the aggregation of threats the firm is facing. Thus, the attributes, class, type and 
origin aim to provide a way of sorting the potential threats, which may facilitate the decreasing of 
the likelihood of e.g. an accidental threat.  
 
THREAT DESCRIPTION 
Describing each identified threat with the three attributes, i.e. class, type and origin, facilitates the 
categorization of threats and provides an overview of the threats. However, a further description of 
each identified threat is essential in order to understand what impact the threat may have on one’s 
businesses. Also, understanding how a threat may impact a firm’s business might be a foundation 
to establish appropriate activities to avoid the realization of the threat. Thus, a comprehensive 
description of the threat may decrease the likelihood that the threat will occur.   
 
In order to conduct a comprehensive description of the threat, some specific attributes should be 
considered. Several parties from the interviews mention how culture is an important attribute and 
that the general behavior of the threat should be considered (T1, I1). Also, the history of the threat 
is an important attribute in order to be able to evaluate the threat. The capability and competence 
to handle the threat, as well as the severity of the threat, are attributes that a majority of the 
interviewees (T1, T2, T3) consider as important aspects. Two of the interviewees argue for the time 



	 36	

and capability as an important attribute of the threat as they mention that “how fast did you fix the 
heart bleed” (C3) is an aspect they would consider in a threat assessment incident assessment (C3). 
That is, how long time will it take the firm to solve the threat, if it occurs.  
 
According to the one source, (T1), one should consider the consequence of the threat, the 
comprehensiveness of the threat, how developed the threat is, how the threat operates, the 
frequency of that type of threat, the origin of the threat, what privilege the threat will generate to 
the originator of the threat and the severity of the threat. The attributes which are of essence, are 
mentioned in Table B.  
 

Threat Attribute Description  
Capability What does the threat do? 
Comprehensive  What assets are affected? 
Competence How skilled is the threat in terms of 

execution?  
Culture What is the behavior of the threat, how 

does it operate? In which environment?   
History Is there any history of this type of threat? 
Origin Where does the threat come from? 
Privilege What privileges does the threat give to the 

creator? 
Severity How does it affect the business?  

Table B 

In addition to the description of each identified threat, one of the sources from the interviews (T1) 
mentions how the firms specify actions in relation to each threat. For each threat that has been 
identified, the interviewee describes how one may list the threat and different actions in a register, 
as illustrated in Figure K. The actions should aim to reduce, and preferably eliminate, the threat or 
the impact on the business if the threat should occur.  
 
The number of actions will be the foundation for the calculation of the degree of impact that an 
occurring of a specific threat could have on the firm if it is realized. Hence, in addition to the listed 
actions, each action should be marked as completed when it has been realized. 
 

 
Figure K 
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4.1.3 Risk Assessment 

After the completion of the asset and threat assessments, one should have determined the firms’ 
assets and threats. Additionally, one of the interviewees means that firms should conduct a risk 
assessment, which aims to provide an overview of the risk the firm is facing. The impact and 
likelihood of the occurrence of a threat should be the foundation of the overview. When a threat is 
evaluated in terms of impact and likelihood, it is referred to as a risk. Also, the risk assessment 
aims to determine the overall risk level the firm is facing. Several of the interviewees reason as 
they mention how the risk assessment should be performed as a risk workshop where the impact 
and likelihood of a threat are evaluated. Thus, including the parties defined in the earlier stage of 
scoping.   
 
IMPACT ASSESSMENT 
In the earlier stages described during the threat assessment, one performed a description of each 
identified threat. The description of the threat will be the foundation to evaluate the impact, which 
the occurrence of the threat would have on the firm. Especially, the attribute in the Description 
Model, referred to as the severity, is of essence when evaluating the impact, which the occurrence 
of the threat would have on the firm.   
 
The impact on the firm can be of different character, the occurrence of the threat could influence 
the firm financially, operationally etc. Furthermore, one should consider the short and long term 
impact which the occurrence of a threat can have on the firm. 
 
A score that describes the degree of impact that the occurrence of an identified threat would have 
on the firm if it would occur should be decided. The score may range from 1 to 5 where the score 
of 1 indicates that the impact on the firm is very low. The range and the impact is illustrated in 
Table C. 
 

Score Meaning 
1 Very Low Impact 
2 Low Impact 
3 Medium Impact 
4 High Impact 
5 Very High Impact 

Table C 

 
LIKELIHOOD ASSESSMENT 
According to one source, T1, one way to determine the likelihood that a threat will occur is to use 
the action list, defined during the threat assessment, as a foundation. As the likelihood is dependent 
on the amount of actions completed to avoid the threat, one can calculate and use the percentage 
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of uncompleted actions to generate a score of 1 to 5. As the score range from 1 to 5, one may 
indicate that the impact is very low if the impact has a score of 1, or very high if it has a score of 
5.  
 
As illustrated in Table D, if 80 percent of all actions for a single identified threat are uncompleted, 
then the Risk Score, which indicated the likelihood that the threat will occur, is Very High. The 
described way of determinate the likelihood of the occurrence is mentioned by one source that also 
argues for the complexity to establish and perform the implementation of the system. However, the 
source carries a lot of expertise within the subject (T1). 
 

Score Meaning Percentage 
1 Very Low Likelihood 0-19 
2 Low Likelihood 20-39 
3 Medium Likelihood 40-59 
4 High Likelihood 60-79 
5 Very High Likelihood 80-100 

Table D 

DETERMINATION OF THE RISK LEVEL 
In contrast to the determination of likelihood that a threat will occur, the determination of impact 
is not as easy to determine in terms of quantity. Thus, the importance of engaging employees in the 
information security management system and employees who can represent the firm’s needs are of 
importance. The interviewed employee at company T1, who has great knowledge of the 
information security management system, highlights how each individual line manager carries the 
responsibility to perform a Risk assessment together with a specialized Security Officer team. 
Thus, improving the chances of conducting an accurate impact assessment.   
 
When the impact and likelihood have been determined, one should conduct the Risk Level of each 
identified threat. The table illustrated in Table E shows how several of the interviewees evaluate 
risks (T1, M3, M4). The impact if a threat occurs is represented on the x- axis and the likelihood 
that a treat occurs is represented on the y- axis. In similarity to the scores from 1 to 5 for the level 
of impact and likelihood, both the impact and likelihood on the x-axis, respectively the y-axis, have 
a 5 level scale, which aims to show the severity of the impact respectively the likelihood that the 
risk will occur. See Table E for illustration.  
 

Risk 
Score Meaning 

1 Very Low  
2 Low  
3 Medium  
4 High  
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5 Very High  
Table E 

 
The aggregation of the impact and likelihood ranges from the numbers 1 to 25, where a score of 1 
indicates a very low risk level and a score of 25 indicates a very high risk level. See Figure L for 
illustration. As mentioned by several sources, M3, M4 & T2, the risk level, in terms of of impact 
and likelihood, are color-coded, see Figure M.  
 

 
Figure L 

 
Figure M 

 
Each threat should be evaluated in accordance to the model illustrated in Figure M. Hence, arguing 
for a comprehensive assessment of the potential threats. According to one of the sources, the CIA 
model should be taken into consideration for every threat assessment in order to evaluate the impact 
if a threat occurs. Also, the source implies that the classification and threat assessment improve the 
clarification of what type of certification is needed for a single software or department. 
 
DETERMINE THE RISK ACCEPTANCE LEVEL 
The firm has to decide whether a risk within a certain score range should be avoided, reduced, 
transferred or accepted. Hence, the firm should decide on an acceptance risk level in terms of a 
certain score, i.e. from 1 to 25. All risks violating the accepted risk level should be avoided, reduced 
or transferred.  
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RISK REGISTER 
Furthermore, a risk register can be used in order to receive an overview of all risks. In the risk 
register, all identified and evaluated risks should be present. The risk register should contain the 
ID of the risk, the score of the impact, respectively the likelihood, the score received after the 
evaluation in terms of the impact and likelihood. The risk register should also contain a column for 
the risk owner. The asset owner, specified during the Asset Assessment, and the risk owner does 
not have to be the same (T1). An illustration of the risk register is illustrated in Figure N.  
 

 
Figure N 

Once the risk register has been established, one should generate an average score in terms of impact 
and likelihood of all the evaluated risks. As one generates an average score of all the evaluated 
risks, one will receive an overview of the firms’ level of risk which should be in alliance with, or 
preferably under, the firm’s risk acceptance level.   
 
Additionally, the interviewee T1 describes how they measure their degree of established and 
satisfied control of incidents. The measure is normally visualized in a figure where the aggregation 
of the risks is divided into three categories, which are the unmanaged very high risks, unmanaged 
high risks and unmanaged risks. In total, the culminated risks equal 100 percent, where unmanaged 
high risks hardly exist. 
 
Also, the interviewee T1 adds how a risk process forecast can be used in order to visualize the 
progress of the incident management. The forecast should include risks that are measured in terms 
of numerical attributes. That is, the risks can be described in terms of risks to treat, risks to supervise 
and open risks. The open risks describe risks that the firm knows about but are not doing anything 
about nor supervising. However, according to T1, the forecast includes all risks and the x-axis 
shows the time and the y-axis shows the number of risks. 
 

4.2 Operative Phase  
Once a threat occurs, one needs to manage the incident. A threat that occurs may have a very low, 
or a very high level of impact on the firm and thus has to be treated accordingly. However, in order 
to decide whether a risk should be treated or accepted, as well as how one should treat the risk, the 
risk level acceptance has to be known. Moreover, when knowing that a risk has to be treated, the 
questions of how and by whom are raised.  
 
In accordance to T1, Incident Management, also referred to as Perform Incident is one step within 
an escalation process which aims to improve the escalation of an incident. In coherence to T2, T3, 
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T4, C2, M5, M6 and M7 opinions, T1 also mentioned how the escalation process involves several 
parts of the organization. In accordance to the structured argued for by C2, the incident 
management is performed in terms of segmentation and teams with diversified responsibilities.  
 

4.2.1 Segment and Manage Incidents  

According to one of the interviewees, C2, one may segment the incidents in terms of incidents 
issued by clients and those issued by a system/application. However, the segmentation of incidents 
is dependent on the industry as well as one’s competitive advantage. Thus, segmentation of 
incidents will differ. The segmentation of incidents is related to the impact of the occurred incident. 
Incidents that are highlighted by customers generally have a limited impact on the firm while other 
incidents have a higher degree or impact. The interviewee also mentions how one’s ability to see 
beyond one’s own perceived incident is one reason why customer issued incidents might be 
segmented into a group of less important incidents.  
 

4.2.2 Levels for Incident Management  

In order to evaluate how one should avoid, reduce, transfer or accept the risk, and thus decrease 
the risk level, the incidents can be treated according to three different levels (C2). 
 
LEVEL 1 
In order to be able to manage a threat once it occurs, or preferably avoid the occurrence of the 
threat, the different interviewed firms argue for the importance of a comprehensive proactive phase 
as well as to review the current trends and continuously fulfilling the actions to avoid, reduce or 
transfer the risks. However, if the threats occur, even though actions have been identified and 
fulfilled, one must handle the incident. The first step of handling an incident is referred to as Level 
1.  
 
The Level 1 is composed of a team which can be referred to as the delivery & support team. As the 
name entails, the team’s role is to deliver service oriented support. The team should handle 
information oriented support incidents and should work in accordance to the Infrastructure 
Technology Information Library, ITIL. Thus, the team should align the firm’s IT services to the 
needs of the business, whether the need is to support the firm itself or the firm’s customers.  
 
The incidents get supported as Sales Force tickets which the customers raise (C2). Moreover, the 
delivery and support team also monitor logs of the firm’s different systems. According to the 
interviewee (C2), the supervision should take place 24/7. However, one other of the interviewees 
agrees to the importance of logging but argues that the cost of monitoring logs is to extensive (T1). 
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LEVEL 2 
In accordance to T1, T2, T3 and T4, limited authority rights should be assigned and altered if 
needed. Hence, the team at level 1 has limited authority rights to the firm’s resources, such as 
databases and application tools. Thus, the team at level 1 has limited ability to resolve incidents.  
 
However, a second team at level 2, exist in order to handle incidents that can not be resolved by 
the team at level 1 (C2). The team at level 2 generally consists of less employees than the team at 
level 1. Reasonably, the amount of occurred incidents with a high risk level should be less than the 
amount of occurred incidents with a low risk level. Though, this assumes that the proactive phase 
of the information security management system has been comprehensively executed as well as is 
being continuously performed.  
 
The team at level 2 manages incidents transferred to them form Level 1 and thus not incidents 
directly issued by a customer. In general terms, the employees at level 2 have greater access to 
databases, platforms and tools than the delivery & support team at level 1. Also, the team at level 
2 possesses greater knowledge of incident management according to one source (C2). However, in 
case the team at level 2 team cannot solve the incident, the incident is supported to the team at level 
3.  
 
LEVEL 3 
When the incidents cannot be managed by the team at level 1 nor level 2, the incident is supported 
to at third team at level 3, referred to as the management team who handle the risk monitoring (T1). 
The team at level 3, and the system administrator, usually have the same authority rights to for 
example databases, platforms and tools. In comparison to the the team at level 1 and level 2, the 
team at level 3 possess more indebt knowledge of the firm’s operations and incident management 
(C2).  
 
The team at level 3 should be the last team who are assigned the obligation to resolve an incident. 
however, they can transfer the incident to a specific department (C2). The specific department do 
not have the main obligation to resolve incidents, however, if their knowledge is needed the team 
at level 3 will transfer the incident to the specific department.  
 
The team at level 3 can transfer the incident to the specific department team by using Salesforce or 
by sending issue to a generic queue (C2). If the incident is sent to the generic queue, anyone from 
the specific department team can pick up and treat the issue. A third way for the team at level 3 to 
cope with an issue which they cannot resolve is to send an email regarding the issue directly to 
someone at the specific department. Then the team at the specific department will provide the team 
at level 3 with guidance of how the team at level 3 may treat the issue. 
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4.2.3 Escalation  

However, even though the level 1, level 2 and level 3 are streamlined to manage the incidents in a 
structured manner, the interviewee mentioned that in order to increase the efficiency, a Salesforce 
ticket with the attribute high can be sent directly to a specific employee (C2). The employee 
determines the business impact of the incident and preforms a severity analysis. The severity 
analysis entails several issues, e.g. it is evaluated how much traffic is issued by the customer, which 
resources are impacted etc. Thereafter, the one who conducts the severity analysis comes to a 
decision whether the incident is a high severity problem or not. (C2) 
 
Moreover, if the delivery and support team at level 1 notice a database related incident when 
managing the logs, the escalation process of sending the incident to level 2 is neglected. Instead, 
the incident would be sent directly to the team at level 3. Similarly, if the incident is a run-time 
exception, the issue would be forwarded the R&D department and level 2 an d 3 would be 
neglected. (C2) 
 
In addition to the structured handling of incidents, with different levels, another source, T1, argues 
that an Incident Duty Manager or Business Function Manager should be involved in the process of 
managing incidents. The managers should call for an assessment of the occurred incident, assuming 
an incident of a complex character occurred, which needs to be comprehensively assessed.  
 
Furthermore, T1 mention how one might consider involving the Country Management, as well as 
a Duty Director, to consult and give guidance during the assessment (T1). As the assessment has 
been conducted and the Country Management and the Duty Director have been consulted, the 
actions to avoid, reduce or transfer the incident should take place. Thus, a mobilization of resources 
as well as a continuity planning should follow.  
 

4.3 Reactive Phase  
In order to avoid, reduce or transfer the risk, which means that a threat can occur and become an 
incident, the actions listed in threat assessment phase has to be fulfilled. However, whether if an 
incident occurs, or if a risk has a high risk level, it is of importance to follow-up on the incident 
management as well as on the actions listed to reduce the risk level. Following-up, is descried as a 
stage following the incident management by T1. It can also be described as a reactive phase that 
involves evaluating the management of the incidents and risks. 
 

4.3.1 Evaluation According to the Key Performance Indicators 

In accordance to T1, M5, M6, M7 and more, continuous improvement is of importance for the 
information security management system and the follow-up procedures are essential for 
development and improvements. In order to improve, interviewees mention their use of different 
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Key Performance Indicators, KPI’s. Thus, the follow-up of risk treatment activities includes 
evaluating the incident management and risk monitoring in terms of KPI’s.  
 

 
 

 
Similar KPI’s tend to be used among firms to measure the effectiveness of their incident 
management system and risk treatment (T1, C2, T2, T3, T4). The KPI’s usually concern the risk 
age in terms of how long the firm has known about the problem and how long time it took to resolve 
the incident once it occurred. Additionally, the number of managed respectively unmanaged risks 
and the availability of systems applications are used to measure the efficiency of the information 
security management system and the incident management. 
 

4.3.1 Shared Key Performance Indicators 

The responsible involved in the escalation process share the KPI’s. The reason to have shared KPI’s 
is because incidents of different attributes might be handled by different departments or teams. The 
KPI measuring how many incidents are resolved by the team at level 1 will differ compared to the 
amount of incidents managed by the team at level 3. However, the complexity of the incidents 
might differ as well. Hence, if the KPI was not shared, the KPI for the team at level 1 would show 
that more incidents are solved compared to the team at level 3, providing one with a misleading 
quantification in terms of efficiency. 
  

Common KPIs Description 
Age The risks/incidents can be measured by dividing them into groups in terms of 

risks/incidents that are older than 24 moths, between 12-24 months, between 
6-12 months or less than 5 months 

Unmanaged  The risks/incidents can be measured by dividing them into groups of 
unmanaged risks in terms of unmanaged critical risks, unmanaged very 
important risks, unmanaged important risks/incidents 

Time to resolve The risks/incidents can be measured by dividing them into groups depending 
on the time it took to resolve the risk/incident.  

Numbers solved The risks/incidents can be measured by dividing them into groups of number 
of incidents solved and unmanaged risks/incidents. 

Availability The efficiency of the information security management system can be 
measured in terms of measuring how many days or hours the system 
application was not available 

Table F 
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4.4. Awareness Management 
In addition to the KPI’s, which are used to measure the incident management, actions to improve 
the information security management system has to take place on a continuous basis. In order to 
do so, local management teams, corporate management teams and tools to perform a follow-up on 
risk treatment activities has to be established. According to (T1), the establishment of management 
teams and awareness are crucial to succeed with the risk monitoring. In coherence to T1, many of 
the interviewees argue that the information security management system has to permeate the entire 
business in order to improve the firms’ management and decrease the risk levels (M1, M2, T1).  
 
In order to cope with the information security management system awareness, one of the 
interviewees’ mentioned how one may divide the awareness management into two part, which the 
interviewee refers to as the Part 1 – Security and Part 2 - What goes where. (C2) 
 

4.4.1 The Security 

According to one of the interviewees, (C2), it is of importance to provide the employees with 
accurate knowledge of security management. According to T2, T3 and T4, it is up to each 
individual employee to to make sure that he or she possess the right knowledge concerning 
information security management. Though, T3 argues that often employees in an organization 
possess very limited knowledge concerning information security management. However, in order 
to provide employees with accurate and adequate information regarding information security, C2 
mention how the on-boarding process entails mandatory security training.  
 
The training consists of 6 to 7 courses in security management and are given in the span of a year. 
After one year at the company, all the mandatory courses in security management should have been 
completed. The security training contains different topics. According to the interviewee, the topics 
concerns physical asset security management as well as soft asset security management. The 
interviewee mention how the security training entails details how documents should be handled, 
how customers and customer data should to be handled, how the employee should manage the 
computer and other physical assets, how one should handle sensitive information, when to encrypt 
the emails and how to encrypt one’s emails etc.  
 

4.4.2 What Goes Where 

In accordance to (C2), the second part of the awareness management is to work continuously to 
inform the employees of data management. The firm that the interviewee represents (C2), 
mentioned how a unit with a strategic responsibility for the firms’ digital transformation journey 
decides which tools and services the employees may use. The variety of tools and services may 
differ depending on the department. However, the goal is to find appropriate tools and services 
which satisfy the employees’ needs.  



	 46	

 
The second part of the awareness management entails establishing a specific unit who continuously 
update and inform the employees of what type of soft assets may be stored in a cloud environment, 
which tools are approved etc. The interviewee mentioned how some documents are not allowed to 
be stored in the cloud. As indicated by the interviewee (C2), not all data are appropriate for storage 
in a cloud environment. Also, as mentioned by the interviewees C1 and C3, data stored in the cloud 
may be stored in several countries and the legislation regarding access of data, without notifying 
or having the cloud provider’s approval, is one reason why their organization encrypts their data 
and why firms may be resistant to store data in the cloud. Additionally, one of the interviewee, L1, 
mention how the risk of unauthorized access of corporate data may be higher if the firm is using a 
cloud solution then an on-premise solution. Hence, interviewees mention how they have specific 
units who decide which tools to use and restrict what type of asset that can be stored in a cloud 
(C2, T1, L1, M5, M6, M7). 
 

4.4.3 Privation 
When it comes to awareness and knowledge, in regards to information security management, many 
firms’ lack the ability to permeate their information security management system through the whole 
business. The appearance of shadow IT is identified by interview respondents M1, M2 and T3 to 
be due to the slow acceptance level of cloud services within organizations. As argued by the 
interviewees, shadow IT solutions are a security risk. However, the shadow IT is partly due to the 
lack of the awareness as well as the lack of slow adoption of cloud solutions. When an employee 
wants to demand access to data from different devices, from different physical locations, the cloud 
solutions provide employees with their needs. However, not knowing the consequence of using 
cloud services not organizational approved may result in the malicious usage of the organizations 
corporate data. In order to cope with lack of knowledge, many firms argue for how training and 
test can improve awareness. 
 

4.4.4 Education and test 

An interviewee, that represents another firm, T3, also argues for the importance of education. At 
one company, education is provided to the employees on a regular basis. According to M5, M6 and 
M7, businesses can select an ambassador, which is an employee at the firm, and focus on 
empowering her or him by letting the employees communicate information security management 
to other employees. Another interviewee argues that though training is sufficient, one employee 
within every team should have expert knowledge regarding a specific subject (C1). Thus, within 
each team, there should be a person who outperforms the other team members in terms of 
information security management (C1). 
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THREAT IDENTIFICATION AND TRENDS 
In accordance to interviewed parties, a successful proactive phase and information security 
management system is facilitated by keeping track of current trends on the market (I1) (T1). One 
of the interviewed, T4, mentioned how information regarding new general threats and current 
trends can be bought from third parties, such as Gartner or Forrester. However, some firms (T2, 
T3, T4,) have a specific department within their organization that conduct the security assessments 
and supervises the trends in the market. In the case of another company, a specific team monitors 
and analyzes security issues from a variety of sources and supplies their own organization and 
others with the latest security vulnerabilities. 
 
RESPONSIBILITY AND ORGANIZATION MANAGEMENT 
Another of the interviewed firms, T1, describes how they have a specific department who has the 
mission to inform the other units in the organization about the trending security threats. This unit 
is referred to as Business Unit Security Officer, BUSO. This organization has a developed 
information security management system and the interviewee argues that the security management 
system and threat assessment of sensitive information is an issue that every department within the 
organization work with and have knowledge about. According to the same source, T1, maintenance 
of the information system is managed by each line manager in the organization, but the compilation 
of each line manager’s department security management assessment and their compliance with the 
information security management system is managed by BUSO. The BOSU then delivers the 
compilation to a decentralized unit every quarter of the year. Each line manager of a unit is 
responsible for distributing the responsibility for who should be responsible of the information 
security compliance for their unit.  
 
In order to improve the information security management system and stay-proactive, several 
sources mention the importance of conducting trend analysis on a regular basis, as well as the 
importance of keeping track of new regulations and assess the occurred incidents within the 
organization (M5, M6, M7, L1, T3). Also, the interviewees mention how keeping a close relation 
to the Swedish Data Protection Authority is of essence to stay pro-active (M5, M6, M7, L1). In 
coherence to M5, M6, M7, L1, T3, the scope of BUSO entails keeping track of the new regulations, 
laws and trends that might, or will, affect the firm’s information security management system in 
the short or long term. However, another unit within the firm collects the information from each 
country’s BOSU departments and provides BUSO Sweden with guidelines of how to operate.  
 
Moreover, the BUSO Sweden manages the establishment of teams to deal with any escalation of 
an incident. There should be different teams depending on the type of the escalation, e.g. different 
teams depending on the severity of the incident and the orientation.  
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However, in contrast to T1’s opinion, where the responsibility to comply with the information 
security management system is assigned to each line manager of the specific unit in the 
organization (T1), other firms argue that complying with the firm’s information security 
management system is mainly the individual employees’ responsibility (T2). However, at the same 
time, the same firm argues that the security management of information and knowledge of potential 
threats for information is not something that each department work neither has knowledge about 
nor works actively with. The firm mentions how the strategy for compliance with different 
certification, which includes information, is managed by a decentralized unit within the 
organization.  
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5 DISCUSSION & ANALYSIS 

In this chapter, the analysis and discussion of the research results will be presented. Also, an 
analysis and discussion of the method used in this study will be presented.  

 
5.1 Analysis & Discussion of Research Results  
In order to overcome challenges that the cloud evolution entails, many of the interviewees in this 
study refer to how their firm has embraced the ISO/IEC27000-series. They also mention the ITIL 
as a method of working but ITIL is not a standard for information security management. Moreover, 
the different sources from the literature review, such as Faris et al. (2014), Kuligowski (2009) and 
ENISA (2012), argue that there exist several standards and guidelines for information security 
management. However, as the interviewees refer to the specific standard, which argues for that the 
innovation rate of standards and frameworks have passed a fluid phase and entered a transactional 
phase where there exists a dominant design, or standard, for information security management.  
 
 

 
 

5.1.1 Proactive Phase 
Moreover, the interviewees argue that the implementation, maintenance and continually 
improvement of the firm’s information security management system is a very complex and 
comprehensive task for any firm. Accordingly, Pisano (1997), argues that process development is 
a difficult and complex activity. Thus, even though the products, in terms of e.g. the 
ISO/IEC27000-series exist and are accepted as standards, the process development and realization 
is still comprehensive and complex, especially for a firm with no history of working with 
information security. Thus, in accordance to the empirics, as well as the ISO/IEC27001 standard, 
understanding the context, or scope, of what should be entailed in the information security 
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management system is a necessary step, and the primarily step, in order to establish, maintain and 
improve an information security system. As argued by Lincke (2015) involving the right people 
are of essence. Accordingly, the interviewees describe how the scoping during the proactive phase 
involves the including of people and gathering of information from stakeholders affected by the 
information security management system. No declared framework or toll seems to be in place to 
identify and summon the affected stakeholders. However, as organizational structure and 
responsibilities is likely to differ between companies, depending on their size, industry and more, 
one might argue for an unsuitability to have generic framework for scoping. Also, in large 
organizations, the scoping of an information security management system is likely to become 
comprehensive and involve many stakeholders. Thus, even though scoping is an important step in 
the process, in order to involve all parts affected by the information security management system, 
gathering of information from different units is more likely to be conducted by for example 
performing interviews with affected parties. Thus, still considering opinions of all affected parties 
but limiting the group of people responsible for the scoping step in the realization of the information 
security management system. 
 
Classification of assets associated with information and information processing appear to be a 
standardized activity among firms. However, the inventory and classification frameworks appear 
to differ, even though, the frameworks include the same assets. Also, in coherence to 
ISO/IEC27002, firms tend to show compliance to A.8.1.2, that assets should have an owner, though 
it occurs that a limited amount of stakeholders (CI1, CIT1, CS1) holds the ownership of a large 
amount of assets. Also, the ownership might not necessary have been transformed from tacit to 
explicit knowledge. Thus, making the asset management and responsibility for assets vulnerable.  
 
Moreover, the A.8.1.3, i.e. to develop rules for acceptable usage of assets, seems to be cognitively 
known by the interviewees since no one of the interviewees mentioned any documented rules for 
the usage of specific assets. Furthermore, the assessment process for assets, entailing identification 
and classification assets, arguably lack consistence with e.g. A.8.2.1 as no regards for the legal 
aspects when conducting the classification according to the found frameworks. However, as assets 
associated with information can be stored in clouds, and the servers can be owned outside the legal 
requirements of the firm, one should have in consideration of how assets are classified as well as 
which legislation and regulation the assets will comply to. Moreover, one might argue that the CIA 
model might not help one to comply one’s classification of assets in regards to legislation. Though, 
the framework does comply with the ISO/IEC27001 A.8.2.1 control to classify assets according to 
its value as well as its criticalness and sensitiveness. 
 
Moreover, identify, analyze and evaluate information security risks are done by evaluating each 
asset trough the CIA model, and identify threats for each asset and link the asset to one or several 
threats. This step is not possible without completing the identification of assets. However, it is 
possible to evaluate assets according to the CIA model without categorizing the asset first. Though, 
not classifying the assets according to classes argues for a disordered and unstructured way to 
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handle assets. Thus, arguing for classification frameworks to improve asset management. 
Moreover, by considering the classification of threats as well as the description of the threats, and 
list actions to erase the threats, an organization can perform an information security risk assessment 
process. The steps in the proactive phase, considering the assessment steps, are in coherence to the 
planning phase concerning information security risk assessment, section 6.1.2 ISO/IEC27001. 
However, the continual improvement is complicated to measure if new actions to erase a threat are 
discovered and added to the action list. Thus, it might seem like the continual improvement is not 
occurring, rather the opposite. Furthermore, the effectiveness of the process for information 
security risk assessment is evaluated in terms of obtaining a score for the risk level in terms of 
likelihood and impact.  
 
The difficulty of evaluating the likelihood is complicated as the history of an occurred threat might 
implicate that the likelihood is very low, though in reality it is very high. Also, the impact is hard 
to measure as the impact may affect different aspects of the firm in different ways. The occurrence 
of a risk can have a financial impact, operational impact or impact on the firm’s reputation. Also, 
the impact of an occurred accident can be hard to predict, hence, the proactive phase and 
information security risk assessment argue for having adequate data as well as evolving employees, 
or gather external expertise, to facilitate the assessment. However, since evaluation of the 
likelihood is reliant on the performed and non performed actions identified for each thereat, the 
steps before the threat assessment is arguably important. Also, the risk assessment itself is of 
importance in order to know which threats that are of essence to be treated. 
 
Moreover, as one discovers new actions or new threats, the risk score increase and this might have 
a negative effect on employees working with the information security risk assessment. For 
example, improved awareness or better knowledge of trending external threats, which leads to one 
finding new actions to erase a threat, can result in a higher risk score if the actions are not realized. 
Thus, this argues for that the identified tool described in the empirics have flaws. However, 
identifying actions and having a tool which serves as the foundation for the determination of risk 
level are of importance to evaluate the performance of the firm in terms of information security 
management. Thus, the steps them self are of important in the realization of an information security 
management system. 
 
Furthermore, the process of information security assessment needs to incorporate the role of the 
responsibility of the risk owner as well as when the actions to erase a threat will be completed and 
what resources are required. Thus, in terms of process management, the information security 
process is yet to be further evolved among interviewed firms, which argues that the innovation for 
tools and more in the proactive phase are yet to be developed. Thus, arguing for a transactional 
phase. However, in compliance to the ISO/IEC27001, the information security management system 
is always to be continuously improved which argues that the innovation of process management 
should always be in a transactional phase, identified by high innovation rate of process 
management. 
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5.1.2 Operative Phase 
As assets are being migrated from an on-premises solution to clouds, occurrence of incidents are 
likely to happen according to authors, such as Carroll and Kotcé and Khalil et al., (2014), who 
identify many risks with cloud computing. Thus, it is of essence to diminish the likelihood and 
impact that a risk occurs, as well as to establish processes to diminish the impact of an incident 
once it occurs. Planning for incident response involves a combination of human resources, 
appropriate tools and efficient governance.  
 
When an incident occurs, one might argue that it can be regarded as the Check state in the Plan-
Do-Check-Act model since the effectiveness of the established operative steps to handle the 
incident are tested. One might argue that the operative state should be described as the Act state in 
the Plan-Do-Check-Act model. However, as one act after the system for handling the incidents are 
being checked, the reactive phase is regarded as the Act state in the Plan-Do-Check-Act model and 
the operative phase is regarded as the Check state in the Plan-Do-Check-Act model.  
 
In coherence to the empirics, the incident response should involve an acknowledgement of the 
incident and thereafter a segmentation of incidents. Later, depending on the attributes of the 
incident, i.e. the severity of the incident, a notification to the owner of the risk should take place. 
Thus, the risk owner may be the same as the one solving the incident. However, even though the 
risk owner is decided during the proactive phase, one might argue that a team is an inappropriate 
owner of a risk as shared responsibility might become no one’s responsibility. Also, it is arguably 
wrong to give a single employees or team the responsibility of an asset or a threat if the owner does 
not have access to tools, knowledge or other resources to manage the asset or risk. Additionally, if 
the asset and risk owner are not the same, it might become hard for one of the parties if e.g. the risk 
owner aims to decrease the impact my isolating certain information which the asset holds, but the 
asset owner does not allow it.  
 
Moreover, the operative phase entails the three levels for managing incidents. Thus, the operative 
phase itself involves three main steps. The three teams at the three levels should hold access rights 
to appropriate tools and have knowledge to use the tools to manage incidents. Moreover, one might 
argue for additional methods for treating incidents than those described in the empirics. As firms 
might already have a support team that handles incidents of various kind, one might argue that it 
should be possible to mark an incident as an information security incident. Thus, facilitating the 
segmentation and support of incidents.  
 
 
In coherence to Lincke (2015), knowing how to detect incidents, who should act and when to act 
are important when planning for incident response. Thus, as stated in the empirics, deciding on 
managers and other responsible, in terms of teams or individual employees as well as filtering, 
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analyzing the severity, managing and following up on incidents, are of essence. However, the 
processes for handling incidents were vaguely described by many of the interviewees, which might 
argue for an uncertainty of how the incident management is actually operated. Thus, either arguing 
for inconsistent tools and processes, or lack of knowledge of how the incidents are treated and what 
the firm’s plan for incident management entails. Therefore, it is possible that there is room for 
innovation of the methods of how to treat incidents. Thus, arguing that the operative process is in 
a fluid phase where process innovation is on the rise.  
 

5.1.3 Reactive Phase 
When the incident is being managed, the root to the incident should also be removed. In coherence 
to the ISO/IEC27001, which declare how the standard aims to provide requirements to continually 
improve the information security management system, the two authors, Q. Lu and B. Botha (2011), 
argue how exploiting tacit knowledge gained from experiences form processes, should be explicitly 
documented and become codified knowledge. Thus, improving the chance to capitalize on past 
experiences, and facilitating the communication of the knowledge to others. When moving into a 
transitional phase where innovation rate of process is high, there is no dominant design and 
therefore, one might argue, that the documentation is lagging as well. When it comes to KPIs from 
the empirics, the KPIs are acknowledged and many firms seems to use the same KPIs, thus, arguing 
for a phase where a dominant design for KPIs has evolved.   
 
In coherence to the empirics, and to the ISO/IEC27001, the usage of KPIs aims to facilitate the 
evaluation of the success of a particular activity. In terms of the KPIs in the empirics, the KPIs tend 
to be used among the interviewed firms to measure the effectiveness of their incident management 
system and risk treatment (T1, C2, T2, T3, T4). The identified KPIs measure performance of 
actions to avoid, reduce or transfer risks, and the performance for treating incidents. Moreover, 
KPIs that consider the cost and losses are also important indicators. Cost and loss may differ. If an 
incident occurs, and the treatment of the incident takes some hours to solve, the KPI that shows the 
time to resolve the problem might indicate a fast treatment of the problem. However, the loss of 
e.g. not assuring customers to access the system during a certain time period, can resolve in a great 
financial loss as well as give the firm a reputation of not providing a stable and available service. 
Thus, several KPIs, which indicates different aspects, are of essence to provide a firm with a fair 
perspective.  
 
Another difficulty when measuring the performance of the risk assessment and treatment, as well 
as the performance of handling incidents, concerns how much financial resources firms should 
spend of acting on the KPIs. That is, even though the KPIs argue for many unmanaged 
risks/incidents, the cost of resolving the risks/incidents would cost more than if the risks/incidents 
would be resolved. However, in order to conduct a successful reactive phase process, one might 
argue that the process needs to be holistic and thus KPIs should be established depending on the 
orientation of the business. Moreover, the process would still involve deciding on adequate KPIs, 
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perform KPI assessment and to act on the assessment. However, the quantification the information 
security management system in general are inadequate to measure in terms of financial aspects, as 
cognitive aspects are of essence as well.  

 

5.1.4 Awareness  
In coherence to Faris et al. (2014), who argue that there is a demand of involving both MTO in 
information security, which means that there is a demand of developing safety within a culture 
(Andersson & Rollenhagen, 2002), the empirics in this study proves that firms are focusing on 
information security management by developing processes to provide training, communicate and 
stay updated. Human errors are believed to decrease by providing employees with training and 
establishing an organizational structure where a specific employee or unit has the responsibility to 
communicate information security management and observe the external climate.  

As described by T1, the BUSO Sweden operates on a national level to communicate security 
policies established by a decentralized steering committee. Thus, embracing the practices, argued 
by Lincke (2015) concerning the establishment and role of the information security committee. 
Also, in coherence to the PDCA model proposed by Shewhart (1931, 1939), T3 argues how actions 
are made to check that the training actually improves employees’ awareness concerning 
information security management. Thus, arguing for a decrease of occurring threats originated from 
human errors. 

Permeation of awareness, regarding information security management, has taken place within the 
interviewed firms, either by decentralized units or external help from advisory firms who 
communicate their knowledge through ambassadors. Though firms argue for their approach and 
how their communication of information management permeates the business, the empirical study 
shows that many firms are victims of for example shadow IT. Shadow IT, in the sense of the 
empirics in this study, concerns the usage of clouds storage solutions that are not approved by the 
firm.  

In coherence to section 7 in the ISO/IEC27001, regarding support and that the organization shall 
provide adequate and accurate information to implement, maintain and continually improve the 
information security management system, one might argue that the resources to do so, or the 
awareness, communication or documentation management are insufficiently realized. In terms of 
the controls in ISO/IES27002, the argumentation for training is specifically stated in terms of the 
control A.7.2.2., during the employment. No education or training before the employment is 
specified. In coherence to A.7.2.2., many of the interviewed firms (T3, C2) describe how they 
provide awareness education and training during the on-boarding process as well as during the 
employment. Also, advisory and consulting firms such as (EY, M1, M2, M3, M4, M5, M6, M7) 
argue how they facilitate awareness within the organization during the employment by 
communicating relevant information by e.g. choosing an ambassador.  



	 55	

Because of the recognition of shadow IT among the interviewees within their own organization, 
one might argue that current awareness management is insufficient. However, in regards to the 
empirics of this study, one of the interviewees argues for how shadow IT decreases with their 
mandatory test of adequate and accurate knowledge of information security management. 
However, during its evolution of cloud solutions, parts of the technological revolution are to be 
more or less developed than others, e.g. the process to handle information security awareness. 
Insufficient awareness management might be correlated to one, or several, steps in the awareness 
management process, i.e. insufficiency permeate the education; content of the education, 
communication; assure that the education is communicated, or up-to-date; provide adequate 
information.  

Either, one might argue that the product, e.g. the information security standards is not providing 
adequate controls for awareness management, or that the processes to manage awareness 
management are not holistic nor have reached a level of maturity within the organizations. In terms 
of process innovation, one might argue for how a high innovation rate of cloud solutions, and a 
slow innovation of process management when adopting an information security standard are in 
different phases.  

Furthermore, regarding to the operative phase, where the attribute of an incident that is being 
managed, which incident that has been managed and by whom, is related to awareness. By planning 
who should manage an incident of a specific character, and more precisely who actually solved the 
incident and how, increases the ability to solve a similar incident faster the next time a similar 
incident occurs. Also, communicating which incidents that are currently being treated in real time, 
would give the possibility for larger organizations, with large support and incident management 
teams, the ability to advise each other as well as to learn from each other. Moreover, smaller 
organization with similar businesses could arguably establish pools for sharing occurred incidents, 
as well as how incidents were solved. A pool in terms of incidents could possibly improve 
knowledge sharing and improve continual learning.   

Moreover, the case company limits their education in training compared to other firms’ awareness 
education and training process in the sense of e.g. prior to the employment communicating which 
tools that can be used, assuring employees awareness, establish a team/group to observe and 
communicate information security orientated trends etc. Thus, one might argue that education; in 
terms of context, communication; in terms of frequency and how communication is performed, and 
up-to-date; in terms of trend analysis and adequate information, has to be improved. Though, the 
reason for the space for improvement is linked to the nonexistent dominant design of processes for 
awareness management. 
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5.2 Discussion of Methods Used  
The method to conduct this study entailed a literature review as well as semi-structured and 
unstructured interviews. The propose of the study was to identify how firms with experience of 
cloud computing and information security have implemented, maintained and improved their 
information security management system. In order to fulfill the purpose, qualitative interviews 
were conducted where the interviewees were interviewed about their firm’s information security 
management system. The first round of interviews was investigative in the sense that little 
knowledge regarding the subject was known. Thus, during the first round of interviews, 
information regarding information security management systems and how the case company had 
treated the subject was explored. The unstructured interviews were necessary to gain knowledge 
regarding the specific subject. However, knowledge could also be obtained form literature. Though, 
the unstructured interviews allowed for discovery of what to look for during the literature review. 
Discovering difficulties with the case company’s own implementation, maintenance and 
improvement of their information security management system was of essence to conduct interview 
question for the second round of interviews. The controls listed in the ISO/IEC27002 standard was 
highlighted during the first round of interviews and the study and interview questions for the second 
round of interviews was therefore influenced by the ISO/IEC27000-series.  
 
For the second round of interviews, the interviewees were chosen based on their title on LinkedIn 
and contacted my e-mail. The hit rate was high and thus the approach seems to have been 
successful. The interviewees were professionals with knowledge of cloud computing, information 
security management and IT. However, as some of the interviewees had more experience than 
some other of the interviewees, and experience from from different firms, the interviewees view 
and knowledge differed. Also, the focus area during the interviewees differed depending on the 
interviewees area of expertise. Hence, to improve the qualitative finding, even more interviews 
could have been performed. Along with the qualitative research, in terms of the in-depth interviews, 
the literature review was conducted. To conduct the literature review both before the interviews 
and during the interview process strengthened the ability to ask accurate questions during the 
interviews.  
 
The literature review entailed studying different standards and methods for information security 
management systems. However, as the the controls listed in the ISO/IEC27002 standard was 
highlighted during the first round of interviews, and the interviewees from the second round of 
interviews mentioned the standards, the qualitative information gained from the interviews was 
subjective by the ISO/IEC27000-series. The literature reviews also entailed identifying the known 
Plan-Do-Check-Act model. This framework was essential to sort information gained form the 
second round of interviews. However, along the interview process, one of the interviewees referred 
to information security management in terms of the proactive, operative and reactive phase. As the 
three phases are convenient to refer to, and entails the Plan-Do-Check-Act stages, the framework 
was adopted as a method for sorting information gathered form the interviews. Arguably, the 
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qualitative interviews are the foundation for this study. A literature review alone would not have 
been a sufficient method to fulfill the purpose of this study since limited material regarding how 
an information security management system successfully can implemented, maintained and 
continual improved  
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6 CONCLUSIONS AND FUTURE WORK 

This chapter entails a discussion concerning the research conclusions in linkage to the research 
questions. Also, recommendations for future research within the area will be presented.  

6.1 Fulfilling the Purpose of the Research  
The purpose of this research was to investigate and analyze how firms with experience of cloud 
computing and information security have implemented, maintained and improved their information 
security management systems. Also, the purpose was to identify, discuss and analyze important 
parts of the processes to implement, maintain and improve an information security management 
system.  

Moreover, the purpose was to be fulfilled by answering the main question: 

How may an information security management system, in a cloud computing oriented organization, 
be successfully realized? 

The main question was derived into three sub-question which aimed to answer the main question.  

 

6.1.1 Research question 1  
The first sub-research question was formulated as follows: 
 

I. Which steps are important in the process to become compliant with information security 
management regulations and standards? 

 
The research showed that successful firms implement the information security management in 
many different steps. The steps are described in the proactive, operative and reactive phase within 
this report. The steps involve scoping, asset assessment, threat assessment, risk assessment and 
more in the proactive phase. The steps in the operative phase are summarized in three main steps 
of who and how an incident should be treated. Steps in the reactive phase entail the evaluation of 
treated incidents and management of identified risk according to KPIs. Also, awareness 
management is argued to permeate the three phases and an important foundation for the 
successful implementation, maintenance and continual improvement of the information security 
management system. The steps entails education and training as well as establishing a solid 
responsibility and organizational management structure. Moreover, the three phases, i.e. the 
proactive, operative and reactive phase, are argued to be three essential steps and a contribution 
of this master thesis.  
 
Additionally, the result to answer the first research question was obtained from the collection of 
empirical material from the second round of interviews.  
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6.1.2 Research question 2  

The second sub-research question was formulated as follows: 
 

II. Which tools or framework are effective to use in order to comply with information security 
management regulations and standards? 

 
The empirical result in this study showed that usage of frameworks and tools differ among firms. 
However, tools and framework that embrace the aspects confidentiality, integrity and availability 
are argued to be effective since these aspects are highly related to information security. Tools and 
frameworks are highlighted in the proactive, operative and reactive phase as well as in the empirical 
result in terms of awareness management. During the proactive phase, two different frameworks 
for performing the classification steps are presented. Other frameworks for sorting threats, as well 
as tools to facilitate the analysis of the impact if a threat would occur, is described during the 
presentation of the proactive phase. Also, a tool for estimating the likelihood that an identified 
threat would occur is presented along with other tools. When describing the operative phase, three 
levels of handling incidents are described. These levels are regarded as a framework of how an 
incident management process can be constructed. Moreover, the reactive phase entails different 
KPIs to evaluate the treatment of a risk or an incident. The KPIs are regarded as tools. The different 
tools and frameworks described in the empirical result, such as classification frameworks, 
classification of threats, risk assessment framework etc., are regarded as efficient as the usage of 
them have facilitated the interviewed firms to acquire a certificate in ISO/IEC27001 as well as to 
obtain the certification.  
 
The result to answer the second research question was obtained from the collection of empirical 
material from the second round of interviews.  

 

6.1.3 Research question 3 

The third sub-research question was formulated as follows: 
 
III. How may the permeation of an information security management system be facilitated? 

 
The empirical results presented in this thesis argue for that awareness management has to be present 
in all phases of the information security management system. In order to facilitate the permeation 
of information security within an organization, adequate and accurate education should be 
provided. The permeation is arguably improved by having comprehensive on-boarding processes 
as well as regular training. In order to maintain and continually improve the awareness, continuous 
training and follow-up are argued to facilitate the process of providing employees with adequate 
and accurate knowledge, in association to information security management. Moreover, to improve 
the permeation of awareness, the knowledge may be communicated to all employees by someone 
from the organization who has the employees’ confidence. An organization which wish to facilitate 
the permeation of information security management should implement an organizational structure 
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which support the permeation. Thus, the information security management should be incorporated 
in the corporate governance to permeate the business. That argues for involving stakeholders with 
diverse responsibilities and authority in the organization. Additionally, it should be stressed that 
the permeation of awareness regarding information security management is facilitated by involving 
all stakeholders, rather than decentralize those responsible for the information security 
management.  
 
Moreover, one difficulty with the realization of awareness management is that the external 
environment is changing constantly. Thus, to acquire adequate and accurate knowledge involves a 
trend surveillance. The trend surveillance should consider the external environment, but also 
incorporate knowledge about the firm’s business and the firm’s vulnerabilities. 
 
The third sub-research question was answered by the collection of empirical material from the 
second round of interviews.  

 

6.1.4 Main research question  

The main research question was formulated as follows: 
 
How may an information security management system, in a cloud computing oriented organization, 
be realized according to best-practice? 
 
In order to answer the main research question, the three supporting sub research questions were 
answered. The phenomenon of cloud computing entails new challenges, which calls for 
information security management systems. Information security management standards have 
evolved in different industries. However, the implementation, maintenance and continual 
improvement of it is still regarded as a complex and comprehensive task. Thus, the need of an 
investigation of how one can implement, maintain and continually improve an information security 
management system is needed.  Therefor, this study has identified steps in the process for the 
implementation, maintenance and continual improvement of an information security management 
system, as well as tools that can be used in the process and how to permeate the system through 
the entire organization.  
 

6.2 Implications and Concluding Remarks  
When in comes to the implications on sustainability, one may consider the economical, 
environmental and social dimensions. Successful implementing, maintaining and improving an 
information security management system improves the chances to diminish the risks which may 
affect the firm financially. Also, a successful information security management system is probable 
to improve how customer data is used, stored and maintained. Thus, considering the ethical and 
social aspects. Thus, a successful information security management system argues for managing 
customers’ information, whether the information concerns a business or an individual. The 
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continues improvement of an information security management system argues for constantly 
considering the external and internal environment to adopt to trends and improve the internal 
management of information. Moreover, as the digitalization continues in our society, more and 
more data is likely to become accessible online. This implies that how data is put together, and thus 
form information, is an aspect that should be considered as the information can cause economical, 
environmental and social damage.  
 
The recommendation to the case company have been provided during a presentation at the case 
company. However, to conclude, the recommendations to the case company entails focusing on 
having a risk based approach rather than treating incidents as they occur. The focus should entail a 
further development of the firm’s classification of assets as well as development of the threat 
assessment, risk assessment and risk register. Also, recommendations to improve the operative 
phase entails segment incidents differently and assign an attribute that indicates that the incidents 
are an information security type of incident. This will improve the ability to assign incidents to its 
right owner as well as to evaluate the firm’s management of information security incidents. 
Moreover, the recommendations to the case company entails improving their awareness. Shadow 
IT can become a problematic issue in many organizations and training and follow up can improve 
the prospects of the firm. Managing an information security management system entails an iterative 
work which will continually evolve. As the trends change on the market, so does the demands on 
the information security management system. Hence, it is of importance to keep à jour with the 
dynamic market.  

 

6.3 Research Limitations and Future Work  
The research conducted for this study was delimited to interviewees from firms who had experience 
with the ISO27000-series. However, this limit the scope of the study. For further research, one of 
the presented phases, that is the proactive, operative and reactive phase, or the awareness 
management phase, can be can studied more in-depth. During the study it was discovered that many 
of the steps when implementing, maintaining and continually improving an information security 
management system are very comprehensive. Thus, choosing a narrower area to investigate and 
analyze, such as one of the identified phases, is encouraged. However, choosing a narrower scope 
may also imply a limited view of the big picture.  
 
Since information that a firm hold may affect or belong to many different stakeholders, it would 
be of interest to investigate stakeholders’ demands and responsibilities. This could also involve the 
stakeholders’ geographical position. Hence, the investigation and analysis would provide findings 
regarding similarities and differences between stakeholders’ demands and responsibilities.  
 
Moreover, recommendation regarding the future work is to identify best-practice of how the 
implementation, maintenance and continual improvement of an information security management 
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system may look like. This would entail choosing a sample of firms within the same type of 
business. Also, an additional recommendation concerns improving the study by qualitatively 
proving the effectiveness and efficiency of specific tools and frameworks. However, quantifying 
return on security may be a complex task.   
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APPENDIX A – EMPIRICAL INTERVIEW QUESTIONS  

 
Plan-Do-Check-Act 
Can you describe the main steps when implementing, maintaining and improving the information 
security management system at your company? 
Can you describe your firm’s proactive approach to comply with new requirements and law 
concerning information security management?  
How do you perform an assessment regarding assets, threats etc.? 
Does every department at your company perform their own assessments or is it conducted by a 
decentralized unit? Is the approach sufficient? 
As security is not an add-on feature, security architecture and a security culture needs to be 
established, how do you work with this at your company?  
Does your approach to implement, maintain and improve the information security management 
system differ depending on which country your clients are from? How does it differ?  
Does your information security management system have a strategic or operative approach?  
How do you decide how which data to migrate to cloud providers? 
 
How do you classify assets, threats and incidents of the company?  
What indicators are taken into consideration? 
Depending on the indicators that needs to be taken into consideration during the classification, 
are you able to quantify the classification of assets, threats and incidents? 
How do you handle incidents? What kind of processes, tools or frameworks are used to manage 
incidents? 
How do you manage responsibilities to act once an incident occurs? 
How do you manage responsibilities to diminish the likelihood or impact of an identified risk?  
How do you organize the incident management within the organization? For instance, the number 
and access rights for the persons or units involved. 
How do you handle the decision management in relation to handle incidents fast? 
 
Do you conduct a benchmark to investigate other firm's information security management 
systems? 
How do you measure whether you have a satisfying process for handling risks and incidents? 
Which attributes do you consider in order to prove the Return On Security Investment? 
How can you argue for improved resources for security when e.g. purchasing a new system if the 
two options consist of one cheap system with insufficient security and the second option is 
expensive but very secure? 
 
Does security permeate your organization or is it seen as an add-on feature? How would you 
describe the awareness of information security? 
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How is the knowledge regarding how information should be handled, stored and maintained, 
communicated throughout the organization? 
How can you measure the company’s knowledge of information security? 
How do you work in order to continuously improve and develop processes and a culture that 
hamper attempts of attacks and potential threats? 

 

 


