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Abstract

Low powered Internet of Things solutions such as wireless sensor networks often operate
under heavy constraints, and require special care in the design of their communication mo-
dels. This project consists of implementing and evaluating the proposed IETF draft of the
publish-subscribe communication model for the Constrained Application Protocol (CoAP)
on a wireless sensor network (WSN) using the Contiki operating system.

Sammanfattning

Lågenergilösningar för Internet of Things såsom trådlösa sensornätverk opererar ofta un-
der kraftiga begränsningar, och kräver speciell omtanke i utformningen av sina kommuni-
kationsmodeller. Detta projekt består av att implementera och utvärdera utkastet till IETF-
standarden för kommunikationsmodellen publish-subscribe för Constrained Application Pro-
tocol (CoAP) i ett trådlöst sensornätverk som brukar operativsystemet Contiki.
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1 Introduction

Wireless sensor networks (WSN) are built up of a number of nodes, often called sensor motes,
communicating over radio links, collecting sensor readings and transmitting them locally or
to other networks. These motes often have to be powered by batteries or other limited power
sources, leading to extreme hardware restrictions. The WSN may need to supply sensor rea-
dings from a large number of sensor motes to receiving clients over the internet. The location
and number of clients can differ wildly depending on the use case.

To enable interoperability in heterogeneous systems standardized communication pro-
tocols are needed. While interoperable variations of the TCP/IP protocol stack is common-
ly used on the Network and Transport layers, many different incompatible Application layer
protocols are in use. Common Internet standards like the Hypertext Transfer Protocol (HTTP)
are normally used to publish resources for clients. HTTP in particular uses verbose human re-
adable text headers and relies on the connection-oriented TCP protocol, which both make it
ineffective for use in WSNs. The IETF has published the Constrained Application Protocol
(CoAP) [18] as an alternative protocol suitable for constrained applications such as WSNs.

WSNs often have limited power and communication capabilities, making it infeasible for
sensor motes to directly serve data to large numbers of outside clients. Furthermore WSNs
are often being set up as privately adressed networks, making it difficult to directly connect
to motes from the outside. These factors indicate that the sensor motes themselves need to
initiate data transfers, perform the transfer as simply as possible to minimize overhead and
sleep between transfers. A solution to this is the publish-subscribe (pubsub) architecture. A
pubsub architecture uses an intermediary server called a broker to handle client requests.
Figure 1 shows the general layout of a WSN pubsub system. Data is organized into topics
on the broker. Each topic is a structure consisting of the content, or the data stored in the
topic, the content type, which describes the format of the content, and an identifier used to
locate the topic on the broker. Clients can create new topics and publish content on existing
topics, as well as read and subscribe to specific topics. When a client publishes new content
on a topic, any clients subscribed to the topic are notified with the new content. The use of
a broker lets the sensor motes consolidate the network traffic on the WSN by only sending
data to a single endpoint, simplifying communications even when there are many receiving
clients. As seen in figure 2, the pubsub architecture can also be used internally in a WSN, with
the publishers, broker and subscribers all residing on sensor motes. Pubsub systems using
the legacy MQTT protocol are already widely deployed in IoT applications.

MQTT [13] is a well established publish-subscribe protocol developed by IBM. It is de-
signed for constrained environments, although its reliance on the connection-oriented TCP
protocol and complex nature may limit its feasibility for use in WSNs. A version of MQTT cal-
led MQTT-SN [19] has been develped for use in WSNs. It removes the requirement for TCP,
possibly making it more suitable for lossy wireless networks, although it is not widely imple-
mented yet.

With the Observe extension [10], the CoAP protocol has all the features necessary to sup-
port a publish-subscribe interface. The IETF has published a draft for a standardized publish-
subscribe architecture for the CoAP protocol [11], allowing for similar operation as MQTT.
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Figur 1: Publish-Subscribe architecture used to publish from a Wireless Sensor Network

1.1 Project goals

The goal of the project is to work towards providing an open publish-subscribe standard to
wireless sensor networks. This is accomplished by implementing the CoAP pubsub protocol
on the Contiki operating system, as well as evaluating the functionality and correctness of the
implementation and its performance compared to the MQTT protocol.

The challenges with the project are to produce a correct and bug-free implementation of
the CoAP pubsub protocol, verify that the CoAP pubsub standard is viable for use in WSNs,
and determine if the protocol and implementation offer any improved performance over
systems using the MQTT protocol.

1.2 Methodology

The first step is to evaluate what requirements and dependencies the application has and
whether appropriate libraries are available to fulfill them, in particular with the underlying
CoAP protocol. Next the structure of the application is planned out, including data structures
and user facing APIs. Afterwards the application is implemented in C using the Contiki OS
libraries.

Developing software for embedded systems provide several challenges. Hardware is very
limited, placing heavy constraints on program size and performance. Programming langu-
age and library features may also be unavailable or infeasible depending on the platform and
operating system. For example, standard C library functions may not be implemented in cer-
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Figur 2: Publish-Subscribe architecture used internally in an embedded network

tain toolchains, the Contiki OS limits the use of stack variables and switch statements and
dynamic memory allocation may be undesirable. Debugging interfaces may not be suppor-
ted on all hardware platforms, and different platforms may expose different bugs. A majority
of development and testing is done on the Cooja network simulator, which may not reveal
behavior exhibited by the actual hardware.

While under development, the application is continuously tested and debugged using both
a small-scale WSN with sensor motes and the Cooja simulator.

Lastly a few aspects of the application performance is evaluated, and a comparison made
with to the MQTT protocol.

1.3 Limitations

Ideally the implementation would be a full solution with embedded implementations of both
the client and broker, as well as an external broker. Due to time constraints the implementa-
tion is limited to only the embedded applications.

As the IETF CoAP pubsub specification draft is still undergoing review, not many other
implementations exist, making testing interoperability difficult.

Due to time constraints, evaluating the implementation and protocol performance is limi-
ted to rudimentary tests on hardware and simulations using the Cooja emulator, and compa-
rative evaluation of the MQTT protocol is omitted.

1.4 Ethics and sustainability

WSNs can provide extensive systems with only minimal amounts of infrastructure and main-
tenance required. Sensor motes can run on batteries or solar cells, leading to less power con-
sumption.
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Using open protocols and standards may be beneficial to the long term operation and
maintainability of a WSN. If motes from different vendors are able to interoperate, the WSN
can be maintained and upgraded using parts from different vendors, whereas using proprie-
tary systems may lead to vendor lock-in. A proprietary system may become unmaintainable
if the vendor stops supporting it.

Deployments of WSNs require extensive security considerations. Limited devices such as
sensor modes are difficult to secure properly, and the large coverage area of a WSN provide
many points of entry. Security in Internet of Things applications have proven to be a serious
issue, with several high profile attacks performed using compromised IoT devices controlled
by botnets [5]. In particular, publish-subscribe brokers may pose a risk of being misused for
denial of service attacks or other malicious purposes due to their ability to forward data to
multiple hosts.
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2 Background

2.1 GreenIoT

The GreenIoT Project [16] is a research project by among others the KTH Royal Institute of Te-
chnology, Uppsala University and the Swedish Institute of Computer Science (SICS), aimed
at creating an open environmental sensing platform for measuring air pollution and green-
house gas emissions. A major goal is to create a platform using open standards, allowing for
interoperability between the systems of different vendors [4]. A WSN using this platform is in
the process of being evaluated, currently using MQTT as the application level protocol.

2.2 Wireless Sensor Networks

Sensor motes run on battery or with the aid of other limited power sources. They can be
deployed in large numbers in inaccessible locations, making frequent maintenance unfea-
sible. The radio transceivers in the motes are major power sinks, drawing almost as much po-
wer when receiving as when sending [15]. To keep the power consumption down, radio duty
cycling protocols are employed to keep the radio switched off for as long periods as possible
when no messages are being sent. For this to be effective, the radio traffic in the network must
be kept to a minimum while still allowing sensor readings to be collected. Therefore connec-
tion oriented protocols like TCP that require multiple messages to be sent in a transaction
should be avoided.

The sensor mote power requirements prevent usage of common high-speed wireless com-
munication standards such as IEEE 802.11 [2]. The radio protocol commonly used for low
power wireless networks is IEEE 802.15.4 [3]. It is designed for low cost, low speed and low
power wireless personal area networks (WPANs) using the 2.4 GHz and 868/915 MHz bands.
Compared to other common protocols like IEEE 802.11 and Bluetooth, it is heavily constrai-
ned by a maximum data rate of 250 kbit/s and maximum frame size of 127 bytes.

The 6LoWPAN adaptation layer is used to enable the transmission of IPv6 traffic over IEEE
802.15.4 networks. As seen in figure 3, traditional transport and application layer protocols
can be used. Since the maximum frame size is limited, 6LoWPAN supports header compres-
sion to scale down the transmission overhead, and data fragmentation to allow full IPv6 sized
payloads to be split over multiple packets. On the transport layer 6LowPAN supports UDP
header compression, reducing typical UDP/IPv6 header sizes to 6-11 bytes [9].

Packets are routed over the sensor network based on the IPv6 addresses they carry. The
network topology of different sensor networks may vary wildly, and many factors including
mote capability and changing broadcast conditions need to be taken into account. The RPL
[20] routing protocol, designed for low-power and lossy networks, offers a lightweight and
highly customizable way of setting up hierarchic routing structures.

2.3 Application layer protocols

Traditional application layer transport protocols like HTTP may be too inefficient to use in
these networks due to their bulky text headers and their reliance on TCP, requiring more spe-
cialized protocols like CoAP and MQTT to be used. See table 1 for a comparison of protocols.
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Figur 3: The Contiki IoT protocol stack compared to the standard TCP/IP stack

The Constrained Application Protocol (CoAP) [18] is a UDP-based protocol based on the
representational state transfer (REST) architecture. REST (also used in HTTP) is an stateless
architecture for accessing and manipulating resources on a server. The communication state
is stored in the transmitted messages, ideally allowing the server itself to remain stateless.

CoAP is specifically designed for resource constrained devices and networks. By using com-
pact binary headers the packet size requirement is shrunk considerably. It provides a way
to discover and access resources on remote hosts, as well as optional reliable transmission,
ability for clients to observe URLs for changes and partial interoperability with HTTP when
proxied. CoAP is a client-server protocol, and using it in the standard way in a WSN would
require the sensor motes to act as severs and respond to incoming queries. To allow clients to
be notified when new data is available, they can subscribe to updates with the CoAP Observe
option in an approach called publish-subscribe (pubsub). The sensor mote would then be
required to keep a client registry. Both this, and being required to answer queries scale poor-
ly on resource constrained devices and networks. Instead an intermediary publish-subscribe
broker server can be used to receive updates from the sensor motes, and update any sub-
scribed clients. A standardized brokered pubsub interface utilizing CoAP (CoAP pubsub) has
been drafted by the IETF [11]. The CoAP pubsub standard is still under review.

The MQTT publish-subscribe protocol is commonly used in embedded applications. The
original MQTT protocol is reliant on the TCP protocol and is not optimized for WSNs, ho-
wever a version of the protocol called MQTT-SN (originally published as MQTT-S in 2007)
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Protocol Communication model Headers Lower protocol
HTTP REST Text TCP
CoAP REST/Pubsub Binary Independent
MQTT Pubsub Binary TCP
MQTT-SN Pubsub Binary Independent

Tabell 1: Comparison of different application layer transport protocols

has been developed to address these shortcomings. MQTT-SN is designed to be agnostic to
the underlying network services, allowing it to be used over UDP and other stacks. It is de-
signed to operate with ordinary MQTT brokers by using an intermediary gateway that trans-
lates messages to the standard MQTT protocol. The gateway includes a discovery protocol.
A few implementations of both the client and gateway MQTT-SN exist, including the Aquila
gateway [14] and the Wiselib[1] C++ library, which claims compatibility with Contiki. There
is however not much information on whether these implementations are operational, or if
MQTT-SN is being used in any production systems.

The CoAP pubsub protocol uses the methods defined in the CoAP protocol to send mes-
sages between a broker and clients. Clients may read or subscribe to topics on the broker as
well as create, publish updates to or delete topics. When a client publishes an update, the bro-
ker notifies any subscribed clients with the new value. An experimental CoAP pubsub broker
implementation plugin exists for the RabbitMQ broker [8]. The plugin is not fully compliant
with the specification draft, and does not support creation of arbitrarily named topics due to
how it interfaces with the base RabbitMQ application.

2.4 Contiki

WSN nodes may be limited to 8 or 16 bit microcontrollers with low amounts of memory, ren-
dering it unfeasible for them to utilize common operating systems such as Linux. Contiki is
a lightweight event-driven (see figure 4) operating system designed for hardware constrai-
ned sensor devices. It has support for many hardware platforms and features several network
stacks, as well as implementations for CoAP and the standard MQTT protocol. Although ex-
tremely lightweight, it does not have the smallest code size footprint available in embedded
operating systems [6]. Instead Contiki supports many features, including loading applica-
tions dynamically at runtime, allowing software updates to be pushed over the network.

Contiki and its applications are written in the C programming language. Contiki supports
both co-operative multi-tasking through protothreads, as well as preemptive multi-tasking
through traditional threads. Protothreads are extremely lightweight stackless constructs that
allow processes to block waiting for events in the OS, such as timers expiring or data being
received [7]. Using protothreads imposes some programming limitations however. Any auto-
matic variables are not preserved when blocking, making it necessary to use static or global
variables to store application state. The call stack is shared between processes, so yielding is
only possible from the top level function. It is also not possible to yield protothreads inside
switch statements due to the protothread system being scheduled from inside another switch
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Figur 4: Contiki OS Architecture

statement.
The contiki distribution includes the Cooja network simulator, a highly customizable WSN

simulator including emulation support for many types of sensor motes.
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3 Development and evaluation platform

A majority of the development and testing is performed on the Cooja simulator included in
Contiki, simulating the Wismote platform. Typically a client and broker node are set up, along
with a RPL border router as seen in figure 5. The border router is connected via a serial in-
terface using the SLIP protocol to route IP traffic between the mote and a personal computer
running the tunslip6 application also included in Contiki, along with the Copper CoAP Fire-
fox plugin to emulate another client.

The sensor mote used for developing and testing the CoAP pubsub application is the Mo-
del S2 from Radio Systems AB (figure 6), also referred to as avr-rss2 in Contiki. This mote is
also used as a sensor in the GreenIoT project. The S2 features a Atmel AtMega256RFR2 8 bit
microcontroller with 256 kB of Flash ROM, 32 kB SRAM, an integrated IEEE 802.15.4 radio, as
well as multiple sensors and the ability to connect more through a low-bandwidth I2C serial
bus.

Figur 5: Application test setup. The same setup is used both in the Cooja simulator and using
hardware.

Figur 6: Radio Systems AB Model S2 sensor mote
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4 Protocol design

The CoAP Publish Subscribe protocol is an extension to the CoAP protocol, providing it with
publish-subscribe communication capabilities. CoAP pubsub can be implemented using ex-
isting CoAP implementations, although support for the Observe extension [10] is required, as
well as support for the new 4.29 Too Many Requests response code.

The broker acts as the CoAP server, serving requests from both publishing and subscribing
clients.

4.1 Topics

Both clients and the broker use topics to identify specific resources. The topics are set up as
a URI path hierarchy, with topics containing either data or sub-topics as their content. Each
topic is associated with an URI path, a content type, content and an optional max-age timer
indicating for how long the content is valid. If the max-age timer expired on a topic with
content, the content is invalidated, but if the topic has not had any content published to it,
the topic itself is invalidated.

4.2 Brokerless pubsub

The CoAP pubsub specification describes a brokerless configuration that allows nodes to fun-
ction both as a broker and client. This configuration is fully interoperable with nodes func-
tioning as pure clients and brokers. There is no difference in protocol operation in this confi-
guration.

4.3 Function set

The CoAP pubsub function set defines the interface between the broker and clients. It is ac-
cessed through a base URL path, which the specification recommends be /ps/. The function
set path functions as a base path for all topics.

4.3.1 DISCOVER

The DISCOVER interface is used to query the broker host about the URL path of the pubsub
function set and any topics. RFC 6690 [17] specifies the /.well-known/corepath for link queries.
A broker can use the path to expose its function set and any topics through it. Topics can also
be queried through the function set path or through a parent topic.

To send a DISCOVER message, the client uses the CoAP GET method with the URI path set
to either /.well-known/core or a pubsub topic. The client can specify query filters to request
topics with specific characteristics, or to request only the function set, although the broker
is not required to support the filters. The broker responds with a set of links in the CoRE link
format.
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4.3.2 CREATE

The CREATE interface is used to create new topics on the broker. The client sends a message
to the function set using the CoAP POST method. The function set relative path of the topic
and its content format are specified in the payload using the CoRE link format. If the broker
supports it, the content format of the topic itself can be set to use the CoRE link format, in
which case the topic can have subtopics created under it instead of containing a value. Figure
7 shows a time diagram of how the DISCOVER and CREATE interfaces operate, discovering
the function set and creating a directory topic with a subtopic.

Figur 7: Example of the DISCOVER and CREATE interfaces

4.3.3 PUBLISH

The PUBLISH interface is used by the client to update a topic with new content. A CoAP
GET message is sent to the topic URI with the new content in the payload and the content
type option set to the content type the topic was created with. When the broker receives a
PUBLISH, response messages with the new content are sent to any subscribed clients.

The broker can enforce a rate limit to content published, using the 4.29 Too Many Requests

response along with a time limit before the client is allowed to retry publishing.

4.3.4 READ, SUBSCRIBE and UNSUBSCRIBE

The READ interface is used by the client to query the broker for the current topic content. The
client specifies a topic URI and a content type, and uses the CoAP GET method to query the
broker. Unlike when publishing, the client is allowed to request different content types than
the topic was created with.

12



SUBSCRIBE and UNSUBSCRIBE function in the same manner as READ, only adding the
Observe CoAP option, indicating whether to start or end the subscription. Figure 8 shows
how the PUBLISH and SUBSCRIBE interfaces are used and figure 9 shows an example of UN-
SUBSCRIBE.

Figur 8: Example of the PUBLISH and SUBSCRIBE interfaces. Note that a READ operation
functions identically to a SUBSCRIBE operation, only without the Observe option

4.3.5 REMOVE

To delete a topic, a client uses the REMOVE interface, which sends a CoAP DELETE message
to the topic URI. Figure 9 shows an example of REMOVE.

Figur 9: Example of the UNSUBSCRIBE and REMOVE interfaces
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5 Implementation

The implementation is written in C for the Contiki operating system, and built on top of the
Erbium CoAP implementation and REST engine. Several CoAP implementations exist, but
only Erbium and libcoap claim compatibility with Contiki. Erbium is chosen because it is
already included in Contiki by default and has several examples to work from.

Both a client and a simple broker are implemented. The client and broker applications are
implemented separately, although both can be included on a single mote. The implementa-
tions fit between the user applications and the Erbium CoAP implementation in the network
stack, as seen in figure 10. Implementing the broker applications in Contiki helped facilita-
ting testing on the client. The broker implementation is only designed to be deployed inside
the WSN on sensor motes or other embedded systems. Due to time constraints, no external
broker is created. An external broker would be necessary for large scale implementations and
implementations with open data access.

Figur 10: Place of the pubsub implementation in a typical Contiki network stack

In an attempt to keep it as simple as possible, the broker implementation is mostly self-
contained, with requests carried out without interaction with the base Contiki application
after the broker has been initialized. To accommodate hardware with varying limitations, se-
veral customization options are available. The broker exposes an API to create, read, write
and delete topics to it. The creation and deletion of topics through the CoAP pubsub protocol
can be disabled to only allow the application itself to manipulate them. Individual topics are
represented as C structs, as seen in listing 1. In order to support various platforms with dif-
fering memory constraints, the broker can be compiled either with dynamic memory alloca-
tion through malloc(), or static memory allocation through a backing array with a predefined
number of topics. Static allocation allows platforms with limited memory to constrain their
memory allocation to ensure that the memory does not overflow, while dynamic allocation
allows larger platforms to allocate only the memory currently needed for the task.

To simplify application creation, the client API functions are implemented synchronously.
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When an operation is executed, the client blocks until a response from the broker is received
or it times out. Since synchronous operations require the application protothread to yield
to receive responses, and the Contiki protothread system only allows yielding from inside the
top level function, the operations in the client API are set up as C macros instead of functions.
An example of a an API call can be seen in listing 4. A struct representing the topic is passed
to the API macro, and any relevant return data is written to the struct.

Broker and topic instances are represented with structs in the client, as shown in listings
2 and 3. The appropriate members of the struct are filled in by the application, a pointer to
the struct is passed on to the operation, and the results of the operation are written back to
the struct. To allow for different levels of complexity in different client applications, the appli-
cation is responsible for managing the memory of the structs and topic contents. The client
supports discovery of the broker function set and topic paths through the /.well-known/core

interface on the broker host, although search queries for specific topic types is not supported.

typedef struct topic_s topic_t;

struct topic_s {
struct topic_s *next;
resource_t *resource;
uint8_t *content;
size_t content_len;
uint16_t content_format;
struct timer max_age;

#if COAP_PUBSUB_BROKER_MEMORY_ALLOC == COAP_PUBSUB_MEM_STATIC
resource_t data_resource;
char data_res_url[COAP_PUBSUB_BROKER_STATIC_URL_SIZE + 1];
char data_res_attributes[COAP_PUBSUB_BROKER_STATIC_ATTR_SIZE + 1];
uint8_t data_content[COAP_PUBSUB_MAX_CONTENT_LEN];

#endif
};

Listing 1: Broker topic structure. In case static allocation is used, the topic content is stored
directly in the struct

typedef struct client_topic_s client_topic_t;

struct client_topic_s {
client_topic_t *next;
broker_t *broker;
void (*notification_callback)();
uint8_t flags;
uint32_t observe_seq;
char url[COAP_PUBSUB_MAX_URL_LEN + 1];
uint16_t content_type;
uint8_t *content;
size_t content_len;
uint32_t max_age;
uint8_t last_response_code;

};

Listing 2: Client topic structure
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typedef struct broker_s broker_t;

struct broker_s {
broker_t *next;
uip_ipaddr_t address;
uint16_t port;
char base_url[COAP_PUBSUB_MAX_URL_LEN + 1];
uint8_t last_response_code;

};

Listing 3: Client remote broker structure

COAP_PUBSUB_READ(&topic);

PRINTF("READ finished, return code %d\n", topic.last_response_code);

if(topic.last_response_code == CONTENT_2_05) {
PRINTF("Topic content: %.*s\n", topic.content_len, topic.content);

} else if(topic.last_response_code == NO_CONTENT_2_04) {
PRINTF("No topic content\n");

} else {
PRINTF("READ failed, error message: %.*s\n", topic.content_len, topic.content);

}

Listing 4: Client READ example. A pointer to the topic struct is passed to the READ API
macro, and the topic content and response code are afterwards accessed from
the same struct
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6 Evaluation

6.1 Memory use

The memory use of the implementation can be divided into three parts. The application and
OS reside in the ROM memory, consisting of the text block holding the machine code and
the data block holding the initial values of global and static variables. The state of global and
static variables are stored in RAM memory, with the data block copied over from ROM on
boot along with the Block Started by Symbol (BSS) block containing variables initialized to
zero. The third part is the dynamically allocated memory, consisting of the stack and heap.
The stack contains local variables and function call data, and grows and shrinks as functions
are called and returned from. The heap contains manually allocated memory and is often not
used in embedded systems.

To get an overview of the static program size, the size of the text, data and BSS blocks is
compared to a client and server application using the Erbium REST engine with CoAP, and the
MQTT demo client. The CoAP pubsub broker is tested with both static and dynamic memory
allocation for the topics. In the case of static allocation, space is set up for 16 topics with 256
bytes of data each. The applications are compiled with default settings using Contiki built
from the master GitHub branch to the avr-rss2 platform.

The results are shown in figure 11 for ROM usage and figure 12 for RAM usage. The CoAP
pubsub client has comparable size to the MQTT client, but for both the broker and client so-
me program size overhead is added compared to the REST engine. When the broker is compi-
led with statically allocated topics, a significant increase in the use of RAM is seen. Note that
the memory usage is highly dependent on the platform and the toolchain used in the compi-
lation, so the values can not be directly compared to ones obtained from software compiled
for other platforms.

6.2 Protocol performance

WSNs often operate under harsh network conditions causing unpredictable packet loss. What
protocols are used may impact the successful data publishing ratio, the volume of network
traffic and the latency of published data. These factors are pitted against each other in the
protocol design. If the protocol attempts retransmissions of the data, the success ratio incre-
ases, but so does the traffic volume per data unit sent, causing the WSN to be more active and
possibly affect power usage. If the protocol is configured to attempt a large number of retrans-
missions, the data latency also increases, possibly causing the client to attempt to publish an
out of date value even when newer data is available.

The MQTT protocol uses the TCP protocol, which requires a three-way handshake to ini-
tiate a connection between the client and broker. If the connection times out, it needs to be
re-established by another handshake. This may increase the traffic volume if data retrans-
mission is attempted after timing out a connection. In contrast, CoAP uses the UDP protocol
which operates without setting up connections.

To analyze how these factors are affected by lossy network conditions, the protocol imple-
mentations can be tested using a simulated environment by inducing a set packet loss ratio
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Figur 11: The CoAP pubsub application ROM size compared with other Contiki applications
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Figur 12: The CoAP pubsub application static RAM usage compared with other Contiki appli-
cations. Note that the increased BSS size of the broker using static allocation comes
from the 16 allocated topics, each with 256 bytes of content space
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on the network between the publisher and broker, and recording the ratio of successfully
published values, the network traffic volume and the time between publishing and receiving
each value. Since effective packet loss is induced, this method allows for an overview of how
packet loss affects the protocol performance independent of WSN setups, although it do-
es not provide any real world performance characteristics. Another aspect to consider when
inducing packet loss is how different patterns of packet loss affect the protocols. Uniform
packet loss may affect the performance in different ways than periods of varying packet loss.

To analyze the CoAP pubsub implementation, a WSN consisting of a broker, publisher and
subscriber is set up in the Cooja network simulator (see figure 13. A Directed Graph Radio
Medium (DRGM) is used, and a uniformly randomized packet loss probability is introduced
between the publisher and broker. The link between the broker and subscriber is kept at 0%
packet loss to simulate the broker and subscribers being outside the WSN. The publisher
periodically publishes an incremented value to the broker, and the subscriber subscribes to
updates on the value, recording the value received. Since the value is incremented by one for
every update, the subscriber can measure any updates that have been lost in between the
two last received values. Any out of order or duplicate values are discarded. The test is repea-
ted with different packet loss ratios and the ratio of successfully published values is graphed
against the packet loss rate. To simulate a true packet loss ratio the link layer retransmissions
and acknowledgments are disabled on the link between the publisher and broker. This test is
limited to evaluating the successful publishing ratio, and does not consider the traffic volume
or latency.

The MQTT protocol is tested in a similar way using a modified version of the MQTT de-
mo client included in Contiki. Since no MQTT brokers are available for Contiki, an external
Mosquitto broker is used, along with an external subscriber. The publishing client keeps the
TCP connection between publishings, but is modified to attempt reconnection four times if
the connection times out. If none of the reconnections succeed, the publishing is considered
a failure, and an attempt to publish the next value in line is started.

Figur 13: Simulated WSN setup for testing packet loss effects.
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With default settings the CoAP pubsub client sends a confirmable (CON) message and
waits for a response. If the response is not received within a set time-frame, the packet is
resent with up to 4 retransmissions using an exponentially increasing backoff.

Even if the publisher does not receive a response, the broker only needs to receive a single
message for the publish to be successful. Therefore the probability of a successful publish
is the probability of at least one message being received, or the compliment of no messages
being received:

P (Success) = 1−∏
5

P (Not Received)

As shown in figure 14, simulations with the CoAP pubsub implementation performs close
to the predicted values.

The MQTT implementation in Contiki appears to be flawed, and hangs or ceases attemp-
ting to transmit packets at random when it experiences large amounts of packet loss. This
makes it infeasible to test MQTT at high packet loss rates. The results of the simulations show
a significant drop in publishing rate when the packet loss exceeds 40%, and an inability to
reestablish connections at 60%. It has not been determined whether these results are due to
the performance of the MQTT protocol, or other factors such as flaws in the Contiki MQTT
implementation or configuration issues.
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Figur 14: Percentage of successful publishing operations performed versus a set reception ra-
tio. Sample size of approximately 1000 publishes per data point.
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7 Conclusion

The CoAP pubsub standard provides a standardized way of implementing publish-subscribe
communication in Wireless Sensor Networks. Testing suggests that CoAP holds significant
advantages in reliability over the legacy MQTT protocol, although further testing will be requi-
red to confirm the results.

Simple implementations of the CoAP pubsub client and broker for the Contiki operating
system are under development with the goal of integration into the Contiki OS distribution.

The source code for the applications are available on GitHub:
https://github.com/jhaikara/contiki/tree/coap-pubsub-clean

8 Future work

Continued work is planned in the GreenIoT project to evaluate the CoAP pubsub protocol
as a possible replacement for the MQTT protocol on the under-development environmental
sensing platform.

A new version of the CoAP pubsub specification draft [12] is available. The applications will
need to be updated to meet this specification.

The CoAP pubsub implementation will be developed and tested further, and a pull request
will be issued to the Contiki GitHub repository to evaluate adding the implementation to the
operating system application suite.

8.1 Protocol evaluation

To properly evaluate the performance characteristics of the protocol, the packet loss test
should be repeated with larger payload sizes to test blockwise transfer performance. The re-
sults of the test should be compared to the performance of the MQTT protocol after per-
forming an equivalent test on it. Along with the ratio of successful messages delivered, the
volume of network traffic generated should be measured, to evaluate how well the protocols
handle packet loss without over-saturating the networks with traffic.

To truly evaluate the viability of the protocol as an alternative to MQTT, it should be deployed
on a real WSN, measuring successful publish rate, traffic volume, latency and energy use.

8.2 Specification ambiguities

The CoAP pubsub specification draft contains a few ambiguities.

• Is the CREATE max-age option separate from the PUBLISH max-age option? - These are
assumed different, if a topic is created but not published to, it is removed after max-age.
If the topic has been published to, the content is invalidated after max-age.

• How are parent resources handled (creation and deletion of subtopics)? Can subtopic
exist without an explicit parent topic being created? - This could be left to implementa-
tions to handle as they see fit. Not having to create parent topics can simplify the broker
implementation and lower memory requirements.
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• Can 5.xx return codes be used on server errors? - This is assumed to be possible in order
for the broker to be able to report errors originating from itself.
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