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Abstract 

 
Internet traffic has surpassed voice traffic and is dominating in 
transmission networks. The Internet Protocol (IP) is now being used to 
encapsulate various kinds of services. The new services have different 
requirements than the initial type of traffic that was carried by the 
Internet network and IP. Interactive services such as voice and video 
require paths than can guarantee some bandwidth level, minimum delay 
and jitter. In addition service providers need to be able to improve the 
performance of their networks by having an ability to steer the traffic 
along the less congested links or paths, thus balancing the load in a 
uniform way as a mechanism to provide differentiated service quality. 
This needs to be provided not only within their domains but also along 
paths that might traverse more than one domain. For this to be possible 
changes have been proposed and some are being applied to provide 
quality of service (QoS) and traffic engineering (TE) within and between 
domains. 
Because data networks now carry critical data and there are new 
technologies that enable providers to carry huge amount of traffic, it is 
important to have mechanisms to safeguard against failures that can 
render the network unavailable. 
In this thesis we propose and develop mechanisms to enable 
interdomain traffic engineering as well as to speed up the restoration 
time in optical transport networks. We propose a mechanism, called 
abstracted path information, that enable peering entities to exchange just 
enough information to engage in QoS and TE operations without 
divulging all the information about the internal design of the network. 
We also extend BGP to carry the abstracted information. Our 
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simulations show that BGP could still deliver the same performance with 
the abstracted information. 
In this thesis we also develop a method of classifying failures of links or 
paths. To improve the restoration time we propose that common failures 
be classified and assigned error type numbers and we develop a 
mechanism for interlayer communication and faster processing of 
signalling messages that are used to carry notification signals. 
Additionally we develop a mechanism of exchanging the failure 
information between layers through the use of service primitives; that 
way we can speed up the restoration process.  Finally we simulate the 
developed mechanism for a 24 node Pan American optical transport 
network. 
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 1. INTRODUCTION 
 
For several years after the invention of the Internet Protocol (IP) and the 
hop by hop routing and forwarding, users and network administrators 
were stuck with the basic problem that the route followed by their traffic 
was unpredictable and as such they could neither know how the traffic 
would be delivered to the end destination nor could they decide the path 
to be followed by their data. The unpredictability has to be understood 
in the sense that, since the routing decision is done in hop by hop basis, 
packets sent from the same source to the same destination can follow 
different paths if the state of the network changes and there are multiple 
paths between the source and the destination. Therefore essentially the 
source has no assurance about the path that is followed by the packets it 
is sending. 
 
The hop by hop routing decision was appropriate for the earlier non -
interactive traffic that characterized the Internet. The hop by hop routing 
made the Internet robust in the sense that major part of the traffic 
eventually reached the destination irrespective of how it was forwarded 
toward the destination. It also decentralized the task of steering the data 
along various suitable paths as decided by the intermediate nodes along 
the path. 
 
As the Internet matured and attracted a surprisingly wide class of actors, 
it was not long until several service providers realized that they could 
gain additional benefits by using the same platform (transmission 
networks and IP protocols) to deliver other services to their customers. 
 
As result the Internet started being used to deliver an increasing number 
of new services requiring more stringent quality of service (QoS) 
guarantees.  The new services that were added to the Internet network 
not only have different QoS requirements [1], they also need protection 
in order to ensure QoS guarantees. 
 
Providing QoS in a packet switched network where the next hop is 
decided by each routing node along the path between two 
communicating entities is challenging for various reasons. First, the end-
nodes engaged in communication have no information about the path 
followed by the traffic and the residual or average bandwidth available in 
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the path. Second, since packets belonging to the same communication 
session can follow different paths it is not possible to predict the order 
of arrival to the destination or the delay that packets will experience, and 
sometimes the difference in arrival delay. For applications that are not 
time or delay sensitive the problems presented above do not impact their 
operations, however for interactive applications such as voice or video 
lack of appropriate average bandwidth, high delay and jitter can severely 
affect the quality of these services. 
 
The second problem of traditional IP routed network is the fact that the 
traditional routing protocols will select a next-hop based on the shortest 
path, or the path with less hops toward the destination. This leads to the 
situation in which an overloaded link or path will be preferred even if it 
is nearly 100% loaded. Traditional routing protocols do not take into 
account the current load of the link to elect it to be the best exit toward 
destination. 
 
To address these problems, multiprotocol label switching (MPLS) [2], 
was developed and protocols were extended to support MPLS. MPLS 
basically transformed the hop by hop packet switched network into a 
virtual circuit network where a path is pre-established before traffic is 
sent. The selected path will remain the same for the duration of 
communication and since it is pre-selected then it is possible to choose a 
path that is suitable for the type of traffic that is to be carried by the 
path. Protocols such as open shortest path first (OSPF)[3] and 
Intermediate system to Intermediate system (IS-IS)[4] were extended to 
enable the use of constraints such as residual bandwidth during the 
selection of the path. This has enabled network administrators to select 
the next hop based on the criteria that satisfy certain QoS conditions. In 
this way network administrators can improve the use of their networks 
by allocating the traffic to existing links in a uniform way. This process 
of steering traffic is referred to as load balancing or traffic engineering. 
 
Unfortunately the protocols that enable the above operation provided in 
the MPLS framework have been extended only to operate within one 
administration entity, referred to as a domain.  
 
Provision of QoS and traffic engineering is, however, also desirable 
between domains for various reasons. First, it is common for one 
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provider to divide his network in several small domains for management 
purposes. Second, one institution might have offices that are connected 
together by more than one provider. In this case it can be required that 
connections between their offices satisfy a certain QoS guarantees. To 
make it possible the involved providers need to be able to do traffic 
engineering between the edge routers connecting the client premises. 
 
Provision of QoS in an interdomain peering is however more challenging 
than providing it inside the domain. There are two main reasons for this. 
First, border gateway protocols such as Border Gateway Protocol (BGP) 
[5], were designed to carry summarized information between domains 
only so that the protocol could scale. The amount of data that is required 
to provide QoS and traffic engineering (TE) within a domain is high and 
exchanging it using BGP would defraud the main motivation for BGP. 
Second, passing all the details of the internal network to a peer network 
would force an operator to divulge the architecture of the network. It is 
theoretically conceivable that competing entities could use this 
information to have a clue about how the network of the competitor has 
been designed and gain some competitive advantage. Therefore business 
concerns are also a challenge in the provision of QoS and TE between 
domains. 
 
In this thesis we propose a mechanism, called abstracted path 
information, that enable peering entities to exchange just enough 
information to engage in QoS and TE operations without divulging all 
the information about the internal design of the network [Paper A]. We 
also extend BGP to carry the abstracted information. Our simulations 
show that BGP could still deliver the same performance with the 
abstracted information [Paper B]. 
 
In addition QoS provisioning means that if a failure cannot be 
prevented, the network needs to have mechanisms to protect the 
ongoing communication or to be able to perform recovery mechanisms 
when a failure is detected. If recovery mechanism where pre-provisioned 
link or path is allocated ahead of time is applied to recover or maintain 
communication in case of failure the recovery time is usually satisfactory 
for many applications. Otherwise restoring the network can take several 
hundreds of seconds or even minutes depending on the layer that is 
required to repair the failure. 
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Many networks today employ several technologies to enable operators to 
provide various degrees of QoS. It is common to have Internet Protocol 
(IP) based networks that run on top of Asynchronous Transfer Mode 
(ATM) that in turn runs on top of optical transport network. 
Many implementations will take a lot of time to restore the network if a 
failure requires a high layer protocol to be involved in the recovery.  That 
time can be reduced if layers do communicate to trigger a faster 
restoration. 
We develop a mechanism of classifying failures of links or paths [paper 
D]. We also develop a mechanism of exchanging the failure information 
between layers through the use of service primitives [paper E]. In this 
way we can speed up the restoration process.  Finally we simulate the 
developed mechanism for a 24 node Pan American optical transport 
network. 
  
This thesis is structured as follows, chapter 2 presents the background 
and related work in which we address the issue of provision of intra-
domain and inter-domain traffic engineering, we also present our 
mechanism of abstracted paths and the extensions proposed for the 
border gateway protocol (BGP) to support the exchange of abstracted 
paths between edge routers interconnecting peering domains. We 
conclude chapter two by discussing our results.  In chapter 3 we show 
the rationale to reduce restoration time in order to avoid loss of huge 
amount of data when a failure occurs in an optical network.  We present 
the problem of having survivability mechanism deployed in just one layer 
of the network. To improve the restoration time we propose that 
common failures be classified and assigned error type numbers and we 
develop a mechanism for interlayer communication and faster processing 
of signalling messages that are used to carry notification signals. We 
conclude chapter 3 by a discussion of our results. In chapter 4 we 
present the methodology that was used to carry out the research work. 
Chapter 5 presents a brief summary of each of the papers included in 
this thesis. Chapter 6 presents our conclusions and future work. Finally 
we append the seven papers on which this thesis is based. Two annexes 
are added in the end of this thesis. The annexes contain a summary of 
current work of IETF and adopted standards in the form of RFCs. 
 



2. INTERDOMAIN TRAFFIC ENGINEERING 
 

2.1 BACKGROUND AND RELATED WORK  
 
Traffic engineering (TE) is a term that refers to the ability of enabling 
network administrators to steer the traffic through various paths with the 
aim to achieve load balancing of the network and/or provision of QoS 
to applications or users that are served by the network. When a network 
is capable of offering TE, network administrators have a fairly large 
number of criteria that can be combined to achieve better utilization of 
the network resources. 
 

2.1.1 PROBLEM DEFINITION (RATIONALE  FOR TRAFFIC 

ENGINEERING) 
 
The difficulty of achieving traffic engineering with the normal hop-by-
hop IP routing can be illustrated through the network depicted in Fig. 1. 
Assume that traffic coming through routers R1, R2 and R3 should go to 
R13 or further to R14, R15 or R16. The numbers in the links reflect the 
interface bandwidth capacity. R4 could reach R13 through paths going 
via R6, R7 and R8. However due to the nature of how exit links are 
selected in routing protocols such as Open Shortest Path First (OSPF) 
[2] or Intermediate System to Intermediate System (IS-IS) [3], only one 
exit will be selected. In this case path1: R4-R6-R9-R13 will be used as it 
has the lowest cost due to faster interfaces. 
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Fig. 1. The network illustrating the problem of traffic engineering 
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The first thing to note is the fact that the cost is only associated with the 
nominal interface speed and not the actual available bandwidth in that 
link, i.e., OSPF does not take into account the amount of bandwidth that 
is already assigned to other on-going flows through that interface. 
 
Now, assume that R1, R2 and R3 are sending through R4 with 
destination to R13 an aggregated amount of data of 30 Mbps. Note that 
this amount can be easily carried without problems in the link R4-R6 and 
R6-R9 because they have 100Mbps interfaces. However, link R9-R13 has 
only 10Mbps, so about 20Mbps of traffic will be blocked or dropped by 
R9. This situation will prevail if not manually changed, even if path2: R4-
R7-R10-R13 and path3: R4-R8-R11-R13 are actually not carrying any 
traffic and could potentially be used to transport the traffic that is being 
dropped at R9. 
 
The second problem is also related to the fact that when R4 selects the 
path1 to reach R13 and beyond it does not take in consideration that R6 
might be receiving more traffic from R5; therefore although it is 
attractive to go through path1 it might be better to select another path, 
for instance path2 or path3.  
 
This problem can be compared to how road networks are used. We 
normally assume that the fastest way to get to a destination is through a 
highway rather than a small narrow road. However a large highway is 
only better if it is not heavily congested. So during a congested period it 
might be faster to get to a particular destination by choosing a small and 
possibly longer path than taking a congested highway that in practical 
terms is narrower than a normal road. 
Note that the problem described above cannot be solved by distance 
vector protocols either, since all the paths discussed here have the same 
distance as they all have 3 hops or spans. 
 
Additionally, although IP has ways of classifying traffic using the type of 
service (TOS) bits, which makes it possible to create some priority 
treatment of traffic based on its type, the traffic is again queued to use 
the same interface. Therefore in the above example, if 30Mbps of 
priority traffic was to be sent, part of it would also be blocked or 
dropped at R9. 
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R4 will also drop traffic higher than 100Mbps going to R13 or beyond, 
although it has more interfaces that could carry at least 20Mbps more 
traffic via R7 or R8. 
 
There are few ways to deal with this problem. One would be to manually 
assign the paths the same cost so that all the paths can be used for load 
balancing. However, as more flows can also be added in the middle 
routers, achieving load balancing in this scheme becomes a challenging 
task.  Both OSPF [2] and IS-IS [3] support the computation of equal cost 
paths between a source-destination pair of routers. If N equal cost paths 
can be computed between a source-destination pair of routers either a 
per-packet or per-session load balancing mechanisms can be applied.  
 
Although these mechanisms are used in production networks they suffer 
from various problems especially if applied to traffic that has stringent 
QoS requirements. For instance when per-session load balancing is used, 
packets might arrive in different order and require extra computation to 
reorder them. When the reorder rate approaches 10% the application 
throughput is close to minimum utilization [6], which might impact 
applications such as audio and video. Per-session load balancing alleviates 
the packet reordering problem but also suffers from polarization effect 
whereby traffic gets polarized along the same path if the same hashing 
function is used in each hop along the path. It is also possible to use load 
balancing along asymmetrical paths, but this is not supported in either 
OSPF or IS-IS and requires some careful configuration to avoid traffic 
loops. 
 
Another mechanism to achieve better resource utilization is to use 
tunnelling techniques between source-destination pairs so that 
intermediate routers do not participate in routing decisions.  The 
Asynchronous Transfer Mode (ATM) permanent and switched virtual 
circuits (PVC and SVC) were or are used extensively to reach that goal. 
However, adding this layer of ATM in order to achieve traffic 
engineering brings some additional network cost in management and 
equipment. On the other hand, if there are more routers in the network 
the adjacencies maintained by each router increase, which might 
constitute a routing scalability problem. 
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GMPLS Control Plane 
 
During the last decade, optical network technology has evolved quickly. 
Optical network elements have advanced from electronic terminals of 
early days to passive stars, optical add-drop multiplexers (OADM), 
wavelength routers, intelligent reconfigurable optical cross connect 
(OXC). Current OXCs have also evolved from opaque OXCs to 
transparent OXCs. As a result of this evolution optical network elements 
are able to support more functions and features in the optical domain, 
enabling network topology design to be changed from point-to-point to 
rings and meshes.  Consequently optical networks are becoming 
automatically switchable, intelligent and controllable. 
 
In a wavelength-routed network nodes are connected by lightpaths. A 
lightpath is an optical channel that may span multiple fiber links to 
provide an all-optical connection between two nodes. In the absence of 
wavelength converters, a lightpath would occupy the same wavelength 
on all fiber links that it traverses. Two lightpaths on a fiber link must be 
assigned different wavelengths to prevent interference between the 
optical signals. 
 
Because the optical processing on packet-by-packet basis is not available 
today optical networks are being developed to setup end-to-end high-
speed optical connections, eliminating the need for intermediate data 
processing. Transmission of client traffic, such as IP data traffic, on 
optical network is achieved through a logical topology in the form of 
switched lightpaths and mapping the lightpath topology on the fiber 
network topology.  
 
Each lightpath is used to provide the link connectivity to a pair of nodes.  
Therefore in WDM optical networks, a control mechanism is needed to 
establish a lightpath and to tear it down. As a result several schemes have 
been proposed to perform control and signalling in optical networks.  
The Internet Engineering Task Force (IETF) and Optical 
Internetworking Forum (OIF) are involved in the development of 
distributed IP-centric optical network control while industrial 
organizations such as International Telecommunications Union (ITU) 
are more involved in centralized optical network control that are already 
common in the telecommunication industry. Annexes 1 and 2 present a 
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summary of recent MPLS and GMPLS Request for Comments (RFC) 
and drafts. These standards and informational documents are developed 
by CCAMP group of IETF. 
 
The Internet network control consists of many loosely coupled 
protocols. The functionalities of topology discovery, resource discovery and 
management, and path computation and selection are achieved through routing 
protocols. Failure detection and recovery are also achieved through 
routing or rerouting which is a robust mechanism despite routing 
convergence that can be a problem for critical traffic. With exception of 
initial configuration of routers the Internet network control plane is 
completely automatic. 
 
Label switched paths (LSPs) are used in MPLS [2] as a way to provide 
virtual circuit-switching for IP networks. MPLS provides the Internet 
with a flexible traffic engineering control framework. The MPLS control 
plane consists of resource discovery, state information dissemination, path selection 
and path management components. Resource discovery is a mechanism to 
exchange information between network elements about resources that 
are in use or available. This process includes exchanging information 
about network topology. State information dissemination is used to 
distribute relevant information regarding the state of the network, 
including topology and resource availability information.  
 
State information dissemination in MPLS is done through intra-domain 
routing protocols such as OSPF-TE [7] and IS-IS-TE [8] that have been 
extended to support MPLS. 
 
Once information about the topology of the network and the available 
resources has been exchanged between network elements, the path 
selection components can select an appropriate route inside the MPLS 
cloud for explicit routing. Path management, which includes label distribution, 
path placement, path maintenance, and path revocation, is used to establish, 
maintain, and tear down LSPs in the MPLS domain. 
 
Path management is implemented through extensions to signalling 
protocols such as resource reservation protocol (RSVP) [9] and constraint-
based routing label distribution protocol (CR-LDP) [10] and [11]. 
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The MPLS traffic engineering control plane has been extended for 
optical layer, called multiprotocol lambda switching (MPλS) control 
plane. In an MPLS network, the label switched router (LSR) uses the 
label swapping paradigm to transfer a labelled packet from an input port 
to an output port. In the optical network the optical cross-connect 
(OXC) uses a switch matrix to switch the data stream (associated with a 
lightpath) from an input port to an output port. Both LSR and OXC 
need a control plane to discover, distribute, and maintain network state 
information and to instantiate and maintain connections 
(LSPs/lightpaths) under various traffic engineering rules and constraints. 
The payload carried by both LSP and lightpath is transparent along their 
respective paths. 
 
There are, however, important differences between an LSR and OXC. 
The LSR can perform some packet-level operations in the data plane 
while OXC cannot. The switching operation in a LSR depends on the 
explicit label information carried in the data packets, while the switching 
operation of OXC depends on the wavelength or optical channel 
transporting data packets (i.e., the OXC switches the individual 
wavelength channels and does not use any information contained in the 
data packets). The label-stacking concept in MPLS is so far not available 
in the optical domain. 
 
Extensions of MPLS have been also proposed to support other 
switching technologies. Adding these extensions created Generalized 
MPLS (GMPLS)[12]. GMPLS currently supports the following switching 
domains and technologies: 

• Packet switching – the forwarding capability is packet based; 
• Layer 2 switching – the network gears (typically Ethernet, ATM 

or frame relay switches) can forward data based on cell or frame; 
• Time-division multiplexing (or time-slot switching) – the 

networking gears forward data based on the time slot and data is 
encapsulated into the time slots. SONET/SDH digital cross-
connect (DCS) and add-drop multiplexers (ADM) are examples 
of such gears; 

• Lambda switching – lambda switching is performed by OXCs; 
• Waveband switching – waveband switching is performed by 

waveband-switching capable OXCs; 
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• Fiber switching – the optical switching granularity unit is a fiber, 
not a wavelength. The networking gears are fiber-switch-capable 
OXCs. 

  
It is important to note that to preserve the transparency of the optical 
lightpath across domains, routing and signalling protocols are needed for 
resource discovery, state information dissemination, label distribution, 
path placement, path maintenance and path revocation so that an LSP or 
lightpath can be established from an input port in domain one to an 
output port in domain two. 
 
A lot of work has been done to support LSP or lighpath placements 
between network elements located in the same domain through 
extensions to routing and signalling protocols in support of GMPLS. 
Request for Comments (RFCs)[13-18] provide the standards to support 
both resource management and path management for most of the 
switching technologies available today for both packet and wavelength 
based routing. It is possible to establish a packet based LSP between 
MPLS domains as standardized in RFC 3107 [19]. 
 
GMPLS has also been extended to support control of other network 
technologies such as SONET and SDH [20, 21], support for routing and 
signalling for Automatically Switched Optical Network (ASON) [22, 23], 
signalling extensions for G.709 Optical Transport Network (OTN) [24] 
and RSVP support for the overlay model of GMPLS User-Network 
Interface (UNI) [25]. The link management protocol [26] has also been 
extended to support dense wavelength division (DWDM) optical line 
systems [27]. 
GMPLS networks do provide protection and recovery as discussed in 
the RFCs [28, 29, and 30]. 
While most of the work has been done or is undergoing in regard to 
provision of GMPLS support within a domain much work is still needed 
in terms of support GMPLS operation between domains. The issues 
regarding provision of interdomain traffic engineering are subject of the 
next section of this thesis. 
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2.1.2 INTRADOMAIN TRAFFIC ENGINEERING 
 
An approach that addresses the problem of predicting the course of path 
and eliminates the need to run an extra layer came in the form of 
multiprotocol label switching (MPLS) traffic engineering (TE). MPLS-
TE not only addresses the problem of traffic engineering but also 
enables networks to carry a myriad of other traffic irregardless of the 
protocol that generated the data, hence the name multiprotocol. MPLS-
TE is a “tunnelling” mechanism that uses TE label switched paths (LSPs) 
that are established between a pair of routers. 
 
MPLS basically transformed the packet switched IP network into virtual 
circuit switched network, by effectively enabling the network 
administrator to predefine the forwarding paths for different types of 
traffic. In MPLS terminology this is referred to as forwarding 
equivalence class (FEC). A class can be anything from incoming port 
interface, source address, protocol identifier, application port or socket. 
It can be added to these classes constraints such as bandwidth, affinities 
and rerouting constraints, network topology and resources. These classes 
can be used as single or as pair of source and destination. Basically this 
enables the administrators to divide the traffic in several types and 
granularities. Distributed and centralized path computation methods can 
be used to compute a path that takes into account the constraints, 
network topology and resources described above. Once a TE LSP is 
established, IP packets will follow the computed path and intermediate 
routers do not make routing decisions. 
In the example of Fig. 1, when the traffic from R1 and R2 toward R13 
exceeds the total bandwidth available in the path due to the fact that span 
R9-R13 has a capacity of only 10 Mbps; If MPLS TE is used, once TE 
LSPs are established between R1-R13 and between R2-R13, R3 will 
figure out that the available bandwidth through path1 is not enough to 
accommodate its traffic demand so it will select path2 or path3 to 
establish its TE LSP. This allows better network resource utilization and 
avoids traffic congestion. 
 
It should be noted that in this case only one layer is required (IP/MPLS), 
not multiple layers such as it is the case of ATM, and routers do not have 
to maintain routing adjacencies over TE LSP. Therefore MPLS-TE 
avoids establishing LSPs along paths where bandwidth has already been 
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reserved for other LSPs if the residual bandwidth cannot satisfy the 
constraint of the new LSP. 
 
The main motivation for deploying MPLS Traffic Engineering is to 
achieve bandwidth optimizations, strict QoS guarantees and fast 
recovery. These objectives do not have to be met at the same time, so it 
might be necessary to deploy an MPLS network just for the sake of 
achieving faster recovery. There are indeed situations in which networks 
are over provisioned so QoS and bandwidth optimizations are inherently 
achieved but MPLS might be required to obtain faster recovery. 
 
Bandwidth optimization, QoS guarantees and fast recovery require some 
knowledge of the underlying physical network. By default, the IP/MPLS 
layer does not have any visibility of the optical network architecture, 
which may lead to an incorrect path selection on the process of satisfying 
the traffic engineering constraints. Fig. 2 illustrates the above described 
problem.  
In Fig.2 routers R1 to R9 are connected through a mesh of seven optical 
cross connects (OXC). For instance in this example R4 could have 
adjacencies with R9 via OXC1-OXC3-OXC6-OXC7 and that to MPLS 
could be regarded as one hop. But it is also possible for R4 to reach R9 
via the path R4-R6-R8-R9 and that could be established in the optical 
layer through OXC1-OXC4-OXC3-OXC6-OXC7 or OXC1-OXC3-
OXC4-OXC3-OXC6-OXC7. Note that this last optical path is longer 
than the previous optical path, but this is invisible to the IP/MPLS. The 
lack of knowledge about the way in which the optical network is 
designed can lead to situations in which traffic, that at network layer goes 
via different paths, share the same network resource (OXC or fiber) at 
the optical layer and hence not deliver the bandwidth optimizations or 
QoS guarantees or even more result in selection of paths that share the 
same risk even in situations in which this is to be avoided. 
 
Because of this MPLS has been generalized (GMPLS) to encompass 
optical networks [12-14], and OSPF and IS-IS have been extended to 
OSPF for GMPLS [15] and IS-IS for GMPLS [16] in order to provide 
support for traffic engineering in optical networks that switch in time, 
wavelength and space. 
 
 



 

Fig. 2. Illustration of problems of MPLS traffic engineering when 
MPLS is unaware of the underlying physical layer 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2.1.3 INTERDOMAIN TRAFFIC ENGINEERING 
 
In the previous sections we have described why the lack of traffic 
engineering in the IP and standard intra-domain routing protocols is a 
problem and have shown how MPLS can address this problem.  
 
Although many studies have raised the importance and need of an 
interdomain routing and signalling mechanism in support of GMPLS no 
standard has been achieved yet. OIF and ITU are in the process of 
standardizing the User-Network Interface (UNI) and Network-Network 
Interface (NNI), and IETF is also discussing the need to develop an 
Exterior Gateway Protocol (EGP) to support GMPLS [31] 
Although the problems are technical in nature, the business and social 
issues appear to be very important in the context of interdomain traffic 
engineering. Technical problems are related to network scalability in 
terms of memory and processing capacity of border routers needed to 
handle a huge amount of information about the resources available in 
both domains. Therefore, while the current BGP [32] summarizes the 
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information, enabling full topology and resource information to cross 
the domain boundaries is not desirable. So the technical problem here is 
how to design a compromised inter-domain routing relationship that is 
effective for the purpose but do not dramatically increases the load on 
border routers. 
 
The business and social problems are related to the fact that if a network 
or service provider exchanges all resources and topology information 
with the competing peer he would enable the other provider to have a 
full map of how his network is designed. In theory it would be possible 
for each provider to take advantage of this information and engineer a 
network that has competitive advantage. Therefore, a full network 
information sharing is not appropriate. 
 
A legitimate question and the issue that is the main motivation of this 
thesis, is why do we need traffic engineering between domains?  
There are several network scenarios that can answer this question. First, 
domains might be necessary and it is usually the case, that one particular 
service provider break his network in several domains for administrative 
purposes. In this case the provider needs an inter-domain routing 
protocol to achieve traffic engineering goals. Second a customer might 
be located in different regions and need to achieve TE for connection of 
different office locations through two or more service providers. Third, 
even not related institutions might need to be engaged in sessions that 
require traffic engineering between them. For example if a company 
responsible for broadcasting world cup games wishes to deliver video 
and audio services to customers located in different countries, most 
probably these connections will traverse several domains. Fig. 3 depicts 
the three referred scenarios. 

 
 
 
 
 
 
 
 
 
 



 

Fig. 3. Illustration of three scenarios that show why inter-domain traffic 
engineering is desirable

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
There has been previous work addressing QoS and TE between 
domains. Early work was presented in [33]. Although it is an elegant 
solution it suffered from the fact that it presents and requires a 
completely new protocol. Introducing new protocol to offer support of 
interdomain routing in optical networks is met by resistance as it requires 
routers to run different processes for the same objective and also is in 
contrast to the current trend of extending the same protocols while 
preserving backward compatibility with previous functionalities. 
 
Authors in [19] also present a mechanism by which BGP can carry label 
information.  More recently some work has been done and resulted in 
RFC 4216 [34] and RFC 4364 [35]. These two RFCs present a way of 
BGP to provide support to MPLS IP virtual private networks (VPNs) 
and requirements for MPLS TE for inter-autonomous systems (AS). 

 30



 31

There have been other proposals addressing the support of interdomain 
GMPLS [31, 36, 37] that did not mature to adopted standards. This, 
however, demonstrate the need, importance and interest to have an 
interdomain routing protocol that supports exchange of traffic 
engineering information between domains. 
The solutions proposed in all the standard documents mentioned above 
differ from the solution we developed in the papers published as a part 
of this thesis in the sense that while the previous solutions are 
appropriate for an MPLS network, that is essentially packet switched 
network, they do not apply for interdomain routing that supports 
GMPLS. In contrast the solution we developed in this thesis is suitable 
for both packet switched networks and for networks that switch in time, 
wavelength and space. 
Network engineers agree on the need of having traffic engineering 
between domains so that the benefits that are reached when using TE 
inside a domain can also be extended to operation that involves various 
domains. The problems that need to be addressed are both technical and 
socio-economic.  
The existing inter-domain routing protocols, such as the border gateway 
protocol (BGP), only send, between domains, a summary of information 
learned through intra-domain routing protocols.  
This is convenient because it reduces the amount of information that 
border routers, such as R6, R7, R8 and R9 in Fig. 4, have to handle, but 
also allows the service provider A to hide to service provider B, possibly a 
competitor, information about his network architecture. 
Therefore providers achieve through BGP an economic benefit since 
they do not have to buy expensive routers while maintaining some 
secrecy that is usually perceived as a competitive advantage. In theory 
allowing the entire network map to be exchanged between border 
routers would allow each of the providers to learn how the other 
network is designed and if they are competing in the same market a 
provider could redesign his network to have superior performance and 
quality and use this fact as a marketing advantage. 
This thesis proposes various mechanisms to achieve an interdomain 
interoperability to enable an end-to-end optical lightpath establishment 
between optical network elements that belong to two different operators. 
We propose mechanisms to abstract information and share just-enough-
information to enable the goal of end-to-end lightpath establishment 
without necessarily disclosing all resource and topology information. 
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2.2 CONTRIBUTIONS OF THIS THESIS 
 

In the next sections we present a method of achieving interdomain 
traffic engineering without disclosing all the information about the 
network architecture to the peering entity. 

 
2.2.1 MECHANISM FOR ABSTRACTED PATHS 

 
To solve the problems presented in the previous sections various 
approaches have been investigated in this thesis. The one we developed 
starts from the point of view that it is neither desirable nor feasible to 
exchange all information between domains while it is desirable to achieve 
inter-domain traffic engineering. 
Consider a network illustrated in Fig. 4 and consider that there is a need 
to provide client A and client B with the possibility of establish TE LSPs 
between them. In our solution both provider A and B will compute a set 
of possible LSP between the border routers connecting the clients that 
satisfy a given QoS criteria defined by the client or offered by the 
provider. 
 
For instance R7 will compute a path to client A connected through R1 
that follows R7-R2-R1 and assign it a Gold QoS level, compute another 
path R7-R3-R5-R4-R1 assign it a Silver QoS and compute a third path 
R7-R6-R5-R2-R1 and assign it a Bronze QoS. Any other path to reach 
client A from R7 is considered a best-effort path. Definition about the QoS 
level that is considered Gold, Silver and Bronze might vary from service 
provider to service provider; however Gold QoS would be the best 
service that a provider can give to a customer and Silver would have half 
the capacity of Gold.  Paper G elaborates on the service differentiation 
and on the meaning of Gold, Silver and Bronze in terms of QoS. Equally 
R6, R8 and R9 could do the same for paths to reach client A and client B 
respectively. 
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Fig. 4.  Abstraction that border routers could provide to each other 

 
 
 
 
 
 
 
 
 
 
 
 
 
Once each of the border routers has computed all possible paths, it 
would then announce only the computed paths to the border routers of 
the other domain. Thus, R9 will announce to both R6 and R7 the three 
QoS (gold, silver and bronze) LSPs to reach R13 toward client B; R8, R6 
and R7 will also do the same. The final result is that each domain has a 
set of LSPs to reach a client in other domain that could be used to 
achieve the inter-domain TE objective. 
 
Note that each of the providers only sees this set of paths to reach the 
clients but they have no visibility of how the peer network is architected. 
Because of the fact that each of the border routers only sends three TE 
LSPs to peering routers, it has then reduced the amount of information 
it would otherwise have to send if all information about all internal links 
was to be shared. In this way we address both scalability and business 
concerns. 
 
We refer to this concept as the abstracted paths.  Paper A presents in 
detail the concept and mechanism for creation of abstracted paths. 
 

2.2.2 EXTENSION OF BGP TO SUPPORT ABSTRACTED 

PATHS 
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In order to carry the abstracted paths using an exterior gateway protocol, 
we have selected BGP as it is the most widely used protocol developed 
by IETF. The current version of BGP [32] has no mechanism to carry 
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abstracted information containing details that are needed for inter-
domain traffic engineering, therefore BGP requires modifications. Here 
we present our modifications BGP that are required to carry the 
abstracted path information that is needed to enable and inter-domain 
traffic engineering operation. 
 
Modifications of Update Message 
 
The current update message in [32] has the following format: 
 

Unfeasible Routes Length (2 octets) 
Withdrawn Routes (variable) 
Total Path Attribute Length (2 octets) 
Path Attributes (variable) 
Network Layer Reachability Information 
(variable) 

 
This message is appended to the 19 bytes BGP message header.  The 
first 3 fields do not need any modification. We propose the modification 
of the Path Attributes and Network Layer Reachability Information (NLRI) 
fields. In current implementation of BGP Path Attributes is a variable 
length field present in every update message. Each path attribute is a triple 
<attribute type, attribute length, attribute value> of variable length.  
Attribute Type is a two-octet field that consists of the Attribute Flags octet 
followed by the Attribute Type Code octet.  
  
     0                                                7                                                15 

Attr. Flags Attr. Type Code 
 
The important attribute here is the Attribute Type Code. BGP defines 7 
Type Codes as follows: 
 Type Code 1: ORIGIN 
 Type Code 2: AS-PATH 
 Type Code 3: NEXT_HOP 
 Type Code 4: MULTI_EXIT_DISC 
 Type Code 5: LOCAL_PREF 
 Type Code 6: ATOMIC_AGGREGATE 
 Type Code 7: AGGREGATOR 



 35

NEXT_HOP and AGGREGATOR are the codes that carry information 
which is specific to layer 3 addresses. BGP has however another entry in 
the Update message that carries layer 3 addresses namely Network layer 
reachability information (NLRI).  This is the reason why BGP-4 
Multiprotocol Extensions (BGP-MP) presented as RFC 2283, defines 
the format of two new BGP attributes (MP_REACH_NLRI and 
MP_UNREACH_NLRI) that can be used to announce and withdraw 
the announcement of reachability information. These attributes have 
been given the Type code 14 and 15 respectively. MP_REACH-NLRI 
and MP_UNREACH-NLRI were defined to enable BGP to support 
other layer 3 protocols such as IPv6, IPX, NSAP, etc. Information about 
other family of addresses can be found in [38]. The NLRI field is also 
modified in [19] to carry MPLS label information in BGP-4. 
 
We therefore propose the introduction of the following new Attribute 
Type Codes 16, 17, and 18 namely: 
Type Code 16:  Link or Path protection Type 
Type Code 17: Shared Risk Link Group associated with the link or path 
Type Code 18: Interface or path switching capability descriptor 
 
The Link or Path protection Type (Type Code 16) 
 
We suggest that this code consists of 4 bytes in the following format that 
is consistent with the definitions in GMPLS signalling functional 
description [13]. 
 

Protection 
Capability 

Reserved 

 
The first byte is a bit vector describing the protection capabilities of the 
link. 

      0x01  Extra Traffic 
      0x02  Unprotected 
      0x04  Shared 
      0x08  Dedicated 1:1 
      0x10  Dedicated 1+1 
      0x20  Enhanced 
      0x40  Reserved 
      0x80  Reserved 
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The remaining three octets, needed to have the four octet size that is 
similar to the size of link protection type length vector of OSPF, 
SHOULD be set to zero by the sender, and SHOULD be ignored by the 
receiver. 
 
Shared Risk Link Group (SRLG) associated with the path (Type 
Code 17) 
 
The value of SRLG is an unordered list of 32 bit numbers that are the 
SRLGs of the corresponding link. This message carries the Shared Risk 
Link Group information. The definition of values is similar to definitions 
used in OSPF-TE [15]. 
 

Shared Risk Link Group Value 
……………….. 
Shared Risk Link Group Value 

 
Interface or path switching capability descriptor (Type Code 18) 
 
The use of this field should be consistent with the one used for 
dissemination of this kind of information within a domain [14-16] 
 
Switching 
Cap(1byte) 

Encoding (1byte) Reserved (2bytes) 

Max LSP Bandwidth at Priority 0 
……………. 
Max Bandwidth at Priority 7 

 
Switching Capability field has the following meanings: 
The Switching Capability (Switching Cap) field contains one of the 
following values: 
           1     Packet-Switch Capable-1 (PSC-1) 
           2     Packet-Switch Capable-2 (PSC-2) 
           3     Packet-Switch Capable-3 (PSC-3) 
           4     Packet-Switch Capable-4 (PSC-4) 
           51    Layer-2 Switch Capable (L2SC) 
           100   Time-Division-Multiplex Capable (TDM) 
           150   Lambda-Switch Capable   (LSC) 
           200   Fiber-Switch Capable    (FSC) 
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The Encoding field contains one of the values specified in [12]. 
 

Dissemination of that information through BGP for all the possible links 
would turn BGP into some sort of an Interior Gateway Protocol. Our 
suggestion is that this information will be only disseminated for the 
abstracted paths or links, i.e., only the routers along the path that is being 
advertised to the peers would exchange or use the information. As such 
we suggest the Attributes to be optional and non-transitive. This would 
ensure that the BGP is backward compatible such that only BGP 
speakers that support GMPLS would interpret this information. 
 
Carrying label information using BGP 
 
Request for Comments (RFC 3107) [19] already establishes a method for 
carrying label information in BGP-4. Such method is suitable to carry 
labels containing information for non-packet switching devices. 
 
The changes that are required in the current BGP to carry this new set of 
TE-LSP information are presented in Paper B together with simulation 
results that demonstrate that BGP still perform well while carrying the 
abstracted path information.   
 

2.2.3 DISCUSSION OF THE RESULTS 
 
Detailed results of the inter-domain traffic engineering solution that we 
developed can be found in paper A and Paper B, therefore here only a 
summary is presented. The abstracted method that we developed is 
suitable to enable inter-domain traffic engineering as it enables operators 
to exchange information about their networks needed to provide various 
services with QoS guarantees to applications and customers. This is 
achieved without sharing detailed information that would violate 
business interests.  
The amount of exchanged information is small enough to enable BGP to 
continue to be scalable. Thus, it is still in conformance with the main 
motivation and principles that guided the development of border 
gateway protocol, i.e., to reduce the amount of information that is 
exchanged between peers. However, the developed method can have 
scalability problems in situations in which we have huge number of 
border routers within a domain. This is a result of the fact that when we 
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have many edge routers in a domain we need to compute for each 
destination the proposed four possible differentiated QoS paths from 
the border router connecting the peering autonomous systems (AS) to 
each of the edge routers that connect user networks. 
 
 While the drawback would be a subject of a theoretical discussion, real 
networks, even those that do belong to large operators do have a 
relatively small number of edge routers where end users are connected. 
Even if we considered a telecommunication operator that has a domain 
that covers his entire Public Switched Telephony Network (PSTN) 
network, he would still have few switching exchanges where end users 
are connected. This can be seen by the fact that normally a large 
metropolitan city has few telephone number prefixes, usually less than 
twenty. We expect that BGP would still perform well even if we had 
thousands of routers. Having such number of edge routers in one single 
domain is uncommon, and could be avoided by simply breaking the 
network in small manageable domains. 
 
The modifications that we developed and proposed them to be 
introduced in BGP are appropriate because they do not require a new 
protocol to be developed just to enable interdomain traffic engineering 
and it is in line with mechanisms that have been used in the past to 
introduce new features to BGP. The changes can be accommodated 
while maintaining backward compatibility, as routers that do not support 
the new set of Type Codes would simply ignore this information and 
maintain the standard operation. Paper B presents simulation results that 
show that BGP performs well for this limited amount of abstracted 
information. 
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3. NETWORK RECOVERY IN MULTILAYER NETWORKS 
 

Network recovery is an essential part of quality of service delivery in 
networks providing traffic engineering. Current optical networks have 
huge capacity and as such need to restore the traffic quickly in order to 
avoid the loss of huge amount of data. In particular we note that current 
implementation of optical layers are based on multi-technology 
multilayer networks. These layers need to communicate in order to 
restore the network in a proper way in case of failure. 
 

3.1 BACKGROUND AND RELATED WORK 
 

3.1.1 PROBLEM DEFINITION 
 
Communication networks are designed in layers. For instance we might 
have IP layer over Ethernet Layer over Optical layer or IP over ATM 
over SONET/SDH over Optical. This concept is illustrated by Fig. 5. 
 
Provision of QoS also entails making sure that the network will always 
be available to deliver the traffic, i.e., a faster and over dimensioned 
network will not deliver an acceptable quality to its customers if it fails 
often and doesn’t heal quickly. Ideally we want to have a network that 
can safeguard against common failures and can protect or restore the 
network as quick as possible in such a way that applications at higher 
layers do not notice the failure or do not loose huge amounts of data. 
 
Two concepts that are important in regard to network survivability are 
protection and restoration.  
Protection refers to pre-provisioned resources to be used in case of 
failure. The resources are then said to be a backup that protects the 
primary resources. Protection resource can be either a spare fiber, a spare 
wavelength in a fiber, a link, a LSP, etc. Protection resource can be 
dedicated or shared. A resource is said to be dedicated if it is a backup 
resource that is protecting only one primary resource.  
 
Protection resource is referred to as a shared protection resource if one 
backup is protecting several primary resources. When shared protection 
is used one needs to ensure that the risk of having two or more 
connections failing at the same time is minimized. This can be done by 
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applying the concept of shared risk link group (SRLG) to the primary 
connections and ensuring that they do not share the same risk. 
It should be noted that it is probable that connections that do not share 
the same risk can still fail at the same time for unrelated causes. 
 
Restoration refers to a backup path provisioned upon failure of the 
primary path. This means that if a failure occurs we are not sure that 
there will be enough resources to restore the failed connections. 
Restoration usually requires more time to bring the network back to 
operation, as it requires extra computation to discover the available spare 
capacity and allocate it to the failed connections. 
 
While protection is faster than restoration it is not resource efficient, as it 
reserves capacity that could otherwise be used to support other 
communications. 
Because of this there are network configurations that will allow the 
backup protection capacity to be used to carry lower priority traffic. That 
traffic will be pre-empted in case of failure of the primary resource. This 
is not obviously possible in protection configurations in which both 
primary and backup path are continuously used by the communication 
parties. 
 
Because the network layers presented in Fig. 5 are developed by different 
groups or organizations, and they can be used in different combinations, 
each of them is designed with self contained mechanisms to safeguard 
against a set of failures. This is important since a given layer cannot rely 
on recovery mechanisms implemented at another layer because it can be 
uncertain at the time of the design which lower or higher layer 
technologies recovery mechanisms will be used when this technology is 
deployed Therefore at minimum each layer is designed with its own 
recovery mechanism for failures that are detectable in that layer.  
 
Recovery schemes that act in the lower layers, say physical layer, are 
usually faster than recovery mechanisms in the upper layers. Because of 
this lower layer recovery mechanisms are preferred than upper layer 
recovery mechanisms.  However, lower layer recovery mechanisms 
cannot recover failures that require higher layer mechanisms. This is due 
to the fact that usually it is at higher layer that we have a finer granularity 
and diversification of services. 
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Fig. 5. Three approaches for multilayer IP over WDM networks

An important question in a multilayer network is which layer or layers 
should be used to recover a failure? And if multiple layers are needed to 
recover from a failure how should they coordinate to fix the failure? 
 
There are couple of scenarios that can be considered: 

• Single layer recovery schemes in multilayer network 
• Multilayer recovery schemes 

 
Single layer recovery schemes can be divided in: 

• Survivability at the bottom layer 
• Survivability at the top layer 
• Survivability at the lowest detecting layer 
• Survivability at the highest detecting layer 

 
Multilayer recovery schemes can be static or dynamic. A multilayer 
recovery scheme is considered static if at the time of the failure the 
logical network topology (in an IP-over-OTN network, this is the IP 
layer topology) is left unchanged, i.e., static, and no specific actions are 
taken to modify it. As such the logical network must be provided with a 
recovery technique and the required spare resources. Such technique 
might be needed to enable, for instances, the network to survive router 
failures. 
 
Dynamic multilayer survivability strategies differ from static schemes in 
the sense that they actually use logical topology modification for 
recovery purposes. This requires the possibility to flexibly and at real 
time setup and tear down lower layer network connections that 
implement logical links in the higher layer. This approach has the 
advantage that the spare resources of the logical network do not have to 
be established in advance in the logical IP network. This implies that 
there is no longer a requirement for pre-established spare capacity in the 
logical IP network as it is the case for static strategies. However, at the 
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optical layer spare capacity is still needed to deal with lower layer failures 
such as fiber cuts or OXC failures 
 

3.1.2 SINGLE LAYER SURVIVABILITY IN MULTILAYER 

NETWORK 
 
Single layer survivability in a multilayer network can be deployed at 
different layers of the network. In the coming sections we briefly discuss 
the advantages and drawbacks of deploying survivability at only bottom 
or top layers and at the lowest or highest detecting layer. 
 
Bottom layer recovery strategy 
 
Single layer restoration mechanism is not able to recover from all 
possible network failures. To illustrate the problem of network 
survivability deployed only in the bottom layer consider the network in Fig. 
6, where R1 has two LSPs to R4.  LSP1 follows path R1-OXC1-OXC5-
OXC4-R4 while LSP2 follows path2 R1-OXC1-OXC5-R5-OXC4-R4. It 
should be noted that the LSP2 is composed of two logical links (link R1-
R5 and R5-R4). We represent the OXCs as being part of the LSPs just 
for the sake of illustration but in fact they are not visible to the label 
switched routers (LSR) as they do not participate in the label switching 
process.  In Fig. 6, two LSPs connections are represented by the full line 
and the dashed line respectively. Now, consider a recovery process that 
is only done in the lower layer, i.e. the optical layer. If OXC5 fails, the 
optical layer can recover LSP1, perhaps rerouting LSP1 through OXC1-
OXC2-OXC4 represented as dotted line, but it will not be able to 
recover the LSP2 because LSR R5 is isolated due to failure of OXC5, 
which is terminating both logical links R1-R5 and R5-R4. Thus, a higher 
layer recovery mechanism would be needed to recover LSP2. For 
instance the higher layer could recover this flow by routing it through R3 
as follows: R1-R3-R4 following the optical layer OXC1-OXC3-OXC4. 
Note that it was possible to recover the flow R1-R4 that was transiting 
the failed OXC5 using the bottom layer recovery scheme but the same 
layer could not recover the other flow though it was transiting the same 
failed OXC5. 
 
 
 
 



 

Fig. 6. Illustration of problems of failure recovery when a bottom layer 
only strategy is used

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Top layer recovery strategy 
 
A top layer recovery mechanism has the advantage of coping more easily 
with higher layer failures or node failures such as indicated in the Fig. 6. 
Using a top layer only recovery mechanism it is also not efficient because 
one root failure in the lower layer can result in multiple failures in the 
higher layer. This situation is illustrated by the Fig. 7. A single failure of 
the span between OXC1 and OXC3 results in failures of three IP logical 
links between routers R1-R3, R2-R3 and R2-R5. This implies that the 
recovery scheme in the top layer will have to recover from three 
simultaneous link failures, which is quite complex. However if a recovery 
scheme at the bottom layer had been deployed it would need to only 
cope with simple failure scenario of one link failure. 
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Fig. 7. Survivability at the top layer showing that a single root failure 
may propagate to many so called secondary failures 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A major drawback of this strategy as referred in [39-41] is that it typically 
requires a lot of recovery actions, because of the finer granularity of the 
flow entities in the top layer. However, by treating each flow at the top 
layer it allows for differentiation of these flows based on their service 
importance. In other words the top layer can choose to recover the 
critical, high-priority traffic before any recovery action is taken for the 
low-priority flows. Such a service differentiation among traffic flows 
based on the order of importance of the recovery action is not possible 
in lower layers.  
Lower layers switch every flow in an aggregated signal with one single 
recovery action without regard to the nature of the flows that are carried 
by that signal. 
 
Indeed the level of granularity at the optical layer is a lightpath, a virtual 
circuit (VC) at the SONET/SDH layer, a class of service (COS) at the IP 
layer, and a TE LSP at the MPLS TE layer. 
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In some situations finer granularity may lead to efficient resource usage, 
though survivability at higher layer potentially requires more equipment, 
which might add to the cost of the network and its operation. 
 
Lowest detecting layer recovery strategy 
 
It is conceivable to use slight variants of the single layer recovery strategy 
by employing a process by which the recovery will be done by the lowest 
detecting layer or the highest detecting layer. This implies that multiple 
layers will deploy a recovery scheme, but the single layer that detects the 
root failure is still the only one that takes recovery actions.  With this 
strategy the problem of bottom layer not being able to detect a high layer 
failure is avoided because the higher layer that detects the failure will 
recover the affected traffic. However, the lowest detecting layer recovery 
scheme still suffers from the fact that it cannot restore any traffic 
transiting higher layer equipment isolated by a node failure in the 
detecting layer. The survivability at the highest detecting layer is 
deployed on a per traffic flow basis. That means that recovery actions 
can take place at different layers, but each of the recovery action will 
recover only one traffic flow. 
 
Both lowest and highest detecting layers strategies are single layer 
recovery schemes to provide survivability in a multilayer network, 
though they enable the use of survivability capabilities deployed in 
various layers. 
 
Because of this it is beneficial to deploy recovery mechanisms in multiple 
layers of the network to benefit from the advantages of the capabilities 
of each layer. Implementing multilayer recovery mechanism does not 
mean that they will all be used for every fault, as some errors are better 
treated by one mechanism than the other. 
 
In order to prevent that different layers react to the failure in an 
uncoordinated way, hold-off timers are used, normally the higher layer 
waits the hold-off time as to give the lower layer a chance to fix the 
failure before it starts the recovery process. 
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The hold-off time can, depending on the technology used in the layers, 
be in the magnitude of hundreds of seconds [42]. For low bandwidth 
networks loosing links for few seconds might not be a major problem. 
However, for the ultra-high capacity of optical networks waiting many 
seconds to start recovering from failure can result in a huge loss of data. 
In the next section we present a mechanism we developed to speed up 
the restoration process by exploiting interlayer communication and fast 
signalling of failures. 

 
3.2 CONTRIBUTIONS OF THIS THESIS 

 
In the next section we present our solution to the problem of improving 
the restoration time in optical transport networks. We first propose that 
typical errors that can occur in a network be classified and assigned an 
error number and use this number to trigger faster restoration by quickly 
communicating the failure to the appropriate layer that is suitable to deal 
with the failure. 

 
3.2.1 INTERLAYER COMMUNICATION AND FAST 

SIGNALLING FOR FASTER RESTORATION 
 
Industry practices set restoration time at physical layer to be limited to 
50ms. However, if the error is to be recovered at the data link layer or 
network layer it takes a lot of time to restore an interrupted connection. 
If for instance the failure is to be handled by the network layer it could 
take minutes to restore a path [42]. 
As referred in [43-46] survivability at optical layer is important because it 
can provide efficient multiplex protection resources, such as spare 
wavelengths and fibers, for several higher layer network applications and 
protection to upper layer protocols that may not have built-in protection. 
Authors in [39-42] and [46-48] discuss the need to have various recovery 
schemes in multilayer and multi-technology networks and they do refer 
to the need of interlayer communication but they do not propose a 
mechanism by which this could be implemented. 
In this thesis we address the issues of speeding up the total restoration 
time. We propose to introduce a communication between layers, to 
accelerate processing of alarm messages by giving them a priority to 
access the CPU resources within a router so that processes dealing with 
faults are handled before all other processes in the router to ensure that 
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restoration time can be as short as possible. We propose that fault 
messages are handled as high priority traffic, i.e., no waiting time for this 
type of traffic in the nodes along the path as well as pre-emption of any 
process that the CPUs are handling inside a router upon arrival of the 
fault messages.  
We also address the mechanisms that are required to coordinate the 
recovery of the network upon failure in such a way that restoration is 
speeded up. We propose the use of inter-layer communication process to 
enable the layers to transmit to each other information that can trigger 
the recovery process faster. 
 
Additionally we propose a mechanism by which layers cooperate in order 
to restore the network as fast as possible. For this we propose that 
failures are classified and each assigned an error code type. The scheme 
works as follows. When a layer detects a failure it will immediately check 
if it is the best designated layer to deal with that failure; if it is, then it will 
start the restoration immediately, otherwise it will communicate, through 
service primitives, the failure to the designated layer to deal with the 
failure. This process is developed in paper D and paper E using as an 
example the IP over 10GbE over optical based network. 
 

3.2.2 PROPOSED SOLUTION FOR INTERLAYER 

COMMUNICATION AND FAST SIGNALLING 
 
When the optical layer detects a failure the affected demands have to be 
rerouted around the failure. Ideally the recovery at the optical layer is 
performed before the network layer detects that there was a failure at the 
optical layer. However, if the failure cannot be resolved by the optical 
layer or the optical layer cannot detect the failure (e.g. in the case of 
router failure) the upper layer should react to the failure and re-route 
around the failure. 

 
The time it takes to detect a failure, signal toward the source, switch to 
alternative path or provision another connection is called restoration 
time and it is important to be kept as small as possible so that small 
glitches in the network do not result in disruption of connections. If we 
let the network layer wait until the optical layer restoration time has 
elapsed, it will result in delays that could have been avoided. 
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Restoration at a network layer for best-effort Internet was not perceived 
as critical, but with fast interfaces (such as 10Gbps) that are available 
today a restoration delay of a few seconds can result in loss of gigabytes 
of data. This is the rationale to provide mechanisms that enable the 
recovering of affected traffic in the shortest possible time. 
 
We propose to assign an error number to the common or well-known 
failures. The error number would indicate which layer should handle this 
failure. When a lower layer, for instance the optical layer, detects a 
failure, it will check the error number and see whether it should be 
resolved at the optical layer. If not it should send a request to the 
relevant upper layer to immediately start the recovery. 
 
Assume that t1 is the time it takes for the optical layer to detect a failure 
and σt1 is the time it takes for this layer to recover from the failure. 
Further assume that t2 and σt2 is the time it takes for one of the client 
layers (e.g., Ethernet, Fiber channel, etc) to detect and recover the failure 
respectively and finally t3 and σt3 the time for IP layer restoration. With 
inter-layer communication and for failures that require intervention of an 
upper layer it will take in the best-case t3+σt3 to restore an IP 
connection. In contrast, with current schemes, such restoration would in 
the best-case take t1+σt1+t2+σt2+t3+ σt3. Notice that σtn tends to 
increase the higher we go in the protocol stack 
 
The proposed classification of failures is shown in Table 1. 
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Table 1. Fault classification and handling 
Fault 
No. 

Description Fault type 
No. 

Layer 
involved 

Restoration 
layer 

1 Fiber cut 1 1 1 

2 Laser failure 2 1 1 

3 Connector failure 1 1 1 

4 Data link fault 3 2 2 

5 Network layer fault 4 3 3 

6 Hybrid1 fault 5 1 3 

7 Hybrid2 fault 6 2 3 

8 Hybrid3 fault 6 1 2 

 
A fault number indicates different failures that can occur in 

communication network that requires a recovery process to be activated 
in order to restore the failed communication. The fault type is a way of 
grouping the different faults, for instance a fiber cut is similar to a 
connector failure in the sense that both will render the entire fiber 
unusable, therefore failing all the wavelengths that were available in that 
fiber. It means that although a fiber cut and connector failure require 
different actions to be repaired, when that failure happens we might 
need the same recovery actions to take place in order to restore the 
network to operation.  
Note that as depicted by Table 1, while all the failure events of type 
inferior to five that occur in a layer are handled by that layer while hybrid 
layer faults (fault types 6, 7 and 8) occurring in a lower layer are handled 
in an upper layer: e.g. errors occurring in the optical or Ethernet layer are 
restored in the MPLS layer (type 6 and 7) and errors occurring in the 
optical layer are handled by the Ethernet layer (type 8). This is needed 
when there is a finer granularity of services that are visible in the upper 
layers but are not visible in the lower layers. Under these situations it is 
necessary to restore the failure at higher layer that has visibility to the 
existing service connections. 



 
For application of this solution to a concrete multilayer network we have 
developed a mechanism to implement this solution for an IP over 1 and 
10Gigabit Ethernet (10GbE) optical network. Both 1 and 10GbE use 
service primitives to handle communication between layers. There are 
two generic types of service primitives, request and indication primitives. 
The request primitive is passed from layer N to layer N-1 to request a 
service to be initiated, while the indication primitive is passed from layer 
N-1 to layer N to indicate an internal layer N-1 event that is significant 
to layer N. This event may be logically related to a remote service 
request, or may be caused by an event internal to layer N-1. 

In Gigabit Ethernet (GbE) Link fault signalling operates between the 
remote reconciliation sub-layer (RS) and the local RS. Faults detected 
between the remote RS and the local RS are received by the local RS as a 
Local Fault. Only an RS originates Remote Fault signals. 

 
The status is signalled in a four byte Sequence ordered_set as shown in 
Table 2.  

Table 2. Sequence ordered_sets [49] 

 
Lane 0 Lane 1 Lane 2 Lane 3 Description 

Sequence 0x00 0x00 0x00 Reserved 
Sequence 0x00 0x00 0x01 Local fault 
Sequence 0x00 0x00 0x02 Remote 

Fault 
Sequence ≥0x00 ≥0x00 ≥0x03 Reserved 

 

 

 

 

 

 

Table 2 describes the link fault signalling model where the numbers in 
Lane 1, 2 and 3 are in hexadecimal. The link fault signalling state 
machine allows future standardization of reserved Sequence ordered sets 
for functions other than link fault indications. 

Note that Table 2 identifies two types of errors but provides reserved 
space to extend this link fault signalling scheme.  

We are proposing the use of the reserved bits in the lane 3 (see Table 2) 
to signal the fault information type errors as shown in Table 1. The five 
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error types could be added to the already existing two type of errors 
envisaged in Table 2. Table 1 presents six different types of faults 
characterized by different recovery actions depending on the level that is 
most suitable to deal with the fault.  

These error types will be carried between the layers through the new 
service primitive of the type indication that we propose to be introduced 
and to be used immediately by layer n to notify the layer n+1 that there is 
a fault of type x that needs to be repaired. 

The indication service primitive just need to read the hexadecimal value 
in lane 3 and send pass it to the layer above and that will serve as a 
trigger for network restoration. 

Table 1 is used as follows, when a node detect a failure such as fiber cut 
the system would immediately trigger the optical layer to use the 
designated backup path over another fiber to establish the connection.  
This is more suitable and faster to be accomplished at physical layer than 
any other layer. However if we consider a situation in which the backup 
path uses a shared links over a fiber it could be the case that the traffic 
cannot be switched at physical layer, in this case we would have to signal 
the network layer (layer 3) to find the best route to re-establish the 
connection between the nodes. The network layer will then pre-compute 
another path to restore the communication between the nodes. The 
system would then signal the nodes along the path and establish the 
connection. Of course this assumes that there are spare resources 
available in the network. 

The advantage of classifying and typifying the faults is the fact that you 
can quickly request the best layer to deal with the fault rather than 
waiting for the timers of the previous layer to expire before you starting 
the protection or restoration mechanisms at the layer that is able to solve 
the fault. 

 
3.2.3 DISCUSSION OF THE RESULTS 

 
Detailed discussion of our approach can be found in papers D, E and F. 
In this section we have shown that communication networks use various 
technologies to be able to transport traffic and offer differentiated 
granularity of services. Each layer has its own mechanism to deal with 
failures. When there is no protection mechanism in place, restoration is 
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required to recovery from the failure. This process is usually slow. With 
the proposed mechanism to classify errors and implement inter-layer 
communication we have shown that it is possible to reduce the time it 
takes to complete the recovery process. We have also shown that this 
time can be further reduced by mandating that all nodes along the failed 
path give priority to processing fault messages. Providing this priority 
will reduce the blocking probability of fault notification messages what 
will lead to a reduced overall time. We have applied our method to 
Gigabit Ethernet based network but the concept can be extended to 
other technologies such as SONET/SDH and ATM.  
We conducted simulation experiments, with results presented in Paper F, 
to evaluate the performance achieved by different algorithms when 
routing tunnels in failure-free mode and rerouting failed tunnels and the 
impact of the fast signalling on the restoration time. Our results show 
that the routing process follows a different performance pattern 
compared to the rerouting of failed tunnels. These results also reveal the 
relative efficiency of our signalling approach in terms of restoration time 
reduction. 
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4. APPROACH AND METHODOLOGY 
 
The main objectives of this thesis have been the proposal of a 
mechanism that would allow end-to-end lightpath provisioning across 
multiple domains and the improvement of restoration time in optical 
networks. 
 
In order to achieve the above objectives the following approach has 
been used: 

• define the problem; 
• literature study of how the problem was being addressed by 

several research groups; 
• propose a solution to the problem;  
• simulate the proposed solution using  OPNET network 

simulator; 
• performance evaluation of the proposed solution; 

 
This methodology was applied for both the suggested BGP extensions in 
support of GMPLS traffic engineering as well as to evaluate the 
performance of interlayer communication and fast signalling processing 
as a mechanism to achieve faster restoration. 
For evaluation of our solutions to the problems addressed in this thesis 
we have chosen the use of simulations rather than formal methods, first 
because it is network simulators are widely used for this kind of 
experiments and that using a standard simulator like OPNET makes it 
possible to compare your results with other related research and second 
because formal methods are not always suitable for dealing with the 
dynamics involved in our proposed solutions. 
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5. SUMMARY OF THE PAPERS AND ORIGINAL WORK 
 
Paper A:  Inter-domain Routing in Optical Networks 
 
Américo Muchanga, Lena Wosinska, Fredrik Orava, Joanna Haralson. 
Published in the proceedings of The Optical Networks & Technologies 
Conference (OpNeTec 2004), 18-20 October 2004, Pisa, Italy.  ISBN: 
 
This paper presents the rationale for interdomain routing in optical 
networks in which we analize both the user and operators perspective of 
why providing interdomain routing for generalized multiprotocol label 
switching is important. We look to both legal and business perspective of 
such service. The main contribution of the paper is the mechanism for 
creating abstracted paths. What we propose is that a domain belonging 
to a given operator do not have to advertise to his peer all the possible 
paths from the border label switched router (LSR) to reach a given end 
customer, instead he can calculate some paths that satisfy some quality of 
service (QoS) criteria and only announce those paths through some form 
of border gateway protocol to the other operator (domain) with which 
he is peering. As a result what the other operator sees is a subset of QoS 
paths ( abstracted) that he can use to reach a customer without 
necessarily having to know all possible details of how the other operator 
has actually engineered the network to actually provide the circuits or 
paths. 
My contribution in this paper is the path abstraction method that enables 
service providers to provide to the peering entity only few paths 
reflecting a subset of possible paths with various QoS that can be used 
to reach a customer connected through the service provider. 
 
Paper B: Requirements for Inter-domain Routing in Optical      
                Networks 
 
Américo Muchanga, Lena Wosinska, Fredrik Orava, Joanna Haralson. 
Published in Proceedings of The Optical Fiber Communication and 
NFOEC Conference (OFC/NFOEC), 6-11 March 2005, Los Angeles, 
USA.  ISBN# 1-55752-802-0 
 
This paper presents the requirements for Interdomain routing in Optical 
networks and builds up from the previous paper. The main contribution 
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of this paper is the proposal of the extensions that are required in border 
gateway protocol (BGP) in order to support GMPLS. We propose 
extensions to BGP-4 so that it can carry the abstracted paths that are 
proposed in the previous paper. Finally we performed the simulations 
using OPNET to study the performance of OSPF and BGP in a 
network that announces abstracted paths. 
My contribution in this paper has been the extensions that are required 
to BGP in order to carry the information about the abstract paths that 
have been discussed in paper A. 
 
Paper C: The Service Oriented Optical Network (SOON) project 
 
Barbara Martini, Fabio Baroncelli, Piero Castoldi, Americo Muchanga, 
Lena Wosinska. Published in the proceedings of The International 
Conference on Transparent Optical Networks (ICTON) 2005 Reliability 
Issues in Next Generation Optical Networks (RONEXT), 4-6 July 2005 
at Barcelona, Spain.  
 
The Service Oriented Optical Network (SOON) is a project focused on 
the evolution of the next generation of optical network based on the 
Automatic Switched Transport Network (ASTN) architecture. In 
particular it defines a reference architectural framework for a service 
oriented transport networks, by introducing the Service Plane (SP) that is 
an intermediate functional plane which contains the intelligence for 
service provisioning. The SP has the task of abstracting and masking the 
transport-related implementation details from the customers. The 
proposed architecture is conceived in terms of functional blocks and 
interfaces and it is open to different implementation from a 
technological (hardware and/or software) point of view by potential 
manufactures. 
 
In this research project we have setup a testbed that enables customers 
to use a client application that automatically request the distributed 
service plane to setup connections based on a service level agreement 
(SLA) previously discussed and agreed upon between the customer and 
the provider. 
  
The testbed was composed by computers running the client and service 
plan. The computers were connected to four juniper routers that were in 
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turn connected to a DWDM ring via Gigabit Ethernet (GbE) links. With 
the JunOScript, in the juniper routers, we were able to use a client 
application to request the Juniper routers to setup LSPs conforming to a 
certain degree of QoS. When the request was received by the routers, 
they in turn, requested the optical nodes to establish the LSP with the 
desired capacity and protection. This way we have demonstrated that a 
customer can request to the service provider a link that satisfies a given 
criteria based on the service level agreement (SLA) previously agreed 
with the service provider. My contribution in this research project has 
been in the design and testing of the network plane of the testbed to 
enable the end to end LSP request and setup. 
 
Paper D: Inter-layer Communication for Improving Restoration 

time in Optical Networks 
 
Américo Muchanga¹, Lena Wosinska², Fredrik Orava. Published in the 
Proceedings of the OFC/NFOEC 5-10 March 2006, Los Angeles USA. 
 
This paper deals with network survivability mechanisms.  In particular 
we recognize that network survivability can be provided at several layers.  
Each technology deployed in any of this layers (physical, data link, data 
link or even layers above) can have its mechanisms of dealing with 
communication failures, therefore in this paper we look to mechanisms 
of reducing the restoration time in optical networks taking in 
consideration the fact that upper layers react slowly as compared to 
lower layers. We argue that the protection or restoration time can be 
reduced by applying appropriate mechanisms of inter-layer 
communication. 

 
In this paper we assign an error handling number to common failures. 
We then propose that each layer use this error message number to decide 
if it is the best layer to deal with this particular failure. The layer that sees 
first the failure that it can’t fix should notify the layer that is regarded as 
appropriate to restore the connection. In this way the faster fault 
management can be achieved.  
My contribution in this paper had been in the fault classification and the 
assignment of an error type that can be used by any layer that detects the 
failure to communicate the failure to the designated layer in order to 
enable it to initiate the restoration process as fast as possible. I also 
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contribute in this paper the changes that are required to 1 Gigabit 
Ethernet service primitives and the ordered-set bits of 1GbE to enable 
this technology to perform interlayer communication. 
 
Paper E: Inter-layer communication for faster restoration in a 

10Gigabit Ethernet based network. 
 
Américo Muchanga, Antoine B. Bagula, Lena Wosinska. Published on 
Procedings of The SPIE Photonics Europe, 2-6 April 2006, Volume 
6193. Strasbourg, France.  
 
This paper we show how the inter-layer mechanism developed in paper 
D could be implemented for a particular optical network that uses 
10GbE as the data-link layer. Therefore we suggest that common failures 
should be classified and assigned an appropriate error message number. 
Each layer would use this error message number to decide if it is the best 
layer to deal with this particular failure. The layer that sees first the 
failure should decide (upon the error number) which layer is appropriate 
to restore the connection. In this way faster fault management can be 
achieved.  

We propose a mechanism of implementation of inter-layer 
communication for a 10GbE based network. We exploit the reserved 
bits in sequence ordered-set of the link fault handling mechanism used in 
10GbE to code the faults classified as per the mechanism that we 
developed. This information is in turn carried between layers through the 
new notification service primitive. 

My contribution in this paper has been in the development of interlayer 
communication for a 10GbE based network. 

 

Paper F: Performance Analysis of Inter-layer Communication    
    based Restoration in Optical Networks 

 
Américo Muchanga, Antoine B. Bagula, Lena Wosinska   Submitted to 
OFC/NFOEC 2007, Acceptance notifications by 15th December 2006. 
 
This paper presents the results of a performance evaluation of 
restoration that uses inter-layer communication for a Gigabit Ethernet 
based optical network. We use as a simulation environment the 24 nodes 
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US wide area optical transport network. The simulation is done for 
various load conditions and priority treatment of signalling messages is 
also considered. We present a fast signalling scheme where intra-layer 
signalling and inter-layer communication are used to reduce the recovery 
operation time. Simulation reveals the efficiency of the scheme 
compared to normal signalling strategies. 
We conducted simulation experiments to evaluate the performance 
achieved by different algorithms when routing tunnels in failure-free 
mode and rerouting failed tunnels and the impact of the fast signalling 
on the restoration time. The results show that the routing process 
follows a different performance pattern compared to the rerouting of 
failed tunnels. These results also reveal the relative efficiency of our 
signalling approach in terms of restoration time reduction. We also 
propose extensions to the service primitives of the 10Gb Ethernet 
standard to integrate our fast signalling strategy as a first step toward the 
implementation of a hybrid network layering an IP over MPLS network 
above an Ethernet over fiber network.    As proposed in this paper our 
inter-layer communication scheme belongs to the category of token-
based escalation strategies with sequential activation of restoration 
mechanisms following bottom-up coordination between layers. Multiple 
rerouting with parallel activation of restoration mechanisms in different 
layers are the only escalation strategies which are capable of achieving 
signalling operation times comparable or lower than those achieved by 
our strategy. However these strategies may require the control of a Shared 
Resource Pool incurring additional processing to relocate lower priority 
tunnels for accommodating higher priority tunnels. Comparing our 
newly proposed strategy with parallel activation is a direction for future 
research. 
My contribution in this paper has been the development of the 
extensions that are required to enable the 10GbE to exchange error 
messages with other technology layers. 
 
Paper G: Providing QoS in end to end Optical Networking 
 
Américo Muchanga, Lena Wosinska, Fredrik Orava,  
Technical Report /FSIG-2006/KTH02. 
 
In this paper we present the challenges for enabling inter-provider QoS 
on the Internet. Providing QoS is costly, therefore it needs business 
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justification. Thus, we argue that to make it possible, there should be 
applications requiring end-to-end QoS that give sufficient revenue. 
Furthermore, we argue that even if it is technically possible to achieve 
end-to-end QoS, it is necessary to overcome the trust barrier that usually 
prevails between service providers. 
 
Routing and signalling protocols play an important role in optical 
networks. Interior gateway protocols have been extended in order to 
advertise not only link state information that is basically used to provide 
reachability information but also to convey resource information that is 
required for traffic engineering. With GMPLS extensions routing and 
signalling protocols can support packet switching devices as well as time, 
wavelength and spatial switching devices. 
 
In order to enable quality of service differentiation and for  traffic 
engineering to be done on end-to-end basis across multiple domains link 
state information as well as traffic engineering (TE) information between 
domains needs to be exchanged. This should be done through an 
Exterior Gateway Protocol such as BGP. 
 
Exporting the entire network map with all TE parameters is not 
reasonable due to business, operational, capacity and scalability purposes. 
Therefore we propose a method to provide end-to-end QoS by 
operators without the need to make their network architecture visible to 
the peering operators. In this method only a few optional paths satisfying 
some levels of QoS guarantees are provided. These QoS can be 
negotiated between peering entities and used to create the visible LSPs. 
The paths can be computed using constraints such as diversity, 
bandwidth and survivability. 
We argue that QoS is costly and for it to be provided by operators, there 
should be applications that demand QoS and from which operators can 
increase their revenues, i.e., without a business case operators will not be 
compelled to plan, deploy and operate their networks in a way in which 
QoS can be guaranteed. 
In addition we argue that trust will remain as the barrier for inter-
provider QoS in the Internet.  However operators will still have to 
partition their networks in domains for the sake of scalability and inter-
technology operation. Therefore inter-domain QoS will evolve from 
inter-domain operation inside a network belonging to a single operator. 
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My contribution in this paper has been the statement of the 
requirements for interdomain traffic engineering. We basically argue that 
networks providing TE between domains will only be deployed if there 
are services requiring QoS that can generate revenue to the service 
providers. 
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6. CONCLUSIONS AND FUTURE WORK 
 
This thesis has addressed two problem areas, one related to support of 
interdomain end-to-end lightpaths and the second related to 
improvement of restoration time in optical networks. In regard to 
interdomain optical networking we have proposed a mechanism of 
abstracting the paths inside domain and use the extended BGP to 
exchange information related to abstracted paths. Using these 
mechanisms operators would be able to provide to their customers a 
differentiated QoS and participate in an interdomain peering without 
having to disclose all the topology and resource information that is 
generated and exchanged inside a domain. Our approach provides a 
scalable solution for interdomain TE. 
In relation to improvement of restoration time, we have proposed the 
use of inter-layer communication as a way to improve the restoration 
time when a failure is detected in a metro or wide area optical network. 
We propose that typical errors be classified in error types and a particular 
layer is designated to address the failure. Once this classification is done, 
when a layer detects a failure it simply communicates the information to 
the appropriate layer to deal with the failure. In this way time is saved in 
the restoration process since layers start restoring the communication 
promptly rather than waiting until the typical hello or keep-alive intervals 
that are in many cases in the range of seconds. We have proposed 
changes that are required to support inter-layer communication for both 
one gigabit Ethernet (1GbE) and for ten gigabit Ethernet (10GbE). This 
is done by exploiting reserved bits in the ordered-set sequence and the 
service primitives for communicating error messages in the Ethernet 
standard. Furthermore we propose to apply fast signalling of failure 
notification messages so that messages carrying information about the 
failures or messages signalling the establishment of new paths to restore 
the connections are given priority treatment by intermediate nodes 
connecting the communicating nodes. 
 
Future work 
In regard to the interdomain routing optical networking future work is 
required to actually implement the extensions in the BGP for one of the 
routing software and experimentally test the performance and 
convergence time of BGP. In relation to inter-layer communication we 
have only considered the situation in which we have IP over Gigabit 



 64

Ethernet over Optical physical layer. In the same way interlayer 
communication for other kinds of switching technologies and stacks can 
be studied. Consider for instance the benefits of inter-layer 
communication in networks with the following stacks can be considered: 

• IP over ATM over Optical 
• IP over SONET/SDH over Optical 
• IP over ATM over SONET/SDH over Optical 
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Abstract: In this paper we present a mechanism for obtaining an 

abstraction of network topology in optical networks in order 
to compute an end-to-end lightpath across multiple domains. 

  

1. INTRODUCTION 

The main benefit of the Multiprotocol Label Switching (MPLS) is to 
provide traffic engineering in IP networks. The connectionless operation 
of IP networks becomes more like a connection-oriented network where 
the path between the source and the destination is pre-calculated based 
on user specification. 

Generalized Multiprotocol Label Switching (GMPLS) extends MPLS 
to provide the control plane (signaling and routing) for devices that 
switch in any domain, i.e. packet, time, wavelength and fiber. This 
common control plane is expected to simplify network operation and 
management by automating end to end provisioning of connections, 
managing network resources, and providing the level of QoS that is 
expected in the new, sophisticated applications. 

Thus future data and telecommunication networks are likely to 
consist of elements that will use GMPLS to dynamically provision 
resources and to provide network survivability using protection and 
restoration techniques.  

There is also a great interest in extending IP-based protocols to 
control optical networks. To replace the existing solutions the new 
optical transport networks must provide similar or higher QoS, 
protection and restoration mechanisms that are available in current 
techniques. This implies that network operators have to be able to 
provide end-to-end QoS guarantees for its customers. Thus the network 
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operators or carriers need to have traffic engineering capabilities to set 
lightpaths in networks that are beyond their administration domains, 
which means that they have to be able to exchange resources and 
topology information through an Exterior Gateway Protocol (EGP). 

Domain boundaries exist for the purpose of abstraction from 
irrelevant details, e.g. domain related information, to the outside world. 
This information might reveal to the network architecture between two 
competing entities. However it might be vital to enable network or 
service providers to achieve diversity and protection that is essential for 
optical networks survivability 

There are only a few attempts that address the issues of inter-domain 
routing and optical networks [1,2]. They are still in the early phases. In 
order to utilize the full potential of optical networks information about 
optical network resources has to be conveyed through inter-domain 
routing protocols. However, the IETF GMPLS architecture draft [3] 
does not cover extensions for inter-domain routing (e.g. BGP).  

This paper addresses the information that has to be shared between 
domains through an inter-domain signaling mechanism and its level of 
relevance to support the development of optical networks. This 
information could be conveyed through traffic engineering extensions to 
the existing inter-domain routing protocols. Therefore we are proposing 
a method of network abstraction that would enable extensions to BGP 
to achieve traffic engineering information exchange required to facilitate 
the operation of networks. The ability to diversely route optical 
connections is very important for the reliability and resilience of the 
optical network. 

Our approach is to use BGP for sharing not only the information 
about network reachability but also to share information about essential 
data in internal networks that is required to enable peers to setup end-to-
end lightpaths with requested quality.  

2. RATIONALE FOR INTER DOMAIN ROUTING IN 
OPTICAL NETWORKS 

In this paper we concentrate on the signaling and routing issues when 
networks belonging to different carriers are interconnected. We consider 
services that make two competing companies to be involved in optical 
inter-domain routing relationship. 
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In inter-domain routing relationship today, service providers share 
basically only the network reachability information. Occasionally they do 
exchange information that allows them to reach some degree of 
diversity, in situations where multi-exit discrimination is possible. In 
these situations the inter-domain routing protocol is not used to carry 
information that has any significance for lower layers.  

However, inter-domain relationship in optical networks can involve 
exchange of information that can reveal the network architecture of the 

competing peers, and thus affecting the competitive advantage of the 
participating entities. If end-to-end light path provisioning is to be 
achieved, service providers need to exchange some information in the 
interconnecting network interfaces, which is beyond the network 
reachability information that is carried today.   

Provider A Provider B

Client A Client B

Figure 1. Network model and components of provider networks 
interconnected through a wavelength routing network 

Figure 1 shows network model and components. We focus on the 
relationship between provider A and provider B, and in particular on the 
cooperation between the edge routers that interconnect the networks of 
the providers. Figure1 shows a situation in which the networks are 
connected by a point-to-point optical link. Our proposed method, 
however, is not limited to this simple topology and we consider also 
more general network topologies. 

Note, that if two IP clients are connected through two optical 
domains (as shown in Figure 1) the conventional IP adjacency for IP 
layer operations as well as adjacencies for circuit switched operations 
have to be maintained. 

The optical control plane has been proposed in the GMPLS 
architecture [3]. Protocols and functions of an optical control plane are 
illustrated in Figure 2. The optical network control plane is divided in 
routing protocols and signaling protocols. Routing protocols are used for  
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Optical Network control plan

Signaling protocolsRouting protocols

Topology  discovery Connection provisioning

Resources discovery Connection maintenance

Connection deletion

Figure 2. Protocols and functions of an optical control plane 

 
topology and resource discovery and dissemination while signaling 
protocols are used for connection provisioning, maintenance and 
termination. 

Topology and resource discovery and dissemination can be done 
both within domain and between domains. Protocols that achieve that 
within a domain have been proposed [4, 5] and are now going through a 
maturing phase. They have been presented in a form of extensions to 
existing protocols such as Open shortest path first (OSPF) and 
Intermediate System to Intermediate System (IS-IS). These extended 
protocols have already been implemented in a number of routing 
engines.  However, so far there is no protocol implementation that 
provides the same functionality for inter-domain operations. 

3. ROLE OF INTER-DOMAIN ROUTING 
PROTOCOLS 

To support devices that switch in time, wavelength and fiber, MPLS 
was extended with protocols that advertise the availability of these 
resources in order to allow the establishment of a label switched end-to-
end path. OSPF and IS-IS have been extended to advertise, within a 
domain, the availability of optical resources in the network (e.g. 
generalized representation of various link types, bandwidth on 
wavelengths, link protection type, fiber identifiers). Once that 
information is known signaling protocols such as RSVP[6] and LDP[7] 
have been extended for traffic engineering purposes that allow a label-
switched path (LSP) to be explicitly specified across the optical core.  
Figure 3 shows a constraint-based routing flow. 
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Routing Table User 
Constraints 

Traffic Engineering 
Database (TED) 

Explicit route 

Constrained Shortest 
Path First (CSPF) 

Extended IGP 
OSPF, IS-IS 

GMPLS Signalling 
(RSVP,CRLDP) Figure 3. Constraint-based routing 

BGP is a path vector protocol, which in the current implementation 
doesn’t include mechanisms to deliver the topology and link status 
information that is important in computing optical routes. However, 
BGP could be potentially used to support some or all the services 
provided by intra-domain routing protocols in order to enable a proper 
operation of signalling protocols.  

4. OPERATORS’ PERSPECTIVE 

In order to offer similar services as provided today by intra-domain 
traffic engineering protocols, BGP has to be modified to carry all the 
database containing link and resources information that is created by 
these intra-domain routing protocols. In addition it has to support the 
LSP setup process that is accomplished through GMPLS signalling. 

BGP, after receiving information, would have to digest it in the 
internal network in order to allow internal routers to create a database 
that reflects the global network encompassing different network 
operators. 

Exporting the link state information from one domain to another 
domain would consume a lot of resources during the initial flooding 
process and after a change of the network topology or availability 
resources. Announcing all this information would make the networks 
not to scale, because the abstraction used today between domains (i.e., 
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only announce reachable networks and not the full topology) is what 
makes Internet to be able to scale to its current size. Additionally it 
would enable the peering entities to gain a detailed view of how the other 
network is implemented that would require applying expensive routers in 
order to handle huge amount of information. Getting access to this kind 
of information would enable one entity to gain competitive advantage by 
being able to engineer his network to offer superior quality of service 
guarantees. 

The above reasons make it unlikely that network providers will be 
willing to share the entire view of their network to a competing entity, 
because it does not scale, it is costly and is not attractive from a business 
point of view. However, the traffic engineering characteristics of 
GMPLS and its ability to use one forwarding mechanism for multiple 
applications makes it an attractive technology that could enable providers 
that are connected at several points to achieve for instance load 
balancing in the inter connection links and to design services that are 
based on differentiated QoS parameters. 

Therefore, BGP/GMPLS should be used to allow the peering entities 
to create an abstracted view of the network and share only a few abstract 
links or paths in the network that would provide to the peering entities 
some degree of choice to reach destinations inside or outside that 
network. Thus, we propose a way to achieve the abstracted topology and 
how BGP could carry that information. 

As mentioned, there are strong reasons why all learned information 
should not be exported to BGP. Therefore we suggest that a carrier or 
network provider should create abstract aggregations of virtual domains 
inside his networks to be advertised to peering Exterior Gateway 
Protocol (EGP) speakers in order to allow them to have some traffic 
engineering capabilities. This concept is also raised in [8] and is 
illustrated in Figure 4 where two providers own a mesh network with 
links characterized by their resources and capacities. 

There are many possible paths to go from say R1 to R6. These 
possible paths are discovered inside the domain of the providers through 
the use of any extended Interior Gateway Protocol (IGP). Thus the 
border routers, e.g. R7 and R6, contain a traffic engineering database 
describing their view of the network within provider A. Our suggestion 
is that BGP should, for instance, advertise only two paths to the peers. 
For instance R7 located in provider A could advertise to R8 and R9 
located in provider B that R1 can be reached through the path R7-R2-
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R1. In the same way R6 located in provider A would advertise to R9 
located in provider B that R1 can be reached through the path R6-R3-
R4-R1. Note that there are more possible paths to go from R6 to R1, for 
instance, R1 could be reached by the route R6-R5-R4-R1. However, the 
explicit paths are not exported to the peer, only the knowledge about the 
existence of two paths, the associated properties and also how to name 
them should be communicated. In this way some degree of diversity or 
choice can be offered to the peer provider while maintaining some 
abstraction within the network domain, enabling the providers to hide 
the details about their network that they feel would impact their 
competitive advantage. 

Provider A
Provider B

Client A Client B

R1

R2

R7

R6

R4

R3

R5

R8

R9

R10

R12

R13
R11

  
Figure 4.  An example of abstraction that border routers could provide to 

ch othe ea r 

5. MECHANISM FOR CREATION OF ABSTRACTED 
PATHS 

In order to create the abstracted network topology with only few 
possible paths between the edge nodes we suggest introducing the 
following constraints: 

1. Node diversity 
2. Minimum bandwidth available within the paths 
3. Degree of protection 
4. Shortest paths 
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As a result the edge nodes could be asked for instance to compute a 
shortest path that is node diverse and has a minimum of 10Mbps with 
links along the path protected by a dedicated protection. 

The idea is that the resulting paths are the ones that could be 
advertised to other EGB speakers in the border routers. This result 
could be tightened to a quality of service that might be requested by a 
peer provider. Assume for instance that client A and B in Figure 4 is one 
company located in two geographically separated areas. In location A 
client A is connected through Provider A and in location B client B is 
connected through provider B. Providers A and B have to agree on the 
end-to-end QoS they want to provide to their respective customers. 
Thus the two providers should decide to advertise to each other paths 
selected along the constraints that enable them to guarantee the required 
QoS.  

The advantage of this method is that creating the abstracted network 
topology inside a domain is based on IGP and signaling protocols such 
as RSVP-TE.  As a result the constructed paths are just like any other 
LSPs and can be treated like any LSPs that have satisfied certain 
computation criteria.  

This procedure can be extended for interconnection of multiple 
domains. Assume two domains are connected through a third domain as 
shown in Figure 5. Provider B can advertise to Provider A and C only a 
limited set of paths to reach both domains. In this scenario we abstract a 
domain as if it was a node, one can decide to advertise either all possible 
paths connecting domains A and C or only the constrained paths. 

Provider A Provider CProvider B

 
In this latter case BGP needs to be modified in order to carry only 

the abstracted information to the peer, which is the main advantage of 
our proposal. 

Figure 5. Interconnection between three providers 
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5. CONCLUSIONS 

Routing and signaling protocols play an important role in optical 
networks. We have proposed that Interior gateway protocols can be 
extended in order to advertise not only link state information that is 
basically used to provide reachability information but also to convey 
resource information that is required for traffic engineering. In this way 
Routing and Signaling protocols can be extended to support packet 
switching devices as well as time, wavelength and spatial switching 
devices. 

In order to allow for traffic engineering to be done on end-to-end 
basis across multiple domains link state information as well as traffic 
engineering (TE) information between domains needs to be exchanged. 
This should be done through an Exterior Gateway Protocol such as 
BGP. 

Exporting the entire network map with all TE parameters is not 
reasonable due to business, operational, capacity and scalability purposes. 
Therefore we propose a method to obtain an abstraction of the network 
topology. In this method only a few optional paths satisfying some 
acceptable QoS guarantees are provided. These QoS can be negotiated 
between peering entities and used to create the visible LSPs.  The paths 
can be computed using constraints such as diversity, bandwidth and 
protection. 

A similar thinking can be applied for links inside a domain as well as 
for links connecting domains. In this case a domain is seen as if it was a 
node with several interfaces that are connected to other domains. 

We also propose that once the abstracted set of paths have been 
obtained and announced to the peers, a streamed down mechanism can 
be applied in the similar way as presented in [1].  

Finally, we believe that the proposed mechanism is promising and we 
are going to evaluate its performance by OPNET simulations as well as 
by experiments made on our testbed. 
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Abstract: In this paper we present a mechanism for obtaining an 
abstraction of network topology in optical networks in order to 
compute an end-to-end lightpath across multiple domains in 
GMPLS networks. We also propose changes to BGP in order to 
carry the abstracted information. Furthermore we use Opnet to 
simulate MPLS operation as a special case of GMPLS. 
© 2004 Optical Society of America 

1. INTRODUCTION 

The main benefit of the Multiprotocol Label Switching (MPLS) is to 
provide traffic engineering in IP networks. The connectionless operation 
of IP networks becomes more like a connection-oriented network where 
the path between the source and the destination is pre-calculated based 
on user specification. 

Generalized Multiprotocol Label Switching (GMPLS) extends MPLS 
to provide the control plane (signaling and routing) for devices that 
switch in any domain, i.e. packet, time, wavelength and fiber. This 
common control plane is expected to simplify network operation and 
management by automating end to end provisioning of connections, 
managing network resources, and providing the level of QoS that is 
expected in the new, sophisticated applications. 

Thus future data and telecommunication networks are likely to 
consist of elements that will use GMPLS to dynamically provision 
resources and to provide network survivability using protection and 
restoration techniques.  

There is also a great interest in extending IP-based protocols to 
control optical networks. To replace the existing solutions the new 
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optical transport networks must provide similar or higher QoS, 
protection and restoration mechanisms that are available in current 
techniques. This implies that network operators have to be able to 
provide end-to-end QoS guarantees for its customers. Thus the network 
operators or carriers need to have traffic engineering capabilities to set 
lightpaths in networks that are beyond their administration domains, 
which means that they have to be able to exchange resources and 
topology information through an Exterior Gateway Protocol (EGP). 

Domain boundaries exist for the purpose of abstraction from 
irrelevant details, e.g. domain related information, to the outside world. 
This information might reveal to the network architecture between two 
competing entities. However it might be vital to enable network or 
service providers to achieve diversity and protection that is essential for 
optical networks survivability 

Few attempts to address the issues of inter-domain routing and 
optical networks [1,2], are still in the early phases. In order to utilize the 
full potential of optical networks information about optical network 
resources has to be conveyed through inter-domain routing protocols. 
However, the IETF GMPLS architecture draft [3], does not cover 
extensions for inter-domain routing (e.g. Border Gateway Protocol 
BGP).  

This paper addresses the information that has to be shared between 
domains through an inter-domain signaling mechanism and its level of 
relevance to support the development of optical networks. This 
information could be conveyed through traffic engineering extensions to 
the existing inter-domain routing protocols. Our approach is to use BGP 
for sharing not only the information about network reachability but also 
to share information about essential data in internal networks that is 
required to enable peers to setup end-to-end lightpaths with requested 
quality. However such information can place great demands in terms of 
bandwidth and processing time to node and might reveal to the outside 
world the network architecture between two competing entities. 
Therefore we are proposing a method of network abstraction that would 
enable extensions to BGP to achieve traffic engineering information 
exchange required to facilitate the proper network operation. In our 
work we take into account that the ability to diversely route optical 
connections is very important for the reliability and resilience of the 
optical network. 

84



2. RATIONALE FOR INTER DOMAIN ROUTING IN 
OPTICAL NETWORKS 

In this paper we concentrate on the signaling and routing issues when 
networks belonging to different carriers are interconnected. We consider 
services that make two competing companies to be involved in optical 
inter-domain routing relationship. 

In inter-domain routing relationship today, service providers share 
basically only the network reachability information. Occasionally they do 
exchange information that allows them to reach some degree of 
diversity, in situations where multi-exit discrimination is possible. In 
these situations the inter-domain routing protocol is not used to carry 
information that has any significance for lower layers.  

However, inter-domain relationship in optical networks can involve 
exchange of information that can reveal the network architecture of the 
competing peers, and thus affecting the competitive advantage of the 
participating entities. If end-to-end light path provisioning is to be 
achieved, service providers need to exchange some information in the 
interconnecting network interfaces, which is beyond the network 
reachability information that is carried today.   

Figure 1 shows a network model and components. We focus on the 
relationship between provider A and provider B, and in particular on the 
cooperation between the edge routers that interconnect the networks of 
the providers. Figure1 shows a situation in which the networks are 

connected by a point-to-point optical link. Our proposed method, 
however, is not limited to this simple topology and we consider also 
more general network topologies. 

P r o v i d e r  A P r o v i d e r  B

C l ie n t  A C l ie n t  B

Fig. 1. Network model and components of provider networks 
interconnected through a wavelength routing network 
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Note, that if two IP clients are connected through two optical 
domains (as shown in Figure 1) the conventional IP adjacency for IP 
layer operations as well as adjacencies for circuit switched operations 
have to be maintained. 

The optical control plane has been proposed in the GMPLS 
architecture [3], where an optical network consists of a data  plane and a 
control plane. The optical network control plane is divided in routing 
protocols and signaling protocols. Routing protocols are used for 
topology and resource discovery and dissemination while signaling 
protocols are used for connection provisioning, maintenance and 
termination. 

Topology and resource discovery and dissemination can be done 
both within domain and between domains. Protocols that achieve that 
within a domain have been proposed [4, 5], and are now going through a 
maturing phase. They have been presented in a form of extensions to 
existing protocols such as Open shortest path first (OSPF) and 
Intermediate System to Intermediate System (IS-IS). These extended 
protocols have already been implemented in a number of routing 
engines.  However, so far there is no protocol implementation that 
provides the same functionality for inter-domain operations. 

3. ROLE OF INTER-DOMAIN ROUTING PROTOCOLS 

To support devices that switch in time, wavelength and fiber, MPLS was 
extended with protocols that advertise the availability of these resources 
in order to allow the establishment of a label switched end-to-end path. 
OSPF and IS-IS have been extended to advertise, within a domain, the 
availability of optical resources in the network (e.g. generalized 
representation of various link types, bandwidth on wavelengths, link 
protection type, fiber identifiers). Once that information is known 
signaling protocols such as RSVP [6], and CR-LDP [7], have been 
extended for traffic engineering purposes that allow a label-switched 
path (LSP) to be explicitly specified across the optical core.   

BGP is a path vector protocol, which in the current implementation 
doesn’t include mechanisms to deliver the topology and link status 
information that is important in computing optical routes. However, 
BGP could be potentially used to support some or all the routing and 
signaling functions provided by intra-domain protocols. 
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4. OPERATORS’ PERSPECTIVE 

In order to offer similar services as provided today by intra-domain 
traffic engineering protocols, BGP has to be modified to carry all the 
database containing link and resources information that is created by 
these intra-domain routing protocols. In addition it has to support the 
LSP setup process that is accomplished through GMPLS signaling. 

BGP, after receiving information, would have to digest it in the 
internal network in order to allow internal routers to create a database 
that reflects the global network encompassing different network 
operators. 

Exporting the link state information from one domain to another 
domain would consume a lot of resources during the initial flooding 
process and after a change of the network topology or availability 
resources. Announcing all this information would make the networks 
not to scale, because the abstraction used today between domains (i.e., 
only announce reachable networks and not the full topology) is what 
makes Internet to be able to scale to its current size. Additionally it 
would enable the peering entities to gain a detailed view of how the other 
network is implemented that would require applying expensive routers in 
order to handle huge amount of information. Getting access to this kind 
of information would enable one entity to gain competitive advantage by 
being able to engineer his network to offer superior quality of service 
guarantees. 

The above reasons make it unlikely that network providers will be 
willing to share the entire view of their network to a competing entity, 
because it does not scale, it is costly and is not attractive from a business 
point of view. However, the traffic engineering characteristics of 
GMPLS and its ability to use one forwarding mechanism for multiple 
applications makes it an attractive technology that could enable providers 
that are connected at several points to achieve for instance load 
balancing in the inter connection links and to design services that are 
based on differentiated QoS parameters. 

Therefore, BGP/GMPLS should be used to allow the peering entities 
to create an abstracted view of the network and share only a few abstract 
links or paths in the network that would provide to the peering entities 
some degree of choice to reach destinations inside or outside that 
network. Thus, we propose a way to achieve the abstracted topology and 
how BGP could carry that information. 
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Fig. 2.  An example of abstraction that border routers could provide to each other 

 
 
 
 
 
 
 
 
 
 
 
 
As mentioned, there are strong reasons why all learned information 

should not be exported to BGP. Therefore we suggest that a carrier or 
network provider should create abstract aggregations of virtual domains 
inside his networks to be advertised to peering Exterior Gateway 
Protocol (EGP) speakers in order to allow them to have some traffic 
engineering capabilities. This concept is also raised in [8], and is 
illustrated in Figure 2 where two providers own a mesh network with 
links characterized by their resources and capacities. 

There are many possible paths to go from say R1 to R6. These 
possible paths are discovered inside the domain of the providers through 
the use of any extended Interior Gateway Protocol (IGP). Thus the 
border routers, e.g. R7 and R6, contain a traffic engineering database 
describing their view of the network within provider A. Our suggestion 
is that BGP should, for instance, advertise only two paths to the peers. 
For instance R7 located in provider A could advertise to R8 and R9 
located in provider B that R1 can be reached through the path R7-R2-
R1. In the same way R6 located in provider A would advertise to R9 
located in provider B that R1 can be reached through the path R6-R3-
R4-R1. Note that there are more possible paths to go from R6 to R1, for 
instance, R1 could be reached by the route R6-R5-R4-R1. However, the 
explicit paths are not exported to the peer, only the knowledge about the 
existence of two paths, the associated properties and also how to name 
them should be communicated. In this way some degree of diversity or 
choice can be offered to the peer provider while maintaining some 
abstraction within the network domain, enabling the providers to hide 
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the details about their network that they feel would impact their 
competitive advantage. 

5. MECHANISM FOR CREATION OF ABSTRACTED 
PATHS 

In order to create the abstracted network topology with only few 
possible paths between the edge nodes we suggest introducing the 
following constraints: 

1. Node diversity 
2. Minimum bandwidth available within the paths 
3. Degree of protection 
4. Shortest paths 
As a result the edge nodes could be asked for instance to compute a 

shortest path that is node diverse and has a minimum of 10Mbps with 
links along the path protected by a dedicated protection. 

The idea is that the resulting paths are the ones that could be 
advertised to other EGP speakers in the border routers. This result could 
be tightened to a quality of service that might be requested by a peer 
provider. Assume for instance that client A and B in Figure 2 is one 
company located in two geographically separated areas. In location A 
client A is connected through Provider A and in location B client B is 
connected through provider B. Providers A and B have to agree on the 
end-to-end QoS they want to provide to their respective customers. 
Thus the two providers should decide to advertise to each other paths 
selected along the constraints that enable them to guarantee the required 
QoS.  

P r o v i d e r  A P r o v i d e r  CP r o v i d e r  B

Fig. 3. Interconnection between three providers 

 

89



The advantage of this method is that creating the abstracted network 
topology inside a domain is based on IGP and signaling protocols such 
as RSVP-TE.  As a result the constructed paths are just like any other 
LSPs and can be treated like any LSPs that have satisfied certain 
computation criteria.  

This procedure can be extended for interconnection of multiple  
domains. Assume two domains are connected through a third domain 

as shown in Figure 3. Provider B can advertise to Provider A and C only 
a limited set of paths to reach both domains. In this scenario we abstract 
a domain as if it was a node; one can decide to advertise either all 
possible paths connecting domains A and C or only the constrained 
paths. 

 
In this latter case BGP needs to be modified in order to carry only 

the abstracted information to the peer, which is the main advantage of 
our proposal. 

 

6. MODIFICATIONS OF BGP TO CARRY 
ABSTRACTED INFORMATION 

Border Gateway Protocol (BGP) is an inter-autonomous system routing 
protocol. An autonomous system (AS) is a network or a group of 
networks under a common administration and with common routing 
policies. BGP is the current Internet standard [9], for inter-domain (AS) 
exterior routing. The primary function of BGP is to exchange 
reachability information between the nodes running BGP. This 
information essentially contains the routing information to reach an AS 
or a set of ASs. 

BGP employs TCP as its transport protocol, which ensures transport 
reliability and eliminates the need for BGP 
to handle retransmissions. Routers that use BGP are called BGP speakers. 
Two BGP speakers that participate in a BGP session are called neighbors 
or peers. Peer routers exchange four types of messages: open, update, 
notification, and keepalive. The update message carries routing information 
while the remaining three types of messages handle the session 
management [9]. 

Some attempts of using an EGP to support GMPLS has been 
presented in [1,10]. Internet Draft [1], proposes that BGP provides the 
following functionalities: basic routing functions for circuit setup, 
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distributed directory services and dissemination of filtered topology 
information. 

 
We propose that BGP will be used to support the process of 

establishment of lightpaths as well as disseminate information about 
abstracted paths that are required in order to meet QoS constraints or 
Service Level Agreements. 

 
The main aim of disseminating this information is to provide the end 

client networks with the ability to specify by themselves a path that meet 
certain QoS or security criteria. We propose that BGP provides similar 
information as IGP does within a domain. The main difference would be 
sharing information about the paths that can be visible to other ASs. 
Therefore we propose the following information to be shared through 
BGP: 

• Link or Path protection type 
• Shared Risk Link Group associated with the link or path 
• Interface or path switching capability descriptor 

In this proposal we are introducing a limited amount of changes to 
the existing BGP so that the new information can be carried without a 
need of developing an entirely new BGP protocol to support GMPLS. 

 
We assume that operators or carriers will manage a network 

composed of a number of optical network elements but the connection 
to client networks will be based on equipment operating at the layer 3.  
Therefore, this equipment can still use the layer 3 addresses to uniquely 
identify the device that is participating in the EGP peering. This 
approach is different from the approach presented in [1], that suggests 
creating a new address for the devices participating in the peering. 
However we are more interested in the abstracted path than the actual 
links that make up the path.  Therefore we can assign a different layer 3 
address to every link within an optical node that uniquely identifies the 
interfaces within the node. 

Thus, the open, notification and keepalive messages of BGP-4 [9], do not 
require any modification to support the current functionality of the 
network. 

The additional information would be carried through an update 
message. We propose the following modification to this message. 
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Modifications of Update Message 
 
The current update message in [1] it has the following format: 
 

     Unfeasible Routes Length (2 octets) 
Withdrawn Routes (variable) 
Total Path Attribute Length (2 octets) 
Path Attributes (variable) 
Network Layer Reachability Information 
(variable) 

 
This message is appended to the 19 bytes BGP message header.  The 

first 3 fields do not need any modification. We propose the modification 
of the Path Attributes and Network Layer Reachability Information (NLRI) 
fields. In current implementation of BGP Path Attributes is a variable 
length field present in every update message. Each path attribute is a triple 
<attribute type, attribute length, attribute value> of variable length.  

Attribute Type is a two-octet field that consists of the Attribute Flags 
octet followed by the Attribute Type Code octet.  
                 
                0 ..1.. 2.. 3.. 4.. 5.. 6. .7 .8 .9. 0. 1. 2. 3. 4. 5 
               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
               |    Attr. Flags  …… |  Attr. Type Code | 
               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
 

The important attribute here is the Attribute Type Code. BGP defines 7 
Type Codes as follows: 
 Type Code 1: ORIGIN 
 Type Code 2: AS-PATH 
 Type Code 3: NEXT_HOP 
 Type Code 4: MULTI_EXIT_DISC 
 Type Code 5: LOCAL_PREF 
 Type Code 6: ATOMIC_AGGREGATE 
 Type Code 7: AGGREGATOR 

NEXT_HOP and AGGREGATOR are the codes that carry 
information which is specific to layer 3 addresses. BGP has however 
another entry in the Update message that carries layer 3 addresses 
namely Network layer reachability information (NLRI).  This is the 
reason why BGP-4 Multiprotocol Extensions (BGP-MP) [11], defines 
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the format of two new BGP attributes (MP_REACH_NLRI and 
MP_UNREACH_NLRI) that can be used to announce and withdraw 
the announcement of reachability information. These attributes have 
been given the Type code 14 and 15 respectively. MP_REACH-NLRI 
and MP_UNREACH-NLRI were defined to enable BGP to support 
other layer 3 protocols such as IPv6, IPX, NSAP, etc. Information about 
other family of addresses can be found in [13]. The NLRI field is also 
modified in [12] to carry MPLS label information in BGP-4. 

We therefore propose the introduction of the following new Attribute 
Type Codes 16, 17, and 18 namely: 

Type Code 16:  Link or Path protection Type 
Type Code 17: Shared Risk Link Group associated with the link 
or path 
Type Code 18: Interface or path switching capability descriptor 

 
The Link or Path protection Type (Type Code 16) 
 
We suggest that this code consists of 4 bytes in the following format that 
is consistent with the definitions in GMPLS signaling functional 
description [14]. 
 

Protection 
Capability 

Reserved 

 
The first byte is a bit vector describing the protection capabilities of 

the link. 
      0x01  Extra Traffic 
      0x02  Unprotected 
      0x04  Shared 
      0x08  Dedicated 1:1 
      0x10  Dedicated 1+1 
      0x20  Enhanced 
      0x40  Reserved 
      0x80  Reserved 
The remaining three octets, needed to have the four octet size that is 

similar to the size of link protection type length vector of  OSPF, 
SHOULD be set to zero by the sender, and SHOULD be ignored by the 
receiver. 
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Shared Risk Link Group (SRLG) associated with the path (Type 
Code 17) 
 
The value of SRLG is an unordered list of 32 bit numbers that are the 
SRLGs of the corresponding link. This message carries the Shared Risk 
Link Group information. The definition of values is similar to definitions 
used in OSPF-TE  [15]. 
 
Shared Risk Link Group Value 
……………….. 
Shared Risk Link Group Value 
 
 
Interface or path switching capability descriptor (Type Code 18) 
 
The use of this field should be consistent with the one used for 
dissemination of this kind of information within a domain [16] 
 
Switching 
Cap(1byte) 

Encoding (1byte) Reserved (2bytes) 

Max LSP Bandwidth at Priority 0 
……………. 
Max Bandwidth at Priority 7 
 

Switching Capability field has the following meanings: 
  The Switching Capability (Switching Cap) field contains one of the 
following values: 
           1     Packet-Switch Capable-1 (PSC-1) 
           2     Packet-Switch Capable-2 (PSC-2) 
           3     Packet-Switch Capable-3 (PSC-3) 
           4     Packet-Switch Capable-4 (PSC-4) 
           51    Layer-2 Switch Capable (L2SC) 
           100   Time-Division-Multiplex Capable (TDM) 
           150   Lambda-Switch Capable   (LSC) 
           200   Fiber-Switch Capable    (FSC) 

The Encoding field contains one of the values specified in [14]. 
 
Dissemination of that information through BGP for all the possible 

links would turn BGP into some sort of an Interior Gateway Protocol. 

94



Our suggestion is that this information will be only disseminated for the 
abstracted paths or links, i.e., only the routers along the path that is being 
advertised to the peers would exchange or use the information. As such 
we suggest the Attributes to be optional and non-transitive. This would 
ensure that the BGP is backward compatible such that only BGP 
speakers that support GMPLS would interpret this information. 
 
Carrying label information using BGP 
 
Request for Comments (RFC 3107) [12] already establishes a method for 
carrying label information in BGP-4. Such method is suitable to carry 
Labels containing information for non-packet switching devices. 

7. SIMULATION OF ABSTRACTED PATH USING 
OPNET 

 This study has proposed a method of creating an abstracted topology. 
This method is applicable to systems that can switch packets or can 
switch in other domains such as time, wavelength and space. However to 
verify the operation of the method we have decided to do a simulation 
using Opnet for an MPLS network. We regard MPLS as a special case of 
GMPLS. Simulations were done by modeling in Opnet a testbed 
developed by the Telecommunications Systems Lab of The Royal 
Institute of Technology.  For the simulation we used Opnet Modeler 
Release 10.0.A PL2. The goal was to implement a simulation scenario in 
order to compute: 

− Convergence time: Time to propagate information about the 
network topology to all nodes in all domains 

− Resources: amount of traffic exchanged for the signaling 
− Scalability: usage of CPU, memory and computing power 
− Protection switching time 

The information about nodes and links within one Autonomous 
System is distributed via OSPF protocol. Using information provided by 
OSPF each node creates a link state database. Constrained shorts path 
first (CSPF) is the algorithm used to compute a possible path thought 
the Autonomous System (AS). In the same manner the abstracted 
network topology can be calculated by the edge routers. This 
information is encapsulated in the BGP protocol and shared with 
neighboring AS. 
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Network Model Architecture 
 
The network architecture proposed for the experiment is presented in 
Figure 4. Internet service providers are operating on four autonomous 
systems (AS 10, 11, 12, 13). They are connected to one backbone 
network (AS 20). Intra-domain routing protocol configured on each 
subnet is OSPF and the inter-domain routing between REx and edgex is 
done via BGP. The network architecture is based on the architecture of 
the optical test bed used by the Telecommunications Systems Laboratory 
at KTH. We would like to be able to compare the simulation results with 
future implementation on the test bed. All routers in the network are 
Juniper M10 and the switches are Extreme Black Diamond. 

In each subnet routers are interconnected by links of different speed 
(1Gbit/sec, 100Mbits/sec and 10Mbits/sec). The protection offered is 
1+1. Each client_x establishes a LSP connection with every client_y in 
the network. 
 

 
Fig. 4. Global view of the network. 
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For the simulation all interfaces were assigned IP address. Inside a 
domain OSPF-TE has been used and BGP-MP with the ability to carry 
label information has been applied between domains. The following 
configurations have been made: 

− Place traffic demands between all clients; clients demand 
1,5Mbit/sec speed for 500 packets per second during 1 hour. 

− Place LSP’s between the routers that the clients are connected to. 
− Configure the MPLS interface on each router and adjusted 

MPLS LDP to default parameters 
− Set the following global simulation attributes: “IP addresses: 

manually assigned”, “Tracer packet per interval: 1000”, 
“Simulation efficiency: disable”, “LSP signaling protocol: RSVP” 

− Configure the failure and recovery time of the nodes and links in 
the network. The node R2 in subnet 0 is configured to fail after 
500 seconds and the node R4 in subnet 0 after 1500 seconds. 
Node R2 recovers in 1000th second of the simulation. 

−  

Results  
 
Figure 5 shows the OSPF and BGP convergence activity in the network. 
OSPF protocol activates for the first time at the beginning of the 
simulation for the network topology discovery exchanging up to 350 
Kb/sec of traffic during 50 seconds (35+15 from the graph). The later  

Fig. 5. convergence activity 
 
peaks of activity are due to node failures (at the 500th and 1500th second 
of the simulation) and recovery (at the 1000th second). Those changes in 
the network topology provoke much less traffic (up to 50Kb/s) then the 
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initial topology discovery. Furthermore, the node recovery causes more 
traffic over a shorter amount of time, contrary to the node failure.  
 

The BGP protocol activates at the same time as the OSPF described 
before. We observe that the initial BGP traffic at the beginning of the 
simulation is not greater than the topology update sent after node failure 
or recovery. The traffic sent is on the order of 50-70 Kb/s and the 
convergence time varies from 4 to 14 seconds.  
From Figure 5 we can conclude that the total time needed to perform 
the network topology discovery varies from 35 to 50 seconds (this time 
is calculated as the sum of the OSPF convergence time and the BGP 
convergence time because BGP waits for the OSPF protocol to 
converge first). Such a long convergence time is not acceptable and 
therefore full network topology discovery seems not to be feasible. Thus 
an abstracted network topology needs to be implemented. The required 
bandwidth for the network topology discovery is varied from 350Kb/s 
for the initial OSPF flooding to about 60Kb/s for the updates, which is 
on the order of 0.01% of 1Gb/s link capacity. 

 
Figure 6.  (A). CPU utilization on the node RE1 (edge node of subnet 1) 

    (B). Traffic sent via the LSPs 
 

The CPU utilization as presented in Figure 6(A) follows the same 
pattern as the routing protocol convergence activity. The double pick at 
the beginning of the simulation is due to the fact that the LSP is 
established in the 100th second. The CPU utilization in the router during 
the network topology discovery and the MPLS setup does surpass 
0.02%.  

The LSP setup time measured during the simulation was about 0,04s. 
Figure 6(B) proves that the switching of traffic between the primary and 
the secondary LSP occurs after a node failure in the primary path. The 
traffic is aborted after a node failure in the secondary path in the 1500th 
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second. The system was not configured to recover from the secondary 
path failure.  Unfortunately, it is impossible to read the reroute traffic 
time from Figure 6(B) because the value is smaller than the measurement 
intervals for LPS traffic (which is 4.8sec).  
 

8. CONCLUSIONS 

Routing and signaling protocols play an important role in optical 
networks. We have proposed that Interior gateway protocols can be 
extended in order to advertise not only link state information that is 
basically used to provide reachability information but also to convey 
resource information that is required for traffic engineering. In this way 
Routing and Signaling protocols can be extended to support packet 
switching devices as well as time, wavelength and spatial switching 
devices. 

In order to allow for traffic engineering to be done on end-to-end 
basis across multiple domains link state information as well as traffic 
engineering (TE) information between domains needs to be exchanged. 
This should be done through an Exterior Gateway Protocol such as 
BGP. 

Exporting the entire network map with all TE parameters is not 
reasonable due to business, operational, capacity and scalability purposes. 
Therefore we propose a method to obtain an abstraction of the network 
topology. In this method only a few optional paths satisfying some 
acceptable QoS guarantees are provided. These QoS can be negotiated 
between peering entities and used to create the visible LSPs.  The paths 
can be computed using constraints such as diversity, bandwidth and 
protection. 

A similar thinking can be applied for links inside a domain as well as 
for links connecting domains. In this case a domain is seen as if it was a 
node with several interfaces that are connected to other domains. 

We also propose that once the abstracted set of paths have been 
obtained and announced to the peers, a streamed down mechanism can 
be applied in the similar way as presented in [1].  

We suggest the modifications that are required in BGP in order to 
support the dissemination of the information related to the abstracted 
topology. In this paper we propose modifications within BGP that 
would allow it to exchange with peers the same type of information that 
is exchanged inside an AS through IGPs such as OSPF. However we 
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argue that such information should be exchanged only for abstracted 
routes, since exchanging such information for all the possible routes 
inside AS with a peer would, not only disclose the internal architecture of 
the provider network, but also would result in too much traffic between 
the networks. 

Finally, we believe that the proposed mechanism is promising and we 
are going to evaluate its performance by OPNET simulations as well as 
by experiments made on our testbed. 
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ABSTRACT 
 
The Service Oriented Optical Network is a project committed to 
introduce the concept of service virtualization in optical metro/core 
networks, by improving the Automatic Switched Transport Network 
(ASTN) architecture thanks to the introduction of an extra functional 
layer, namely Service Plane, designed according to the ITU-T Intelligent 
Network Conceptual Model.  
An implementation of the Service Plane is presented highlighting the 
software architecture and the technology details. In particular it is applied 
to a testbed that implement a VPN topology request from a client 
application. 
Keywords Service management, intelligent network, ASTN, XML, 
VPN. 

1. INTRODUCTION 

During the last few years, customers have shown an increasing interest  
to use broadband connections to support concurrent and heterogeneous 
services that may vary from basic service connectivity like Internet access 
up to more complex services like Virtual Private Networks (VPN), 
GRID computing or e-Government applications with constrains in 
terms of QoS and security. In addition, the introduction of client devices 
(e.g., routers, storage devices and content servers) operating at optical 
line rates at network edge, essentially dissolves the hard bounds between 
access and metro/core. While Quality of Service policies are well 
established at various different network layers (DiffServ, MPLS, ATM, 
Carrier Class Ethernet), a customer flexible, and transport network-
agnostic set-up of a specific service request, is a rather new research area. 
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Investigations in this area are driven by both telecommunications 
operators and customers.  
Home and business customers may be able to create and modify services 
dynamically, evaluate their status and performance according to the 
Service Level Agreement (SLA). In addition they will benefit from a 
dedicated interface for service specific related queries because of a 
simple, fast and cost-effective maintenance of the customer devices.  
The Service Oriented Optical Network (SOON) is a project focused on 
the evolution of the next generation of optical network based on the 
ASTN architecture. In particular it defines a reference architectural 
framework for a service oriented transport networks, by introducing the 
Service Plane (SP)[2] that is an intermediate functional plane which 
contains the intelligence for service provisioning. The SP has the task of 
abstracting and masking the transport-related implementation details 
from the customers. The proposed architecture is conceived in terms of 
functional blocks and interfaces and it is open to different 
implementation from a technological (hardware and/or software) point 
of view by potential manufactures. 

2. THE SOON PROJECT 

The starting point of the SOON project is the ASTN architecture [1]. 
ASTN has a distributed Control Plane (CP) that, in conjunction with the 
centralized Management Plane (MP), is able to provide dynamic 
connection to the Client Networks. Clients are able to request simple 
connectivity services via the User to Network Interface (UNI). The 
analysis of the current UNI characteristics reveals some aspects that  can 
be improved. In particular the UNI-signalling and the UNI-data are not 
client-specific, rather they are ASTN specific, hence need an adaptation 
at the client network side. In addition all service-related functionalities 
are handled by the MP. 
In order to introduce a distributed service support and (connectivity) 
service virtualisation in the ASTN a new functional block, named Service 
Plane (SP), is introduced for providing service management functions, 
service control functions and service transport functions, as shown in 
Figure 1. 
In particular the SP performs two major novel tasks, described by its two 
sub-blocks: 

1. Connectivity Adaptation (CA): this functional block turns 
technology-independent connectivity requests (e.g., a 
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complex mesh of VPNs) into a set of messages able to be 
understood by the CP (e.g., point-to-point VPNs). 

2. Service virtualisation (SV): provides an abstraction that 
allows client applications to refer network resources in terms 
of session, client topology etc. This functional block creates 
and manages high level network services (e.g., a logical 
topology), that are tailored to the client needs, and that can 
be obtained by combining simply connectivity requests (e.g., 
a complex mesh of VPNs). 
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Fig.1 – Introduction of the Service 
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Fig. 2 – The SOON testbed 
 

 
Signalling and Data Plane  
 
The SP can be considered as a “middleware” because it serves as glue 
between client networks requiring high-level services (e.g. the logical 
topology) and the standard ASTN architecture capable of providing only 
basic connectivity services. In particular, the Connectivity Adaptation 
block is able to map the abstract services required by the Service 
Virtualisation block to a set of requests able to be understood by the CP 
via Service to Network Interface (SNI).  The CA block does not directly 
involve the transport plane. Instead,  the CA triggers the CP via SNI and 
the client data is adapted to the Transport Plane (TP) by the control 
plane via Connection Control Interface (CCI). The SV may concern 
informative or active services. As an example of abstract service request, 
the SV may ask for the amount of bandwidth on a certain link assigned 
to all VPNs belonging to (i.e. established by) a client network. Trough 
the SNI the CA block asks the CP for information about all VPNs that 
are established by the client and then provides the total bandwidth to the 
SV block. 
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The introduction of a service virtualisation facilitates the development 
and deployment of new services independently of the adopted transport 
technology. In this way multi-vendor scenarios can be supported. In 
addition the burden of ASTN CP can be alleviated because it does not 
deal with service-oriented functionalities; in fact, in this architecture the 
CP now focuses solely on the basic connectivity network services (e.g., 
Label Switched Path LSP creation, modification and deletion). 

3. TESTBED DESCRIPTION 

The SOON testbed is presented in Fig. 2. The Service Plane 
functionalities are implemented, in a distributed environment, by the 
Distributed Service Element (DSE) that, in the SOON testbed, is a 
software module running on a PC. The client plane and the Service Plane 
are composed by 2 PCs running two different software modules: the 
client Application able to generate sample traffic that requests the VPN 
topology and an implementation of the previously described DSE. Since 
these software applications run on the same PC, the communication 
between the client node and the Service Plane is accomplished using 
interprocess communication mechanisms instead of remote 
communication mechanisms. This choice is depicted by a dashed box 
that includes the two software modules running on the same PC.  
The Network Plane infrastructure consists of 4 routers connected to the 
metrocore/Vesper DWDM ring [5] via Gigabit-Ethernet (GE) links. 
Every PC is connected to a corresponding router by two communication 
channels: a Fast Ethernet (FE) data channel for data traffic (solid line) 
and signalling channel (dashed line) for client network service requests. 
Each DSE, implemented on a different PC, controls a specific router.  
The routers are connected as shown in Fig. 2 and a bi-directional Label 
Switched Path (LSP), connecting Router1 to Router2, is established via a 
third router. The interaction between the service plane and the network 
control plane is obtained by the XML-based management interface 
available in the routers emulating an UNI. 

4. EXPERIMENTS AND DISCUSSION 

The experimental activity attempts to set up a distributed signaling 
between two DSEs during the actual arrangement for a client application 
topology request. In the considered scenario an Application1 request for 
the VPN topology is sent to DSE1, which represents the service plane.  
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Obtaining topology information in a simple way is an important key in 
implementing the client node network awareness in order to improve the 
efficiency of the client network by choosing, for example, a particular 
path for different kind of generated traffic. 
The flow diagram of the message exchange among client applications, 
DSEs and routers is shown in Fig.3.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 3 – Message workflow 
 
The figure shows a simple signalling initiated between the DESs where 
DSE2 is triggered to perform a local LSP request. As soon as DSE2 
receives the reply from router2, it is forwarded to DSE1. Application1 
sends a Topology Request message to the DSE1 via GUNI interface. 

The software tools developed for this platform assume that the router 
has an extensible markup language (XML) based interface that can be 
used to request services and information from the router. In our testbed 
we apply Juniper routers that are running the JunOS operating system.   

The Juniper implementation of the XML interface that is used by 
applications to interact with the router is called JunOScript. The 
junOScript API (application programming interface) is an XML 
(Extensible markup language) application that Juniper Networks                  
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routing platforms use to exchange information with client applications. 
Client applications can configure or request information from a router 
by encoding the request with JunOScript tags and sending it to the 
JunOScript server on the router. 
 
When a request is received by the JunOScript server it is directed to the 
appropriate software modules within the router, encodes the response in 
JunOScript tags or formatted ASCII as requested by the client 
application, and returns the result to the client application. 
The advantages of using the JunOScript API stand from the fact that 
since JunOScript is tagged it is easier to write a client application that can 
locate a specific string needed by the client. In contrast with the ASCII 
formatted output it is difficult to locate and parse the requested 
information.  The very important notion of the JunOScript API is then 
that it enables the applications to retrieve the same information 
regardless of changes in the order or amount of output that is obtained 
by execution of a given command. This also enables the manufacturers 
to continue updating their software modules and or expand the 
management information base (MIB) without requiring the users to 
rewrite the applications each time the MIBs are changed or new 
functionalities in the router are added. 
 
4.1 OVERVIEW OF A JUNOSCRIPT SESSION 
  
There are mainly four steps of junOScript session: 
 

1. The client application establishes a connection to the junoscript 
server and opens the junoscript session 

2. The junoscript server and client application exchange 
initialization tags, used to determine whether they are using 
compatible versions of the junos software and the junoscript 
API. 

3. The client application sends one or more requests to the 
junoscript server and parses its responses. 

4. The client application closes the junoscript session and the 
connection to the junoscript server. 

Client applications must produce a well-formed XML document by 
emitting tags in the required order and only in the legal contexts. The 
drawback however is that only one command at a time can be sent for 
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each request tag element to a particular router. It is not allowed to send 
another request tag element until it is received the closing </rpc-reply> 
tag that represents the end of the junOScript server’s response to the 
current request. 
The main benefit of the JunOScript API is the fact that it allows for a 
remote accomplishment of all the tasks that can be performed by the 
command line interface (CLI). The constraints are related to the 
sequence of commands, the order of output and the level of access that 
is granted through network interfaces. 
Almost all operations that do not require buttons to be pressed can be 
executed through JunOScript. Since we do not expect a customer to 
request services that can be translated to a change in the hardware then 
we regard JunOScript to be a suitable platform to provide the service 
oriented optical network (SOON). 
 
With the JunOScript we were able to use a client application to request 
the Juniper routers to setup LSPs conforming to a certain degree of 
QoS. When the request was received by the routers, they in turn, 
requested the optical nodes to establish the LSP with the desired capacity 
and protection. This way we have demonstrated that a customer can 
request to the service provider a link that satisfies a given criteria based 
on the service level agreement (SLA) previously agreed with the service 
provider. 
Although in this experiment, an LSP was used as an example of the 
service, the testbed can allow the customers to request any kind of 
service that can be provided by the network, by simply having the same 
granularity of the services stored in the SLA database that was used to 
validate them. 
The service provider, in turn, has the ability to tailor different service 
classes depending on the service classification that he regards it as 
suitable to be provided as a different service. 

4.2 THE BENEFITS OF OUR APPROACH 

In our experiment the Service Plane implements the Intelligent Network 
Conceptual Model principles and acts as a middleware between 
metro/core ASTN and its clients for providing advanced connectivity 
services (e.g., VPN L2/L3, VPLS). This approach allows the service 
provider not to be oriented to a single class of services, increasing the 
network convergence in metro/core domain. At the same time it permits 
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the rapid deployment of new services in the network, thus reducing the 
time-to-market, it is adaptive to the different characteristics of the 
transport network technology by optimising resources and operative 
costs and finally, it is able to support different client signaling protocols. 
Our testbed is implemented using XML technology and is presented as a 
proof of concept for demonstrating how the service provider is able to 
provide network awareness services in client VPN. In particular the use 
of the XML-based interface of commercial router permits to test the 
concept in a production platform, thus ensuring that the concept can be 
rapidly deployed in operational networks. 
 

5. CONCLUSIONS 

 

The SOON project develops the logical separation between technology-
dependent transport capability from the service provisioning issues in 
optical metro/core networks. 
In this paper we propose introducing the Service Plane into the ASTN 
architecture. This Service Plan allows for both the universal connectivity 
adaptation at the client side and the service virtualisation, without any 
severe modifications to the ASTN infrastructure and protocols. 
In the described experiment a set of client nodes are able to monitor 
their virtual topology via a relative simple XML-based protocol. Hiding 
the complexity and the technology details of the interaction between a 
generic client node and the transport network, the service plane is thus 
able to provide the virtual topology in a powerful yet simple way. 
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Abstract: The restoration time in high capacity optical networks has to be kept as short as 
possible in order to avoid a huge loss of data. This paper discusses several methods to 
improve restoration time in optical networks and we propose the use of error codes that will 
trigger immediately the appropriate layer recovery mechanism, which is the best to handle a 
given fault. 
© 2005 Optical Society of America 

1. INTRODUCTION 

 
Optical WDM networks are able to transport hundreds of 

wavelengths through a single optical fiber, with say 10 Gbit/s at each 
wavelength. Advanced cabling technologies group several hundreds of 
optical fibers, stacked on ribbons, in a single cable. As a result a single 
cable brake may cause the interruption of a huge number of digital 
connections. Reliability in optical networks has therefore become a 
crucial problem. Several events can lead to link failures. The common 
type of link failures are associated with fiber cut, failure of active 
components inside a network element such as transmitters, receivers 
or controllers, failure of the nodes and failures due to maintenance or 
upgrade actions. 

In order to meet Service Level Agreement (SLA), appropriate 
connection availability has to be guaranteed. As more and more 
mission-critical business users are involved, the 99.999% (5 nines) 
uptime of services for those users is a must. As such, how to provide 
uninterrupted services to these users, and reduce the loss of service to 
a minimum if interruption is inevitable, becomes a critical design 
issue. That is, network survivability must be considered in designing 
the optical communication network to provide uninterrupted service to 
users in the presence of node/link failures. However, survivability can 
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be implemented in several network layers. These layers can take 
actions independently from each other. Therefore, we argue that a 
communication mechanism between layers will ensure the optimal 
recovery time at all the network layers. 

As mentioned before, survivability mechanisms can be performed 
at optical layer, client layer (e.g., SONET/SDH, ATM, Fiber channel 
etc) and network layer (e.g. IP layer). Typically the pre-provisioned 
protection mechanisms are implemented in the optical layer while 
higher layer try to restore the connection upon failure occur.  

Our argument is that the speed at which a connection is restored 
can be improved by implementing appropriate communication 
between layers, rather than live up to the layer to detect the failure and 
take independent action. Usually an upper layer needs to hold off 
enough time until the lower layer protection time has elapsed. 

The research paper argues that the use of a communication 
mechanism between layers will ensure the optimal restoration time at 
both optical, data-link, and network layers in all circumstances, and 
especially, to ensure that restoration happens before there’s a total 
disruption of the on-going communication. 

2. LAYERS INVOLVED IN NETWORK SURVIVABILITY 

 
Survivability mechanisms can be activated at several network 

layers. The rationale for this is that one layer can be efficient in 
providing network recovery from a certain type of failures but 
probably not from all types. For instance the physical layer can deal 
effectively with failures that result in loss of signal in the receiver but 
will not deal effectively with loss of end-to-end connection failures 
that usually require a line protocol to be detected. Furthermore, within 
a layer, protection can be done at different sublayers. For instance in 
SONET/SDH networks, protection of one connection is done at the 
path sublayer while protection of all connections on a failed fiber is 
done at the line layer. 

Our argument is that the speed at which a connection is restored 
can be improved by implementing appropriate communication 
between layers, rather than leave up to the layer to detect the failure 
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and take independent recovery action. Because the recovery at lower 
layer is faster and more cost effective than at upper layer the later one 
is usually requested to hold off enough time until the lower layer 
recovery time has elapsed. 

3. ALTERNATIVES FOR IMPROVING RESTORATION TIME 

 
The idea of intercommunication between optical layer and upper 

layers protocols for faster and efficient protection and restoration is 
not new. For example, in [1] authors raised the issue that optical layer 
restoration can occur faster than the SONET/SDH reaction.  

Also, several solutions to this problem have been suggested over 
the years and some of the potential solutions to the SONET/SDH-
Optical protection layer inter-working problem include: 

• Do nothing (e.g., allow both the SONET/SDH & Optical & 
perhaps even other layers to react to the failure), this is not 
however an attractive approach because it leads to an 
unpredicted state if some failure is detected. 

• Implement appropriate hold off time in one or more of the 
layers, again not efficient as it delays restoration if the 
failure actually occurs at that layer, in addition the hold off 
times get progressively longer in the higher layers. 

• One approach of Inter-layer signaling is suggested in [2]. It 
is an elegant solution, but never gained popularity due to 
the constraints associated with inter-layer signaling. 

• To avoid direct overlay of survivability schemes with 
similar restoration time-scales tends to be what is done in 
practice. 

• Coordinate protection layer interworking via a common 
control plane across all the network layers as suggested in 
GMPLS, and discussed briefly in Sec 3.2.3 of the Internet 
Draft [3] and [4] and [5]. 
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4. INTER-LAYER COMMUNICATION FOR FASTER 
PROTECTION 

 
In second-generation optical networks the optical layer is a server 

layer for a variety of technologies. They range from SONET/SDH, 
Ethernet, Fiber channel and ESCOM. On top of them we can have 
other technologies such as ATM, IP. Until recently it was common to 
have IP over ATM over SONET/SDH over optical network 
architecture for the services that require QoS guarantees. ATM was 
and is being used to offer the quality of service that cannot be 
guaranteed by the best-effort IP. 

Recent developments make it possible to run IP over optical layer. 
For that to happen the optical layer control plane is being changed in 
the form of GMPLS. 

When the optical layer detects a failure the affected demands have 
to be rerouted around the failure. Ideally the recovery at the optical 
layer is performed before the network layer detects that there was a 
failure at the optical layer. However, if the failure cannot be resolved 
by the optical layer or the optical layer cannot detect the failure (e.g. 
in the case of router failure) the upper layer should react to the failure 
and re-route around the failure. 

The time it takes to detect a failure, signal toward the source, 
switch to alternative path or provision another connection is called 
restoration time and it is important to be kept as small as possible so 
that small glitches in the network do not result in disruption of 
communication between upper layers. If we let the network layer wait 
until the optical layer restoration time has elapsed, it will result in 
delays that could have been avoided. 

Restoration at a network layer for best-effort Internet was not 
perceived as critical, but with fast interfaces (such as 10Gbps) that are 
available today a restoration delay of a few seconds can result in loss 
of gigabytes of data. This is the rationale to provide a multi-layer 
communication in order to recover the affected traffic in the shortest 
possible time. 

We propose to assign an error number to the common or well-
known failures (i.e. connection, link or network failures). The error 
number would inform which layer should handle this failure. When a 
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lower layer, for instance the optical layer, detects a failure, it will 
check the error number and see whether it should be resolved at the 
optical layer. If not it should send a request to the relevant upper layer 
to immediately start the recovery. 

Assume that t1 is the time it takes for the optical layer to detect a 
failure and σt1 is the time it takes for this layer to recover from the 
failure. Further assume that t2 and σt2 is the time it takes for one of 
the client layers (e.g., Ethernet, Fiber channel, etc) to detect and fix 
the failure respectively and finally t3 and σt3 the time for IP layer 
restoration. With inter-layer communication and for failures that 
require intervention of an upper layer it will take in the best-case 
t3+σt3 to restore an IP connection. In contrast, with current schemes, 
such restoration would in the best-case take t1+σt1+t2+σt2+t3+ σt3. 
Notice that σtn tends to increase the higher we go in the protocol stack 

5. ASSUMPTIONS 

 
One of the most common medium access technologies in optical 

networks gaining widespread adoption after dominating the copper 
networks is Ethernet. Ethernet over fiber is being used in two forms: 
the Gigabit Ethernet as well as 10Gigabit Ethernet. Both technologies 
are widely  deployed as backbone technology mainly for point to point 
links. 

In this paper we consider a network in which the physical media is 
fiber, the data link layer technology is Gigabit Ethernet and the 
network layer technology is Internet Protocol (IP). Similar 
considerations can be used for other data link and network layers 
technologies, for instance a SONET/SDH and/or ATM network 
technologies. Obviously we would have to identify the type of errors 
that are relevant for those technologies.  

Figure 1 shows an exploded version of the Gigabit Ethernet 
protocol stack. It is important to note that errors can be corrected at 
several layers, i.e., at the connector layer, for instance if a DWDM 
device is used it might be able to do a protection switching by 
switching to a different wavelength if the initial assigned wavelength 
is not available. However some errors can not be detected at the 
physical layer and become visible at the data link layer or network 
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layer. 
We assume that each path that is established between two nodes 

has a protection path that is both node and link diverse. The protection 
path could be a dedicated or shared. 
 

 
 
Figure 1. Physical and Ethernet layers in a Gigabit ethernet Interface 

6. FAULTS DETECTED AT DATA LINK LAYER 

 
Management Information Base (MIB) of the Gigabit Ethernet have 

been defined by IETF Ethernet Interfaces and Hub MIB Working 
Group. MIBs are defined for interfaces, for Ethernet and other data 
link layer protocols as well as for Internet layer protocols and they are 
meant to be used by the Simple Network Management Protocol 
(SNMP) to monitor the node. MIBs include a variety of object types. 
However, we consider only the object types that are related to error 
messages. We classify errors in terms of their nature. As mentioned 
before it is recommended to handle failures at the optical layer if 
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possible because the optical layer offers the fastest network 
restoration. This notion is raised in [7] and it is also referenced that 
some faults require intervention of more than one layer to restore the 
network. 
 
IEEE 802.3 interface can provide the following statistics information: 

dot3StatsIndex  
dot3StatsAlignmentErrors  
dot3StatsFCSErrors 
dot3StatsSingleCollisionFrames 
dot3StatsMultipleCollisionFrames 
dot3StatsSQETestErrors   
dot3StatsDeferredTransmissions 
dot3StatsLateCollisions  
dot3StatsExcessiveCollisions   
dot3StatsRateControlStatus 
dot3StatsInternalMacTransmitErrors 
dot3StatsCarrierSenseErrors  
dot3StatsFrameTooLongs   
dot3StatsInternalMacReceiveErrors 
dot3StatsEtherChipSet 
dot3StatsSymbolErrors 
dot3StatsDuplexStatus  
dot3StatsRateControlAbility 

Interface Index 
Counter32 
Counter32 
Counter32 
Counter32 
Counter32 
Counter32 
Counter32 
Counter32  
Counter32  
Counter32 
Counter32 
Counter32 
Object identifier 
Counter32 
Integer 
Truth value 
Integer 

 
In addition an interface running at Gigabit Ethernet or higher can 
provide the following statistics 
 

dot3HCStatsAlignmentErrors 
dot3HCStatsFCSErrors 
dot3HCStatsInternalMacTransmitErrors 
dot3HCStatsFrameTooLongs 
dot3HCStatsInternalMacReceiveErrors 
dot3HCStatsSymbolErrors 

Counter64 
Counter64 
Counter64 
Counter64 
Counter64 
Counter64 

 
 The difference is in the fact that counters in the first group are 32 bits 
long while in the second group they are 64 bits long. 64bit counters 
will take more time to roll over even for faster interfaces. These 
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counters have been introduced in order to not miss information. For a 
32 bit counter it would take less than 5 minutes for the counter to roll 
over when too many errors occur in a 10 Gigabit interface. So if you 
had a station poll cycle time that is more than 5 minutes you could 
loose the information.  
 
We consider the following errors to be relevant for taking part inter-
layer communication: 
 
dot3StatsInternalMacTransmitErrors – This counter indicates a count 
of frames for which transmission on a particular interface fails due to 
an internal MAC sub layer transmit error. A frame is only counted by 
an instance of this object if it is not counted by the corresponding 
instance of the dot3StatsLateCollisions object, the 
dot3StatsExcessiveCollisions object, or the 
dot3StatsCarrierSenseErrors object. 
 
The precise meaning of the count represented by an instance of this 
object is implementation- specific.  In particular, an instance of this 
object may represent a count of transmission errors on a particular 
interface that are not otherwise counted. 
 
dot3StatsInternalMacReceiveErrors – This counter indicate a number 
of frames for which reception on a particular interface fails due to an 
internal MAC sub layer receive error. A frame is only counted by an 
instance of this object if it is not counted by the corresponding 
instance of the dot3StatsFrameTooLongs object, the 
dot3StatsAlignmentErrors object, or the dot3StatsFCSErrors object. 
 
The precise meaning of the count represented by an instance of this 
object is implementation-specific.  In particular, an instance of this 
object may represent a number of received errors on a particular 
interface that are not otherwise counted. 
 
dot3StatsSymbolErrors – corresponds to the symbol errors. For an 
interface operating in half-duplex mode at 1Gb/s, it indicates the 
number of times the receiving media is non-idle (a carrier event) for a 
period of time equal to or greater than slotTime, and during which 
there was at least one event that causes the physical layer protocol 
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(PHY) to indicate 'Data reception error' or 'carrier extend error' on the 
Gigabit Media Independent Interface (GMII). GMII is a gigabit 
ethernet adapter interface to which different types of Gigabit Interface 
Converter (GBIC) transceivers can be attached. This provides choice 
in the media to which a system can connect.  
For an interface operating in full-duplex mode at 1Gb/s, it indicates 
the number of times the receiving media is non-idle (a carrier event) 
for a period of time equal to or greater than minFrameSize, and during 
which there was at least one event that causes the PHY to indicate 
'Data reception error' on the GMII. 
For interfaces operating at 10 Gb/s, this counter can roll over in less 
than 5 minutes if it is incrementing at its maximum rate.  Since that 
amount of time could be less than a management station's poll cycle 
time, in order to avoid a loss of information, a management station is 
advised to poll the equivalent 64bit counter for 10 Gb/s or faster 
interfaces. 
 

However, if the collected statistics about errors are too high to be 
neglected it is necessary to take them into consideration. For instance 
if the value of dot3StatsDeferredTransmissions  is too high, this might 
indicate that the link associated with the interface is too saturated and, 
if another link has been configured as an alternative it should be given 
preference of use. 

7. FAULTS DETECTED AT THE NETWORK LAYER 

 
There are several error statistics to be indicated at the network 

layer. At this layer we can find information such as IP Input related 
errors or failures or IP output related errors or failures and other 
header errors (ipInHdrErrors) such as miss formed packets. Some of 
the error messages detected at this layer are related to IP and others to 
ICMP.  
 
Following are the group of IP and ICMP messages that are generated 
by the network layer that can be monitored through simple network 
management protocol (SNMP). 
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IP objects 
ipForwarding, ipDefaultTTL, ipInReceives, ipInHdrErrors, 
ipInAddrErrors, ipForwDatagrams, ipInUnknownProtos, 
ipInDiscards, ipInDelivers, ipOutRequests, ipOutDiscards, 
ipOutNoRoutes, ipReasmTimeout, ipReasmReqds, 
ipReasmOKs, 
ipReasmFails, ipFragOKs, ipFragFails, ipFragCreates, 
ipAdEntAddr, ipAdEntIfIndex, ipAdEntNetMask, 
ipAdEntBcastAddr, ipAdEntReasmMaxSize, 
ipNetToMediaIfIndex, ipNetToMediaPhysAddress, 
ipNetToMediaNetAddress, ipNetToMediaType, 
ipRoutingDiscards 
 

 
ICMP objects 
 

icmpInMsgs, icmpInErrors, icmpInDestUnreachs, 
icmpInTimeExcds, icmpInParmProbs, icmpInSrcQuenchs, 
icmpInRedirects, icmpInEchos, icmpInEchoReps, 
icmpInTimestamps, icmpInTimestampReps, 
icmpInAddrMasks, icmpInAddrMaskReps, icmpOutMsgs, 
icmpOutErrors, icmpOutDestUnreachs, 
icmpOutTimeExcds, icmpOutParmProbs, 
icmpOutSrcQuenchs, icmpOutRedirects, icmpOutEchos, 
icmpOutEchoReps, icmpOutTimestamps, 
cmpOutTimestampReps, icmpOutAddrMasks, 
icmpOutAddrMaskReps 

 
 

Note that any fault generated at the network layer has to be treated 
at this layer. 

8. FAULTS CAUSED BY HARDWARE FAILURE 

In Figure 2 consider a communication between node 1 and node 9 
through the path {1, 2, 4, 7, 9}. A number of faults that could affect 
the considered path can happen. For example: 
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Fault a:   A single wavelength in the fiber between node 1 and 
node 2 can disappear due to a fault laser. 
Fault b: All wavelengths in the fiber between node 2 and node 4 
can disappear due to a fault in the connector 
Fault c: A fiber cut between node 2 and node 4. 
Fault d: Loss of power at a node. 

 
 

Figure 2. Network composed by 9 optical nodes connected through 
fiber links 

 
Note that although, e.g., faults (b) and (c) have different origin, they 
both result in loss of light at node 4. Therefore node 4 would handle 
this type of fault in the same way, ie, the best layer to handle this type 
of fault is the WDM layer. 
 

9. FAULT HANDLING THROUGH INTER-LAYER 
COMMUNICATION 

 
Having revised the type of faults that are common in optical 

networks we propose the following table as a way to classify the 
faults. 
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Fault 
No. 

Description Fault 
type 
No. 

Layer 
involved 

Layer to 
use to 
restore the 
network 

1 Fiber cut (failure of all 
wavelengths) 

1 1 1 

2 Laser failure (failure of a 
single wavelength) 

2 1 1 

3 Connector failure (failure of 
all wavelengths) 

1 1 1 

4 
 

Fault detected or caused by 
data link layer (as specified 
in Section 6) 
InternalMacTransmitError 
InternalMacReceiveErrors 
SymbolErrors 

3 
 

2 
 

2 
 

4 Fault detected or caused by 
network layer (as specified 
in Section 7) 

4 3 3 

 
This table is used as follows, when a node detect a failure such as 

fiber cut the system would immediately trigger the optical layer to use 
the designated backup path over another fiber to establish the 
connection.  This is more suitable and faster to be accomplished at 
physical layer than any other layer. However if we consider a situation 
in which the backup path uses a shared links over a fiber it could the 
case that the traffic cannot be switched at physical layer, in this case 
we would have to signal the network layer (layer 3) to find the best 
route to reestablish the connection between the nodes. The network 
layer will then pre-compute another path to restore the communication 
between the nodes. The system would then signal the nodes along the 
path and establish the connection. Of course this assumes that there 
are spare resources available in the network. 

The advantage of classifying and typifying the faults is the fact that 
you can quickly request the best layer to deal with the fault rather than 
waiting for the timers of the previous layer to expire before you 
starting the protection or restoration mechanisms at the layer that is 
able to solve the fault. 
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10. CONCLUSIONS 

 
In this paper we have raised the issues related to network 

survivability mechanisms. They can be provided at several layers in 
the network. Upper layers are slower than lower layers. We argue that 
the protection or restoration time can be reduced by applying 
appropriate mechanisms of inter-layer communication. 

Several types of fault information about interfaces, the data link 
layer and network layer protocols is already available through the 
MIBs. That information can be used for handling of faults. Network 
errors can be related or caused by many layers in the protocol stack. 
We consider physical, datalink and network layers while upper layers 
are not taken into account, as they are usually slower and in most of 
the case assume that there is a path to reach a destination and will use 
the information provided by the network layer to establish a 
connection. 

Therefore, we suggest that common failures should be classified 
and assigned an appropriate error message number. Each layer would 
use this error message number to decide if it is the best layer to deal 
with this particular failure. The layer that sees first the failure it should 
communicate the layer that is regarded as appropriate to restore the 
connection. In this way the faster fault management can be achieved.  
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Abstract: The restoration time in high capacity optical networks has to 
be kept as short as possible in order to avoid a huge loss of data. This 
paper discusses several methods to improve restoration time in optical 
networks and we propose mechanisms of implementing such inter-layer 
communication in order to decrease restoration time for a 10Gigabit 
Ethernet based network.  

1. INTRODUCTION 

 
Optical WDM networks are able to transport hundreds of 

wavelengths through a single optical fiber, with say 10 Gbit/s at each 
wavelength. Advanced cabling technologies group several hundreds of 
optical fibers, stacked on ribbons, in a single cable. Each fiber inside a 
bundle can carry several channels of traffic. With dense wavelength 
division multiplexing we can have today as much as 160 wavelength 
channels transmitted in each fiber.. As a result a single cable brake may 
cause the interruption of a huge number of digital connections. 
Reliability in optical networks has therefore become a crucial problem. 
Connection failure can be caused by several events. The common types 
of connection failure are associated with fiber cut, failure of active 
components inside a network element such as transmitters, receivers or 
controllers, failure of the nodes and failures due to maintenance or 
upgrade actions. Therefore appropriate protection and restoration 
schemes are needed to minimize the loss of data when a failure occurs. 

With currently available technology network elements can be 
provided with OC192 or 10 Gigabit Ethernet interfaces to handle 
10Gbps or close to 10 Gbps. 

Since dense wavelength division multiplexing (DWDM) allows for 
multiplexing of up to 160 wavelength channels in a single fiber, and if 
each of the wavelength channels is carrying flows at 10Gbps that would 
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correspond to 1.6Tbits that each fiber is carrying per second. Thus, each 
second of interruption would cause a loss of 200GBytes of data in a 
single fiber. 

Industry practices/standard sets protection time at physical layer to 
be limited to 50ms. It means that if recovery can be done by a physical 
layer up to 10GByte would be lost in case of a single fiber failure. 

The total restoration time is dependent on the following steps: 
1. Fault detection time 
2. Fault signaling time, i.e. time needed for an alarm message to 

arrive at the sender location in order to make it aware about 
the failure. 

3. Fault recovery time 
 

However if the error is to be fixed at the data link layer or network 
layer it takes a lot of time to restore an interrupted path. If for instance 
the failure is to be handled by the network layer it could take minutes to 
fix a path failure. 

In this paper we address all the issues of speeding up the total 
restoration time. We propose to introduce a communication between 
layers, to accelerate processing of alarm messages by giving them a 
priority to access the CPU resources within a router so that processes 
dealing with handling of faults are run before all other processes in the 
router to ensure that restoration time can be as short as possible. We 
propose that fault messages be handled as high priority traffic, ie, no 
waiting time for this type of traffic in the nodes that form the path, but 
also to have this type of traffic to force preemption of any process that 
the CPUs are handling inside a router.  

Survivability can be implemented in several network layers. These 
layers can take actions independently from each other. Therefore, we 
argue that a communication mechanism between layers will ensure the 
optimal recovery time at all the network layers. 

As mentioned before, survivability mechanisms can be performed at 
optical layer, client layer (e.g., SONET/SDH, ATM, Fiber channel etc) 
and network layer (e.g. IP layer). Typically the pre-provisioned 
protection mechanisms are implemented in the optical layer while higher 
layer try to restore the connection upon a failure occur.  
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As mentioned in [1] there are essentially two types of survivability 
mechanisms namely protection and restoration. A protection scheme is 
when backup resources (routes and wavelengths) are pre-computed and 
reserved in advance.. Otherwise, when a failure occurs, if another route 
and a free wavelength have to be discovered dynamically for each 
interrupted connection, we call it a restoration scheme.  

A restoration scheme is usually more resource-efficient, because no 
capacity is pre-reserved for use, while a protection scheme has a faster 
recovery time and can provide an availability guarantee because the links, 
path or capacity are allocated in advance. In this study we will consider 
restoration scheme. While it is hard to improve the physical layer recovery 
time as specified by the industry standard (up to 50ms) it can still be 
possible to decrease the restoration time through interlayer 
communication.  

The mechanisms proposed in this paper can also save time even for 
restoration that occurs at physical or data link layers, as they also enable 
speeding up processing wavelength discovery as well as transmission and 
processing of signaling information, especially if signaling is done by 
upper layer protocols such as RSVP or CR-LDP. 

Our argument is that the speed at which a connection is restored can 
be improved by implementing appropriate communication between 
layers, rather than leave up to the layer to detect the failure and take 
independent action. Usually an upper layer needs to hold off enough 
time until the lower layer protection time has elapsed. 

The research paper argues that the use of a communication 
mechanism between layers will ensure the optimal restoration time at 
physical, data-link, and network layers in all circumstances, and 
especially, to ensure that restoration happens within an acceptable time 
limit 

In this study we consider restoration that can be done at any of layers 
but we focus our emphasis on the restoration that requires the use of 
network layer protocols or layers above.  

The objective of this work is to reduce the restoration time by 
exploiting inter-layer communication and by giving alarm messages the 
highest priority.  
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2. RELATED WORK 

 
The idea of intercommunication between optical layer and upper 

layers protocols for faster and efficient protection and restoration is not 
new. For example, in [3] authors raised the issue that optical layer 
restoration can occur faster than the SONET/SDH reaction.  

Also, several solutions to this problem have been suggested over the 
years. Some of the potential solutions to the SONET/SDH-Optical 
protection layer inter-working problem include: 

• Do nothing (e.g., allow both the SONET/SDH & Optical & 
perhaps even other layers to react to the failure). This is not 
however an attractive approach because it leads to an 
unpredicted state if some failure is detected. 

• Implement appropriate hold off time in one or more of the 
layers. This is not again efficient as it delays restoration if the 
failure actually occurs at that layer, in addition the hold off 
times get progressively longer in the higher layers. 

• One approach of Inter-layer signaling is suggested in [2], [4] 
and [5]. It is an elegant solution, but never gained popularity 
due to the constraints associated with inter-layer signaling. 

• To avoid direct overlay of survivability schemes with similar 
restoration time-scales tends to be what is done in practice. 

• Coordinate protection layer interworking via a common 
control plane across all the network layers as suggested in 
GMPLS, and discussed briefly in Sec 3.2.3 of the Internet 
Draft [7] and [8] and [9]. 

3. HANDLING A RESTORATION PROCESS 

If a network layer process is involved in handling the restoration of a 
disrupted path, the following steps can be observed: 

• Fault detection: if a link fails, the end nodes of the failed link must 
detect the failure. 

• Fault notification: the nodes that detect the failure must notify the 
end nodes for connections, which pass through the failed link. 

136



• Fault recovery: once the notifications have reached the end-nodes 
they will start the recovery process. 

 
 
 

time 

Events Fault occurs 

Fault  
Detection 

τ¹ 

τ² 

Node 1 Node 2

Fault  
Notification 

Node 2

Fault  
Recovery 

Figure 1. Events and time required to restore a fault link or path in  
   a network 

 
 
Note that the fault recovery time can be up to seconds or minutes 
depending on the layers that are involved. In Figure 1 all the three 
components of the restoration time are depicted with a magnitude that is 
proportional to the time it takes in a normal restoration process. In our 
study we assume that τ¹ and τ² are irrelevant, however they are indicated 
here to refer to the time it takes for the node to process a message, as 
depending on the status of the node the alarm message can be queued 
before the CPU at the node is available to handle it. actually handling the 
message.  

Network state update: The newer state of the network must be 
communicated to all the nodes in the domain where the fault has 
occurred so that all the nodes know the current resource availability and 
distribution in the network. This is important so that other nodes will 
not try to use this link until it is repaired. 
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The fault recovery process (we refer to Figure 2) will in turn consist 
of several steps depending on the level at which the action is taken. 
These steps might include the following: 

• Looking up alternative routes in the routing table 
• Link states advertisement that in turn can cause computation of 

the new routes 
• Signaling for the establishment of the new paths 
• Resuming the data transmission process, if already closed down. 
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Node 2 receives a 
notification of 
failure 

Node 2 checks if 
there routes in the 
forwarding 
information base 

Use that path Can you use  the  
existing Routing 
information base(RIB) 
to compute new route?

Y N

Use that route to 
signal for a new 
path and resume 

Generate a new FIB entry

Y 

N 

Send and Receive 
new  state 
announcements 

Figure 2. Flowchart showing the steps that a node with layer 3 
capabilities will follow to restore a fault path 

STEP1 

STEP2 

STEP3 

STEP4 

STEP5 

 
Magnitude of detection and restoration times for different survivability 
strategies are compared in Table 1. Note that while dedicated protection 
can recover a failure in tenth of microseconds or a maximum of 10ms, 
restoration, especially when is done in upper layers requires time in the 
range of seconds or several tenth of milliseconds. 
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Scheme Detection 

time 
Restoration 
completion time 

IP dynamic routing 100ms-180s 1-100s 
MPLS fast (link) 
rerouting 

01-100ms 50-100ms 

MPLS edge-to-edge 
rerouting 

100ms-180s 1-100s 

OCh and OMS 
restoration 

>100ms >=50ms 

Dedicated link or 
path protection 

1-10ms 10μs-10ms 

Shared link or path 
protection 

1-10ms 1-100ms 

Table 1. Service Restoration times of IP and WDM resilience 
techniques [2] 

3.1 SERVICE PRIMITIVES 

 
For inter-layer communication we propose the use of service primitives 
to exchange messages between layers to speed up the restoration 
process. Communication between layers is done through service 
primitives. Primitives are classified in two generic types: 

a) REQUEST. The request primitive is passed from layer N to 
layer N-1 to request service to be initiated. 

b) INDICATION. The indication primitive is passed from layer 
N-1 to layer N to indicate an internal layer N-1 event that is 
significant to layer N. This event may be logically related to a 
remote service request, or may be caused by an event internal to 
layer N-1. 

Figure 3 shows the service primitives’ notation while Figure 4 presents 
the layers and sub-layers that need to communicate in order to exchange 
information used for restoration. 
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Figure 3. Service primitive notation. Source [10] 
 

 
Figure 4. Architectural positioning of 10Gigabit Ethernet. Source [10] 
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3.2  LINK FAULT HANDLING IN 10 GIGABIT ETHERNET 

(10GBE) 

 
Before we present our inter-layer communication mechanism to speed 
up the process of path or link restoration in the 10 Gigabit Ethernet 
standard we describe how a link handling is done in 10GbE. Link fault 
signalling operates between the remote reconciliation sub-layer (RS) and 
the local RS. Faults detected between the remote RS and the local RS are 
received by the local RS as a Local Fault. Only an RS originates Remote 
Fault signals. 

Sub-layers within the physical layer device (PHY) are capable of 
detecting faults that render a link unreliable for communication. Upon 
recognition of a fault condition a PHY sub-layer indicates Local Fault 
status on the data path.  

When this Local Fault status reaches an RS, the RS stops sending MAC 
data, and continuously generates a Remote Fault status on the transmit 
data path (possibly truncating a medium access control ( MAC) frame 
being transmitted).  

When Remote Fault status is received by an RS, the RS stops sending 
MAC data, and continuously generates idle control characters. When the 
RS no longer receives fault status messages, it returns to normal 
operation, sending MAC data. 

Status is signalled in a four byte Sequence ordered_set as shown in Table 
2. The PHY indicates Local Fault with a Sequence control character in 
lane 0 and data characters of 0x00 in lanes 1 and 2 plus a data character 
of 0x01 in lane 3. The RS indicates a Remote Fault with a Sequence 
control character in lane 0 and data characters of 0x00 in lanes 1 and 2 
plus a data character of 0x02 in lane 3.  

Though most fault detection is on the receive data path of a PHY, in 
some specific sub-layers, faults can be detected on the transmit side of 
the PHY. This is also indicated by the PHY with a Local Fault status. 

The RS reports the fault status of the link. Local Fault indicates a fault 
detected on the receive data path between the remote RS and the local 
RS. Remote Fault indicates a fault on the transmit path between the local 
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RS and the remote RS. The RS shall implement the link fault signalling 
state machine. 

 
Lane 0 Lane 1 Lane 

2 
Lane 3 Description 

Sequence 0x00 0x00 0x00 Reserved 
Sequence 0x00 0x00 0x01 Local fault 
Sequence 0x00 0x00 0x02 Remote 

Fault 
Sequence ≥0x00 ≥0x00 ≥0x03 Reserved 

         Table 2. Sequence ordered_sets. 

 
Table 2 describes the link fault signalling model where the numbers in 
lane 1, 2 and 3 are in hexadecimal. The link fault signalling state machine 
allows future standardization of reserved Sequence ordered sets for 
functions other than link fault indications. 

Note that Table 2 identifies two types of errors but provides reserved 
space to extend this link fault signalling scheme. Extensions to the 
scheme are presented in Section 4.  

3.3 LAYERS INVOLVED IN NETWORK SURVIVABILITY 

 
Survivability mechanisms can be activated at several network layers. The 
rationale for this is that one layer can be efficient in providing network 
recovery from a certain type of failures but probably not from all types. 
For instance the physical layer can deal effectively with failures that 
result in loss of signal in the receiver but will not deal effectively with 
end-to-end connection failures that usually require a line protocol to be 
detected. Furthermore, within a layer, protection can be done at different 
sublayers. For instance in SONET/SDH networks, protection of one 
connection is done at the path sublayer while protection of all 
connections on a failed fiber is done at the line layer. 

Thus, we argue that the speed at which a connection is restored can be 
improved by implementing appropriate communication between layers, 
rather than leave up to the layer to detect the failure and take 
independent recovery action. Because the recovery at a lower layer is 
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faster than at an upper layer the later one is usually requested to hold off 
enough time until the lower layer recovery time has elapsed. 

4. OUR APPROACH 

 
In second-generation optical networks the optical layer is a server layer 
for a variety of technologies. They range from SONET/SDH, Ethernet, 
Fiber channel and ESCOM. On top of them we can have other 
technologies such as ATM, IP. Until recently it was common to have IP 
over ATM over SONET/SDH over optical network architecture for the 
services that require QoS guarantees. ATM was and is being used to 
offer the quality of service that cannot be guaranteed by the best-effort 
IP. Recent developments make it possible to run IP over optical layer. 
For that the optical layer control plane is being changed in the form of 
GMPLS. 

When the optical layer detects a failure the affected demands have to be 
rerouted around the failure. Ideally the recovery at the optical layer is 
performed before the network layer detects that there was a failure at the 
optical layer. However, if the failure cannot be resolved by the optical 
layer or the optical layer cannot detect the failure (e.g. in the case of 
router failure) the upper layer should react to the failure and re-route 
around the failure. 

The time it takes to detect a failure, signal toward the source, switch to 
alternative path or provision another connection is called restoration 
time and it is important to be kept as small as possible so that small 
glitches in the network do not result in disruption of communication. If 
we let the network layer wait until the optical layer restoration time has 
elapsed, it will result in delays that could have been avoided. 

Restoration at a network layer for best-effort Internet was not perceived 
as critical, but with fast interfaces (such as 10Gbps) that are available 
today a restoration delay of a few seconds can result in loss of gigabytes 
of data. This is the rationale to provide a multi-layer communication in 
order to recover the affected traffic in the shortest possible time. 

We propose to assign an error number to the common or well-known 
failures (i.e. connection, link or network failures). The error number 
would inform which layer should handle this failure. When a lower layer, 
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for instance the optical layer, detects a failure, it will check the error 
number and see whether it should be resolved at the optical layer. If not 
it should send a request to the relevant upper layer to immediately start 
the recovery. 

Assume that t1 is the time it takes for the optical layer to detect a failure 
and σt1 is the time it takes for this layer to recover from the failure. 
Further assume that t2 and σt2 is the time it takes for one of the client 
layers (e.g., Ethernet, Fiber channel, etc) to detect and fix the failure 
respectively and finally t3 and σt3 the time for IP layer restoration. With 
inter-layer communication and for failures that require intervention of an 
upper layer it will take in the best-case t3+σt3 to restore an IP 
connection. In contrast, with current schemes, such restoration would in 
the best-case take t1+σt1+t2+σt2+t3+ σt3. Notice that σtn tends to 
increase the higher we go in the protocol stack 

Having revised the type of faults that are common in optical networks 
we propose the following table as a way to classify the faults. 

 
Fault 
No. 

Description Fault 
type 
No. 

Layer 
involved 

Layer to use 
restore the 
network 

1 Fiber cut (failure of all 
wavelengths) 

1 1 1 

2 Laser failure (failure of a 
single wavelength) 

2 1 1 

3 Connector failure (failure 
of all wavelengths) 

1 1 1 

4 
 

Fault detected or caused 
by data link layer (as 
specified in Section 6) 
InternalMacTransmitError 
InternalMacReceiveErrors 
SymbolErrors 

3 
 

2 
 

2 
 

5 Fault detected or caused 
by network layer (as 
specified in Section 7) 

4 3 3 

Table 3. Classification of faults and assignment of handling level. 
 

145



We are proposing the use of the reserved bits in the lane 3 (see Table 2) 
to signal the fault information type errors as shown in Table 3. The five 
error types could be added to the already existing two type of errors 
envisaged in Table 2. Table 3 presents five different types of faults 
characterized by different treatment depending on the level that is most 
suitable to deal with the fault.  

These error types will be carried between the layers through the new 
service primitive of the type indication that we propose to be introduced 
and to be used immediately by layer n to notify the layer n+1 that there is 
a fault of type x that needs to be repaired. 

The indication service primitive just need to read the hexadecimal value 
in lane 3 and send pass it to the layer above and that will serve as a 
trigger for network restoration. 

Table 3 is used as follows, when a node detect a failure such as fiber cut 
the system would immediately trigger the optical layer to use the 
designated backup path over another fiber to establish the connection.  
This is more suitable and faster to be accomplished at physical layer than 
any other layer. However if we consider a situation in which the backup 
path uses a shared links over a fiber it could the case that the traffic 
cannot be switched at physical layer, in this case we would have to signal 
the network layer (layer 3) to find the best route to re-establish the 
connection between the nodes. The network layer will then pre-compute 
another path to restore the communication between the nodes. The 
system would then signal the nodes along the path and establish the 
connection. Of course this assumes that there are spare resources 
available in the network. 

The advantage of classifying and typifying the faults is the fact that you 
can quickly request the best layer to deal with the fault rather than 
waiting for the timers of the previous layer to expire before you starting 
the protection or restoration mechanisms at the layer that is able to solve 
the fault. 

5. CONCLUSIONS 

In this paper we have raised the issues related to network survivability 
mechanisms, which can be provided at several layers in the network. 
Upper layers are slower than lower layers. We argue that the protection 
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or restoration time can be reduced by applying appropriate mechanisms 
of inter-layer communication. 

Several types of fault information about interfaces, the data link layer and 
network layer protocols is already available through the MIBs. That 
information can be used for handling of faults. Network errors can be 
related or caused by many layers in the protocol stack. We consider 
physical, datalink and network layers while upper layers are not taken 
into account, as they are usually slower and in most of the cases assume 
that there is a path to reach a destination and use the service provided by 
the network layer to establish a connection. 

We suggest that common failures should be classified and assigned an 
appropriate error message number. Each layer would use this error 
message number to decide if it is the best layer to deal with this 
particular failure. The layer that sees first the failure should decide (upon 
the error number) which layer is appropriate to restore the connection. 
In this way faster fault management can be achieved.  

We propose a mechanism of implementation of inter-layer 
communication for a 10GbE based network. We exploit the reserved 
bits in sequence ordered-set of the link fault handling mechanism used in 
10GbE to code the faults classified as per Table 3. This information is in 
turn carried between layers through the new notification service 
primitive. 
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1. Introduction 

With currently available technologies, networks have faster interfaces. 
Commercially available interfaces in the form of OC192 or 10 Gigabit Ethernet can 
handle about 10Gbps. 

Optical WDM networks are able to transport hundreds of wavelengths through a 
single optical fiber, with say 10Gbit/s at each wavelength. That means that each 
strand of fiber can carry data in the range of Terabit per second (Tbps).  Therefore, a 
single fiber failure can cause a loss of several hundreds of Gigabyte of data per 
second. As reparation of a fiber break can take several hours, network survivability 
strategies (protection and restoration) use to be applied in the networks to avoid 
huge loss of data by rerouting the affected traffic around the failure. However, due 
to the extremely high data rate in WDM networks, one should minimize the time 
between the occurrence of failure and the time at which the rerouting is completed.  
Protection schemes are usually fast enough but restoration schemes use to be 
relatively slow and if done in the network layer can take several seconds or even 
minutes, which in many cases is not acceptable. Therefore, the appropriate very fast 
survivability mechanisms, which minimize the loss of data when a failure occurs, 
need to be developed. 

This work aims at minimizing the hold-off time and fault notification time which 
are a part of the total recovery time. The hold-off time is usually required if a 
network with different technologies in various layers is considered, each layer with 
its own recovery mechanisms. The hold off time prevents upper layers from reacting 
too fast without giving lower layers enough time to attempt or complete the recovery 
process. The hold off time tend to be greater the higher in the stack it is the recovery 
scheme, i.e., a network layer recovery scheme will have a high hold off time as 
compared to data link layer recovery scheme. 

The fault notification time is dependent on the transmission speed in the 
communication media as well as the speed of the processing of the notification 
message by the intermediate nodes. For a given media such as fiber optic based 
network, this time can be reduced by ensuring that intermediate nodes will give 
priority treatment to notification messages necessary to trigger a recovery action. 
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The design and implementation of fast signalling mechanisms that can reduce the 
total time in the recovery process is an important issue upon which the efficiency of 
a multi-layer resilience scheme depends.  

            1. A. Related work 
The idea of intercommunication between optical layer and upper layers protocols for 
faster and efficient protection and restoration is not new. For instances, in [1], 
authors raised the issue that optical layer restoration can occur faster than the 
SONET/SDH reaction.  

Also, several solutions to this problem have been suggested over the years and 
some of the potential solutions to the SONET/SDH-Optical protection layer inter-
working problem include: 

• Do nothing (e.g., allow both the SONET/SDH & Optical & perhaps 
even other layers to react to the failure). This is however not an 
attractive approach because it can lead to an unpredicted state if some 
failure is detected by several layers simultaneously. 

• Implement appropriate hold off time in one or more of the layers to 
avoid simultaneous recovery actions. This approach can be inefficient 
as it delays restoration if the recovery actually should be handled by that 
layer. In addition the hold off time gets progressively longer in the 
higher layers. 

• One approach of Inter-layer signalling is suggested in [2]. It is an 
elegant solution, but never gained popularity due to the constraints 
associated with inter-layer signalling. 

• To avoid direct overlay of survivability schemes with similar restoration 
time-scales, tends to be what is done in practice [1]. 

• Coordinate protection layer interworking via a common control plane 
across all the network layers as suggested in GMPLS, and discussed 
briefly in Sec 3.2.3 of the Internet Draft [3] and [4,5]. 

Authors in [6, 7, 8, 9, 11] discuss various recovery strategies that are deployed 
by technologies that are used in communication networks to enable them to recover 
from failures. These technologies are deployed in various layers and each contains 
some recovery capabilities. 

A more complete discussion regarding recovery in multilayer optical networks is 
presented in [2, 6, 8, 9, and 10].  Authors of [2], note that a multi-layer transport 
network typically consists of a stack of single-layer networks, and although there is 
a client-server relationship between layers, each of these layers may have its own 
(single-layer) recovery schemes. Furthermore, in [2] the authors claim that there is 
no an optimal choice between network layer restoration and optical layer protection 
and therefore both are needed. Authors in [6 and 9] discuss 3 variants of 
survivability in single-layer recovery in multilayer networks where they look to 
survivability at the bottom and top layer and survivability at the lowest-detecting-
layer or highest-detecting-layers.   

The discussed variants demonstrate that employing a recovery scheme only in 
the lowest layer has the problem of not being able to restore connections that require 
a high layer recovery scheme, for instance the optical layer can recover a connection 
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in the granularity of the fiber or wavelength but it cannot save IP layer connections 
because it has no visibility to the flows that are carried by the fiber or wavelength. 
Having a recover scheme that operates only in the higher layer  is not efficient 
either, because a single lower layer failure such as fiber cut can result in multiple 
high layer failures what requires several recovery actions as compared to the actions 
that are required if the failure were to be recovered in the lowest possible layer.  

None of the three variants are enough to address all the problems of multi-layer 
recovery, so a suitable approach as presented in [2, 6, 8, 9, 10] is to combine the 
schemes by running recovery mechanisms in different layers of the network as a 
reaction to the occurrence of a single network failure. 

Our work is a step ahead from the discussion done in [2, 6, 8, 9, 10] in the sense 
that we propose a method for classifying failures that require an intervention of 
physical, data and network layer and we evaluate it by simulating a dynamic 
mechanism for recovery in multi-layer networks in a concrete network based on 
10GbE. We assume that in the considered optical network the data link is based on 
10Gb Ethernet protocol and the network layer implements the Internet Protocol (IP). 
In fact similar evaluation can be done for other data link and network layer 
protocols. 

            1. B. Contributions and outline 
In this paper we address the issue of minimizing the restoration time by speeding up 
the communication between layers, reducing the fault signalling time and by giving 
the fault handling messages a priority in access to CPU resources within the 
involved nodes. We propose that fault messages will be handled as high priority 
traffic, i.e., no waiting time for this type of traffic is experienced at the intermediate 
nodes that form the path. This type of traffic can also force pre-emption of any 
process that the CPUs are handling inside a router so that fault handling is processed 
as fast as possible. Our argument is that the connection restoration time can be 
improved by implementing appropriate communication between layers, rather than 
leave up to the layer to detect the failure and take independent action. Usually, an 
upper layer needs to hold off enough time until the lower layer protection time has 
elapsed. Thus, the use of a communication mechanism between layers will ensure 
the optimal restoration time at both optical, data-link, and network layers in all 
circumstances, and especially, to ensure that restoration happens before there’s a 
total disruption of the on-going communication. 

Building upon a reference model where an MPLS over Ethernet network is 
layered above an optical network, this paper presents a novel fast signalling scheme 
where intra- and inter-layer signalling are used to reduce restoration time in a 
network. This scheme is built around the following key features:  

Process pre-emption. We propose an intra-layer signalling model where normal 
processing operations are pre-empted to leave room for fault signalling to reduce 
the time taken by the fault indication signalling (FIS) messages to reach the 
source of the failed tunnels. 
Inter-layer communication. We consider a failure-oriented escalation strategy 
where error classification and differentiated handling are used to hide the errors 
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occurring in the lower layers from the upper layers with the expectation of 
reducing the inter-layer signalling time.  
10Gb Ethernet extensions. We extend the service primitives of the 10Gb 
Ethernet [12], as a first step towards the implementation of our signalling 
strategy. This may be applied to the emerging hybrid routing architectures 
layering an IP over MPLS network over an Ethernet over fiber network.  
Performance evaluation. We build upon the features described above to build a 
simulation model and apply this model to evaluate the performance improvement 
resulting from our strategy. Preliminary results reveal the relevance of using our 
model compared to classical signalling. 

 
The reminder of this paper is organized as follows. We present the fast signalling 

scheme in section 2 and propose the extensions to the 10Gb Ethernet service 
primitives in section 3. A description of the rerouting approach and its application to 
compute the rerouting tunnels for the traffic offered to a 24-node test network is 
presented in section 4. Our conclusions are presented in section 5. 

2. The fast signalling scheme 
We propose a fast signalling scheme that includes an intra-layer process used to 
reduce the propagation time of the fault indication messages to the ingress of the 
network and an inter-layer process used to reduce the time taken to exchange fault 
indication information between layers.    

            2. A. Intra-layer signalling 
If a network layer process is involved in handling the restoration process of a 
disrupted path, the following steps will be observed: 

• Fault detection: if a link fails, the end nodes of the failed link must detect 
the failure. 

• Fault notification: The nodes that detect the failure must notify the end 
nodes which have paths going through the failed link. 

• Fault recovery: Once the notifications have reached the end-nodes they will 
start the recovery process. 

• Network state update: The newer state of the network must be 
communicated to all the nodes in the domain where the fault has occurred so 
that all the nodes know the current resource availability and distribution in 
the network. This is important to avoid other nodes trying to use the failed 
link until it is repaired. 

The fault recovery process consists of several steps. If a network layer is 
involved in the recovery process the actions required might include the following: 

• Looking up alternative routes in the routing table 
• Link states advertisement that in turn can lead to new routes 
• Signalling for the establishment of new paths 
• Resuming the data transmission process, if already closed down. 
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Fault detection and restoration time magnitudes for IP and WDM resilience 
techniques may be found in [2]. It should be noted in particular that while dedicated 
protection can recover a failure in tenth of microseconds or a maximum of 10ms, 
restoration, especially when is done in upper layers, requires time in the range of 
seconds or several tenths of milliseconds. Detection and notification time can be 
influenced by the number of nodes that a particular path traverses. If the path 
between the communicating nodes has several intermediate nodes, the notification 
message can be queued or even blocked by intermediate nodes due to the lack of 
available bandwidth, CPU power and memory caused by running the current 
processes. Therefore, the performance of the nodes that are handling a fault 
indication signal is important for the overall restoration time. 

To speed up the process we propose that fault indication signals have a 
severity/priority label that is processed in every node to give this type of message a 
speeded up treatment. In doing so, we will reduce the notification time and therefore 
reduce the overall time to restore failed communication paths. 

            2. B. Inter-layer signalling 
In second-generation optical networks the optical layer is a server layer for a variety 
of technologies. Until recently it was common to have IP over ATM over 
SONET/SDH over optical network architecture for the services that require QoS 
guarantees. ATM was and is being used to offer the quality of service that cannot be 
guaranteed by the best-effort IP. This is illustrated in Figure 1. Recent developments 
make it possible to run IP over optical layer. In order to achieve this, the optical 
layer control plane is being changed to GMPLS. 

When the optical layer detects a failure the affected demands have to be rerouted 
around the failure. Ideally the recovery at the optical layer is performed before the 
network layer detects that there was a failure at the optical layer. However, if the 
failure cannot be resolved by the optical layer or the optical layer cannot detect the 
failure (e.g. in the case of router failure) the upper layer should react to the failure 
and re-route around the failure. 

 

 
Figure 1: Examples of multilayer networking technologies 

 
The time it takes to detect a failure, signal toward the source, switch to 

alternative path or provision another connection is called restoration time and it is 
important to be kept as small as possible so that small glitches in the network do not 
result in disruption of connections. If we let the network layer wait until the optical 
layer restoration time has elapsed, it will result in delays that could have been 
avoided. 

Restoration at a network layer for best-effort Internet was not perceived as 
critical, but with fast interfaces (such as 10Gbps) that are available today a 
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restoration delay of a few seconds can result in loss of gigabytes of data. This is the 
rationale to provide a multi-layer communication in order to recover the affected 
traffic in the shortest possible time. 

We propose to assign an error number to the common or well-known failures. 
The error number would indicate which layer should handle this failure. When a 
lower layer, for instance the optical layer, detects a failure, it will check the error 
number and see whether it should be resolved at the optical layer. If not it should 
send a request to the relevant upper layer to immediately start the recovery. 

Assume that t1 is the time it takes for the optical layer to detect a failure and σt1 
is the time it takes for this layer to recover from the failure. Further assume that t2 
and σt2 is the time it takes for one of the client layers (e.g., Ethernet, Fiber channel, 
etc) to detect and fix the failure respectively and finally t3 and σt3 the time for IP 
layer restoration. With inter-layer communication and for failures that require 
intervention of an upper layer it will take in the best-case t3+σt3 to restore an IP 
connection. In contrast, with current schemes, such restoration would in the best-
case take t1+σt1+t2+σt2+t3+ σt3. Notice that σtn tends to increase the higher we go 
in the protocol stack 

The proposed classification of failures is shown in Table 1. 
 

Table 1: Fault classification and handling 
Fault 
No. 

Description Fault type No. Layer 
involved 

Restoration layer 

1 Fiber cut 1 1 1 

2 Laser failure 2 1 1 

3 Connector failure 1 1 1 

4 Data link fault 3 2 2 

5 Network layer 
fault 

4 3 3 

6 Hybrid1 fault 5 1 3 

7 Hybrid2 fault 6 2 3 

8 Hybrid3 fault 6 1 2 

 
A fault number indicates different failures that can occur in communication 

network that requires a recovery process to be activated in order to restore the failed 
communication. The fault type is a way of grouping the different faults, for instance 
a fiber cut is similar to a connector failure in the sense that both will render the 
entire fiber unusable, therefore failing all the wavelengths that were available in that 
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fiber. That means that although a fiber cut and connector failure require different 
actions to be repaired, when that failure happens we might need the same recovery 
actions to take place in order to restore the network to operation.  

Note that as depicted by Table 1, while all the failure events of type inferior to 
five that occur in a layer are handled by that layer, hybrid layer faults (fault types 6, 
7 and 8) occurring in a lower layer are handled in an upper layer: e.g. errors 
occurring in the optical or Ethernet layer are restored in the MPLS layer (type 6 and 
7) and errors occurring in the optical layer are handled by the Ethernet layer (type 
8). This is needed when there is a finer granularity of services that are visible in the 
upper layers but are not visible in the lower layers. Under these situations it is 
necessary to restore the failure at higher layer that has visibility to the existing 
service connections. 

 

3. 10Gb Ethernet extensions 
This section describes the service primitives of the 10Gb Ethernet and the extensions 
to these primitives to achieve interlayer communication in a multi-layer network 
where an MPLS over Ethernet is layered above an optical network. 

For inter-layer communication we propose the use of service primitives to 
exchange messages between layers to speed up the restoration process. 
Communication between layers is done through service primitives. Primitives are 
classified in two generic types: 

a) REQUEST. The request primitive is passed from layer N to layer N-1 to 
request a service to be initiated. 

b) INDICATION. The indication primitive is passed from layer N-1 to layer 
N to indicate an internal layer N-1 event that is significant to layer N. This 
event may be logically related to a remote service request, or may be 
caused by an event internal to layer N-1. 

The service primitives are an abstraction of the functional specification and the 
user-layer interaction.  

We are proposing the use of inter-layer communication in order to speed up the 
restoration process. In this regard we propose the introduction of a new service 
primitive of the type indication to be used by layer N to immediately notify the layer 
N+1 that there is a fault of type x that needs to be restored. 

Figure 2 show the service primitives’ notation and Figure 3 shows the layers and 
sub-layers that need to communicate in order to exchange information used for 
restoration. 
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Figure 2: Service primitive notation and relationship [12] 
 

Figure 3: Details of the service specification relation to the LAN model [12] 

4. Performance evaluation 
This section presents the rerouting approach and simulation model behind our 
signalling model and describes the simulation experiments which were conducted to 
evaluate its performance. 

            4. A. The rerouting approach  
Given the network topology, the rerouting requests and the constraints associated 
with these requests and assuming  that upon failure, a link leads to rerouting a set of 
tunnels that traversed that link, the rerouting algorithm proposed in this paper 
follows a six steps process including  

1. Detection and classification. A failure is detected and classified as 
described earlier to find the layer where it will be handled. 

2. Inter-layer signalling. Inter-layer signalling is achieved to notify the 
layer designated to handle the recovery procedure.   

3. Error handling. Handle the error by deploying the appropriate 
restoration actions in the appropriate restoration layer. This is done 
through the intra-layer signalling, path computation and tunnel setup 
procedures.  

4. Intra-layer signalling. A failure notification is triggered upon failure to 
send fault indication signalling (FIS) messages to the origin of the 
failed tunnels.  
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5. Path computation. Constraint Based Routing (CBR) [13] computation 
is performed at the edge of the network in FIS message reception 
order. This computation may use different link costs to find a set of 
optimal paths where the failed tunnels are to be setup. 

6. Tunnel setup. The failed tunnels are rerouted on these paths.  
 

We consider the following costs usually used to achieve OSPF [14], CSPF, 
LIOA [15] and MM1Q [16, 17] computation. They are expressed by  
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where Cℓ   is the capacity of a link , fℓ  is the total bandwidth used by the link and nℓ 
is the number of tunnels carried by the link while α is a calibration parameter used 
in the LIOA cost to balance the impact of the number of tunnels carried by a link 
and its residual bandwidth.  
 

  4. B. The simulation model 
We conduct simulation experiments to evaluate the performance achieved by a 24-
node test network when rerouting Label Switched Paths (LSPs) by implementing the 
fast signalling and rerouting schemes mentioned above. This is applied to the 
multilayer network environment used as our reference model when the MPLS layer 
is used to find recovery paths for the failed tunnels when the lower layers (e.g. 
Ethernet and optical layers) have failed to recover the network from a failure.  

We consider failure scenarios where (1) the link carrying the most tunnels is 
failed and (2) the links of a network are failed sequentially and thereafter the failed 
tunnels are rerouted. However the rest of this paper presents only the results of the 
first scenario since our simulation revealed the same performance pattern for both 
scenarios. 

We adopt a simulation model where each LSP rerouting requests die bandwidth 
units where the demands die are uniformly distributed in the range [1,M]. This leads 
to different traffic profiles depending on the upper value of the demand range M: 
high values of M expressing high bandwidth demanding (hbd) flow requests while 
low values are an indication of low bandwidth demanding (lbd) flow requests. The 
simulation model is based on the following key features: 

1. The simulation starts by setting up (routing) T LSP requests. 
2. These requests, each of die bandwidth units arrive to a particular ingress-

egress pair (i,e) according to a Poisson process with request rate λ. 
3. The LSP holding time is exponentially distributed with parameter 1/μ  
4. The rerouting algorithm using one of the cost models presented above is used 

to find a feasible path between (i,e)  where to setup the requested LSP.  
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5. If a feasible path exits, the LSP rerouting request is accepted. If a feasible 
path does not exist due to insufficient bandwidth availability, the LSP 
rerouting request is rejected.  

6. A failure event is simulated after T LSP request arrivals. This event may be a 
failure of the link carrying the most LSPs: a link ℓ such that nℓ= maxk nk

A. 
7. For each link failure, Fault Indication Signal (FIS) messages are sent to the 

origin of failed LSPs to find restoration paths for the failed LSPs. These LSPs 
are rerouted in ascending FIS order where the first signalled LSPs are 
rerouted first. 

        4. C. Assumptions for the simulation experiments 
We consider a 24-node test networks depicted by Figure 4. This figure represents a 
USA network where the distances between nodes are indicated in the links 
connecting the nodes. This network topology consists of links with either 12 or 48 
bandwidth units chosen to model OC-12 and OC-48 links respectively. Note that for 
our simulations all link capacities are scaled by a factor 10 and each node pair was 
considered as a potential ingress-egress pair. 

 
Fig. 4. The test network 

 
We simulate for each experiment T=50000 LSP setup requests each with a 

bandwidth demand die uniformly distributed in the range [1,M] with the value of M 
varying to represent different traffic loads. The LSP request arrival rates to all IE-
pairs are the same and the interarrival time is set to set to the double of the LSP 
holding time. In all the experiments where the LIOA routing strategy is deployed, 
the calibration parameter α is set to  
  α = 0.5 as suggested by previous works [15]. We conduct simulation experiments 
to evaluate the routing, the rerouting and the signalling performance achieved by the 
different algorithms and signalling strategies when rerouting the tunnels under lbd 

                                                 
A  This approach will provide a more sensible evaluation of the performance 
gain achieved by the rerouting process as opposed to the classical case where the 
links of a network are failed sequentially and average values are computed based on 
these link failures. 
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and hbd load conditions. The different routing and rerouting modes are based on 
CBR calculation using the different cost metrics described earlier.   
 
4. D. Experiment 1. Comparing the routing and rerouting performance. 
We conduct a set of experiments to evaluate the routing in failure-free mode and 
rerouting upon failure of the traffic under different load conditions. We adopt the 
percentage flow acceptance as the main performance parameter. The percentage 
flow acceptance represents the percentage of routing requests which were 
successfully routed in failure free mode while it represents the percentage of failed 
tunnels which were successfully rerouted in rerouting mode.  

The results in Table 2 present the percentage flow acceptance in failure-free 
(routing mode) and upon failure (rerouting mode). These results reveal that LIOA 
performs better routing compared to the other algorithms while the routing 
performance of OSPF is worse. Similar results were previously reported in [15], on 
different test networks. Note that as expressed earlier, the different values of M lead 
to different traffic loads starting from very low bandwidth demand load (M=2) 
leading to high acceptance (above 98% for all the  algorithms)  to very high 
bandwidth demanding load (M=8) leading to only approximatively 50% of the 
routing requests are accepted. 

The second set of experiments is to evaluate if the rerouting of traffic follows the 
same performance pattern as the routing of traffic. The results depicted in Table 2 
reveal that unlike the case of routing, though performing better in overall, LIOA 
does not necessarily outperform the other algorithms under all traffic profiles. 
Furthermore though achieving the worse routing performance, OSPF performs better 
rerouting than the other algorithms for some load conditions (e.g. M=3). This 
finding comes probably from the interplay between the signalling order of the FIS 
messages and the structure of the cost metrics. The study of this interplay is beyond 
the scope of this paper. 
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Table 2. Routing performance 

Routing  M=2 M=3 M=4 M=5 M=8 

OSPF 

CSPF 

LIOA 

MM1Q 

 98 

98 

99 

98 

84 

85 

87 

86 

75 

78 

79 

76 

65 

69 

70 

68 

50 

51 

52 

50 

Rerouting  M=2 M=3 M=4 M=5 M=8 

OSPF 

CSPF 

LIOA 

MM1Q 

 72 

99 

100 

97 

37 

37 

31 

31 

32 

35 

31 

29 

5 

10 

36 

6 

2 

2 

5 

10 

 
 

 4. E. Experiment 2. Comparing the signalling message ratios. 
We conducted another set of experiments to evaluate the signalling performance 
achieved by the different algorithms under light load (M=4) and heavy load (M=8) 
using the signalling message ratio. The signalling message ratio expresses the 
percentage of total number of FIS messages that were rerouted within a signalling 
slot.  A signalling slot is defined by an interval of time It which expressed by  
 

It = [10(t-1), 10t]    (5) 
 
where the time t∈[1,10] is expressed in milliseconds. As expressed above, a 
signalling slot I1 defines a signalling time between 0 and 10 milliseconds while the 
signalling slot I8 refers to a signalling time between 70 and 80 milliseconds.  In our 
experiments the signalling message ratios are expressed by the sum of the ratios of 
the intra-layer signalling and the inter-layer signalling messages. Building upon a 
classical 50 milliseconds signalling requirement, we defined a Fast Signalling 
Region (FSR) where the FIS messages are signalled to the ingress of the network 
within 50 milliseconds and a Slow Signalling Region (SSR) where the FIS messages 
are signalled to the ingress in more than 50 milliseconds.  We consider two 
signalling modes: Normal and Improved. The Normal mode corresponds to the 
rerouting in absence of the fast signalling described previously while the Improved 
strategy refers to the case where process pre-emption and inter-layer communication 
are used to achieve fast signalling of failed tunnels.  When comparing the signalling 
methods, the results depicted by Figures 5 to 8 reveal the following: 

1) The Improved signalling method moves approximately 90% of the FIS 
messages in the FSR region under light and heavy load. 
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2) Normal signalling still keeps more than 60% of FIS messages in the SSR 
region under light load. 

3) Both Normal and Improved signalling present better results under heavy load 
conditions. This paradoxical finding likely result from the gain achieved 
through the process pre-emption, which prevents the queuing of FIS 
messages under light and heavy load conditions: this gain is higher under 
heavy load conditions.  

When comparing the rerouting algorithms in terms of moving the signalling of 
messages in the FSR or SSR regions, we find that in general the rerouting based on 
the LIOA algorithm results in better performance. It moves more FIS messages in 
the FSR regions and closer to 10 milliseconds signalling. We also find that under 
normal signalling, the OSPF cost outperforms the other algorithms by leading 70% 
messages and 80% messages below 40 milliseconds. The other algorithms 
performed worse. This finding disagrees with the routing performance where CSPF, 
LIOA and MM1Q outperformed OSPF. However similar findings were expressed in 
[15] where it was revealed that using the OSPF cost can lead to better recovery 
performance compared to the CSPF cost under certain rerouting conditions. Further 
investigation of this situation has been reserved for future work. 

 
 
 

         
 
 
 
 
 
                                           
                                                                 

  
 

 
 
 
 

(a) Light Load                                                (b) Heavy Load 
Figure 5: OSPF: Signalling message ratios 
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(a) Light Load                                                (b) Heavy Load 
Figure 6: CSPF: Signalling message ratios 

 

 
 
 
 
 
 
 
 

 
 
 
 
 
 

(a) Light Load                                                (b) Heavy Load 
Figure 7: LIOA: Signalling message ratios 
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a) Light Load                                                (b) Heavy Load 
Figure 8: MM1: Signalling message ratios 

 
4. F. Experiment 3. Comparing the signalling time ratios. 
We conduct similar set of experiments to evaluate the signalling performance 
achieved by the different algorithms under light load (M=4) and heavy load (M=8) 
using the signalling time ratio. The signalling time ratio expresses the percentage of 
the total signalling time spent by an algorithm within a signalling slot. An algorithm 
that spends more time on signalling in the FSR region is better than another that 
spends more time in signalling in the SSR region. In our experiments, the signalling 
time ratios are expressed by the sum of the ratios of the intra-layer signalling and the 
inter-layer signalling time.   

The results depicted in Figures 9 to 12 reveal that though performing well in 
terms of signalling message ratios, OSPF performs worse in terms of signalling time 
ratios: it spends more than 80% of the signalling time in the SSR region. The two 
constraint-based routing algorithms LIOA and CSPF perform better under the 
improved signalling mode. LIOA spends 100% of the signalling time in less than 20 
milliseconds while CSPF spends only 20% of the time in signalling in less than 20 
milliseconds under heavy load conditions.  
 
 
 
         
 
 
 
 
 
 

 
 

(a) Light Load                                                (b) Heavy load 
Figure  9: OSPF: Signalling time ratios 
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(a) Light Load                              (b) Heavy load 
Fig. 10. CSPF: Signalling time ratios 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

(a) Light Load                                                (b) Heavy load 
Figure 11: LIOA: Signalling time ratios 

 
 
 
 
 
 
 
 
 
 

 
 
 
 

(a) Light Load                                                (b) Heavy load 
Figure 12: MM1: Signalling time ratios 
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5. Conclusion 

Building upon emerging multi-layer architectures, this paper presents a novel 
signalling model using intra-layer signalling and inter-layer communication to 
improve restoration time upon failure. We present an intra-layer signalling model 
which is based on process pre-emption allowing normal processing operations to be 
interrupted to leave room for processing FIS messages. This signalling strategy can 
be implemented by the emerging distributed router architectures proposed by the 
IETF [18] or the proposed sub-50 milliseconds IGP convergence routers [19]. We 
propose an inter-layer communication model where errors are classified into classes 
and handled differently to reduce the signalling time resulting from currently 
deployed escalation strategies. We conducted simulation experiments to evaluate the 
performance achieved by different algorithms when routing tunnels in failure-free 
mode and rerouting failed tunnels and the impact of the fast signalling on the 
restoration time. The results show that the routing process follows a different 
performance pattern compared to the rerouting of failed tunnels. These results also 
reveal the relative efficiency of our signalling approach in terms of restoration time 
reduction. We also propose extensions to the service primitives of the 10Gb Ethernet 
standard to integrate our fast signalling strategy as a first step toward the 
implementation of a hybrid network layering an IP over MPLS network above an 
Ethernet over fiber network.    As proposed in this paper our inter-layer 
communication scheme belongs to the category of token-based escalation strategies 
with sequential activation of restoration mechanisms following bottom-up 
coordination between layers. Multiple rerouting with parallel activation of 
restoration mechanisms in different layers are the only escalation strategies which 
are capable of achieving signalling operation times comparable or lower than those 
achieved by our strategy. However these strategies may require the control of a 
Shared Resource Pool incurring additional processing to relocate lower priority 
tunnels for accommodating higher priority tunnels. Comparing our newly proposed 
strategy with parallel activation is a direction for future research.  
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Abstract: 
 
In this paper we present the challenges for enabling inter-provider QoS on the internet. 
Providing QoS is costly, therefore it needs business justification. Thus, we argue that to 
make it possible, there should be applications requiring end-to-end QoS that give 
sufficient revenue. Furthermore, we argue that even if it is technically possible to 
achieve end-to-end QoS, it is necessary to overcome the trust barrier that usually 
prevails between service providers. 
 
1. Introduction 
 
The main benefit of the Multiprotocol Label Switching (MPLS) is to 
provide traffic engineering in IP networks and the integration of layer 2 
and layer 3. The connectionless operation of IP networks becomes more 
like a connection-oriented network where the path between the source 
and the destination is pre-calculated based on user specification. 

Generalized Multiprotocol Label Switching (GMPLS) extends MPLS 
to provide the control plane (signaling and routing) for devices that 
switch in any domain, i.e. packet, time, wavelength and fiber. This 
common control plane is expected to simplify network operation and 
management by automating end to end provisioning of connections, 
managing network resources, and providing the level of QoS that is 
expected in the new, sophisticated applications. 

Thus future data and telecommunication networks are likely to 
consist of elements that will use GMPLS to dynamically provision 
resources and to provide network survivability using protection and 
restoration techniques.  

There is also a great interest in extending IP-based protocols to 
control optical networks. To replace the existing solutions the new 
optical transport networks must provide similar or higher QoS, 
protection and restoration mechanisms that are available in current 
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techniques. This implies that network operators have to be able to 
provide end-to-end QoS guarantees for its customers. Thus the network 
operators or carriers need to have traffic engineering capabilities to set 
lightpaths in networks that are beyond their administration domains, 
which means that they have to be able to exchange resources and 
topology information through an Exterior Gateway Protocol (EGP). 

Domain boundaries exist for the purpose of abstraction from 
irrelevant details, e.g. domain related information, to the outside world. 
This information might reveal the network architecture of the two 
competing entities. However it might be vital to enable network or 
service providers to achieve QoS and the diversity and protection that is 
essential for optical networks survivability 

There are only a few attempts that address the issues of inter-domain 
routing and optical networks [1,2]. They are still in the early phases. In 
order to utilize the full potential of optical networks information about 
optical network resources has to be conveyed through inter-domain 
routing protocols. Recent activity within the Common Control and 
Measurement plane (CCAMP) working group of the Internet 
engineering task force (IETF) Routing Area, has proposed a framework 
for inter-domain MPLS traffic engineering [3] that is an initial step 
toward inter-domain GMPLS traffic engineering. 
 
This paper presents the challenges for enabling inter-provider QoS on 
the internet.  In particular we argue that providing QoS is costly, 
therefore it needs business justification. In addition we argue that to 
make it possible, there should be applications requiring end-to-end QoS 
that give sufficient revenue for operators to deploy networks that 
operate in such a way that QoS can be assured. Furthermore, we argue 
that even if it is technically possible to achieve end-to-end QoS, it is 
necessary to overcome the trust barrier that usually prevails between 
service providers. Ttherefore we will most likely see inter-domain QoS 
deployments within a network managed by a single operator before it 
will be deployed between operators. 
 
The remainder of this paper is organized as follows: In section 2 we 
describe the current status of QoS in the internet by looking to the 
schemes that have been used so far to provide QoS with best effort IP 
packet networks. Then sections 3  and 4 study the issues related to QoS 
inside a domain and between domains belonging to one optical network 
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operator. Section 5 addresses the issues related to service differentiation 
as a mean to provide QoS in optical networks. In section 6 we discuss 
the issues that make cooperation between network operators or service 
providers for QoS provision difficult. In particular we argue that trust 
and financial implications are the main barriers. In section 7 we propose 
a compromise solution that we envisage will enable network operators to 
cooperate for QoS delivery without the need to disclose the complete 
architecture design of their networks. Finally the concluding remarks are 
presented in section 8. 
 
2. Current Status of QoS in the Internet 
 
Quality of Service in the Internet is not a new topic in the traditional IP 
packet networks. There had been a number of attempts to address the 
issue of QoS in IP networks. The most successful or deployed ones are 
Integrated Services (IntServ) and Differentiated Services (DiffServ) [1].  
 
In the IntServ approach, packets pertaining to a flow (connection) are 
made to follow a fixed path in contrast to conventional IP packet 
networks where each packet is routed independently of the others and as 
such it can follow a different path toward the destination. Thus, in the 
IntServ aproach resources are reserved for that flow at intermediate 
routers on that path. This is possible due to the use of a resource 
reservation mechanism such as Reservation Protocol (RSVP) that is used 
to setup the connection used by the flow. IntServ enables hosts to 
request per-flow, quantifiable resources along end-to-end data paths and 
to obtain feedback regarding the admissibility of this request, however 
IntServ solution suffers from poor scalability due to per flow 
classification, poor resource utilization as resources are allocated for the 
duration of entire flow and a big reservation setup overhead that is not 
appropriate for short lived mission critical application.  
 
On the other hand, the DiffServ approach does not require a network 
wide connection setup. It simply divides packets into several priority 
classes based on their QoS requirements. It takes advantage of the Type 
of Service (TOS) byte in the IP header to identify the priority classes. 
Packets belonging to a higher priority class are given a preferential 
treatment at each intermediate router. The main drawback of this 
method is related to the fact that since the differentiated treatment is 
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only relative; this method cannot guarantee the absolute end-to-end QoS 
unless it is accompanied by a mechanism that limits the amount of high-
priority traffic admitted in the network. Furthermore the TOS fields in 
the IP packet header are marked by applications giving no guarantees 
that a low priority application will mark its packets appropriately to its 
priority class. As a consequence low priority packets can require high 
priority treatment. 
 
The most QoS demanding applications in the internet will require high 
throughput, low delay, low delay jitter and low packet loss. This 
requirement is seen usually with real-time or multimedia applications that 
are time and sequence sensitive. Therefore internet routing mechanisms 
are not appropriate. 
 
The IntServ and DiffServ mechanisms can solve some of the problems if 
the networks have been highly over provisioned. However, they are 
effective only within a domain where the administrator has a complete 
view of the network resources and in principle can apply every desirable 
policy to make sure that the network traffic is provided with a reasonable 
quality of service. 
 
3. QoS Challenges within a Provider Optical network  
 
It is obvious that communication networks are evolving toward digital 
optical networks. Therefore future data and telecommunication networks 
are likely to consist of optical network elements that will use GMPLS to 
dynamically provision resources and to provide network survivability 
using protection and restoration techniques. As such the challenge will 
be how to enable the optical network elements to interoperate in order 
to guarantee the QoS demanded by new and sophisticated data and 
telecommunication services.  In particular supporting the applications 
that arise from convergence of voice, video and data applications can be 
very demanding. In this paper we address the QoS challenges relevant to 
operator optical networks. 
Before we do that we explain the benefit of circuit switching and virtual 
switching concept over packet switching for quality of service 
provisioning. 
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In circuit switching, a circuit i is set up from end-to-end providing an 
allocated path for all packets to follow. As such, reliable and sequenced 
arrival of packets is virtually ensured while in packet switching individual 
packets are routed independently. Each packet may follow a different 
path. Packets may arrive at the destination out of order and may not 
necessarily arrive at the destination at all.  Because in a connectionless 
packet switching network no connection setup is required there is no 
guarantee of a sequenced or reliable delivery and therefore it is difficult 
to ensure a specific level of QoS unless the network is over-provisioned. 

It then becomes clear that a connection oriented scheme, i.e. either 
circuit switched or virtual circuit switched, is more preferable to provide 
QoS than a scheme in which switching decisions are done at every 
intermediate node. For circuit switching operation two sets of protocols 
are required, one set that advertise resources and another that reserves 
the resources required to carry a flow that needs some degree of QoS. 
 
Recently a virtual circuit oriented mechanism has been developed. 
Initially it was addressed to packet switching networks (MPLS) [4] and 
later generalized (GMPLS) [5] for networks that switch in other domains 
such as time, wavelength, and space. It should however be acknowledged 
that the primary driving concern was to carry multiple protocols and to 
add the ability to do traffic engineering that is absent in the traditional IP 
routing. 
 
However the biggest challenge today is to provide routers or switches 
with ability to advertise resources so that edge nodes can know in 
advance which capacity is available before a connection is setup. Such 
technology is available today for operation inside a domain. Routing 
protocols such as Open Shortest Path First (OSPF) [6] and Intermediate 
System to Intermediate System (IS-IS) [7] have been extended for MPLS 
and GMPLS to advertise node resources and reservation protocols such 
as Reservation Protocol (RSVP) [8] and Constraint-Routing Label 
Distribution Protocol (CRLDP)[9] have been extended to use the 
information collected through the routing protocols to reserve resources 
that satisfy a particular QoS constraint. 
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Although such technology is also available inside domains, the 
equipment that is used in optical networks by operators to carry traffic 
still lack the ability to handle OSPF or react to a RSVP request. 
The majority of deployed carrier equipment is still not GMPLS enabled 
and most of the vendors cannot yet supply equipment that can 
interoperate. Provisioning is done through proprietary network 
management solution, therefore connection requests satisfying a given 
QoS criteria have to be done through these network management 
systems (NMS). In addition most of the existing NMS’s are built to 
manage specific hardware of that supply and since it is not based on 
open standards and therefore most of them cannot interoperate. 
 
The challenge here is to get, first the optical switching or transport 
equipment suppliers to support GMPLS and second for carriers to 
gradually replace the installed base with equipment that support GMPLS. 
If this is done properly, both type of equipment could coexist in the 
same network, where the optical GMPLS enabled equipment could 
interact directly using full GMPLS capabilities while the rest of the 
equipment could be managed just as it is done today, i.e., lightpaths 
would be provisioned manually or using current network management 
systems. The best approach is to isolate the two types of network 
elements in different domains. 
 
 
4. QoS Challenges in inter-provider operation  
  
Even if all the equipment deployed by operators was GMPLS enabled 
and extended routing and signaling protocols were in use, there are 
additional challenges that will be faced to provide end to end QoS. Some 
of the challenges can be solved by network technology while the others 
require trust and cooperation. 
From the technology perspective it is necessary to develop interdomain 
routing protocols capable of carrying the resource information inside 
one carrier to another carrier. The main issue here is to obtain the 
sufficient QoS while preserving the original scalability of the Internet. 
Such scalability is also essential even inside a domain operated by a single 
carrier. Our suggestion in this regard is to partition the optical network 
belonging to one operator in smaller domains so that the network 
elements will not be overwhelmed with too much information. 
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This need might come from the fact that the amount of information that 
needs to be shared inside domain can be enormous if the number of 
network elements is high. In addition smaller domains are easier to 
manage and can provide faster convergence and better service and 
connection establishment than a large network. Domains might also be 
necessary due to constraints imposed by dissimilar technology. 
We believe that we will first see inter-domain GMPLS operation inside a 
single operator network than between different operators. 
Figure 1 shows a network belonging to one operator partitioned in 
several smaller domains. Note that although all the domains 1, 2, 3 and 4 
belong to operator #1 but they still exchange information using an 
Exterior gateway protocol (EGP).  In addition in the connection 
between domain #2 and domain #4 there are multiple connections that 
can be use to support different levels of QoS. 
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Figure 1. Operator networks partitioned in four smaller domains for  
scalability or inter-technology reasons. 

 
 
5. QoS in Optical Networks 
 
Future Operator networks will be based on DWDM technology. Several 
approaches have been proposed for implementing service differentiation 
in optical networks. Earlier approaches proposed smart queue 
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management to ensure specific loss probability limits for differentiated 
packets. Algorithms such as threshold dropping and priority scheduling 
[10] have been used in call admission control mechanisms to achieve 
certain QoS guarantees for a specific type of traffic.  In order to obtain 
end-to-end optical channel provisioning which satisfy differentiated 
reliability requirements of applications, differentiated reliability (DIR) 
technique has been proposed [11]. 
 
QoS in optical networks has been classified by looking to the specific 
parameters that characterize a lightpath. A lightpath can be characterized 
through the following quality and quantity of impairments that 
characterize a lightpath: delay, average BER, jitter and bandwidth. It can 
also be based on functional capabilities such as monitoring, protection 
and security. 
One important aspect of the QoS is the protection and restoration 
available for links or paths in which the traffic requiring QoS is carried. 
Many optical transport technologies have an inherent ability to provide 
dedicated or shared protection as a mean to ensure network survivability. 
In addition network survivability can be provided through restoration 
done by layer 3 routing protocols. Both protection and restoration are 
essential for delivering the service guarantees needed by QoS 
applications. It is obvious that even a link with very high throughput can 
not be useful if it exhibits a poor availability. Therefore QoS has to be 
seen in terms of packet delivery time limits as well as the assurance that 
once a connection is established, it will prevail until the end of the 
session. 
 
It should be noted here that QoS needs to be addressed in several layers. 
At the physical layer optical network elements have to be involved to 
make sure that traffic in general and the one with special QoS 
requirements in particular is not disrupted. The data link and routing 
layer have to ensure that such traffic is delivered first and that 
appropriate resources are available and allocated to carry this type of 
traffic. 
The main problem is that to achieve QOS in optical networks enough 
knowledge about the resources is required and the existing mechanisms 
to distribute that intelligence work only inside domains, however, as we 
said before, there is still very little equipment at moment that support 
these mechanisms. 
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6. Bypassing the trust barrier between operators 
 
It is envisageable that the amount of network elements supporting 
GMPLS deployed in operator networks will increase in the future. This 
will happen because GMPLS is able to lower both transport and 
operational costs by moving the intelligence from network management 
systems to network elements. 
There is still a need to develop interdomain mechanisms to support 
inter-provider operation. However these mechanisms can not be 
implemented soon mainly due to lack of trust between network 
operators. Current inter-provider relationship for provision of e.g. voice 
service has been possible because the capacity request in this case is 
predictable. Also there are good financial settlement mechanisms and a 
business case supporting the need for QoS. Traffic financial settlement 
mechanisms for internet data are not easier due to the connectionless 
nature of the Internet operation. 
Our main argument here is the fact that operators will only be compelled 
to overcome the trust barrier if there's a good business case supporting 
the need of QoS. In general providing QoS is costly in addition end-to-
end QoS provisioning in inter-provider relationship demands operators 
to announce information that make their network architectures visible to 
competing entities. Therefore we argue that this will only happen if the 
existing or newer applications requiring QoS can generate enough 
revenue to network operators to justify the investment and the risk. 
 
 
7. A compromise solution for inter-operator QoS provisioning 
 
For the benefit of applications that require end-to-end QoS guarantees a 
compromise solution will be to implement mechanisms that share not all 
the information, but just enough information to allow the operators to 
do some traffic engineering that will support QoS operation. 
Our suggestion here is to extend the existing inter-domain routing 
protocols such as BGP to propagate a subset of internal topology to the 
peers.  One possible operation of such relationship would be for each 
operator to compute at least four paths for each of the destination that is 
serving or peering with. Those label switched paths (LSPs) should satisfy 
four categories of QoS. The highest quality could be classified as Gold, 
followed by Silver, Bronze and Best Effort. Gold would be the LSP that 
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has the maximum possible bandwidth, highest availability, minimum 
delay, loss and jitter and best effort would be the LSP that is suitable for 
traffic that do not require QoS. Gold would be appropriate for 
applications such as VoIP and video-conferencing, while best effort 
would be for generic internet traffic such as web-browsing, ftp and e-
mail. Silver and bronze would be for services that exhibit a degree of 
time-sensitivity but can tolerate some delays; an example of this traffic 
could be video-streaming. 
 
These four LSPs for each destination would be digested through a 
modified BGP to other peers in the network. In this way each network 
operator would have enough information to give his clients the ability to 
setup some QoS connections without knowing exactly how the QoS is 
guaranteed. Therefore operators would design their networks with the 
amount of resources they can afford and using appropriate protection 
and restoration mechanisms to have highly available LSPs with enough 
bandwidth to satisfy different QoS requirements. 
Figure 2 shows two network operators each connected to two client 
networks. The operators are interconnected by two fiber links. Inside 
each operator there are a number of links providing different bandwidth, 
loss probability, delay and jitter. The operator has a complete view of his 
network so he can compute paths with different QoS according to the 
classification we have proposed above. For instance a number of LSPs 
can be computed from the border router R7 toward client A that satisfy 
the gold, silver, bronze and best-effort levels. These LSPs can then be 
announced to router R9 belonging to provider #2. Provider #2 does not 
need to know how the other network is designed to ensure the certain 
service level. However he still has the guarantee that he can reach client 
A with these service qualities. Therefore if he wanted to send voice 
traffic that requires gold QoS level, he could choose the LSP that 
satisfies that requirement. 
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 Figure 2.  An example of abstraction that border routers

 could provide to each other  
 
8. Summary 
 

Routing and signaling protocols play an important role in optical 
networks. Interior gateway protocols have been extended in order to 
advertise not only link state information that is basically used to provide 
reachability information but also to convey resource information that is 
required for traffic engineering. With GMPLS extensions routing and 
signaling protocols can support packet switching devices as well as time, 
wavelength and spatial switching devices. 

In order to enable quality of service differentiation and for  traffic 
engineering to be done on end-to-end basis across multiple domains link 
state information as well as traffic engineering (TE) information between 
domains needs to be exchanged. This should be done through an 
Exterior Gateway Protocol such as BGP. 

Exporting the entire network map with all TE parameters is not 
reasonable due to business, operational, capacity and scalability purposes. 
Therefore we propose a method to provide end-to-end QoS  by 
operators without the need to make their network architecture visible to 
the peering operators. In this method only a few optional paths satisfying 
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some levels of QoS guarantees are provided. These QoS can be 
negotiated between peering entities and used to create the visible LSPs. 
The paths can be computed using constraints such as diversity, 
bandwidth and survivability. 

We argue that QoS is costly and for it to be provided by operators, there 
should be applications that demand QoS and from which operators can 
increase their revenues, ie., without a business case operators will not be 
compelled to plan, deploy and operate their networks in a way in which 
QoS can be guaranteed. 

In addition we argue that trust will remain as the barrier for inter-
provider QoS in the Internet.  However operators will still have to 
partition their networks in domains for the sake of scalability and inter-
technology operation. Therefore inter-domain QoS will evolve from 
inter-domain operation inside a network belonging to a single operator. 
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Annex 1: List of Relevant Internet drafts being developed by CCAMP of 
IETF 

 
INTERNET-DRAFTS: 

1. Definitions of Textual Conventions for Generalized 
Multiprotocol Label Switching (GMPLS) Management  

2. Generalized Multiprotocol Label Switching (GMPLS) Traffic 
Engineering Management Information Base 

3. Generalized Multiprotocol Label Switching (GMPLS)Label 
Switching Router (LSR) Management Information Base  

4. Exclude Routes - Extension to RSVP-TE  
5. Crankback Signaling Extensions for MPLS and GMPLS RSVP-

TE 
6. GMPLS - Communication of Alarm Information  
7. RSVP-TE Extensions in support of End-to-End Generalized 

Multi-Protocol Label Switching (GMPLS) Recovery  
8. GMPLS Based Segment Recovery  
9. A Framework for Inter-Domain Multiprotocol Label Switching 

Traffic Engineering  
10. Reoptimization of Multiprotocol Label Switching (MPLS) Traffic 

Engineering (TE) loosely routed Label Switch Path (LSP)  
11. Extensions to GMPLS RSVP Graceful Restart 
12. A Per-domain path computation method for establishing Inter-

domain Traffic Engineering (TE) Label Switched Paths (LSPs)  
13. Evaluation of existing Routing Protocols against ASON routing 

requirements  
14. Use of Addresses in Generalized Multi-Protocol Label Switching 

(GMPLS) Networks  
15. Routing extensions for discovery of Multiprotocol (MPLS) Label 

Switch Router (LSR) Traffic Engineering (TE) mesh 
membership  

16. IGP Routing Protocol Extensions for Discovery of Traffic 
Engineering Node Capabilities 

17. Requirements for GMPLS-based multi-region and multi-layer 
networks (MRN/MLN)  

18. Evaluation of existing GMPLS Protocols against Multi Layer and 
Multi Region Networks (MLN/MRN) 

19. Traffic Engineering Database Management Information Base in 
support of GMPLS  
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20. Generalized MPLS (GMPLS) RSVP-TE Signaling Extensions in 
support of Calls  

21. Procedures for Dynamically Signaled Hierarchical Label 
Switched Paths  

22. Framework for MPLS-TE to GMPLS migration  
23. OSPFv2 Routing Protocols Extensions for ASON Routing  
24. Graceful Shutdown in GMPLS Traffic Engineering Networks 
25. Operating Virtual Concatenation (VCAT) and the Link Capacity 

Adjustment Scheme (LCAS) with Generalized Multi-Protocol 
Label Switching (GMPLS)  
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26. Annex 2: List of All RFCs related to MPLS and GMPLS 
 
REQUEST FOR COMMENTS: 

1. Generalized Multi-Protocol Label Switching (GMPLS) 
Signalling Functional Description (RFC 3471) updated by 
RFC 4201,RFC 4328 

2. Generalized Multi-Protocol Label Switching (GMPLS) 
Signalling Constraint-based Routed Label Distribution 
Protocol (CR-LDP) Extensions (RFC 3472) updated by RFC 
4201 

3. Generalized Multi-Protocol Label Switching 
(GMPLS)Signalling Resource ReserVation Protocol-Traffic 
Engineering (RSVP-TE) Extensions (RFC 3473) updated by 
RFC 4003,RFC 4201,RFC 4420 

4. Tracing Requirements for Generic Tunnels (RFC 3609) 
(17859 bytes)  

5. Generalized Multi-Protocol Label Switching Architecture 
(RFC 3945)  

6. Generalized Multiprotocol Label Switching Extensions for 
SONET and SDH Control (RFC 3946) obsoleted by RFC 
4606 

7. GMPLS Signalling Procedure For Egress Control (RFC 
4003) updates RFC 3473 

8. Requirements for Generalized MPLS (GMPLS) Signalling 
Usage and Extensions for Automatically Switched Optical 
Network (ASON) (RFC 4139)  

9. Routing Extensions in Support of Generalized Multi-
Protocol Label Switching (GMPLS) (RFC 4202)  

10. OSPF Extensions in Support of Generalized Multi-Protocol 
Label Switching (RFC 4203) updates RFC 3630 

11. Link Management Protocol (LMP) (RFC 4204)  
12. Synchronous Optical Network (SONET)/Synchronous 

Digital Hierarchy (SDH) Encoding for Link Management 
Protocol (LMP) Test Messages (RFC 4207)  

13. Generalize Multiprotocol Label Switching(GMPLS) User-
Network Interface (UNI): Resource ReserVation Protocol-
Traffic Engineering (RSVP-TE) Support for the Overlay 
Model (RFC 4208)  
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14. Link Management Protocol (LMP) for Dense Wavelength 
Division Multiplexing (DWDM) Optical Line Systems (RFC 
4209)  

15. Requirements for Generalized Multi-Protocol Label 
Switching (GMPLS) Routing for the Automatically Switched 
Optical Network (ASON) (RFC 4258) 

16.  Framework for Generalized Multi-Protocol Label Switching 
(GMPLS)-based Control of Synchronous Digital 
Hierarchy/Synchronous Optical Networking 
(SDH/SONET) Networks (RFC 4257)  

17. Generalized Multi-Protocol Label Switching (GMPLS) 
Signalling Extensions for G.709 Optical Transport Networks 
Control (RFC 4328) updates RFC 3471 

18. Link Management Protocol (LMP) Management Information 
Base (MIB) (RFC 4327) obsoleted by RFC 4631 

19. A Transport Network View of the Link Management 
Protocol (LMP) (RFC 4394)  

20. A Lexicography for the Interpretation of Generalized 
Multiprotocol Label Switching (GMPLS) Terminology within 
The Context of the ITU-T's Automatically Switched Optical 
Network (ASON) Architecture (RFC 4397)  

21. Analysis of Generalized Multi-Protocol Label Switching 
(GMPLS)-based Recovery Mechanisms (including Protection 
and Restoration) (RFC 4428)  

22. Recovery (Protection and Restoration) Terminology for 
Generalized Multi-Protocol Label Switching (GMPLS) (RFC 
4427)  

23. Generalized Multi-Protocol Label Switching (GMPLS) 
Recovery Functional Specification (RFC 4426)  

24. Node-ID Based Resource Reservation Protocol (RSVP) 
Hello: A Clarification Statement (RFC 4558) (14185 bytes)  

25. Generalized Multi-Protocol Label Switching (GMPLS) 
Extensions for Synchronous Optical Network (SONET) and 
Synchronous Digital Hierarchy (SDH) Control (RFC 4606) 
(53492 bytes) obsoletes RFC 3946 

26. Link Management Protocol (LMP) Management Information 
Base (MIB) (RFC 4631) (152560 bytes) obsoletes RFC 4327 
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