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Combining risk and uncertainty in technical systems
Per Westerlund, Patrik Hilber, Tommie Lindquist

Abstract—The risk matrix is tool for making decision
about technical system such as prioritising of maintenance.
It is used in methods such as FMEA (failure mode and
effect analysis) and it is based on the definition of risk as
the product of the probability of a certain failure and its
consequence.

The problem with the standard formulation is that
the probability is not always completely known. The
uncertainty of the probability can be estimated by its
variance.

Instead of a specific value for the probability of failure,
a beta distribution is used for the probability. The main
point is to find a trade-off between mean and variance.
In this case we want to avoid probabilities larger than
the mean. We use a loss function taking into account only
the right tail starting at a factor times the mean. The
exponent of the deviation is 0. We have calculated how
much a decreasing variance should compensate for an
increasing mean. We get an approximate relation between
the quotient of variances and the quotient of means.The
conclusion is that this model should be investigated further.

Keywords—risk analysis, decision making, re-
liability, risk matrix, beta distribution
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I. INTRODUCTION

A technical system can fail in different ways.
In order to have the technical system working,
one should prioritise between the different failure
modes. The key concepts are risk and uncertainty,
which are well defined by Urquijo: [7, p 18]

Incertidumbre y riesgo son dos conceptos
absolutamente distintos: incertidumbre es
falta de certeza y es duda; el riesgo es la
amenaza de un daño, es un peligro.

It can be translated as:
Uncertainty and risk are two absolutely
different concepts: uncertainty is lack of
certainty, i.e. it is doubt. Risk is the threat
of a damage, it is a danger.

Thus uncertainty is a measure of error in a given
parameter, which can be interpreted as a confidence
interval for that parameter. Risk, on the other hand,
is combination of a threat and a damage or of
a probability and a consequence, using the termi-
nology of this article. So uncertainty appears both
in the positive and the negative direction, whereas
risk implies only something unwanted. The scale
of the probability goes from 0 to 1 whereas the
consequence belongs to the positive real numbers.
Sometimes the consequences that are considered are
limited to a big number D.

A. FMEA and the risk matrix
FMEA (failure mode and effect analysis) or

FMECA (failure mode, effect and criticality anal-
ysis) is a method to analyse the reliability of a
technical system. Every possible failure mode is
listed with its failure rate, its effect and its criti-
cality/severity [5, p 88–96] [4, p 133–135]. Instead



2

of criticality or severity, it is possible to use the term
consequence.

The risk matrix is a presentation of the table with
the failure modes in order to compare the risk r,
which is defined as the consequence of a failure c
multiplied by the probability of the failure p:

r = c · p .

By applying logarithms to the equation one gets:

log r = log c+ log p .

One interesting aspect is to find events that have
the same risk. The iso-risk curves are hyperbolas in
a linear coordinate system and lines with negative
slope 45 degrees in a system with logarithmic axes.

Then the lines with the same risk have a down-
wards slope of 45 degree. This procedure reduces
the number of dimensions from two (probability
and consequence) to just one (risk), which gives an
ordering of the different failure modes.

TABLE I
EXAMPLE OF A RISK MATRIX.

Risk

1000000 0.1 1 10

Consequence 10000 0.01 0.1 1

1000 0.001 0.01 0.1

10−7 10−6 10−5

Probability

Both the risk and the consequence are truncated
and discretized to have only a few levels. The scale
is normally logarithmic as in Table I. The risk ma-
trix can also be qualitative, i.e. the consequence and
the probability are divided into groups, which are
ordered but lack equidistance. Then both dimensions
have ordinal scales. [3]

B. Purpose
In the cited works, the risk matrix does not

include the uncertainty in the estimate of the prob-
ability. Classical statistical theory tells us that an
estimate of the probability based on a much bigger
number of cases has a lower variance than an
estimate based of fewer cases. Also an estimate
based on a measure instrument is often more certain
than an estimate based on an inspection. In the same

way, a measurement carried out in a laboratory is
normally more precise than a measurement in the
field.

For these reasons it is interesting to include the
uncertainty of the estimate, which can be found
by statistical calculations, the inaccuracy of the
measurement system or the judgment of an expert.
There are situations where it is better to have a
low variance, even though the estimated probability
increases.

II. STANDARD DEVIATION

A. Comparison with the variance-bias trade-off for
the normal distribution

In text books there are examples where by accept-
ing a bias the variance decreases. For example the
estimator of the variance of a normal distribution
T 2 = c

∑n
i=1

(
Xi − X̄

)2 is unbiased if c = 1
n−1 and

it has minimum variance if c = 1
n+1

. [2, p 414–5]
Then the means and variances are:

c mean of T 2 variance of T 2

1
n−1 σ2 2

n−1σ
4

1
n

n−1
n
σ2 n−1

n2 σ
4

1
n+1

n−1
n+1

σ2 n−1
(n+1)2

σ4

In this case the relative bias for c = 1
n−1 will be:

n−1
n+1

σ2 − σ2

σ2
=
n− 1

n+ 1
− 1 = − 2

n+ 1
.

The relative reduction of the variance is then:

n−1
(n+1)2

1/(n− 1)
=

(n− 1)2

(n+ 1)2
= 1− 2n

(n+ 1)2
.

Also [1, p 332] discusses this problem.

B. Standard deviation

If we introduce the standard deviation of the
probability sp, we have three dimensions and the
points can get closer to the origin by:
• decreasing p, i.e. lowering the probability –

making the device more reliable
• decreasing sp, i.e. lowering the standard devi-

ation of the probability – measuring better or
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getting more data by pooling or extending the
study period,

• decreasing c, i.e. adding some redundant com-
ponent so that the consequences are lower.

There is naturally a cost associated with these
measures. The distance moved in the space should
be divided by the cost.

III. DETAILED STATISTICAL ANALYSIS

A. Beta distribution
The beta distribution is defined on the inter-

val [0, 1], which is suitable for probabilities. It is
also the conjugate prior of the Bernoulli, binomial,
negative binomial and geometric distributions in
Bayesian inference. Its distribution function is:

f(x;α, β) =
xα(1− x)β

B(α, β)
=

=
(α + β − 1)!

(α− 1)!(β − 1)!
xα(1− x)β

The mode, the mean, the variance, the skewness
(Pearson’s moment coefficient of skewness) are:

M =
α− 1

α + β − 2

µ =
α

α + β

σ2 =
αβ

(α + β)2(α + β + 1)

γ1 =
2(β − α)

√
α + β + 1

(α + β)2(α + β + 1)

B. Other loss functions
The loss function L(v, a) gives the loss of making

the decision a when the unknown variable is v. The
decision can be the estimation of a variable to a
certain value. As v is unknown, it is regarded as
a stochastic variable ant its distribution function is
supposed to be known. The normal loss function
is the square of the deviation for some kind of
mid-point. The mean will be the mid-point that
minimises the loss function, which is the variance.

Stone has presented a model with three parame-
ters: [6] [7, referred on pages 125–127 with draw-
ings]
• One-sided or two-sided, depending on δ+ and
δ+

• Starting point of the integral µ0

• Exponent α
So the deviation is calculated as with p(x) as the

density function:

D(α, µ0, δ−, δ+) = δ−

∫ µ−µ0

−∞
|x− µ|αp(x) dx+

+ δ+

∫ ∞
µ+µ0

|x− µ|αp(x) dx

Integrating the square of the deviation on both
sides gives the variance plus the square of the mean.
Going from some point to the infinity with exponent
0 is the same as the tail of the distribution. Our
loss function considers only the right tail, starting
at some point ktµ. So it is right-sided.

C. Formulas
It is relevant to compare the variance with a better

loss function, which considers the errors to avoid.
Thus we will compare two different beta distribu-
tions: (α1, β1) and (α2, β2). The first distribution
will have α1 = 1, but β1 will vary in order to
get different probabilities. The mean of the second
distribution is k times the mean of the first one,
where k is given.

α1

α1 + β1
= 10−10, . . . , 10−1

α2

α2 + β2
= k · α1

β1

Then we calculate the parameters of the second
distribution in order to have the same probability of
being above kt times the mean of the first one. So
we want the tails to have the same area:

P (
α1

β1
> kt ·

α2

β2
) > P (

α1

β1
> kt ·

α2

β2
)

Instead of setting the tail starting at kt times
the mean of distribution 1, one can define the area
that the tail covers r. Thus there are two different
criteria:

1) Criterion 1: kt is given. Then determine f2
such that: ∫ 1

ktp̂1

f1(p) dp =

∫ 1

ktp̂1

f2(p) dp

The value of the integral will be called α.



4

2) Criterion 2: d is given. Then calculate:

r =

∫ 1

p̂2

f1(p) dp

Then determine kt and f2 such that:

∫ 1

ktp̂1

f1(p) dp =
r

d
and∫ 1

ktp̂1

f2(p) dp =
r

d
and

(1)

This construction is possible for every k, as r
depends on k.

D. Results

Fig. 1. Result for criterion 1 with k = 2 and kt = 5. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

1) Criterion 1: Fig. 1-9 show the results of the
calculations. Table II shows the parameters α and
β for k = 2 and kt = 5. Table III shows how the
variance diminishes. Fig. 10 shows that the further
the start of the tail gets from the mean of distribution
2, the larger can the variance of distribution 2 be.
When kt equals 10, distribution 2 can have a larger
variance than distribution 1.

Fig. 2. Result for criterion 1 with k = 2 and kt = 7. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 3. Result for criterion 1 with k = 2 and kt = 10. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

TABLE III
QUOTIENT OF THE VARIANCES AND SIZE OF THE TAIL r

kt

5 7 10

2 0.8 1.33 1.33

k 3 0.47 1 1.29

4 0.14 0.70 1.45

r 6.7 · 10−3 9.1 · 10−4 4.5 · 10−5
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TABLE II
RESULT WITH CRITERION 1 AND k = 2 AND kt = 5.

α1 1 1 1 1 1

β1 9 99 999 9999 99999

µ1 0.1 0.01 0.001 1 · 10−4 1 · 10−5

var1 0.8182 · 10−2 0.9802 · 10−4 0.9980 · 10−6 0.9998 · 10−8 1.0 · 10−10

α2 5 5 5 5 5

β2 20 245 2495 24995 249995

µ2 0.2 0.02 0.002 2 · 10−4 2 · 10−5

var2 0.6154 · 10−2 0.7809 · 10−4 0.7981 · 10−6 0.7998 · 10−8 0.80 · 10−10

Fig. 4. Result for criterion 1 with k = 3 and kt = 5. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 5. Result for criterion 1 with k = 3 and kt = 7. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 6. Result for criterion 1 with k = 3 and kt = 10. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 7. Result for criterion 1 with k = 4 and kt = 5. The solid red
line shows distribution 1 and the dashed blue one distribution 2.
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Fig. 8. Result for criterion 1 with k = 4 and kt = 7. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 9. Result for criterion 1 with k = 4 and kt = 10. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 10. The plot uses a red solid line for a factor of 5, a green
dashed one for 7 and a blue dotted for 10, all referring to the start
of tail as a multiple of the mean of distribution 1.
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Fig. 11. Result for criterion 2 with k = 2 and d = 3. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 12. Result for criterion 2 with k = 2 and d = 10. The solid
red line shows distribution 1 and the dashed blue one distribution 2.

2) Criterion 2:

Fig. 13. Result for criterion 2 with k = 2 and d = 30. The solid
red line shows distribution 1 and the dashed blue one distribution 2.
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Fig. 14. Result for criterion 2 with k = 3 and d = 3. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

Fig. 15. Result for criterion 2 with k = 3 and d = 10. The solid
red line shows distribution 1 and the dashed blue one distribution 2.

Fig. 12-19 show the results of the calculations.
Table IV shows the parameters α and β and Table V
how the variance diminishes if the tail starts closer
to the mean of distribution 2. Fig. 20 shows that
the ratio of the variances is fairly constant with
respect to the varying mean of distribution 2. The
ratio depends on the fraction of the size of the tail
from the mean of distribution 1, d.

E. Discussion

Table III and V have the expected behaviour:
the quotient of the variances increases when k
decreases. This is expected since then distribution
2 do not need to have a tail that decreases so fast.

Fig. 16. Result for criterion 2 with k = 3 and d = 30. The solid
red line shows distribution 1 and the dashed blue one distribution 2.

Fig. 17. Result for criterion 2 with k = 4 and d = 3. The solid red
line shows distribution 1 and the dashed blue one distribution 2.

TABLE V
QUOTIENT OF THE VARIANCES AND THE SIZE OF THE TAIL r

fraction d

3 10 30 r

2 0.3636 0.8000 0.8000 0.1328

k 3 0.2812 0.6428 0.8181 0.0404

4 0.3137 0.6399 0.8419 0.0101
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TABLE IV
RESULT WITH CRITERION 2 AND k = 2 AND d = 10.

α 13 11 11 11 11 11 11 11 11 11

β 56 539 5489 54989 549989 5499989 54999989 549999989 5499999989 54999999989

var2 0.2754 0.3072 0.3076 0.3077 0.3077 0.3077 0.2857 0.2857 0.2857 0.2857

Fig. 18. Result for criterion 2 with k = 4 and d = 10. The solid
red line shows distribution 1 and the dashed blue one distribution 2.

Fig. 19. Result for criterion 2 with k = 4 and d = 30. The solid
red line shows distribution 1 and the dashed blue one distribution 2.

With an increment of kt or d, the start of the tail
moves to the right and then the difference between
the two distributions is smaller.

As both parameters α and β enter the formula
for the variance, the variance of distribution 2 can
be larger than the variance of distribution 1 even
though the number of samples has increased. Thus

Fig. 20. The plot uses a red solid line for a fraction of 3, a green
dashed one for 10 and a blue dotted one for 30, all referring to the
size of tail of distribution 1 starting at the mean of distribution 2.

the quotient of variances should be scaled by the
quotient of probabilities. It gives Table VI and VII.
Both have a structure with reasonable similar num-
bers on the main diagonal and the two lines in
parallel with it. The numbers grow when going
towards the upper right corner.

Fig. 10 shows a reasonable behaviour except for
the blue dotted line corresponding to kt = 10, when
apparently the tails have decreased so much that
it does not matter if the mean of distribution 2
increases. Fig. 20 has another aspect since the lines
are nearly horizontal.

TABLE VI
SCALED QUOTIENT OF THE VARIANCES AND SIZE OF THE TAIL r

kt

5 7 10

2 0.4 0.67 0.67

k 3 0.16 0.33 0.43

4 0.035 0.17 0.36

r 6.7 · 10−3 9.1 · 10−4 4.5 · 10−5
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TABLE VII
SCALED QUOTIENT OF THE VARIANCES AND THE SIZE OF THE

TAIL r

fraction d

3 10 30 r

2 0.18 0.40 0.80 0.1328

k 3 0.094 0.21 0.27 0.0404

4 0.078 0.16 0.21 0.0101

IV. CONCLUSION AND FURTHER WORK

The risk matrix should be complemented with
a third dimension showing the uncertainty of the
probability estimate. A study of the beta distribution
has been made. A loss function that integrates only
the right tail has been used. Some lines where the
distributions have the same size of the tail have been
drawn for different starting points of the tail. Then
it is possible to consider two distributions as equal
if they are on the same line.

Further work includes calculations for more dis-
tributions to understand where are these lines with
the same risk. The goal is to have a formula that
takes the mean and the variance and gives a ranking
on how large is the tail of a given distribution.
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