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Abstract 

SCADA (Supervisory Control and Data Acquisition) systems have been widely used 

during the last decades delivering excellent results for the power network operation 

and management. 

However, some current customer requirements are for SCADA systems to integrate 

external components in order to perform advanced power network studies and develop 

both existing and new business processes. This novel viewpoint will make these 

systems evolve from a monolithic infrastructure towards a loosely coupled and 

flexible architecture. Hence, new needs have arisen with the aim of improving the 

system interoperability, reducing the complexity and enhancing the maintainability. 

This master´s thesis project presents an Interoperability Prediction Framework (IPF), 

that supports the architecture design process during the early stages of product 

development. In addition, this work has also investigated some alternative 

architectures, which have been modelled and verified using the previously mentioned 

framework. 

A first conceptual architecture has been designed to improve the internal system 

interoperability, reducing the coupling between the basic SCADA and the Energy 

Management System (EMS). Later, a second architecture that allows the integration of 

external components has been introduced to promote the external interoperability. 

Results show that the proposed architectures are correct (according to the IPF) and the 

interoperability of the system is improved. Furthermore, initial conclusions suggest 

that the final proposed solution would be less complex than the current architecture in 

the long term, although a large effort and substantial changes would be needed to 

upgrade the system architecture. 
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System, EMS, System Architecture, Software Architecture, Interoperability, 

Interoperability Prediction Framework, System Modelling, UML, System Integration, 

Service Oriented Architecture, SOA, Power Network. 
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Sammanfattning 
SCADA-system (Supervisory Control and Data Acquisition) har under de senaste 
decennierna använts i stor utsträckning, med utmärkta resultat för nätverksdrift 
och -förvaltning. 

Kunder ställer emellertid krav på att SCADA-system ska kunna integrera externa 
komponenter för att möjliggöra utveckling av befintliga och nya affärsprocesser. Det 
innebär att dessa system utvecklas från en monolitisk infrastruktur till en löst kopplad 
och flexibel arkitektur. Således har nya behov uppstått för att förbättra systemets 
interoperabilitet, minska komplexiteten och förbättra underhållet. 

Föreliggande masterprojekt presenterar ett ramverk för att förutsäga systems 
interoperabilitetet (IPF); ett ramverk som stöder arkitekturprocessen under de tidiga 
stadierna av produktutveckling. Vidare har arbetet undersökt några alternativa 
arkitekturer, vilka har modellerats och verifierats med hjälp av ovannämnda ramverk. 

En första konceptuell arkitektur har utvecklats för att förbättra interoperabiliteten hos 
interna system, för att reducera kopplingen mellan det grundläggande 
SCADA-systemet och Energy Management-systemet (EMS). Därefter genererades en 
andra arkitektur som möjliggör integration av externa komponenter för att främja den 
externa interoperabiliteten. 

Resultat visar att de föreslagna arkitekturerna är korrekta (enligt IPF) och systemets 
driftskompatibilitet förbättras. Vidare förefaller den slutligt föreslagna lösningen vara 
mindre komplex än den nuvarande arkitekturen på lång sikt, men det skulle behövas 
en större insats och väsentliga förändringar för att uppgradera systemarkitekturen. 
 
Nyckelord: Supervisory Control and Data Acquisition, SCADA, Energy Management 

System, EMS, Systemarkitektur, Programvaruarkitektur, Interoperabilitet, 

Interoperabilitetsutvärderingsramverk, Systemmodellering, UML, Systemintegration, 

Serviceorienterad arkitektur, SOA, Kräftnät. 
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Chapter 1

Introduction

1.1 Background

Power networks are complex systems that cannot be efficiently and se-
curely operated without a SCADA system. A SCADA (Supervisory Control
and Data Acquisition) is a system of computer-aided tools used to supervise,
control, optimize and manage the generation and/or transmission of power,
ranging from distribution, sub-transmission and regional dispatch centres, to
very large nationwide control centres.

These large and complex systems usually consist of a network of em-
bedded computers, databases, I/O servers, Remote Terminal Units (RTUs),
Programmable Logic Controllers (PLCs), an Energy Management System
(EMS), a communication infrastructure, multiple Human Machine Interfaces
(HMIs), supervisory computers, etc. In fact, it is hard to specify which
components define a SCADA system since vendors struggle to design a flex-
ible collection of different power network tools that can be combined and
implemented in a flexible way to meet the requirements of each individual
installation.

The number of interconnected devices, ranging from embedded sensors
to industrial machines or medical implants, has increased a lot during the
last decades and the future trend is for this expansion to accelerate. On the
other hand SCADA systems have remained away from this progression by
now. However, electric operators are nowadays required to restructure their
IT systems in order to become network business, respond more rapidly to the
competitive changing environment and guarantee their survival. In addition,
the smart grids scenario, the Internet of Things or the Industry 4.0 pose
new challenges for SCADA systems; distributed information from multiple
levels must be acquired and exchanged in a continuous way to further develop
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2 Chapter 1. Introduction

processes and support decision making.
Therefore, conventional SCADA architectures must be revised in order

to enable for an enhanced interoperability. One approach to achieve this
is through architecture analysis and redesign. A system architecture is the
conceptual model that describes the structure, behaviour and more views
of a system. Hence, architecture design is an essential task which will have
a strong impact on both functional and non-functional properties of a final
system. Moreover, it is also important to associate this task with current
ethical and social issues; SCADA systems operate very critical and sensible
infrastructures, so rigorous analysis methods and tools are needed to carry
out this transition in a safe manner.

This master’s thesis project has been performed in collaboration with
ABB Enterprise Software (Sweden) that develops these complex information
systems to manage and operate the electrical grids around the world. Fur-
thermore, this work has been carried out under the supervision of the Electric
Power and Energy Systems department and the Mechatronics division, both
at KTH Royal Institute of Technology.

1.2 Problem Description

SCADA systems have been traditionally operated as monolithic and iso-
lated entities that were directly connected to the physical power network.
However the challenges of today are different since more importance is given
to other qualities, such as; the flexibility, maintainability, scalability, inte-
gration and use of new technologies. In addition, a matter of special interest
is the interoperability, i.e., to facilitate the communication between parts of
the system and between the system and external systems/actors. This new
perspective will make these systems evolve from a strict hierarchy towards a
more open, loosely coupled and flexible architecture.

The current SCADA system under study is structured around a central
database where most of the components are connected to transfer informa-
tion between different parts of the system through different interfaces and
functions. However, when new functionality needs to be developed, the sys-
tem complexity is increased. Thus, this situation can lead to a highly coupled
information infrastructure in the long term, making the maintainability of
the system and the integration of external components complicated.

It is thought that an architecture design based on services could improve
the interoperability of the system (defined as "the satisfaction of a commu-
nication need between two or more actors" Ullberg et al. (2012)) facilitating
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the communication between the different components and reducing the com-
plexity. Here, a service is a discrete unit of functionality that is well-defined,
self-sufficient, and does not depend on the context or state of other services.
In addition, customer requirements are for SCADA systems to implement
services in order to enable the integration of the SCADA system into their
own enterprise software and vice versa. This new paradigm would also allow
to align enterprise software needs with business processes, and would deliver
a much more agile organization to respond to changes, satisfy new needs,
create new processes, etc.

However this migration makes several interoperability concerns to arise,
and in order to mitigate them a model-based approach is needed to de-
fine clear specification of the information flows to be transmitted, and to
verify the specified requirements. Furthermore, during the early phases of
business and information systems development there is a need for modelling
different system configurations to analyse their effects and predict multiple
non-functional properties. Thus, the major contribution of this master´s
thesis will be the proposal of new architecture designs and the development
of an Interoperability Prediction Framework to evaluate the systems models
interoperability, i.e., to determine if there will be any barriers for the com-
munication. The solutions will also be compared and conclusions will be
drawn regarding the consequences/effects on the reliability, availability, per-
formance, security, maintainability and/or complexity of the overall system.

1.3 Objectives

This master’s thesis pursues different objectives, which can be divided
into industrial objectives and research objectives (i.e., ABB and KTH objec-
tives). Although various needs are addressed through these objectives, they
are complementary so that the whole work would not be coherent without
approaching both goals simultaneously.

1.3.1 Industrial Objectives

The main objective from ABB, set before the start of the project, was to
analyse the current architecture of a SCADA system and suggest changes.
This included studying how the system could evolve to take advantage of a
Service Oriented Architecture (SOA), implementing web services and using
an Enterprise Service Bus (ESB). Other important need was to investigate
about architecture styles which could enable the integration of third party
components into ABB’s system.
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This objective was very broad and it was redefined during the first month,
after the start of the master’s thesis. Firstly a literature review and a back-
ground study was carried out, then a first approach to the system was done
in order to understand the problem to be solved. Finally, the initial goals
were refined after agreement with some ABB experts.

It was decided to focus the research efforts on the interoperability, to
facilitate the communication between parts of the system and between the
system and external systems/actors. Connected to this, the work done for
the future system models is divided in two parts; internal interoperability
and external interoperability. The internal interoperability is related to the
communication between parts of the system, whereas the external interoper-
ability is associated to the communication between the system and external
systems/actors.

A further iteration was done later and it was concluded that one of the
most important needs within the system was to separate the basic SCADA
from the EMS component (internal interoperability). On the other hand,
customer requirements showed that not less important was to make possible
the integration of external components into the SCADA system through an
ESB, and this was defined as external interoperability.

The industrial objectives are compiled here:

• Separate the basic SCADA from the EMS functionality (internal inter-
operability).

• Facilitate the integration of external components into the SCADA sys-
tem (external interoperability).

• Develop several models and views of the SCADA system to be used by
experts to understand the system architecture in a better way.

• Develop a tool to verify the correctness of some models from the inter-
operability point of view.

1.3.2 Research Objectives

Since this project is done as the last stage of a master’s programme at
KTH Royal Institute of Technology, it has to fulfil some quality standards.
Thus a deep background study must be carried out, and an extensive refer-
ence section, which reflects the research done, must be included. The mas-
ter’s thesis should aim to explore a specific topic or research area, apply the
gained knowledge to the problem that needs to be solved and ideally expand
the available knowledge, contributing to the research in this exact area.
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For this project, the most important field of research will be interoper-
ability modelling and prediction. It is desired to develop a framework to
both model the interoperability structural aspects of a complex system, and
assess the interoperability of the modelled system in an automated way.

A second academic objective of this degree project is to investigate how
the previous framework could be extended to model other non-functional
properties of a complex system by doing a short literature review.

Hence the research objectives are summarized here:

• Develop a framework for interoperability modelling and prediction.

• Research how the previous framework could be extended for modelling
and assessing other non-functional system qualities (e.g., performance).

Finally, due to the fact that this master’s Thesis is part of a Mechatronics
master’s programme, it should try to approach these objectives in a syner-
gistic fashion, considering not only the different software issues, but also the
hardware and control implications in the final system.

1.4 Research Questions

Given the problem described previously and the objectives introduced
before, a generic research question was set at the beginning of the project.
This master’s thesis report will aim to answer the following research question:

• How can the current architecture of a SCADA system evolve to improve
the interoperability of the overall power network control system?

Since this main question is quite broad and comprises many different
phases, it was expanded and divided in the following sub-questions:

• What is the current architecture of the SCADA system?

• How can the interoperability of the system be automatically measured,
evaluated or predicted?

• How can the current network architecture evolve in a scalable way to
integrate external components?

• What would be the consequences/effects on the reliability, availability,
performance and/or security of the overall system?
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1.5 Delimitations

The scope of this master’s thesis is quite ambitious as it deals with the
overall system architecture, and hence, it requires to achieve a very good
understanding of the system and its different components.

The Network Manager (NM) comprises an extensive suite of tools for the
management and operation of the power network. It is primarily composed
of the basic SCADA, the Energy Management System (EMS), the Workplace
System (WS), distribution applications, transmission applications, etc. At
the same time, the SCADA/EMS is formed by multiple processes, a real-time
database with a complex structure, various services, etc. And the same trend
is valid for the different components. Therefore, the system can be modelled
on different levels of granularity to achieve the desired degree of detail.

In this context, it is evident that modelling in a very accurate manner
such a complex information system infrastructure is out of the scope of this
thesis project. Instead, the focus remains in modelling the basic SCADA
applications and services (acquisition, alarms and events, database overview,
etc.), main EMS functions (Automatic Generation Control and Interchange
Transaction Scheduling), some WS functionality and the major interfaces
with the rest of the system components; but it is not aimed to study every
specific network application thoroughly.

In addition, the interoperability framework is employed to model the in-
formation flow between different processes and components. However, the
SCADA system makes use of thousands of messages for different communi-
cation purposes and needs, which are out of the scope of this work. Hence,
only a small set of these messages is compiled in order to show the most rel-
evant communication needs and verify the interfaces proposed in the future
architectures.

Finally, the topic of architecture analysis and design is very broad as it
encompasses many functional and non-functional system qualities. Neverthe-
less, the main drive for this project is to enhance the system interoperability,
and therefore, this is the main effort, although other aspects are commented
briefly.

1.6 Outline

This master’s thesis report is structured as follows: Chapter 1 introduces
the project; including background, problem description, objectives, research
questions and delimitations. Chapter 2 includes a literature study of the main
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topics that this work deals with: systems integration and interoperability.
Following, Chapter 3 introduces the research methodology followed along
this project. Then, Chapter 4 presents one of the main contributions of this
thesis; the Interoperability Prediction Framework (IPF). The major part
of this work, consisting of the current SCADA architecture and the design
and implementation of the proposed architectures, is exposed in Chapter
5. Following, analysis and results are presented in Chapter 6. Chapter 7
provides a discussion around the Interoperability Prediction Framework and
a comparison of the different architectures, as well as other issues introduced
throughout this thesis work. Later, a conclusion and a future work section
are carried out in Chapter 8. Finally, the bibliography is presented, followed
by a list of acronyms employed in this project.





Chapter 2

Frame of Reference

2.1 Systems Integration

The development of complex systems requires combined efforts of differ-
ent engineering disciplines such as software, electrical or control engineering.
Each engineering area employs specific methods and presents interfaces to
other disciplines, however, there is usually a lack of common concepts that
represents the information to be exchanged, and hence, interoperability lim-
itations emerge (Mordinyi et al., 2015).

Systems integration constitutes such a broad topic, and several method-
ologies have been proposed in different domains. One of the main areas is
software integration and distributed computing systems; Celar et al. (2016)
reviews the main messaging concepts and technologies, including P2P net-
works and broker based messaging solutions. Among others; JMS, AMQP,
XMPP, RESTful services or ZeroMQ are analysed. Another middleware so-
lution to facilitate interoperability between different languages has been the
Common Object Request Broker Architecture (CORBA) (Chisnall, 2013).

Nevertheless, Hoffmann et al. (2016) argues that existing approaches to
deal with systems integration and interoperability are limited by proprietary
data exchange protocols and information models. Therefore, in the context
of industrial manufacturing and automation systems, the authors propose a
standardization attempt through an industrial interface like OPC UA. This
would enable the propagation of real-time process data to top level planning
functions in order to perform further data analysis and improve decision
support throughout the entire process chain (Hoffmann et al., 2016).

In the field of SCADA systems; the Common Information Model (CIM)
has been used successfully to exchange electric and power network models
between different electric utilities (Li et al., 2013), ICCP has been employed

9



10 Chapter 2. Frame of Reference

to standardize real-time data exchange between control centres (Mago et al.,
2013) and ELCOM has been used for data interchange between SCADA sys-
tems (Stella et al., 1995). Thus, SCADA systems usually combine all these
standards for an improved interoperability. For instance, Vukmirovic et al.
(2010) proposes an architecture for smart metering systems that combines
features of the Common Information Model (CIM) and the OPC UA stan-
dard. Finally, another similar example based on CIM and OPC UA is given
by Tran et al. (2016).

2.1.1 Service Oriented Architecture (SOA)

Ibrahim and bin Hassan (2010) define a Service Oriented Architecture as
a development style that aims to construct distributed, loosely coupled and
interoperable software components called services with well defined interfaces
and based on standard protocols (typically web services) as well as Quality
of Service (QoS) attributes to describe how the services are used (Figure 2.1
shows a usual SOA architecture). A Service Oriented Architecture claims to
enable the integration of multiple systems, and in general, the development
of open and flexible architectures to align business process with IT systems in
order to facilitate enterprise interoperability (Pessoa et al., 2008). Therefore,
many attempts have been carried out to implement such an architecture. The
following paragraphs review some of the efforts done in different domains;
they are not limited to SCADA power network control systems, instead,
there are also valid examples for the automotive or manufacturing industry.

Delsing et al. (2014) propose a migration procedure for legacy industrial
process control systems that consists of four steps: initiation, configuration,
data processing and control execution. In addition, several migration chal-
lenges are discussed. Sadok et al. (2015) argues there is a lack of IT stan-
dards for the manufacturing industry, and following, introduce a distributed
framework based on some SOA principles. In the automotive domain; a SOA
architecture is suggested to improve the performance of the increased number
of Electronic Control Units (ECUs) and their interconnections (Gopu et al.,
2016).

In the context of power networks, a conceptual design of a SCADA/EMS
system based on a SOA architecture for the Brazilian power grid is presented
by Ordagci et al. (2008). The proposed architecture is believed to improve the
system reliability and the interoperability between different control centres.
Karnouskos et al. (2010) suggests an approach where SCADA components
can be dynamically added or removed through SOA discovery capabilities.
Finally, Chen et al. (2006b) recommends to take profit of a infrastructure
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Figure 2.1: Service Oriented Architecture (SOA) and Enterprise Service
Bus (ESB) components.

based on web services to develop a SCADA system with higher cooperation
and integration means.

2.1.2 Microservices

Microservices architectures are gaining popularity nowadays as an evo-
lution of the famous Service Oriented Architecture (Figure 2.2). In fact,
Newman (2015) argues that many SOA implementations have failed because
there is no consensus on how to implement SOA correctly, and supports that
microsrevices have arisen as a specific SOA approach, taking the best from it.
According to Newman (2015), the main difference with SOA is that microser-
vices promote the use of independent finely grained services that collaborate
together. However, there are more design guidelines that suggest a renovated
style.

When it comes to the composition and interoperability of the services
required for a specific process or major function, there are two basic ap-
proaches: orchestration and choreography. With orchestration, an orchestra-
tor (the process responsible) coordinates and drives the process, whereas with
choreography, the logic and rules of interaction are kept in the endpoints. In
contrast to SOA, where a orchestrated design is more common, Dragoni et
al. (2016) defend a microservices architecture based on a choreograph ap-
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Figure 2.2: Design styles evolution (monolithic, SOA and microservices).

proach in order to create a more loosely coupled and flexible infrastructure.
In addition, this is better connected to the decentralization paradigm that
microservices promises. Furthermore, Thönes (2015) encourages to get rid off
all the heavy applications that come with an Enterprise Service Bus (ESB),
keep the middleware simple and implement most of the logic at the endpoints.

Finally, examples of microservices can also be found in the literature.
Villamizar et al. (2017) compared a monolithic with a microservices archi-
tecture for a cloud application and found that microservices reduce enterprise
costs while maintaining the same levels of performance and response times.
Besides, microservices have also been used to develop the Internet of Things
framework; Sun et al. (2017) introduced a microservices architecture in such
domain in order to enhance the system capacity to integrate multiple het-
erogeneous objects.

2.2 Interoperability

The obligation to become more competitive and effective providing cus-
tomers and vendors with better products and services requires the enter-
prises to convert from traditional business into networked business (Guédria,
2014). However, although interoperability is becoming a crucial issue and its
lack represents an important strategic obstacle (Mallek et al., 2012), barriers
for interoperability are still not completely well understood (Ullberg et al.,
2009), in fact, there is no common definition and each expert understands
the concept of interoperability differently (Guédria, 2014).

For example, four different interoperability definitions are proposed by
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IEEE (Breitfelder and Messina, 2000), the first of which is: "The ability
of two or more system or elements to exchange information and to use the
information that have been exchanged.". Although this definition is the most
referenced in the literature, researchers have refined it, for instance, Ullberg
et al. (2012) simplifies the concept as: "The satisfaction of a communication
need between two or more actors.". So, as can be appreciated, numerous
definitions have been attributed for interoperability (Rezaei et al., 2014a).

2.2.1 Interoperability Frameworks and Barriers

Barriers or problems to interoperability are defined as incompatibilities
between two enterprise systems (Ullberg et al., 2009). To deal with this issue,
Chen et al. (2006a) defines a framework for enterprise interoperability where
three main concepts are identified: interoperability barriers (composed of
conceptual, technological and organizational barriers), interoperability con-
cerns (data, service, process and business concerns) and interoperability ap-
proaches (integrated, unified and federated approach). Therefore, the in-
tersection of an interoperability barrier, an interoperability concern and an
interoperability approach constitutes the set of solutions to enable enterprise
interoperability. The work performed by Ullberg et al. (2009) lists all the
previous interoperability barriers together with their classification.

Figure 2.3: Enterprise Interoperability Framework (two dimensions).

Another research study, based on the previous framework for enterprise
interoperability identifies a set of conceptual barriers to interoperability and
classifies them by levels of concern (Cuenca et al., 2015). The work also
introduces the concepts of vertical and horizontal interoperability to show
the relationships between the mentioned barriers.

Hence, interoperability must be achieved at different levels or layers. Ac-
cording to Rezaei et al. (2014b), there are four levels of interoperability;
technical, syntactic, semantic and organizational interoperability. Technical
interoperability is linked with software and hardware systems, syntactic inter-
operability deals with data formats, semantic interoperability is associated
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with the definition of the data content and organizational interoperability
refers to the overall organizations capabilities to communicate in an efficient
manner.

However, other interoperability frameworks have been developed over the
years. Examples of these are: the ATHENA Interoperability Framework
(AIF) (Berre et al., 2007), the e-Health Interoperability Framework (nehta,
2007) , the European Interoperability Framework (EIF) (EIF, 2014) or the
Levels of Information Systems Interoperability (LISI) (Kasunic, 2001).

Finally, a more recent approach carried out by Gomes et al. (2017) strives
to identify semantic interoperability barriers looking at enterprises require-
ments instead of systems configurations or data structures.

2.2.2 Metrics for Interoperability

Developing interoperability involves the definition of metrics to measure
the extent of interoperability between distinct systems (Guédria et al., 2008).
Most of the proposed methodologies for interoperability quantification have
their origin in maturity models and different score methods or performance
measurement models. The following paragraphs show some of the reviewed
approaches.

Guédria et al. (2009) developed a maturity model for enterprise inter-
operability and defined five maturity levels (unprepared, defined, aligned,
organized and adapted). Following to this, a score was assigned for each
interoperability concern and barrier. Then, a formula was employed to cal-
culate the resulting metric, which finally was transformed to the previous
maturity levels using a scale.

Guédria (2014) argues that measuring interoperability has become a re-
search challenge. Some of the efforts done, based on maturity models, focus
only on one interoperability aspect (e.g., technology, conceptual, enterprise
modelling). Therefore, Guédria (2014) proposes to use of a Maturity Model
for Enterprise Interoperability (MMEI) (Guédria et al., 2009; Guedria, 2012)
together with the Ontology of Enterprise Interoperability (OoEI) metamodel
(Chen, 2013) in order to integrate concepts from the two models and to
collect all the required information.

According to Camara et al. (2014) qualitative and quantitative methods
to measure interoperability have been developed in the literature. However,
they don’t deal with prior validation of interoperability solutions (the impact
that a change will have in the final objective). Therefore a methodology
based on the decomposition of business process into business activities, and
on the assignment of process performance indicators (PIs) to the previous
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split activities is suggested.
In the context of cloud computing environments, Rezaei et al. (2014c)

has developed a semantic interoperability framework for Software as a ser-
vice systems (SaaS), together with a evaluation method that uses multiple
measurements criteria (e.g., interoperability time, interoperability quality,
interoperability cost, etc.). Another interoperability maturity model and
scoring method has been proposed by Rezaei et al. (2014a), but in this case,
for ultra large scale systems. A more general approach is to use the Architec-
ture Trade-off Analysis Method (ATAM). This framework enables the anal-
ysis, validation and improvement of software architecture designs through a
series of nine steps separated into four phases (Kazman et al., 2000).

Furthermore, the usage of maturity models together with format methods
to verify the models, and to assess different interoperability concepts in order
to solve potential problems has also been studied successfully (Mallek et al.,
2012; Leal et al., 2016).

In conclusion, a great effort has been done to classify interoperability
using different frameworks. Nevertheless, the mentioned approaches require
a deep knowledge in the area of interoperability and a considerable time cost.

2.2.3 Interoperability Prediction

Static systems models succeed to capture a great amount of information
about the system structure and its architecture, however, they fail to exploit
detailed dynamic behaviour of how the system components interact together.
Hence, it is necessary to develop new methods to support these repeatable
measurements in order to enable the system architect to make favourable
decissions associated with transformation and process re-engineering (Garcia,
2007).

The work presented by Rezaei et al. (2014a) introduces an automated pro-
cess to analyse the structural and behavioural compatibility of some modelled
connected components. The components are specified using UML (compo-
nent, deployment, classes and state machine diagrams) and its interoper-
ability is evaluated through their own framework. Nevertheless, the study
doesn’t deal with specific interoperability aspects.

Neghab et al. (2015) propose a design process to estimate the collabo-
ration performance between designers, i.e., the quality of data and informa-
tion exchange. The paper introduces a procedure split into two main phases:
process modelling (through a provided metamodel) and interoperability mea-
surement (through the Eclipse Modelling Framework tooling for constraints
validation and model comparison features). However, the article deals mainly
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with the designers collaborations during the design process rather than with
systems interoperability.

The previous research studies reveal that there is a need for a interop-
erability modelling language and a framework that supports interoperability
prediction, since current tools support interoperability metrics to some ex-
tent but fail to provide automated interoperability prediction features (Chen
et al., 2008).

To address this need, Ullberg et al. (2012) propose a metamodel for in-
teroperability modelling and a set of rules to enable automated interoper-
ability prediction. UML classes diagrams are used as the modelling language
whereas the set of interoperability rules are declared using the Object Con-
straint Language (OCL). The proposed metamodel covers both structural
interoperability aspects (to manage the basic infrastructure for interoper-
ability) and conversation specific concepts (optional feature for a detailed
description of the elements of a language). The main classes (structural
aspects) that the interoperability metamodel introduces are:

• Actor: Composed of; systems, components, humans or whole enter-
prises. They are the participants in the information exchange.

• Abstract Actor: An abstraction of both the Actor and Message Passing
System classes used by the interoperability rules.

• Message-Passing System (MPS): The communication medium required
for the transport of information (e.g., internet, ethernet network, air,
etc.).

• Communication Need (CNs): The specific message or information to be
transmitted. The CNs are satisfied through the OCL interoperability
prediction rules.

• Language: The format in which a message is encoded to be understood
by two actors (e.g., HTTP, SOAP, Spanish).

• Reference Language: A special language in which a communication
need can be unambiguously expressed.

• Language Translation: A tool employed to transform one language into
another (usually performed by an actor).

• Address: The identifier of an actor, necessary for the correct delivery
of the information (e.g., name, IP address, etc.).
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The above classes are interrelated, and therefore, are connected to each
other in the interoperability metamodel proposed by Ullberg et al. (2012).
The metamodel is displayed in a later section (Figure 4.1). Briefly, Actors
and MPSs are required to form a communication path transmitting the in-
formation between two points in order to satisfy a Communication Need.
Languages are used to encode the transmitted messages in a certain format,
and Addresses are employed to identify the involved Actors and route the
information correctly.

On the other hand, the set of OCL prediction rules (Ullberg, 2012), based
on the previous interoperability frameworks and barriers literature study, can
be divided in three main parts (excluding conversation specific aspects):

1. Communication path: There must be a connected path of Actors, MPSs
or Abstract Actors between each pair of Actors (initial and target Ac-
tor) associated to a Communication Need (this must be evaluated recur-
sively, navigating through all the system model, to find all the possible
communication paths).

2. Languages: The actors involved in the communication must share the
same Language, otherwise a Language Translation should be used. In
addition, the involved MPSs must be compatible with the previous
Language or with a carrier of that Language. Moreover, the Language
needs to be able to able to express the Communication Need domain
of discourse.

3. Addressing: If a MPS is not fixed (i.e., it is different than a cable
and requires addressing), Actors must know the Addresses of the other
involved Actors. Besides, the Addresses Languages have to be compat-
ible with the MPSs addressing Languages, otherwise, an intermediary
Actor can be used to translate the Addresses Languages.

Therefore, given a developed system model based on the presented inter-
operability metamodel, it is possible to execute the previous OCL statements
to verify every Communication Need in an automated way without the help
of an interoperability expert.

Finally, it is important to mention that the described work also allows
for probabilistic interoperability instead of deterministic interoperability pre-
diction (Johnson et al., 2013, 2014). In short, this is possible by expanding
the presented metamodel to convert its attributes to random variables, and
therefore, evaluating the OCL rules probabilistically. Moreover the frame-
work is capable of expressing structural uncertainty through an additional
boolean existence property. This can be beneficial for the system architect,
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during the early stages of systems development, to reflect his confidence in
the developed models, and compare different possible scenarios.

2.3 Performance

Even though the communication can be viable between two or more ac-
tors from an interoperability point of view, it is still possible that the final
goal related to the information exchange fails due to timing constraints or
performance issues. Moreover, different requirements can exist for the in-
volved communication needs, e.g., real-time constraints, maximum response
times, latencies, throughputs, etc. This shows that interoperability and per-
formance concerns are tightly coupled, and depending on each situation, a
performance analysis should be carried out in addition to an interoperability
study.

The field of performance analysis for software and hardware systems is
very broad; many efforts have been done with the aim of facilitating the
decision making process, avoiding redesigns and reducing costs. A matter
of interest is to discover performance bottlenecks and problems early during
the first phases of product development (Pustina et al., 2009). Therefore, a
common approach has been to construct performance models for their later
assessment (D’Ambrogio, 2005).

2.3.1 Performance Modelling

A literature review reveals that performance models are mostly based on
different kind of annotated graphs (e.g., Petri nets), and queueing theory.
Queuing theory deals with the mathematical study of waiting queues and
has applications in many different fields, such as; telecommunication systems,
public transport, computing, banking, industrial layout design, etc. In this
direction, many different model building methods have been proposed to
exploit the potential of performance analysis (D’Ambrogio, 2005).

One successful method has consisted in using general purpose software/sys-
tem modelling languages (e.g., UML or SysML) (Ribeiro et al., 2016). How-
ever, these languages lacks of time and performance attributes, and therefore,
additional profiles, such as MARTE (Modeling and Analysis of Real-time Em-
bedded Systems) have been introduced to enable schedulability, performance
and time analysis (Tribastone and Gilmore, 2008). For example, Triantafyl-
lidis et al. (2013) have taken profit of the MARTE profile for validating
several performance aspects of an autonomous robot.
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In the context of Service Oriented Architectures, Wrzosk (2012) argues
that SOA principles have a big impact on the performance. Therefore, Wr-
zosk (2012) proposes a framework to develop a performance model of a SOA
system using Layered Queueing Networks (LQN). UML is used as the main
modelling language and three profiles are applied; SoaML, MARTE and
BEPL. A similar approach has been performed by Pustina et al. (2009),
but employing extended queueing networks (multiclass queueing networks).

The work done by Zimmermann and Hommel (2005) introduces a stochas-
tic Petri net to describe the functional and timing behaviour of the safety-
critical communication system in the European Train Control System (ETCS).
Later, Zimmermann and Hommel (2005) evaluates the net model through
numerical simulations. Finally, another framework based on Petri nets is
presented by Bernardi and Merseguer (2007).

Figure 2.4: Petri net example.

2.3.2 Performance Evaluation

Most of the studied performance evaluation attempts consist of the anal-
ysis of the previous performance models attributes. In order to do so, the
performance models are usually transformed and exported so that an ex-
ternal tool can calculate different metrics (e.g., response time, throughput,
etc.).

According to Chise and Jurca (2009), the most frequently implemented
analytical approaches (model solvers) to calculate these metrics have been:
Execution Graphs, Markov chains generated from system definitions using
ADL (Architectural Description Language), Stochastic Timed Petri Nets,
Queueing Networks and their extensions (Extended Queueing Networks and
Layered Queueing Networks). Nevertheless, methods based on simulations
have also been used (Marzolla and Balsamo, 2004). In addition, another
employed approach has been to extrapolate performance data gathered pre-
viously (Bacigalupo et al., 2005).



20 Chapter 2. Frame of Reference

Hence, the previous performance modelling attempts have been combined
with the mentioned evaluation methods, leading to the development of many
different performance frameworks. For instance, a model transformation from
UML models to LQN networks is proposed by D’Ambrogio (2005). Besides,
UML models have also been transformed into stochastic Petri nets (Bernardi
and Merseguer, 2007). Tribastone and Gilmore (2008) combines UML ac-
tivity diagrams, together with MARTE annotations to generate a stochastic
process algebra. Finally, a different method is suggested by Nguyen and
Kadima (2012), who employs SysML parametric diagrams for performance
simulations.
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Research Methodology

3.1 Introduction

The design of the research approach has a great importance to address
the proposed research questions, and therefore, care must be taken in order
to plan and select the right methods for data collection, data analysis, and
verification and validation (Peffers et al., 2007). Traditionally three research
methodologies have been used: quantitative, qualitative and mixed methods;
however they should not be viewed as rigid and distinct categorises, instead,
they represent different goals (Creswell, 2013).

In this thesis work, it is of interest to develop a framework that can predict
the interoperability of a system given a certain model, i.e., that is able to
evaluate if different communications needs will be satisfied, and in general,
to support the system design process at early stages. In order to achieve this,
the mentioned framework will parse the systems architectures, which will be
modelled using a general purpose systems modelling language (e.g. UML),
to evaluate them and display the results according to an interoperability
metamodel and a studied rule set for interoperability prediction.

Hence, both quantitative and qualitative methods will be used to take
profit of their different advantages. The quantitative approach is the basis
in this project for the verification of the system models from an unbiased
perspective. Nevertheless, qualitative methods are also employed to collect
data (semi-structured and un-structured interviews) in order to construct the
SCADA models. Moreover, the architecture analysis is extended shortly to
other system attributes (e.g., performance, reliability, complexity, etc.) from
a qualitative point of view in a final discussion.

A summary of the work-flow followed in this research study design can
be viewed in Figure 3.1. Information gathering will be used to construct

21
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the current system architecture model and to study customer requirements.
Data analysis will be divided in different phases; firstly requirements will be
elicited and will be employed to specify the future system needs. Following,
two different architectures will be proposed and modelled as new solutions.
Finally, the results for the different architectures, which will comprise a set
of possible communication needs and paths, will be analysed and compared.
Thus, the Interoperability Prediction Framework will provide the results and
verify the system models at the same time.

Figure 3.1: Overview of the research design work-flow.

3.2 Data Gathering

Data gathering for the current architecture study and the development of
the system models has been based on written documentation and interviews
with experts.

Along this work, several kinds of system documentation were reviewed.
For instance, the following types of archives were inspected: design descrip-
tions, functional descriptions, implementation manuals, operation manuals,
test procedure documents, etc.

In addition, several meetings were arranged in order to capture some
information about the system architecture, where the documentation was
not enough. In general the system was well documented when it comes
to individual applications and their interfaces to other processes, however
there was a lack of information regarding the overall software architecture,
and therefore, it was challenging to connect the different pieces of the puzzle.
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Hence, the held interviews aided to reduce this gap. Moreover, these meetings
were very useful to understand the system in a better way, solve ambiguities
and confirm different ideas.

The interviews were held in the form of meetings and these were both
semi-structured in order to gather specific system information and unstruc-
tured to open the discussion for other topics. Besides, distinct experts were
invited including: system architects, application specific specialists and a
requirements manager.

3.3 Model-Based Systems Engineering (MBSE)

Model-Based Systems Engineering (MBSE) is a methodology that has
been widely used in several disciplines to aid in the decision making process
and to support early design verification (Rashid and Anwar, 2016).

This approach gains relevance in this project since one of the most im-
portant activities is the development of different architectures based on UML
models. In addition, the standard UML specification is extended to suit some
of the requirements for interoperability modelling and prediction. This is a
common practice called metamodelling, which aims to create a model of a
model in order to define specific languages for domain specific applications.

Figure 3.2 shows the Meta-Object Facility (MOF) standard, that consists
of four layers, for model-driven engineering. As can be seen, UML would be
in the level M2 and the interoperability metamodel would be in the M1 layer.

Figure 3.2: Meta-Object Facility architecture.
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3.4 Data Analysis

Once the different system models were constructed, data analysis has
been done through the developed interoperability prediction script.

As will be explained in later sections, the script is the responsible for pars-
ing the system models, finding all the applicable classes and its connection
to other system elements. At the same time, the script looks for all the pos-
sible communication paths checking all the compiled interoperability rules in
order to verify the correctness of the constructed models, and provide with
feedback to the system architect regarding the barriers for the communica-
tion. Finally, the Interoperability Prediction Framework shows the results
both in text and graphic form, together with some statistics about the parsed
models.

Therefore, these results can be utilized to verify the proposed models, re-
veal some of the problems for the interoperability between two actors, analyse
the communication flow, show potential performance problems and/or as a
first measurement for the system complexity.

3.5 Verification and Validation

This work addresses different problems that need to be verified and vali-
dated. The Interoperability Prediction Framework is used as a tool to verify
the correctness of different architectures in regards to interoperability struc-
tural aspects. However, it is still necessary to question if the interoperability
methodology presented is precise in itself, and if the proposed models reflect
the SCADA system under study in an accurate way.

There are multiple approaches when it comes to the evaluation of a pre-
diction framework. Some of them intend to address this issue from an in-
dividual investigation of the proposed rules (Ullberg et al., 2012), whereas
others attempt to validate the framework as a whole employing tools like the
Turing test (Johansson, 2015) or empirical test cases (Ullberg and Johnson,
2016). A third endeavour has been to contrast the framework to compet-
ing alternatives in order to show what it is improved (O’Keefe and O’Leary,
1993).

The verification and validation of the results found in this report is based
on a combination of the previous techniques, together with a deep literature
study to demonstrate that the recommended methodology is comparable to
other similar attempts. In such a way, Ullberg et al. (2012) discuss that
tools aimed for the prediction of system qualities must fulfil the following
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requirements:

• Accuracy, so that the proposed method is actually adequate for inter-
operability prediction.

• Cost of use. The effort required to arrange the framework for interop-
erability prediction must be reasonable.

• Cognitive complexity (steep learning curve).

• Error control, i.e., precision and cost trade-off to enable satisfactory
results for decision making at a tolerable cost.

A discussion around the previous requisites will be done during the last
stages of the work in Section 7.5.

On the other hand, the accuracy of the architecture model to describe the
current system will be verified through several meetings and interviews with
experts at ABB, both system architects and application specific specialists.
Furthermore, the decisions on the future proposed architectures will be taken
after multiple discussions together with different professionals, who will revise
the final models and results.





Chapter 4

Interoperability Prediction
Framework

4.1 Introduction

As previously seen in Section 2.2, there are multiple approaches that can
be followed when it comes to study, model, analyse or evaluate the interop-
erability of a complex system.

To review the main objectives defined at the beginning of the project, it
was agreed to develop a framework with the following features:

• Relevant interoperability aspects modelling.

• Interoperability correctness evaluation tool.

• Means for interoperability assessments in order to compare different
system architectures/models.

• Flexibility and scalability to expand the framework for the modelling
and analysis of other system qualities (e.g. performance) for future
works.

To sum up, it is desired to develop a toolbox that supports the system
architecture modelling process (from an interoperability point of view) and
enables the evaluation of the previous models in an automated way. There-
fore, it was decided to follow the approach pointed by Ullberg et al. (2012),
which was found to be the most appropriate to fulfil the mentioned require-
ments. In addition, the proposed method is accurate, has been reviewed (Ull-
berg and Johnson, 2016) and requires less time and interoperability expertise

27
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than other approaches. Nevertheless, the method only permits structural in-
teroperability modelling and prediction from a static point of view, but in
general it can be considered as a good trade-off solution.

In short, this studied method presents an interoperability metamodel
which is used to model the structural interoperability aspects of a complex
information system, and a rule set, based on the associations between dif-
ferent model classes/elements, to check the correctness of a certain model
through the evaluation of OCL (Object Constraint Language) statements.

Therefore, the proposed approach satisfies the first and second require-
ment to a good degree. However, it has limitations to provide with feedback
regarding communication paths (actors and message-passing system impli-
cated) or languages involved for example. Furthermore, although OCL has
been used successfully over the years, it is not widely known and has some
disadvantages if compared with general purpose programming languages (e.g.
C++ or Java) when it comes to existing libraries, scalability, etc.

And that is why it was decided to develop a new framework, using the
studied method (to fulfil the first and second need), but starting from the
selection of a new modelling framework, following with the development of
a script to satisfy the last requirements and, in general, be more flexible for
possible modifications and extensions.

4.2 Modelling Framework

During the start of the thesis project a small study was carried out to in-
vestigate the capabilities that different software and system modelling frame-
works could offer. After this, it was desired to seek a framework or a set of
tools that fulfilled the following needs:

• Support for both UML and SysML. Although the followed approach
only employs UML class diagrams, it is possible that the framework is
expanded in the future to incorporate some SysML diagrams.

• Metamodelling and/or profile definition. It is required both to model
the interoperability metamodel and to apply the metamodel to any
created model.

• XMI or other XML based model export functionality, so that system
models can be parsed and interchanged between different modelling
applications.



4.3. Interoperability Metamodel 29

• OCL statements evaluation. Despite not planning its use, it is conve-
nient to support it for simple constraints evaluations.

• Functional user interface and steep learning curve. A considerable
amount of time will be spent exclusively modelling.

Many different tools and frameworks were considered, some of these were:
Enterprise Architect, Papyrus, VisioUML or IBM Rational Rhapsody. But
none of the software packages accomplished all the previous requirements
while enabling high flexibility for future expansions. Therefore it was decided
to follow a more general approach, and the Eclipse Modelling Framework
(EMF) was selected as the main infrastructure.

The EMF project is a flexible and open modelling framework for build-
ing applications and other technologies based on a structured data model
(Eclipse, 2017). It provides a set of integrated tools for UML and SysML
models edition, metamodels definition, OCL statements evaluation, etc. More-
over, it includes an EMF-based implementation of the Unified Modelling
Language (UML) for the Eclipse project which is called UML2 (Hussey and
Bruck, 2004).

Hence, the proposed procedure is the following: Papyrus, which is a EMF
modelling editor, is used in the first place for the metamodel definition. Then,
Papyrus is employed again for the systems models development, and after
this, the models are exported in XMI format. Finally a script, which will be
introduced in Section 4.4, based on UML2 is utilized to parse the previous
models and evaluate the studied set of interoperability rules.

4.3 Interoperability Metamodel

The interoperability metamodel proposed by Ullberg et al. (2012) and
described in Section 2.2.3 was implemented using Papyrus. For the purpose of
this work it was decided to ignore the conversation specific aspects and focus
on structural interoperability in order to reduce modelling costs. Besides,
standard languages are mostly used. The final metamodel can be viewed in
Figure 4.1.

It is also important to mention that Papyrus does not provide tools for the
creation of metamodels, but instead, it offers several methods to customize
UML, adjusting it for a particular domain. The approach followed in this
project has been a lightweight UML extension based on the definition of a
profile. Thus, stereotypes are used to extend the UML class metaclass with
tagged values (Actor, Message-Passing System, Communication Need, etc.).
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Figure 4.1: Interoperability metamodel (structural interoperability aspects).

Later, the created profile can be applied to a certain UML model, and the
defined stereotypes can be assigned to UML classes.

4.4 Script for Interoperability Prediction

The interoperability prediction script is based on the UML2 API/plug-
in, which provides an EMF-based implementation of the UML metamodel
for the Eclipse platform. This API includes a series of packages (interfaces,
classes, enums, exceptions, errors and annotations), together with multiple
classes, methods, constructors and fields to be used to manage UML models
programmatically (in Java code).

The script works as follows: Firstly, the UML model is loaded from a file
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in XMI format and is stored in a UML2 structure. Next the loaded model
is parsed; a list is created with all the model elements at the same time
that the associated stereotypes are checked. In addition, this procedure is
repeated through all the model packages to capture all the system elements.
While navigating through the model items, the script can also check the cor-
rectness of the multiplicities defined in the interoperability metamodel. The
interoperability rules (Ullberg, 2012), which have been translated from OCL
to Java, are evaluated when a Communication Need is found; for every CN
its associations to other model elements are examined iteratively according to
the studied rule set. Moreover, if a Communication Need is not satisfied, the
script is able to look for the communication barriers as well. Finally, the re-
sults are displayed both in text format, and as graphs using the GraphStream
libary (Team, 2017).

To demonstrate the usage of the UML2 API and its simplicity a com-
mented example is shown below. The getAssociations function is used to
return a list with all the associations of a certain class given a matching
stereotype and two associations member ends.

protected static EList<Class> getAssociations(Class _class, String
stereotype, String memberEndCurrent, String memberEndTarget)

{
// Create empty list
EList<Class> classesList = new BasicEList<Class>();

// Retrieve all the associations of the involved type
EList<Association> listAssociations = _class.getAssociations();
for (Association association : listAssociations)
{

// Retrieve all the endtypes of the association
EList<Type> listEndTypes = association.getEndTypes();
for (Type endType : listEndTypes)
{

// Check for applied stereotypes
if ((endType.getAppliedStereotype(stereotype)!=null || stereotype

== null) && endType != _class)
{

// Check member ends
if ((memberEndCurrent == null && memberEndTarget == null) ||

(memberEndTarget != null &&
association.getMemberEnd(memberEndTarget, endType) !=
null) || (memberEndCurrent != null &&
association.getMemberEnd(memberEndCurrent, _class) !=
null))

{
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// Add correct associations
classesList.add((Class) endType);

}
}

}
}
return classesList;

}



Chapter 5

Design and Implementation

5.1 Current System Architecture

The main objective of this degree project was primarily to analyse the
current system architecture to suggest changes and improvements. Due to
this, a considerable amount of time was spent studying the SCADA software
architecture in order to reach a certain competence level to understand the
different system components, services, interfaces and hardware; and to be
able to judge future design decisions.

Thus it is essential to describe the current system in this report before
looking directly at the proposed architecture solution. However the objective
of this report is not to explain the whole system in detail since this would be
a huge effort that would require much more time than this thesis project. But
instead, the goal is to describe the overall architecture, from a high level point
of view, characterizing the different system components and making emphasis
in how they are connected and how they interact together. Additionally, it
is also of interest to show how some key parts have been modelled using the
Interoperability Prediction Framework.

5.1.1 Introduction

The generic Network Manager SCADA/EMS, also called SCADA/EMS
or simply SCADA, is a set of both software components and hardware that
enables the optimized, efficient and secure operation of electric power sys-
tems. From analogue and digital acquisition to generation planning and con-
trol, different network studies at transmission and distribution level, together
with a high performance and flexible user interface; the Network Manager
comprises a very complete and integrated solution for grid operators to take
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strategic advantage for the power network management.
Among others, the system includes a central real-time database for mes-

sage and data sharing, application servers, a full graphics workplace Hu-
man Machine Interface, a database for information storage and retrieval,
and front-end servers to manage the communication with Remote Terminal
Units (RTUs) and substations systems.

Since this system is part of such a critical and strategic infrastructure it
requires high demands in terms of performance, reliability, availability, main-
tainability and security. Hence, the SCADA/EMS is hierarchically organized
from an operational view, and so on the communication flow, where control
centres are at the top of this structure, regional control centres and station
centres are found on a lower level, and the bottom level is dominated by dis-
tributed and autonomous terminals for direct process control. In addition,
the system is highly redundant; data distribution and replication mechanisms
allow for switching to a standby computer server upon different failure sce-
narios. But at the same time, the Network Manager architecture is flexible
to permit different configuration options (e.g. distributed processing func-
tionality, study databases or emergency centre support) and open to make
possible the integration of third party components.

5.1.2 Network Manager Components

SCADA (Basic SCADA)

The basic SCADA comprises the underlying control system architecture
for high level data acquisition and supervisory control. It is composed of
real-time servers, the network infrastructure, a real-time database and var-
ied software. The basic SCADA software encompasses: acquisition services,
communication processes with front-end servers, data processing, calcula-
tions, alarms and events, data exchange services, supervisory control, HMI,
authentication and authorization services, etc. Furthermore, it includes the
required interfaces and protocol that enable the integration of multiple sub-
systems and software packages.

Workplace System

The Workplace System is the Network Manager’s full-graphics user in-
terface for all SCADA/EMS applications. Among others, it has support for
world maps, network plans, alarms and events, dynamic display presenta-
tions, tabular displays, customizable plots, documents integration, printers,
large screen displays, map-boards, etc.
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Energy Management System

The EMS (Energy Management System) is an advanced suite of high per-
formance power applications comprising real-time processes that regulate the
power generation in accordance with operational and economic constraints,
maintaining the system frequency and controlling interchange transactions
at their scheduled values. The main applications are: Automatic Generation
Control and Economic Dispatch. To avoid confusion it is important to men-
tion that the EMS terminology sometimes includes (depending on the vendor)
the generation, distribution and transmission applications (this text uses the
term SCADA/EMS to refer to all the major Network Manager components,
and EMS to indicate the more specific generation control functions).

Generation Management System

The Generation Management System is composed of a comprehensive col-
lection of applications to give support to generation related activities under a
wide variety of market rules, different types of generation resources and oper-
ating conditions. The major programs are: Schedules Manager, Interchange
Transaction Scheduling and Load Forecasting.

Information Storage and Retrieval

The Information Storage and Retrieval functions (from now called IS&R)
provided by the Network Manager Historian allow for processing enormous
amounts of data generated continuously from the power network measure-
ments. It consists of a Relational Database Management System that offers
multiple ways to read, write and perform data mining. Moreover it is closely
integrated with the Network Manager SCADA/EMS (e.g. cyclically and
event data collection, historical playback) but at the same time it is also
a high performance tool that provides data visibility to external users and
systems.

Data Engineering

The Data Engineering is a subsystem used to enter power system data
(both basic SCADA system and EMS network model) into the SCADA/EMS
system. A Relational Database Management System (RDBMS) holds the
complete power system model. Furthermore, several tools exist to enter
power objects models into the database, to name some of them; a complete
graphical editor, forms tools for tabular entry of data and an engine to import
and export CIM/XML files. Later, this power system model is used to load
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the SCADA real-time database in order to define the different network objects
and create the proper data files and tables.

Distribution Management System

The DMS (Distribution Management System) consists of a rich set of
power applications which assist in the decision making process to support
the operation of the distribution network (monitoring, control, etc.). Some
of these programs are: Line Voltage Control, Loss Minimization, Network
Topology Services, Short Circuit Analysis, Training Simulator, Contingency
Analysis, Fault Localization, Load Calibration, Load Flow Calibration, Dy-
namic Network Colouring, Number of Customers Interrupted or Outage Man-
agement System.

Transmission Management System

The Transmission Management System (i.e., Transmission Network Ap-
plications) is composed of a collection of power applications which give sup-
port to the network operation at the transmission level in terms of security,
quality, reliability, and economy. Some of these applications are: Congestion
Forecast, Dispatcher Power Flow, Equipment Outage Scheduler, Network
Sensitivity, Optimal Power Flow, Output Filtering, Reactive Reserve Mon-
itor, Security Analysis, Short Circuit Analysis, State Estimator, Security
Constrained Dispatch or Voltage Var Control.

5.1.3 Architecture

The architecture for the Network Manager SCADA/EMS runtime is based
on a central database reachable for all the SCADA/EMS applications without
any restrictions. This Database Management System is the backbone of the
Network Manager; it has facilities for the database maintenance, introduces
modelling capabilities and includes interprocess communication services for
message passing between different system parts.

Messages can be exchanged between different processes by writing data to
specific FIFO queues. Each queue has its predefined server process but can
receive messages from any application. Hence, any process can load a certain
message in a queue so that the corresponding receiving process is notified to
retrieve the sent message. Figure 5.1 represents this exchange mechanism.

Each major function in Figure 5.1 is composed of many processes which
are invoked by certain messages. After this, the invoked process can retrieve
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Figure 5.1: SCADA real-time message-passing system.

more information from the database, make some processing, store the results
in the SCADA database and/or invoke the next process likewise.

From the metamodel point of view the SCADA real-time database has
been modelled both as an actor (for data collection purposes) and as a
message-passing system (for interprocess communication functionality). Da-
tabase calls are used as the main language, and language translators are
employed to model the interfaces with the front-end units, Workplace Sys-
tem and IS&R. In addition, the sending processes have knowledge of the
receiving processes addresses in order for the communication to be possible.

The architecture overview model of the current system architecture can
be viewed in Figure 5.2.

To sum up, the main input of real-time data comes from the front-end
servers (RTUs, ELCOM and ICCP) and it is fed into the basic SCADA, where
data processing is made. High performance is needed here to process many
signal changes per time unit; hence most of the data is exchanged through
messages and the database is used for this and for storing the results. The
HMI in the Workplace System works with Remote Procedure Calls (RPC)
invocations on events and cyclic polling of analogue values and parameters
from the SCADA database. Moreover, the SCADA includes facilities, based
on RPC, to store and retrieve historical data from the IS&R infrastructure.

5.2 Proposed System Architecture

As was introduced in Section 1.3 the proposed system architecture has
been divided in two parts; internal interoperability and external interoper-
ability. This is thought to be a natural division because different objectives
are addressed. The internal interoperability solution aims to migrate towards
a loosely coupled system to, among others, reduce the system complexity and
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enhance the maintainability, while the external interoperability architecture
seeks to facilitate the integration of external components through an ESB.
Hence the internal interoperability is related to the real-time communication
within the different system parts, and the external interoperability refers to
the communication with external systems.

Furthermore, the proposed architecture solutions could work indepen-
dently although the external interoperability architecture has been designed
taking the internal interoperability solution as a starting point.

5.2.1 Internal Interoperability

Both the basic SCADA and the EMS work together (in the same con-
tainer) in the current SCADA system. In fact, there is no such distinction
in the present system since all the applications are installed in the same
server and make use of the same database to read and write different kind of
data files and tables, as well as to send messages through queues to multiple
applications.

The basic idea behind this solution is to separate the basic SCADA func-
tionality (acquisition, control, events, alarms, calculations, etc.) from the
EMS programs (automatic generation control, generation planning, distribu-
tion network applications, etc.) so that the boundaries between them are
clearly identified and the interactions between them are solved with the aim
that both components can work independently in different containers.

There are numerous advantages to strive to carry out this separation. In
the first place, it is not always the case where a certain costumer is interested
in acquiring the whole set of programs (basic SCADA, EMS, DMS, etc.). On
the contrary, it is nowadays a trend that multiple applications are chosen
from different vendors. Thus it would be a great advantage to have indepen-
dent programs which can be integrated seamlessly as this would allow the
company responsible for the software development to respond much faster to
the changing environment.

Having separated applications would also permit to compile different ver-
sions of the programs independently. This is actually an issue nowadays
because a small change in one component often affects another component.
Thus it is not completely possible to have separated versions of the programs
that work interchangeably, then it can result a challenge to maintain the
system in the long term. In addition this would also be beneficial to reduce
team interdependence and to shorten lead times.

Finally, it is also a good practice in the field of software engineering, in
general, to reduce the coupling and enhance the cohesion, trying to maintain
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clear interfaces between different applications. This gains even more impor-
tance for this case since the different applications are developed at multiple
places, requiring strict development processes and excellent communication.

5.2.1.1 Requirements

After analysing customers needs and discussing future challenges with
some ABB experts, the following requirements were set:

• The basic SCADA and EMS applications shall reside in separated con-
tainers.

• The basic SCADA and EMS applications shall have the option to be
installed in separated servers.

• A High Speed Bus (HSB) shall be used for the communication between
the SCADA and the EMS.

• The communication between the SCADA and EMS applications shall
be authenticated and encrypted.

• Both the SCADA and EMS programs shall have their own private da-
tabase scheme.

• Both the SCADA and EMS programs should have their own proprietary
interfaces for the communication with the workstations.

• Historical data should be retrieved through a SCADA API.

• The interfaces shall be abstracted from the actual implementation for
reduced coupling between the programs.

• The smartness should reside in the endpoints (a choreograph approach
is preferred than a orchestrated one).

5.2.1.2 Architecture Overview

The overview of the architecture proposed to improve the internal inter-
operability of the system is shown in Figure 5.3. In the following sections,
the final system design will be explained in depth; some architectural key
points will be revealed, design choices will be motivated and a set of relevant
communication needs will be proposed for a later analysis and verification.
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Figure 5.3: Internal interoperability architecture overview.

5.2.1.3 Boundaries Identification

The process of implementing a Service Oriented Architecture or a Mi-
croservices Architecture requires multiple phases but one of the first ones is
to identify the services that the system needs to produce and consume, which
in turn, involves determining the boundaries of the previous services (New-
man, 2015). This is such a critical decision that will have a strong impact in
the final system functionality if not performed correctly.

In order to identify the services boundaries it is necessary to analyse the
current system beforehand to look for the key interfaces, potential problems
and, in general, parts of the system where the components are highly cou-
pled. And the latter is a relevant source of problems in the current system
architecture since the EMS and SCADA system are dependent on each other
and use a common database for data sharing and message passing.

Hence, the following dependencies between the SCADA and EMS appli-
cations were identified:

• The SCADA real-time database is used as a message passing system
for the communication between the different applications, for both the
SCADA and EMS.
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• Both the SCADA and EMS data is stored in numerous files and tables
contained in the same centralized database (SCADA real-time data-
base). In addition some tables contain attributes owned by the basic
SCADA which point to EMS attributes and vice-versa.

• The SCADA real-time database provides redundancy through a copy
to a standby server for both the SCADA and EMS data.

• The IS&R database, and so the historian, are accessed via different
services and API which are part of the SCADA system.

• The EMS programs make use of a SCADA interface for the communi-
cation with a workplace station.

• The EMS programs set alarms and register events by sending a message
to the SCADA Alarms and Events application.

• The Automatic Generation Control program (part of the EMS) sends
a message to the Control Message Output (SCADA) to regulate and
control the state of the RTUs.

• The real-time SCADA database (both basic SCADA and EMS files
and tables) is populated through the Data Engineering framework, i.e.,
there is no separation of data to the SCADA and EMS.

The entire Network Manager is very complex and there are much more
interdependencies between these set of programs, but the previous list shows
the most relevant issues to be solved when separating these applications.

A further analysis to the former list also reveals some of the needs for the
future system architecture. Firstly, a real-time bus is needed for the com-
munication between the SCADA and EMS programs. In addition, this bus
should be able to transfer both data and messages. Secondly, the communi-
cation between the EMS and the workplace system should be solved. And
finally, it should be possible to retrieve and store data in the IS&R database
from the EMS software. Moreover the Data Engineering database popula-
tion is another issue that needs to be addressed so that independent files and
tables are generated for the attributes owned by the basic SCADA and the
ones owned by the EMS applications.

5.2.1.4 Interface SCADA - EMS

One of the most critical decisions is the choice of the interface between
the SCADA and the EMS. Since the basic SCADA is the responsible for the
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communication with the front end units and other systems, among others,
whereas the EMS is responsible for ensuring the regulation of power genera-
tion in accordance with operational and economic constraints, it is clear that
real-time requirements exist for this interface.

Depending on the final costumer and final set-up it is possible that both
components reside in the same server but it is also feasible that they are
deployed in different servers and make use of a High Speed Bus (HSB) for
the communication. The latter would be, of course, the most demanding
solution in terms of timing and performance.

When thinking about which messaging platform to use there are a lot of
different possibilities because information exchange problems can be solved
in more than one way. Essentially the types of systems requiring messaging
can be classified in two kinds:

1. Systems that consume messages very fast and only care about the latest
updated value (real-time applications).

2. Systems that do not always consume messages very quickly, instead,
more important is to make sure that all the messages are got rather
than how quickly are they consumed.

The system under study is closer to fall in the first category than in the
second one although there is a mixture of both needs. On the one hand
real-time SCADA data will be streamed continuously but on the other hand
the applications under study also have requirements for robust and reliable
messaging.

The current system already implements an OPC UA Client for interop-
erability with OPC UA Servers. The OPC Unified Architecture (UA) is a
platform independent Service Oriented Architecture that provides a reliable,
high performance framework for access to real time data values and events.
Furthermore many vendors have adopted this standard so it was decided to
use this platform for data transfer. Therefore an OPC UA Client will be
needed in the EMS to subscribe to the data published in the SCADA by an
OPC UA Server.

In Figure 5.4 the modelled OPC UA Server (SCADA) is shown. Its main
task is to make DML calls to the SCADA real-time database to retrieve dif-
ferent kind of data, translate the information returned to the OPC compliant
standard and publish it to a called OPC UA Bus where the EMS OPC UA
Client (at the other end of the bus) will receive this data.

Nevertheless it was still essential to select a reliable, robust and real-time
messaging system that covered other messaging requirements, e.g., more cus-
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Figure 5.4: OPC UA server model in the basic SCADA.

tom messages could be defined and choreographed. Both broker and broker-
less alternatives were considered for this duty, some of which were: Rab-
bitMQ, ZeroMQ, JMS, Tibco Sockets, etc. In the end it was decided to
avoid a brokerless solution since some features like discovery, availability and
management of services could be needed. Even though a broker approach
could lead to a loss in performance due to the additional delay added by the
broker in the end to end message latency, the additional delivery guaran-
tee added by the broker and the simplicity provided to orchestrate different
business process made it the preferred choice. Hence ZeroMQ was dropped
because of this. Later JMS was rejected to be based in Java, and Tibco
Sockets were dropped since they were not open source and there was less
support available. RabbitMQ was finally the selected solution as it fulfilled
all the basic requirements. Furthermore RabbitMQ provides encryption and
authentication services, which are essential due to the SCADA/EMS secu-
rity requirements. Moreover, it has been proved to work previously for the
integration of other subsystems into the Network Manager.

Not less important is to highlight the role of the Data Engineering frame-
work; it needs to be an infrastructure where SCADA and EMS applications
can maintain metadata descriptions of the data that each application re-
quires. Besides, data and/or objects that are common for both the SCADA
and EMS have to be managed by foreign keys. For example, a power system
object like a breaker needs to be associated with a digital IO input value rep-
resenting the breaker state. This implies the same objects to be known by
the SCADA and EMS, each one having some unique properties. Thus, object
references must always be exchanged and updates must be coordinated.

Finally, it is relevant to conclude this section connecting it to the per-
formance analysis/evaluation studied in Section 2.3. As explained before,
the most critical requirements in terms of performance and timing are found
in the concatenation: acquisition - generation control - actuation. Besides,
more specific requirements exist in regards to response times and throughput
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for different messages so it would be interesting to perform a detailed study
to compare different design alternatives.

5.2.1.5 Other key Interfaces

It is important to remark that for the first proposed architecture it is
as important to isolate the basic SCADA functionality from the EMS, as to
make as few changes as possible, reusing current interfaces and APIs. In
other words, this suggested system architecture represents a first and small
step to realize the SCADA/EMS separation in a scalable way.

So before implementing new APIs it is wise to look at the present inter-
faces in the SCADA system and study how they could be used for the new
EMS container. And this is the case for the interface between the EMS and
the workplace system, and between the EMS and the IS&R (Section 5.2.1.3).

The workplace system uses Remote Procedure Calls (RPC) through a
LAN network for the communication with the SCADA system. Then, in
order to keep this interface and to do a smooth transition, it was decided to
replicate this mechanism for the EMS container. This implies that there will
be an API in the EMS similar to the one in the SCADA system to expose
a set of functions to be called by Remote Procedure Calls. Later, a special
compiler will be used to generate the stubs for the client and the server. It is
important to mention that this scheme does not remove the coupling between
the EMS and the workplace deployments completely because one change in
one side of the interfaces requires the generation of new binary stubs for the
client and server (lock-step problem). Hence extra care must be taken to
implement these interfaces and avoid future changes.

From the metamodel point of view, this was modelled as an RPC API
actor part of the EMS applications, which acts as a translator between RPC
and the language used in the different EMS programs. Besides, this RPC
EMS API knows the addresses of all the EMS components to route the
information properly.

For the IS&R, this scenario is more complex because it is often contained
in the same server as the SCADA. In addition, the data coming from the
real-time SCADA database is stored in the IS&R using a sampler process in
the SCADA and an inserter in the IS&R database; and data stored in the
IS&R database is retrieved to be used by SCADA applications through an
own SCADA API. Thus, for the communication between the EMS programs
and the IS&R it was decided to use the previous High Speed Bus to transfer
data from the SCADA to the EMS and vice-versa on a first stage, and to
adopt the current solution for the communication with the IS&R once the
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data is in the SCADA part. This proposed solution has of course additional
overhead because of the intermediary data transfer between the SCADA and
EMS, however it was agreed that it was the simplest way to carry out this
migration at this first approximation.

From the metamodel perspective, the OPC UA Client in the SCADA was
modelled in a way so that it can invoke the own SCADA IS&R API which in
turns can interact with the IS&R database. This required that the OPC UA
Client knew the address of the previous API and that it is able to translate
from the OPC language to the language used in the IS&R API. Hence, the
overview of the proposed system architecture has been modelled as can be
seen in Figure 5.5.

Figure 5.5: SCADA - EMS separation architecture model.

To sum up, the SCADA and EMS are connected by two different buses
(RabbitMQ and OPC UA). The Data Engineering component is also con-
nected to the OPC UA bus, for data transfer, to populate the EMS data-
base. Furthermore, the EMS container has a third interface to a LAN net-
work where the workplace system and the IS&R are connected too although
the IS&R is accessed through the SCADA API. The RabbitMQ broker uses
the AMQP protocol, which is a binary application layer protocol on top of
TCP/IP; the OPC bus make use of the OPC UA protocol which supports
another binary protocol, and the communication in the LAN network with
the workplace system and the IS&R is based on RPC calls.
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5.2.1.6 Communication Needs

In order to combine the system architecture models with the Interoper-
ability Prediction Framework it is required to define a set of relevant commu-
nication needs to compare the results of both the current and the proposed
architecture, as well as to verify the models according to the studied inter-
operability metamodel and rule set.

In relation to what was introduced in Section 5.2.1.3, a set of 33 rele-
vant communication needs was established. These communication needs try
to capture the most important messages transmitted and received by the
EMS applications to and from other parts of the system (SCADA, workplace
system, IS&R, etc.).

A deep study of different system manuals and documentation led to iden-
tify the following EMS actors that have an important role for data sharing
with other parts of the system: Automatic Generation Control, Generation
Planning, Interchange Transaction Scheduler, Distribution Network Appli-
cations and Transmission Network Applications.

As explained before, these EMS actors have diverse needs and require
different data but the main messages can be grouped into: accessing the
SCADA real-time database, messaging with certain SCADA applications,
retrieving and storing data in the IS&R database, communication with the
workplace system and communication with the Data Engineering component
during database population. Below, these communication needs are specified:

• Automatic Generation Control: Setpoint message to the control
message output function in the SCADA to regulate the appropriated
RTUs, start/stop command to the control message output function in
the SCADA to change the status of the pertinent RTUs, read telemetric
real-time data acquired through the SCADA, write generation control
results to the EMS database, read generation and ITS schedules loaded
previously in the EMS database, view EMS data in the workplace sys-
tem, send a message to the operator in the workplace system, load
telemetric real-time data from the SCADA database in the EMS data-
base, write historical control results to the IS&R database and register
alarms and events in the SCADA.

• Generation Planning Client: Read and write generation schedules
from the client to the IS&R database, read current production plans
from the EMS database, dispatch a schedule to be used by the AGC
application, load a generation schedule from the IS&R database in the
EMS database, load a generation schedule from an external system in
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the IS&R database, generate alarms and events to be handled in the
SCADA.

• Interchange Transaction Scheduler: Read and write interchange
schedules from the client to the EMS database, read schedule data
by the interchange scheduler program in the EMS, store and retrieve
historical schedule data in the IS&R database from the client, access
historical schedule data from the ITS and generate alarms and events
to be processed in the SCADA.

• Distribution Network Applications: Read and write DMS data to
the EMS database, communication with the DMS client, read and write
historical data to the IS&R database and register alarms and events in
the SCADA.

• Transmission Network Applications: Read and write TNA data
to the EMS database, communication with the workplace system, read
and write historical data to the IS&R database and register alarms and
events in the SCADA.

• Data Engineering: Populate the SCADA real-time database and
populate the EMS database.

It is necessary to remark that both the Distribution Network Applications
and the Transmission Network Applications are more decoupled from the
SCADA applications than the rest of the programs so it is not as important
to study them in depth. In addition, these systems comprise more than 30
different applications used for multiple network analysis, hence their detailed
study is out of the scope of this thesis work.

Finally, Figure 5.6 demonstrate how these communication needs are mod-
elled according to the interoperability metamodel, from an initial actor to a
target actor, and expressing the contents of the communication need in a
reference language.

5.2.2 External Interoperability

Network Managers collect a great amount of information about the power
grid that could be used by external systems or third party applications to
perform diverse power network studies or to improve business processes if
this amount of data was managed and integrated into these programs in a
seamless way.
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Figure 5.6: Communication needs model for the AGC application.

In addition, several requirements exist for SCADA systems to implement
a Service Oriented Architecture and take advantage of an Enterprise Service
Bus for this purpose. However these requirements are not clearly defined.
Instead, they are susceptible of interpretation, i.e., they are rather seen as
architectural design guidelines to develop the system continuously or as the
long term vision of the SCADA system. But the fact is that there is an
obvious need to investigate how the current SCADA system could integrate
and be interoperable with these external systems.

As introduced in Section 2.1, there have been several attempts to stan-
dardize different protocols for power network interoperability. Examples of
these are: ICCP for inter-control centre communication, ELCOM, OPC UA
or CIM/XML for power system models interoperability. In fact, the current
system is making use of the mentioned protocols. However these efforts do
not deal with the data exchange and/or message passing between the internal
SCADA/EMS and external components.

The future external components messages and data needs proceed from
different parts of the SCADA system. Sometimes they come from the real-
time SCADA database (e.g. processed values), but they can also come from
the EMS database (e.g. generation schedules), from the IS&R database (e.g.
historical data) or they might need to register an alarm in the basic SCADA
for example. Thus, it is not feasible to implement an individual interface for
every SCADA component that shares information through an ESB with the
external systems. Instead, a common entry point to the ESB would help in
reducing the system complexity and enhancing the maintainability. That is
why this section proposes, in the first place, a new architecture design, which
is an upgrade of the previous one (Section 5.2), and later it discusses how
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the external components are connected to the called ESB adapter.

5.2.2.1 Requirements

After analysing some request for proposals and discussing future chal-
lenges with some ABB professionals, the following requirements were defined:

• The SCADA system shall have an interface to an Enterprise Service
Bus where the external systems will be connected.

• The external components shall be capable of accessing and sending data
to the basic SCADA, EMS, IS&R and Data Engineering applications.

• The Enterprise Service Bus shall support one of the following protocols:
SOAP over HTTP, RESTful HTTP APIs or JMS.

• The Enterprise Service Bus shall support the following integration pat-
terns: publish-subscribe, request-response and event notifications.

• The Enterprise Service Bus shall provide basic services for hardware
and application monitoring for the components that are integrated
through the ESB.

• The SCADA system shall implement an ESB Adapter that acts as an
interface with the Enterprise Service Bus.

• The SCADA system shall implement an Access Server for the commu-
nication with the Workplace system.

• The IS&R shall be accessed independently of the basic SCADA.

• All the communications shall be authenticated and encrypted.

• The data layer should be abstracted as much as possible from the in-
tegration layer.

• The smartness should reside in the ESB (a orchestrated approach is
preferred than a choreograph one).

5.2.2.2 Architecture Overview

The structure of the new proposed architecture, which represents an up-
grade from the internal interoperability architecture (Section 5.2) and aims
to facilitate the integration of external components, can be seen in Figure
5.7.
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Figure 5.7: External interoperability architecture overview.

The Enterprise Service Bus (ESB) and the mentioned external compo-
nents will be connected to the ESB Adapter as Figure 5.8 shows. The final
system design will be explained in detail in the following sections, making
emphasis in several key points needed to understand the design choices that
led to the final proposed architecture.

Figure 5.8: External components integration architecture overview.

5.2.2.3 Towards a Service Oriented Architecture

As motivated in the previous sections, when the complexity of the system
increases it is sensible to rethink the whole system architecture so that it can
be maintainable in the long term. In this case, it is desired to open the
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system for the integration of some external components. Keeping the system
architecture as it was proposed in Section 5.2.1 would require to design new
and individual interfaces for the SCADA, EMS, IS&R, Workplace System
and Data Engineering connected to the external applications. Hence, it is
preferable to standardize on an only way to access the Enterprise Service Bus
instead of having multiple means.

In order to achieve this it was agreed to design an ESB adapter which
would act as the entry point of the Enterprise Service Bus. In a parallel way,
an Access Server was modelled to work as the interface between the different
SCADA parts and the Workplace System.

The following step was to take advantage of the previously proposed OPC
UA and RabbitMQ buses (Section 5.2.1), but for the communication between
the different SCADA components. Thus the main idea behind this was to
extend the previous buses for the rest of the systems, employing the OPC UA
bus for data transfer and the RabbitMQ broker for messaging in a similar
way to what was suggested for the separation between the basic SCADA and
the EMS.

To sum up, every SCADA major functional component would implement
an OPC UA Server and OPC UA Client for data transfer through an OPC
UA Network. Besides, the previous components would be connected to a
RabbitMQ broker for message passing through an API that would work as a
gateway to send messages in and out the specific SCADA major component.
The UML class model of this proposed system architecture can be explored
in Figure 5.9.

5.2.2.4 External Components

The first step performed before deciding on the way to integrate the future
external applications was to identify these programs that might be connected
to the SCADA system as well as the services that they would consume and
produce. In order to do this task, different request for proposals were studied
and a couple of discussions were held.

A lot of different components, which could benefit from being interopera-
ble with the SCADA, were found. However, due to its common functionality
and the similarity of information that they needed to exchange, it was con-
cluded to group them, for modelling purposes, into network applications and
market applications.

• Network Applications: This set of applications comprise different
programs to execute diverse power network analysis and studies both
at distribution and transmission level. Examples of these are: Voltage
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Security Analysis, Load Forecast system, Outage Management System,
Load Frequency Control, Weather Data, etc.

• Market Applications: This packet of programs encompasses multi-
ple applications to give feedback for power stock markets, electricity
pricing and economically optimized generation and control planning.
Examples of these are: Integrated Forward Market, Interchange Trans-
action Scheduler, Market Quality System, Real-Time Markets, Day
Ahead Market, etc.

To avoid confusion, it is important to underline that the SCADA system
already includes some of the functionality of these future applications but it
is desirable to have several options for the future customer to select the most
convenient tool to solve its needs.

It is also important to add that there is no language, industry standard
or protocol to manage the communication with these external components.
The main protocols for information exchange will be SOAP, RESTful APIs
or JMS, as stated in the requirements (Section 5.2.2.1). Thus, SCADA devel-
opers and customers must agree in the format of these messages (e.g. XML
files content) to achieve interoperability.

5.2.2.5 Interface SCADA - External Components

The future external applications will be integrated through an Enterprise
Service Bus (ESB). Although there are other tools for enterprise integra-
tion, customer requirements are for SCADA systems to implement a Service
Oriented Architecture using an ESB.

Firstly, it is important to remark that there are no real-time constraints
for the communication between the SCADA system and the future external
components if one compares this scenario to the separation of the SCADA
and EMS. Thus, an ESB together with higher level protocols, such as SOAP
or JMS, and/or web services can be employed in this case since the additional
ESB internal overhead (e.g. because of language translations) and lower
communication speeds are not decisive factors for the performance and timing
requirements of these external applications.

The use of an ESB offers great flexibility for interoperability between dif-
ferent applications in this situation. As the ESB is platform agnostic on its
nature, it is able to integrate almost any customer or vendor application.
In addition, external applications can take advantage of any programming
language as long as they use a format supported by the ESB for the com-
munication (for example SOAP, JMS or RESTful services). Then the ESB
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is capable of translating a message from one format to another to ensure
interoperability and ease of integration. Furthermore the ESB on itself is a
piece of software as well, so it usually has built in functionality for different
integration patterns such as, publish-subscribe or request-response.

Examples of popular Enterprise Services Buses which fulfil the stated
requirements and therefore could be used for the integration objectives are
Anypoint Platform (MuleSoft, 2017) and Oracle Service Bus (Oracle, 2017).

In regards to the system model, the interface between the ESB, external
components and ESB Adapter is presented in Figure 5.10. Here, the ESB
Adapter will function as a translator between the OPC UA standard or the
RabbitMQ messages and the ESB format. Finally, each external application
will be connected to the ESB through its own network.

Figure 5.10: External components integration architecture model.

5.2.2.6 Communication Needs

The external interoperability proposed architecture collects the previous
communication needs defined in Section 5.2.1.6. Through this it is possible
to verify the latter suggested architecture, compare the results with the first
proposed architecture and analyse the effects that the latter changes had in
the system (Section 6.2).

Additionally, a new set of communication needs was established in order
to verify the integration of the external components into the SCADA system
and some of their services. Contrary to what was done in Section 5.2.1, in
this case it is very complicated to delimit the most relevant communication
needs since this would require to know in detail specific requirements for each
program to be interfaced. Hence, the approach followed consisted in selecting
a few messages to demonstrate the validity of the modelled solution.

Thereby a set of 7 communication needs, that exhibit how the external
components reach different SCADA actors, was defined. These communi-
cation needs are: get generation/interchange schedules, get telemetric data,
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send economic generation curves, send market constraints, dispatch network
solution, get load forecast and get CIM/XML file.



Chapter 6

Analysis and Results

6.1 Current System Architecture

The Interoperability Prediction Framework results for the current sys-
tem architecture are displayed in Figure 6.1. The communication needs are
represented as lines together with an identifier (#identifier), actors can be
distinguished as circle nodes highlighted in blue, and message-passing sys-
tems as rectangle nodes highlighted in red.

The graph shows the main interfaces and most congested areas for the
communication. For instance, there are a lot of edges going into the LAN
Network since all the communication needs between the SCADA, IS&R and
workplace system flow through this network (see current system model in
Figure 5.2). Another similar example takes place in SCADA RT MPS. In
this case, the SCADA message-passing system is replete of edges because all
the internal SCADA messages employ this messaging mechanism.

Table 6.1 shows the communication needs, together with the initial and
final actors, that map the messages flow represented in 6.1.

No Communication Need Initial Actor Final Actor
1 Setpoint AGC Ctrl Message Output
2 Start/stop command AGC Ctrl Message Output
3 Read telemetric RT data AGC Process Data
4 Write AGC historical data AGC Historical Data
5 Start ITS ITS Client Interchange Scheduling
6 Read/Write ITS data EMS ITS Client EMS DB SCADA
7 Read/Write ITS data IS&R ITS Client Historical Data
8 Access IS&R ITS data Interchange Scheduling Historical Data
9 AGC Alarms & Events Operation Follow-Up AGC
10 ITS Alarms & Events Interchange Scheduling Operation Follow-Up
11 AGC Read/Write EMS EMS DB SCADA AGC
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No Communication Need Initial Actor Final Actor
12 Read Gen/ITS schedules EMS DB SCADA AGC
13 Operator messages AGC Dialogue
14 View EMS data EMS DB SCADA Poke Point
15 Read/Write schedule data Interchange Scheduling EMS DB SCADA
16 DMS Read/Write DB Distribution Apps SCADA Database
17 DMS Read/Write IS&R Distribution Apps IS&R Database
18 DMS Alarms & Events Distribution Apps Operation Follow-Up
19 DMS <-> Client Distribution Apps DMS Apps Client
20 TransNet Read/Write DB Trans Network Apps SCADA Database
21 TransNet Read/Write IS&R Trans Network Apps IS&R Database
22 TransNet <-> Client Trans Network Apps Trans Apps Client
23 TransNet Alarms Trans Network Apps Operation Follow-Up
24 Populate SCADA RT DB Data Engineering SCADA Database
25 Write Schedules IS&R Generation Planning Schedules
26 AGG Dispatch Schedule AGC EMS DB SCADA
27 External planning External System Schedules
28 GP Alarms & Events Generation Planning Operation Follow-Up
29 Read production plans DB Generation Planning EMS DB SCADA
30 Fetch planning schedules Schedules EMS DB SCADA

Table 6.1: List of communication needs (current SCADA architecture).

As an example, all this can be interpreted as follows: #14 View EMS
data (Initial actor: EMS DB SCADA and Final actor: Poke Point) is a mes-
sage sent to retrieve EMS data stored in the SCADA real-time database and
display it in the workplace system user interface. Starting from the actor
EMS DB SCADA the message is sent to the next actor in the communica-
tion chain (RPC Framework) through the SCADA RT MPS message-passing
system using DML calls as language. Then the message is retransmitted to
the actor Interface WS API through LAN Network using RPC as language
(RPC Framework does a language translation between DML calls and RPC ).
Finally the communication need is fulfilled in the next step when it reaches
the target actor Poke Point through the Inter-process WS MPS.

The same procedure can be repeated for each of the 30 communication
needs. Although the graph seems quite entangled, it is important to mention
that the framework allows for zooming and panning so that certain system
parts can be studied in a clearer way if needed.

Furthermore, the results can also be viewed as a log text file in order to
analyse each message individually in a more clear way instead of viewing the
whole architecture information traffic and interfaces. For the previous com-
munication need analysed, the text results are shown in Figure 6.2. As can be
seen, the text results also display the allowed languages for the information
exchange at every step.
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Figure 6.2: #View EMS data communication need text results.

6.2 Proposed System Architecture

6.2.1 Internal Interoperability

The IPF results for the first proposed architecture, where the main SCADA
functionality has been separated from the EMS can be viewed in Figure 6.3.

The previous communication needs (Section 6.1) are compiled and ex-
panded with three new messages that are necessary to collect all the basic
SCADA and EMS interdependencies. In addition, most of the former actors
are used, but some of them stand in a different part of the model due to
the new architecture configuration, and this is what causes the communica-
tion flow to change. Nevertheless, some new actors are added while others
are renamed. For instance, the previous EMS DB SCADA becomes EMS
Database, which resides in the EMS container in this case. Therefore, de-
spite a few changes, it is possible to compare this model with the current
architecture to draw some conclusions.

The SCADA and EMS components can be easily identified in the graph.
Moreover, the interfaces between the SCADA and EMS (HSB OPC UA for
data transfer and RabbitMQ for messaging) are clearly seen as well.

One example is the #Setpoint message that was directly transmitted from
the AGC actor to the target actor in the current architecture. Now, the same
message is sent from the EMS container to the SCADA container through
the RabbitMQ broker in this proposed design solution.

Table 6.2 compiles the communication needs that link the messages flow
represented in Figure 6.3, together with the initial and final actors.

No Communication Need Initial Actor Final Actor
1 Setpoint AGC Ctrl Message Output
2 Start/stop command AGC Ctrl Message Output
3 Read telemetric RT data AGC EMS Database
4 Write AGC historical data AGC Historical Data
5 Start ITS ITS Client Interchange Scheduling
6 Read/Write ITS data EMS ITS Client EMS Database
7 Read/Write ITS data IS&R ITS Client Historical Data
8 Access IS&R ITS data Interchange Scheduling Historical Data
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No Communication Need Initial Actor Final Actor
9 AGC Alarms & Events Operation Follow-Up AGC
10 ITS Alarms & Events Interchange Scheduling Operation Follow-Up
11 AGC Read/Write EMS AGC EMS Database
12 Read Gen/ITS schedules AGC EMS Database
13 Operator messages AGC Dialogue
14 View EMS data Poke Point EMS Database
15 Read/Write schedule data Interchange Scheduling EMS Database
16 Load telemetric RT Data Process Data EMS Database
17 DMS Read/Write DB Distribution Apps EMS Database
18 DMS Read/Write IS&R Distribution Apps IS&R Database
19 DMS Alarms & Events Distribution Apps Operation Follow-Up
20 DMS <-> Client Distribution Apps DMS Apps Client
21 TransNet Read/Write DB Trans Network Apps EMS Database
22 TransNet Read/Write IS&R Trans Network Apps IS&R Database
23 TransNet <-> Client Trans Network Apps Trans Apps Client
24 TransNet Alarms Trans Network Apps Operation Follow-Up
25 Populate SCADA DB Data Engineering SCADA Database
26 Populate EMS DB Data Engineering EMS Database
27 Write Schedules IS&R Generation Planning Schedules
28 AGG Dispatch Schedule AGC EMS Database
29 External planning External System Schedules
30 GP Alarms & Events Generation Planning Operation Follow-Up
31 Read production plans DB Generation Planning EMS Database
32 Fetch planning schedules Schedules EMS DB SCADA
33 Load Schedules EMS EMS DB SCADA EMS Database

Table 6.2: List of communication needs (SCADA - EMS separation
architecture).

6.2.2 External Interoperability

The external interoperability architecture results can be explored in Fig-
ure 6.4. The same communication needs as in Section 6.2 are used, together
with the same actors. Thus, both proposed architectures can be fairly com-
pared and each communication need can be examined to understand the
effects of splitting the system to enable the integration of external compo-
nents.

Although the previous messages from Section 6.2 have been compiled,
there are many differences that can be identified comparing Figure 6.4 with
Figure 6.3. To mention some of them: the LAN Network is no longer in the
model, instead, it is replaced by the RabbitMQ broker and the HSB OPC
UA bus; the IS&R component is decoupled from the basic SCADA and can
be accessed through the HSB OPC UA bus; an Access Server substitutes the
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previous Interface WS API, etc.
Initial results can lead one to think that the new proposed architecture is

more entangled than the previous one (Section 6.2). But a deeper examina-
tion reveals that there are, in total, less edges (communication needs paths)
and less nodes (actors) involved in the communication, so this can be used
to argue that this last suggested solution is more efficient and less complex.

Table 6.3 shows the communication needs, together with the initial and
final actors, that map the messages flow represented in 6.4.

No Communication Need Initial Actor Final Actor
1 Setpoint AGC Ctrl Message Output
2 Start/stop command AGC Ctrl Message Output
3 Read telemetric RT data AGC EMS Database
4 Write AGC historical data AGC Historical Data
5 Start ITS ITS Client Interchange Scheduling
6 Read/Write ITS data EMS ITS Client EMS Database
7 Read/Write ITS data IS&R ITS Client Historical Data
8 Access IS&R ITS data Interchange Scheduling Historical Data
9 AGC Alarms & Events Operation Follow-Up AGC
10 ITS Alarms & Events Interchange Scheduling Operation Follow-Up
11 AGC Read/Write EMS AGC EMS Database
12 Read Gen/ITS schedules AGC EMS Database
13 Operator messages AGC Dialogue
14 View EMS data Poke Point EMS Database
15 Read/Write schedule data Interchange Scheduling EMS Database
16 Load telemetric RT Data Process Data EMS Database
17 Populate SCADA DB Data Engineering SCADA Database
18 Populate EMS DB Data Engineering EMS Database
19 DMS Read/Write DB Distribution Apps EMS Database
20 DMS Read/Write IS&R Distribution Apps IS&R Database
21 DMS Alarms & Events Distribution Apps Operation Follow-Up
22 DMS <-> Client Distribution Apps DMS Apps Client
23 TransNet Read/Write DB Trans Network Apps EMS Database
24 TransNet Read/Write IS&R Trans Network Apps IS&R Database
25 TransNet <-> Client Trans Network Apps Trans Apps Client
26 TransNet Alarms Trans Network Apps Operation Follow-Up
27 Write Schedules IS&R Generation Planning Schedules
28 AGG Dispatch Schedule AGC EMS Database
29 External planning External System Schedules
30 GP Alarms & Events Generation Planning Operation Follow-Up
31 Read production plans DB Generation Planning EMS Database
32 Fetch planning schedules Schedules EMS DB SCADA
33 Load Schedules EMS EMS DB SCADA EMS Database

Table 6.3: List of communication needs (external interoperability
architecture).
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Later, the communication needs that deal with the communication be-
tween the external components and the Network Manager are included. The
results for this set of messages can be examined in Figure 6.5.

The architecture shown in Figure 6.5 is the same as the earlier displayed
in Figure 6.4. The only difference is that the previous communication needs
have been removed and the new ones have been added for simpler visual-
ization purposes. But actually, all the results should be superposed for this
final proposed design solution, making a total of 40 communication needs
(33 previous messages and 7 new defined communication needs).

As shown in Figure 6.5, the ESB Adapter acts as an entry point for
the communication with the external components, and the Enterprise Ser-
vice Bus operates as the interface between the external components and the
mentioned ESB Adapter. Then, in the same way as discussed before, the
RabbitMQ broker is used for messaging and the HSB OPC UA bus for data
transfer. Through these transmission mechanisms, the external components
can reach the SCADA, EMS and IS&R; and therefore, the communication
needs can be satisfied.

Finally, table 6.4 compiles the communication needs that correlate the
messages flow represented in Figure 6.5, together with the initial and final
actors.

No Communication Need Initial Actor Final Actor
1 Get Gen/ITS schedules Market Apps Schedules
2 Get telemetric data Network Apps Process Data
3 Economic generation curve Market Apps EMS Database
4 Send market constraints Market Apps AGC
5 Dispatch network solution Network Apps AGC
6 Get CIMXML file Network Apps Data Engineering
7 Get load forecast Market Apps EMS Database

Table 6.4: List of communication needs (external components integration).
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Chapter 7

Discussion

7.1 Interoperability Prediction Framework

The Interoperability Prediction Framework has been used extensively
during this project to verify the different systems models. It has been proven
to work in a satisfactory way to predict if multiple communication needs
would be fulfilled, and therefore, as a suitable tool for the prediction of in-
teroperability structural aspects at early stages of product development.

The framework is able to parse completely a UML model (defined in XMI
format) navigating through all the model packages iteratively to find all the
UML classes annotated with the specific stereotypes and their connections
to other model elements. Hence, it is possible to verify multiple communi-
cations needs simultaneously instead of one at a time, as done in the former
framework based on OCL rules (Ullberg et al., 2012).

The Interoperability Prediction Framework can show the results both in
text and graphical format. This is also an improvement the framework is
compared to the former one since OCL only allowed to determine if a certain
communication need was or was not satisfied. The text results produce a
log file that shows, for each message to be verified, the communication path
(consisting of actors and message-passing systems) and languages involved.
Besides the log file can compute (counting the number of classes, annotated
stereotypes and associations) a few statistics measurements which can be
used as complexity metrics for example.

In a similar way, the framework can present the results in a graphical
way with the aid of graphs. These diagrams can be very useful to visualize
the overall system architecture modelled since multiple edges/lines show the
various communication needs between actors and message-passing systems.
On the other hand, the actors are represented as circle nodes highlighted
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in blue whereas the message-passing systems are shown as rectangle nodes
highlighted in red. Therefore the communication flow can be seen clearly
(the user interface allows for zooming and panning) and can be followed
from the original actor until the target actor. This can also facilitate the
understanding of the traffic around the network, for instance, nodes that
have more edges going into them will be more congested. In addition a table
is generated to list all the communications needs that are present in the
graphic together with the initial and final actors.

Another new implemented feature is that when a messaging need is not
fulfilled, the Interoperability Prediction Framework can identify the main
problems for the communication to be possible. The script can encounter
the following primary problems.

• No path for the communication to be possible (No chain of actors and
message-passing systems to reach the target actor from the original
actor).

• No allowed languages (No common languages, no languages trans-
lations, languages not compatible with the corresponding message-
passing system or languages not expressing correctly the communica-
tion need reference language).

• Addressing not satisfied (No mutual address knowledge, no address
translator or addressing language not compatible with the correspond-
ing message-passing system).

Each of these previous three main categories is formed by a set of rules.
Therefore there is still place for the framework to be upgraded in order to
detect the specific root or barrier for the communication to be possible.

Finally, it is also relevant to mention that the UML2 Java API used for
this script offers several advantages. One of them is that, as the UML2 is very
flexible and easy to use, it opens many possibilities to expand the framework
to perform other kind of analysis apart from interoperability. Another aspect
to consider is that the API used in the script is faster than OCL queries
because OCL is translated to an intermediary language when it is interpreted.
Thus, there can be a significant enhancement in terms of performance when
parsing complex models.

7.2 Architectures Comparison

There is no better or worse architecture, instead, all of them have their
advantages and disadvantages. Thus, the architecture design choice depends
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on the final objectives, and therefore, is a trade-off solution between the
system properties desired to be exploited and other qualities which are less
important to take profit of. To further develop this idea, the next para-
graphs present the solid and weak points of the current and the proposed
architectures.

The current system architecture is structured around a central database
reachable for all the SCADA/EMS applications without any restrictions.
This design makes the current system excellent from the performance point
of view since messages can be exchanged directly between different compo-
nents without adding any network latency. It is however necessary that the
embedded computers and messaging mechanisms for inter-process commu-
nication are dimensioned accordingly to handle all the CPU load and data
traffic. Regarding the reliability and availability, the current architecture is
also satisfactory because the SCADA system implements several methods for
data distribution and replication that make it possible to switch to a standby
computer upon a certain failure. Therefore the current system is very robust
and highly available.

On the other hand, it takes a considerable amount of time to maintain
the system and upgrade different system components when there are new
customer requirements. The main reason behind this is that the current ar-
chitecture is highly coupled so that a change in one system part can affect
another component, which in turn can influence the behaviour of another
application process. Hence, this architecture is not the most optimal from
the maintainability and modifiability perspective. In addition, a substan-
tial effort is needed to make the current system interoperable with external
components as its architecture is closer to fall in the monolith category, and
dedicated interfaces need to be developed.

The first proposed architecture (internal interoperability) is a first at-
tempt to decouple the Network Manager architecture, aiming to isolate the
main parts; the basic SCADA and the EMS. If it is compared with the cur-
rent architecture, there is a loss in performance because of the delayed added
in the communication between the SCADA and EMS. This is actually a very
important issue and must be investigated deeply since there are real-time
constraints for some messages transmitted between the SCADA and EMS.
On the contrary, having separated computer servers for the SCADA and
EMS reduces the total CPU load. What comes to the reliability, it is slightly
worse because the number of systems that can fail is increased (one addi-
tional embedded computer, the RabbitMQ broker and the OPC UA bus).
Furthermore, it is required to replicate the SCADA redundancy mechanisms
in the EMS to keep a high availability.
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Nevertheless, this architecture succeeds to separate the basic SCADA
from the EMS, enabling the development of independent applications, and
therefore, improving the system maintainability. Besides, the resulting sys-
tem is more flexible since it is possible to replace the EMS functionality
for other EMS package from a different vendor. However, there are still
some dependencies with the SCADA, for example when accessing the IS&R
database, which make the system architecture more complex. This higher
complexity can be observed comparing the communication paths for both
architectures: For the current architecture 30 communication needs are ful-
filled through 72 intermediate communication paths, 17 involved actors, 7
implicated message-passing systems and 8 languages, whereas for the first
proposed architecture 33 communication needs are fulfilled through 106 in-
termediate paths, 25 involved actors, 11 implicated message-passing systems
and 12 languages. Hence, the mentioned advantages lead, however, to a
higher complexity.

Finally, the last proposed architecture (external interoperability) reuse
some of the features introduced in the previous solution to decouple the sys-
tem even more and support the integration of external components. Similarly
to what was discussed for the first introduced solution, there is a loss of per-
formance due to the extra network transport. Regarding the reliability, it is
worsened since the ESB, the RabbitMQ broker and the OPC UA bus become
single points of failure, and therefore, it is needed to examine how to address
this issue in order to retain an acceptable reliability level. Another inter-
esting quality that needs to be investigated further is the security because
opening the system to third party application creates new threats.

In general, this last architecture enables the system to evolve towards
a more open and flexible structure, and to integrate external components
seamlessly. This contributes to improve the system maintainability since
the different SCADA major components become more independent exposing
their data through defined interfaces. In addition, this architecture is less
complex and more efficient than the model proposed in the first place. In this
case, the 33 previous communication needs are fulfilled through 95 interme-
diate paths, 21 involved actors, 12 implicated message-passing systems and
10 languages. In conclusion, the benefits of the last proposed architecture
compared with the first suggested design are obvious, however, the effort re-
quired to upgrade the current system to the final proposed solution is much
bigger than the required effort to migrate the system to the first intermediate
architecture.
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7.3 Limitations

The majors limitations of this work are found in the framework for inter-
operability prediction since it only covers the structural aspects of interop-
erability.

As Ullberg et al. (2012) discusses: "Firstly, the prediction does not cover
the dynamic aspects of interoperability, i.e. the order of the information ex-
change. Secondly, it focuses on enabling factors and does not cover preven-
tive aspects. Preventive aspects are various mechanisms that actively block
communication; mainly various security mechanisms e.g. access control."

These concerns were confirmed in a later work performed by Ullberg and
Johnson (2016). There, a group of respondents found three main issues:
security mechanisms that can be a barrier for the communication flow, it is
not possible to model the communication needs precedence, and finally, the
static time view of the framework.

The developed version of this framework that this report presents does
not deal with these problems either. Although some of these issues could be
partially mitigated (for instance, assuming that a specific language/protocol
addresses the message order issue), a distinct approach would be needed to
capture these details.

Besides this, the framework is capable to look for the main problems for
the communication to be viable and give feedback to the system architect.
Nevertheless, this feature is limited as there are only three major problem
that can be detected. Moreover, there is no implemented function in order
to identify further transmission barriers in a broken communication path.
Hence, it would be needed to take more scenarios into account to analyse all
the possible combinatorial in an intelligent way.

In regards to the system models, it is important to underline that they
don’t describe the complete real system in a very accurate manner (although
this was not one of the main objectives of this project). But instead, the
models aim to show some system views, related to the system architecture
and to some interoperability aspects.

7.4 Research Questions

The elaborated sub-questions have been reviewed priorly to the main
research question.

• What is the current architecture of the SCADA system?
The current system architecture has been studied thoroughly. After
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this, the key components and interfaces have been modelled. This has
allowed to understand the SCADA system as a whole in order to take
future design decisions.

• How can the interoperability of the system be automatically measured,
evaluated or predicted?
A broad literature study about interoperability modelling and evalu-
ation has been carried out. The result of this research has been the
development of an Interoperability Prediction Framework, based on
previous studies, that is used to verify the correctness of the proposed
architectures.

• How can the current network architecture evolve in a scalable way to
integrate external components?
Starting from the current system architecture, two solutions have been
proposed to achieve the final objective following different steps. The
first suggested design is an intermediate step to reduce the coupling
between some system parts, whereas the second proposed architecture
deals with the integration of external components.

• What would be the consequences/effects on the reliability, availability,
performance and/or security of the overall system?
Section 7.2 compares the current and the proposed architectures. Be-
sides, it discusses some of the effects that the system architectures
would have for different system properties.

At this point, it is possible to address the initial research question of this
thesis work.

• How can the current architecture of a SCADA system evolve to improve
the interoperability of the overall power network control system?
The current SCADA architecture has been analysed in order to suggest
improvements for an enhanced interoperability. A first solution has
been proposed to address the internal interoperability of the system,
and later this design has been refined to support the integration of
external components. In addition, the architectures have been verified
through an Interoperability Prediction Framework, and finally they
have been compared.
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7.5 Verification and Validation

7.5.1 Interoperability Prediction Framework

A qualitative study carried out by Ullberg and Johnson (2016) to eval-
uate the prediction capabilities of the rule set in which this framework is
based, concluded that, in general, the framework performs better than the
intended users, and therefore, could be used as a support tool during differ-
ent phases of the design process and product development. By developing a
series of test cases, Ullberg and Johnson (2016) found that about 80% of the
rules were identified by enterprise interoperability experts, 65% of the rules
were found relevant by interoperability practitioners (e.g. system architects)
whereas IT students identified around 45% of these rules. Furthermore, the
respondents accepted the non-identified rules when these were revealed in
additional post-interviews. However, the respondents also discovered some
aspects not covered by the framework.

On the other hand, Section 3.5 introduced a set of requirements that
prediction frameworks should fulfil. A short analysis around these, from a
qualitative point of view, is presented in the following paragraphs.

Accuracy

As discussed previously, the framework performs better than the users.
The interoperability rules consist of fragments of Java code, which are suffi-
ciently expressive and enable for conformance checking. Therefore, the risk
for misunderstanding and human errors is reduced if compared with subjec-
tive assessments performed by practitioners.

Cost of use

The initial cost of use to set up the different system models, defining
actors, message-passing systems, languages, communication needs, etc., is
important. Nevertheless, once this task has been done, the framework allows
for automated prediction, which decreases the effort needed to analyse and
evaluate different architectures in contrast to manual approaches.

Cognitive complexity

The interoperability metamodel adopts UML classes diagrams. In addi-
tion, the framework can be made compatible with most software and mod-
elling tools. Thus, experienced system architects can benefit from this,
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reusing system models to execute interoperability predictions without a great
effort or cost.

Error control

The interoperability framework allows for modelling on multiple levels
of granularity, offering the system architect the possibility for an increased
accuracy at a higher cost or vice-versa. For instance, a certain actor can be
composed of many sub-actors in order to model detailed characteristics of
the system under study on different levels. Not less important is to mention
that the framework is easy to modify to include additional rules if needed.

7.5.2 System Models

As introduced in Section 3.5, system documentation together with meet-
ings and interviews with experts have been employed as the main sources for
data gathering with the aim of modelling the current SCADA system in the
most accurate way, seeking to capture the system overview architecture and
the messaging flow between the major components, but without modelling
every application process detail.

The models were created iteratively; a preliminary version of the system
was modelled in the first place and it was improved in the next steps of this
process after receiving feedback from ABB experts. In the last stage of this
process, the models and results were reviewed by different professionals (both
system architects and specialists).

In a parallel way, several aspects about the future system architectures
were discussed deeply until coming to an agreement. After this, the proposed
solutions were modelled and finally, the results and models were examined
by the same experts, who agreed on the modelling level of detail and the
solutions taken.



Chapter 8

Conclusion and Future Work

8.1 Conclusion

The main objectives defined at the beginning of this master’s thesis
project have been fulfilled satisfactorily.

In the first place, a framework for interoperability modelling and predic-
tion has been developed starting from former literature studies. This frame-
work compiles the interoperability aspects introduced in previous works and
expands the features to perform interoperability analysis as well as other
kinds of assessments in the future. The usage of the Interoperability Predic-
tion Framework (IPF) has shown to aid during the system design activities
at early phases of product development.

The current system architecture has been studied and modelled in order
to suggest changes for the future SCADA architectures. The model describes
the structural interoperability aspects of the system accurately (263 classes
and 838 different modelling elements have been used in total) and is em-
ployed to verify 30 communication needs. Then, a first architecture has been
proposed with the aim of reducing the system coupling, isolating the basic
SCADA from the EMS. Results show that the first suggested model is cor-
rect (from the IPF perspective) and 33 messages are verified. Later, a second
architecture has been proposed adopting some ideas from the previous struc-
ture to integrate external components. The final system architecture has
also been modelled precisely, using a total of 308 classes and 1040 different
modelling elements. In addition, a set of 40 communication needs have been
verified to demonstrate that the suggested design is correct as well.

It is also pertinent to underline that the different proposed architectures
don’t implement a pure authentic Service Oriented Architecture or microser-
vices architecture, instead, the best principles and design guidelines have
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been captured and adapted to the system under study. One of the main re-
quirements was that the SCADA architecture must evolve in a scalable way,
so it is actually very ambitious to upgrade the system towards a SOA style
without any intermediate steps.

Finally, as discussed in Section 7.2, there is no better or worse architec-
ture, but all of them have their benefits and drawbacks depending on what is
looked for. This work proposes two architectures in order to open the system,
decoupling some parts and enabling the integration of external components.
The first introduced alternative can be seen as the short term solution to
accomplish the basic requirements whereas the final proposed architecture
must be taken as the SCADA system future vision since many deep changes
are required to reach this state. Therefore, it is not about choosing either
the first or the second designed architecture, instead, it is about having a
clear roadmap, starting to work in the first introduced design with a vision
to pursue the final proposed architecture conception.

8.2 Recommendations and Future Work

Although the overall results have been satisfactory and the main objec-
tives have been accomplished in a good way, the work performed during this
master’s thesis could be continued, improved, and extended in many different
ways.

When it comes to the Interoperability Prediction Framework there are a
few aspects that could be enhanced. The main drawback of the framework
is that the GUI is not optimized to work with the proposed interoperability
profile, hence, the system modelling process is quite slow since the different
stereotypes have to be applied manually. In addition, the interoperability
metamodel requires the use of many associations to connect its elements
(Actors, MPS, Languages, etc.). This delays the models development activ-
ities, and it is thought that an alternative, based on enums and properties,
could be employed to reduce the number of associations. Another matter of
interest regarding the IPF is to expand the mechanism to identify interoper-
ability barriers when a communication need is not satisfied Section 7.1.

In regards to the proposed architectures there are a lot of tasks that
could be performed. The suggested designs are only a first approach to the
problem, i.e., it is needed to refine the proposed solution making emphasis
in further details at later stages of the system development. For instance,
when striving to migrate towards a solution based on SOA principles, it is
required to decompose the system further in services and define the diverse
communication needs in detail.
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An interesting reflection that was noted while studying the current ar-
chitecture was that the SCADA database messaging mechanism had some
similarities if compared to a SOA or microservices architecture. Neverthe-
less, it fails to replicate the previous studied styles as, among others, it uses
a common database to store and retrieve data in addition to the valuable
mentioned messaging system.

Finally, interoperability is only a small aspect of a SCADA system ar-
chitecture. There are many other facets (reliability, availability, security,
performance, maintainability, modifiability, complexity, safety) that need to
be explored during the process of upgrading the SCADA system. At this
point, the Interoperability Prediction Framework can be useful since it could
be reused or extended for the analysis of other non-functional properties,
following a similar approach to the one proposed for the interoperability. In
this context, it has also been seen that performance issues are tightly con-
nected to interoperability concerns. Moreover, Section 2.3 has revealed some
hints in regards to feasible approaches. Therefore, a complete performance
analysis is recommended to be carried out in order to proceed in the future.
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AGC Automatic Generation Control

AMQP Advanced Message Queuing Protocol

API Application Programming Interface

CIM/XML Common Information Model

DBMS Database Management System

DE Data Engineering

DMS Distribution Management System

EMS Energy Management System

ESB Enterprise Service Bus

FIFO First In First Out

GMS Generation Management System

GUI Graphical User Interface

HMI Human Machine Interface

HSB High Speed Bus

HTTP Hypertext Transfer Protocol

ICCP Inter-Control Centre Communications Protocol

IEEE Institute of Electrical and Electronics Engineers

IS&R Information Storage and Retrieval

ITS Interchange Transaction Scheduler
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KTH Kungliga Tekniska Högskolan

MBSE Model-Based Systems Engineering

MOF Meta-Object Facility

MPS Message-Passing System

NM Network Manager

OCL Object Constraint Language

QoS Quality of Service

RDBMS Relational Database Management System

REST Representational State Transfer

RPC Remote Procedure Calls

RTU Remote Terminal Unit

SCADA Supervisory control and data acquisition

SOAP Simple Object Access Protocol

SOA Service Oriented Architecture

SysML Systems Modelling Language

TCP/IP Transmission Control Protocol/Internet Protocol

TMS Transmission Management System

TNA Transmission Network Applications

UML Unified Modelling Language

WS Worklplace System

XMI XML Metadata Interchange
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