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Abstract 

Organizations have been changing their IT structure due to several reasons such as 
merger of two companies, acquisition of one company by another or IT consolidation 
within a company. IT policies are one of the areas which get redefined during such 
changes. However the lack of test facilities, time, funds, or human resources and 
expertise for change assessment of reengineering IT infrastructure such as integration of 
independently working systems or switching from on premises IT resources to cloud 
based IT resources, can be left unassessed. The absence of forthcoming changes' 
assessment can cause trouble at many levels of any organization, depending on which 
business operation is affected. Since every employee with a workstation is an end user, it 
is safe to say that end users or employees are the target of those unforeseen impacts. 
This situation can be handled by a working process which is able to adapt the changes 
made to IT systems security.  

This thesis presents a process that highlights post change issues and can help 
organizations to adapt to the changes in the environment and minimizes highlighted 
issues hence called Adaptable Information and Data Security Process. A system or entity 
is adaptable if it can adapt to changes. 

The results of this research are derived by putting the proposed process in use to 
calculate monetary and time loss in any project using different variables. Those results 
can encourage and support middle management to propose investment in user training 
and local support staff when presenting their case to upper management. Our results 
show the loss of 0.24% of a 200,000 kroner project to be completed in 44 weeks due to 
lack of adequate training of technical staff and users training to use IT systems. Another 
dimension of loss is calculated to show 4.2 hour of time loss on top of monetary loss 
given a total of 44 weeks of project period. The proposal suggests that the calculations of 
those loses can help management invest the time and money on users’ training and on-
site technical support which will result in less investment and long lasting results as 
oppose to conventional approach that is lack of users training and off shore support that 
may reduce expenses in short term but causes significant long term losses. 

 
Keywords information security, cyber-security, secure, adaptability, user friendly, user 
friendliness, process, processes, organizations. 
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Sammandrag 

Organisationer har förändra sin IT-struktur på grund av flera skäl, såsom 
sammanslagning av två företag, förvärv av ett företag med en annan eller IT-
konsolidering inom ett företag. IT-politik är ett av de områden som får omdefinieras 
under sådana förändringar. Dock är det faktum att dessa omedelbara förändringar 
kommer att medföra en massa problem som ofta förbises eller det är oförutsedd 
eftersom den fulla effekten av förändring inte kunde bedömas. Dessa oförutsedda 
konsekvenser kan orsaka problem på många organisationsnivåer beroende på vilken 
affärsverksamhet påverkas. Eftersom varje anställd på en arbetsstation är en 
slutanvändare eller anställd, är det säkert att säga att slutanvändare eller anställda är 
föremål för dessa oförutsedda konsekvenser. Denna situation kan hanteras genom en 
arbetsprocess som är i stånd att anpassa de ändringar som gjorts till IT-system säkerhet. 
 
Avhandlingen presenterar en process som lyfter fram förändringsproblem och kan 
hjälpa organisationer att anpassa sig till förändringarna i miljön och minimerar 
markerade problem, så kallade anpassningsbar informations- och datasäkerhetsprocess. 
Ett system eller en enhet är anpassningsbar om den kan anpassa sig till förändringar. 
 
Resultaten av denna forskning är härledda genom att den föreslagna processen används 
för att beräkna monetär och tidsförlust i något projekt med olika variabler. Dessa 
resultat kan uppmuntra och stödja mellanhantering för att föreslå investeringar i 
användarutbildning och lokal supportpersonal när de presenterar sitt ärende för den 
överordnade ledningen. Våra resultat visar förlusten på 0,24% av ett projekt på 200 000 
kronor som ska slutföras på 44 veckor på grund av brist på adekvat utbildning av 
teknisk personal och användarutbildning för att använda IT-system. En annan 
dimension av förlust beräknas visa 4.2 timme tidsförlust ovanpå monetär förlust med 
totalt 44 veckor projektperiod. Vårt förslag tyder på att beräkningarna av de som 
förlorar kan hjälpa ledningen att investera i tid och pengar på användarutbildning och 
teknisk support på plats, vilket kommer att leda till mindre investeringar och långvariga 
resultat som motsätter sig konventionellt tillvägagångssätt som bristen på utbildning av 
användare Landsstöd som kan minska kostnaderna på kort sikt men orsakar betydande 
långsiktiga förluster. 
 

Nyckelord information säkerhet, Cybersäkerhet, säker, anpassningsförmåga, 
användarvänliga, användarvänlighet, process, processer, organisationer. 
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1. Introduction 

Since the beginning of credit crunch in year 2008, business models around the globe are 

changing and organizations are taking tough decisions to survive in this sink of financial 

crisis. Events like employee downsizing [1] and breakup of joint ventures [2] has been a 

common strategy of survival. Many organizations could not make it through and got 

bankrupted [3]. Think tanks [4] have been looking for ways to use existing tools in such 

a way that not only the businesses survive but also the profit values stay on positive side 

of the graph. One of the elements of survival has been creative use of existing 

technology. The idea of technological equipment being shrunk yet becoming efficient 

has been adapted by businesses in a way that the concept of virtualized systems is 

gaining popularity and so is the use of social media. If conditions permit, a single 

computer can run multiple operating systems in virtual environment and a single 

Facebook page can be utilized to connect thousands of people online. 

Perhaps this trend is yet to be considered a global trend since different cultures around 

the world react differently to new developments and changes, some are excited to adapt 

as it arrives, some wait for it to become mature before adapting it. Sweden is one of the 

most innovative countries that are keen on trying new ideas, in fact many new ideas are 

born in Sweden, and a good example is Spotify. 

FE AB is one of the organizations which went through similar challenges like many 

others did during financial crisis. It took steps to cut expenses and keep its market share 

and trust strong among customers by remodeling the way business was being 

conducted. One of the affected areas of changes at FE AB was IT Services Department.  

1.1 Background 

At the time of establishment of FE AB Headquarter in Stockholm in year 2007, the IT 

Services Department was built within the Group Support Office (GSO) facility with aim 

to provide hosting of core IT infrastructure services, management and support to over 

400 on-site employees and several remote business units spread across the globe. 

Almost every FE AB office around the globe had its own IT Services Department, 

operated either by permanent staff or by part time consultants but the situation of GSO 

was different from other sites due to its unique characteristics, some of which are as 

follows: 

 It is a HQ hence IT service must be exceptionally good due to corporate visitors and 

guests. 

 It is the largest office per headcount. 

 Executive committee members spend a lot of their time in GSO which demands 

seamless IT operations. 
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 It hosts science laboratory where product research and development takes place. 

 It hosts business critical services which highly depends on IT such as 

communication applications and network, catalogue designing, development, 

translation. 

Communication network has played a vital role in aforementioned aspects of FE AB´s 

IT services since due to backup and redundancy requirements of data and information 

systems. 

During IT services consolidation process, many core services and technical support roles 

transferred from GSO to different location internationally, where IT services hub was 

established. Following is the list of a few critical services and roles that were migrated: 

 Mail exchange system (Hardware/Management/ Support) 

 Authentication system (Hardware/Management/ Support) 

 Communication systems (Management/ Support) 

Those services and roles were among the key requirements of the organization to stay 

connected internally and with outside world. 

1.2 Problem 

Execution of consolidation was a success considering the implementation of steps 

defined by IT management. However technical problems emerged at user level, 

hindering the availability of resources. The most common issues users encountered 

were:  

 Degradation or disruption of communication between client/server architecture 

based applications. 

 Unlike the situation before migration, disruption of network access occurred on 

regular bases when switching from cable network to wireless, causing not only 

the inaccessibility of network resources but also challenge of re-authentication to 

many systems after reconnecting to them via cable network of VPN. 

 Inaccessibility of files synchronized between local disk and network storage. 

Malfunction of antivirus software and its abnormal behavior of constant 

disruption between routine work in the form of warning pop-ups and infinite 

scanning of computer´s hard disk. 

 Users’ accounts being locked out because of rushing to pass several prompts of 

authentication while moving between wired to wireless networks, without 

remembering that unlike before migration when users were only required 

identify by simple username, post migration system required 

domainName\username syntax of identification.  
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Due to increasing business competition in market and current financial situation, 

organizations are doing their best to decrease cost involved to run business. This is 

being done either by downsizing in number of employees, cutting benefits, or 

remodeling internal business processes to name a few. It is observed that FE has 

redefined its IT service and operations model by consolidating all the IT Service 

Departments around the global to a central IT facility where core services and technical 

support exist. This step has decreased almost 100 physical servers, resulting in 

decreasing electricity cost and heat emission to help the organization become 

environment friendly. It is also important to consider the cost cuts by downsizing 

employees in sites where IT support personnel are no longer required, or at least not as 

many as before. 

However, when it comes to system users, the situation has become rather challenging 

such as the remaining local IT staff cannot act upon incidents as efficiently as expected 

since it no longer has privileged access to core IT services and also it had not been part 

of reengineering and reconfiguration. Furthermore, core systems resides in a different 

geographical region thus prolonging troubleshooting time. This environment created 

some problems such as: 

 User frustration 

 Lack of confidence in IT service 

 Negative impact on SLAs 

 Raise in passive conflicts 

These problems became agent of subtle gap between IT staff and users. Often, the gap 

would became noticeable in the form of displeasure shown by a user to IT staff due to 

degraded or unstable IT service. 

1.2.1 Problem statement 

Several questions about the effect of changes in IT system, and the problems associated 

to them, arises. The question developed for this research to addresses the problem is: 

“How can an organization conduct its IT processes securely, yet effective and efficiently 

with IT production dispersed to different sites?” 

The question will be further broken down into sub-questions with the help of 

decomposition methodology. The purpose of decomposition methodology [5] is to break 

down a complex problem into smaller, less complex and more manageable, sub-

problems that are solvable by using existing tools, then joining them together to solve 

the initial problem. The set of sub-questions will deal with following roles that shapes 

and develops IT policies, and implement them: 
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 Authorizer i.e. executive level staff such as CEO, CTO, CFO. 

 Executioner such as Information Systems Manager. 

 Beneficiary i.e. Information Systems technicians and users. 

Considering aforementioned entities, the set of sub-questions: 

a) Executioner to Beneficiary: what steps must be taken by Executioner in order to 

learn difficulties that the beneficiary is facing during IT systems interaction, that 

are causing loss of time, SLAs, ROI.  

b) Executioner to Authorizer: how can Executioners present issues to be resolved, 

faced by beneficiary, to Authorizers in such a way that Authorizers see value in 

investment to the solution of those problems? 

1.3 Purpose 
The purpose of this research is development of a process that will help management and 

technical staff to have good control of consolidation process, from the time of project 

planning, execution, and post execution phases, in order to maintain the end-user’s 

experience similar to pre-consolidation state or to produce improved user experience. 

1.4 Goal 

The goal of this thesis is set to develop a process that would facilitate FE AB in carrying 

out IT processes securely yet effective and efficiently with core IT systems situated 

offsite. Achieving this goal will pave a way of good communication between senior 

management, IT management and technical staff to work together for a common good. 

Having good communication channels will give management confidence in the 

approach and work of technical staff whereas technical staff will have support of 

management behind their actions. 

Since IT functions are one of the most common operations of any organizations, it is 

likely that an organization-wide change would invoke IT systems reengineering, that’s 

when this process proposal can be benefited from. 

Moreover the aim of this research is to find the balance between workability, usability 
and safety, where:  
 

a) Workability is a state which gives a user drive to work. 
 

b) Usability is a state in which user is comfortable to work with the tools that are 
necessary for their work. 
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c) Safety is a state of mutual trust between IT department and a computer user in 
which users are aware of the fair use of accessory tools and their potential 
dangers and their dangerous uses whereas IT department assures that it will 
prevent the client from any dangerous situation as far as possible and, if any such 
situation will occur, IT will not unnecessarily blame it on the user. Hence, it is not 
only the safety from technology view point but also from the view point of 
psychology. 

1.4.1 Benefits, Ethics and Sustainability 

This research is done considering all tiers of an organization in mind that interacts with 

corporate Information Systems. This research will address IT processes that are 

developed at Director/Executive levels, managed and supervised by IT Management, 

and implemented by IT Operational staff.  

The benefit that Directors of IT policy and processes can get from this research is the 

understanding of implications of their policies and process at IT management and 

operations levels. With such understanding at their disposal, Directors can think 

through the workflow during the policies and processes design phases to develop robust 

and sustainable process. This research will also give the Directors a visibility of effects of 

policies and processes on end-user which are primary beneficiaries of those policies and 

processes. 

IT Management and operational staff can also benefit from this research. The research 

describes and discusses issues and complexities, which are often developed at 

management and operational levels due to lack of in-depth understanding and 

implications of designed policies and processes by the Directors. Management and 

operational staff can use this research to better communicate with policy designers as 

well as policy beneficiaries (End-users) in order to develop robust and sustainable 

process which will harmonize Information Systems’ operation throughout the 

organization. 

This research is based on actual IT policy and its use in a real organization, the 

organization name and policy details is not disclosed as a commitment of researcher to 

the organization’s IT management for confidentiality purpose. 

The proposed process in this research is developed keeping sustainability in mind such 

that there is more focus on inter-human interaction and less focus on specific 

technology. This approach makes this the proposed process the one that is technology 

agnostic. 
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1.5 Research Method and Methodology 

The research methodology to address research questions is based on knowledge 

acquisition from empirical and theoretical studies, based on which data collection was 

undertaken. Once, required data is gathered, it will be analyzed to develop results. Two 

research methods that are widely used in research fields are quantitative and qualitative. 

Quantitative method is an approach for testing objective theories by examining the 

relationship among variables. These variables, in turn, can be measured, typically on 

instruments, so that numbered data can be analyzed using statistical procedures. The 

final written report has a set structure consisting of introduction, literature and theory, 

methods, results, and discussion. Like qualitative researchers, those who engage in this 

form of inquiry have assumptions about testing theories deductively, building in 

protections against bias, controlling for alternative explanations, and being able to 

generalize and replicate the findings [6]. 

Qualitative method is an approach for exploring and understanding the meaning 

individuals or groups ascribe to a social or human problem. The process of research 

involves emerging questions and procedures, data typically collected in the participant’s 

setting, data analysis inductively building from particulars to general themes, and the 

researcher making interpretations of the meaning of the data. The final written report 

has a flexible structure. Those who engage in this form of inquiry support a way of 

looking at research that honors an inductive style, a focus on individual meaning, and 

the importance of rendering the complexity of a situation [6]. 

Qualitative Research (QR) method is going to be used in this research since it deals with 

the social and human problem. There are different ways to conduct a qualitative 

research, some common ones are:  

 Participant Observation: Where researcher becomes participant in the context 

being observed [7] 

 Direct Observation: Where researcher doesn´t necessary become participant in 

the context rather observe other participants and activities. 

 Case Study: That is an intensive study of a context [7] 

 Opinion Collection: This is done through many ways e.g. interviewing or 

questionnaire. 

 

This research will use a combination of participant observations, case studies and 

opinion collection methods. 
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Reasoning approach used in this research is inductive. Inductive reasoning starts from 

observation to broader generalizations and theories [8]. The premises in inductive 

reasoning are usually based on facts or observations. There is always a possibility, 

however, that the premises may be true while the conclusion is false, since there is not 

necessarily a logical relationship between premises and conclusion.  

Design Science Research (DSR) methodology will be used to justify the research method 

chosen for this thesis. DSR can be conducted when creating innovations and ideas that 

defines technical capabilities and products through which the development process of 

artifacts can be effectively and efficiently accomplished [9]. A details discussion on DSR 

is done in Chapter 3 of this report. 

1.6 Delimitation 

Even though DSR methodology and QR method are open ended approaches i.e. there is 

no discrete definition as to what and what not is to be included, demarcation has to be 

done at some point. 

 Questionnaire Respondent: Executioners will be the respondents. 

 Questionnaire Format: Questionnaire will contain sets of answers to choose from, 

however the type of answers will be exemplified, where felt necessary, so that 

there is some degree of symmetry in collected data. 

This process assumes that the actors involved in it will be able to give their best effort in 

fulfilment of the process and will not deviate from their commitment to this process at 

any stage. However the control over deviation and commitment or actors is beyond the 

scope of this thesis. 

This process does not take input from Authorizers and Beneficiaries 

1.7 Thesis Outline 

The thesis is composed of nine chapters including this introductory chapter which is the 

first one and is self-explanatory. A brief description of remaining 8 chapters is as 

follows: 

Chapter 2: Background 

Background section will give introduction to the organization, which is being used as 

test case. This chapter will also cover critical operations of the organizations that highly 

depends on IT infrastructure, and the contribution of IT in growth and strength of the 

organization. Finally, this chapter will talk about work done by other researches related 

to this research. 

Chapter 3: Methodology 
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In this chapter, an in-depth discussion on research methodology is done. It also 

discusses research philosophies, research approaches, and research methods. Also a 

comparison between Control Objectives for Information and Related Technology 

(COBIT) and Qualitative Research Method (QRM) is done in this chapter. 

Chapter 4: Adaptable Information and Data Security 

This chapter describes the motive behind this research, synopsis and some details of the 

IT consolidation process that took place in the organization. This chapter also describes 

the subject of this research. 

Chapter 5: The Interviews & Questionnaire 

This chapter contains the details of field work which was conducted to collect data for 

the development of answers and conclusion of the project. In this chapter, one can see 

what tools were used to gather data. 

Chapter 6: Data Analysis 

In this chapter, the data collected during field work is analyzed to form information out 

of it. The detailed analysis of data performed in this project is presented in this chapter. 

Chapter 7: Results 

This chapter contains the outcome of research conducted in this project. It explains how 

the work in this project can be used to calculate the time and ROI based data collected 

using the tools developed in this project. 

Chapter 8: Adaptable Information and Data Security Process 

This chapter proposes a process that can be used by organizations to minimize problems 

that occur during, after or even before major changes are made to IT systems.  

Chapter 9: Conclusion and Future Work 

This chapter concludes the research and provide prospects of future work that can be 

carried out in regards to the issues addresses in this research. 
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2. Background 

At times of significant business change, it is important for both Authorizers and 

Executioners such as CFO, CIO and IT governance professionals, IT auditors 

respectively to be aware of how business is changing as a result of all this activity around 

the financial crisis. These changes can pose new risks to a business handling which 

would require new controls. IT governance professionals and IT auditors must be 

flexible in how they assess risks and ensure that they are appropriately addressed by the 

necessary controls [10].  

One of the challenges IT professionals may face is to map IT risks to business risks. Such 

mapping would require identifying IT processes that are critical to a business and how 

core business may be influenced by internal and external security or operational risks to 

IT [11]. Another important aspect of the IT systems is user-friendliness. IT systems, 

though, must be secured but security should not become hindrance in daily work of IT 

system’s users. 

2.1 Secure IT Systems and User Friendliness 

The balance between security and user friendliness is not a new subject. System and 

Software architects or management of the organizations often face challenge of 

providing best possible user experience while maintaining highest level of required 

security. For instance, the primary goal of backend software engineers is to develop 

applications that are secure, reliable and not resources hungry especially when 

developing back-end applications. While doing so, user friendliness is not their primary 

concern hence the birth of front-ends. A paper published by the Journal of American 

Society for Information Science discusses the need of user-friendly systems instead of 

user-friendly front-ends [12]. It says: 

Most commercial online retrieval systems are not designed to 
service end users and, therefore, have often built “front-ends” to 
their systems specifically to serve the end-user market. These front-
ends have not been well accepted, mostly because the underlying 
systems are still difficult for end users to use successfully in 
searching.  
 

The author proposes some solutions in support of the approach, which can be found in 

the complete research paper. 

Another approached taken by some organizations is called BYOD i.e. Bring Your Own 

Device, which allow employees to bring their personal computers to do professional 

work while having the liberty of complete control over workstation. This approach is 

also effective for organizations as they do not invest in the purchases and maintenance 
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of employees’ computers. Although any IT professional can imagine the cybersecurity 

threats such environment may be exposed to such as Man-in-the-Middle attack. 

According to a security survey conducted by SANS: 

As this [BYOD] increase in usage occurs, more sensitive data is 
accessed by mobile apps and stored on these devices that may or 
may not be under the organization’s control. This brings out larger 
security concerns, similar to, but far more widespread than, the 
ones around laptops and mobile computing. In the case of 
employee-owned BYOD computing, devices, applications and their 
access are harder to track and manage. [13] 

 
Researchers at NEC Europe addresses this issue in a paper called Towards a User-

Friendly Security-Enhancing BYOD Solution [14] by proposing security model for 

BYOD in an attempt to harmonize security and user friendliness specifically for BYOD 

environment. 

2.2 FE AB Business Overview 

FE AB is a cosmetics and food supplement company that sells the products directly to 

consumers through sales consultants.  

A generic overview of FE AB flow of services and cash is shown in Fig 2.1, which shows 

three interrelated sections i.e. corporate environment, sales consultants and consumers 

market.  

 

Fig 2.1 – General Overview of FE AB Corporate Environment 

General Overview of FE AB Corporate Environment 
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2.2.1 Corporate Environment 

This is where the corporate level operations take place such as development of 

marketing strategies, financial control, IT services provision. One strategically 

important department that functions at the FE AB headquarter is Product Catalogue 

Development department. This department is responsible for design and distribution 

of products catalogues which are one of the key components for organization’s business 

and global marketing of its products. 

2.2.2 Sales Consultants 

Sales consultants are the outreach agents of organization. They deliver all the work 

done in the corporate environment and present it to consumers market in the form of 

product catalogues and consumers products. 

2.2.3 Consumers Market 

This crucial part generates return on the investments done by organization. Consumers 

purchase product catalogues to check the inventory and then purchase products 

through sales consultants. 

Product Catalogue Development (PCD) department works on strict deadlines as 

catalogs availability is one of the critical requirements of sales consultants good output. 

This makes PCD department one of the most critical departments in organization since 

sales force depends on its timely output. Failing to meet deadlines not only risks loss in 

sales, but also compromises the trust and credibility of organization in consumer 

market. Figure 2.2 shows PCD department in the corporate environment layer 

interlinked with sales consultants. 
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Fig 2.2 – General view of Product Catalogue Development functions and role 

Product Catalogue Development operations are fully computerized from idea inception 

by designers to the conversion of idea in print form. The whole process depends on IT 

infrastructure. 

2.3 Dependency of PCD on IT Operations 

The role of IT in FE AB is not directly related to its primary business goal however the 

drivers of its business goals require seamless IT operations, one of which is PCD. The 

PCD department is highly dependent on the availability of core IT services, be it a 

properly functioning workstation, an email client, communication network, or printers. 

2.3.1 Role of IT in FE AB Beyond PCD Department 

As shown in Fig 2.1  there are several other departments in FE AB which need core IT 

services to discharge their daily responsibilities but is IT as important for rest of the FE 

AB corporate environment as it is for PCD? From Authorizers perspective in any 

organization including FE AB, main goal is usually to maximize profits, minimize losses 

and ensuring that the core business operation’s functioning is healthy. 

It is important to take care about IT processes, governance, and security within FE AB  

as PCD operations fully depends on IT operations, and FE AB sales heavily depends on 

catalogue produced by PDC. 

2.3.2  Importance of IT in FE AB 
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All the departments in FE AB uses same IT services and relay on same IT processes as 

that of PCD, however the usage of services do vary depending on to which extent a 

particular tool is required by particular department.  

2.4 Related work  

Related work for the project in this thesis includes aligning security and usability, users 

compromise computer security mechanisms and managing an increasing number of 

passwords. 

2.4.1 Aligning Security and Usability 

Designers of security-sensitive software applications sometimes speak of a trade-off 

between achieving strong security and making software easy to use. When we look for 

ways to adjust an existing  design,  usability  improvements  seem  to  yield more easily 

compromised software, and adding security measures seems to make software tedious 

to use or hard to understand. 

Conflicts between security and usability can often be avoided by taking a different 

approach to security in the design process and the design itself. Every design problem 

involves trading off many factors, but the most successful designs find ways to achieve 

multiple goals simultaneously. This article discusses when and how we can bring 

security and usability into alignment through these main points [15]: 

• Security and usability elements cannot be sprinkled on a product like magic pixie 

dust. We must incorporate both goals throughout the design process. When security 

and usability are no longer treated as add-ons, we can design them together to avoid 

conflicts. 

• We can view security and usability as aspects of a common goal:  fulfilling user 

expectations. This involves maintaining  agreement  between  a  system’s  security state  

and  the  user’s  mental  model,  both  of  which change over time. 

• An essential technique for aligning security and usability is incorporating security 

decisions into the users’ workflow by inferring authorization from acts of designation 

that are already part of their primary task.  

2.4.2 User Centric Design Approach 

Many system security departments treat users as a security risk to be controlled. The 

general consensus is that most users are careless and unmotivated when it comes to 

system security. In a recent study, It was found that users may indeed compromise 

computer security mechanisms, such as password authentication, both knowing and 

unknowingly. A closer analysis, however, revealed that such behavior is often caused by 

the way in which security mechanisms are implemented, and users’ lack of knowledge. 
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We argue that to change this state of affairs, security departments need to communicate 

more with users, and adopt a user centered design approach. [16] 

2.4.3 Efficient Use of System Security Mechanisms 

Many users today are struggling to manage an increasing number of passwords. As a 

consequence, many organizations face an increasing demand on an expensive resource 

the system administrators or help desks. This paper suggests that re-considering the “3- 

strikes” policy commonly applied to password login systems would be an immediate way 

of reducing this demand. We analyzed 10 week worth of system logs from a sample of 

386 users, whose login attempts were not restricted in the usual manner. During that 

period, only 10% of login attempts failed. We predict that requests for password 

reminders could be reduced by up to 44% by increasing the number of strikes from 3 to 

ten. [17] 
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3. Methodology 
Research refers to activities that scientifically contribute to the discovery and 
confirmation of knowledge. Knowledge is contained by the research’s philosophical 
assumptions about the techniques used in relation to researcher’s perspective. 
Researchers make claims about what is the nature of knowledge (ontology), how we 
know about it (epistemology), what values it holds (axiology), and what are the 
processes for studying it (methodology) [18]. 

3.1 Research Philosophies 

In this thesis, attempts are made to view the positivist and interpretive research 
philosophical assumptions. Positivism is the form of research that assumes reality is 
objectively given, and is described by measurable properties which are independent of 
the researcher. It involves testing of theories in an attempt to increase predictive 
understanding of the phenomena. Also, it includes formulating propositions that 
portrays the subject matter in relation to independent and dependent variables and the 
relationships between them. 
 
Interpretivism assumes that access to reality is subjective, and is given through social 
constructs. Contrary to positivism, interpretivism does not predefine independent and 
dependent variables, but rather attempts to understand phenomena through the 
complexity of human sense making as situations emerges.  
 
To better understand these philosophical terms, they are analyzed in the table below.  
 

 
Fig 3.1 Philosophical Perspective [18] 

 

Because this research will perform subjective analysis and exploration of FE AB’s 
environment and work environment of other IT professionals who participated in the 
questionnaire, interpretive approach is selected as the relevant philosophical 
assumption. 
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3.2 Research Approaches 

Knowledge development could be achieved through the use of suitable research 
approaches. They are used to identify, select, and develop suitable research design and 
strategies, including data collection, processing and analysis techniques. There are two 
common approaches, also called reasoning, are namely deductive, inductive and 
abductive [18]. 
 
Deductive approach is associated with generating knowledge from theory. Also, 
deductive research depends much on experimental design approaches that mostly 
involve collection of quantitative data. Deductive research processes are also suitable for 
generalization of the artifact [18].  
 
Inductive approach require a closer understanding of the real world problem where a 
researcher often becomes part of the research process, and it involves the use of 
qualitative data. Inductive approach helps in developing design structures and 
constructing individual cases [18]. 
 
In Abductive approach, the output is built from causal relation of data and analysis to 
development of artifact or theories; the process is repetitively done [18].  
 
This research will be based on inductive reasoning since this research involves human 
behavior observation and analysis of qualitative data. 
 
Based on the research goal, the following selection criteria is formulated:  

 

a) The approach should be capable of merging different studies aimed at addressing 
one common research goal that is effective and efficient management, and 
provision of dispersed IT services;  
 

b) It should be capable of modeling a beneficiary friendly IT infrastructure 
reengineering solution. 

 

3.3 Research Methods 

Research methods are strategies for scientific inquiry that collects knowledge using 
defined procedures. They involve studying questionnaire, propositions, unit of analysis, 
and logic of linking data to the proposition [18]. Basically, data can be gathered through 
observational and/or measurements methods. The former and the later referred to as 
qualitative and quantitative research methods respectively [18]. 
 
Qualitative Research Method (QRM) is a field of scientific inquiry that crosscuts various 
disciplines and subject matters. Usually it uses qualitative data and involves in-depth 
interviews, observations and documents reviews for understanding of human behavior 
and entire situation [18]. QRM requires small but focused samples and it often 
categorizes collected data into patterns as primary basis for processing and analyzing 
results. QRM reflects interpretivism knowledge claims, it is often formative and non-
generalizable.  
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As for Quantitative research method (QtRM), it is a systematic scientific inquiry that 
uses quantitative data, numerical and/or statistical data. It involves studying the 
quantitative properties, phenomena and their relationships. QtRM reflects positivism 
knowledge claim, it is formative, and it is generalizable.  
 
Design science research (DSR) methodology can be conducted when creating 
innovations and ideas that define technical capabilities and products through which the 
development process of artifact can be effectively and efficiently accomplished [18]. 
Design science research begins with awareness of the problem (real-world problem 
identification); the output could be a proposal. This is followed by the suggestion for a 
tentative design that is abductively drawn from the existing knowledge base for the 
problem area; the output is the tentative design. The next step is an attempt for artifact 
design which is derived based on the suggested solution(s), whereby development and 
evaluation is deductively performed. The design process is iteratively performed back 
from the awareness, suggestion, development, to evaluation until the real-world 
situation is improved. Finally, conclusion is drawn, indicating the completion of the 
design processes.  
 
The figure below depicts the general reasoning methodology in design science research. 
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Fig 3.2 – Reasoning methodology and design science research flow [18] 
 

Based on the nature of the research studies and the research questions that are aiming 

towards contributing to the research goal – qualitative research method is chosen to 

guide the study in which questioners will be used as a tool to gather research data. Since 

this research is proposing a process to address a problem, design science research 

methodology is also used in some stages of this research. 

3.4 Qualitative Data Collection Methods 

There are several ways to collect qualitative data, for example Observations, Interviews, 

Document Studies, Audio-Visual Materials Each method has its strengths and 

limitations.  

3.4.1 Observations 

In qualitative observation, researcher takes field notes on the behavior and activities of 
individuals at the research site. In these field notes, the researcher records, in an 
unstructured or semi structured way (using some prior questions that the inquirer 
wants to know), activities at the research site. Qualitative observers may also engage in 
roles varying from a nonparticipant to a complete participant. Typically these 
observations are open-ended in that the researchers ask general questions to 
participants allowing the participants to freely provide their views [6].  
 

3.4.2 Interviews 

In this method, the researcher conducts face-to-face interviews with participants, 
telephone interviews, or engages in focus group interviews with six to eight interviewees 
in each group. These interviews involve unstructured and generally open-ended 
questions that are few in number and intended to elicit views and opinions from the 
participants [8]. 
 

3.4.3 Documents Study 

During document study qualitative method, researcher read through public documents 
such as newspapers, minutes of meetings, official reports, or private documents such as 
personal journals and diaries, letters, e-mails [6]. 
  

3.4.4 Audio-Visual Material 

This form of qualitative data collection is done through photographs, art objects, 
videotapes, website main pages, e-mails, text messages, social media text, or any forms 
of sound [6]. 
 
3.4.5 Questionnaire 
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A researcher may employ the use of questionnaires when it is impossible to interview 

every respondent. Questionnaires generally consist of open- or closed-ended questions 

or items that measure facts, attitudes, or values. A questionnaire could be based on 

Closed-ended questions which force a response, scores quickly, and makes answers easy 

to evaluate. To ensure reliability, inventories often restate the question or item several 

times. Open-ended questions allow the participant to provide a more complete or 

comprehensive response. Although open-ended responses are difficult to analyze, they 

often provide specific and meaningful information [19]. 

 
To conduct this research, a combination of documents study and questionnaire is used.  

The reason for selecting document study is access to significantly large existing data that 

has been documented by observers and researchers over the years. Studying documents 

on subjects relevant to this research will help developing a well-structured questionnaire 

and building solid foundation to steer the whole project towards the goal. 

Choosing Questionnaire as data collection method has been preferred over the others 

due the ability to reach wider audience to collect specific data. Also, combination of both 

open-ended and closed-ended types of questions incorporated into single questionnaire 

will assist in collection of opinion based answers as well as answers from the available 

options. 

Interview method of data collection was not preferred since it would require setting 

appointment, visiting interviewee to ask questions or making phone calls for that 

matter. Whereas a questionnaire can be distributed to a number of IT professionals who 

have their contact details publicly available. Since questionnaire would require relatively 

less time to collect the data, it has been preferred over Interview method of data 

collection. 

Due to the type of research conducted in this thesis, the probability of finding Audio-

Visual data related to this research did not appear to be available as much as that of 

written documents, therefore document study was preferred over this method.   

3.5 Data Analysis Methods 

Data analysis methods are used to analyze data. The most common ones are grounded 

theory, coding and statistics.  

3.5.1 Grounded Theory 

Grounded theory is an inductive, theory discovery methodology that allows the 
researcher to develop a theoretical account of the general features of a topic while 
simultaneously grounding the account in empirical observations or data [20]. Grounded 
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theory is a complex iterative process. The research begins with the raising of generative 
questions which help to guide the research but are not intended to be either static or 
confining. As the researcher begins to gather data, core theoretical concepts are 
identified. Tentative linkages are developed between the theoretical core concepts and 
the data. This early phase of the research tends to be very open and can take months. 
Later on the researcher is more engaged in verification and summary. The effort tends 
to evolve toward one core category that is central [21]. 
 

3.5.2 Coding 

In qualitative analysis, coding analysis acts as the foundation for what comes later 
during research process. Coding data analysis is done by labeling a data with something 
meaningful such as tags or a name. The point of assigning labels is to attach meaning to 
the pieces of data, and these labels serve a number of functions. Labels help indexing 
data providing basis for storage and retrieval. In view of the volume and complexity of 
much qualitative data, these early labels become an essential part of subsequent 
analysis. So basic coding is both the first part of the analysis and part of getting the data 
ready for subsequent analysis. Advanced coding is the same activity - labelling and 
categorizing - applied at higher levels of abstraction with the data. The type of coding 
done - that is, what sorts of labels are attached to the data - depends upon the method of 
analysis being used. [22] 
 

3.5.3 Statistics 

Statistics is a mathematical and conceptual discipline that focuses on the relation 
between data and hypotheses. The data are recordings of observations or events in a 
scientific study, e.g., a set of measurements of individuals from a population. Statistical 
methods provide the mathematical and conceptual means to evaluate statistical 
hypotheses in the light of a sample. To this aim they employ probability theory, and 
incidentally generalizations thereof. The evaluations may determine how believable a 
hypothesis is, whether we may rely on the hypothesis in our decisions, how strong the 
support is that the sample gives to the hypothesis, and so on. [23] 
 

3.6 Quality Assurance 

Quality assurance of qualitative research can be done through validating the methods 

and tools used to conduct the research, replication of the application of selected tools to 

reproduce results and the reliability of output by comparing originally produced work 

with repeated work. 

3.6.1 Qualitative Research Validation 

Validity in qualitative research means “appropriateness” of the tools, processes, and 
data. Whether the research question is valid for the desired outcome, the choice of 
methodology is appropriate for answering the research question, the design is valid for 
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the methodology, the sampling and data analysis is appropriate, and finally the results 
and conclusions are valid for the sample and context. [24] 
 

3.6.2 Reliability and Replicability 

In quantitative research, reliability refers to exact replicability of the processes and the 
results. In qualitative research with diverse paradigms, such definition of reliability is 
challenging and epistemologically counter-intuitive. Hence, the essence of reliability for 
qualitative research lies with consistency. A margin of variability for results is tolerated 
in qualitative research provided the methodology and epistemological logistics 
consistently yield data that are ontologically similar but may differ in richness and 
ambience within similar dimensions. [24]  
 

3.7 COBIT 

COBIT stands for Controlled Objectives for Information and Related Technology [25]. It 
is an IT governance framework and supporting toolset that allows managers to bridge 
the gap between control requirements, technical issues and business risks. COBIT 
consists of four domains i.e. Plan and Organize, Acquire and Implement, Deliver and 
Support, Monitor and Evaluation.  
 
 

 

Fig - 3.3. COBIT life cycle [25] 
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COBIT enables clear policy development and good practice for IT control throughout 
organizations. COBIT emphasizes regulatory compliance, helps organizations to 
increase the value attained from IT, enables alignment and simplifies implementation of 
the enterprises' IT governance and control framework. 
 
COBIT Quick Start [26] is trimmed version of COBIT IT governance framework. This 
special version of COBIT is a baseline for many Small to Medium Enterprises (SMEs) 
and other entities where IT is not mission-critical or essential for survival. 
 
COBIT QS was considered as a method to conduct the research work on FE AB since 
after IT consolidation, IT department of FE AB head office is no longer mission-critical 
however head office still hosts some services on which PCD department depends on.  

3.8 Preference of QRM over COBIT Quick Start 

The reason for choosing QRM over COBIT QS is its complex nature and all the defined 
sets of guidelines that may or may not be required to meet our goals. Often, 
organizations get certified for certain standards and do their best to apply them as much 
as possible however disregard some parts of it where the standards are causing 
complexities in working processes.  
 
It has been observed that organizations which claim to be compliant with some specific 
standard are in process of violation of several aspects of those standards if one observes 
internal operations of those organizations. For instance, the hacking incident of network 
of US military by Gary McKinnon who claimed that it was default or blank password 
which got him access to such critical computer network. We do not have access to the 
security policy of information systems of affected military division however it won´t be 
inappropriate to assume that their policy would not allow any blank or default 
passwords.  
 
IT benchmarking and analytics firm Compass’s analysis of 15 client engagements done 
in 2012 found that over the past two years some IT organizations had pockets of 
maturity, by and large the process improvement tools embraced by CIOs to improve IT 
efficiency often yield limited and potentially negative [27] 
 
Considering the study of such incidents and knowing that there have been extensive 
work done on such matters, the aim of this thesis was shifted to develop a model which 
does not enforce IT best practices on users rather it makes them intuitive as such that 
they are fun to follow. For instance, IT Departments pay more attention to ban 
applications which users like to have on their corporate computers so that they could 
enjoy while at work such as IM messengers or audio/video streaming applications or 
websites whereas less attention is given to the use of Java based a websites or 
applications that have larger attack surface. 
 
Therefore, the aim of this thesis is to find the balance between workability, usability and 
safety, where:  
 

a) Workability is a state which gives a user drive to work. 
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b) Usability is a state in which user is comfortable to work with the tools that are 

necessary for their work. 
 

c) Safety is a state of mutual trust between IT department and a computer user in 
which users are aware of the fair use of accessory tools and their potential 
dangers and their dangerous uses whereas IT department assures that it will 
prevent the client from any dangerous situation as far as possible and, if any such 
situation will occur, IT will not unnecessarily blame it on the user. Hence, it is not 
only the safety from technology view point but also from the view point of 
psychology. 
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4 Adaptable Information and Data Security 
Let us discuss the motive for which this thesis has been written and how the 
organizations can make use of it. 
 

4.2 Motive 

The motive of this thesis is to highlight the fact that IT systems are integral part of any 

business. Unplanned or poorly planned changes to IT systems can lead to extreme 

complications in the organizational ecosystem which, in worst case scenarios, would 

require the rebuilding of IT infrastructure, or users left with inefficient and troublesome 

IT systems. 

4.2.1 Synopsis  

This thesis is based on the circumstances developed in a real life production system of 

an organization where IT systems were consolidated from different global regions to a 

central location. The IT system was serving over 6000 full-time users. Before the 

consolidation, IT services centers were scattered in different global regions for the 

purpose of supporting on-site users. There were two exceptions among scattered offices 

which were responsible for global IT services and support. One of those offices was 

based in Stockholm, Sweden. The office in Sweden was also the workspace for 

organization’s top tier therefore was designated as headquarter of the organization. 

4.2.2 Significance of Headquarter 

The significance of Stockholm office over other regional IT service offices was that 

Stockholm was responsible for advertisement and marketing, IT support or 400 users 

including senior executives. Being responsible for global operations, many of the 

Headquarter users were frequent travelers. Another very significant distinction was that 

headquarter was responsible for over 400 on-site users which was the largest number of 

on-site users, making it very sensitive to any change in IT systems. 

4.2.3 Consolidation Impact on the Headquarter 

Due to the diverse and important nature of IT Infrastructure of the Headquarter from 

technical and business standpoint, a thorough work plan was necessary to undertake 

consolidation of IT services of the headquarter to an offsite central location. It appeared 

that the case study on diversity of IT services that headquarter provided globally was not 

done. In fact, the consolidation process approach applied on headquarter was same as 

rest of the IT support centers which were responsible only for 20-30 users’ basic IT 

needs compare to that of headquarter’ s 400 on-site users and complex IT 

infrastructure. 
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The impact of not dealing with headquarter as a separate case from other site offices was 

that several IT processes were severely degraded. One of the problems were to have 

business critical data stored on the network to be available offline on users’ notebooks 

during telework. Since most of the users were frequent travelers, not having access to 

business critical information during travel was a very serious impact.  

Another impact was the abnormal behavior of client/server architecture based anti-

virus program. After consolidation, the anti-virus application on users’ notebooks were 

unable to complete local disk scans and report the scanning back to server situated in 

different geographical location, causing the client to consider that the scan was never 

completed. This caused anti-virus client to run frequently and unnecessary on 

notebooks causing significant performance issues. 

Data backup and restoration process duration had also significantly increased. After 

consolidation, the backup systems were moved from on-site to offsite central IT services 

site. This change also removed the administrative access of backup and restoration 

process from headquarter IT staff since the whole idea of consolidation was to move 

services and support to a central location. The adverse impact of this move was not only 

the significant increase in backup jobs duration but also the increased duration of 

restoration process requested made by local users. 

4.3 Adaptable Information and Data Security 

Adaptable information and data security is about adapting to changes while maintain 

security, usability and effectiveness of Information Systems and core business 

operations of an organization it supports. 

4.3.1 Adaptability 

Since there is a continuous change in IT systems in the form of software patch or hotfix 

installation to maintain security, there is a continuous need to adapt to those change for 

those who interact with IT systems. 

A system or entity is adaptable if it can be adapted to changes. [28] 
 

IT department can play a key role in bridging the gap between security and 

inconvenience by helping users’ IT systems interaction experience adaptable to changes 

which will result in healthy work environment. 

4.3.2 Information and Data 

Information and Data is what the computer system store, transmit and process. Data 

and information may seem interchangeable but they are not. According to the definition 

of Data and Information by Russell Lincoln Ackoff:  
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Data is raw. It simply exists and has no significance beyond its 
existence (in and of itself). It can exist in any form, usable or not. It 
does not have meaning of itself. In computer parlance, a 
spreadsheet generally starts out by holding data. Information is 
data that has been given meaning by way of relational connection. 
This "meaning" can be useful, but does not have to be. In computer 
parlance, a relational database makes information from the data 
stored within it. [29] 
 

4.3.3 Security (Information Systems) 

Since the subject of security is digital information, the definition of security that has 

been taken here is actually that of Information Systems Security or INFOSEC which is as 

follows: 

Protection of information systems against unauthorized access to or 
modification of information, whether in storage, processing, or 
transit, and against the denial of service to authorized users, 
including those measures necessary to detect, document, and 
counter such threats. [30] 
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5 The Interviews & Questionnaire 
A questionnaire was developed and distributed to different IT professionals. Recipients 
of questionnaire are persons who are in positions of managing technical support 
operations which, in this research, are labeled as Executioners i.e. an interface between 
corporate executives and corporate users. 
 

5.1 Questionnaire Structure 

The questionnaire is composed of 22 statements that represent the view of both 
technical support person and corporate users. These statements are sectioned into 4 
categories as follows: 
 

 Corporate users 

 Onshore insourcing and corporate users 

 Offshore insourcing and corporate users 

 Information Security and corporate users 
 
The questionnaire is further supplemented with a single page letter which explains the 
idea behind questionnaire and describe the terms insourcing, outsourcing and their 
different types. The questionnaire and supporting letter can be found in Appendix A. 
 
Statements in the questionnaire are followed by 5 options to choose from in the form of 
check boxes. The options are: 
 

 Fully agree 

 Agree to some extent 

 Would rather disagree 

 Completely disagree 

 No opinion 

5.2 Distribution of Questionnaire 

To get the questionnaire distributed, there were two methods in sight as follows: 

a) Contact acquainted individuals within the professional circle and ask them for 

their opinion as well as request them to forward the questionnaire to other 

professional in their contact circle. 

 

b) Distribute the questionnaire to different public and private IT operations 

management forums to get volunteers to respond.  

After spending some time on both methods, the method (a) was chosen for data 

collection due to relatively quicker response  as well as the possibility to approach 

respondents in case if required. 
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The questionnaire consists of 9 questions. Answers from respondents are presented in 

chapter 6 Data Analysis. 

5.3 Data collection and management 

Data collection and management was a three stage process that involves: 
a) A questionnaire document which contains checkboxes to choose one of the 

five different responses against each statement. Each respondent was asked to 
check the option of his/her choice and save the document before returning it. 
Once the document was returned, all the checked boxes were noted to develop 
a count for graph formation. 
 

b) An excel sheet was developed made up of all the statements of questionnaire 
and five options against each statement following an empty box. The empty 
box stored total count of specific response against each statement. 

 
c) Once all the counts were noted, the numbers were used to develop graphs. As 

mentioned earlier, the questionnaire was composed of four different sections 
therefore there are four different graphs, each one is an output of an 
individual questionnaire section. 

5.4 Results formed by feedback from questionnaire 

There were a total of 14 respondents from which the data was collected. Collected 
responses were categorized into patterns as primary basis for data processing and 
results analysis. The response distribution from 14 respondents can be seen in following 
graphs. 
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Fig 5.1 - Graph 1: Results from questionnaire section one
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Fig 5.2 - Graph 2: Results from questionnaire section two 
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Fig 5.3 - Graph 3: Results from questionnaire section three
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Fig 5.4 - Graph 4: Results from questionnaire section four
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6 Data Analysis 

This chapter will analyze each of the four questionnaire sections to get to the results as 
well as to answer Research Question.   

6.1 Questionnaire Section 1: General Behavior of Users 

Idea behind setting up this section was to get the sense of technical support personnel 
towards general behavior of a corporate user.  
 
Statement 1:  

Today´s average user is careless about security of corporate assets assigned to him/her 
such as workstation. 
 
Following is the count of response against this question1: 

Fully agree 4 

Agree to some extent 8 

Would rather 
disagree 

2 

 

Statement 2:  

An average corporate user is not trained to handle insecure situation or incident hence 
depends on technical support. 
 
Following is the count of response against this question: 

Fully agree 8 

Agree to some extent 5 

Would rather 
disagree 

1 

 

Statement 3:  

Users often complain that implemented security procedures are not user 

friendly and become hindrance in their work routines. (E.g. complex 

passwords, use of applications that are secure but not user friendly etc.) 

Following is the count of response against this question: 

Fully agree 5 

Agree to some extent 7 

                                                           
1 Response options ”Completely disagree” and ”No opinion” are not added to the table since for Q1 their count 
was zero. This will apply to the tables of rest of the questions. 
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Would rather 
disagree 

1 

Complete disagree 1 
 

Statement 4:  

Users provide valid reasons to support their complaints about strict 

security policies and procedures. 

Following is the count of response against this question: 

Fully agree 3 

Agree to some extent 5 

Would rather 
disagree 

4 

Complete disagree 2 
 

6.1.1 Output of questionnaire section one 

An average user is careless about security of corporate assets such as 

workstation. An average user depends on technical support staff since it is 

not trained to handle incident related to security compromise. Users are 

unhappy about the balance between security and user friendliness, and 

their complains in this matter are reasonable. 

Question 1: Are users careless about corporate assets´ security in your opinion? If so, 

why? 

Respondent 1:  It is not about corporate vs. personal asset, it is a 

general behavior that user tends to become careless or ignorant 

when he or she really needs something to be available to them. For 

instance if a person like to watch movies that are available online 

for free, at times illegally off course, that person will go to all sorts 

of websites to get the desired content which will expose the 

workstation to many harmful websites. Even worst behavior is the 

attempt to download movies/games/software etc. with the hope 

that the file being downloaded is the actual content and not a virus, 

not to mention the copyrights violation. Due to this observation, we 

have to restrict users´ control over corporate assets as a standard. 

Respondent 2: In organizations, where users are provided with 

mobile workstations such as notebooks, some users tend to use it 

for their personal use as well because they don´t make any 
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investment to purchase personal computer. Not only because it is a 

save of cost but also, often, corporate notebooks are business class 

which are generally better than home use computers. Many people 

want to experiment new things using their computer e.g. jail 

breaking their new iPhones etc. which will require a computer 

program to be installed on corporate computer. Similarly many 

other unnecessary programs are installed on corporate computer 

making it eventually infected with malware or having so many 

applications running in the background that the notebook become 

as slow as useless. 

Question 2: Do you think that users complain against unfriendliness of 

implemented security? If so, are their complaints valid?  

Respondent 1: I think all complains are valid as long are they are 

presented in a proper way however most of the time, complains are 

result of frustration of other issues related to IT which users have to 

accept without any choice.  

We were bound to change our mail exchange system from one 

vendor to the other. Everyone seemed to love previous vendor´s 

application since it was intuitive, it was able to integrate with other 

applications etc. whereas the new one has totally different interface 

and working process, in short, it has everything bad that users can 

get. This change was the result of information systems 

consolidation between our site office and the parent site offices. We 

had to accept new system since it was an executive decision hence 

neither local IT nor users could do anything about it but in the eye 

of a user IT is responsible for that. This makes the impression of IT 

really bad in minds of a user. 

IT is definitely responsible for providing best possible ground for 

user to work however, at times, the limitation lies in the application 

itself and IT cannot do anything about it. 

Respondent 2: Sometimes they are really valid and users seem 

like a lab rat. At one stage, we had 5 different passwords that users 

had to keep, although the situation is improved a bit i.e. now they 

have to remember 4 different passwords and we are still addressing 

this issue. 
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However, sometimes their complains are nothing but a far cry. If a 

user is having trouble with home broadband internet, corporate IT 

is not responsible for to fix that.  

6.2 Questionnaire Section 2: Onshore Insourcing and User 

This section addresses support person and user relationship when support staff is 

physically present under same roof as user and is physically approachable. 

Statement 5:  

It is easier to keep security checks and maintain balance between security 

and user friendliness with onshore insourcing. 

Following is the count of response against this question: 

Fully agree 6 

Agree to some extent 5 

Would rather 
disagree 

2 

Completely disagree 1 
 

Statement 6:  

Onshore insourcing is comfortable for users since users can personally 

reach support staff for their problems i.e. person-to-person level 

interaction. 

Following is the count of response against this question: 

Fully agree 9 

Agree to some extent 4 

Would rather 
disagree 

1 

 

Statement 7:  

Onshore insourcing is less rewarding for technical staff and it provides 

poor service since there is no money exchange involved at person-to-

person level. 

Following is the count of response against this question: 

Fully agree 1 

Agree to some extent 4 
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Would rather 
disagree 

5 

Completely disagree 2 

No opinion 2 
 

6.2.1 Output of questionnaire section two 

It is easier to keep check and balance when IT support is available onshore 

and users feel more secure since they can walk to IT staff for their 

problems. Onshore insourcing is not less rewarding even if there is no 

money exchange involved in this support and the support level is not poor 

either. 

Question 3: In your opinion, is onshore insourcing less rewarding because sometimes 

support staff has to bare harsh criticism directly from user while their best support 

effort? 

Respondent 1: Yes and No, yes because if support person is 

overloaded due to any reason, then it is the job of his/her manager 

to take off the load so that the support could be provided as 

expected, therefore, it is the manager who should get criticism and 

not the support staff. I also mentioned no, it is because the staff is 

composed of multiple persons hence when user approaches a 

support person, he/she believes that this support person is 

representative of the whole staff, be it a help desk technician or a 

manager. Considering that, if the delivery of IT services is poor, any 

representative of that department should bear the consequences of 

user´s frustration. It is difficult to be sensible and sensitive towards 

others feelings in state of frustration. Having said that, it is not OK 

for support staff to take the blame from user instead the feedback 

should be channeled through their manager or team leaders. 

Respondent 2: No, it is not less rewarding because when a person 

is hired as technical support; he is explained duties and rewards in 

employment contract hence the moment of signing the contract is 

the point at which one has to think about the balance between 

offered duties and rewards.  

When it comes to criticism, if someone is not able to deliver agreed 

services then harsh criticism is not equals to the pain the user will 

have to go through without getting what was agreed. This is part of 
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technical support process and one should try to utilize criticism as 

service improvement tool. 

Question 4: When support staff performs well, it receives great 

appreciation directly from the user. Do you think this kind of reward is 

sufficient to boost motivation level of support staff? 

Respondent 1: It should be sufficient. Furthermore, as mentioned 

earlier, all the feedback should go through the manager or team 

leader so that support staff could get more than just appreciation to 

have motivation boost. 

Respondent 2: I think confidence plays vital role in good 

performance and valuable or positive feedback increases one´s 

confidence so, definitely, direct appreciation is very good for 

motivation. Although I don´t think that it is sufficient, but it is 

definitely a key. 

6.3 Questionnaire Section 3: Offshore Insourcing and User 

This section addresses support person and user relationship when support staff is 

situated in different location or region than the user and is only approachable via phone, 

email or any other support request logging method. 

Statement 8:  

Offshore insourcing has more strict commitments as oppose to that of onshore 

insourcing due to agreements made at management level (e.g. Agreement between IT 

Department and R&D Department). 

Following is the count of response against this question: 

Fully agree 2 

Agree to some extent 7 

Would rather 
disagree 

3 

Completely disagree 2 
 

Statement 9:  

Offshore insourcing has better service quality than onshore insourcing due 

to more strict commitments. 

Following is the count of response against this question: 
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Agree to some extent 5 

Would rather 
disagree 

6 

Completely disagree 3 

 

Statement 10:  

With offshore insourcing, response to user complaints is often delayed by 

support staff since user cannot approach support staff to build pressure. 

(e.g. disregard user email complaint, refuse to pick up users´ phone call 

etc.) 

Following is the count of response against this question: 

Fully agree 6 

Agree to some extent 5 

Completely disagree 2 

No opinion 1 
 

Statement 11:  

With offshore insourcing, users often feel oppressed and ignored by 

support department which creates rift between users and support 

department. 

Following is the count of response against this question: 

Fully agree 2 

Agree to some extent 9 

Completely disagree 2 

No opinion 1 
 

Statement 12:  

Due to ignorance of support requests, users find workarounds and don´t 

feel guilty about disregarding security policies in order to smoothly 

perform their work. (e.g. refuse to restart computer after security update, 

write down passwords on paper due to high complexity level etc.) 

Following is the count of response against this question: 

Fully agree 2 

Agree to some extent 9 
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Would rather 
disagree 

1 

Completely disagree 2 
 

6.3.1 Output of questionnaire section three 

Offshore insourcing has strict SLA commitments due to the level at which 

agreement and communication takes place i.e. manager-to-manager or 

department-to-department level, considering that, the service quality is 

not as good as onshore insourcing.  

Since users cannot walk to support staff, it is easier for the staff to put 

their requests in pending due to which, sometimes, users feel oppressed 

and ignored thus get upset. To tackle the delay and ignorance from IT, 

users try to find workaround to their problems while disregarding IT 

security policy and not feeling bad about it. 

Question 5: Considering the following 

i) Support staff is not in discomfort of being interrupted by 

user in person 

ii) Managers try to keep staff´s motivation level as high as 

possible by several means since they don’t want to face any 

negative feedback 

Is offshore insourcing more rewarding? 

Respondent 1: As far as the interruption is concerned, definitely 

this is a benefit because users should always follow the procedure of 

registering their support requests and not just walk to the support 

person if he/she is physically accessible which is the case in onshore 

support. So, definitely, working for user being away from them is a 

lot better. 

When talking about insourcing, it doesn´t really make much 

difference to the manager and staff relationship whether it is 

onshore or offshore support. At the end, one is serving the same 

organization which he/she is working for. 

Respondent 2: Yes, support staff is better off being away from 

users because some users will never take the burden of registering 

their support request and wait for its resolution when they can walk 

to the support person. Therefore, I would go for offshore support. 



41 
 

If the support staff is situated in different region including all of its 

structure then it is probably like a company with in a company. In 

this case, there are chances that support staff could get more 

benefits considering that they are part of small group which is easy 

to manage by manager and, on the other hand, manager can easily 

fulfill their requirements which he can easily fulfill being in control 

of the budget of sub-company. But this cannot be done without 

provision of good level of service. 

Question 6: Do you keep check and balance on actions that are violating 

corporate security policies and controls? How would you handle any such 

discovery? 

Respondent 1: I would like to break down the answer to two folds, 

one is application level and the other is user level.  

At application level, we keep track of where and which user is trying 

to violate or has succeeded in violation of the policy or control by 

using special software. There are several software available in 

market which provides this sort of checks.  

At user level, we study our own behavior and try to make our 

interaction to information systems as secure and as less 

cumbersome as possible. Since these controls are computer based, 

it is not always so rewarding for a user to bypass them in terms of 

time and effort. If users find any change unacceptable, we rollback 

it based on their reasonable feedback. 

Even after all those measures, if anyone manages to violate security 

policy or control, in response, first off all we overcome that 

vulnerability by any means possible in order to prevent any further 

violations, then we trace weather was this violation intentional or 

an accident. If the pattern of traces leads to intentional violation, we 

either warn the user or escalate the matter to his/her manager, 

depending on the severity of violation. 

Respondent 2: Any new employee is provided with fair use policy 

by IT which includes all the Do´s and Don´ts that are defined by IT. 

There are some user behaviors which can only be controlled by 

themselves such as sharing password with a colleague or letting 

someone else use their computer etc.  These kinds of actions are 

highly discouraged. Usually, when a user does that he never let IT 
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personnel know about it hence there is nothing that IT can do about 

it except for constantly educating users.  

6.4 Questionnaire Section 4: Information Security and User 

This is the last section of questionnaire which captures the understanding and response 

of technical support staff about users in relation to information security. 

Statement 13:  

Security awareness and training level of a 21st century user is mature 

enough to know common DO´s and DONT´s of IT. (e.g. avoid untrusted 

sites, safe downloading, knowledge of secure password, physical security 

of tangible assets etc.) 

Following is the count of response against this question: 

Fully agree 1 

Agree to some extent 7 

Would rather 
disagree 

4 

Completely disagree 2 
 

Statement 14: 

It is unwise to give users full control over their workstations. (e.g. 

administrative privileges) 

Following is the count of response against this question: 

Fully agree 7 

Agree to some extent 6 

Completely disagree 1 
 

Statement 15: 

Users don´t like their activities to be barred/controlled or monitored for 

the sake of security. 

Following is the count of response against this question: 

Fully agree 10 

Agree to some extent 4 

Statement 16:  
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Users try to penetrate information security or find workarounds either on 

need bases or to express their anger. 

Following is the count of response against this question: 

Fully agree 4 

Agree to some extent 9 

Would rather 
disagree 

1 

 

Statement 17:  

If users are given the sense of being trusted for careful use of corporate 

information and systems, users will hold higher ethical conduct towards 

information security. 

Following is the count of response against this question: 

Fully agree 4 

Agree to some extent 8 

Would rather 
disagree 

2 

 

Statement 18:  

Users are often smart enough to understand information security and can 

be left to make wise decisions in risky situations. 

Following is the count of response against this question: 

Fully agree 1 

Agree to some extent 6 

Would rather 
disagree 

5 

Completely disagree 2 
 

Statement 19:  

Users should be given more power and knowledge about the information 

systems to handle security risks themselves instead of depending on IT 

support. 

Following is the count of response against this question: 



44 
 

Fully agree 2 

Agree to some extent 4 

Would rather 
disagree 

4 

Completely disagree 4 
 

Statement 20:  

There should be a mandatory user level cyber self-defense and anti-social 

engineering trainings in IT Industry. 

Following is the count of response against this question: 

Fully agree 9 

Agree to some extent 5 
 

Statement 21:  

With trained users, technical staff will not be permanently required 

resulting in cost saving. 

Following is the count of response against this question: 

Fully agree 4 

Agree to some extent 4 

Would rather 
disagree 

2 

Completely disagree 3 

No opinion 1 
 

Statement 22:  

You like the idea of cyber self-defense and anti-social-engineering 

program and you believe that CIO will consider it a good Return on 

Investment. 

Following is the count of response against this question: 

Fully agree 4 

Agree to some extent 8 

Would rather 
disagree 

1 

No opinion 1 
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6.4.1 Output of questionnaire section four 

A 21st century user is capable enough to understand Do´s and 

Don’ts of IT to maintain their safety and security but they cannot be 

left having full control over their systems.  

Users dislike the fact that their activities are being monitored and 

controlled for the sake of security in return, users can take 

measures to penetrate implemented security to express their anger 

or frustration in case if they have to in order to get their legitimate 

work done.  

If users are given the sense that they are being trusted hence not 

restricted to freely use IT resources, users will feel respected and 

avoid any misconduct by showing good ethics. 

Users are not smart enough to understand information security and 

cannot be left to make decisions in risky situations therefore users 

should not be given more power and knowledge about the 

information systems to handle security risks themselves instead 

they should contact IT support. 

There should be a mandatory user level cyber self-defense and anti-

social engineering trainings in IT Industry which will enable 

organizations to have such users which are careful about the use of 

information systems. This will benefit organizations in cost saving 

by only acquiring basic IT support (1st line) on need biases instead 

of having them available full-time.  

Question 6: How would you rate the IT security competence level of a 

21st century user considering the scale 1 to 5 where 1 being extremely poor 

and 5 extremely good and why? 

Respondent 1: 2. This is because software and websites are 

considerably smart and it let you know about basic threats e.g. if 

you are trying to visit a non-trusted SSL site, the browser will notify 

you that it is not a good move so users get to learn something from 

this and many others warnings like that. On the other hand, there 

are still a large number of users who don´t understand that using 

someone else´s USB drive can most likely be harmful or the email 

with FBI@gmail.com domain asking for their personal information 

as part of some program is an illegitimate email. 
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Respondent 2: I´d say 2 because we, in IT industry, sometimes 

see that everyone around knows a lot which is a fact because people 

around us are also related to IT somehow whereas, in reality, there 

is a majority out there who works with computers but doesn´t know 

what to do in trouble or strange situation, It is like you learn how to 

drive a car but you can´t change punctured wheel so you will need 

someone´s help for that. 

Question 7: Why users aren´t allowed to have unrestricted internet 

access? (Except for barring obvious contents such as pornography and 

illegal file sharing) 

Respondent 1: I am personally not in favor of that, but sometimes 

it is beyond restricting users only. I used to work in one south Asian 

company where the access was not restricted but since our company 

had purchased limited bandwidth contract from a local ISP, our 

internet usage had to be with in that limit. Once, my superior 

informed me that we have been charged a double than what we 

should pay because our internet traffic exceeded the limit of our 

contract. This is why I had to restrict streaming websites but only 

because it was affecting business. 

Respondent 2: It all depends on the type of industry. In military 

or bank organizations, it should definitely be restricted whereas in 

fashion industry it is probably good to leave the access open while 

keeping good checks and balance on usage. 

Question 8: What would be the most important thing that you´d like to 

see in cyber self-defense and anti-social engineering program? 

Respondent 1: I´d like to see extensive focus on anti-social 

engineering aspect of it because nowadays it is easy to fool people 

than to fool a computer. 

Respondent 2: Not sure about that.  

Question 9: How would you persuade CIO to adapt cyber self-defense 

and anti-social engineering program? 

Respondent 1: It will not be an easy task off course but I think I 

will begin with collecting the time that it takes for a simple 1st level 

support problem to be solved, especially the problems which 

require just a few minutes of work by a technician for which user 

had waited the whole day. I will present the following to CIO 
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 Problem resolution competence level : Basic 

 Average resolution time : 1-5 minutes 

 Average time the user had to wait: 4-8 hours 

 Value of project which was affected by the problem: x 

 Problem severity level : low - medium 

It is quite likely that the value “x” of the project is much higher than 
the cost of one time education investment. If a technician will 
resolve the problem, user will never learn how to fix it him or 
herself at the time of reencounter. Therefore the cycle will continue 
i.e. loss of 4-8 hours for a basic 5 minute solution repeatedly. 

Respondent 2: Our organization already has training programs 
for users’ education related to IT. One way of launching cyber self-
defense and anti-social engineering education programs in our 
organization can be by first educating a couple of IT personnel 
under this program and then get them qualified as instructors. This 
way, our organization can train users through local instructors. 
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7. Results 

Before discussing the results, let us go through the goal and research question of this 

thesis. Following is the RQ: 

“How can an organization conduct its IT processes securely, 

yet effective and efficiently with IT production dispersed to 

different sites?” 

7.1 Answering sub-questions 

Since RQ was broken down into two sub-questions, let us answer them as 

follows: 

a. Executioner to Beneficiary: what steps must be taken by 

Executioner in order to learn difficulties that the beneficiary 

is facing, during IS interaction, that are causing loss of time, 

SLAs, ROI. 

 

Answer: Section 1 of the questionnaire show that users are 

careless about the security of corporate assets under their 

use due to lack of knowledge and awareness. Furthermore, 

output of section 3 highlights that offshore IT support is not 

timely as compare to that of onshore support.  

i) Untrained users: Users have been having problems 

when the information systems they work with are no 

longer under the authority of local IT staff instead 

they are, first consolidated with several different IT 

systems and second, managed by offshore support 

staff without taking users into confidence. In result, 

users are unhappy with change in the IT process since 

they are not being trained to adapt it.  

ii) Only offshore support: Furthermore, when users 

ask for support from offshore staff, the staff is not able 

to fulfill their request either because, from staff´s view 

point, support request is too basic to be immediately 

addressed or because the staff is overwhelmed by the 

number of requests it is receiving thus not able to 

deliver service in time. 

Solution: Following are the bits which can improve the 

situation. 
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i) User Training: Executioners will have to persuade 

Authorizers about the fact that not investing in IT 

trainings is a loss rather than saving due to the 

significant time loss users have to bear for the 

solution to basic IT issue by being untrained.  

ii) Economical training approach: It is not required 

that all the users should be trained by a third party 

instructors which is an expensive way, instead give 

advantage to a few employees by investing on them to  

be trained as an instructors and the train remaining 

employees. However this advantage should be 

conditional i.e. trained employees will stay with the 

organization for certain number of years so that the 

company could take maximum advantage of its 

investment. 

iii) Onshore support: Onshore support staff should 

have complete control on engineering and 

management of their information system rather than 

that being controlled by offshore support persons. 

Information systems standardization process of 

enterprises should be diverse and dynamic to 

accommodate several technology standards instead of 

a holding company imposing its standards to 

subsidiaries.  

 

b. Executioner to Authorizer: how can Executioners present 

issues to be resolved, faced by beneficiary, to Authorizers in 

such a way that Authorizers see value in investment to the 

solution of those problems? 

 

Answer: Executioners will also have to calculate the loss 

which users bear on waiting for solutions to simple IT issues 

which they could have solved themselves had they been 

trained in advance. In fact most of the IT issues are related to 

lack of knowledge of the features of a tool rather than 

malfunctioning of a tool. 

 

Solution: Following are the formulae developed to  

i) Calculate the money loss due to extra time that the 

user waited for to get support for basic IT issues per 

project. 
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ii) Calculate the delay in project delivery due to extra 

time that the user waited for to get support for basic 

IT issues per project. 

 

i) tc = ch*tl*f 

ii) dl = tl*f 

 

 

where: 

 

 tc = Estimated money loss throughout the project 

 dl = Estimated time loss 

 ch = Cost of project per hour 

 tl = Estimated time lost in wait for the solution 

 f = Expected frequency of issue reoccurrence per week 

 p = Period in which the project is to be delivered 

 

the value of ch and tl can be calculated using following 

formulae 

 

ch = c/(d*h*p) 

 

where 

 

 c =  Total cost of the project 

 d = Number of working days per week 

 h = Number of working hours per day 

 p = Number of weeks in which the project is to be 

delivered 

 

and 

 

tl = at-t 

 

where 

 

 at = Hours used to resolve the issue 

 t = Estimated issue resolution time by trained person 
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7.2 Example to calculate money and time loss 

For this example, some values have been assumes which are specified 

under the Data section. The Data and calculations are as follows: 

Data: 

 Cost of the project = 200,000 SEK 

 Number of weeks in which the project is to be 

delivered = 44 

 Number of working hours per day = 8 

 Number of working days per week = 5 

 Estimated issue resolution time in hours by trained 

person = 0.16 ~10 minutes 

 Hours used to resolve the issue = 1 

 Expected frequency of issue reoccurrence per week = 

5 

To find out tc i.e. Estimated money loss throughout 

the project  

i) tc = ch*tl*f 

calculating ch value  

ch = c/(d*h*p)  

ch = 200000 / (5*8*44) 

ch = 113.64 SEK / hour 

 

calculating tl value 

 

tl = at-t 

tl = 1 - 0.16 

tl = 0.84 hours approximately 50 minutes 

 

putting ch and tl values to find  tc 

 

tc = 113.64*0.84*5 

tc = 477 SEK i.e. 0.24% of the whole project cost. 

 

Using the same example, if one would like to 

calculate dl i.e. Estimated time loss 

throughout the project 
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ii) dl = tl*f 

dl = 0.84*5 = 4.2 hours which is equivalent to 

half a work day. 

7.3 Answering Research Question 

Coming back to research question 

Question: How can an organization conduct its IT processes securely, yet 

effective and efficiently with IT production dispersed to different sites? 

Answer:  

i) Time and money loss estimated: Executioners will have 

to calculate the loss which users bear on waiting for 

solutions to simple IT issues which they could have solved 

themselves had they be trained for in advance. As stated 

earlier, most of the IT issues are related to lack of 

knowledge of the features of a tool rather than 

malfunctioning of a tool. 

 

ii) Onshore support: Onshore support staff should have 

complete control on engineering and management of their 

information system rather than that being controlled by 

offshore support persons. Information systems 

standardization process of enterprises should be diverse 

and dynamic to accommodate several technology 

standards instead of a holding company imposing its 

standards to subsidiaries. Indeed, onshore support should 

have a strong communication and frequent 

communication plan established with main IT in which all 

the activities are reported. 

 

iii) User Training: Executioners will have to persuade 

Authorizers about the fact that not investing in IT 

trainings is a loss rather than saving due to the significant 

time loss users have to bear for the solution to basic IT 

issue by being untrained.  

 

iv) Economical training approach: It is not required that 

all the users should be trained by a third party instructors 

which is an expensive way, instead give advantage to a few 

employees by investing on them to  be trained as 
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instructors and then train their peers. With this 

advantage, there should be a tradeoff i.e. those trained 

employees will stay with the organization for certain 

number of years so that the company could take maximum 

advantage of its investment. 
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8. The Adaptable Information and Data Security Process 
As a general understanding, organizations define and assist IT professional to help them 

design and implement their Information Systems for convenience and security such as 

Single Sign-on for convenient resource access, high bandwidth for fast data 

communication, and VLANs, Firewalls, Antivirus security respectively. Overtime, as the 

business operations of organizations changes, they may require corresponding changes 

in Information Systems such as setting up a DMZ for the need of a webserver or a 

change in security policy would require an existing IPSEC tunnel to be destroyed in 

order to comply with the new policy change. 

As IT systems gradually changes, specifically for security purposes, generally systems 

become less user friendly. In other words, users need to change the habits to perform 

day to day tasks, if required by new security policy implementation, which makes user 

interaction with IT systems somewhat inconvenient. Quite often, such change plans are 

discussed and decided at organizational levels such as Management and relevant IT 

departments but never really involve the end user except when the change is announced 

without providing end users the opportunity to understand objectives and necessities 

behind them. This end users disengagement converts their inconveniences into 

frustrations which may have several negative consequences including degradation in 

quality of work performed by end users. Eventually, the gap between technological 

security and inconvenience can create a gap between relation of Management and 

employee where employee finds it hard to carry out some of the day to day tasks that 

Management may see as inefficiency in performance of an employee especially when it 

comes to any business critical task. 

Adaptable information and data security process is a proposal to manage a major 

change in IT infrastructure in secure yet efficient and effective way. 

8.1 Secure Yet Employee Friendly Process Proposal of IT Security 

Implementation in Organizations. 

When management see the need of change in process for any reason but in particular for 

security of IT systems, that change is reflected on the way employees interact with 

computer systems, data and information which can adversely affect employees 

performance. There is a way however to use the change done by management to their IT 

systems in a way that it would not only improve systems security but also user 

experience and performance of employees when interacting with systems after the 

change. 

Next part of this chapter will describe the process proposal on how organizations can 

have and maintain a secure yet employee friendly systems. 
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8.1.1 Process Proposal 

There are three entities involved in this proposal, senior management, IT management 

and operations staff and, end users. All three entities need to actively engage in the 

process in order make IT Systems truly adaptable to security implantations while 

maintaining user friendliness. 

8.1.2 Bring Senior Management Onboard 

Before taking any initiative, IT Management should take Senior Management onboard 

so that all the time and energy that IT will invest to bring a good change have support of 

Senior Management by convincing them about possible cost savings and increased 

efficiency in end users’ performance. 

This is the most important phase of the process and must be carefully planned to have 

Senior Management onboard. 

8.1.3 Collect Data about Users Issues 

IT department has several means to collect data such as support mailbox, ticketing 

systems or verbal communication on the matters which end users report such as help 

required to perform a specific function, computer software/hardware issues or some 

impact that user may have had due to disruption of service etc. 

IT should spend some time with users to find out, what project, tasks they were working 

on at the time of disruption, how much time they lost and overall user satisfaction. 

8.1.4 Convert Data to Information for Senior Management 

In this phase, IT Management needs to convert collected data to a presentable form for 

Senior Management which should highlight the time and work that end users lost or 

losing and how that loss is accumulating to an over loss for the organizational. 

IT Management must also put together a plan that will resolve end user issues but most 

importantly the cost that will be saved by addressing highlighted issues. 

8.1.5 Train IT Staff 

In order to keep the IT environment secure, it is important that IT staff is well trained in 

performing IT operations and also stay up to date with the current technology that is 

relevant to the organization. Some organizations have the expertise in house and they 

are able to have advance technology training sessions with in house, this is specially the 

case with organizations that provide managed services.  

Those organizations, which have to send their staff to education centers, sometimes 

struggle with the budget, especially if the number of candidates are more. In such 
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condition, instead of sending the whole team for training, a couple of staff members can 

be sent for training who can bring updated knowledge back to organization and share it 

with their team. 

8.1.6 Educate and Train Users 

This phase is the most extensive and continuous in the whole process. In this phase, IT 

Management needs to develop simple ways to educate users on all IT related matters 

that users or their processes interact with.  

IT Management can hold short and interesting sessions with a group end users to talk 

about different data security aspects, threats that users may encounter when working on 

computer such as phishing email and how to prevent those threats. 

Educate users on mechanisms that are in place to protect their data, both business and 

personal. For example, users should be explained the reason for their Desktop screen to 

lock after certain time and the potential security compromise of their Desktop screen 

left unlocked indefinitely. 

Develop a fair use policy if one does not exist. Explain users the reason of fair use policy 

enforcement in ways which highlights user benefit rather than restrictions. As an 

example, explain that the gentle handling of portable computer ensures that the hard 

disk where critical data is stored remains in safe state. Mishandling such as shock or 

drop of portable computer can damage the equipment as such that the data stored in it 

become unrecoverable. 

Educate users that even after all the safeguards IT Management has put into 

Information Systems, it is still possible for a malicious attacker to cause harm e.g. 

Phishing email may pass through email gateway’s SMAP filter and reach end users 

mailbox. Therefore it is very important for end users to be educated and reminded to 

stay vigilant. 

8.1.7 Periodically Collect Users’ Feedback 

Maintain good communication with users and collect regular feedback from them. This 

is important to develop performance and progress reports to compare them with reports 

that were developed at the beginning of the process. 

8.1.8 Keep Senior Management Updated 

Due to the nature of this process being continuous, it is important that support of senior 

management is also continuous. This will be possible only if senior management is kept 

in confidence by presenting progress in all folds where the organization is reducing 

spending and improving in efficiency. 
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8.1.9 Process Implementation 

Following section will describe the steps which organizations can use to adapt the 

proposed data security process which will be secure yet employee friendly. 

The option of consolidating IT infrastructure out of remote offices and into central data 

location is an idea that often considered by organizations to cut costs and boost 

productivity. For many IT professionals, consolidation of distributed IT infrastructures 

or datacenters is a unique and even rear opportunity therefore organizations often lack 

the technical expertise to forecast and manage issues that might occur.  

The consolidation project of FE AB global IT infrastructure has been completed however 

the post consolidation IT infrastructure left large number of users in trouble and some 

business critical servers being inaccessible in certain situations. 

8.1.10 Identify Critical Systems, Services, People and Processes 

Consolidation process is much complex than just transferring hardware, applications 

and data from one place to another. Transitions must occur without disrupting daily 

operations and business critical applications whereas services must function seamlessly 

in the new consolidated environment. In addition, every site office may have a unique 

set of requirements for its operations, security and the downtime it can tolerate during 

the transition.  

Identifying critical information systems, services, people and processes that will have 

impact of consolidation. The identification process includes understanding the business 

requirements for IT services and the impact of the transition on business critical 

services.  

Mapping interdependencies and domino effect among these many elements is also 

crucial because there can be applications which depend on other applications or 

infrastructure. Similarly, infrastructure may depend on certain applications to work. All 

of the interdependencies must be mapped to create a transition schedule that provides 

minimal disruption and ensures that business critical services are delivered as needed. 

[31] 

8.1.11 Communication and Collaboration 

Clear communication should initiate from Authorizers towards Executioners and 

Beneficiaries in which the benefits of consolidation are explained to them. The following 

are some points that will most certainly resonate with the benefits of Executioners and 

Beneficiaries. Executioners and Beneficiaries in remote offices must be assured that the 

consolidation plan will benefit them as well. [32] 



58 
 

Phase out the process based on one of the available factors e.g. start consolidation from 

the site office with least number of employees so that the process begins with less 

complexity and elevate confidence of everyone involved. Another factor can be the 

proximity between central IT service center and remote office. Process can be start with 

the office which is closest to the central IT systems and services center to take benefit of 

working together in same time zone hence being available for each other during normal 

business hours. [32] 

Overall, the phased approach will help in migrating one local infrastructure to remote 

location one at a time. Phased approach will also enable project managers to address 

any distinct requirements of a particular location and manage it independently from 

other locations. 

Assign leader to each phase from the location being consolidated and ensure that 

leaders, project management and executives have full understanding of the process and 

each party is fully aware of their respective action plan. Aligning leaders requires 

agreement on the scope, nature and magnitude of change, on how to define and 

measure success, and on how leadership will work together to achieve consolidation’s 

goals. IT consolidation are likely to fail in absence of executives’ alignment across the 

enterprise. [31] 

Form a strategy to communicate planned changes, staff training and strategies to keep 

beneficiaries ready for and comfortable with the new system. Leaders must 

communicate a consistent message, customized to each location or department 

regarding what the changes will be made and what impact they will have. The latter 

point is crucial because organizations often become misaligned on how to carry out 

agreed-upon changes. [31] 

8.1.12  Execution and Resiliency Planning 

Due to the diversity of IT consolidation process, required skills contractors or 

permanent staff need to be hired. [31] 

It is very importance to develop a test plan and schedule dry runs before the actual 

consolidation to find out any and resolve any unanticipated problems before embarking 

on the real data center consolidation. [31] 

Figure out a plan to coordinate the phased consolidation and transitioning to new work 

processes while simultaneously performing every day functions that support operations 

and business activities. Develop change management workshops to leaders handle 

resistance and lead their teams through the transition stages. [31] 

Since most of the users will work remotely after consolidation, they will greatly depend 

on the internet. This infrastructure shift would require careful resilience of this 



59 
 

architecture since with a centralized system, downtime immediately impacts the whole 

organization. [32] Redundancy will become a must at for any business critical service, 

be it power units, security systems, applications or network. 

Like the process of phasing out project in step 8.1.11 another important factor is 

understand which applications will be consolidated first? A rather safe approach is to 

move application which have mature and well documented import/export or 

backup/restore processes such as databases, websites and servers and, file servers. It is 

also important to understand whether any particular application or service will be fully 

migrated and managed by central support and service center or a part of that 

application or service will remain on the local site as per business requirement? [32] 

8.1.13  Consolidate and Continuously Improve 

If all the previous steps have been carefully and thoroughly planned and tested, the 

actual consolidation will go extremely smooth given that everyone involved is fully 

aware of the process and communication is done well.  

It is important to keep in mind that end user in remote offices will be highly affected 

with the consolidation process. Other than being far from IT infrastructure and support 

center, they will have serious issues if they cannot access the data and applications they 

need to do their jobs.  

It is important to put this potential problem on the table immediately, and work with 

end users to test performance, this is where continuous improvement begins. Often 

times, organizations just attempt to consolidate infrastructure and plan to deal with 

performance problems afterwards, hoping that performance will be “good enough” for 

distributed users. This is a path that will lead to dissatisfaction at the end user level 

therefore it is imperative to find users, preferably influential ones, who agree to test the 

performance of application access across the WAN. Simple post consolidation tests such 

as accessing files from a file share, browsing remote folders, opening files within Office 

applications, accessing databases and Interacting with web applications would be quite 

sufficient to get the status of consolidation at single user level. [32] 
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9. Conclusions and Future work 
When management see the need of change in process for any reason but in particular for 

security of IT systems, that change is reflected on the way employees interact with data 

and information which can adversely affect employees performance. There is, however, 

a process which paves a way to secure yet employee friendly IT security implantations in 

organizations that it would not only improve systems security but also user experience 

and performance of employees when interacting with systems after the change. 

In order to work on the situations discussed above, a research question has been 
answered: 

The Research Question “How can an organization conduct its IT processes securely, yet 
effective and efficiently with IT production dispersed to different sites?” has driven the 
research to address problems experienced by users, tech support team, systems 
engineers and management. 

To find that answer, Qualitative Research (QR) approach has been taken which will 
consist of opinion collection from users, engineers and management about problems 
with in their own scope. This has be done with the help of questioners (see Appendix) 

Conclusion of the research is based on different aspects of collaboration between IT 
security and user friendliness in an organization.  

The first aspect which is most relevant to the management is how much time and money 
an organization losses in between a business process disruption due to simple IT 
problem, such as a popup window from an accidently clicked malicious website, and the 
time and method acquired by IT support to resolve it. Loss calculation is very important 
because it can give management an element to draw comparison between the time and 
cost consumption in user training vs time and cost consumption in waiting for IT 
support. In order to get the budget for trainings, authorizers will need to be convinced 
that the expense on IT trainings will not only save time but also money and reputation 
of the company. 

The second aspect slightly overlaps the first one, i.e. how much time does it take for IT 
support to respond to basic issues. Based on the results from answers to questionnaire, 
it is easier to keep check and balance on security issues in presence of onshore support. 
Furthermore onshore support staff should be allowed to have greater control on their 
information systems engineering and management while maintaining strong and 
frequent communication with central IT.  

The third aspect is the user training which is worth the organization’s time and money 
instead of losing those while users engaging in novice IT issues and waiting on IT 
Support come and help them. 

Fourth aspect is to bring efficiency in the overall training process in terms of time and 

money that user trainings cost. If any organization does not have sufficient training 
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budget or, if it does not want to spend a lot on training, organizations can send few of its 

employees for training and use them as instructors for other staff. This way, the 

organization will have an internal, more economical resource to train users whereas 

organization as well as users will have flexibility decide when and what training session 

to perform rather than giving this control to external service providers. 

The goal of this report was as follows: 

“Develop a process that would facilitate FE AB in conducting 

its IT processes securely, yet effective and efficiently with IT 

production dispersed to different sites” 

The goal talks about the need of a process that can make dispersed IT 

production processes effective and efficient in a secure manner.  

In answer to the RQ and sub-RQs, a process has been proposed which 

consists of four points as follows: 

i) Time and money loss estimate: Loss calculation is important since 

the training costs money. In order to get the budget for 

trainings, Authorizers will need to be convinced that the expense 

on IT trainings save not only time but money and reputation of 

the company. 

 

ii) Onshore support: Based on the results from answers to 

questionnaire, it is easier to check and balance on security in 

presence of onshore support. Furthermore onshore support staff 

should be allowed to have greater control on their information 

systems engineering and management while maintaining strong 

and frequent activity update to main IT.  

 

iii) User training: It is definitely worth spending time on training users 

beforehand instead of increasing or support issues which 

eventually happen in the long run. 

 

iv) Economical training approach: If any organization does not have 
sufficient training budget provide training to all users, the 
organization can get a few of its own employees trained as 
instructors. This way, the organization will have an internal 
resource to train users which is a lot cheaper than getting an 
outside instructor every time. 
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9.1 Discussions 

Security of IT systems has been a burning issue in any type organization but also a fact 

that that user friendliness in IT systems is often compromised in favor of security. This 

is a clear sign that user friendliness though has its value during product or work 

environment marketing is not seen as an important element when the product is sold or 

employee is hired.  

 

This made it difficult to find research work that’s focused on balance between security 

and user friendliness that is applicable to organizations which do not deal with sensitive 

matters like law enforcement agencies or military.  

 

Conducting research to suggest improvement within an organization is sometimes 

difficult because the management is not comfortable about their processes’ weaknesses 

being identified as this does not leave much room to neglect weaknesses any further.  

Though if the willingness to welcome research findings and based on them, execution of 

improvement plans is present across the board, this makes the research and 

interviewing process a lot easier. 

 

Furthermore, working on thesis and doing professional work in parallel has not been 

easy at all. This prolonged the duration of completion significantly long and the data to 

potentially become outdated. Fortunately the work done in this thesis is not time or 

technology specific rather addresses the issue which most likely will be present as long 

as humans continue to interact with secure IT systems. 

9.2 Evaluation 

Evaluation of Adaptable Information and Data Security Process was done through 

interviews with Usman Yousuf who has MSc. Degree in Information and 

Communication Systems Security and who is working as IT professional since year 

2000 [33]. Usman looked at the process in textual form. Following comments were 

given: 

The proposed process does a nice job of integrating various aspects of secure IT systems 
and applying practical ideas to real world scenarios. 

By considering "the opposing viewpoint" and also presenting relevant arguments to 
validate your point of view you did a good job. 

I think you've got some really remarkable thoughts in this paper, predominantly in your 
fifth and sixth Chapter, which gave a practical working view & mindset of secure IT 
systems and human behavior/mindset from IT professionals. 
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When it comes to the implementation of your proposed process, it may be necessary to 
consider that this process is based on some assumptions: 

 Respective people involved in the process are sincere in giving their input, 
processing that input and implementation of any analytical outcome. 
 

 Certain concepts are taken for granted. For example, in BYOD environment, 
corporate IT systems are at high risk and IT staff assumes that BYOD user is 
careful about using personal device as its super user. 

I realize those concepts a very broad to be condensed within your paper but you've 
gratified on some thought-provoking issues in this paper, and there is definitely plenty 
of room to develop them even further. If you have any questions about anything I've 
said, or any further questions, please feel free to write back to me. 

9.3 Future Work 

From practical standpoint, this process can be put to test in some organization to 

validate its findings, uncover its weaknesses and appreciate strengths.  

This research can be further expanded to include Authorizers and Beneficiaries as 

participants to have deeper insight in their work environment and challenges. 
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Appendix 

Letter 

 

Dear Sir/Madam, 

For research purpose, a questionnaire has been developed to collect data for statistical 

analysis. This questionnaire focuses on the operations linked to both IT services 

providers and IT services recipients. Your answers will help in building a graph which 

will be used to: 

a) Compare best practices in literature versus practices being undertaken in reality. 

b) Compare practices being undertaken in reality versus practices which are closer 

to reality when it comes to implementation as oppose to best practices proposed 

in literature. 

The attempt is to develop IT routines which are both close to the practices proposed in 

literature and practices which are possibly implantable, sustainable and user friendly. 

IT Support is one of the basic requirements of any organization that uses computer to 

run its business tasks. Like many other IT services such as software development or 

website development etc. IT support is also available in formed of insourcing, offshore 

insourcing and outsourcing. 

The basic concept of Insourced IT support is that an organization hires engineers and 

technicians to support its IT systems as well as internal users.  

Onshore insourcing is a subset of insourcing in which technical staff is situated in the 

same space as other employees to support them. The other form Insourced IT support is 

Offshore Insourcing in which technical support staff situated offshore but is employed 

by the supported organization. 

Outsourcing, on the other hand, is the technical support supplied by a separate 

organization. It also has different forms. The Onshore outsourcing is when technicians 

from external organization are sent to support the organization in need. The technicians 

work on-site for as long as it is agreed between the two organizations.  Offshore 

outsourcing is different form the former such that technicians provide remote support 

to users of another organization. 

The trend observed in medium to large sized organizations, which also have their site 

office in different global regions, is that the type of technical support has been shifting 
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from onshore insourcing to offshore insourcing. This has been happening due to a 

number of reasons a few of which are the following. 

 The possibility to consolidate scattered physical machines into a virtual machines 

farm. 

 Better control and ease of management. 

 Cuts in staff, hardware and electricity cost. 

This method certainly offers better control however it also comes with high pressure as 

the number of support engineers and technicians reduces whereas number of users 

significantly increases. This condition is causing frustration among users as they do not 

seem to get the quick response or acknowledgement to complaints they register. 

Instead, with onshore insourcing, users used to have possibility to reach a technician 

physically to actively interact about their problems if necessary. The aim of this research 

is to find suitable methods and steps which can improve the service level and restore 

trust of IT service on users.  

As a Technicial Support Manager or Administrator: 

a) Please respond to the following questionnaire which is being used as a tool to 

meet the goal of this research.   

b) It would be helpful if I get your permission to use date, collected from you, to be 

used in my research.  

c) For the purpose of verification of authenticity of this data by their party, would 

you please allow your identity to be disclosed on request? 

 

 
Question 

 
Response 

GENERAL QUESTIONS ABOUT CORPORATE USER 

1. Today´s 
average 
user is 
careless 
about 
security 
of 
corpora
te assets 
assigne
d to 
him/her 
such as 
worksta
tion. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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2. An 
average 
corpora
te user 
is not 
trained 
to 
handle 
insecur
e 
situatio
n or 
incident 
hence 
depend
s on 
technic
al 
support
. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

3. Users 
often 
complai
n that 
implem
ented 
security 
procedu
res are 
not user 
friendly 
and 
become 
hindran
ce in 
their 
work 
routines
. (E.g. 
comple
x 
passwor
ds, use 
of 
applicat
ions 
that are 
secure 
but not 
user 
friendly 
etc.) 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

4. Users 
provide 
valid 
reasons 
to 
support 
their 
complai
nts 
about 
strict 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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security 
policies 
and 
procedu
res.  

QUESTIONS ABOUT ONSHORE INSOURCING AND USERS 

5. It is 
easier 
to keep 
security 
checks 
and 
maintai
n 
balance 
between 
security 
and 
user 
friendli
ness 
with 
onshore 
insourci
ng. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

6. Onshor
e 
insourci
ng is 
comfort
able for 
users 
since 
users 
can 
persona
lly 
reach 
support 
staff for 
their 
proble
ms i.e. 
person-
to-
person 
level 
interact
ion. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

7. Onshor
e 
insourci
ng is 
less 
rewardi
ng for 
technic
al staff 
and it 
provide
s poor 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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service 
since 
there is 
no 
money 
exchang
e 
involve
d at 
person-
to-
person 
level. 

 QUESTIONS ABOUT OFFSHORE INSOURCING AND USERS 

8. Offshor
e 
insourci
ng has 
more 
strict 
commit
ments 
as 
oppose 
to that 
of 
onshore 
insourci
ng due 
to 
agreem
ents 
made at 
manage
ment 
level 
(e.g. 
Agreem
ent 
between 
IT 
Depart
ment 
and 
R&D 
Depart
ment). 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

9. Offshor
e 
insourci
ng has 
better 
service 
quality 
than 
onshore 
insourci
ng due 
to more 
strict 
commit
ments. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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10. With 
offshore 
insourci
ng, 
respons
e to 
user 
complai
nts is 
often 
delayed 
by 
support 
staff 
since 
user 
cannot 
approac
h 
support 
staff to 
build 
pressur
e. (e.g. 
disregar
d user 
email 
complai
nt, 
refuse 
to pick 
up 
users´ 
phone 
call etc.) 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

11. With 
offshore 
insourci
ng, 
users 
often 
feel 
oppress
ed and 
ignored 
by 
support 
depart
ment 
which 
creates 
rift 
between 
users 
and 
support 
depart
ment. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

12. Due to 
ignoran
ce of 
support 
request

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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s, users 
find 
workaro
unds 
and 
don´t 
feel 
guilty 
about 
disregar
ding 
security 
policies 
in order 
to 
smoothl
y 
perform 
their 
work. 
(e.g. 
refuse 
to 
restart 
comput
er after 
security 
update, 
write 
down 
passwor
ds on 
paper 
due to 
high 
comple
xity 
level 
etc.) 

QUESTIONS ABOUT INFORMATION SECURITY AND USERS 

13. Security 
awaren
ess and 
training 
level of 
a 21st 
century 
user is 
mature 
enough 
to know 
commo
n DO´s 
and 
DONT´
s of IT. 
(e.g. 
avoid 
untrust
ed sites, 
safe 
downlo

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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ading, 
knowle
dge of 
secure 
passwor
d, 
physical 
security 
of 
tangible 
assets 
etc.) 

14. It is 
unwise 
to give 
users 
full 
control 
over 
their 
worksta
tions. 
(e.g. 
adminis
trative 
privileg
es) 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

15. Users 
don´t 
like 
their 
activitie
s to be 
barred/
controll
ed or 
monitor
ed for 
the sake 
of 
security
. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

16. Users 
try to 
penetra
te 
informa
tion 
security 
or find 
workaro
unds 
either 
on need 
bases or 
to 
express 
their 
anger. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

17. If users 
are 
given 
the 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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sense of 
being 
trusted 
for 
careful 
use of 
corpora
te 
informa
tion and 
systems
, users 
will 
hold 
higher 
ethical 
conduct 
towards 
informa
tion 
security
. 

 

18. Users 
are 
often 
smart 
enough 
to 
underst
and 
informa
tion 
security 
and can 
be left 
to make 
wise 
decision
s in 
risky 
situatio
ns. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

19. Users 
should 
be given 
more 
power 
and 
knowle
dge 
about 
the 
informa
tion 
systems 
to 
handle 
security 
risks 
themsel
ves 
instead 
of 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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dependi
ng on 
IT 
support
. 

20. There 
should 
be a 
mandat
ory user 
level 
cyber 
self-
defense 
and anti 
social-
enginee
ring 
training
s in IT 
Industr
y. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

21. With 
trained 
users, 
technic
al staff 
will not 
be 
perman
ently 
require
d 
resultin
g in cost 
saving. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
 

22. You like 
the idea 
of cyber 
self-
defense 
and anti 
social-
enginee
ring 
progra
m and 
you 
believe 
that 
CIO will 
conside
r it a 
good 
Return 
on 
Investm
ent. 

Fully agree Agree to some extent Would rather disagree

Completely disagree No opinion
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Questionnaire 
 

Question 1: Are users careless about corporate assets´ security in your opinion? 

If so, why? 

Question 2: Do you think that users complains against unfriendliness of 

implemented security? If so, are their complaints valid?  

Question 3: In your opinion, is onshore insourcing less rewarding because 

sometimes support staff has to bare harsh criticism directly from user while their 

best support effort? 

Question 4: When support staff performs well, it receives great appreciation 

directly from the user. Do you think this kind of reward is sufficient to boost 

motivation level of support staff? 

Question 5: Considering the following 

 Support staff is not in discomfort of being interrupted by user in person 

 Managers try to keep staff´s motivation level as high as possible by 

several means since they don’t want to face any negative feedback 

Is offshore insourcing more rewarding? 

Question 6: Do you keep check and balance on actions that are violating 

corporate security policies and controls? How would you handle any such 

discovery? 

Question 6: How would you rate the IT security competence level of a 21st 

century user considering the scale 1 to 5 where 1 being extremely poor and 5 

extremely good and why? 

Question 7: Why users aren´t allowed to have unrestricted internet access? 

(except for barring obvious contents such as pornography and illegal file sharing) 

Question 8: What would be the most important thing that you´d like to see in 

cyber self-defense and anti-social engineering program? 

Question 9: How would you persuade CIO to adapt cyber self-defense and anti-

social engineering program? 
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