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Abstract 

There are many positive aspects of electronic voting systems: security, 
verifiability, convenience, resource conservation, and the like. However, there 
is still lack of trust for electronic voting systems within the public. One of the 
reasons could be that the notions involved in electronic voting are challenging 
to understand for the general public. In this project, we tried to create public 
trust through an explanation system.  
 
An explanation system was made to explain how a modern electronic voting 
system works. User testing was performed after that, to verify whether this 
explanation system is able to increase people’s trust in electronic voting 
system. After analysing the data collected through the user testing, we got 
promising results to believe that this explanation can be used to create public 
trust in electronic voting systems.  
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Sammanfattning 

Det finns många positiva aspekter av elektroniska röstningssystem: säkerhet, 
verifierbarhet, bekvämlighet, resursbesparingar, och liknande. Emellertid så 
saknas det fortfarande hos allmänheten tillit till elektroniska röstningssystem. 
Ett av skälen till detta skulle kunna vara att idéerna i samband med 
elektronisk röstning är utmanande att förstå för allmänheten. I detta projekt 
har vi försökt att skapa allmän tillit med hjälp av ett förklaringssystem. 
  
Ett förklaringssystem tillverkades för att förklara hur ett modernt elektroniskt 
röstningssystem fungerar. Användartester utfördes därefter, för att verifiera 
huruvida detta förklaringssystem förmådde öka människors tillit till 
elektroniska röstningssystem. Efter analys av data insamlade genom 
användartesterna, fick vi lovande resultat som gav oss anledning att tro att 
detta slags förklaring kan användas för att skapa allmän tillit till elektroniska 
röstningssystem. 
 
Nyckelord 
tillit till röstningssystem, elektroniska röstningssystem, förklaringssystem, 
användartester, kvalitativ forskning 
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1 Introduction  

Although secure, verifiable electronic voting systems have been proposed, 
there is still lack of trust in the society in such technologies on the part of 
ordinary citizens, politicians, decision-makers and non-governmental 
organizations.  
 
There are several factors that influence the trust in electronic voting systems. 
Unlike paper voting systems, in which public trust relies on transparent 
process, electronic voting systems’ tallying process is not transparent, and 
technology becomes the most important part for public trust instead [1]. 
However, even though technical parts are highly realized by experts now, 
public trust in electronic systems is still not enough. In this project, we 
attempted to create public trust in existing secure, verifiable electronic voting 
systems.  
 
This project is based on the assumption that people have more trust in high 
transparency systems. In order to make people trust a system, we need to let 
them understand it first. People would like to trust it more when they know 
how it works, why it is secure and verifiable. However, the notions involved in 
electronic voting are challenging to understand even for trained computer 
scientists and other ICT knowledgeable people and even more so for the 
general public. So there should be a channel for the general public to learn 
about electronic voting systems.  
 
An explanation system for electronic voting systems could be a good solution 
as an alternative of transparency in the process of counting the votes (tallying 
process). The reason is that compared with traditional channels like 
distributed leaflets and TV advertisements, explanation systems are able to 
maximise the learning experience through a more interactive and engaging 
process. 
 
In the explanation system, we need to take care of users’ concerns related to 
electronic voting systems. However, users don’t only have concerns about 
electronic voting systems, they also have similar concerns about traditional 
voting systems that they are familiar with. Because users are more familiar 
with traditional voting systems, it can be easier for them to understand the 
explanations of the concerns in the context of traditional voting systems. So 
traditional voting systems will also be explained in the explanation system.  
 
However, many different voting systems exist around the world, and we need 
to select one specific voting system under one specific social context, and 
make an explanation system for it as a start. The Swedish paper voting system 
has been selected for this project. Not only because it is most easy to reach, 
but also because it is a reliable system that leads to high voting participation 
rates in Sweden (Figure 1).  
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Figure 1. Aggregated voter turnout in Sweden 1944–2014 (percent). 
Data source: Statistics Sweden. www.scb.se. 

1.1 Problem 
The research question of this project is: 
 

• Can an explanation system help create public trust in electronic voting 
systems?  

 
In order to be helpful, this explanation system need to be understandable, and 
also need to cover at least most of the concerns people have about electronic 
voting systems. When we make a voting system, we are making it for everyone 
who has the right to vote. Take Swedish election of Riksdag as an example, the 
right to vote in elections to the Riksdag is enjoyed by Swedish citizens who 
attain the age of 18 not later than on Election Day and who are, or at some 
time have been, registered resident in Sweden [2]. It means the users of a 
voting system are quite diverse. Because all of these users could also be users 
of the explanation system, the explanation system should aim at letting 
different types of users understand complex concepts. 
 
So, there are 2 sub questions need to be verified in order to get conclusion for 
the research question:  
 

• How well does the explanation system explain complex concepts used 
in electronic voting systems to different types of users?  

• How well does the explanation system take care of people’s concerns 
about electronic voting systems? 
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1.2 Purpose 
The purpose of this report is to have an overall reference of the first attempt of 
an explanation system, to show the researches have been done related to 
voting systems, how was the explanation system made, tested and improved.  

1.3 Goal 
In this project I was aiming to be a bridge between technical people who build 
the electronic voting systems and people who use the system to vote. I used 
my mathematics knowledge and interaction design knowledge to achieve this. 
The final outcome of this project was a well-designed interactive prototype for 
explaining electronic voting systems and traditional voting systems to users. 
 
However, because electronic voting is not for everyone, there could always be 
some users who can not use electronic voting systems. Electronic voting 
system is more suitable for early voting, if somebody can't vote electronic, they 
can go to the physical voting booth. This project was aiming at people who are 
able to use electronic voting systems, but don't have enough trust in them, or 
would like to know more about them. 

1.3.1 Benefits, Ethics and Sustainability 
As an initial part of a long-term project, this project was a good attempt to 
examine the approach of an explanation system, how well could we use it to 
create trust in electronic systems.  

1.4 Methods 
The work has been done in this project could be divided into 7 steps: 
 
1. Research of different voting systems, understanding Swedish paper voting 

system. 
2. Understand users: Learn about users’ concerns, needs and desires. 
3. Make an interactive explanation system for Swedish paper voting system, 

with all the concerns of users in mind.  
4. Understand a modern electronic voting system. 
5. Make an explanation system for the electronic voting system, with the 

same style as the system for the paper voting system. This will be achieved 
by designing metaphors for representing complex theoretical concepts 
used in electronic voting and their instantiations and combinations for 
various purposes related to the voting process. 

6. User testing of the whole explanation system with real users. 
7. Analyse the data gathered from evaluation. 
8. Improve the explanation system. 
 
The explanation system was made with HTML, CSS and JavaScript. During 
user testing, users were encouraged to think out loud, and general questions 
were asked to each user. Audio and screen were recorded, and also notes were 
taken during the user testing. All the data was analysed with qualitative 
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research method. I analysed all the records and notes with various questions 
in mind.  

1.5 Outline 
In the next chapter, a description about existing research I used in this project 
will be presented. In the third chapter, some related research about voting 
systems will be introduced. In the following chapters, how the explanation 
system was designed will be showed, after which the user testing and also the 
analysed results will be discussed. Finally, this report will come to an end with 
the conclusion. 

2 Framework 

2.1 Metaphor in User Interface Design 
Metaphor is “understanding and experiencing one kind of thing in terms of 
another” [24], and it is not only a matter of language, but pervasive in our 
everyday thought processes.  
 
Recent research see metaphor as cross-domain mappings from source domain 
to target domain [23]. The most important property of metaphor in user 
interface design is to facilitate learning process. Because of metaphors, users 
can use their previous familiar knowledge in source domain to help them 
understand the knowledge they are not familiar with in target domain.  
 
There are both matches (similarities) and mismatches (dissimilarities) 
between source domain and target domain. Matches provide direct 
associations between source domain and target domain to users. However, 
mismatches are also important and need to be paid more attention by 
designers. Mismatches can evoke users’ greater insight into target domain, 
and also incite users to search for similarities. However, overlook of 
mismatches will cause problems for users to understand the metaphor.  
 
The biggest challenge of using metaphor in computer based systems is that 
target domain is functionality in computer system, which is not something 
physical, and source domain is something that physically exists in the real 
world. There are no direct real-world correlations between these 2 domains. 
One of the best solution to this problem is to use composite metaphors, which 
means that we can use more than one metaphor. We can choose non-real 
world source domains as extended functionality to help users build 
correlations between source domain and target domain. 

2.2 Explanation System 
The purpose of an explanation system can be diverse: it could be to introduce 
some revolutionary observations, or to clarify something that used to be 
unclear to someone, or to provide information to some complex concept, to let 
people understand it [17]. To make an explanation system, we need to first 
look into the needs of target users related to this explanation system in order 
to determine what contents should be included to this explanation system. An 
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explanation system is useful only when it could offer all or at least most of the 
information needed by its target users, and also show the information in a 
particular way that is understandable to the users [18]. However, most of the 
explanation systems are still based on the “experts” perspective of the 
designers and developers [17]. 
 
There are several different approaches to determine the user needs of an 
explanation system, we could analyze human explanations, do user research, 
or make prototypes and test with users. And there are new methods being 
introduced, like using ethnography to determine user needs [18]. Normally, 
more than one method was selected and combined together for an explanation 
system. In this project, the methods I have been used were mainly doing user 
research and making prototypes to test with users.  
 
When we are certain of the user needs, the next step will be determining the 
contents to show and also how to show them. An acceptable explanation 
system should be not only useful, but also understandable [18]. An 
understandable explanation system should be an interactive system that users 
are able to engage in the dialogue with the system, instead of just a product 
manual. One way to achieve this is providing explanations based on context 
[19].  
 
Context is “the interrelated conditions in which something exists or occurs: 
environment, setting”. Because of the broad meaning of this word, it contains 
many aspects, and all of them affect communication and behaviour in 
different ways. The main aspects are: “The problem solving situation; The 
participants involved; The mode of interaction in which communication is 
occurring; The discourse taking place; The external world.” [19] 

2.3 Trust in Electronic Voting Systems 

2.3.1 Why Electronic Voting System? 
Although public has been used to paper voting systems and some of existing 
paper voting systems are able to provide quite high satisfactory to voters, 
which could be revealed by high voter turnouts. However, paper voting 
systems are still not perfect, as the world is becoming more and more digital, 
electronic voting is being supported by many politicians, they believe there are 
many possibilities in it. There are several main reasons for change have been 
addressing by proponents of electronic voting, which are turnout rate, tallying 
speed, accuracy, and cost [14].  
 
Most supporters of electronic voting claim that it is a way to increase voter 
participation, especially for young voters and oversea voters. It is surely a 
convincing point regarding to the declining voter turnouts in most countries 
[1]. However, voter turnouts are not going to increase until public trust of 
electronic voting systems is created. Proponents also argue that electronic 
voting could be the cheapest and most efficient way for election. For paper 
voting systems, ballot papers need to be counted several times by a lot of 



6 
 
 
 
 

people in different administrations to avoid human errors, which could cost 
huge amount of money and take a long period of time. With electronic voting 
systems, tallying process is not only accurate but also fast, systems are able to 
give results within a few minutes. However, the cost of electronic voting could 
be different based on the specific technology being used. 
 
It is clear that electronic voting systems have advantages that are essential for 
the election process, but opponents of electronic voting also have their reasons. 
One of the most important strengths of paper voting systems compared with 
electronic voting systems they have been addressing is the transparency of 
tallying process. Public trust of paper voting systems relies on transparency, 
while as the tallying process of electronic voting systems is not transparent, 
public trust of electronic voting systems relies on technical experts who made 
the systems instead [14]. Because of this transparency, and also because 
public is more familiar to these paper voting systems, paper voting systems 
are easier to obtain public trust than electronic systems. So on one hand, 
technical experts need to come up with more and more secure, transparent 
and verifiable systems that are good enough to get public trusts, on the other 
hand, we need to find right methods to let voters get familiar with electronic 
voting systems.  

2.3.2 Criteria of Electronic Voting System 
To be used for large scale elections, a voting system, whether electronic or 
traditional, has to satisfy some general criteria [15]: 
 
• Only eligible voters should be able to vote, and each voter should only be 

able to cast one vote.  
• The system should cast all the votes correctly, and be sure that no votes 

can be added, removed or changed in the system.  
• The system should be able to protect voters’ privacy, so that no one could 

know who voted for which party. 
• The system should be able to prevent coercion. Voters should be free to 

support any parties or candidates they want to.  
• The system should be able to be verified and audited by voters, which are 

an important factor for creating trust. 

2.3.3 Process of Computer-Based Electronic Voting System 
Aiming at satisfying the criteria above, election through an electronic voting 
system involves the following steps in general: 
 
1. Authentication: before the election, the voter need to prove his/her 

identity, and system checks the eligibility of the voter. Only eligible voters 
should be able to vote through the system. Different electronic systems 
could use their own standard mechanism for authentication. Mechanisms 
being commonly used today are signature, password, one-time code, and 
public key infrastructure (PKI).  

2. Casting votes: after being authenticated by the system, the voter will be 
allowed to vote. Every voter should only be authorized to cast one vote. All 
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the casted votes will be saved in the system. During the election, to make 
sure all the votes are in the system without being added, removed or 
changed, the system should be write only. 

3. Tallying votes: after election, all the votes need to be counted. As the stage 
where shows the biggest advantages of electronic systems, all the 
electronic systems can be fast and accurate. However, it is not enough to 
let voters trust the system. Aiming at creating public trust, the system need 
to not only tabulate the votes correctly, but also let voters see that the votes 
were tabulated correctly. A system is acceptable only when the users 
believe it is good [16]. So the system should be verifiable, so that voters 
could check their votes, and also check the reliability of the client with an 
independent device. 

 
In this report, I didn’t explain related mechanisms used in different electronic 
voting systems in detail, because the technical insight of electronic voting 
systems is not the focus point of this thesis project, and there are already lots 
of research in these areas. 

3 Related Work 

3.1 Early Voting Systems 

3.1.1 Voice Votes 
The ways of elections have changed tremendously with the development of 
society and technology. In George Caleb Bingham’s painting “The County 
Election”, a polling place in Saline County, Missouri, in 1846 was illustrated 
[3]. Many other historical collections and records also confirmed the process 
of such kind of voice votes: A voter just tells a clerk his choice, then the clerk 
writes the voter’s name and choice on a polling book. 
 
The word ballot was derived from “ballota”, which means “ball” in Italian. And 
many places actually used balls as ballots in early time. However, in ancient 
Athens, voters put clays or metals into the ballot boxes to vote. 

3.1.2 Paper Ballots 
Paper ballot was first used in Rome in 139 BCE. Early paper ballots were slip 
papers prepared by voters themselves, then parties began to provide voters 
ballot papers to improve voting efficiency. However, there were several 
possible attacks under this scenario, for example, voters or clerks could sign 
on the paper, or put several ballot papers into the ballot box. To avoid these 
attacks and also provide privacy to the voters, political parties began to made 
distinctive ballot papers, and voters had to fold the ballot paper before giving 
it to the clerk.  

3.1.3 Voting Machines 
The first proposal of using voting machines was in the Chartists, in 1838 [4]. 
The Chartist voting machine attributed to Jolly used balls as ballots, and there 
were holes on the top of the machine, each hole was marked with a candidate’s 
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name. Voters needed to drop a ball into a hole to support the candidate related 
to the hole, then the ball would trigger a counter to count the votes of this 
candidate, and fell down into a tray on the front of the machine, so that the 
judge could see if the voter inserted 2 or more balls.  
 
Lever voting machines were first used in Lockport, New York, in 1892. There 
are curtains of the lever voting machines to keep voters’ privacy, voters needed 
to open the curtain, pull down the lever related to the candidate he/she wants 
to support. Afterwards, the voting machine would add one to the counter of 
the related lever, and all the levers would be reset. Improved lever voting 
machines also had interlocks inside to avoid multiple votes by a single voter. 

3.2 Swedish Paper Voting System 
Because in this project, the explanation system of traditional voting systems is 
based on the Swedish paper voting system. So it is important to study how 
Swedish paper voting system works.  
 
There are basically 3 different ways to vote: 
 
1. Vote by voters themselves: voters vote at their polling stations, on the 

election day, or vote in advance at a reception point. The voting process is 
as following steps: 
1) Take one ballot paper. 
2) Insert the ballot paper into a vote envelope without folding it. 
3) Seal the vote envelope. 
4) Give the vote envelope to the voting clerks.  
5) Voting clerk checks the vote envelope and receives it. 

 
2. Vote by messenger: for voters who can not get to a reception point because 

of illness, disability, old age, or some other special reasons, they can 
deliver their ballot papers there by messengers. The voting process is as 
following steps: 
1) Take one ballot paper. 
2) Insert the ballot paper into a vote envelope without folding it. 
3) Seal the vote envelope. 
4) Put the vote envelope into an outer envelope, in the presence of the 

messenger and a witness. 
5) State information of the messenger and the witness on the outer 

envelope.     
6) Give the voting card to the messenger together with the outer envelope. 

(not needed if the envelope shall be delivered at a polling station) 
7) Messenger gives the vote envelope to the voting clerk.  
8) Voting clerk checks the outer envelope, and the identity of the 

messenger. 
  

3. Vote by post: for the voters who are aboard during the election, they can 
vote by mail. Voters can also pick up mail voting material at the embassies 
and consulates. The voting process is as following steps: 
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1) Take one ballot paper. 
2) Insert the ballot paper into a vote envelope without folding it. 
3) Seal the vote envelope. 
4) Put the vote envelope into an outer envelope, in the presence of 2 

witness. 
5) State information of the witnesses on the outer envelope. 
6) Insert the outer envelope into a cover envelope for postal votes. 
7) Insert a voting card or address card into the cover envelope. 
8) Send the envelope to Central Election Authority. 

So, except going to the polling stations to vote on election days, voters can also 
do early voting in multiple ways. 

3.3 Electronic Voting Systems 

3.3.1 Early Electronic Voting Systems 
Electronic voting systems have been used since the usage of punched-card 
system. The standard punch card was invented by Herman Hollerith in the 
late 1880s, and became popularly used for elections after the development of 
the Votomatic system in 1960s, which is used for recording votes. The 
Votomatic punched-card system was very successful through the U.S. until the 
2000 presidential election in Florida.  
 
Optical scan voting systems were used from 1960s. To vote with an optical 
scan coting system, voters need to mark on the pre-printed ballot papers, 
which have the names of the candidates on it. Then optical scanners were used 
to record the votes. We can see that both punched-card system and optical 
scan system are paper-based electronic voting systems. 

3.3.2 Direct-Recording Electronics (DRE) Voting System 
Direct Recording Electronic (DRE) voting system is based on DRE machines, 
which is usually a computer-based equipment running a special software. 
With DRE machines, ballots show on displays, and voters could vote through 
buttons or touchscreens. DRE machines provided a practical solution to some 
critical problems. First, they are accessible to users with visual impairments 
with features of audio output and magnified text. Then the votes are recorded 
with memory components instead of ballot papers, which makes the 
management of ballots much easier. And also, with DRE machines, it is far 
more convenient for parties to provide ballots in different languages [5]. 
 
However, DRE voting system is not verifiable. The only feedback voters can 
get is from the DRE machine itself, which means that if there were any bugs or 
viruses occur in the machine and changed the votes in the system or caused 
errors in the tallying results, the system would not be able to detect it, let 
alone recover it. So DRE voting systems can not fulfill voters’ security 
requirements of electronic voting systems [13]. To solve this vulnerability of 
DRE voting systems, Voter-Verified Paper Audit Trail (VVPAT) was raised in 
1992, and has been being applied broadly in modern electronic voting systems 
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[13]. After a voter voted using a VVPAT-based voting machine, the machine 
would print out an audit to let the voter verify his/her vote. The audits would 
also be used for recounting.  

3.3.3 E2E System  
Cryptographic voting systems are DRE-based systems with cryptographic 
protocols [20]. They were firstly proposed in 1990s, when powerful 
foundational techniques were introduced. Modern cryptographic voting 
systems are mostly end-to-end verifiable systems (e2e systems), since Andrew 
Neff [21] and David Chaum [22] published the researches in 2004, in which 
they introduced a revolutionary scheme for security cryptographic voting 
systems.  
 
An e2e system is a system that is both voter-verifiable and universally-
verifiable [6]. Voter-verifiable means that voters can verify that their votes are 
saved and also counted correctly in the system. Universally-verifiable means 
that voters can check if all the votes in the system are counted correctly. 
 
A lot of e2e systems have been introduced recently: Helios is a web-based 
voting system [7,8], Prêt à Voter is a voting system using hand-marked paper 
[9,11], Scantegrity II is a voting system supports dual-voting [10], Votebox is a 
paperless voting system with a DRE-style interface [12], and STAR-Vote is a 
system also with a DRE-style UI, but not completely paperless [5]. 

3.3.4 Dual Voting System  
In order to utilize the security of e2e system, and also retain the familiarity of 
traditional paper voting system for users, some dual voting systems were 
designed where electronic and paper voting processes can work in parallel.  
 
A dual voting system was introduced in [6]. In this system, a voter needs to 
identify him/herself to the clerk first at a polling station, then the voter goes to 
the voting booth, and makes selection on the touch screen instead of choosing 
a ballot paper like we do in a paper voting system. After making the choice, the 
voter need to choose whether this ballot is for casting or just to audit the 
voting machine. Then the voting machine will print a dual-ballot. The dual-
ballot is divided to 2 parts, electronic ballot and physical ballot.  
 
If the voter chose to cast, the voter should then fold and glue the physical 
ballot, leave the booth. Then the clerk will scan the electronic ballot, stamps 
both parts of the ballot and detaches them in front of the voter, and cast the 
physical ballot into the ballot box. The electronic ballot part is for the voter to 
take home. If the voter chose to audit the machine, there will be additional 
auditing information on the dual-ballot as a barcode. 

4 Design of the Explanation System 

In this project, I aimed to make an explanation system to create public trust in 
existing secure, verifiable electronic voting systems. An explanation system of 
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paper voting systems was made first to let users understand the electronic 
system better. 

4.1 Concerns 
In order to make an explanation system that fits users’ needs, the first step 
would be understanding users. When talking about a voting system, people 
have concerns and desires, if a system fits the desires, and takes good care of 
the concerns, then people will see it as a good system, and be willing to trust it. 
So it is important to learn what exactly are their concerns and desires related 
to voting systems, to create public trust in voting systems. 
 
Based on dialog with my supervisor Douglas as an expert in voting systems, 
we had a brainstorming of people’s concerns and desires of voting systems. 
We divided people into voters and election authorities, and focused on voters 
who are using the system. The main concerns and desires of a reliable voting 
system for the voters are:  
 
• Availability: Because voting systems are used by huge amount of users 

with diverse backgrounds, availability can be a big value for a voting 
system to increase voting participation rate. 

• Legality: Only legal voters should be able to vote, and multiple votes shall 
be avoided. 

• Privacy: Voters do not want others to know their political preferences. 
• Tamper Resistance: All the votes should not be changed or removed by 

anybody for any reason. 
• Robustness: Voting system should be robust enough to resist possible 

attacks. 
• Correctness: Because of the distinctive property and influence of the 

election, the result needs to be correct.  
• Coercion Resistance: The reason why people are willing to participate 

in an election is to stand for the parties or candidates they trust. If voters 
are forced to vote for a certain party or candidate, the election will not be a 
fair election, and nobody would like to participate in unfair elections. 

 
In order to create public trust of the electronic voting system, the explanation 
system needs to cover all these main concerns. People would like to trust the 
system more when they realised that their concerns are taken good care of by 
the voting system.  

4.2 Structure and Contents 
The explanation system starts from an ideal case, by assuming there is 
someone (an Angel) who can be totally trusted by everyone. However, in 
practice, we can not find such an Angel that everyone trusts, so voting system 
is introduced. The system is divided into 2 parts afterwards, paper voting 
system and electronic voting system, and users are free to navigate to either. 
Both paper voting system and electronic voting system are also start from a 
hypothetical scenario.  
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For paper voting system, the hypothetical scenario is each voter put the ballot 
paper into a pile and other people act as observers. However, there are 
practical concerns that people may not have time to watch, and there are also 
possible tamper attacks. So the ballot box is introduced, voters should put 
their votes into a ballot box instead of a pile in the open air. Then, to ensure 
voting privacy, an envelope is introduced; To resist coercion, the voting booth 
is introduced; To protect voting legality, the electoral roll is introduced; To 
increase the availability of the voting system, alternatives of voting at polling 
stations are introduced; To protect voting legality of these alternatives, voting 
cards are introduced (Figure 2). 
 
For electronic voting system, the hypothetical scenario is all the information is 
sent to a trusted server through a trusted communication channel. However, 
trust could not be completely centralized in this way in practical, it is not 
practical to find such a communication channel or server that are trusted by 
everyone. So we have to distribute trust to different stages inside the whole 
explanation system. And for each stage, there can be possible attacks, 
practical concerns, or values need to be considered in order to have a more 
reliable voting system. To protect voting legality, voters must identify 
themselves through authentication before they can vote; To protect voting 
privacy, all the votes should be encrypted into ciphertexts before being sent 
through the channel; To resist tamper, voters are able to verify their votes 
anytime during the election; To increase the robustness of the system, votes 
are replicated into multiple servers; To make sure the correctness of the 
system, zero knowledge proof is used; To increase the usability and also resist 
coercion, voters are able to change their votes during the election (Figure 2). 
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Figure 2. Sitemap of the explanation system 
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For both paper voting system and electronic voting system, there is a 
conclusion page in the end to give users an overview of the whole system. And 
users can also go back to the pages of different steps from the conclusion page. 

4.3 User Interface of the Explanation System 
The aim of this system is to deliver information to a diversity of users, so both 
the interface and the contents are important in order to make the system more 
accessible. When the structure and contents are fixed, the next step would be 
designing the interface. There are 2 main parts of the interface: menu and 
content. 
 
The menu is needed in order to show user’s location in the system. Because 
the system is divided into 2 different sections (paper voting system and 
electronic voting system), and each section contains different pages (see the 
sitemap in Figure 2). So both a main menu and a sub-menu are needed. The 
main menu is to show whether the user is viewing the paper voting system or 
the electronic voting system, and the sub-menu is to show which stage is the 
user at. (Figure 3) 
 
In the content part, text is employed to show the explanation, and an image 
can help people understand the contents better and easier, also buttons are 
needed to let users explore the system. Different button colors indicate 
whether it is one of the possible attacks, practical concerns or values. The 
texts on the buttons show what the possible attack/ practical concern/ value is. 
When user’s cursor moves above the button, popup shows with a brief 
explanation of it. The user can also click it to see a more detailed explanation. 
(Figure 3) 
 

 
Figure 3. Design of the user interface of the explanation system 
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5 User Testing and Results 

Because this explanation system is based on Swedish paper voting system, it is 
meaningful to test with people who are familiar with the paper voting system. 
So I conducted user testing with 10 people, and 8 of them have been voting in 
Swedish elections. The users are between 20 years old and 60 years old, from 
diverse professional backgrounds: medical science, law, engineering, 
management, IT and so on.   
 
The explanation system was programmed using HTML, CSS and JavaScript, 
and shown to the users on my laptop as web pages. In this way the user testing 
can be conducted at any place, with easier and smooth process. 
 
Each user was asked to try the system freely, and encouraged to think out 
loudly, and to give any feedbacks through the whole process, either positive 
ones or negative ones. And each user was asked to give their thoughts about 
this explanation system and electronic voting systems.  
 
For 6 of the 10 users, screen and audio were recorded for review with their 
consent. For the other 4 users, I wrote notes while they were going through 
the system. I collected 113 minutes of audio records and screen records in 
total.  

5.1 Feedbacks of Explanation System and Possible 
Improvements 

Each user was asked to give their impressions about the explanation system 
after he/she has gone through the system. And I also asked 3 common 
questions to every user: “Did this explanation system cover all your concerns 
about electronic voting system?”, “Do you think this kind of explanation 
system can let people trust electronic voting system more?”, and “Can you 
understand all the information conveyed through the system?” 
 
All the 10 users’ overall impressions about this explanation system were 
relatively positive:  
 
“It did cover my concerns. I do believe this kind of system can make people 
trust more.” 

-----R1 
 
“I do believe this kind of system can make people trust more” 

-----R3 
 

For the general question on whether users believe that explanation systems 
can make people trust electronic voting system more, all the 10 users’ answers 
were positive. 8 users think this explanation system covers all their concerns 
about electronic voting systems, and the other 2 gave their further concerns. 
However, these concerns can not be taken care of by the explanation system, 
but are related to electronic system itself, so I will discuss about them in 5.2. 
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And all the users believe that this explanation system will help create public 
trust in the electronic voting systems. What’s more, users are able to 
understand the information conveyed through the system:  
 
“I think I get a picture, and it’s very well described, it’s clear, 
understandable.” 

-----R2 
 
“The design is good. It’s clear. There’s no clutter and I liked the way that you 
have limited amount of information in every page that is sufficient to 
understand this issue. and also had several optional ways to ask questions 
and continue in the system in your own way.” 

-----R5 
 

All the users said that this explanation system is easy to understand, with 
limited text and also an image in each page. However, this system is surely not 
perfect: 
 
“I think it is nice, it’s pretty easy to understand. Just some information can 
be more clarified” 

-----R4 
 

Users also pointed out some unclear parts of the system. These parts with 
possible improvements will be discussed in the following sections.  

5.1.1 Structure 
As described before, this explanation system starts from an ideal case, by 
assuming there is someone (an Angel) who can be totally trusted by everyone. 
To continue from the angel’s scenario and distribute trust, a simple scenario 
was described before going to the real voting system. For the paper voting 
system, the simple scenario is “Different ballot papers stand for different 
parties, you choose a ballot paper and put it into the pile in the middle, and 
all other voters could see the pile as observers”. 3 users (1 user in his 20s and 
2 users in their 50s) were confused about the structure of the explanation 
system. All of these users have been voting in Sweden, when they saw the first 
simple scenario page (Figure 4), they got confused because it is not the system 
that they are familiar with. They said: “This is not how it works” (R5), “The 
‘pile’ is the box where you put your vote or?” (R3). And when they went on to 
the other pages and saw ballot box and envelope, they understood the 
structure and said “Yes, that’s what we do now.” (R5) 
 
Some users were able to understand the structure from the buttons at the 
bottom and the explanation popup when the cursor moves above the button:  
 
“I think it is clear because you can understand different options by pointing 
the cursor above the box.” 

-----R6 
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It means that the buttons and popups can help users understand the structure. 
So these parts were kept unchanged, and only the explanation text was 
changed to “Here's a simple scenario of paper voting system: Different ballot 
papers stand for different parties, you choose a ballot paper and put it into the 
pile in the middle, and all other voters could see the pile as observers”, in 
order to address this is just an easy scenario of a paper voting system, instead 
of the Swedish paper voting system (Figure 4). 
 

 
Figure 4. The improved page of the simple scenario of a paper 
voting system. The text box below was the original one, and the text 
box above is the improved one. Other parts of the page remained 
the same. 

5.1.2 Metaphor 
Some users expressed that they were confused about the concept of “bulletin 
board”: 
 
“I know what a bulletin board is, but in this concept, I’m not too sure.” 

-----R1, R3 
 
Here I tried to use metaphor. People are familiar with bulletin board, which is 
“a board for posting notices”, we can see that using this metaphor directly can 
make users confused. There could be different reasons for this confusion. 
 
For the metaphor I used here, the source domain is the ciphertext saved in the 
electronic voting system, and the target domain is the ballot paper attached on 
the bulletin board. The mismatch between the source domain and the target 
domain is that the electronic voting system can be write-only, which means 
the ciphertext saved in the system can never be read and erased by anyone. 
However, a bulletin board in the real world can never be a “write only” 
bulletin board, it is a place where people are free to attach or remove posts. So 
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it would be better to clarify the source domain and the target domain before 
using this metaphor. 
 
What’s more, for the source domain, the ciphertexts are encrypted votes, so 
the votes are inaccessible. But for the target domain, the ballot papers on the 
bulletin board are accessible, everyone can see what are the votes, which is not 
true for the voting system. So in the image of this page, the ballot papers 
should be put into envelopes before being put on the bulletin board, to 
indicate that these ballot papers are inaccessible. 
 
Based on the analysed reasons above, I changed both the text and image of 
this “bulletin board” page (Figure 5). 
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Figure 5. The original and improved page of “bulletin board”. The 
above one is the original page, and the below one is the improved 
page. 

5.1.3 Information 
2 of the respondents (R4 and R5) are specialists of Technology Enhanced 
Learning (TEL). They gave me some professional advices on improving the 
contents of the system in order to let users understand it better. Here I only 
show 2 examples of them. 
  
First, the explanation text of the “electoral roll” page contained a bit too much 
information:  
 
“I think it’s a little bit too much information, I would like perhaps have some 
shorter text.” 

-----R4 
 
In order to let users read and understand the text better, I changed long 
sentences into short ones, and changed the text into points instead of a whole 
paragraph (Figure 6). 
 

 
Figure 6. The improved page of “electoral roll”. The text box below 
was the original one, and the text box above is the improved one. 
Other parts of the page remained the same. 
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Also, for the page that explains the correctness of electronic voting systems in 
counting the votes, the order of the paragraphs was swapped (Figure 7). 
Because based on user’s feedback, the system should give the definition first, 
then give the example, not give examples followed by the definition. 
 
“Probably you should give the definition first, the you give an example of 
how it works. Because I was looking what is zero knowledge proof first.” 
 

 
Figure 7. The improved page of “correctness”. The text box below 
was the original one, and the text box above is the improved one. 
Other parts of the page remained the same. 

5.1.4 Navigation 
Some users want to make sure that they have seen all the pages, and also be 
sure where they are in the system. There could be many possible solutions to 
it, however, because of the time limit of this master thesis project, I was not 
able to implement and test these possible solutions. So here I only show some 
sketch of these possible solutions I think could be implemented and tested in 
the future.   
 
One possible solution would be put the percentage of the system user has seen 
in the bottom of the page, so that user always knows whether he/she has seen 
all the pages. Another way to go could be also dividing the pages have been 
seen and haven’t been seen with different colours in the menu (Figure 8).  
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Figure 8. Possible solutions to track user’s location in the system.  

 
For each section of this explanation system (paper voting system or electronic 
voting system), there is a conclusion page after the last page of it. However, 
the conclusion page is not shown in the menu, users can only navigate to the 
conclusion page from the last page of the section (Figure 9). 
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Figure 9. The last page of the paper voting system (above) and 
electronic voting system (below). Users can only get to the 
conclusion pages from these 2 pages. 

 
As a result, 3 respondents got lost in the system when whey wanted to go back 
to the conclusion page from a page that is not the last page of the section (R1, 
R3). A possible improvement of that is to show “conclusion” in the sub menu 
(Figure 10).  
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Figure 10. Possible solution to let users navigate to the conclusion 
page from any page of the system. 

 
These feedback of navigation also reflected that users are interested in the 
explanation system, and are curious about it. It also means that they are able 
to engage in the interaction with the system, which is one of the purposes of 
making this system.  

5.2 Impressions of Electronic Voting System 
All the users had a quite positive impression of the electronic voting system 
after they gone through the explanation system. 
 
“I would want to try with it, I think it should work. I can’t see any down sides 
of it for now.” 

-----R3 
 
From the feedback, it is reasonable to assume that this explanation system 
makes them trust electronic voting systems more by taking care of their 
concerns about voting systems. In this chapter, users’ feedbacks about 
electronic voting system will be discussed according to different concerns. 

5.2.1 Privacy 
Privacy is one of the biggest concerns of voters. Although the Swedish paper 
voting system is acceptable and familiar to the informants, they still have 
privacy concerns:  
 
“When I take a ballot paper before going to the voting booth, everyone can 
see which party I pick, I think this privacy problem is the biggest problem of 
Swedish voting system. Electronic voting system solves this biggest concern 
for me. I would want to try with it, I think it should work. I can’t see any 
down sides of it for now.” 

-----R3 
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As this informant said, by the encryption process and getting rid of ballot 
papers, voter privacy will be better protected with electronic voting systems.  

5.2.2 Convenience 
Electronic voting system gives users an impression of “convenient”, which is 
quite a big value for a system that is going to be used by a large amount of 
people. 
 
 “Compared with paper voting system, one strong point would be it [you] can 
change your vote easily. It’s really convenient.” 

-----R6 
 
The most important attribute related to the convenience of electronic voting 
system is the convenience to change votes. Change votes is one of the concerns 
that most people have. Although it is also possible to change votes with 
existing Swedish paper voting system. With electronic voting systems, it will 
be more convenient and easy to change votes.  
 
“It has many positive aspects. It’s easier and it saves time, no need to spend 
time going to the station and waiting in the queue. Less people needed for 
serving and watching.” 

-----R2 
 
This respondent was wrong by considering electronic voting systems as the 
only option for voting. In order to be coercion resistant, computer-based 
electronic voting systems can not be alone, they are only for “early voting”, 
and voters are still able to go to polling stations on election days. This 
expression reflected that this explanation system can mislead users, and they 
might believe that polling stations will be completely abolished by turning into 
electronic voting systems, which is wrong. This can be an important point for 
the future work, to stress the applicable occasions of electronic voting systems 
in the explanation system. 

5.2.3 Coercion Resistance 
Users are free to change their votes through electronic voting system during 
the election. This means that the voting system can resist coercion for most 
cases. Because if someone forced a voter to vote for a certain party, that voter 
could change his/her vote afterwards as long as the election is not finished.  
 
However, there are still threats of coercion under certain circumstances. For 
example, the prisoners also have the right to vote, if some warders force the 
prisoners to vote for a certain party for some reasons, it can be hard for the 
prisoners to do anything because they are not able to reach the devices to 
change their votes.  
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“I could think of things like voters must have a laptop with a camera, and the 
camera should fulfil certain conditions like there are no people. There are 
systems similar to that for making online exams on the computer.” 

-----R5 
 
As the informant said, what will be need for the electronic voting system is “a 
digital equivalent of the voting booth that prevent others from seeing”. 
However, this doesn’t mean the electronic voting system is bad, it only means 
the system still needs improvements to be acceptable. 

5.2.4 Trust 
Through the user testing, I also found that with more and more different 
electronic systems in people's lives, people get more confidence in electronic 
systems through positive recommendations from other users.  
 
“It sounds good, compared with tax report system. More and more people 
now are using the electronic tax report system, it’s accepted. Never heard 
problems from myself and people around me. And this system sounds better 
than that. And also for bank identification, for many different matters you 
need to at the bank, nowadays you can just so them with your computer and 
BankID. I think it’s similar, so it seems to work.”   

-----R2 
However, I also found that the negative news of electronic voting systems can 
also impair public trust in voting systems. 
 
“I read about the election report of US last year, that’s why I’m not 100% 
confident that electronic voting system can be trusted. And also, earlier this 
year, in Netherland, they had an election. Electronic voting system was 
possible, but based on the experience from the US, they knew there was 
possible cheating or external effect, just 2 or 3 weeks from the voting day, 
they decided paper voting only, no electronics.” 

-----R2 
With the development of the technology, today we have extremely fast and 
diversity of media to know what is going on everywhere all around the world. 
Negative news like this informant mentioned can increase voters’ concerns of 
hack attacks from external powers, and this explanation system did not 
manage to cover this aspect. More improvements need to be done to stress 
that how can electronic voting systems resist the hack attacks from external 
powers.  

6 Discussion 

“An explanation system is useful only when it could offer all or at least most of 
the information needed by its target users, and also show the information in a 
particular way that is understandable to the users” [18]. This point is also 
suitable for explanation system of electronic voting systems, because we will 
never reach the goal of creating public trust if we don’t satisfy the voters’ 
needs of this explanation system. The notions related to the security of 
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electronic voting systems could be unfamiliar to voters without ICT 
backgrounds. So it is important to explain the notions with familiar words to 
let public understand why is the system reliable. According to this evaluation 
criteria, this explanation system worked quite well: 
 
First, this explanation system offered if not all, at least most of the 
information needed by the users. For the 10 respondents who took part in the 
user testing, only 1 user came up with more concerns related to coercion (R5). 
Rest of the users all expressed that this explanation system covers their 
concerns about electronic voting. Through this process I also found that the 
information users would like to get most about electronic voting systems:  
 
• Only eligible voters can vote;  
• My vote can not be changed or removed by others;  
• My voting privacy is protected;  
• I can change my vote.  
 
It is also interesting to find that users didn’t show much question about the 
“correctness”, they are willing to trust that electronic systems are able to tally 
correctly, because it is the “one of the most basic advantages of electronic 
systems”. However, users with ICT backgrounds might dig into technical 
details and would be willing to search for more information about 
“correctness”. So this aspect should be covered in the system. 
 
Second, all the users think it is an understandable system. This system 
introduced the paper voting system first, before showing users the electronic 
voting system. 8 of the 10 users attended the user testing have been voting in 
Sweden before, so they were able to engage in the dialogue with the system 
more easily because it is a familiar system for them. And it is also easy for the 
users who are not familiar with Swedish paper voting system, because the 
information in the system was provided through contexts. Each page showed a 
better stage of the voting system, by taking care of voters concerns. With 
image and limited contents in each page, users can feel like they are going 
through the voting process. And by clicking different buttons, they are able to 
interact with the system and go through it in different routes according to 
their own concerns about the voting system.  
 
Metaphor was used for explaining the electronic voting system, in order to let 
the users who are not familiar with electronic system understand the notions 
more easily with their previous knowledge. Most of the metaphors worked 
well without leading to confusions. For example, the “key” used for 
decryption, the “electoral roll” for authentication, and for the electronic voting 
system to prove its correctness, the verifier “ask questions” and the system 
“answer the questions”. These metaphors are also commonly used in ICT 
related publications, that could also be the reason why users can understand 
them without problems. 
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However, there is also a metaphor that didn’t work out well for all users as I 
showed in section 5.1.2. There could be several reasons why this “bulletin 
board” metaphor is not understandable for all the users. First, overlook of the 
mismatches between the source domain and the target domain caused 
problems for users to understand the metaphor [23]. What’s more, the 
concept of “bulletin board” itself could be confusing, because we use this word 
for describing both the physical bulletin board and the online bulletin board, 
and none of them are commonly used nowadays. So choosing a target domain 
that is close to target users’ everyday life can also be important while using 
metaphors.  
 
From the user testing, I could see that people have enough trust in the existing 
Swedish paper voting system. They use this voting system as a criterion to 
evaluate other voting systems that they are not familiar with or have not tried 
yet. So for them to be willing to try a voting system, the system doesn’t need to 
be perfect, but it should be better than the paper voting system.  
 
From what users said about their impressions of the electronic voting system, 
we can see that users think that electronic voting systems have all the 
advantages of the paper voting systems, and they also have strengths that 
paper systems don’t have. For example, electronic voting systems are more 
convenient, more efficient in tallying, and they protect voter privacy in better 
ways.  
 
Users expressed that this electronic voting system is enough to let them 
willing to have a try with it, but they still want it to be better in some aspects, 
like coercion resistance. 
 
People’s trust in a voting system is built over a long time, but can collapse in 
an instant. Negative news about electronic voting systems in other countries 
also impair public trust in all electronic voting systems, because average users 
don’t have an insight of the differences between different electronic voting 
systems. So in the explanation system, why are electronic voting systems 
secure and stable for resisting hack attacks from external powers could be 
described. This can be addressed in future work.  

7 Conclusion 

The research question of this project is:  
• Can an explanation system help create public trust in electronic voting 

systems?  
 
From all the data analysis and discussion above, the answer to this question is 
positive. 
 
In this project, an explanation system of both paper voting system and 
electronic voting system was made with the purpose of creating public trust in 
electronic voting systems by explaining how a modern electronic voting 
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system works and taking care of voters’ concerns. In order to reach this 
purpose, this explanation system should be able to let users navigate through 
the system by themselves and understand the contents in the system. 
 
User testing was conducted to verify if this explanation system is able to 
achieve our goals. From the data collected from user testing, we knew that 
users are able to understand the information conveyed through the 
explanation system, and users don’t lose themselves in the system. However, 
there are some improvements can be made to make the system easier to 
understand and more user-friendly. Some improvements were made directly 
in the system, and for others, I only gave designs of possible solutions in this 
report.  
 
We can see users are open for electronic voting systems when they get to know 
how they work. Although users can see the imperfections of such systems, they 
believe electronic voting is good enough to let them want to have a try with. 
Respondents can also see the strengths of electronic voting systems compared 
with paper voting systems.  
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