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Abstract

An understanding of cryptographic protocols requires that we examine the
knowledge of protocol participants and adversaries: When a participant
receives a message, does she know who sent it? Does she know that the
message is fresh, and not merely a replay of some old message? Does a network
spy know who is talking to whom?

This thesis studies logics of knowledge and cryptography. Specifically, the
thesis addresses the problem of how to make the concept of knowledge reflect
feasible computability within a Kripke-style semantics. The main contributions
are as follows.

1. A generalized Kripke semantics for first-order epistemic logic and
cryptography, where the later is modeled using private constants and arbitrary
cryptographic operations, as in the Applied Pi-calculus.

2. An axiomatization of first-order epistemic logic which is sound and
complete relative to an underlying theory of cryptographic terms, and to an
omega-rule for quantifiers. Besides standard axioms and rules from first-
order epistemic logic, the axiomatization includes some novel axioms for the
interaction between knowledge and cryptography.

3. Epistemic characterizations of static equivalence and Dolev-Yao message
deduction.

4. A generalization of Kripke semantics for propositional epistemic logic and
symmetric cryptography.

5. Decidability, soundness and completeness for propositional BAN-like
logics with respect to message passing systems. Completeness and decidability
are generalised to logics induced from an arbitrary base of protocol specific
assumptions.

6. An epistemic definition of message deduction. The definition lies between
weaker and stronger versions of Dolev-Yao deduction, and coincides with
weaker Dolev-Yao regarding all atomic messages. For composite messages, the
definition withstands a well-known counterexample to Dolev-Yao deduction.

7. Protocol examples using mixes, a Crowds style protocol, and electronic
payments.
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