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Abstract 

The development of embedded software in the automotive industry has reached a 
level of complexity, which is unmaintainable by traditional approaches. The 
AUTomotive Open System Architecture (AUTOSAR) was created to standardize the 
automotive software. In this architecture, the development of software is spread, in 
general, between three different entities: Original Equipment Manufacturers 
(OEMs), e.g. Volvo; Tier-1 Suppliers, such as Vector; and Tier-2 Suppliers, for 
example, Renesas Microelectronics. Another methodology that has emerged is to 
develop Electronic Control Units (ECUs) domain wise: infotainment, chassis & 
safety, powertrain, and body and security. To allow inter-domain communication, 
the state of art for fast and reliable communication is to use a gateway ECU. 

The gateway ECU is a crucial component in the electrical/electronic (E/E) 
architecture of a vehicle. In AUTOSAR, a third party, different from the car 
manufacturer, typically implements the gateway ECU. A major feature for a 
gateway ECU is to provide highly flexible configuration. This flexibility allows the 
car manufacturer (OEM) to fit the gateway ECU to different requirements and 
product derivations. 

This thesis investigates the implementation of post-build configuration for a 
gateway ECU. First, the thesis provides the reader with some background on 
AUTOSAR and the current E/E architecture of the gateway ECU. The protocols 
used by the gateway are explained. The design of a potential solution and its 
implementation are discussed. The implementation is evaluated through regression 
tests of the routing functionality. Processing time, memory use, and scaling of the 
solution are also taken into account. 

The results of the design and the implementation if judged adequate could be 
used as a springboard to allow post-build in an existing gateway ECU architecture. 
The results could consolidate the path towards full conformance to AUTOSAR. 
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Sammanfattning 

Inbyggda system har okat i fordonsindustrin. Utvecklingen av dessa inbyggda 
programvara har varit komplex och ar inte genomforbar per ett enhet. Idag ar 
utvecklingen gjort av tre foretag: en OEM (Original Equipement Manufacturer), 
Tier-1 leverantorer som tillhandahaller mjukvara till OEMs, Tier-2 leverantorer 
som tillhandahaller elektroniska styrenheter (ECU) hardvaror. 

Förmedlingsnod ECU är en viktig komponent i ett fordons 
elektriska/elektroniska (E/E) arkitektur. En tredje part implementerar, som skiljer 
sig från OEM, de flesta funktionerna av den förmedlingsnod ECU. En viktig 
egenskap för en förmedlingsnod är att tillhandahålla en mycket flexibel 
konfiguration. Denna flexibilitet tillåter (OEM) att anpassa förmedlingsnod till 
olika kraven och fordonarkitekturer. 

Denna avhandling undersöker genomförandet av Post-build konfigurationen, 
ocksa kallad dynamisk konfigurationen för en förmedlingsnod ECU. För det första 
gers bakgrund på AUTOSAR och den nuvarande E/E arkitekturen för den ECU. De 
kommunikation protokoll som används förklaras. Utformningen av en potentiell 
lösning och dess genomförande diskuteras. Implementeringen utvärderas genom 
regressionstest av routingsfunktionaliteten. Behandlingstid, minneseffektivitet och 
skalning av lösningen beaktas också.  

Resultaten av konstruktionen och genomförandet om det bedömdes som 
lämpligt skulle kunna användas som ett springbräda för att möjliggöra 
postbyggnad i en befintlig förmedlingsnod arkitektur. Resultaten kan konsolidera 
vägen mot full överensstämmelse med AUTOSAR. 

 

Nyckelord 

ECU, AUTOSAR, Post-Build konfigurationen, Förmedlingsnod ECU 
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Résumé 

Le développement de systèmes embarqués dans l’industrie automobile a atteint un 
niveau de complexité très élevé. D’où la nécessité de créer de nouvelles 
méthodologies. AUTomotive Open Architecture (AUTOSAR) a été créé pour la mise 
place de standards pour le développement dans l’industrie automobile. Dans 
l’architecture AUTOSAR, le développement de logiciels embarqués est reparti, en 
général, entre trois partis : Original Equipement Manufacturer (OEM), Renault par 
exemple. Le deuxième niveau regroupe les fournisseurs de logiciels et outils, par 
exemple, Elektrobit. On retrouve en troisième position les Tier-2 suppliers, 
fournisseurs de cartes électroniques pour l’automobile, comme Renesas ST. Le 
développement de calculateurs est séparé par domaine : Multimédia, châssis, 
motorisation et intérieur. La communication inter-domaine passe par un 
calculateur passerelle. 

Le calculateur passerelle est essentielle dans l’architecture électronique du 
véhicule. Dans AUTOSAR, le calculateur est fourni par un tiers parti, différent du 
constructeur automobile. Il est donc nécessaire pour le constructeur d’être capable 
de configurer le calculateur passerelle, sans repasser par le vendeur. Par exemple, 
le constructeur peut décider, réception du software de rajouter une nouvelle route 
dans la passerelle. Cet aspect est connu sur le nom de Post-build Configuration 
dans AUTOSAR. 

Le but de ce stage est le design et l’implémentation de Post-build configuration 
d’un calculateur passerelle. D’abord, AUTOSAR et l’architecture électronique d’un 
calculateur passerelle sont détaillées. Les protocoles de communication sont aussi 
décrits. Ensuite, le design et les choix d’implémentation sont discutés. 
L’implémentation est évaluée avec des tests de régression sur les fonctionnalités de 
routage. Aussi, la solution finale est évaluée sur les critères de performance de 
routage, l’efficacité en consommation mémoire et la capacité d’être intégrée dans 
un produit final. 

Mots-clés:  

Automobile, Calculateur, Configuration Post-Build (dynamique), AUTOSAR 
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1.3 Purpose 

The thesis investigates the implementation of post-build configuration on an 
existing gateway ECU. It accesses the feasibility of post-build configuration and the 
impact on the performance of the gateway. If such a post-build configuration is 
feasible it will reduce the cost of ECU development and provide flexible and 
configurable gateway ECUs. 

1.4 Goals 

The goals of this project are to design, implement, and evaluate an architecture to 
enable post-build configuration of the gateway ECU. 

1.5 Research Methodology 

The project started with an analysis of the AUTOSAR communication architecture, 
the gateway ECU architecture, and the AUTOSAR recommendations on post-build 
configuration. 

The research methodology used was scrum methodology from Agile software 
methodology. The motivation behind this choice is that the methodology permits 
an incremental approach to the ultimate goal via achieving sub-goals and 
recommends delivery steps, which enables evaluation of the feasibility all along the 
way. 

1.6 Delimitations 

This degree project is limited to the implementation of post-build configuration on 
an existing gateway ECU. This gateway ECU was developed by Continental 
Automotive France SAS [5]. Thus, the solution implemented is closely related to 
the existing product. In addition, the post-build implementation is focused on the 
module, called Routing Engine. The Routing Engine along with the AUTOSAR 
packet data unit (PDU) Router (PduR) module performs the gateway functionality. 

1.7 Structure of the thesis 

Chapter 2 presents relevant background information about AUTOSAR, gateway 
ECUs, and post-build configuration. In Chapter 3, the methodology and the 
hardware and software tools used to solve the problem are described. The fourth 
chapter discusses the design and implementation choices. Chapter 5 presents the 
tests results. Chapter 6 analysis the solution implemented and discusses the tests 
results. Finally, Chapter 7 deduces conclusions and reflects on possible future work. 
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2 Background 

The chapter informs the reader about AUTOSAR and the protocols used in the 
gateway ECU. This chapter also reviews the current requirements for the post-build 
configuration. Lastly, this chapter gives an overview of a few solutions proposed by 
others to solve this problem. 

2.1 AUTOSAR 

AUTOSAR is a standard software architecture in the automotive industry, created 
to cope with the complexity of the electric/electronic (E/E) architecture in the 
automotive industry. AUTOSAR [4] is standardized and eases software 
development and maintenance of applications. 

Quoting from AUTOSAR [6], the main goals of AUTOSAR are: 

• “Fulfillment of future vehicle requirements, such as maintainability, 
updates, upgrades, and safety.” 

• “Increased scalability and flexibility to integrate and transfer functions”. 

• “Higher penetration of software and hardware components.” 

• “Improved containment of product and process complexity and risk.” 

• “Cost optimization of scalable systems.” 

AUTOSAR distinguishes between hardware independent software and hardware 
dependent software by creating different layers. The architecture achieves three 
desirable properties: scalability, transferability, and re-usability [7]. 

2.1.1 Layered Software Architecture 

As already stated, the AUTOSAR stack consists of different layers. Table 2-1 shows 
the AUTOSAR architecture, divided into four major layers. 

Table 2-1: Layered Software Architecture 

Application Layer 

Runtime Environment (RTE) 

Basic Software (BSW) 

ECU Hardware 
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2.1.1.1 ECU Hardware Layer 

The ECU microcontroller represents the physical board, provided by a Tier-2 
supplier. For example, Renesas Electronics and NXP Semiconductors (formerly 
Freescale Semiconductors) produce ECU hardware. 

2.1.1.2 Basic Software Layer 

The basic software (BSW) is a standardized software layer. It is further divided into 
four sublayers as shown in Figure 2-1. 

Services Layer 
 

 
 
 
 

Complex 
Drivers 

 

ECU Abstraction Layer (ECUAL) 

Microcontroller Abstraction Layer (MCAL) 

Figure 2-1: Basic Software Layers 

2.1.1.2.1 Microcontroller Abstraction Layer 

The Microcontroller Abstraction Layer (MCAL) is the lowest level in BSW. MCAL 
modules are ECU hardware dependent and are provided by the Tier-2 supplier. 
MCAL allows higher layer modules to be microcontroller independent. MCAL 
provides driver modules, e.g. communication drivers (for example, to control the 
CAN interface), microcontroller drivers (for example, a Watchdog time), memory 
drivers, and I/O drivers. 

2.1.1.2.2 ECU Abstraction Layer 

The next layer is the ECU Abstraction Layer (ECUAL). This layer provides an 
interface to the MCAL drivers. It also contains external drivers. The ECUAL 
permits higher layer modules to be ECU hardware independent. This layer is 
provided by either a Tier-1 or Tier-2 supplier. 

2.1.1.2.3 Complex Device Drivers 

The Complex Device Drivers (CDD) Layer reaches from the RTE layer directly to 
the microcontroller. The goal of this layer is to provide the possibility to integrate 
proprietary software to meet tight timing or constraint functionalities. This layer 
could even be OEM-specific. An example use of this layer is to implement complex 
sensors, which directly access the microcontroller through specific interrupts. This 
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layer is also used in cases of migration to an AUTOSAR architecture. It is important 
to underline that a CDD module is not always connected directly to the RTE level. 

2.1.1.2.4 Services Layer 

The Services Layer is the topmost layer of the Basic Software. The Services Layer is 
comprised of the Systems Services, Memory Services, and Communication 
Services. The Services Layer offers functionality such as an Operating System (OS), 
Vehicle Network communication and Management, and memory management. The 
Tier-1 supplier provides this layer. 

2.1.1.3 Runtime Environment (RTE) 

The RTE is a layer providing communication services to the application layer. The 
RTE allows software components of the application layer to be independent of the 
ECU hardware on which they are mapped. The RTE is adapted for each ECU. The 
OEM generates the RTE. However, the Tier-1 supplier provides the RTE generator. 

2.1.1.4 Application Layer 

The Application Layer is OEM-specific. In AUTOSAR, the application layer consists 
of connected Software Components (SWC). According to AUTOSAR [4], this is 
where OEMs should compete. 

2.1.2 BSW Modules in AUTOSAR architecture 

It would be an enormous effort to migrate from an existing platform to AUTOSAR, 
as it would mean adapting all of the existing software to the standardized interfaces 
of the AUTOSAR interfaces. Therefore, AUTOSAR specifies three implementation 
conformances classes (ICC) for the granularity of the BSW. The main idea is to 
cluster BSW modules so that only their interfaces have to be AUTOSAR-
compliant [8, 9]. AUTOSAR also defines configuration conformance classes of the 
BSW modules’ parameters. The configuration class defines the point in the 
development process where the parameter has to be fixed. 

2.1.2.1 Implementation Conformance Classe 1 

In an Implementation Conformance Class 1 (ICC1) cluster, the BSW is described as 
one black box. ICC1 is the first step towards AUTOSAR. In general, an ICC1 cluster 
might have a proprietary internal structure and might consist of highly optimized 
legacy/proprietary code. 

2.1.2.2 Implementation Conformance Class 2 

In Implementation Conformance Class 2 (ICC2), the BSW is viewed as several 
clusters of logically related modules. In an ICC2 BSW, there is full 
AUTOSAR-conformance of modules and clusters, but with only their external 
interface being AUTOSAR-compliant. An ICC2 cluster might have a proprietary 
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internal structure and might consist of highly optimized legacy/proprietary code. 
Some components of the gateway ECU follow the ICC2 architecture, as the gateway 
ECUs have tight requirements on performance and latency. 

2.1.2.3 Implementation Conformance Class 3 

For Implementation Conformance Class 3 (ICC3), the BSW is fully composed of 
AUTOSAR basic software modules with their architecture and their interface fully 
conform. ICC3 offers the highest level of granularity for basic software modules. 

2.1.2.4 Configuration Conformance Class 0 (CC0) 

The Configuration Class 0 (CCC0) is called Pre-Compile time Configuration. CCC0 
is the most efficient and least flexible configuration. CCC0 is done by macros or C 
preprocessor commands and generates C code and header files. These files are 
compiled and linked with the basic software module. In the AUTOSAR 
architecture, the AUTOSAR OS and the RTE are CCC0 as it is fully related to the 
applications. 

2.1.2.5 Configuration Conformance Class 1 (CC1) 

The Configuration Class 1 (CCC1) refers to Link-time Configuration. CCC1 is mostly 
used to generate libraries code. The Link time configuration is then included to the 
basic software module during the linking step. 

2.1.2.6 Configuration Conformance Class 2 (CC2) 

The Configuration Class 2 (CCC2) refers to Post-Build time Configuration. 
Post-Build configuration occurs on an ECU which has already been built.  Further 
details will be given in Section 4.2. 

2.2 Automotive Gateways 

The central gateway ECU is a crucial ECU in an automotive architecture. The 
gateway ECU performs multiple functions, such as routing of data, diagnostics, and 
intrusion detection. Gateway ECUs perform also a number of functions as 
described in Section 2.2.1. 

2.2.1 Functions 

This section presents the functionalities provided by a gateway ECU. 

2.2.1.1 Routing 

The main function of the gateway ECU is to perform routing of data. In general, the 
gateway ECU exchanges data between buses such as Controller Area Network 
(CAN), Local Interconnect Network (LIN), FlexRay, Ethernet, and Media Oriented 
Systems Transport (MOST). 
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2.2.2.1.2 Data Exchange 

CAN uses two states for communication: dominant and recessive. The dominant 
state represents a binary “0” and the recessive a binary “1”. Unlike others networks, 
CAN utilizes messaged-based addressing rather than addressing individual nodes. 
Each message has a unique identifier. Message-based addressing results in a highly 
flexible system to which it is easy to add or remove nodes. 

The CAN bus uses a “wired-and” arbitration system to resolve simultaneous 
access conflicts on the bus. When the bus is free (recessive state), a node can 
transmit on the bus. A node transmits the message ID first. The node sending on 
the bus reads the logical level of the bus and compares the actual level with the ID 
of the message being transmitted. A node sending a message with a higher priority 
(low ID value) will overwrite other nodes ‘message IDs due to the effect of 
“wired-and” arbitration. 

There are four main different formats of CAN messages [13]: 

A data frame has the following elements [10]: 

Start of frame (SOF) a dominant zero 

Arbitration field contains the identifier of the message 

Depending on the version of CAN 
(standard or extended); the arbitration 
contains either 11 or 29 bits. 

Remote transmission (RTR) indicates that an ECU requests data 

Data Length Code (DLC) specifies the message’s length in bytes 

Data field contains the actual message (e.g. current 
engine speed) 

Cyclic redundancy check (CRC) contains a 15 bits checksum for 
detecting potential transmission errors 

Data Frame The message contains data (e.g. current outside 
temperature) for other ECU nodes. 

Remote Frame Nodes can request data from another node. The data 
source responds by sending the corresponding 
message. 

Error Frame If a node detects a fault or an error, it communicates 
this on the bus for other nodes. 

Overload Frame The receiving node informs senders that it cannot 
process another frame currently. 



12 | Background 

 
 

Acknowledge Field (ACK) ACK, unlike others fields, is sent by the 
receiver to signal the sender that the 
message has been received 

End of Frame (EOF) marks the end of the message and 
comprises seven recessive bits 

2.2.2.1.3 Limitations 

Even though CAN is widely used in the automotive industry, CAN is not purely 
deterministic and the maximum payload of CAN is small compared to other 
protocols. In addition to the basic CAN protocol, Time-Triggered CAN and CAN 
with Flexible Data-Rate (CAN-FD) have emerged. 

2.2.2.2 Local Interconnect Network (LIN) 

The development of LIN came about because it was believed that a bus system with 
a simple protocol and a simple sequence control would allow use with even a low-
capacity microcontroller without additional hardware for the communication 
interface [14]. LIN can be implemented using the well-known standard serial 
Universal Asynchronous Receiver/Transmitter (UART). 

The nodes in a LIN network are arranged in a linear topology and are connected 
to each other via a single wire. LIN follows the master-slave principle. 
Communications happen in a timely manner, in which the master defines the time 
grid. There are three possible communications between master and slaves: 

• Message with slave response: the master sends a message to one or more 
nodes and asks for data (e.g. measured values). 

• Message with the master instruction: the master gives the slave a control 
instruction (e.g. turn on wiper). 

• The master can initiate communication between two slaves. 

2.2.2.3 FlexRay 

FlexRay was designed for the active and safety systems area; therefore, FlexRay 
offers guaranteed compliance of transfers with high data-rates and fault tolerant 
requirements [15]. The main fields of application of FlexRay are drivetrain, 
powertrain systems, and active safety systems with no mechanical fall back level 
(e.g. x-by-wire). However, FlexRay also supports the area of passive safety systems 
and body electronics. 

To support very different domains, FlexRay combines time- and dynamic event-
triggering mechanisms. FlexRay uses Time Division Multiple Access (TDMA) for 
static transmission (time) and Flexible Time Division Multiple Access (FTDMA). 
Communication in FlexRay takes place in cycles. A cycle is typically comprised of: 

• Time segment for deterministic data 
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• A dynamic segment for event-triggered data. Messages, in this part, are 
prioritized based on message ID. 

• Symbol window for maintenance  
• Idle time for synchronization purposes 

FlexRay supports single and dual-channel configurations. FlexRay offers a 
maximum bit rate of 10 Mbits/s. 

2.2.2.4 Media Oriented System Transport (MOST)  

MOST was specifically developed for networking in the infotainment (e.g. 
audio/video) domain. Infotainment systems are becoming a common feature for all 
cars. MOST supports synchronous and asynchronous data transmission with an 
asynchronous control channel. For real-time transmission (such as for 
audio/video), synchronous transmission is used, with data rates around 
25 Mbits/s. Time Division Multiplexing (TDM) is used to allow synchronous data 
transmission with low delay. 

MOST uses a master/slave mechanism for synchronization and communication 
between nodes. A MOST network is comprised of at most 64 nodes arranged in a 
ring, star, or chain topology. One node is chosen as the master, while the others 
nodes are slaves. MOST utilizes Plastic Optical Fiber (POF) as the physical layer to 
provide high data rates and better resilience to electromagnetic interference (EMI).  

2.2.2.5 Automotive Ethernet 

Ethernet [16] was created at Xerox Corporation in the late 1970s. Ethernet has 
become the most used wired local area network. However, Ethernet has for a long 
time been ignored by the automotive industry due to the following limitations [17]: 

• Ethernet did not meet the electromagnetic interference (EMI) and radio 
frequency interference (RFI) requirements of the automotive industry. 

• Ethernet doubles the wiring costs. 

• Ethernet could not guarantee low latency communication. 

However, with the ever-increasing demands for higher bandwidth in cars, two 
major groups [17, 18] have been leading the way towards the specification of 
automotive Ethernet. These new standards have eliminated the limitations 
described above. One-Pair-Ethernet (OPEN) is a group sponsored by Broadcom 
and they have developed the BroadR-Reach standard. This standard delivers both 
signaling and power over a single pair, hence actually reducing the amount of 
wiring that is needed. The IEEE 802.1 Ethernet Audio and Video Bridge standard 
was developed for transfer of high bandwidth multimedia for services such as 
Advanced Driver Assistance System (ADAS). Additionally, IEEE 802.3bw 
(100Base-T1) and IEEE 802.3bp (1000Base-T1) have been developed. Today, 
Automotive Ethernet now has a stack in AUTOSAR. 
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On the left side is shown the process on the Tier-1 supplier side. The 
configuration parameters are represented by the CDD, SYSEX databases, which are 
requirements defined by the OEM. The DaVinci Configurator Pro generates the 
software of configuration data. The build process results in an HEX file which 
composes of the BSW software, the BSW configuration, the application software 
and the BSW post-build configuration. These four components of the HEX file are 
different entities. On the OEM side, just the BSW post-build configuration will be 
regenerated via the MICROSAR Post-Build tool. A HEX file is an executable file 
format used by flashing tools to download software to the ECU hardware. 

2.3.2 What have others already done? 

In [25], Hartmut Hörner explains why post-build configuration is an interesting 
feature for gateways ECU in AUTOSAR. The principle of post-build configuration 
requires strict separation between code and configuration data. In the same article, 
Hartmut Hörner presents two data structure layouts for post-build configuration. 

In the non-fragmented alternative, data structures are arranged one directly 
after the other in memory. The separate data structures are accessed through an 
indirection table located at a static position. This variant offers flexibility; but, 
affects run-time behavior and can require coordination if the BSW modules are 
provided by different vendors. 

In the fragmented variant, data structures are always located at a static position 
in memory. This variant offers run-time efficiency, memory efficiency, and 
robustness. The comparison between the two alternatives is comparable to 
dynamic and static linking. 

2.4 Summary 

In contrast to the earlier work, the thesis will examine the implementation of 
post-build configuration of the routing cluster of a gateway ECU, integrated as a 
CDD in an AUTOSAR ICC2 environment.  
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3 Development methods 

The purpose of this chapter is to provide an overview of the research method used 
in this thesis. This chapter also details the hardware and software used in this 
thesis. 

3.1 Methodology 

To reach the goals of this thesis project, the methodology used was a lightweight 
version of Agile Software Development Methodology [26]. It is lightweight because 
I was mainly working alone on this project, as opposed to working in a team using 
the full agile methodology. The method used in Agile was scrum. This methodology 
was selected because it allows splitting the goals into sub-goals, and enables better 
planning of how to realize these sub-goals. Another important task was to estimate 
the time needed to achieve these sub-goals. Each sprint during this thesis was a 
two-week long sprint. 

The thesis project started with a literature study and a pre-study. These were 
necessary to achieve a greater understanding of AUTOSAR and the ECU software, 
as well as become acquainted with the development tools to be used during the 
project. The pre-study comprised a small and limited implementation of post-build 
selectable. Then, the design and implementation phase followed. The last part 
consisted of the tests and analysis of the solution. 

3.2 Development and Setup Environment 

In this section, the experiment setup and the tools used are described. 
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3.2.1.2 CANoe 

Vector Informatik developed CANoe, a tool used in the automotive industry for 
testing, diagnostics, and simulation. CANoe comprises both hardware and 
software. The hardware is used to simulate other ECUs. The software allows 
monitoring of the buses connected to the hardware. CANoe is used to send 
messages on the buses. More details are available from Vector’s website [28]. 

3.2.1.3 iC5500 On-Chip Analyser 

The iSYSTEM, AG iC5500 is used for debugging the ECU’s microcontroller. The 
iC5500 is connected to the ECU via JTAG and debugging is done via a USB 
connection to a personal computer (PC). The iC5500 analyzer comes with 
winIDEA, an integrated development environment used for debugging. More 
details are available at [29]. 

3.2.1.4 EB Tresos Studio 

EB Tresos Studio is a tool environment used to configure, validate, and generate 
the BSW modules of the ECU. EB Tresos allows configuration of all BSW modules 
defined in AUTOSAR and also the configuration and generation of codes for 
complex device drivers (CDD). More details are available at [30]. 

3.2.1.5 Green Hills Compiler Tool Chain 

The Green Hills Tool Chain[31] is comprised of a C/C++ compiler, assembler, and 
linker. This toolchain is used to build the software written in the integrated 
environment development. 
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4.4.1 Code Generator (GenApp Tool) 

In this thesis, the software generator was provided. In order to generate the 
configuration files in the new format and extend the generator through new 
functionalities, the generator was extended by the means of Perl[33] scripts.  The 
basic concept of these scripts is to parse the original generated file and to output 
the modified file. Perl was chosen because of its excellence in text/data 
manipulations due to its built-in regular expression support. 

4.4.2 Code and Configuration data Separation 

Separation the code and configuration data is an essential step in post-build 
configuration. This means that it shall be possible to compile and link the 
configuration data as a standalone application. 

Figure 4-4: Routing Engine Configuration 

Figure 4-4 shows an example of configuration data. On the left side is the 
configuration generated by the generator, while on the right is the modified 
configuration for post-build. &Rx_function is a pointer to a routing function. 
Rx_function is the routing function associated with the object X with parameters A 
and B. Rx_function is part of the embedded software. 

The proposed solution uses static containers. A static container groups routing 
functions with the same prototype. These static containers are an array of function 
pointers. The static containers are defined in Routing_Lcfg.c and Routing_Lcfg.h.  
There are three containers (reception, transmission and treatment functions). The 
file static container filer is now linked with the embedded firmware, thus the file’s 
name format. The configuration data structure now contains an index to a static 
container. Here is an example of how this modification affects the ECU firmware. 

 

Original Modified 

ConfigElem X =  

{ 

&Rx_function, 

{ 

 (uint32)A, 

 (uint8)B 

} 

} 

ConfigElem X =  

{ 

Rx_function_index, 

{ 

 (uint32)A, 

 (uint8)B 

} 

} 
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1. Based on the index, retrieve the appropriate routing function pointer from 
the static container. 

2. Call the function. 

if (index < TreatmentIndexMax) 

{ 

    tmtFuncPtr tmtFp = treatmentcontainer[index]; 

    /* Call function */ 

} 

A script was implemented in Perl to read the generated configuration file, find 
the matching line, and translate this line into the associated index. Another step is 
the required header files to compile and link the configuration data in standalone 
post-build update. The advantage is two-fold: keep the header files of the 
proprietary software in-house and second reduce the speed of the post-build tool-
chain. The IDE used during this project offered the layout of included header files. 
In some cases, the header files had to be split into two new header files. 

4.4.3 Memory Mapping Design Choice 

This section presents the memory layout choice made in this thesis project. It also 
evaluates the choice. 

In [25], the two memory layouts in post-build were presented: the 
non-fragmented version with an indirection table and the fragmented version. The 
design choice selected is the non-fragmented version. Although, it is important to 
notice that this non-fragmented version has some specific properties. First, each 
module’s configuration data is mapped to its specific memory section. The memory 
sections are then arranged one after the other and vary in size. Second, the 
indirection table offers only access to the initialization data structure of each 
module. However, the memory section of a module comprises additional data 
beyond the initialization data structure. The main motivation for this choice of 
memory layout is the need to have a unique access point to post-build data. Having 
a unique access point allows the implementation of security mechanisms for access 
to the post-build data. In addition, this design choice prevents memory 
fragmentation. The following paragraphs evaluate this design choice. 

4.4.3.1 Memory Efficiency 

This design prevents memory fragmentation, therefore memory waste. The 
overhead of the indirection table can be calculated as follows. On a 32-bit 
architecture, each module entry costs 4*5 = 20 bytes (the signature comprises four 
32-bit integers and on a 32-bit architecture; pointers are 32-bit variables). The 
overhead is 0.008 % * N of the post-build reserved memory area, for N modules in 
Post Build. 
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4.4.3.4.2 Functions 

This section presents the functions provided by the post-build manager module. 

4.4.3.4.2.1 Init 
There is one static global variable pointer. The function initializes the global 
variable pointer to the address of the start of post-build memory set in the linker 
file. 

4.4.3.4.2.2 GetConfig 
The input of this function is the AUTOSAR module identification number, called 
moduleId. This function retrieves the configuration matching the moduleId. When 
the configuration is found, then the isXXConfigValid function shall be called before 
returning the pointer to the configuration, where XX is the acronym of the caller 
module. 

4.4.3.4.3 Security Aspects 

Post-build Configuration raises two main issues: Integrity and Authenticity of the 
post-build configuration data.  

An authenticity security process first ensures that one is allowed to load a given 
post-build configuration on a specific ECU. Authenticity is ensured by the use of a 
set of public and private keys along with a back-end process. The check for 
authenticity is usually handled by the OEM and is outside of the scope of this 
project. 

An integrity security process ensures that the post-build configuration loaded 
into the ECU conforms to the expected configuration. For example, that all 
parameters set to pre-compile are the same and with values unchanged. Another 
aspect of integrity is to ensure that data-flashing process results in the expected 
contents of the flash memory. Checksums mechanisms are used to guarantee the 
complete and accurate transmission of data. The bootloader process directly checks 
these checksums when booting. It is important to note that in the setup used in this 
thesis project, the configuration data comes from two different sources: Gen App 
Tool and Tresos. The next sections present the mechanisms put in place to ensure 
the integrity of data from Tresos. The Gen APP tool is a code generator, not a 
configuration tool. 

4.4.3.4.3.1 IsConfigValid 
As of now, the goal of this function is to ensure the integrity of the post-build 
configuration data coming from Tresos. 

The function verifies that the set of pre-compile parameters downloaded when 
flashing the software and during the pos- build update are identical with respect to 
the set of parameters and the values of these parameters. 
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The function also ensures software versioning consistency. A check is performed 
between the static software version stored in the software and the software version 
signature provided in the post-build configuration data.  

Lastly, another check is performed to ensure platform endianness and 
alignments meet the requirements of the ECU hardware. 
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5 Testing 

This chapter describes the experimental tests to ensure the functionalities of the 
gateway with respect to post-build configuration, as well as an experimental 
performance evaluation of the design and finally the integrity tests. 

5.1 Test Methodology 

The hardware setup of the tests is the same as the setup of the project defined in 
Figure 3-1 on page 18. All of the tests are performed in two steps. Compilation and 
linkage of program’s source code result in an executable, in a format called s19, 
where s19 is an executable file format used to flash microcontrollers[34].  

- Configuration built with the ECU software  Config_1 

- Configuration built-in standalone  Config_2 

All the tests have been documented in the same format: specification of the goal 
of the test, the tests pre-condition, the test execution, and the results. For the 
results, a table recapitulates the status of the messages. The first two screenshots 
show the CANoe traces of Config_1, while the next two show the traces of 
Config_2. The notation used to describe PDUs is the following: 

PDU X ( 0xAA (oxBBBBBBBB) CAN I  0xCC (oxDDDDDDDD) CAN J ) 

This notation means that the gateway ECU shall receive on channel I a PDU 
with ID oxAA and payload 0xBBBBBBBB. Then, the ECU shall send on channel J a 
PDU with ID 0xCC and payload 0xDDDDDDDD. For the tests described in 
Sections 5.2.1, 5.2.2, and 5.2.3, the payload of the PDUs are irrelevant but have 
been shown for clarity in the screenshots. 

5.2 Routing Functionalities Tests 

This section describes tests performed to ensure correct functioning in basic 
routing use-cases in a post-build configuration. 

5.2.1 Configuration complete change 

Goal of the test: Ensure the routing of messages from a new configuration. 

Test pre-condition: 

Config_1 Config_2 
PDU 1 (0x95 CAN 2  0x102 CAN 1)  
PDU 2 (0x100 CAN 1  0x101 CAN 2) 

PDU 3 (0x112 CAN 2  0x221 CAN 1) 
PDU 4 (0x113 CAN 2  0x222 CAN 1) 
PDU 5 (0x114 CAN 2  0x223 CAN 1) 
PDU 6 (0x115 CAN 2  0x224 CAN 1) 
PDU 7 (0x116 CAN 2  0x225 CAN 1) 
PDU 8 (0x117 CAN 2  0x226 CAN 1) 
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5.2.6 Software Transmission (SW Tx) Buffer 

Goal of the test: Test the change of the type of transmission buffer from Most 
Priority First Out (MPFO) to First In First Out (FIFO).  

Test pre-condition: the buffers are pre-configured in the embedded software. 
The ordering is done by the gateway ECU on the IDs to be transmitted. The highest 
priority message is the one with the lowest CAN ID. For the transmission of the 
message, there is a software buffer and a hardware (HW) slot on the CAN 
controller. 

Config_1 Config_2 
PDU 1 (0x94 CAN 2  0x106 CAN 1) 
PDU 2 (0x95 CAN 2  0x105 CAN 1) 
PDU 3 (0x96 CAN 2  0x104 CAN 1) 
PDU 4 (0x97 CAN 2  0x103 CAN 1) 
PDU 5 (0x98 CAN 2  0x102 CAN 1) 
PDU 6 (0x99 CAN 2  0x101 CAN 1) 
All PDUs to be transmitted with FIFO 

PDU 1 (0x94 CAN 2  0x106 CAN 1) 
PDU 2 (0x95 CAN 2  0x105 CAN 1) 
PDU 3 (0x96 CAN 2  0x104 CAN 1) 
PDU 4 (0x97 CAN 2  0x103 CAN 1) 
PDU 5 (0x99 CAN 2  0x102 CAN 1) 
PDU 6 (0x99 CAN 2  0x101 CAN 1) 
All PDUs to be transmitted with MPFO 

Test execution:  

1. With CANoe Interactive Generator (IG), PDU 1 is created and sent.  

2. The CANoe CAN connection 1 with ECU is disconnected. 

3. PDUs 2 through 6 are created and sent.  

4. The CANoe CAN connection with ECU is re-connected. 

5. Config_2 is flashed. 

6. With CANoe Interactive Generator (IG), PDU is created and sent.  

7. The CANoe CAN connection with ECU is disconnected. 

8. PDUs 2 through 6 are created and sent.  

9. The CANoe CAN connection with ECU is re-connected. 

Result: In Config_1, PDU 1 is routed. PDU 2 is put in the HW slot and PDUs 3 
through 6 are queued into the SW Tx buffer. After reconnection, the PDUs are 
transmitted in the same order as received. With Config_2, PDUz 1 and 2 are 
routed first as they are already in the HW slot. However, PDUs 3 to 6 are ordered in 
the SW Tx buffer. After reconnection, the order of transmission is then PDUs 6, 5, 
and 4, as PDU 6 has the highest priority due to having the lowest CAN ID (0x101) 
followed by PDU 5 and PDU 4. These results are shown in Figure 5-6 
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Table 5-1: Memory Overhead due to Post-Build 

Memory 
(size accountable) 

ROM (bytes) = 
6Mb 

RAM  (bytes) = 
768K 

Overhead 1508 277 
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6 Analysis 

This chapter discusses the results of the tests and the impact of post-build 
configuration. Scaling of the solution and security issues are also discussed. 

6.1 Tests Results 

The routing tests have ensured that the gateway ECU functionalities are correctly 
run in post-build. The memory overhead comprises the extra software developed to 
allow post-build. This software includes functions, signatures, and post-build 
structures and RAM pointers to access the post-build configuration data. The 
run-time latency of forwarding messages is 0.263 µs per message. Note that 
this time includes the latency of the actual transmission, i.e., the time needed by 
the CANoe CAN controller to place a message on the bus and the time to transmit 
this message. The time for the actual transmission is described in Section 6.2 

The run-time latency could be problematic in case of high data rate 
transmission, causing packet loss. If the time between two transmissions is close to 
the overhead value, there is a possibility for packet loss. Two solutions exist: the 
requirements could be reviewed and the overhead taken into account when doing 
periodic transmissions. The other solution is to reduce the overhead, by storing the 
data in RAM. The latter solution raises another problem due to the limited RAM 
capacity, as this is frequently a scarce resource in embedded systems. 

6.2 Impact of Post-Build Configuration 

For modules developed with a post-build vision, post-build configuration only 
affects the initialization of these modules. The post-build configuration data are 
copied into internal variables and these internal variables are used at run-time. In 
this thesis, the modules of the communication stack the CAN, Com, and PduR are 
post-build configurable. After the initialization phase, there is no difference 
between the post-build and pre-compile configuration. 

Processing time measurements have been performed with the timer running at 
160 MHz. The test measures the time between the software interrupt due to the 
presence of a message in the reception CAN hardware buffer until the 
corresponding CAN message has been written in the CAN controller buffer. The 
test showed a latency of 0.237 µs. For a CDD RoutingEngine, indirect access 
occurs after the initialization phase. For starters, the embedded software and 
configuration data separation step detailed in Section 4.4.2 on page 24 added an 
indirect access for the reception, the processing, and the transmission of every 
data to be routed. A timer running at 160 MHz has been used to perform precise 
timing measurements. The indirection costs for the reception container 
2 ticks=12.50 ns, for the transmission 2 ticks=12.50 ns, and for the processing 
operations container 3 ticks=18.75 ns. 
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After the initialization phase, six data objects from the post-build structure of 
the RoutingEngine are still accessed via a RAM pointer by the ECU firmware. Three 
of these data objects are accessed for the reception, the processing, and the 
transmission of every data object to be routed. 

Finally, the gateway ECU processor offers an L1 instruction and data cache. The 
L1 instruction cache has been activated during all tests. In contrast, the L1 data 
cache was deactivated. The effect of caches on the timing could not be evaluated as 
the ECU firmware does not have any mechanisms to ensure cache coherency in the 
presence of Direct Memory Access (DMA). 

6.3 Scaling 

The thesis proposed a solution to implement post-build configuration. With the 
proposed solution, in the thesis setup, when there is a need for new functionality in 
the RoutingEngine module, the cost of indirection will have to be accounted for in 
the functions for the reception, treatment, and transmission containers. For a BSW 
implemented in Continental, the solution will be integrated at the development 
step. For a module not listed by AUTOSAR coming from an outside vendor, a 
workaround for the module post-build configuration due to a closed design is to 
create a wrapper module around the software provided by the outside vendor when 
it cannot be modified. Therefore, the newly created wrapper module can realize the 
post-build module for this software. This wrapper module will retrieve the post-
build configuration and then send the configuration to the target module. This 
solution can be implemented on any platform, as AUTOSAR BSW shall run 
independent of the microcontroller hardware. 

6.4 Security issues 

A number of issues can arise in the process of reprogramming the post-build 
memory layout. 

For the integrity, signatures mechanisms have been implemented. However, 
these mechanisms, depending on the configuration, can have collisions rates. This 
could lead to two different configurations having the same signature. In this case, a 
stronger hash mechanism shall be implemented. 

For the reprogramming process, it is common to use a bootloader to update the 
firmware inside the ECU. A secure bootloader [35] can be useful to prohibit 
unauthorized reprogramming of the post-build memory. Moreover, the secure 
bootloader can use the validation configuration service of the post-build module, 
ahead, to discard unwanted configurations. 

To prevent the indirection table of the post-build memory from being corrupted 
in run-time, a static signature shall be generated over the table and stored in the 
ECU flash memory. A background task will periodically regenerate the indirection 
table signature and compared it to the stored value. 
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7 Conclusions and Future work 

The chapter presents the outcomes obtained throughout the design, 
implementation, and the evaluation of the post-build configuration described in 
this thesis. It also discusses limitations of this design and suggests potential future 
work. Finally, the author reflects on a number of issues related to this thesis.  

7.1 Conclusions 

This thesis project investigated the implementation of post-build configuration on 
an already build ECU. This thesis described the issues related to post-build 
configuration and has a number of solutions to overcome these problems. Finally, 
the implementation was evaluated through both functionality and performance 
tests. 

The proposed design and implementation was discussed in Section 4.4.3. The 
focus was to choose a memory layout and to implement a software module to 
provide post-build services to the embedded software of the ECU. This solution 
takes into account the CAN module and incorporates the solutions provided by 
other BSW modules. 

The proposed design was then evaluated according to different criteria. First, 
regression tests had to be passed to ensure that the gateway ECU performs the 
same functions in the post-build configuration as in the original configuration. 
Secondly, as a prime criterion for a gateway is the processing time for messages, the 
gateway ECU with post-build configuration underwent processing time tests to 
evaluate the overhead occurred. 

This thesis project was a challenging and exciting experience. Additionally, the 
author gained insights into the automotive industry. If the author had the 
opportunity to redo the thesis project, he would take additional time to understand 
better the ECU’s firmware, the tools, and the code generators. In addition, the 
author would have liked to have more time to investigate the tooling process to be 
delivered to the OEM. 

7.2 Limitations 

First, all the software and hardware used during this project are owned by 
Continental Automotive France. Therefore, the implementation and the results are 
largely related to their existing gateway ECU. In addition, as one can see in Section 
2.3.2, most of the post-build solutions are commercial; therefore details of them 
are not available in research papers. Luckily, the AUTOSAR documentation along 
with Hartmut Hörner’s paper provided a start. It took the author a considerable 
amount of time to understand the existing embedded firmware of the gateway ECU 
along with the generators of the embedded software. The author never felt in 
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complete control as he did not have a full understanding of all of the ECU’s 
firmware nor full control of all of the tools and generators. 

7.3 Future work 

There are a number of interesting possibilities for future work. From the 
implementation point, it would be useful to find the relationship between a 
configuration and the memory required for the configuration. This would allow the 
use case where one can only re-flash the configuration of one module in a post-
build update. This project only investigated CAN communication; it should be 
extended to the post-build configuration of other protocols, such as LIN, and to 
other features that would be desirable. In addition, as new features are constantly 
being developed and added to the gateway ECU, care has to be taken prior to the 
implementation and the integration of these features. Finally, the tooling process to 
be offered to the OEM in order to perform a post-build update has not been 
realized. 

7.4 Reflections 

Many parties interact to provide better transport systems to society. The 
implementation of post-build configuration for an OEM should reduce costs and 
add greater flexibility during the manufacturing of cars. This, in turn, should have a 
benefit for the customers. In addition, a number of security aspects appeared 
during this project. For example, a malicious person could access the car during the 
post-build update and make changes that could harm individuals. These security 
aspects have been listed and some solutions have been provided at the project level. 

 



 References | 49 

 
 

References 

[1] Miroslaw Staron, Automotive Software Architectures. 236AD, ISBN: 978-3-319-
56809. DOI: 10.1007/978-3-319-58610-6 

[2] AUTOSAR development cooperation, ‘AUTOSAR’.  [Online]. Available: 
https://www.autosar.org/. [Accessed: 04-Feb-2018] 

[3] M. Soltani and E. Knauss, ‘Challenges of Requirements Engineering in AUTOSAR 
ecosystems’, in 2015 IEEE 23rd International Requirements Engineering Conference 
(RE), 2015, pp. 294–295. DOI: 10.1109/RE.2015.7320445 

[4] AUTOSAR development cooperation, ‘AUTOSAR’.  [Online]. Available: 
https://195.234.139.136/. [Accessed: 28-Jan-2018] 

[5] ‘Continental Automotive’.  [Online]. Available: https://www.continental-
automotive.com/. [Accessed: 07-Feb-2018] 

[6] AUTOSAR development cooperation, ‘About’.  [Online]. Available: 
https://www.autosar.org/about/. [Accessed: 17-Feb-2018] 

[7] AUTOSAR, ‘AUTOSAR Main Requirements’.  [Online]. Available: 
https://www.autosar.org/fileadmin/user_upload/standards/foundation/1-
3/AUTOSAR_RS_Main.pdf 

[8] Nicolas Navet and Francoise Simonot-Lion, ‘Automotive Embedded Systems 
Handbook’, in Automotive Embedded Systems Handbook, 2-8: CRC Press, 2017.  

[9] AUTOSAR, ‘AUTOSAR Glossary’. AUTOSAR [Online]. Available: 
https://www.autosar.org/fileadmin/user_upload/standards/classic/4-
1/AUTOSAR_TR_Glossary.pdf 

[10] Wolfhard Lawrenz, ‘CAN Basic Architectures’, in CAN System Engineering, Springer, 
London, 2013, pp. 1–40 [Online]. DOI: 10.1007/978-1-4471-5613-0_1 

[11] BOSCH, ‘CAN Specification’.  [Online]. Available: 
http://esd.cs.ucr.edu/webres/can20.pdf 

[12] Gangolf Feiter, Lars-Berno Fredriksson, Karsten Hoffmeister, Joakim Pauli, and 
Holger Zeltwanger, ‘Higher Level Protocols’, in CAN System Engineering, Springer, 
London, 2013, pp. 173–254 [Online]. DOI: 10.1007/978-1-4471-5613-0_4 

[13] Robert Bosch GmbH, Ed., Bosch Automotive Electrics and Automotive Electronics. 
Wiesbaden: Springer Fachmedien Wiesbaden, 2014, ISBN: 978-3-658-01783-5 
[Online]. DOI: 10.1007/978-3-658-01784-2 

[14] National Instruments, ‘Introduction au bus LIN (Local Interconnect Network) - 
National Instruments’.  [Online]. Available: http://www.ni.com/white-
paper/9733/en/. [Accessed: 04-Feb-2018] 

[15] ‘FlexRay Automotive Communication Bus Overview - National Instruments’.  
[Online]. Available: http://www.ni.com/white-paper/3352/en/. [Accessed: 04-Feb-
2018] 

[16] Thomas G. Robertazzi, ‘Ethernet’, in Introduction to Computer Networking, Cham: 
Springer International Publishing, 2017, pp. 17–28 [Online]. DOI: 10.1007/978-3-
319-53103-8_2 

[17] ixia.com, ‘Automotive Ethernet: An Overview’ [Online]. Available: 
https://support.ixiacom.com/sites/default/files/resources/whitepaper/ixia-
automotive-ethernet-primer-whitepaper_1.pdf 

[18] Peter Hank, Thomas Suermann, and Steffen Mueller, ‘Automotive Ethernet, a holistic 
approach for a next generation in-vehicle networking standard’, in Advanced 
Microsystems for Automotive Applications 2012, Springer, 2012, pp. 79–89.  

[19] Ammar Talic, Security Analysis of Ethernet in Cars. 2017.  
[20] AUTOSAR, ‘Layered Software Architecture’.  [Online]. Available: 

https://www.autosar.org/fileadmin/user_upload/standards/classic/4-
3/AUTOSAR_EXP_LayeredSoftwareArchitecture.pdf 



50 | References 

 
 

[21] Regina Hebig, ‘Methodology and Templates AUTOSAR’.  [Online]. Available: 
https://hpi.de/fileadmin/user_upload/fachgebiete/giese/Ausarbeitungen_AUTOSA
R0809/Methodology_hebig.pdf 

[22] AUTOSAR, ‘Specification of C Implementation Rules’.  [Online]. Available: 
https://www.autosar.org/fileadmin/user_upload/standards/classic/3-
1/AUTOSAR_SWS_C_ImplementationRules.pdf 

[23] Vector, ‘MICROSAR Product Information’.  [Online]. Available: 
https://vector.com/portal/medien/cmc/info/MICROSAR_ProductInformation_EN.
pdf 

[24] Matthias Wernicke, ‘User-friendly Configuration of AUTOSAR ECUs with Specialized 
Software Tools.’ [Online]. Available: 
https://vector.com/portal/medien/cmc/press/Vector/AUTOSAR_Configuration_Ele
ktronikAutomotive_201404_PressArticle_EN.pdf 

[25] Hartmut Hörner, ‘The Universal Gateway ECU’, p. 5, Oct. 2007 [Online]. Available: 
https://vector.com/portal/medien/cmc/press/Vector/AUTOSAR_Gateway_Elektron
ikAutomotive_200710_PressArticle_EN.pdf 

[26] Nelson Marcelo Romero Aquino and Heitor Silverio Lopes, ‘A Study on the 
Perception of Researchers About the Application of Agile Software Development 
Methods in Research’, p. 9.  

[27] ‘Automotive Microcontrollers (MCU) - STMicroelectronics’.  [Online]. Available: 
http://www.st.com/en/automotive-microcontrollers.html. [Accessed: 10-Mar-2018] 

[28] ‘CANoe - ECU Development & Test’.  [Online]. Available: 
https://vector.com/vi_canoe_en.html. [Accessed: 25-Feb-2018] 

[29] iSystem, ‘iC5500 On-Chip Analyser’.  [Online]. Available: 
https://www.isystem.com/files/products/OnChip/iC5500/IC55000.pdf 

[30] ‘EB tresos Studio’, Elektrobit.  [Online]. Available: 
https://www.elektrobit.com/products/ecu/eb-tresos/studio/. [Accessed: 25-Feb-
2018] 

[31] ‘Green Hills Optimizing Compilers’.  [Online]. Available: 
https://www.ghs.com/products/compiler.html. [Accessed: 25-Feb-2018] 

[32] Tu Li, Song Juanjuan, and Liu Jun’an, ‘Research on the Interrupt Functions Based on 
the CAN Controller of LPC2300 Series ARM Chips’, in Intelligent Computing and 
Information Science, vol. 134, R. Chen, Ed. Berlin, Heidelberg: Springer Berlin 
Heidelberg, 2011, pp. 589–595 [Online]. DOI: 10.1007/978-3-642-18129-0_90 

[33] ‘About Perl - www.perl.org’.  [Online]. Available: https://www.perl.org/about.html. 
[Accessed: 21-Apr-2018] 

[34] ‘SREC (file format)’, Wikipedia. 26-Feb-2018 [Online]. Available: 
https://en.wikipedia.org/w/index.php?title=SREC_(file_format)&oldid=827729295. 
[Accessed: 21-May-2018] 

[35] Mussie Tesfaye, ‘Secure Reprogramming of a Network Connected Device’, Master's 
thesis, KTH Royal Institute of Technology, School of Information and 
Communication Technology, TRITA-ICT-EX-2012:229, October 2012, 
http://urn.kb.se/resolve?urn=urn:nbn:se:kth:diva-104077, 83 pages.  

 
 



51
 

 

TRITA-EECS-EX-2018:165 

www.kth.se 


