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Abstract
The technological advancements in the automotive industry as well as in the
field of communication technologies done the last years have transformed the
vehicles to complex machines that include not only electrical and mechanical
components but also a great number of electronic components. Furthermore,
modern vehicles are now connected to the Wide Area Network (WAN) and in
the near future communications will also be present between the cars (Vehicleto-Vehicle, V2V) and between cars and infrastructure (Vehicle-toInfrastructure, V2I), something that can be found as Internet of Vehicles (IoV)
in the literature. The main motivations towards all the aforementioned changes
in modern vehicles are of course the improvement of road safety, the higher
convenience of the passengers, the increase in the efficiency and the higher user
friendliness.
On the other hand, having vehicles connected to the Internet opens them up to
a new domain of interest, this no other than the domain of cyber security. This
practically means that while previously we were only considering cyber-attacks
on computational systems, now we need to start thinking about it also for
vehicles. This, as a result, creates a new field of research, namely the vehicular
cyber security. However, this field does not only include the possible vehicular
cyber-attacks and their corresponding defenses but also the modeling and
simulation of them with the use of vehicular security analysis tools, which is
also recommended by the ENISA report titled “Cyber Security and Resilience
of smart cars: Good practices and recommendations”.
Building on this need for vehicular security analysis tools, this work aims to
create and evaluate a domain-specific, probabilistic modeling and simulation
language for cyber-attacks on modern connected vehicles. The language will be
designed based on the existing threat modeling and risk management tool
securiCAD® by foreseeti AB and more specifically based on its underlying
mechanisms for describing and probabilistically evaluating the cyber threats of
the models.
The outcome/final product of this work will be the probabilistic modeling and
simulation language for connected vehicles, called vehicleLang, that will be
ready for future use in the securiCAD® software.
Keywords: Domain Specific Language, Probabilistic Modeling, Cyber Security,
Threat Modeling, Attack Graphs, Vehicular Security
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Sammanfattning
De tekniska framstegen inom fordonsindustrin såväl som inom
kommunikationsteknik som gjorts de senaste åren har omvandlat fordon till
komplexa maskiner som inte bara omfattar elektriska och mekaniska
komponenter utan också ett stort antal elektroniska komponenter. Dessutom är
moderna fordon nu anslutna till Internet (WAN) och inom den närmaste
framtiden kommer kommunikation också att etableras mellan bilarna (Vehicleto-Vehicle, V2V) och mellan bilar och infrastruktur (Vehicle-to-Infrastructure,
V2I). Detta kan också kallas fordonens internet (Internet of Vehicles - IoV) i
litteraturen. De främsta motiven för alla ovannämnda förändringar i moderna
fordon är förstås förbättringen av trafiksäkerheten, ökad bekvämlighet för
passagerarna, ökad effektivitet och högre användarvänlighet.
Å andra sidan, att ha fordon anslutna till Internet öppnar dem för en ny domän,
nämligen cybersäkerhet. Då vi tidigare bara övervägde cyberattacker på
traditionella datorsystem, måste vi nu börja tänka på det även för fordon. Detta
område omfattar emellertid inte bara de möjliga fordonsattackerna och deras
motsvarande försvar utan även modellering och simulering av dem med hjälp
av verktyg för analys av fordonssäkerhet, vilket också rekommenderas av
ENISA-rapporten med titeln ”Cyber Security and Resilience of smart cars: Good
practices and recommendations”.
På grund av detta behov av verktyg för fordonssäkerhetsanalys syftar detta
arbete till att skapa och utvärdera ett domänspecifikt, probabilistiskt
modelleringsspråk för simulering av cyberattacker på moderna anslutna fordon.
Språket har utformats utifrån det befintliga hotmodellerings- och
riskhanteringsverktyget securiCAD® av foreseeti AB och mer specifikt baserat
på dess underliggande mekanismer för att beskriva och probabilistiskt utvärdera
modellernas cyberhot.
Resultatet/slutprodukten
av
detta
arbete
är
modelleringsspråk för uppkopplade fordon, vehicleLang.

ett

probabilistiskt

Nyckelord: Domänspecifikt språk, Probabilistisk modellering, Cybersäkerhet,
Hotmodellering, Attackgrafer, Fordonsäkerhet
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1. Introduction
The technological advancements in the automotive industry as well as in
the field of communication technologies done the last years have transformed
the vehicles to complex machines that include not only electrical and mechanical
components but also a great number of electronic components. For example, a
typical car today is comprised of an average of 100 ECUs (Electronic Control
Units), many Cyber-physical systems while its operations are supported and
controlled by a vast amount (up to 100 million) of lines of code [1].
Furthermore, modern vehicles can now be connected to a Wide Area
Network (WAN) such as the Internet and in the very near future,
communications will also be present between the vehicles (V2V) and between
vehicles and infrastructure (V2I), something that can, interestingly, be found
as Internet of Vehicles (IoV) in the literature.
However, having vehicles connected to the Internet makes them
accessible and open to a new domain of interest, this no other than the domain
of cyber security. This practically means that while, previously, we were only
considering cyber-attacks on IT systems, now we need to start considering about
it also for vehicles. This, as a result, creates a relatively new field of research,
namely the vehicular cyber security, moreover this field is especially interesting
for the general public because most people have cars and understand the effects
that a security breach would have on their cars.
Research towards vehicle security began in 2010 when two researchers
from two US universities demonstrated that they could inject messages into the
CAN (Controller Area Network) bus of a 2009 model car and take control of
various systems including the speedometer, the engine and braking [2]. Not
many years later, in 2012, the US agency Defense Advanced Research Projects
Agency (DARPA) offered a fund for anyone who would produce a library of
tools that would help and make easier to start researching on the field of
vehicular security. However, all those results were not taken seriously by the
automotive industry because all the attacks presented were only possible when
having physical access to the vehicles. Eventually, it all started in 2014 when a
remote attack against an unaltered car, the well know “Jeep Hack” [3] (involving
a 2014 Jeep Cherokee), was presented. This remote attack showed that physical
control of some aspects of the vehicle was possible. The most recent example of
remote attacks against vehicles is the 14 security vulnerabilities discovered on
BMW vehicles by Keen Security Lab [4], in which the authors of another recent
car hack [5] belong.

1
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However, this field does not only include the possible vehicular cyberattacks techniques and their corresponding defenses but also the procedure of
modeling and simulating them, with the use of vehicular security analysis tools,
something that is also recommended by the recent ENISA report titled “Cyber
Security and Resilience of smart cars: Good practices and recommendations”
[6].
At this point, it must be noted that the main motivations towards all
the aforementioned changes in modern vehicles are firstly the improvement of
road safety, the higher convenience of the passengers, the increase in the
efficiency and the higher user friendliness. On the other hand, the motivations
towards vehicular threat modeling can be divided in two groups: i) the
consumers, and ii) the automotive industry. The motivations for the first group
are the achievement of higher end-user safety (i.e. the vehicle to be resilient
against cyber and cyber physical attacks) which leads to increased trust from
their part. For the second group, the main motivation is the use of an attack
proof design for their products which as a result could avoid them significant
monetary costs that could occur after a wide security vulnerability on its fleet
is exposed.
Building on this need for vehicular security analysis tools, a domainspecific, probabilistic modeling language for simulation of cyber-attacks on
modern connected vehicles, called vehicleLang, was created and evaluated
through this work. vehicleLang was designed based on the existing threat
modeling and risk management tool securiCAD® by foreseeti AB and more
specifically based on the underlying mechanisms for describing and
probabilistically evaluating the cyber threats of the models, namely the Meta
Attack Language (MAL). Additionally, this language was created with respect
to future expansions and has a modular structure (it is comprised of many
smaller files to be more reader friendly) and specific components could be
selected only when needed.

2
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2. Technical Background
This chapter will work as an introduction to the domain of this work by
presenting all the necessary background information needed. Before starting
presenting all the technologies behind modern connected cars/vehicles, the
connected car/vehicle itself must be defined.
A connected car or vehicle is a modern vehicle that apart from its
standard systems is also equipped with Internet access (probably via wireless
cellular network), and also usually with an in car wireless local area network
(WLAN). Connected cars, should however not be confused with interconnected
cars (cars that have vehicle-to-infrastructure or vehicle-to-vehicle
communications, V2X in general) or autonomous cars (cars that reach level 4
or 5 of automation).

2.1. Current technologies for connected vehicles
In Figure 1 a typical in-vehicle network of a car is depicted. While all
those lines and boxes might seem unknown to the reader right now, this subsection aims to provide all the necessary information about those.

Figure 1. In-Vehicle network example (courtesy of NXP Semiconductor)

2.1.1. Electronic Control Units (ECUs)
Modern vehicles consist of a large number of different computer
components, called Electronic Control Units (ECUs). An average vehicle today,
3
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contains around 100 of these devices [1], with each ECU being responsible for
one or more features/tasks of the vehicle. For example, one ECU is responsible
for controlling the ABS system (Anti-lock Braking System), another one is
responsible for controlling the engine (Engine Control Module – ECM), another
one controls the air conditioning system and so on. These ECUs need sometimes
to communicate with each other, so that they can make decisions on how to act
or trigger events. One example is the ABS system which monitors the wheels
rotational speed when applying the brakes and when a wheel stops rotating,
releases slightly the brake on that wheel to allow it to rotate once again. It is
easy to imagine that if an ECU that controls a safety critical system, like the
braking explained above, is compromised, then partial physical control of the
vehicle will be obtained. Such an attack is called cyber-physical attack because
from the cyber domain physical control is acquired.
With more technical details, an ECU is an embedded system in a vehicle
controlling one or more electrical system or subsystems. Its operations are
defined by a software program running on it, the firmware. Most of the times,
the firmware is also upgradable but proper authentication and validation of the
update must be first done [7]. ECUs have typically three modes of operation: i)
normal mode of operation, which is the mode in which the ECU works the
largest amount of time, this mode includes also the sleep mode in which the
ECU is switched when the vehicle is parked, ii) the diagnostics mode, which is
the mode used when the vehicle is being checked or repaired on a service facility
by a service mechanic who seeks for failures, and iii) the update mode, the so
called bootmode, which is the mode used when the ECU is ready to accept a
new firmware update [8].
Additionally, some ECUs will have safety features built into them, such
as not being able to switch the operation mode while the vehicle is in motion
or more advanced ones like the so called message confliction protection
mechanism, which is a mechanism that acts like a host-based IDPS (Intrusion
Detection and Prevention System) and what it does is that it monitors the
messages transmitted over the vehicle network that have the same unique ID
(used as source address) as its own, and therefore is able to detect injected
messages and ignore or even invalidate them.
Finally, since ECUs are controlled by programming code, and we humans
are the ones that write this code, vulnerabilities are another possible attack
vector. As a matter of fact, this is something that was demonstrated in [9].
All the above completely describe most of the ECUs but the last years,
a different approach is being developed, it is the idea of the Software Defined
Car which very much like the case of Software Defined Networks (SDNs) is the
transformation from dedicated hardware to generic hardware that performs
4
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dedicated tasks. Towards that goal, ECUs will no longer be simple embedded
systems that run only firmware but will be small computers running some kind
of operating system, or better operating environment, and many applications
on top of it. One well known approach to the above target is AUTomotive Open
System ARchitecture (AUTOSAR) [10], a standardized software framework for
vehicles that offers also a multi-level security architecture. Another approach is
BlackBerry’s QNX SDP 7.0 [11] which was presented on CES 2017.
2.1.2. Vehicular Networks
While the term network might not be the ideal one to use for in-vehicle
communications since most of the current network technologies are bus
networks, all the currently popular vehicle network technologies will be
presented here.
The main difference between a computer network and a vehicle’s bus
network is that on the latter all the nodes (in this case the ECUs) are directly
connected to a common link, the bus. That means that the broadcast
transmission scheme is followed, where each transmission on the bus is received
by all the connected nodes, but of course only those interested are processing
the received message while the other simply ignore it.
Before presenting the different types of vehicular networks, it must be
noted that each vehicle manufacturer decides which bus and which protocols to
use in its vehicle. In general, vehicle or safety critical communication, such as
RPM management, braking, etc. happen on high-speed bus lines, while noncritical communication, such as door locking, light management, A/C control
and such, happen on mid- to low-speed bus lines.
The first and most widely known and used vehicle network is the CAN
bus, a soft real-time event-triggered network. CAN bus exists in all modern
vehicles and is easily accessible from a standardized location on all vehicle, the
OBD-II (On-Board Diagnostics) connector. OBD-II, and therefore CAN, has
been a standard for all cars and light trucks in US since 1996 while in Europe
this happened on 2001 for petrol vehicles and 2004 for diesel vehicles. CAN bus
runs in two wires and differential signaling is used, which means that when a
signal comes in, CAN raises the voltage on one line and drops the other line an
equal amount [12]. CAN comes in three different flavors, high speed CAN
(CAN-HS), medium speed CAN (CAN-MS) and low speed CAN (CANLS/CAN-C). Each bus packet/message is identified by its arbitration/message
ID, which must be unique on a single CAN bus and specifies also the priority
of the message (the lower the numerical ID the higher the message’s priority).
CAN uses an arbitration method based on the priority driven CSMA/CD
(Carrier Sense Multiple Access / Collision Detection) access control method to
5
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always allow the transmission of the top priority message first. CAN offers also
a transmission error connection as well as a fault localization mechanism. An
extension of the original CAN bus protocol allowing larger payloads and
decreased latency, called CAN-FD was released in 2012 by Bosch [13].
Another well-known and more recently developed vehicle network is
FlexRay. FlexRay is a high-speed hard-real-time vehicle network used for Xby-wire applications e.g. break-by-wire or emergency braking systems due to its
high data rate and error-tolerance nature. FlexRay uses cyclic TDMA (Time
Division Multiple Access) method for data transmission control and supports
both synchronous transmissions for time-critical data and priority-driven
asynchronous transmissions for non-time-critical data [14]. FlexRay was
designed to be faster and more reliable than CAN but on the other hand is also
more expensive and that is why many automotive manufacturers avoid using
it. Every FlexRay transceiver features a Bus Guardian (BG), which is a
mechanism that as the name suggests “guards” the bus by not allowing
transmissions on the bus without conforming to the communication schedule
[15]. FlexRay nodes support also power saving features that for example allow
the controller to be put into sleep when not transmitting.
The last bus network that will be presented is the LIN (Local
Interconnect Network) bus network. LIN bus is practically a low-cost non-realtime sub-network of CAN used for communication between sensors and
actuators with low data rates (e.g. door locking or light sensors). LIN nodes also
support a sleep mode that is controlled by special sleep/wake-up messages.

Figure 2. Truck network example

Since focus is not only given in cars but also to other types of vehicles,
such as heavy vehicles (trucks, buses, etc.), Figure 2 [16] for example depicts
the network deployment on a truck, one more protocol that must be mentioned
is the SAE J1939 protocol [17]. It is a CAN-based protocol employed in many
heavy-duty vehicles, and while in some cases it is only used for diagnostics
communications some other manufacturers use it for all the communications. It
6

Sotirios Katsikeas – Master Thesis Report
vehicleLang: a probabilistic modeling and simulation language for vehicular cyber attacks

uses the same physical and data-link layers as CAN bus while the remaining
five layers are re-defined by it. It must be noted that while most heavy vehicle
manufacturers use it [18], not all of them fully support all the features of J1939
(for example requests might not be supported). All J1939 packets, except for
the request packet, contain eight bytes of data and a standard header which
contains an index called Parameter Group Number (PGN). The PGN is used
to identify a message's function and the associated data.
2.1.3. Gateway ECU
As seen by a survey at existing automotive architectures in [19], some
automotive networks are more challenging regarding attacks on safety critical
ECUs than others. It is therefore important and should be a primary target for
the automotive industry to design their automotive network architectures in
such a way to isolate ECUs in different zones and restrict access, as much as
possible, to ECUs that control safety critical features.
This separation is achieved by placing a bridge/gateway inbetween the
networks. This gateway is in fact another ECU and that is why the term
Gateway ECUs is used. This gateway ECU is an ECU that connects two or
more vehicular networks by acting as a bridge to them (like the one seen on
Figure 3).

Figure 3. A typical vehicle's network architecture (courtesy of NXP Semiconductor)

7
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Such an ECU might have higher computational power than a typical
one, mainly because it will also be responsible for acting as a kind of firewall.
More specifically, a gateway ECU can be configured with simple rules to allow
only specific messages (identified by their ID or by using some more complex
solution) to be forwarded to the other networks [20]. Moreover, a more complex
and more expensive implementation could also feature an inline IDPS that
monitors the connected networks for anomalies that might occur by an attacker
that tries to inject messages to them and effectively tries to discard those
injected messages [21].
2.1.4. Infotainment system
The information and entertainment system, or shorter infotainment
system, is a collection of software and hardware that provides audio/video
entertainment, and information services (like navigation, traffic information and
web browsing) to the vehicle’s passengers. Today, infotainment systems are very
much like a tablet device, they are running an operating system, they have
many applications, the have USB and Bluetooth connectivity and of course they
have a touchscreen as input device. Newer vehicles are equipped with
infotainment systems that provide also a WLAN network (Wi-Fi hotspot) to
the passengers, have NFC capabilities and can even be controlled via a mobile
application running on the passenger’s smartphone.
Behind the scenes, the infotainment system is connected with the rest of
the vehicle via a vehicular network (in most cases it is CAN but, in the future,
it will be Ethernet based). This connection is needed because the infotainment
system can also be used to make configurations on the vehicle (e.g. adjust the
suspensions, control the air conditioning, adjust the volume of the music
depending on the vehicle’s speed and more) or obtain information from other
components of the vehicle (e.g. display tire pressures, vehicle’s speed, etc.)
Following the same approach as for vehicular networks, a good security design
approach is to have the infotainment system as isolated as possible from the
critical vehicular networks. However as seen on [19], this is not always followed
and as a matter of fact many of the presented vehicle remote exploitations (like
on [3], [4] and [5]) are using the infotainment system as an entry point.

2.2. The future of connected vehicles
It will not come as a surprise if all the technologies presented in the
previous sub-section are not present in the vehicles of the not so imminent
future. But, for this to happen, newer and better alternatives must be found
first. Some of those will be presented next.

8
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2.2.1. Vehicular Ethernet
Because of the limitations of the bus networks presented on the previous
sub-section and because the whole vehicle industry is slowly moving towards
vehicles that will look more like distributed computer networks defined by
software, a new type of network with higher capabilities must be found. The
solution suggested was rather simple. Since modern vehicles already have
hundreds of cabling, why not use traditional Ethernet networks on vehicles?
The proposed solution by Broadcom Corporation to this question was initially
called BroadR-Reach and specified an Ethernet physical layer standard
specifically designed for vehicles. The most important change over the
traditional Ethernet is that it uses only a single unshielded twisted pair cable
which is important because it practically allows the replacement of existing bus
networks with small or no extra cabling weight. BroadR-Reach is currently
standardized as 100BASE-T1 in the IEEE 802.3 set of standards. Apart from
the change in the physical layer and lower power requirements, all the layers
above remain unchanged, which means that regular TCP/UDP connections can
be used for transferring data. Therefore, Ethernet will be a great alternative in
the future especially where limited latency and network jitter is needed [22].
2.2.2. Vehicle-to-X (V2X) communication
With the adoption of advanced connectivity capabilities like Vehicle-toVehicle (V2V) and/or Vehicle-to-Infrastructure (V2I) communications in
vehicles, the need for new protocols that will manage and secure such
communications is created. Additionally, those new protocols should be with
some way backwards compatible with the existing ones because communications
with the internal networks of the vehicle must be retained. For example, in the
case of a V2V collision avoidance system, a wireless component must receive a
signal from the leading vehicle, send messages in the internal networks that will
control braking and/or steering and inform the following vehicles about the
event using again the wireless component.
For those kinds of applications two standardized solutions already exist.
First, the Dedicated Short-Range Communications (DSRC) specifies a one-way
or two-way short-range to medium-range wireless communication channels
specifically designed for automotive use and a corresponding set of protocols
and standards. Second, the IEEE 802.11p, an approved amendment to the IEEE
802.11 standard, adds support for wireless access in vehicular environments
(WAVE), which is a vehicular communication system used for V2X applications
that uses the licensed ITS (Intelligent Transportation Systems) band of 5.9 GHz
(5.85-5.925 GHz). This is also the foundation of a European standard for
vehicular communication known as ETSI ITS-G5.
9
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2.3. securiCAD® software
securiCAD® by foreseeti AB is a modeling tool for enterprise cyber
security that targets on the better understanding of the resilience towards
attacks on IT infrastructures. This is achieved by running simulations of
penetration tests on a created model of an IT infrastructure.
The end user either models the whole IT architecture by drag-and-drop
functionality and/or by importing the automatically created model from other
tools, such as vulnerability and network scanners. The graphical interface of
securiCAD® can be seen on Figure 4. securiCAD® then runs simulations of
different attacks and provides both a “heat map” of where the architecture is
likely to be more or less vulnerable as well as a complete attack step
graph/attack path. The attack simulations are based on probabilistic
simulations in attack graphs, similar to Bayesian networks in combination with
the results of security research, performed so far, and domain specific expertise.

Figure 4. securiCAD® in action

In order to create a model of an IT infrastructure, the end user/modeler
should construct the model by placing and connecting assets with each other.
Assets are the most fundamental elements and represent the real elements of
an IT infrastructure (e.g. hosts, applications, networks, routers, etc.). As
already mentioned, assets can be connected with each other following predefined associations rules. The modeler can also make use of components, which
10
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are ready to use groups of connected assets (such as Linux servers, operating
systems, etc.) in order to create the model. Each asset contains a number of
attacks and defenses. Defense’s values can be set by the modeler and affect the
results of the simulation while the attacks can be selected by the modeler as the
attacker’s entry point to the system.
In short, a probability distribution for the expected time it would take
for an attacker to compromise (also known as Time to Compromise – TTC)
every single asset in the modeled IT infrastructure is being calculated. Then the
attack step graph is produced and displayed to the user.
Although securiCAD® is currently being used to model IT
infrastructures, the current need for increased vehicular cyber security is a very
good motive towards adding support for vehicular infrastructures to it. The
work performed by me during my master thesis is the very first milestone
towards achieving that goal.
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3. Theory
In this chapter of the report all the theory behind this work will be
presented and explained in detail. First, the foundations of domain-specific
languages and vehicleLang, more specifically, will be presented, while an
application of it for IT infrastructures will be presented next.

3.1. Probabilistic threat modeling and attack simulation
Threat modeling is a process that allows the identification, enumeration,
and prioritization of potential threats in a system. All this, of course, happens
from a hypothetical attacker’s point of view. The main purpose of threat
modeling is to provide feedback to the system’s designers about the probable
attacker’s profile, the list of possible attacks and the assets that are most likely
be attacked.
Threat modeling is so important that apart from IT systems, many of us
use it every single day without even noticing it. One very simple everyday
application of threat modeling are the active thinking and calculations one does
when driving a car or even when the car is driven by itself. During that scenario,
the results of different possible actions are evaluated and used to take
preemptive actions to avoid possible accidents.
When it comes to probabilistic threat modeling, the difference is the
introduction of the likelihood notion. This practically means that an attack, in
a probabilistic threat model, could require some effort (in terms of time to
compromise, symbolized as TTClocal) from the attacker in order to be
successfully compromised. This is achieved by assigning a probability
distribution, with proper argument values, for this attack. That, of course, has
an impact over the TTCglobal of the model (which is the sum of all the TTClocal
of all the followed attack steps on the attack graph). This also means that in
case where multiple attack paths exist, the one that represents the shortest
path, in terms of time (i.e. has the smallest TTCglobal), will be selected as the
optimal attack path. In general, as the TTC increases, the likelihood of a
successful attack, and thereby risk, decreases [23]. The shortest path problem
can be solved using well-known shortest path algorithms such as Dijkstra’s
single-source shortest path algorithm [24].
A probabilistic threat model should also be probabilistically simulated,
and this can happen by the also well-known Monte Carlo method. This method
denotes the use of repeated random samples to obtain a final value on a
deterministic problem.
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A mathematical formalization of the foundations of the Meta Attack
Language, which will be presented in the next sub-section, will be now
presented.
Threat modeling is performed around domain entities which are usually
called objects or assets. For example, in the case of vehicular threat modeling,
a representative asset might be the ECU. Assets are then partitioned into a set
of classes 𝑋𝑋 = {𝑋𝑋1 , … , 𝑋𝑋𝑛𝑛 }, like for example:
𝐸𝐸𝐸𝐸𝐸𝐸 ∈ 𝑀𝑀𝑀𝑀𝑀𝑀ℎ𝑖𝑖𝑖𝑖𝑖𝑖

Each of those classes is related with a set of attack steps 𝐴𝐴(𝑋𝑋) and 𝑋𝑋. 𝐴𝐴
is used when the attack step A of the asset in class X is referenced. In our
example an attack step example could be ECU.connect or
ECU.maliciousFirmwareUpdate.
Two assets can be connected with each other through links and links are
then partitioned to associations that are used to relate assets to each other. A
link is a binary tuple of assets represented by 𝜆𝜆 = (𝑥𝑥𝑖𝑖 , 𝑥𝑥𝑗𝑗 ). One example could
be that an ECU is connected to a Network. Associations on the other hand are
represented by 𝛬𝛬 = {𝛬𝛬1 , … , 𝛬𝛬𝑛𝑛 }. Finally, classes have roles in associations
represented like 𝛹𝛹(𝑋𝑋𝑖𝑖 , 𝛬𝛬), and 𝑋𝑋. 𝛹𝛹 could be used to reference the opposite end
of the association. In our example the connection association between an ECU
and a Network can have a role named ConnectedECUs on one end, that means
that in this network this ECU is connected and can also have another role
named ConnectedNetwork on the other end, that means that this ECU is
connected to this Network.
Next, attack steps are connected with each other with the use of directed
edges, 𝑒𝑒 ∈ 𝐸𝐸, represented as follows
𝑒𝑒 = �𝑋𝑋𝑖𝑖 . 𝐴𝐴𝑘𝑘 , 𝑋𝑋𝑗𝑗 . 𝐴𝐴𝑙𝑙 �|𝑋𝑋𝑗𝑗 = 𝛹𝛹(𝑋𝑋𝑖𝑖 , 𝛬𝛬)

Finally, due to the probabilistic nature of threat modeling and as already
mentioned above, attack steps are associated with a probability distribution that
is represented by
𝜑𝜑(𝐴𝐴) = 𝑃𝑃(𝑇𝑇𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 (𝐴𝐴) = 𝑡𝑡)

3.2. MAL (the Meta Attack Language)
To reduce the effort of creating new attack graphs for each system of a
given type, domain-specific attack languages may be employed. They codify
common attack logics of the considered domain. Consequently, they ease the
reusability of the created models and, thus, facilitate the modeling of a specific
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system in the domain. Previously, MAL (the Meta Attack Language) [25] was
proposed, which serves as a framework to develop domain-specific attack
modeling languages.
This section aims to present the core parts of the grammar/syntax of
MAL. For the formalism behind the language and details reference to the
original work is performed.
MAL consists mainly of asset definitions (e.g. Vehicle), attack steps on
assets (e.g. Vehicle.hijack), defenses on assets (e.g. Vehicle.immobilizer) and
finally associations/relations between those assets. All those comprise the MAL
specification, which is a MAL file for a specific domain of interest. Additionally,
attack steps are connected to each other, which means that the successful
compromise of the first attack step leads to the second/connected attack step.
Attack steps can be either of the type OR or of type AND, signifying that
compromise of at least one of its parent attack steps is required to compromise
this step (OR) or that compromise of all parent steps is required (AND). Lastly,
defenses are parent attack steps that act as obstacles for the connected attack
steps in case they are enabled. To each attack step a probability distribution
can be associated describing the expected time to compromise this attack step,
this is called local time to compromise. Simulating different attacker’s behavior
on the modeled MAL attack graph allows the calculation of the global time to
compromise. This value provides the modeler with a measure of how secure
various points of the system are in respect to attack resilience. Further, it
facilitates a quantitative way of comparing system’s designs.
Assets containing attack steps constitute the core entities of a MAL
specification. An asset is specified as such:
asset Vehicle {
| hijack
-> immobilizer.bypass,
immobilizer.disarm
}

Vehicle is the name of the asset, and hijack is the name of its unique

attack step. | symbolizes that the attack step is of type OR. AND is represented
by the & symbol, while defenses are denoted by a #. The arrow ->, signifies
that the successful compromise of this attack step allows the attacker to
consequently compromise the attack steps immobilizer.bypass and
immobilizer.disarm. Finally, immobilizer is an association role, which is defined
in a separate part of the MAL specification as follows:
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associations {
Vehicle [vehicle] 1 <-[immobilizer] Immobilizer
}

ImmobilizerProtection

-->

1

Association’s ends are bound to types with cardinalities like UML class
diagrams. In this example, one object of the type Vehicle can be connected to
one object of the class Immobilizer . Both ends of an association have role names,
which are used for navigation. Thus, for example myVehicle.immobilizer, where
myVehicle would be an instance/instantiation of Vehicle, refers to the
Immobilizer object connected to myVehicle. Consequently, a compromise of the
Vehicle.hijack attack step enables the attacker to perform an attack through
the accessible step on the connected Immobilizer object, i.e. the vehicle's
immobilizer.
MAL features inheritance in a manner like other object-oriented
languages. It also allows the definition of abstract classes that are only intended
for specialization and should never be instantiated. In the following example,
Vehicle is an abstract class, specialized into two concrete classes Car and Truck,
which inherit the attack steps and associations of Vehicle. Car adds an
additional required attack step, named “key”, that must be compromised for the
attacker to be able to drive the Car .
abstractClass Vehicle {
| accessible
-> drive
& drive
}
class Truck extends Vehicle {
}
class Car extends Vehicle {
| key
-> drive
& drive
}
Some attack steps may be accomplished without effort. For instance, as
soon as a truck is accessible to the attacker, he/she can drive it. However,
sometimes attack steps require a certain amount of time. Therefore, it is possible
for each attack step to specify the required time in the form of a probability
distribution. For example, the time to short-circuit a Car takes a mean of 3.14
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minutes specified by an Exponential distribution. This can be specified as
follows:
class Car {
& short-circuit [ExponentialDistribution(3.14)]
}
Objects can be configured at the time of instantiation which is used for
modelling defenses. For example, some instances of the class Car should have
an immobilizer, while others do not have one. In this case, the defense
Car.immobilizer may be introduced. # represent defenses and boolean values
indicate defense's status. Technically, each defense includes an attack step. If
the defense is false, then the associated attack step is marked as compromised
at the time of instantiation. Following example facilitates effect's
comprehension:
class Car {
| accessible
-> short-circuit
& short-circuit

}

# immobilizer
-> short-circuit

If Car.immobilizer is disabled (false), then the attacker will be able to
reach the AND “short-circuit” attack step as soon as he/she has reached the
“accessible” attack step. If, instead, Car.immobilizer is enabled (true), then
“short-circuit” will not be reached, as it's compromise requires the compromise
of both/all parents.
In conclusion, a domain-specific language defines which information
about a system is required while also specifies the generic attack logic. Because
MAL is a meta language, no specific domain of interest, like vehicle cyber
security, is represented. MAL should therefore be used as a foundation to create
and evaluate vehicleLang, the domain-specific, probabilistic modeling language
for simulation of cyber-attacks on modern connected vehicles.

3.3. Test Cases for MAL
A Test Case (TC) is nothing more than an instantiated scenario. In other
words, it is a way for a developer to model a real-world infrastructure, with the
use of Java class instances (which come from the MAL specified assets), together
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with a known attack scenario where an attacker is placed in an entry point of
the modeled infrastructure and then the attack simulation is run. A test case is
comprised of three significant parts: i) first, all the entities contained in the test
case must be created/instantiated, ii) second, the connections between those
entities (like connection of a machine to a network) must be established and
then the attacker must be attached on an entry point to the graph of entities
and iii) last the simulation is started and different methods of assertions are
used to check if the attacker achieved or not to compromise different attack
steps in the model.
Below follows a very simple test case/instantiated scenario using the
same example assets used on the previous sub-section
Car myCar = new Car();
Immobilizer myImmobilizer = new Immobilizer();
myCar.addImmobilizer(myImmobilizer);
Attacker attacker = new Attacker();
attacker.addAttackPoint(myCar.accessible);
attacker.attack();
myCar.short-circuit.assertUncompromised();
myCar.drive.assertUncompromised();
In this small example, the attacker is assumed to have compromised the
accessibility of the Car, which means that he/she is in close distance to the car.
The Car is protected by an Immobilizer and the attacker has not in his
possession the keys of the Car. As a result, what the developer expects is that
short-circuit will not be possible and therefore the attacker will also not be able
to drive the Car away. That is why, the assertUncompromised assertion method
was used in this case. If this test was executed the result would be a success.

3.4. coreLang
In this section, coreLang, an application of MAL for IT systems designed
by the creators of MAL, will be presented. coreLang, also referred to as core
language from now on, is the conceptual basis and the main source of inspiration
for the design of vehicleLang. The MAL specification of coreLang includes all
the core (thus the name) assets, attack steps and defenses needed for an IT
system’s modeler. For that reason, it can also be used as a foundation for more
advanced or domain specific languages. For example, the current version of
coreLang does not have an asset for IDPS, but such an asset could be easily
integrated in the form of a new external MAL specification that will be included
17
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in coreLang, with similar way as includes work for existing programming
languages.
However, this was not done in the case of vehicleLang, because,
unfortunately during the initial design of vehicleLang, coreLang was not ready
yet, so instead of acting as the foundation for vehicleLang it acted as a way to
verify the correctness of it, in terms of attack step connections, after it was
partially developed. It must be also noted that the predecessor of coreLang,
called securiLang2, was also taken into consideration when designing
vehicleLang. The figure below comes from the coreLang’s user manual and
shows the coreLang assets and the associations among them:

Figure 5. coreLang assets and associations UML diagram (courtesy of foreseeti AB)

As seen from Figure 5, the assets are scattered among five categories,
namely the system, security, communication, people and network categories.
Next, the most important assets of coreLang will be presented in detail.
Starting with the most basic asset, which is the Machine, here displayed
as AuthMachine, it represents the machines/hardware that are present in a
computer network. The attack steps belonging to the AuthMachine asset are:
•

connect: This means that an attacker can try to connect to the machine

•

authenticate: If the attacker has the credentials of an account, he can
achieve
18

Sotirios Katsikeas – Master Thesis Report
vehicleLang: a probabilistic modeling and simulation language for vehicular cyber attacks

authenticated access (legitimate access)
•

authenticatedAccess: An attacker that has connected to the machine and
authenticated himself gains access through legitimate authentication

•

bypassAccessControl: An attacker can bypass access control and directly
gain access on a machine

•

access: Finally, an attacker that either authenticated himself or bypassed
the access control and is connected to the machine can gain access on
that machine

•

denialOfService: An attacker can perform a Denial of Service (DoS)
attack on the machine and therefore make the data stored on it
inaccessible
The reason why those attack steps were presented in detail is because

those are the most common attack steps among all the assets in coreLang, and
domain specific language developers are encouraged to reuse them when
inheriting from coreLang’s assets or creating their own assets.
Something more that must be noted here, regarding the Machine asset,
is the extensive use of inheritance. More specifically we can see that SoftMachine
inherits from VulnMachine which in turn inherits from AuthMachine. This
chain of inheritance allows the modeler to have higher control of the attacks
that can happen on the model since different levels of inheritance introduce
additional possible attack steps on them. In this example the topmost parent,

AuthMachine, has the attack steps presented above, which represent attack that
can happen on the authentication process (thus the name). Moving one level
down, the VulnMachine, has additional attack steps that represent attacks that
can happen due to possible connection or access vulnerabilities on the machine.
Finally, SoftMachine, represents a machine on top of which different software
are running and the attacks that can lead to them. In general, the same
approach is followed for all the inheritance relations of coreLang and of course
the same was followed for the development of vehicleLang.
One more important asset of coreLang is the Dataflow asset. It represents
a data traffic channel that contains Data in transit and is the only way through
which two Machines can communicate with each other. The advantage of
having Machines communicating over Dataflows and not over Networks, is that
the modeler does not have to necessarily model and connect all Machines to the
Network, instead he/she only needs to connect all the communicating Machines
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via a Dataflow. As we can also see from Figure 5, Dataflow has no child assets.
The attack steps belonging to the Dataflow asset are presented below:
•

eavesdrop: This means that an attacker eavesdrops the dataflow, he/she
can access the contained data. However, that data may, in turn, be
encrypted, thus preventing a breach of confidentiality

•

manInTheMiddle: An attacker that man-in-the-middles the dataflow,
can control the contained Data. That Data may, again, be encrypted and
authenticated, thus preventing a breach of confidentiality and integrity

•

denialOfService: A denial-of-service-attack on the dataflow makes the
contained Data inaccessible

•

request: An attacker can perform malicious requests on the Network

Service that is connected to the dataflow
•

respond: An attacker can also perform malicious responds to the Network

Clients that are connected to the dataflow or even try to gain access on
Network Clients to whom a program (e.g. a software update or a Web
application) is distributed over the network
An IT infrastructure would not be complete without networks, that is
why the Network asset of coreLang represents all types of networks from
Ethernet LANs and Wi-Fi networks up to the Internet. The attack steps
belonging to the Network asset are:
•

access: Access implies the possibility to submit packets over the network.
It does not imply the possibility to listen to others' traffic on the network.
The attacker is assumed to be outside the router but with a possibility
to communicate in to the network

•

eavesdrop: This means that an attacker can eavesdrop the dataflows
transmitted over the Network

•

manInTheMiddle: An attacker can also intercept and tamper with
dataflows transmitted over the Network

•

denialOfService: A denial-of-service-attack on the network makes the
whole network (the dataflows transmitted over it) unavailable

The final asset of coreLang that will be presented is no other than the
Router , which is the device that connects two or more Networks and is
responsible for routing all the traffic between them. The Router is modeled as
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a child of the NetworkService asset in coreLang because a router, especially in
modern SDN networks is indeed a software service and not hardware as it was
in the traditional networks. The attack steps belonging to this asset are:
•

access: Access means that the attacker has achieved to fully compromise
the router either by bypassing the authentication or by having the
credentials to pass through it and is now able to perform man-in-themiddle attack on the connected Networks or forward packets/messages
to them

•

forwarding: Forwarding is the lightest interaction with the router, where
the router simply retransmits received messages. Vulnerabilities may,
however, lead to compromise of the router as well as of the associated
firewall

•

denialOfService: An attacker can perform Denial of Service (DoS) attack
on the connected to the router Networks
The selection of the coreLang assets to be presented in detail was not

random, on the contrary the assets presented above are the ones that were used
as a foundation for the development of the assets in vehicleLang. For that
reason, some resemblance in the attack steps of both languages must be
expected.
Now that the most interesting assets of coreLang were presented it is
time to move to some comments regarding the modularity of coreLang.
Following the same approach as for the inheritance (as seen for example for the
*Machine assets), coreLang is separated in multiple smaller (MAL specification)
files that include only the assets that are relevant to the file’s name. For
example, the coreAuthentication MAL file specifies, among others, the

AuthMachine asset while the coreVulnerability MAL file specifies, among
others, the VulnMachine asset. Then each file “includes” the other so that when
concatenated to one final MAL file the total of the modeled assets and attacks
steps will be included. This modularity provides a great level of flexibility to
someone that wants to reuse some parts of coreLang for the development of a
new domain specific language. Furthermore, domain specific language
developers are highly motivated to follow the same approach during their work.
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4. Problem Definition
As it is already mentioned, modern vehicles and personal computers have
many things in common, i.e. both are connected to the Internet and both are
dependent on applications running on the Internet. Therefore, a good question
would be, how can we security audit, in the same way we do with IT
infrastructure, the design of a vehicle so that it can be as secure as possible.
The solution to that problem is the employment of vehicular threat
modeling and more specifically a simulation-based approach on that was the
target of this work.

4.1. Delimitations
Because the time was limited and the domain under study is still not
completely explored when it comes to cyber-security, this work has some
delimitations. Those delimitations help to set a solid target and helped to
prevent this work from becoming too wide on the subject (i.e. including lot of
information but with not enough detail). Instead of that, the goal was to achieve
as much detail as possible on a less wide area of research. To achieve that a
bottom-up modeling approach was followed. For that reason, the delimitation
of this work, in the first phase, was to try to model only the internal networks
of the vehicles (for example CAN bus, FlexRay, LIN bus, etc.) and the attacks
that can happen on them and to the connected components (such as ECUs,
Gateway ECU, sensors/actuators, etc.). Of course, later and because time
permitted it, the revised target was to model a wider range of the vehicular
architecture (such as vehicular Ethernet networks, diagnostics protocols and
some popular public interfaces) and even higher layers of the vehicular
architecture (as for example the connection of the infotainment system with the
internal networks). However, the vehicle’s communications that happen over
the Internet via the infotainment system or to other networks via the telematics
module were not modeled in this work and remain as a work to-do in a future
expansion. Additionally, all the Vehicle-to-X communications are also
considered to be out of scope for this work.

4.2. Target solution
The target solution and final product of this work was the probabilistic
modeling and simulation language for cyber-attacks on connected vehicles, the
so called vehicleLang. This modeling language was designed with a target in
mind, to be ready for use in the future versions of securiCAD® software.
Additionally, this language was created with respect to future expansions and
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follows a modular structure, i.e. it is comprised of many smaller files to be
reader friendly and easily adjustable because some assets could only be selected
only when needed.
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5. Related work
The primary domain of this work is the vehicular threat modeling and
while this is still a domain under rapid development some examples of existing
related work can be found. For example, in [26] and [27] some ways to create
threat models for vehicles are presented. Additionally, in [28] two threat
modeling methods for IT infrastructures were adapted to fit the needs of the
automotive industry, while in [29] a framework for vehicular threat modeling is
proposed.
The other domain covered by this work is the one that has to do with
probabilistic attack graphs and system modeling. In this field, some good
examples of related previous work are: i) a predictive probabilistic cyber
security modeling language presented in [30], ii) an attack-graph-driven
probabilistic threat modeling approach [31], iii) a cyber security modeling
language presented in [32], and finaly iv) the Meta Attack Language (MAL)
[25] which is the domain specific language for probabilistic threat modeling and
attack simulation presented in chapter 3.2. However, to the best of my
knowledge no research in the direction of probabilistic attack graph modelling
within the domain of vehicle security exists so far.
Regarding the related to vehicle cyber attacks work, in which this work
was built on, no mention will be made in this chapter because all the references
to it are being made in section 8, where all the modeled cyber attacks that are
covered by vehicleLang are presented in detail.
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6. Methodology
In this section of the report, the methodology followed for different parts
of this work will be explained. This will help the reader better understand the
approach followed to solve the problem under study, make clear why some
choices were made and increase the reproducibility of this work.

6.1. For the domain survey
The procedure followed for the domain survey that was performed in the
first weeks of this work is the following. At the start, some relevant to the topic
books that were suggested to me was used as a way to become familiar with the
domain under study and get an overall idea of the modern car’s infrastructure.
Additionally, the technical documentation of securiCAD® as well as the MAL
specification of securiLang2 were provided to me and were also studied so that
proper inspiration would be created.
The next step was to perform a wide literature study of the domain to
find the most important vehicle network’s components, the so-called assets, and
create a list of them. This list would then be used as a guide on what assets the
very first MAL specification must include. This literature study was done by
researching about car’s network infrastructure and possible attacks on the most
common buses and protocols used in modern cars (i.e. CAN bus, FlexRay and
LIN bus). For this, the Google Scholar, IEEE Xplore and Springer Books portals
were employed.
After this initial literature study many questions were created to me and
the best way to get credible answers was to conduct a Q&A session as well as
an interview with a domain expert from the automotive industry.
Finally, it must be noted that during this work multiple domain surveys
were performed apart from the initial one described above. This was done
because based on the available time left, vehicleLang was continuously
expanding to cover even more assets on modern vehicles and therefore an
iterative development process was followed.

6.2. For the creation of the attack list
Since the list of the important assets was created, the immediate next
step was to create a list of all the possible attacks that can happen on those
assets. To create that list, all the found literature from the previous step,
together with the MAL specification of securiLang2 was used. In more detail
the approach followed was the following: I first adopted all the relevant (the
ones that have a logical relation with the domain’s assets) basic attacks from
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securiLang2 and then I reviewed once more the found literature for attacks that
could be included in the attack list and possible defense mechanisms for them.

6.3. For the design/development of vehicleLang
Then, the development of the MAL specification for vehicleLang was
started. The approach followed for this step was the following. At the first place,
I added on the existing MAL specification of securiLang2 the domain specific
assets from my asset list. This helped me understood that I had some questions
regarding MAL for which I sought answers from its creators. After having all
my questions answered I continued developing the MAL specification for
vehicleLang and I also removed all the unnecessary (for my domain) assets of
securiLang2. Additionally, new attack steps, defenses and asset associations
were introduced in my working MAL specification. The final result of this
approach was a completely new MAL specification with similarities with
securiLang2 only on some common assets and attacks. Of course, later, when
coreLang was made available to me I had to modify some parts of vehicleLang
to make sure it follows the new modular approach that coreLang follows (as
explained on section 3.4).

6.4. For validation & evaluation
The final step of this work was to evaluate and validate the produced
product in terms of correctness, performance and user-friendliness. The main
tool used for validation of a MAL specification are the test cases. As already
mentioned, a test case is way to model a real-world infrastructure, with the use
of class/asset instances, together with an attack scenario where an attacker is
placed in an entry point of the modeled infrastructure and then the attack
simulation is run.
Test cases can be differentiated into two categories. First, there are unit
tests that ensure that there are no mistakes in the implementation of specific
attack steps on single assets. Those tests should be implemented by the
developer of the language itself and in this case were also developed by a
researcher developing a language related to vehicleLang. Second, there are the
integration tests which are test cases based on the attack list and focus more
on the connections between the attack steps on different assets and represent
how an actual attacker would attack the created model. The test cases of this
last category were implemented by me and also through brainstorming sessions
with other language developers as well as through two peer reviewing sessions
with the same persons.
Another way that was used to validate the design of vehicleLang was a
type of reverse literature research, which means that after the attack list was
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constructed and the attacks were implemented as attack steps in the MAL
specification, a new round of literature research was conducted for the same
attacks in order to find more related, to those attacks, resources and use them
to verify the implementation of them in terms of how the attack steps are
connected among different assets and what effect does each attack has on the
vehicle.
Finally, a reviewing/validation session with a domain expert from the
automotive industry was performed. In that session, the developed language
was shortly presented together with some of the exemplary test cases were
presented in order to trigger valuable feedback while next a brainstorming
session took place through which real-world test cases were constructed and
their results were evaluated.
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7. Domain Feature Matrix
This chapter will provide a presentation of the results of the domain
survey performed at the start of this work as well as a feature matrix of all the
assets that were recognized as important and was therefore covered by
vehicleLang.
Before presenting the feature matrix table for the domain under study,
the top-level asset categories that were identified will be presented. Those were
used for better factoring and categorization of the produced feature matrix as
well as the MAL specification. Those categories are the following:
•

System (ECUs, GatewayECUs, embedded sensors, firmware, etc.)

•

Networking (the types of networks found on modern vehicles)

•

Communication (Dataflows, Data, EncryptedData and more)

•

Security (Vulnerabilities, Accounts, Credentials, IDPS and more)
Moving to a lower level now, the contained assets of the above categories

will be presented in the feature matrix table. More specifically the following
table displays whether a domain specific asset is already covered by the core
language, if it will be covered by vehicleLang, or if it is completely out of scope
for this work.
Table 1. Asset feature matrix

Category

Asset

coreLang vehicleLang

Ethernet

X

Out of
scope

X
X

Vehicle
Network
Network

CAN

X

FlexRay

X

LIN

X

J1939

X

WAN

X

X

Wi-Fi

X

X

Bluetooth

X

MOST

X

Power-line (DC-LIN/
CD-BUS)

X
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Category

Network
(cont.)

Asset

coreLang vehicleLang

Out of
scope

RF protocols (DASH7)

X

Telematics

X

WAVE (802.11p)

X

DSRC

X
X

ECU

GatewayECU

X

Ethernet
GatewayECU

X

Embedded Sensors

X

Infotainment System

X
X

X

Operating
System

X

Firmware
Machine

Software

X

Application

X

Service

X

X

Network
Service

X

X

Transmitter
Service

X

UDS Service

X

Client

X

X

Network
Client

X

X

Vehicle
Network
Receiver

X

Information
Data
Communication
Dataflow

X

Core
Encrypted
Data
Connection
Oriented
Dataflow
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Category
Communication
(cont.)

Security

Asset

coreLang vehicleLang

Connectionles
s Dataflow

X

Vulnerability

X

X

User

X

X

Account

X

X

Credentials

X

X

Message ID

X

IDPS

X
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8. Taxonomy of Attacks
In this section, all the attacks that were found in the literature and which
vehicleLang covers among all its assets will be presented. More specifically,
every asset modeled by vehicleLang will be visited and the modeled attacks for
each one of them will be listed and explained.

8.1. ECU
Starting with the ECU asset, the following attacks are modeled:
•
•
•
•
•
•
•

A1.1
A1.2
A1.3
A1.4
A1.5
A1.6
A1.7

Bypass Access Control
Denial of Service (DoS)
Shutdown
Change operation mode
Bypass message confliction
(Service) Message injection
Firmware modification

An attacker is able to bypass the access control (A1.1) and successfully
authenticate himself to the ECU without having the required credentials for the
proper authentication. This attack is adopted from the Machine asset on the
core language. Another attack that is adopted from the core language is the
DoS attack (A1.2), which means that an attacker performing such an attack
can obstruct the services running in that ECU, deny access to the stored data
or even make the whole ECU unresponsive.
Moving on to the domain specific attacks, the “shutdown” attack (A1.3)
is the attack through which an attacker successfully turns off or takes offline a
normally working ECU [3], [33]. This attack might sound easy but requires a
significant amount of effort from the attacker to be successful. One attack
similar to the previous one is the “change operation mode” attack (A1.4) through
which an attacker can change the operation mode of an ECU from normal to
diagnostics mode (the mode used when the vehicle is being checked or repaired
on a service facility by a service mechanic to seek for failures of the system), or
even to update mode, the so called bootmode (the mode used when the ECU is
ready to accept a new firmware update) [8]. This attack can be very easily
counteracted by having a mechanism that prevents diagnostics mode after the
vehicle starts moving or allows diagnostics mode only after some physical
change is done on the vehicle (e.g. a physical switch pressed by the mechanic)
[8].
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The next two attacks are related to message injection. The first one
(A1.5) is the attack in which an attacker bypasses the message confliction
protection mechanism by changing the ECU’s operation mode (as seen on A1.4),
thus relieving himself of possible message conflicts when injecting forged
messages to the network [3]. The second attack (A1.6) is called “service message
injection” and is the possibility of an attacker to inject forged messages to the
network exploiting the services that are running on this specific ECU [34]. The
“service” term in the attack’s name is used to highlight the fact that message
injection is only possible on the dataflows originating from this ECU and not
in all the dataflows of the network. For this to happen, the message injection
attack (A3.4) of the VehicleNetwork, which will be presented later, is needed.
Finally, the firmware modification attack (A1.7) is when an attacker tries
to upload a custom firmware on a target ECU so that he can gain full access
on that ECU and maybe on the connected network [3]. Of course, if firmware
updates need to be validated or signed first then this attack is much harder or
even impossible to happen.

8.2. Gateway ECU
On the Gateway ECU asset, the following attacks are modeled:
•
•
•

A2.1 Bypass Firewall
A2.2 Bypass IDPS
A2.3 Denial of Service (DoS)

The bypass firewall attack (A2.1) is the simplest one and happens when
firewall protection is disabled on a gateway ECU. The bypass IDPS attack
(A2.2) happens when firewall is disabled and therefore the attacker can attempt
to bypass the IDPS by carefully injecting messages to the network that are
being undetected by the IDPS [34], [18], [35]. This, however requires some effort
from the attacker to succeed. Finally, the DoS attack (A2.3) is similar to the
one presented on the plain ECU but with the addition that further DoS can be
performed on all the connected networks.

8.3. Vehicle Network
When it comes to
attacks:
• A3.1
• A3.2
• A3.3
• A3.4

the Vehicle Network asset, it models the following
Eavesdrop
Man in the Middle (MitM)
Denial of Service (DoS)
Message Injection
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The eavesdrop attack (A3.1) is when an attacker can eavesdrop the
network in general and more specifically the dataflows that are transmitted over
it [36], [37]. The Man in the Middle attack (A3.2) on the other hand is when an
attacker can intercept and tamper with the dataflows transmitted over the
networks [36]. The DoS attack (A3.3) on a vehicle network means that the
attacker can perform DoS on all the network’s communications, i.e. the
dataflows [33], [38]. This can only happen however only if the attacker has
compromised the Gateway ECU and has access on it. Finally, the message
injection attack (A3.4) means that an attacker can inject forged messages to
the network, that for example could notify about vehicle’s fault or report fake
status (speed, operation mode, etc.) [8], [12], [36] and [3]. This can only happen
if the attacker has physical access on the network.

8.4. CAN Network
The CAN Network asset models the following attacks:
•
•

A4.1 Exploit CAN’s arbitration mechanism
A4.2 Bus-off attack

The first CAN specific attack (A4.1) is happening when an attacker
exploits the arbitration mechanism for message prioritization in CAN bus and
after some effort achieves invalidation of legitimate messages and/or message
tampering [3], [39] and [40]. Finally, the “bus-off” attack (A4.2) [33] is very
similar to the A1.3 attack in respect to its results but is only possible on a CAN
network since the attacker exploits the CAN’s error-handling scheme to
disconnect or shut down good/uncompromised ECUs.

8.5. FlexRay Network
The FlexRay Network asset models the following attacks:
•
•
•

A5.1 Common time base attack
A5.2 Exploit FlexRay’s Bus Guardian
A5.3 Sleep frame attack

The “common time base” attack (A5.1) happens when an attacker sends
more than needed SYNC (bus synchronization) messages within one
communication cycle, something that after some effort can make the whole
network inoperable [14]. On the other hand, in the A5.2 attack, an attacker
utilizes the Bus Guardian mechanism to send well-directed faked error messages
to deactivate controllers [14]. However, Bus Guardian is hardened so much
effort is needed [41] for that attack to succeed. Finally, the “sleep frame” attack
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(A5.3) happens when an attacker can send well-directed forged sleep frames to
deactivate power-saving capable FlexRay controllers [14]. For this attack to be
counteracted the power saving capabilities of FlexRay can be disabled.

8.6. LIN Network
The LIN Network asset models the following attacks:
•
•
•

A6.1 Inject bogus sync bytes
A6.2 Gain LIN access from CAN
A6.3 Inject header or timed response

An attacker that sends frames with bogus synchronization bytes within
the SYNCH field can make the local LIN network inoperative or cause at least
serious malfunctions [14], this attack is covered under the A6.1 attack.
Additionally, since LIN is practically a subnetwork of CAN, an attacker can
also easily gain access to the LIN subnetwork through a CAN bus node (A6.2)
[2], [42]. Finally, the A6.3 attack happens when an attacker exploits the error
handling mechanism of LIN bus to inject forged headers or messages to the
network, however this requires some effort and proposed defense mechanisms
already exist [43].

8.7. J1939 Network
The J1939 Network asset models only one attack:
•

A7.1 Message Injection

This attack has some differences when compared to the Vehicle
Network’s message injection attack (A3.4) and that is the reason why is it
remodeled here. In a J1939 network, an attacker can make requests towards
other J1939 nodes or PGNs (Parameter Group Number) and after some effort
forge malicious responds to such requests [39].

8.8. Ethernet Network
The Ethernet Network asset models the following attacks that can also
be found on the core language:
•
•
•
•
•

A8.1
A8.2
A8.3
A8.4
A8.5

Bypass port security/access control
ARP cache poisoning
Eavesdrop
Man in the Middle (MitM)
Denial of Service (DoS)
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At the first place, an attacker can bypass the port security which restricts
a port's ingress traffic by limiting the MAC addresses that can send traffic into
that port. This is a well-known attack and is modeled on A8.1. Another wellknown attack for Ethernet networks is the ARP cache poisoning. During this
attack an attacker sends spoofed Address Resolution Protocol (ARP) messages
onto a local area network in order to associate the attacker's MAC address with
the IP address of another host effectively causing any traffic meant for that IP
address to be sent to the attacker instead [44]. Usage of start ARP tables is a
good countermeasure against this attack.
The last three attacks are self-explanatory and have also been presented
before, so no comments will be done on them.

8.9. Ethernet Gateway ECU
The Ethernet Gateway ECU asset models the following attacks that can
also be found on the core language:
•
•

A9.1 Bypass firewall
A9.2 Denial of Service (DoS)

Again, same as on the simple Gateway ECU, if the firewall protection is
disabled on the Ethernet Gateway ECU, then the attacker can bypass it (A8.1).
Additionally, a DoS attack (A8.2) can also be performed an all the connected
networks.

8.10. UDS Service
The UDS Service asset models the following attack:
•

A10.1 Inject bogus sync bytes

An attacker that gains access on/compromises an UDS service can access
data stored on the executing ECU and also has the possibility to update the
firmware and change the operation mode of the ECU [45], [46].

8.11. Message ID
The Message ID asset models the following attack:
•

A11.1 Read Message ID

An attacker that eavesdrops (a dataflow or the network) or knows the
unique ID of a message on a bus network can use it to forge messages that can
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be used to gain access to receiving ECUs and their connected physical machines.
This technique is also described on [3].

8.12. Firmware
The Firmware asset models the following attacks:
•
•

A12.1 Bypass firmware validation
A12.2 Crack firmware validation

A firmware is usually equipped with a checksum based on the principle
of digital signatures to empower the ECU to check if the Firmware is
trustworthy. If firmware validation and/or signing is not required for a firmware
update on an ECU, then the attacker can easily bypass that validation (A12.1).
However, if firmware validation is enabled, the attacker can try to crack it
(A12.2). This of course will require a large amount of time to succeed [3].

8.13. Connection Oriented & Connectionless Dataflow
Moving on to the two dataflow assets, all the attacks modeled are
adopted from the core language with the needed slight modifications:

Connection Oriented Dataflow:

Eavesdrop
Denial of Service (DoS)
Man in the Middle (MitM)
Malicious Respond
Malicious Request
Connectionless Dataflow:
• A14.2 Malicious Transmit
•
•
•
•
•

A13.1
A13.2
A13.3
A13.4
A13.5

The first three attacks are already presented so the only attacks that
need to be specifically mentioned here are the malicious respond (A13.4) and
malicious request (A13.5) attacks. A malicious respond attack is when an
attacker performs a malicious respond on a dataflow and more specifically on
the clients connected to this dataflow. The confliction protection mechanism
does not completely prevent malicious responds, but bypass takes time. On the
other hand, the malicious request attack is the same but this time the attacker
sends forged requests to a service connected to the dataflow.
When it comes to the Connectionless Dataflow, since it follows the
broadcast transmission scheme, there are no clients, so the only additional
attack (apart from the first three A13.1 – A13.3) is the malicious transmit
attack (A14.2). In this attack, the attacker tries to maliciously transmit a forged
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message via a dataflow. However, this can only happen when IDPS is not in
place.

8.14. Infotainment system
Lastly, the infotainment system models the following attacks:
•
•

A15.1 Gain network access
A15.2 Engineer network access

Since the infotainment system is connected with one or more vehicular
networks, access to those networks can be achieved if the attacker successfully
compromises the infotainment system by exploiting a vulnerability or by
authenticating/bypass authentication on the operating system running on it.
After access on the infotainment system is achieved the attacker can use an
existing NetworkAccessService (A15.1), which is a service running on the
infotainment and allows access on the connected networks. This approach was
used by the researchers on [4].
Another way to gain access on the connected networks is that the
attacker engineers himself/herself a service (A15.2) and maybe also modifies the
firmware of the vehicle network communication chips, located on the
infotainment system, in order to be able to transmit messages on the vehicular
networks. This is actually the approach used by the researchers that performed
the “Jeep Hack” [3].

8.15. Final notes on the attacks
A tabular overview of all the attacks presented in the above sub-sections
can be found on Table 2 in Appendix A of this report.
Something more that must be noted now, after the attacks were
explained, is that child assets, such as for example CAN Network, FlexRay
Network, LIN Network and J1939 Network, inherit also all the attacks that are
modeled on their parent assets, in this example the Vehicle Network asset. Also,
wherever “Core language” is used as a reference in Table 2, it means that those
attacks were inspired or taken as is from coreLang on which vehicleLang is built
on top.
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9. vehicleLang
In this chapter, vehicleLang, the produced and proposed solution to the
problem defined in section 4 of this report will be presented in detail. First an
overview of the available assets and the associations between them will be made
and next each asset will be re-visited so that, this time, the modeled attack
steps for each one of them will be explained.

9.1. Assets and associations
As it can also be derived from Table 1, vehicleLang extends the core
language by adding the following assets: ECU, GatewayECU, Firmware
VehicleNetwork, CANNetwork, FlexRayNetwork, LINNetwork, J1939Network,

EthernetGatewayECU,
IDPS,
TransmitterService,
UDSService
ConnectionOritentedDataflow, Connectionless Dataflow and MessageID. This,

together with the inheritance and association links between vehicleLang’s assets
can be seen on the figure below:

Figure 6. vehicleLang assets and associations UML diagram

Now, a short description of the most important associations shown in the
above figure will be done. First, ECU is derived from the Machine asset, since
it is a machine. Besides the simple ECU, there is also a GatewayECU which
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acts as gateway to VehicleNetworks and an EthernetGatewayECU which acts
as a gateway between VehicleNetworks and EthernetNetworks. Moreover, a
GatewayECU has the option to activate a firewall and an IDPS to prevent
certain attacks. The ECUs are connected via the VehicleNetwork to exchange
data with each other. Finally, each ECU (since it is a Machine) can execute one
or more Software but only one Firmware (which is also a type of Software), can
have Data stored in it and can also have some known Vulnerabilities either at
connect or at access time. Access and/or connection happens to an ECU based
on the associated Accounts. An Account can have associated Data and Users
which authenticate themselves via Credentials. MessageID is a specific type of
Credentials used for vehicle bus networks. Finally, the InfotainmentSystem,
which is not shown on the figure above, is modeled as a child of the Machine
asset and can be connected to one or more Networks.
On the network level, all the Information is contained/represented via
Data which are transferred via Dataflows over the Network. Additionally,
Dataflows are connected with NetworkServices and NetworkClients so that
responses and requests can happen respectively. NetworkService and
NetworkClient are derived from Service and Client respectively, which two both
are derived from Software. Two types of Dataflows exist, the
ConnectionOrientedDataflow which is the typical dataflow also found in the
core language as Dataflow and the ConnectionlessDataflow which follows the
broadcast transmission scheme and therefore can only be associated with a
TransmitterService. Finally, four types of VehicleNetwork exist, namely the
CANNetwork, FlexRayNetwork, LINNetwork and J1939Network, with the last
one being a specialization of CANNetwork.

9.2. ECU
An ECU specifies any ECU, or controller in a vehicle. It is modeled as
an extension of the existing concept of a Machine, since an ECU offers many
attacks that are not related to the abstract type of a Machine.
If an attacker is connected (AS1.1) to an ECU he/she can try to get
access to the ECU, exploit possible connection vulnerabilities, compromise
connect privileges, attempt change operation mode (AS1.8), or to modify the
firmware (AS3.3). After compromising ECU's firmware (AS1.13), bypassing the
access control (AS1.3), or properly authenticating (AS1.2), the intruder has
access (AS1.4) to the ECU. Proper authentication (AS1.2) happens only if the
attacker is both connected and has the proper credentials for the authentication.
Access (AS1.4) to an ECU can be utilized to perform DoS attacks
(AS1.5), exploit possible access vulnerabilities, change the operation mode
(AS1.7), access locally stored data, connect to software running on this ECU,
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gain access to a LIN subnetwork from a CAN bus ECU (AS1.11), modify the
firmware (AS1.14), bypass the message confliction mechanism (AS1.9) or access
the connected sensors/actuators.
The change operation mode (AS1.7) puts the ECU into diagnostics or
into update mode. While being in any of those two modes, the ECU will no
longer send messages and an attacker can imitate it, if careful, thus bypassing
the message confliction protection mechanism (AS1.9). The very similar attack
step named attempt change operation mode has the very same effect, but
significant effort is required from the attacker to achieve it, since this can be
reached from connect (AS1.1). Furthermore, the changeOperationMode (AS1.7)
and attemptChangeOperationMode (AS1.8) can be protected by the
operationModeProtection defense.
The bypass of the message confliction mechanism (AS1.9) leads to
message injection on the related services (AS11.2) running on this ECU. It is
possible to defend against service message injection reached from a compromised
network (AS1.15) by using the messageConflictionProtection defense, which
acts like a host-based IDPS. A host-based IDPS monitors and analyzes the
internals of a computing system as well as the network packets on its network
interfaces. Therefore, it observes the inbound and outbound packets from the
device and alerts if suspicious activities are detected. For the implementation
of this defense the following assumption was made: the message confliction
protection resides on the ECU that offers the respective service/transmitter and
not on the receiving ECUs. This is done because it is easier to model and
configure it that way. So, if for example the ABS ECU has message confliction
protection enabled, then the maliciousTransmit for the ABS Service will be
harder to perform by the attacker.
Finally, if for some reason the firmware of the ECU is updated by the
attacker, either by passing the firmware validation (AS1.12), which means
he/she has access and the proper keys for the verification, or by maliciously
updating the firmware (AS1.13) then full network access will be achieved by
the attacker (AS1.17), which means that he/she can inject messages and
perform network forwarding.

9.3. Gateway ECU
A GatewayECU is a specialization of an ECU that acts as a gateway on
a vehicle connecting two or more vehicular networks. Furthermore, a
GatewayECU offers forwarding (AS2.3) as the lightest interaction with it, where
in that case, it simply re-transmits received messages. A GatewayECU can
additionally feature an inline IDPS and a firewall. An inline IDPS scans the
traffic passing through a network in real time and analyzes it following pre40
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defined rules or heuristic mechanisms to decide if an attack is already running
[47].
The firewall is modelled as a defense named firewallProtection on the
attack step bypassFirewall (AS2.4). firewallProtection should be enabled (true)
if there is a correctly configured firewall in place. For a dataflow to be allowed,
to pass through the gateway’s firewall and reach the other connected network,
it must be connected, on modeling time, to all the networks that it should be
present (i.e. allowed by the firewall).
Similar to this, the IDPS is modelled as a dependency defense. A
dependency defense is like a regular one but allows the connection of attack
steps to both the two different states of the defense. More specifically, here, if
the IDPS is not enabled/not existing then the gatewayNoIDPS (AS2.7) is
reached, while if IDPS is enabled/exists, then the gatewayBypassIDPS (AS2.6)
is reached. However, for the attacker to be able to access the networks totally
unrestricted, both the firewall and the IDPS must be disabled. Otherwise, in
the case where only the IDPS is enabled, effort will be required by the attacker
in order to bypass the IDPS. Finally, if firewall is enabled then the attacker is
unable to reach the connected networks via the gateway and alternative attack
paths should be used.

9.4. Firmware
Firmware is a specialization of Software and is, in this case, related to
the firmware running on an ECU. An attacker that successfully uploads a forged
firmware on an ECU immediately gains full access on that ECU and
messageInjection capabilities to the connected Networks. The attacker has to
successfully compromise the maliciousFirmwareModification (AS3.2) to achieve
that. During the malicious firmware modification, the forged firmware must be
validated. The attacker can either have the keys to sign it (as already explained
before), crack the checksum/validation (AS3.3), or exploit the absence of
validation (AS3.4). A defense named firmwareValidation is specified for the
bypassFirmwareValidation (AS3.4) attack step which represents all the
following: code signing and verification procedures during upload, the use of
strong checksum functions and the restricted distribution of the private keys
for firmware signing.

9.5. Vehicle Network
The VehicleNetwork extends the Network asset found on the core
language and serves as an abstract layer containing the common attack steps
and relations of its specializations: CANNetwork, FlexRayNetwork,
LINNetwork and J1939Network. More specifically, the accessNetworkLayer
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attack step (AS4.2) implies the possibility to transmit messages over the
network. The attacker is therefore able to use the gateway ECUs for forwarding
(AS4.7), perform DoS (AS4.5), eavesdrop (AS4.3) the network, try to connect
to all network ECU, perform a network specific attacks (AS4.6), execute
message injection (AS4.8) and exploit the possibly disabled message confliction
mechanism of the connected ECU so that he/she can achieve message injection
on the services running on that ECU (AS1.15).
The message injection attack step (AS4.8) allows an attacker to inject
messages to dataflows meaning that he/she can try to transmit messages on the
vehicle network but might not be successful because of the message confliction
protection enabled on the ECUs.
By doing a Man in the Middle (MitM) attack (AS4.4) on a vehicle
network, an attacker can, of course, access the network layer (AS4.2), eavesdrop
on the network, perform further MitM on the transmitter dataflows or perform
a DoS attack on the traffic gateways connected to that network. It must be
noted that MitM attacks are in general not easily or even not at all detected by
the IDPS so, immediate malicious transmit (AS10.6) is possible by the attacker
in that case.

9.6. CAN Network
A CANNetwork represents the CAN bus network which is a soft realtime control network used for e.g. anti-lock braking or engine control. As it is
already presented, it is subject to two related attacks: exploitArbitration (A4.1),
and busOffAttack (A4.2). The exploitation of CAN’s arbitration mechanism
attack step (AS5.3) can cause invalidation of legitimate messages and allows
tampering/malicious transmit on the transmitted dataflows. This attack step is
different from the messageInjection (AS4.8) attack step on VehicleNetwork,
because it allows direct (without effort) malicious transmits (AS10.6).
Finally, using the bus-off attack modeled on the (AS5.4) attack step, an
attacker exploits the error-handling scheme of in-vehicle networks to disconnect
or shutdown (AS1.6) uncompromised ECUs. The bus-off attack is possible to
be exploited if the attacker has already access (AS4.2) to a CAN network
because the attacker only needs to periodically send directed error messages to
the network. Additionally, an IDPS cannot detect those injected messages
because they seem like normal error messages. A protection against the bus-off
attack is proposed in the literature [33], and is modeled with the defense named
busOffProtection. If the defense is enabled, then the busOffAttack cannot be
performed against an ECU.
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9.7. FlexRay Network
The FlexRayNetwork is a hard-real-time control network used for X-bywire applications and other cyber physical systems e.g. break-by-wire or
emergency braking systems. Again, as described on the previous section, it
models three special kinds of attacks each one its own attack step as follows:
commonTimeBaseAttack
(AS6.3), exploitBusGuardian
(AS6.4), and
sleepFrameAttack (AS6.5).
First, the common time base attack, if successful, can lead to DoS attack
(AS4.5) on the whole FlexRayNetwork. A successful exploitation of the
FlexRay’s Bus Guardian mechanism can allow an attacker to shutdown (AS1.6)
all the FlexRay network connected ECUs. However, since the Bus Guardian
mechanism is hardened, an attacker may need to spend much effort on this
attack. Finally, the sleep frame attack results also in the shutdown (AS1.6) of
all connected ECUs but requires less effort compared to the Bus Guardian
attack. However, if FlexRay power-saving capabilities are disabled, the sleep
frame attack cannot be performed, which is modelled as a defense named
powerSavingIncapableNodes.

9.8. LIN Network
A LINNetwork is a low-level non-real-time subnet which is used for
example for door locking or light control sensors and other low priority
operations. An attacker can easily gainLINAccessFromCAN (AS7.4) from a
CAN bus connected ECU (AS1.11) and consequently reach accessNetworkLayer
(AS4.2) on LIN network. Another LINNetwork possible attack, the (A6.1) is
modeled on the injectBogusSyncBytes (AS7.3) attack step, which leads to DoS
(AS4.5) on the LIN network. Finally, the injectHeaderOrTimedResponse
(AS7.5) attack step, if after significant effort is compromised, allows to the
attacker to perform a malicious transmit (AS10.6) on the dataflows. A proposed
protection against this attack is presented in [43], and is modelled as the defense
headerOrTimedResponseProtection.

9.9. J1939 Network
SAE J1939 is a CAN-based protocol employed in many heavy-duty
vehicles, such as trucks, today, and therefore it was modeled as a specialization
of the CANNetwork asset.
However, the access network layer attack step (AS8.2) was overridden
to only lead to DoS, eavesdrop and the specific J1939 message injection attack
step (AS8.3). Then there exists a J1939 attacks attack step (AS8.4) which is an
intermediate step to reach J1939 network specific attacks from the
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VehicleNetwork asset via (AS1.17) and from any CAN bus connected ECU via
(AS4.2).
Finally, the advanced J1939 attacks attack step (AS8.5) models all the
J1939 network specific attacks that are possible but only if full support for the
J1939 protocol exists in the vehicle. This is because if only limited parts of the
J1939 protocol are used, then the J1939 specific attacks might not work [39].
For example, requests might not be supported. This limitation is modeled as a
defense named noFullJ1939Support.

9.10. Connectionless Dataflow
A Dataflow is a logical communication between two software
applications. A connectionless dataflow is a broadcast transmission that
contains data in transit.
It allows several different attack steps. First, an attacker can eavesdrop
(AS9.1) on the dataflow and, therefore, he/she can read the contained data.
Second, an attacker can try to carry out a Man in the Middle attack (AS9.3)
on the dataflow. This leads to full control (read/write/delete) of the contained
data. In both cases, that Data may be encrypted and authenticated, thus
preventing a breach of confidentiality and integrity. Besides reading, writing,
and deleting, a MitM allows also the attacker to perform a DoS (AS9.2) or a
malicious transmit (AS10.6).
In the ConnectionlessDataflow asset there are four different types of
malicious transmits modeled (AS10.3 – AS10.6), all of them lead to transmit
(AS10.2) which in turn leads to connection on the transmitter. The reason
behind those four different, but somewhat same, attack steps is that different
distribution values are used for each one of them. This is because a malicious
transmit can happen in many different cases: i) from the gateway, when IDPS
is disabled on the gateway the only obstruction will be the message confliction
mechanism, ii) from the gateway, when IDPS is enabled then IDPS must be
bypassed, iii) from the network, the only obstruction will be the message
confliction mechanism and finally, iv) the direct transmit when the transmitter
service is compromised or when no IDPS exists.

9.11. Transmitter Service
TransmitterService represents a network service/transmitter running on
an ECU and on top of a vehicle network that transmits data/messages over
that network.
As expected, an attacker that has compromised this service is able to
perform transmits on the service’s dataflows (AS10.2). The special attack step
here is the service message injection attack step (AS11.2) which can be reached
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from a compromised network or a compromised ECU and leads to malicious
transmit (AS10.6).

9.12. Final notes on the attack steps
In the above sub-sections, the attack steps of most of the assets included
in vehicleLang were presented. A tabular overview of all the attack steps
included in vehicleLang can be found on Table 3 in Appendix C of this report.
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10. Validation/Evaluation
As it is already mentioned the validation and evaluation of the
correctness of the developed language is done with the use of test cases. On this
section some of the most exemplary test cases created will be presented and
explained. Finally, some discussion about the performance/scalability and the
user-friendliness of the developed language will take place.

10.1. Correctness
On this sub-section some exemplary integration test cases, which as a
reminder are the test cases that focus on testing how a real attack works on the
connected assets of a modeled infrastructure, will be presented first graphically
and then will be explained.
It must be noted that there is no need for all the test cases to be
presented, because some of those are subsets of the presented ones and
additionally, the ones presented below provide a reasonable enough coverage for
the reader to understand the way a test case is created in order to represent a
real-world infrastructure and how vehicleLang is modeling the real-world
attacks that can happen on that infrastructure.
10.1.1.

Example test case 1 – Physical access

Starting from a simple test case, let us consider the case where an
attacker has direct physical access on the Vehicle’s Network. This is the most
typical attacker’s entry point on almost every published research about
vehicular security. On the same network, two ECUs are connected and the one
of them is running a Transmitter Service that send messages on the network
over a Dataflow.

Figure 7. Network physical access test case
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This topology can be seen on Figure 7 together with a graphical
representation of what connections between the assets can be used and how
they can be used by the attacker to be able to compromise the connected assets.
More specifically, here, the attacker by having physical access on the
vehicle’s network is able to gain full network layer access and message injection
capabilities and therefore perform a DoS attack, eavesdrop and also malicious
transmit on the dataflow that is transferred over the network. Apart from that,
he/she is also able to connect to the two ECUs that are connected to the
network and connect to the transmitter service (which is actually a network
service), but apart from the connection, no further compromise is possible in
this scenario.
10.1.2.

Example test case 2 - Vulnerability

This second example test case has to do with a scenario where a
connection vulnerability (a vulnerability that is exploitable at the connection
time, i.e. no authentication is needed) exists on an ECU with the rest of the
topology to be the same as in the previous test case. The attacker has as an
entry point the exploitation of this vulnerability which can be seen on Figure
8.

Figure 8. ECU vulnerability exploitation test case

Here, the attacker, after exploiting the vulnerability, is able to
compromise the connected accounts and if lucky enough (like in this case), and
the account is also connected with a service running on this ECU, this would
also be compromised, and access will be gained. Of course, by having access on
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the transmitter service, the attacker can perform a DoS attack on the service
and of course perform malicious transmits.
For completeness on the aforementioned scenario, the connection to the
vulnerable ECU could happen by an attacker that for example has remote access
on the vehicle’s network (maybe from another compromised ECU or the
Infotainment system which is connected to the same network). This revised
attack scenario can be seen on the Figure 9 below.

Figure 9. ECU connection vulnerability exploitation test case

Of course, in this case, the exploitation of the connection vulnerability
will require some effort/time by the attacker and therefore the TTC of any of
the attack steps compromised after the exploitation of the vulnerability will
include that extra time needed.
10.1.3.

Example test case 3 – Gateway ECU

Vehicular networks are typically interconnected and isolated by placing
a gateway ECU in between them. This test case models such an infrastructure
and an attacker that has physical access on one of the networks which the
gateway ECU is bridging. The topology used for this test case is seen on Figure
10.
Unfortunately, in this test case, the designers of this car’s infrastructure
were not fully educated about vehicular information security and decided to not
enable the firewall on the gateway ECU (which means that traffic from every
network can be reached from any other network) and not include an IDPS
system because, well, they did not know that IDPS systems exist for vehicles,
they were aware of them only on expensive computer networks.
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Figure 10. Gateway ECU test case

Those decisions however are proven to be unwise because an attacker
that has simply physical access on one of the two network which the gateway
ECU bridges is not only able to access the network layer and inject messages
on this network but also on every other network connected to this gateway
ECU. Of course, the attacker is also able to perform malicious transmissions on
dataflows on both networks, after the needed effort by him/her.
10.1.4.

Example test case 4 – A real-world attack scenario

This last test case represents a real-world like attack scenario where an
attacker that (remotely, for example by first connecting to the car’s Wi-Fi
hotspot) bypasses the access control of the Board Control Module (BCM),
which is an ECU, of a car is able to unlock the doors of the car and start the
engine without needing the car’s keys. Related work with this scenario and
attack scenarios targeted at the BCM can be found on [48].
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Figure 11. A real-world attack test case

As depicted on Figure 11, after the attacker bypasses the access control
of the BCM, he/she is able to also bypass the message confliction mechanism
of the running lock/unlock service and gain access on the LIN subnetwork. Then
it is very easy for the attacker to maliciously transmit the messages needed,
first for the unlocking of the doors, on LIN bus and then for the start of the
engine, which is a dataflow on the CAN bus and the Engine Control Module
(ECM) is receiving the data transferred by this dataflow.

10.2. Performance/Scalability
Since vehicular infrastructure is by many factors smaller compared to an
IT infrastructure (not considering of course the case of the Cloud where
everything is supersized), the work that needed to be done towards better
scalability for vehicleLang was minimal. More specifically, only in two occasions
scalability wise decisions were taken.
The first one had to do with the way the dataflows were to be modeled
in vehicleLang, namely, a decision between: i) every dataflow to be a one-toone connection between the network service and network client, and ii) a
dataflow to be a many-to-many or one-to-many (in the case of vehicular
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networks) connection. The second approach was eventually followed because
this significantly decreases the number of dataflows that will exist in a model.
The second scalability decision that was made is about how are firewall
allowed dataflows specified. The solution selected here was that any dataflow
that must be allowed by a firewall should be connected to all the networks that
is allowed to access. This decision was taken in favor of easier implementation
and higher user friendliness while the more scalable alternative was to connect
those dataflows with the gateway ECU (meaning that every connected dataflow
is allowed by the gateway ECU’s firewall) and thus having only one extra
connection for every firewall allowed dataflow.
Regarding performance evaluation, MAL is designed in a way that fast
simulation is generally always achieved so there was no effort on improvements
on that field.

10.3. User-friendliness
vehicleLang is a modeling language and one of the biggest virtues of
modeling languages is the user-friendliness. Because of that, during the
development of the language, from the start until the end, user-friendliness was
one of the sub-targets of this work.
However, this was not the only way to ensure that adequate userfriendliness levels were achieved. Another way to validate it was through some
peer reviewing sessions in which not only the language itself but also the
supporting documentation was validated in terms of user-friendliness.
Finally, one more step that was taken to improve the user-friendliness
was the creation of some new assets whose only reason of existence is the
increased usability of vehicleLang, i.e. they do not provide support for any new
attacks, but they instead provide an easier way for the modeler to specify the
attacker’s entry point in a model. Those assets are located on an external MAL
specification file, which can be included and are the following: i)
OBD2Connector , ii) ChargingPlugConnector , and iii) AftermarketDongle.
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11. Conclusions & Future Work
Assessing the cyber security of vehicles is becoming increasingly
important as IT-systems and cyber-physical systems pervade vehicles more and
more and, concurrently, the number of security vulnerabilities on modern
connected vehicles discovered and presented not only by researchers but also
by hackers grows day by day. All the above underline the importance of work
towards the ultimate goal which is no other that the secure vehicle.

11.1. Conclusions
Within this work, vehicleLang, a probabilistic modeling and simulation
language for vehicular cyber attacks, was developed based on the MAL.
vehicleLang will hopefully foster vehicular security analysts to model the vehicle
and to focus on analyzing possible security weaknesses. To model domain
specifics in the produced language focus was given on already existing literature
and verification of the produced product was done with the use of reverse
literature review and against a conducted interview with a domain expert from
the automotive industry. On the other hand, to validate vehicleLang, another
reviewing session with the domain expert from the automotive industry was
performed and for the same goal some peer reviewing sessions with other domain
specific language developers were also conducted.
While this work aims to work as an aid tool for security engineers in the
automotive industry it must not be forgotten that designing a vehicle with
security in mind is and will always be a very challenging task because the
security of a vehicle must be ensured over the vehicle’s whole life-span which
can be on an average of 15 years or more.

11.2. Future Work & Open Issues
However, further work remains. First, since a bottom-up approach was
followed, vehicleLang is limited to modelling only the internal networks of the
vehicles (i.e., CAN bus, FlexRay, LIN bus, J1939 and Ethernet) and all the
connected components to them. Nevertheless, a vehicle comprises of further
elements, which are currently not being modeled, like the telematics unit and
the vehicle’s connectivity with the Internet.
Second, to the best of my knowledge the expected time needed by
attackers to achieve all the modeled attacks is mostly unresearched in the
domain of vehicle cyber security. Consequently, an open issue for future research
is the elaboration on uncovering those numbers to create more realistic models.
This might also be integrated to a vulnerability database for vehicular attacks
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(a very primitive approach can be found on [49]) to create a complete vehicular
attack reference model.
Third, as it is already mentioned, creating tests cases is feasible and
mandatory to evaluate an artifact, but, a real-world evaluation of vehicleLang
is still missing and because it would provide a very valuable feedback, it would
be helpful if it could be conducted before further expansion of this work.
The last open issue is not directly related to vehicleLang itself, but to its
foundation, MAL. MAL relies on a static model, which allows a fast
computation of possible attack paths. Unfortunately, this fast computation is a
trade-off to the lack of dynamism in the model. This means that a simulated
attacker is not able to create new entities during an intrusion/simulation. In
other words, it is not able to consider e.g. newly created network services or
additionally plugged entities. However, this issue can be easily bypassed, as
most dynamic situations are possible to be modeled in a static model (e.g. by
including the potential objects already from the start but leaving them inactive
until reached by the attacker).
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Appendix A – Complete attacks list
A very detailed presentation of all the attacks modeled in each asset of vehicleLang will be presented in this section.
Table 2. Attacks covered by vehicleLang

Related
Asset

Attack Name

Short Description

Possible Defense/Obstacle

Test Case

References

Bypass Access
Control

An attacker can bypass access control and
authenticate to the machine through the
diagnostics interface

None

TC 2

Core
language

A1.2

Denial of
Service (DoS)

When an attacker performs a DoS attack to
the ECU. This leads to DoS on the services
running and deny of access to stored data.
This can even lead to unresponsive ECU

None

TC 1, TC 2

Core
language

A1.3

Shutdown

When an attacker successfully switches off or
takes offline a working ECU

None, but it requires significant
effort

TC 10, TC 11

[3], [33]

TC 18, TC 19,
TC 20, TC 21

[3]

TC 21

[3]

A1.1

ECU

A1.4

Change
operation mode

An attacker might put the ECU into
diagnostics (if vehicle is moving slowly or is
stopped) or even update mode (bootmode)

Prevent ECU from entering
diagnostics mode after it started
moving for first time. Allow
diagnostics mode only after some
physical change on car.

A1.5

Bypass message
confliction

An attacker can bypass message confliction
protection mechanisms by changing ECU's

See A1.4
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Related
Asset

Attack Name

Short Description

Possible Defense/Obstacle

Test Case

References

(Service)
Message
injection

An attacker can inject forged messages, to
the services that are running on this ECU,
that could for example notify about vehicle’s
fault or report fake status (speed, operation
mode, etc.). This can even lead to
unresponsive ECU/DoS attack

Communication protection
(authorization and/or
authentication), message confliction
mechanism, IDPS.

TC 7, TC 26

[34]

A1.7

Firmware
modification

An attacker could upload a custom firmware
on the target ECU so that he can gain full
access on the ECU and maybe on the
connected network

Firmware validation/signing
mechanisms that prevent custom
firmware uploads

TC 22, TC 23,
TC 24, TC 31

[3]

A2.1

Bypass Firewall

If the firewall is disabled, then the attacker
can bypass it

Enable firewall

TC 34

Core
language

If firewall is disabled but IDPS is not, then
the attacker can attempt to bypass the IDPS
by carefully injecting messages to the
network

Enable IDPS, and in general bypass
requires some effort from the
attacker

TC 34

[34], [18],
[35]

operation mode (i.e. no conflicts) and achieve
message injection
A1.6

ECU (cont.)

Gateway
ECU

Vehicle
Network

A2.2

Bypass IDPS

A2.3

Denial of
Service

An attacker can perform denial of service
attack on the connected networks

Same as on ECU

TC 6

Core
language

A3.1

Eavesdrop

An attacker can eavesdrop the network and
the transmitted dataflows

None

TC 8

[36], [37]
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Related
Asset

Vehicle
Network
(cont.)

Attack Name

Possible Defense/Obstacle

Test Case

References

An attacker can intercept and tamper with
the network’s communications

None

TC 8

[36]

A3.2

Man in the
Middle (MitM)

A3.3

Denial of
Service (DoS)

An attacker can perform a DoS attack to the
network

Attacker must have compromised
the Gateway ECU

TC 10, TC 11,
TC 12, TC 25,
TC 34

[33], [38]

A3.4

Message
Injection

An attacker can inject forged messages to the
network, that for example could notify about
vehicle’s fault or report fake status (speed,
operation mode, etc.)

Attacker must have physical access
to the network under attack

TC 26, TC 26,
TC 29, TC 32,
TC 37

[3], [36], [8],
[12]

A4.1

Exploit CAN’s
arbitration
mechanism

By exploiting the arbitration mechanism for
message prioritization in CAN bus, an
attacker could achieve invalidation of
legitimate messages and/or message
tampering

Requires network access plus effort is
needed from the attacker

TC 10

[39], [3], [40]

A4.2

Bus-off attack

An attacker can exploit the CAN’s errorhandling scheme to disconnect or shut down
good/uncompromised ECUs

The defense proposed on literature,
plus effort is needed from the
attacker

TC 10

[33]

A5.1

Common time
base attack

An attacker that sends more than needed
SYNC messages within one communication
cycle can make the whole network inoperable

None, but effort is needed from the
attacker

TC 11

[14]

A5.2

Exploit
FlexRay’s Bus
Guardian

An attacker can utilize Bus Guardian to send
well-directed faked error messages to
deactivate controllers. However, Bus

None, but effort is needed from the
attacker

TC 11

[14], [41]

CAN
Network

FlexRay
Network

Short Description
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Related
Asset

Attack Name

Short Description

Possible Defense/Obstacle

Test Case

References

Guardian is hardened so much effort is
needed
FlexRay
Network
(cont.)

LIN (Sub)Network

J1939
Network

Sleep frame
attack

An attacker can send well-directed forged
sleep frames to deactivate power-saving
capable FlexRay controllers

Power-saving features can be
disabled, plus effort is needed from
the attacker

TC 11

[14]

A6.1

Inject bogus
sync bytes

An attacker that sends frames with bogus
synchronization bytes within the SYNCH
field can make the local LIN network
inoperative or cause at least serious
malfunctions

None, but effort is needed from the
attacker

TC 12

[14]

A6.2

Gain LIN access
from CAN

An attacker can easily gain access to the LIN
subnetwork through a CAN-bus node

The CAN-bus ECU must first be
compromised

TC 12

[2], [42]

A6.3

Inject header or
timed response

An attacker can exploit the error handling
mechanism of LIN bus to inject forged
headers or messages to the network, but in
general it is not so easy

The defense proposed in literature,
plus effort is needed from the
attacker

TC 12

[43]

An attacker can make requests towards other
J1939 nodes or PGNs (Parameter Group
Number) and after effort to forge malicious
responds

Attacker must have physical access
to the network layer

TC 39

[39]

A5.3

A7.1

Message
Injection
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Related
Asset

Ethernet
Network

Ethernet
Gateway
ECU

UDS Service

Attack Name

Short Description

Possible Defense/Obstacle

Test Case

References

An attacker can bypass the port security
which restricts a port's ingress traffic by
limiting the MAC addresses that can send
traffic into that port. This is a well-known
attack.

Enable port security

-

Core
language

A8.1

Bypass port
security / access
control

A8.2

ARP cache
poisoning

The well-known ARP spoofing attack

Usage of static ARP tables

-

Core
language

A8.3

Eavesdrop

An attacker can eavesdrop the network and
the transmitted dataflows

None

-

Core
language

A8.4

Man in the
Middle (MitM)

An attacker can intercept and tamper with
the network’s communications

None

-

Core
language

A8.5

Denial of
Service (DoS)

An attacker can perform a DoS attack to the
network

Attacker must have compromised
the Ethernet Gateway ECU or the
router

TC 40

Core
language

A9.1

Bypass Firewall

If the firewall is disabled, then the attacker
can bypass it

Enable firewall

-

Core
language

A9.2

Denial of
Service

An attacker can perform denial of service
attack on the connected networks

Same as on ECU

-

Core
language

An attacker that gains access on an UDS
service can access stored ECU data, has the
possibility to update the firmware and change
the operation status of the ECU.

None, but access on the service must
first be compromised

TC 45

[45], [46]

A10.1 Access
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Related
Asset

Message ID

Firmware

Connection
Oriented
Dataflow

Attack Name

Short Description

Possible Defense/Obstacle

Test Case

References

A11.1 Read Message ID

An attacker that eavesdrops (a dataflow or
the network) or knows the unique ID of a
message on a bus network can use it to forge
messages that can be used to gain access to
receiving ECUs and their connected physical
machines

Only the encryption of the ID

TC 46

[3]

A12.1 Bypass
firmware
validation

An attacker can bypass the validation of a
firmware update easily if no validation
functionality is present

Code signing and verification during
upload, use of strong checksum
functions and/or don’t distribute the
private keys for signing

TC 22, TC 23,
TC 24, TC 31,
TC 46

[3]

A12.2 Crack firmware
validation

If, however, firmware validation is enabled,
the attacker can try to crack it. This of
course will require a large amount of time

None

-

[3]

A13.1 Eavesdrop

An attacker that eavesdrops on the dataflow,
can access the contained data if they are
unencrypted

Encryption of the data

-

Core
language

A13.2 Denial of
Service (DoS)

An attacker that performs a denial-of-serviceattack on the dataflow makes the contained
data inaccessible

None

-

Core
language

A13.3 Man in the
Middle (MitM)

An attacker that man-in-the-middles the
dataflow, can control the contained data,
perform requests and responds and even DoS

None

TC 14

Core
language
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Related
Asset

Connection
Oriented
Dataflow
(cont.)

Connectionless Dataflow

Infotainment
System

Attack Name

Short Description

Possible Defense/Obstacle

Test Case

References

A13.4 Malicious
Respond

An attacker can try to perform a malicious
respond on a dataflow (on the clients
connected to it). The confliction protection
mechanism does not completely prevent
malicious responds, but bypass takes time

None

TC 39

-

A13.5 Malicious
Request

An attacker can send malicious requests to
the service connected to the dataflow

None

TC 41

Core
language

-

-

TC 15

Core
language

A14.2 Malicious
Transmit

An attacker can try to maliciously transmit a
message. This can happen only when IDPS is
not in place

The presence of an IDPS

TC 25, TC 26,
TC 27, TC 28,
TC 38

-

A15.1 Gain Network
Access

An attacker that has compromised the
infotainment system can exploit the network
access service to gain network access

None

TC 47

[4]

A15.2 Engineer
Network Access

An attacker can engineer a custom service
and maybe a custom firmware that will allow
network access via a compromised
infotainment system

None, but effort is needed from the
attacker

TC 48

[3]

A14.1 Same as A13.1A13.3
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Appendix B – Complete attack steps list
A very detailed presentation of all the attack steps in each asset of vehicleLang will be presented in this section.
Table 3. Detailed attack steps for every asset

Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

None

TC 1, TC 18,
TC 19

Core
language

Inherits from Machine asset. An attempt to

AS1.1 Connect

ECU

connect to an ECU. This allows additionally
to an attacker to attempt change operation
mode (1.8) and firmware modification (3.3)

AS1.2 Authenticate

If connected (1.1) and has the proper
credentials, an attacker can try to
authenticate to the ECU

Attacker must first connect

TC 1

Core
language

AS1.3 Bypass Access
Control

An attacker can bypass access control and
authenticate immediately to the machine

None

TC 2

Core
language

None

TC 1, TC 20,
TC 21

Core
language

Inherits from Machine asset. The result of a

AS1.4 Access

successful authentication or bypass of
authentication. This allows additionally to an
attacker to access the connected
sensors/actuators, change operation mode
(1.7), gain LIN access from CAN (1.11),
firmware modification (1.14) and bypass
message confliction (1.9)
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

When an attacker performs a DoS attack to
the ECU. This leads to DoS on the services
running and deny of access to stored data.
This can even lead to unresponsive ECU

Attacker must have access on the
target ECU

TC 1, TC 2

Core
language

When the ECU is taken offline by some other
attack step. This leads to bypass message
confliction (1.9) and DoS (1.5)

Defenses on the attack steps that are
parent to this attack step

TC 10, TC 11

[3], [33]

AS1.7 Change
operation mode

Put the ECU into diagnostics (if vehicle is
moving slowly or is stopped) or even update
mode (bootmode). This leads to (1.9)

Operation Mode Protection: Prevent
ECU from entering diagnostics mode
after it started moving for first time.
Allow diagnostics mode only after
some physical change on car

TC 18, TC 19,
TC 20, TC 21

[3]

AS1.8 Attempt change
operation mode

Bypass enabled “operation mode protection”
and achieve (1.9) after some effort

None, just luck because effort is
needed from the attacker

TC 18, TC 19,
TC 20, TC 21

[3]

AS1.9 Bypass message
confliction

Bypass message confliction protection
mechanisms by changing ECU's operation
mode (i.e. no conflicts) which leads to service
message injection (11.2)

Defenses on the attack steps that are
parent to this attack step

TC 21

[3]

AS1.10 Service message
injection

Moved to (11.2)

AS1.11 Gain LIN access
from CAN

This attack allows an attacker to easily gain
access to the LIN bus (subnet) through a
CAN-bus node

None

TC 18, TC 19,
TC 20, TC 21

[2], [42]

AS1.5 Denial of
Service (DoS)

AS1.6 Shutdown

ECU (cont.)
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

If the firmware validation key is stored on
ECU, this attack step leads to firmware
upload (1.14)

Avoid storing secrets in the ECU

TC 22, TC 23,
TC 24

[3]

AS1.13 Malicious
firmware upload

Maliciously upload a forged firmware leads to
full access on the ECU and ability to inject
messages on the previous running services
and on network

If firmware validation is enabled,
then it requires a huge amount of
effort from the attacker

TC 22, TC 23,
TC 24, TC 31

[3]

AS1.14 Upload
firmware

Updating the firmware leads to the ability to
inject messages on the network (4.8)

Happens only if (1.12) is
compromised

TC 22, TC 23,
TC 24

-

This is the same as (11.2) but this is only
reached from an accessed vehicle network

Same as (11.2)

TC 7, TC 26

[34]

This helper attack step should work as an
intermediate step to reach request access on
data stored on a machine/ECU from
UDSService

Attacker must have access to the
ECU

TC 45

[45], [46]

This a helper attack step because both (1.13)
and (1.14) are leading to the same attack step
connections

Same as on (1.13) and (1.14)

TC 22, TC 23,
TC 24, TC 31

-

This attack step is reached after the ID is
compromised from data/dataflow and allows
an attacker to connect to the ECU’s
connected physical machines.

Read of the “secret” ID residing on
the dataflow is needed first

TC 46

-

AS1.12 Pass firmware
validation

ECU (cont.)

AS1.15 Network service
message
injection
AS1.16 Access data
AS1.17 Firmware
Upload Network
Access
AS1.18 ID Access
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

AS2.2 Access

Inherits from (1.4) but includes additionally
the ability of the attacker to perform Man in
the Middle (MitM) attack on the connected
networks or to perform “forwarding” (2.3)

Attacker must first connect

TC 6

Core
language

AS2.3 Forwarding

Forwarding is the lightest interaction with
the gateway ECU, where the gateway simply
retransmits received messages to other
networks. This leads to (2.4).

Attacker must have access to the
Gateway ECU

TC 6, TC 34

Core
language

If firewall is disabled, then attacker can
bypass it and perform message injection on
connected networks

“Firewall protection” defense

TC 34

Core
language

Perform denial of service attack on the
connected networks. This leads to (4.5)

None

TC 6

Core
language

If Firewall is disabled and (2.4) is
compromised, then try to bypass the IDPS
system. This leads to (4.9)

“Firewall protection” defense

TC 34

[34], [18],
[35]

If Firewall is disabled and (2.4) is
compromised and IDPS is disabled, then the

“Firewall protection” defense

TC 34

[34], [18],
[35]

AS2.1 The same attack
steps as on
ECU: (1.1) –
(1.3)

Gateway
ECU

AS2.4 Bypass Firewall
AS2.5 Denial of
Service
AS2.6 Gateway bypass
IDPS
AS2.7 Gateway no
IDPS
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

Validate a custom firmware update either by
cracking (3.3) (brute forcing) the checksum or
worse, by exploiting the absence of
verification (3.4)

None, but cracking it will require a
huge amount of time, see (3.3)

TC 22, TC 23,
TC 24

[3]

AS3.3 Crack firmware
validation

Crack firmware validation if it is enabled.
This leads to (1.13)

None, but cracking it will require a
huge amount of time

TC 22, TC 23,
TC 24

-

AS3.4 Bypass firmware
validation

Bypass firmware validation if it is not
enabled. This leads to (1.13)

“Firmware validation” defense

TC 22, TC 23,
TC 24

-

None

TC 10, TC 11,
TC 12, TC 25,
TC 34

Core
language

None

TC 10, TC 11,
TC 12, TC 25,
TC 34

Core
language

attacker can access the network unrestricted.
This leads to (4.10)
AS3.1 The same attack
steps as on
ECU: (1.1) –
(1.3)&(1.5)
Firmware

AS3.2 Malicious
firmware
modification

AS4.1 Physical access
Vehicle
Network

Attacker has physical access to the network.
This allows him to access the network layer
(4.2)

Inherits from Network asset. Access implies

AS4.2 Access network
layer

the possibility to submit packets over the
network. On a vehicle network, it allows the
attacker to perform forwarding (2.3), DoS
(4.5), message injection (4.8), network specific
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

attacks (4.6), connect to network ECUs (1.1)
and network service message injection (1.15)

Vehicle
Network
(cont.)

AS4.3 Eavesdrop

Attacker can eavesdrop the network and the
transmitted dataflows

None

TC 8

[36]

AS4.4 Man in the
Middle (MitM)

Attacker can intercept and tamper with the
network’s communications (dataflows) and
also access the network layer. Additionally,
on a vehicle network, the attacker can
perform DoS on the gateway ECU (2.5)

None

TC 8

[36]

AS4.5 Denial of
Service (DoS)

When an attacker performs a DoS attack to
the network. This leads to DoS on the
dataflows transmitted over the network

Attacker must have compromised
the Gateway ECU

TC 10, TC 11,
TC 12, TC 25,
TC 34

[33], [38]

AS4.6 Network specific
attack

This helper attack step should work as an
intermediate step to reach network specific
attacks.

None

-

-

AS4.7 Network
forwarding

An attacker that has access (1.4) to a
network connected ECU can also perform
forwarding (2.3) on that network using the
connected GatewayECU

None

TC 26

-

Inject forged messages to dataflows, that for
example could notify about vehicle’s fault or
report fake status (speed, operation mode,
etc.)

Attacker must have access to the
network layer

TC 26, TC 27,
TC 29, TC 31,
TC 32, TC 37

[3], [36], [8],
[12]

AS4.8 Message
Injection
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Related
Asset

Vehicle
Network
(cont.)

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

AS4.9 Bypass IDPS

Bypass IDPS on dataflows when the
GatewayECU has IDPS enabled (2.6). This is
a helper attack step

Defenses on the attack steps that are
parent to this attack step. See (2.6)

TC 34

-

AS4.10 No IDPS

This is reached when no IDPS is
connected/present on the GatewayECU (2.7).
This is a helper attack step

Defenses on the attack steps that are
parent to this attack step. See (2.7)

TC 34

-

AS4.11 Gain LIN access
from CAN

This is an empty attack that will only be
implemented on LINnetwork (7.4) and it will
be invoked by the ECU (1.11)

Happens only if (1.11) on ECU is
compromised

TC 37

[2], [42]

-

-

-

Exploiting the arbitration mechanism for
message prioritization in CAN bus can lead
to invalidation of legitimate messages and
allow message/dataflow tampering

Requires network access plus effort is
needed from the attacker

TC 10

[39], [3],
[40], [50]

Exploits the error-handling scheme of invehicle
networks to disconnect or shut down
good/uncompromised ECUs (1.6) or to cause
a DoS attack on the network (4.5).

“Bus off protection” defense plus
little effort is needed from the
attacker

TC 10

[33]

AS5.1 The same as on
Vehicle Network
AS5.2 Network specific
attack
CAN
Network

AS5.3 Exploit (CAN’s)
arbitration
(block messages)

AS5.4 Bus-off attack

Inherits from (4.6) and includes all the
following attacks

71

Sotirios Katsikeas – Master Thesis Report
vehicleLang: a probabilistic modeling and simulation language for vehicular cyber attacks

Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

-

-

-

Send more than needed SYNC messages
within one communication cycle to make the
whole network inoperable. This leads to (4.5)

None, but effort is needed from the
attacker

TC 11

[14]

Utilize Bus Guardian for sending welldirected faked error messages to deactivate
controllers. Bus Guardian is hardened so
much effort is needed. This leads to (1.6)

None, but effort is needed from the
attacker

TC 11

[14], [41]

Send well-directed forged sleep frames to
deactivate power-saving capable FlexRay
controller. This leads to (1.6)

“Power saving incapable nodes”
defense plus effort is needed from the
attacker

TC 11

[14]

-

-

-

None, but effort is needed from the
attacker

TC 12

[14]

AS6.1 The same as on
Vehicle Network
AS6.2 Network specific
attack

FlexRay
Network

AS6.3 Common time
base attack
AS6.4 Exploit
(FlexRay’s) Bus
Guardian
AS6.5 Sleep frame
attack

Inherits from (4.6) and includes all the
following attacks

AS7.1 The same as on
Vehicle Network
LIN
Network

AS7.2 Network specific
attack
AS7.3 Inject bogus
sync bytes

Inherits from (4.6) and includes all the
following attacks

Sending frames with bogus synchronization
bytes within the SYNCH field makes the
local LIN network inoperative or causes at
least serious malfunctions. This leads to (4.5)
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Related
Asset

LIN
Network
(cont.)

Attack Step Name
AS7.4 Gain LIN access
from CAN

AS7.5 Inject header or
timed response

Short Description

Inherits from (4.11). There are techniques

that make it easy to gain access to the LIN
bus through a CAN-bus node. This leads to
(4.2)
This is a specific attack that can happen on
LIN bus exploiting the error handling
mechanism, but it is not so easy. This leads
to tampering of dataflows

Possible Defense/Obstacle

Test Case

References

Happens only if (1.11) on ECU is
compromised

TC 12

[2], [42]

“Header or timed response
protection” defense plus effort is
needed from the attacker

TC 12

[43]

None

TC 39

[39]

Same as (8.5)

TC 39

[39]

AS8.1 The same as on
CAN Network

Overriding from VehicleNetwork asset. Access

J1939
Network

AS8.2 Access network
layer

AS8.3 J1939 message
injection

implies the possibility to submit packets over
the network. On a J1939 network, it allows
the attacker to perform DoS (4.5), eavesdrop
(4.3), message injection (4.8), and to connect
to network ECUs (1.1)
Inject messages to a J1939 network means
that the attacker can make requests towards
other J1939 nodes or PGNs (Parameter
Group Number) and after effort to
maliciously respond
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

This attack step should work as an
intermediate step to reach J1939 network
specific attacks from (4.2)

-

TC 39

[39]

AS8.5 Advanced J1939
attacks

If only limited parts of the J1939 protocol are
used, then the J1939 specific attacks might
not work. For example, requests might not be
supported. This is a helper attack step

This attack can only happen if all
the operations of the J1939 network
are supported. See
“noFullJ1939Support” defense.

TC 39

[39]

AS9.1 Eavesdrop

An attacker that eavesdrops on the dataflow,
can read the contained data if they are
unencrypted

Encryption of the data

-

Core
language

AS9.2 Denial of
Service (DoS)

An attacker that performs a denial-of-serviceattack on the dataflow makes the contained
data inaccessible (delete)

None

-

Core
language

An attacker that man-in-the-middles the
dataflow, can eavesdrop (9.1), control (read,
write or delete) the contained data, perform
requests (9.4) and responds (9.5) and even
DoS attacks (9.2)

None

TC 14

Core
language

AS9.4 Request

When a typical/direct request to the
connected service is performed

None

-

Core
language

AS9.5 Respond

When a typical/direct respond to the
connected clients is performed

None

-

Core
language

AS8.4 J1939 attacks
J1939
Network
(cont.)

Connection
Oriented
Dataflow

AS9.3 Man in the
Middle (MitM)
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Related
Asset
Connection
Oriented
Dataflow
(cont.)

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

When an attacker maliciously responds to the
connected clients. The confliction protection
mechanism does not prevent malicious
responds, but it typically takes time for the
attacker to bypass it

None

TC 39

-

When a typical/direct transmission is
performed from a transmitter service

None

-

-

Perform a malicious transmission when IDPS
is disabled on Gateway ECU. However even
when IDPS is disabled effort is needed to
bypass message confliction mechanism

IDPS protection

TC 34

-

Confliction protection mechanism does not
prevent malicious transmissions, but it
typically takes time for the attacker to
bypass it

None

TC 25, TC 31

-

AS10.5 Malicious
Transmit
Bypass IDPS

IDPS does not prevent all malicious
transmissions, and it typically takes time for
the attacker to bypass it

Firewall protection

TC 34

-

AS10.6 Malicious
Transmit

The act of trying to maliciously transmit.
This happens when IDPS is not in place, so

IDPS protection

TC 26, TC 27,
TC 38

-

AS9.6 Malicious
Respond
AS10.1 Same as 9.1 –
9.3
AS10.2 Transmit
AS10.3 Malicious
Transmit No
IDPS

Connectionless Dataflow

AS10.4 Malicious
Transmit
Bypass
Confliction
Protection
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

AS11.2 Service message
injection

Inject forged messages, to the services that
are running on this ECU, that could for
example notify about vehicle’s fault or report
fake status (speed, operation mode, etc.)

Communication protection
(authorization, authentication ref.
paper), Message confliction
mechanisms. Some message injection
defense mechanisms are: “message
confliction protection” on ECU and
IDPS on gatewayECU

TC 7, TC 26,
TC 27

[34]

AS12.1 Physical access

Attacker has physical access to the network.
This allows him to bypass the port security
(9.2)

None

-

Core
language

AS12.2 Bypass port
security

Port security can be used to restrict a port's
ingress traffic by limiting the MAC addresses
that can send traffic into the port. An
attacker that has physical access can bypass
it if disabled.

“portSecurity” defense

-

Core
language

Same as on (9.2)

-

Core
language

the attacker can make malicious
transmissions unobstructed
AS11.1 The same attack
steps as on
ECU: (1.1) –
(1.3)&(1.5)
Transmitter
Service

Ethernet
Network

AS12.3 Bypass access
control
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Related
Asset

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

AS12.4 Access data link
layer

If access control is bypassed, then access on
the data link layer (OSI layer 2) is gained.
This leads to access on the network layer
(9.5) (OSI layer 3) and to ARP cache
poisoning attacks (12.6).

Same as on (9.2)

-

Core
language

None

-

Core
language

Inherits from Network asset. Access implies

AS12.5 Access network
layer
Ethernet
Network
(cont.)

the possibility to submit packets over the
network. On a vehicle network, it allows the
attacker to perform forwarding (2.3), DoS
(4.5), message injection (4.8), network specific
attacks (4.6), connect to network ECUs (1.1)
and network service message injection (1.15)

AS12.6 ARP cache
poisoning

ARP spoofing works on all common IPv4
networks, both wirebound and wireless if the
don’t have static ARP tables

The “staticARPTables” defense
should be disabled

-

Core
language

AS12.7 Eavesdrop

Attacker can eavesdrop the network and the
transmitted dataflows

None

-

Core
language

AS12.8 Man in the
Middle (MitM)

Attacker can intercept and tamper with the
network’s communications (dataflows) and
also access the data link layer. Additionally,
on an Ethernet network, the attacker can
perform DoS on the routers and on the
Ethernet gateway ECUs

None

TC 44

Core
language
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Related
Asset
Ethernet
Network
(cont.)

Attack Step Name

Short Description

Possible Defense/Obstacle

Test Case

References

When an attacker performs a DoS attack to
the network. This leads to DoS on the
dataflows transmitted over the network

Attacker must have compromised
the Gateway ECU

-

Core
language

AS13.2 Access

Inherits from (1.4) but includes additionally
the ability of the attacker to perform Man in
the Middle (MitM) attack on both the
connected vehicle and ethernet networks or to
perform “forwarding” (13.3)

Attacker must first connect

TC 35

Core
language

AS13.3 Forwarding

Forwarding is the lightest interaction with
the gateway ECU, where the gateway simply
retransmits received messages to other
networks. This leads to (13.4).

Attacker must have access to the
Ethernet Gateway ECU

TC 35

Core
language

If firewall is disabled, then attacker can
bypass it and gain network layer access on
connected networks

“Firewall protection” defense

TC 35

Core
language

Perform denial of service attack on both the
connected vehicle and ethernet networks

None

TC 35

Core
language

AS12.9 Denial of
Service (DoS)
AS13.1 The same attack
steps as on
ECU: (1.1) –
(1.3)

Ethernet
Gateway
ECU

AS13.4 Bypass Firewall
AS13.5 Denial of
Service
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Appendix C – Test cases list
In this appendix of the report a complete list of all the developed test
cases is presented. Note that this list is also referenced from the attack and
attack step tables.
Test Class “CoreMachineTest”:
TC 1.
testMachineAccess
TC 2.

testBypassMachineAccess

TC 3.

testSoftwareHostToGuest

TC 4.

testSoftwareGuestToHost

TC 5.

testMachineAccountDataRWD

Test Class “CoreVehicleNetworkTest”:
TC 6.
testGatewayECUAccess
TC 7.

simpleServiceMessageInjection

TC 8.

testMitmNetwork

TC 9.

testPhysicalAccess

TC 10.

testCANnetworkSpecificAttacks

TC 11.

testFlexNetworkSpecificAttacks

TC 12.

testLINnetworkSpecificAttacks

Test Class “CoreDataTest”:
TC 13. testDataAccess
TC 14.

testDataflow1DataAccess

TC 15.

testDataflow2DataAccess

Test Class “CoreVulnerabilityTest”:
TC 16. testVulnerability
TC 17.

testSoftware

Test Class “CoreEcuTest”:
TC 18. testConnectEcuAttacks
TC 19.

testConnectEcuAttacks2

TC 20.

testAccessEcuAttacks

TC 21.

testAccessEcuAttacks2

Test Class “CoreFirmwareTest”:
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TC 22.

testFirmwareValidation

TC 23.

testFirmwareValidation2

TC 24.

testBypassFirmwareValidation

Test Class “MessageInjectionTest”:
TC 25. testNetworkMessageInjection
TC 26.

testServiceMessageInjectionConflictProtect

TC 27.

testServiceMessageInjectionNoConflictProtect

TC 28.

testServicekMessageInjectionFromECU

TC 29.

testNetworkMessageInjectionAfterVuln

TC 30.

testNetworkMessageInjectionAfterConnectionVuln

TC 31.

testNetworkMessageInjectionAfterFirmwareUpload

TC 32.

testProtectedNetworkMessageInjection

TC 33.

testSeeminglyProtectedNetworkMessageInjection

Test Class “AdvancedNetworkTest”:
TC 34. testDataflowWithFirewallAndIDPS
TC 35.

testAccessEthGatewayECU

TC 36.

testNetworkAccessWithEthGatewayECU

TC 37.

testGainLINaccess

TC 38.

paperTest

TC 39.

testJ1393Network1

Test Class “CoreEthernetNetworkTest”:
TC 40. testRouterAccess
TC 41.

testDataflow1

TC 42.

testMultiDataflowRequest

TC 43.

testMultiDataflowResponse

TC 44.

testMitmNetwork1

Test Class “AdvancedVulnerabilityTest”:
TC 45. testVulnerabilityOnUDS
Test Class “realTest”:
TC 46. acceleratorTest
Test Class “InfotainmentTest”:
TC 47. NetworkAccessFromInfotainmentTest
TC 48.

EngineerNetworkAccessFromInfotainmentTe
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