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Abstract. Today, the programming of a complete wearable sensor sys-
tem requires writing code in different programming languages for the
different parts of the systems, such as the wearable sensor platform it-
self, the gateway, the back-end server, and the client app. In this paper,
we propose to use WebAssembly, which is a simple but powerful virtual
machine standard already supported by all major web browsers. We show
that it is possible to implement a WebAssembly interpreter for embed-
ded systems, such as the Texas Instruments CC2652R system-on-chip
and this enables the same code to execute in all parts of the systems.
In our proof-of-concept implementation, we use Bluetooth low energy,
which means that smartphones can communicate with and program our
device without the need for special hardware.

Keywords: Wearables · WebAssembly · Virtual Machine · Bluetooth ·
Over-the-air programming.

1 Introduction

A complete wearable system consists of the wearable device, but also gateway
nodes, back-end servers, and client applications. Consequently, there will be
many different programming languages involved in creating an end-to-end sys-
tem for IoT applications. On the wearable sensor node itself, it is embedded
programming in C. On the gateway, it may be a high-level language, such as
Python. In the cloud, it may be Java, and finally on the web client, it is HTML
and JavaScript. On smartphones and tablets, yet other languages may be used.
Needless to say, this diversity of programming languages is a challenge even for
experienced programmers. Instead, we want to create a system where domain
experts, rather than the very best embedded programmers, should be able to
create the application logic and, at the same time, allow for easy tailoring of
the systems to the application and user needs. The idea is to use standardized
hardware and be able to tailor it to the need at hand. For instance, an inertial
measurement unit (IMU) can both be used for activity tracking throughout a
day, but also in detecting dangerous working positions in ergonomics depending
only on the software it runs.

To enable reconfigurable wearables and one single language everywhere, we
propose to use a simple virtual machine (VM). We propose to use WebAssem-
bly for this, which is a new VM designed for fast execution of code on the
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web [13]. Despite its design target, WebAssembly is also suitable for resource-
constrained devices, including wearables, as it requires much less code size and
other resources compared to other alternatives, such as Java VM or a JavaScript
interpreter. Currently, WebAssembly is gaining significant attention, for exam-
ple, there is already support in all major web browsers today, and this promises
wide adoption in the future. Several compilers, linkers, and other tools already
exist. Since WebAssembly is based on compilation, you can use existing code to
generate WebAssembly byte code. Nevertheless, to the best of our knowledge,
no one has actually run WebAssembly on embedded devices.

In this paper, we implement a WebAssembly interpreter on embedded sys-
tems, such as wearables, with support for over-the-air programming based on
Bluetooth low energy (BLE) Generic Attribute (GATT) services. Using WebAs-
sembly is the first step in allowing the same code to run everywhere in a complete
wearable system as WebAssembly already is supported in web browsers and on
servers. Furthermore, since our system uses BLE, it can be used together with
common smartphones and laptops without the need for special hardware.

2 Related Work

There are many alternatives to WebAssembly. First, it is possible to do over-the-
air programming with native code and dynamic linking. For instance, Dunkels
et al. [5] demonstrated this on Contiki-OS. Similar support is available for other
sensor node operating systems. However, every platform requires their own na-
tive binary code. While you can support over-the-air reprogramming, you cannot
run the same code everywhere with these techniques.

Other alternatives are JavaScript engines and Java Virtual Machines (JVM)
for embedded devices. Some attempts have been made to port JVMs to em-
bedded devices, such as TakaTuka [1] and Darjeeling [3]. Neither of these are
active today. One reason is that it is difficult to fit a complete JVM with full
library support on resource-constrained devices, and this means that these so-
lutions have to make sacrifices, which means that standard Java programs may
not run on these JVMs. The same problem also holds for JavaScript engines.
Nevertheless, several options exist for running JavaScript code on embedded de-
vices. One popular example is Espruino [9], which also comes with web-based
tools for development and testing. However, there are many more, such as Duk-
tape, MuJS, Tiny-JS, Jerryscript, MuJS, and Mongoose OS. Recently, Baccelli
et al. [2] implemented a JavaScript engine for embedded wireless sensor nodes
based on CoAP [11]. However, complete implementations of JavaScript engines
are usually still very large. For instance, Duktape [4] is one of the smallest and
still requires 160 kB flash and 64 kB RAM, and even then, it only supports the
JavaScript versions ECMAscript E5.1 and not the entire ECMAscript E6 or E7.

Even though WebAssembly has already been around for some time, the
amount of research is limited and mainly concerns programming language design
and semantics (e.g., [6, 12]). We have not been able to identify any research work
about running WebAssembly on embedded systems.
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3 Implementation

We have developed a prototype system that is able to program wearable sensor
nodes over-the-air using WebAssembly modules. The focus has been on Blue-
tooth Low Energy (BLE), since this allows direct communication with standard
devices, such as smartphones and laptops without special hardware. We imple-
mented a WebAssembly interpreter that runs on resource-constrained embedded
devices. In this section, we highlight how we did this. Our implementation uses
the Texas Instruments development platform CC26x2R LaunchPad and their
BLE stack Simplelink. The code is based on the Simple Peripheral example
script provided by TI. However, our WebAssembly implementation is platform
agnostic and we also have it working on Contiki-OS as well.

3.1 WebAssembly, WAC, and libwabt.js

WebAssembly is a structured stack machine with strict typing [13]. Hence, both
compilers and interpreters are easy to implement. WebAssembly uses byte code
for efficient representation of compiled code, which is known as a WebAssembly
module (wasm) and contains functions for modularization of code and linking.
There is also a textual representation. The small size of wasm modules enables
redeployment of the code between sensor nodes, gateways, cloud servers, and
web clients efficiently, automatically, and over-the-air. Despite being designed
for high-performance code execution for web applications, it is a simple and
efficient VM that is also suitable for embedded systems.

Currently, there are two C/C++ compilers that can generate WebAssembly
byte code, where one is based on the extendable compiler infrastructure project
LLVM. Both compilers have support for more programming languages, such as
Rust. It is not hard to imagine and implement simpler to use compiler front-ends
based on low-code concepts [10], such as Google Blockly or MIT Scratch.

In addition to compilers, many tools have been developed for WebAssembly.
One set of tools is the WebAssembly Binary Toolkit (WABT), which imple-
ments several useful tools for the handling of WebAssembly binaries, including
converting between the binary representation (wasm) and the textual represen-
tation. WABT also includes a WebAssembly interpreter in C++. Furthermore,
this project has also been compiled to a JavaScript library called libwabt.js that
can be used to do what WABT does in web browsers. This library allows for
online writing of WebAssembly code and the creation of binary wasm modules.

WebAssembly in C (WAC) [7], is a WebAssembly VM engine written in
C. This code is small, but still a complete implementation of a WebAssembly
interpreter. As we need to write code in C for our embedded system, we base
our implementation on WAC.

3.2 WebAssembly on embedded systems

Our implementation of WebAssembly on embedded systems can be divided into
three parts: the WebAssembly module loader, the interpreter, and the BLE ap-
plication with the API to the rest of the embedded operating system (OS).
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The module loader accepts the binary wasm module from the BLE appli-
cation. It allocates heap space for the execution of the module and places the
wasm binary in the first part of the heap space as shown in the left part of Fig. 1.
Our implementation has a fixed-sized struct for the management of the module,
which is placed right after the wasm module on the heap space. A handle to this
struct, shown with the blue hollow arrow is passed around by the application.
The struct points out where everything else is located on the heap. The struct
also includes run-time data, such as the program pointer (PC), operand stack
pointer, and the call stack pointer, all three shown as bold arrows in the figure.
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Fig. 1. The proof-of-concept implementation. The wasm module heap space (left),
hardware setup (middle), and an example input signal from the pulsesensor (right).

Then, the module loader places additional data on the heap in the order
shown in Fig. 1. In the first parts, we place data that has a fixed length or will
never grow after load time. In the end, we place data that may need to grow,
i.e., the linear memory and the stacks. First, we place the global variables on
the heap. The global variables may change, but the number of variables will
never change. Then we place the function declarations, followed by the branch
optimization, which is used to speed up the execution of branching in the code.
For instance, when executing an if-opcode, we can look up the start location of
the else-branch when we should branch there, instead of searching for it in the
function code.

Tables and linear memory are constructs specified by the WebAssembly spec-
ification. Tables can be used by indirect function calling and will have a fixed
length determined by the module at load-time. The linear memory acts as heap
storage for the module itself. A module can reserve zero or more memory pages
at load time, but can also grow the allocated memory at run-time by reserving
additional memory pages. This means that this part of the space may need to
grow. Finally, we have space for the stacks. Our implementation, being based on
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WAC, uses two stacks, one for operands and one for function calls and blocks,
such as if-then-else-end-blocks or loop blocks. They grow in opposite directions
to make the maximum use of the available space. When they meet, we will
have a stack overflow, which will terminate the WebAssembly execution. Future
versions may instead extend the allocated memory if possible.

Gray areas in Fig. 1 indicate the run-time state that needs to be migrated if
a running wasm module needs to move from one node to another. White areas
can always be re-loaded from the binary wasm module.

The interpreter part is a classic while-loop with a large switch statement
implementing all the 192 opcodes defined by WebAssembly. Some of the opcodes
implement functions using 64-bits integers and floating-point data types (both
single and double precision). Since the ARM Cortex M4F microcontroller in
CC2652R, used by our LaunchPad sensor node, does not have native support
for all these data types, some are implemented in software by the compiler.

3.3 Bluetooth Low Energy Implementation

The WebAssembly module is executed by a dedicated task in the BLE stack. In
our current implementation, the operating system and the BLE stack has most of
the control and only the application logic is done by the wasm module. In future
implementations, we imagine that wasm modules will have much more control
of the stack and the operating system, such as creating own GATT services or
implementing standardized BLE profiles.

Our current BLE application implements three functions that can be used
by the wasm module, namely millis(), analogRead(), and notify(). The
first one returns the number of milliseconds since the device started, the second
function reads one of the analog-to-digital converter (ADC) pins, and the last one
emits a 32-bit integer over a BLE characteristic, which will be sent over-the-air
to subscribed clients, such as a smartphone app.

The wasm module must export two functions: interval() and periodic().
The first function is called only once after the module is loaded and must return
a time interval in milliseconds. Then, periodic() is called regularly by an OS
timer according to the interval. A single low priority OS task executes all this
and this means that concurrent calls to periodic() is impossible, even if the
interval is very short or the execution of periodic() is prolonged.

To program and interact with the wasm module application, our BLE imple-
mentation implements a custom-made GATT service with three characteristics
(attributes that can be read or written). The first is ModuleValue and allows for
notifications, which means that BLE clients can subscribe to it and receive values
when the attribute changes. The characteristic ModuleStatus is for management
and tells whether the module is loaded, running, resetted, or terminated with
an error. The third characteristic is ModuleUpload and this one is for upload-
ing the wasm module binary over-the-air to the device. The binary is divided
into 20-bytes segments and sequentially written to this characteristic to upload
the module. When finished, the module is loaded and initialized with a special
command.
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4 A Proof-of-Concept Evaluation

To demonstrate the usage of our WebAssembly system in a BLE device, we
developed software for extracting the heart rate from a photoplethysmogram
(PPG) sensor connected to a BLE node. We use the TI Launchpad CC26x2
as sensor node and connects a PPG sensor (Pulsesensor [14]) to one of the
analog pins on the node. The middle part of Fig. 1 shows the hardware setup.
By sampling the pin with an analog-to-digital converter (ADC) when the pulse
sensor is attached to a fingertip, we can obtain the pulse curve shown in the
right part of the figure.

Our proof-of-concept wasm module implements a simple signal processing
application of the raw sensor data (blue curve in Fig. 1) into the heart rate. The
heart rate will be sent via the ModuleValue characteristic to all BLE subscribers.
It is based on finding the average value of the curve with a simple exponentially
weighted moving average and an offset (red curve). The program calculates the
time between the events when the blue curve crosses the red curve from below
(the green time intervals) and calculates the beats per minutes (BPM) from this.

In order to test the BLE over-the-air programming of the sensor node, we
developed a simple HTML/JavaScript web application. The Google Chrome web-
browser supports the Web Bluetooth API and can be used to interact with BLE
devices. Fig. 2 shows our web application running in Chrome from a standard
laptop. From it, we can connect to and control the sensor node and upload
compiled wasm modules. Through the same web application, we can receive
the output from the wasm module once it starts running. In Fig. 2, we show a
use-case where we first connect to the sensor node, load a saved wasm module,
upload it to the sensor node, and then starts to receive the heart rate in bpm.
The received values are indicated with the red boxes in the figure. Since a lot
happens in the background, we show the JavaScript log console from Chrome to
the right, where we log the actions performed by the web application. Using the
libwabt.js library, the web application also disassembles the wasm module and
displays what is being uploaded in the text box to the left. A simpler version
of the web application was developed and tested on Android tablet PC as well
as on an iPhone. For the iPhone, you have to use the experimental web browser
WebBLE as Safari does not yet have Web Bluetooth API support.

4.1 Size Overhead

Our small proof-of-concept evaluation script compiles to a mere 209 bytes bi-
nary wasm module. This size can be compared to a native binary code (ELF)
of around 900 bytes or 185 bytes for a minimal equivalent JavaScript, and 1263
bytes for Java (.jar). Our WebAssembly interpreter and module loader imple-
mentation only requires 13 kB flash memory (including support for 64-bit integer
and floating-point arithmetics) and 1.1 kB SRAM (both heap and stack). On top
of this, the example script requires 526 bytes for the run-time states and opti-
mization. This can be compared to Baccelli et al. [2], which reports a 12 kB RAM
usage and 160 kB flash memory usage for their JavaScript Engine alone. Hence,
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Fig. 2. Screenshot of the BLE Gateway tool running in Chrome on a laptop and
connected with the device over BLE. The red boxes is the reported BPM values from
the wasm module running on the device. To the right is the JavaScript console log.

WebAssembly is significantly more space efficient compared to JavaScript. There
are smaller JavaScript implementations, but they tend to support even less fea-
tures from the JavaScript standard. The Mongoose [8] JavaScript engine, mJS,
which claims only 50 kB flash memory, is a good example. When it comes to
Java VM, TakaTuka [1] reports around 55 kB flash for a near complete imple-
mentation of the Java VM on Atmel’s 8-bit AVR microcontroller.

4.2 Discussions

For most parts, there are very few problems with running WebAssembly on
embedded systems. However, one feature is a problem on today’s embedded
microcontroller platforms and that is the linear memory feature. It is designed
for more capable devices and therefore works with memory pages of 64 KiB.
Many of the latest embedded systems cannot reserve even a full single page.
Hence, another mechanism is needed to reduce the use of real memory for a
WebAssembly module that uses the linear memory feature. Perhaps a mechanism
based on allocation of real memory only on demand, i.e., when a certain memory
block is being used.

5 Conclusions and Future Work

In this paper, we have demonstrated how a WebAssembly interpreter can be
implemented on resource-constrained wearable sensor nodes. Due to the effec-
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tiveness of WebAssembly, we thereby have enabled the possibility to run exactly
the same code anywhere in a complete wearable sensor system. This will finally
allow us to use one single programming language and environment to program
all parts of a complete wearable sensor system, from sensor nodes, to back-end
servers, to client applications if we want to. We will now continue this work
by designing a suitable distributed run-time environment for such systems and
design suitable front-ends for the WebAssembly compilers based on low code con-
cepts. We believe that this will lead to faster and less demanding development
of wearable sensor systems in the future.
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