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Abstract

Contemporary organizations depend on IT to reach their goals but the organiza-
tions are constantly adapting to changing market conditions and these changes need
to be reflected in the IT architecture. Modeling is often used to manage complex
architectures allowing to abstract details and focus on the most important aspects.
Metamodels are central to modeling and used as a mechanism for modeling differ-
ent phenomena and describing evolving designs such as IT architectures. However, it
can be difficult to model IT architecture especially in large organizations due to the
amount and diversity of systems, software, data, et cetera. Previous studies have found
problems with metamodels and the support modeling tools provide to the users. The
topics mentioned by numerous authors are lacking cyber security analysis capabilities
and the support for automated model creation using enterprise data. These two topics
are studied in this thesis with the focus on smart grids.

The contribution of this thesis is to offer support for IT architecture modeling
processes with the following propositions that are described in four papers. The con-
tribution includes a metamodel extension for analyzing insider threats and reachability
(Paper A), a framework for automatic modeling (Paper B), a framework for improving
semantic accuracy and granularity matching in automatic modeling (Paper C) and a
reference model for cyber security analysis of smart grid load balancing (Paper D).

Keywords: IT Architecture Modeling, Cyber Security, Reference Architecture, Au-
tomatic Modeling
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Sammanfattning

Idag är många verksamheter beroende av IT för att nå sina mål. Organisationer
anpassar sig dock ständigt till förändrade marknadsförhållanden och dessa förändringar
måste återspeglas i IT-arkitekturen. Modellering används ofta för att hantera komplexa
system, då det möjliggör abstraktion av detaljer och fokus på de viktigaste delarna av
systemet. Metamodeller är viktiga för modellering och används som ett verktyg för
att modellera fenomen för olika IT-arkitekturer. Att modellera IT-arkitekturer kan
dock vara svårt, särskilt i stora organisationer med många olika system, program,
data osv. Tidigare forskning har funnit problem med metamodeller och verktygsstöd.
Ämnen som nämns av många författare är problemen med hotanalyskapacitet och stöd
för automatiserad modelluppbyggnad från företagsdata. Dessa två ämnen studeras i
denna avhandling med fokus på smarta elnät.

Bidraget i denna avhandling är att erbjuda stöd för IT-arkitekturmodellerings-
processer med följande förslag som beskrivs i fyra papper. Bidraget innefattar en
utvidgad metamodell för att analysera interoperabilitet och tillgänglighet avseende
cybersäkerhet (artikel A), ett ramverk för automatisk modellering (artikel B), ett
ramverk för förbättring av semantisk noggrannhet och granularitetsmatchning i au-
tomatisk modellering (artikel C) och en referensmodell för analys av cybersäkerhet vid
lastbalansering av smarta elnät (artikel D).

Nyckelord: Arkitekturmodellering, Cybersäkerhet, Referensarkitektur, Automatisk
Modellering
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Chapter 1

Introduction

1.1 Outline

This thesis consists of two parts. The first part gives an overview of the second part which
is the core of the thesis. The second part consists of four papers that have been either
published (paper D) or submitted (papers B and C) to academic peer-reviewed journals, or
published in the proceedings of a peer-reviewed conference (paper A).

1.2 Background

Digital technology plays an increasingly dominant role for organizations in everyday tasks.
Systems and software are used in different ways by employees, partners and suppliers.
Many services have moved online and so have many customers. For example, according
to Riksbank [125] more households in Sweden prefer to pay with digital solutions and
cards than with cash. Moreover, Gartner report on digital business success [99] predicts
that in the future computing will pervade everything tangible. According to the Gartner
report, enterprises will need to learn to compete in a connected world of 100 billion people,
businesses and connected things.

Digital technology is used to implement solutions that are necessary for organizational
capabilities and critical for productivity gains. Formal description of the technology for such
a solution is called IT architecture. In this thesis, the term IT architecture is used to denote
the elements from various domains which are shown in Figure 1.1. To achieve the gains
that digital solutions make possible, IT architecture needs to be aligned with organizational
goals [37, 66, 81]. However, this is challenging because organizational goals and the resulting
business strategy keep changing due to market conditions and other factors. Therefore
the IT architecture of an organization needs to be continuously changed as well [3, 6,
116]. Managing such changes in complex architectures is difficult. Digital solutions rely on
architecture elements that have manifold relationships with each other. Any architecture
change requires careful planning and analysis of the change’s impact to the different parts
of the architecture.

Enterprise architecture is the field that studies how to align IT architectures with orga-
nizational vision and goals. Organizations are constantly changing and enterprise architec-
ture deals with guiding organizations through the technological aspect of those changes [94,
121]. This is achieved by careful enterprise analysis, planning, design and implementation.
Enterprise models have a central role in enterprise architecture and are used to manage
complexity. There is a multitude of literature about various enterprise architecture instru-
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4 CHAPTER 1. INTRODUCTION

Figure 1.1: IT architecture elements from different domains as covered in this thesis. The
thesis looks at technology and applications, their management processes, data and data
flows, and users.

ments and approaches such as [92, 93, 98, 127] and more specifically models and modeling
like [35, 132]. Enterprise architecture models are often used to run different simulations
and analyses [27, 39, 75]. Simulation is conducted for the purpose of acquiring knowledge
to reach informed decisions and can be done with models that are reasonably similar to the
real world and of quantitative nature [45]. Modeling is also at the heart of other enterprise
oriented disciplines such as system architecture [75, 91, 130] and threat modeling [77, 78,
151] that are becoming more common in both industry and academia.

This thesis focuses on the modeling of IT architecture, which can be considered a part of
enterprise architecture. Whatever the discipline, modeling an enterprise is time-consuming
and error-prone. Metamodels that are used as a mechanism for modeling different phenom-
ena and describing different evolving designs need to correspond to the latest theories about
the discipline modeled. Moreover, modeling requires granular and up-to-date information
[110] about the enterprise modeled, lest models become outdated [1]. Inaccurate models
can lead to incorrect decisions which in enterprise architecture can mean loss of revenue and
profit. Consequences of wrong decisions can be even more severe in other disciplines like
cyber security management. Indeed, cyber security is identified as a number one concern
for business organizations by Kappelman et al. [81].

Threat modeling is an important part of cyber security management. Its purpose is to
understand threats and mitigations within the context of protecting something valueable
for example systems and software [135, 143]. In threat modeling, to estimate the overall
vulnerability of a system, the vulnerabilities of the separate parts need to be considered as
well as how they relate to each other. Attackers tend to exploit a mix of vulnerabilities
throughout a system architecture. Since it is impossible to address all the vulnerabilities,
some need to be prioritized. Among other things, insider threats have been deemed impor-
tant but insufficiently covered [10, 20, 100]. Failures in such threat assessments can lead
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to consequences similar to what happened to Ukrainian utilities1. Elements of the power
grid in Ukraine were taken down and the users lost access to electricity. Formal analysis
methods such as attack-defense trees and graphs e.g. [2, 85, 86, 137] and tools like [41,
64, 65, 68, 96, 118] help the decision makers to find the most effective defense measures to
invest in and improve the security posture of their organizations.

As stated, in order to base important decisions on models, the models need to be created
using up-to-date information [56]. However, obtaining up-to-date information about a com-
plex architecture in a large organization is challenging. The task is even more challenging
if it is done manually. Nevertheless, manual modeling is common in practice, even though
it can lead to imprecise models [30, 128]. There is a vast amount of data available within
organizations that could be used for modeling [31, 74] and the availability of such data
makes automation of modeling possible. Automation of modeling is preferable because it
allows creation of more accurate models in a timely manner compared to what a manual
approach would allow. Using data from an organization for modeling is a complex task and
not much has been written on the topic especially in the field of enterprise architecture [150].
Such an automated approach, however, would typically need to use data from multiple data
sources. Information available in an organization is often fragmented, with each data source
having information only about its area of concern. Thus there is a need for multiple data
sources for enterprise modeling which has been mentioned by several authors such as [32,
113, 115, 145]. There are approaches that deal with information extraction from the data
from multiple sources e.g. [22, 57] but their focus is not modeling. Furthermore, current
modeling automation approaches like [4, 14, 33, 62, 74] focus only on using a single data
source or stay on a theoretical level.

There are alternatives to automation of modeling that help to simplify modeling and
one such is using reference models. Reference models have two purposes that are important
for this thesis. The first one is capturing the common traits of an architecture and thus
describing generic cases [88]. Using such a reference model for decision support reduces
the risk of disrupting sensitive systems through scanning, which is a common method to
obtain data. While a viable alternative, substituting automated modeling with a reference
model comes at the expense of the accuracy of the information that such a model is able
to provide. The other purpose of reference models is to communicate best practices. The
focus of this thesis is smart grid IT architecture and several different smart grid reference
models have been proposed such as [48, 53, 70]. However, as far as known to the author
of this thesis, there are no previous smart grid reference models meant for simulation and
quantitative modeling which is important for decision support.

The smart grid scenario that is studied in this thesis is focused on a load balancing
setup. Load balancing of renewable energy is a way of automatically controlling distributed
generation to balance the renewable energy supply to the demand in a way that regional
congestion is avoided and grid stability is secured. Important for a load balancing setup is
a Supervisory Control and Data Acquisition (SCADA) system placed at the Distribution
System Operator (DSO) that is responsible supporting the decisions to increase or decrease
the power generation using demand and load forecasts.

1.3 Purpose

The purpose of this thesis is to offer support for IT architecture modeling process with a
focus on cyber security of smart grids. More specifically, the work proposes one metamodel

1https://www.wired.com/story/crash-override-malware (Accessed: March 2018)
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Figure 1.2: Topics (A-D) covered in the thesis. The last, analysis step, is covered only
partially in paper D.

and two methods for simplifying IT architecture modeling, using cyber security analysis of
smart grids as the example domain.

The four papers that the thesis is composed of (papers A-D) can be seen as supporting
different stages of the IT architecture modeling process as shown in Figure 1.2.

1.3.1 Delimitations
While this thesis relies on the knowledge of the field of enterprise architecture, the thesis is
limited to studying only the more narrow field of IT architecture and business modeling is
out of scope. This is due to the availability of systems, software and data for the studies.

An important field touched upon is cyber security. However, the papers that constitute
the thesis address this topic in various degrees. Papers A and D focus on cyber security,
while papers B and C are more general in nature. Papers B and C aim to improve the
modeling process in general and the contributions of these papers are not only limited to
cyber security modeling tools. Nonetheless, cyber security modeling is given as one of the
examples in the case studies of those papers.

Smart grid IT architecture analysis has been the central topic in the work and the
biggest data set comes from the SCADA lab that was set up specifically for the studies and
designed using the information obtained from various experts. Smart grid is however the
main topic of paper D only. The propositions from the rest of the papers were inspired by
the issues identified in the smart grid IT architecture, but can be used also in wider context.

The evolution of the cyber security analysis metamodel and the modeling tool through-
out the period of writing the papers that constitute the thesis has influenced the content of
the papers. Although paper A proposes an improved metamodel for cyber security analysis,
it is not that exact model that is used for the analysis in paper D. The metamodel and
the modeling tool used in paper D are much improved versions of the originals that are
now also commercially available and being developed and supported by a dedicated team
of professionals2.

2https://www.foreseeti.com/securicad (Accessed: April 2018)
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Related work

IT architecture metamodels can be used to analyze different aspects of an enterprise. Some
organizations might prioritize IT-business alignment analysis while others like power plants
and manufacturing companies reliability, availability and cyber security of the systems
[114]. However, there are aspects about analyses that use IT architecture information that
are lacking such as coverage of metamodels in certain situations and support for modeling
which is difficult and time consuming. This thesis addresses these problems and thus these
problems are also the focus of the following literature study. Subsection 2.1 discusses IT
architecture and cyber security metamodels and issues in smart grids and subsection 2.2
discusses support for modeling with the focus on automated modeling using heterogeneous
data.

2.1 IT architecture and cyber security metamodels and issues in
smart grids

Organizations use IT to run business operations. As business goals are adapted to changing
market circumstances, so should also be the IT that is used to run the operations. The
field of enterprise architecture helps to manage technological change from a higher level of
abstraction than software and system architecture fields [39] e.g. ISO/IEC/IEEE 42010 [72]
and to see the organization as a whole. There are numerous different frameworks that help
organizations to embrace enterprise architecture. Some more notable ones are the Open
Group Architecture Framework [54], the Department of Defense Architecture Framework
[24], the British Ministry of Defence Architecture Framework [23], ISO 19439 framework
[71], Federal Enterprise Architecture framework [49] and the Zachman framework [40].

Many enterprise architecture approaches rely on metamodels for documentation, analy-
sis, design and communication. A metamodel in enterprise architecture is an unambiguous
representation of some parts of the real world. It is a purpose driven abstraction of a do-
main of interest. According to the authors such as [93, 132] only elements that directly
contribute to the modeling objective should be included in an enterprise metamodel. The
visual complexity of a model can be reduced through structuring into views that include
relevant aspects for particular stakeholders. For the stakeholders interested in the usage
of IT such a model would cover IT architecture (see Figure 1.1). While enterprise docu-
mentation tends to be qualitative in nature, there are also quantitative approaches. The
goal of quantitative architecture analysis approaches such as [13, 27, 67, 75, 76, 108, 120] is
to predict the properties of the system-to-be. Formalisms in a quantitative analysis facili-
tate for example the analysis of IT/business alignment [130, 131], interoperability [95, 146,

7
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147, 156], enterprise systems modifiability [90], data accuracy [109], modularity [91], and
availability [111].

Measuring and prediction is especially important for enterprise IT security (cyber se-
curity) to ensure continuous operations. However, cyber security is difficult to measure
because of the complexity of the field [73]. There have been attempts to measure and pre-
dict cyber security nonetheless such as [2, 64, 68, 77, 78, 137, 139]. The IT architecture
in power companies is different from traditional IT architecture because of the distributed
nature of an interdependent power system and the type of industrial protocols commonly
used for communication and control [15, 84, 144]. Hence, power system specific cyber secu-
rity analysis approaches have been proposed, some using simulated environments e.g. [36,
148, 153] and others various modeling techniques e.g. [18, 21, 117].

A recent study claims that many cyber security approaches for power systems lack in
aspects that are analyzed. The survey [20] of control system cyber security risk assessment
approaches finds that the methods surveyed are weak on considering the non-technical
context of systems and do not account for human factors like insider attacks. However,
insider attacks have been deemed important by some authors. Bishop et al. [10] write that
operating losses caused by insider threats are increasing in all IT systems. Robinson [126]
writes that disgruntled insiders are a big threat to control systems because they possess the
knowledge of and access to the systems. The possibility of insider attacks in control systems
is also deemed important by Luiijf [100]. Luiijf finds that not only are insiders a possible
threat, but so are also third parties such as maintenance engineers that have authorized
access and different security practices. A recent SANS survey on industrial control systems
[51] listed accidental internal threat as a top two concern. Some solutions against insider
threats have been proposed, some general like [10, 103] and some specifically for control
systems that could be used in smart grids such as [5, 112]. None of the solutions proposed
that the authors are aware of are for strategic modeling of the current and future states of
IT architectures as is one of the goals of this thesis.

Insider threat is relevant for cyber security analysis of smart grids and due to the gap
identified in the IT architecture modeling literature has been chosen as the main topic of
an extension of a cyber security analysis metamodel P 2CySeMoL [64] that is described in
paper A. The cyber security of smart grids in general at the example of a load balancing
setup is discussed in paper D.

2.2 Support for IT architecture modeling

Various IT architecture analysis tools have already been mentioned in the previous section
and in Chapter 1. While many of these tools prove a valuable help for IT architecture
management, documentation and modeling are time consuming and difficult tasks especially
in a dynamic environment such as an enterprise [110].

Roth et al. [128] find by surveying 140 enterprise architecture practitioners that enter-
prise architecture documentation needs to improve on tool support which allows process
based data collection to reduce the time for documenting. Roth et al. also find that the
low maturity of data collection process is a major issue in many organizations. According
to the survey, automated techniques should be used as they have a positive effect on data
collection time. However, many organizations do not have a dedicated process for collecting
enterprise architecture information. That is collaborated in a study by Farwick et al. [31]
where 123 enterprise architecture professionals are surveyed.

Johnson et al. [74] and Farwick et al. [31] study possible information sources. Some of
the sources identified are network scanners, configuration management databases, project
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portfolio management tools, change management tools and license management tools. The
reasons for not using the data sources are given by Farwick et al. [31] as data granularity
mismatch with the enterprise architecture information model, integration implementations
costs, and low data quality. Data quality and granularity problems are addressed in papers
B and C.

The problem of low quality of enterprise data comes up in several studies [31, 34, 58, 123,
128]. Some authors try to solve data quality problems with a metamodel. Florez, Sanchez,
Villalobos [34] find that due to data source limitations and dynamics in enterprises it is
difficult to create ideal models and make a proposition to include data quality problems in
enterprise model as imperfections without ignoring them. The authors propose an approach
of how to create imperfect enterprise models from low quality information. The approach is
implemented in a tool called iArchimate that also supports analysis. However, the approach
does not address model creation from multiple imperfect data sources, only introduces a
metamodel that supports imperfection modeling.

If data are available from multiple sources, heterogeneous data might need to be inte-
grated for modeling. Poor data quality can hinder however data integration. There are
authors who propose practical data cleaning and matching solutions for data integration
e.g. [122, 123, 124]. Other notable data integration attempts are integration through
model driven engineering e.g. [7, 52, 80, 83, 142], schema and instance level matching us-
ing machine learning algorithms e.g. [9] and data integration using data warehouses and
middleware e.g. [47, 55, 129, 133, 149].

Data provenance techniques are seen as a way to reduce ambiguity in data integration
and enable data reuse by multiple authors. Simmhan et al. [136] propose a taxonomy of
data provenance characteristics and demonstrate its use on scientific workflow approaches.
Glavic et al. [46] present a categorization scheme for provenance models that uses data an-
notation, temporal data management and versioning. Cheney et al. [19] describe three main
database provenance notations and compare their applications in confidence computation,
view maintenance and annotation propagation.

Another common method to improve data quality and support modeling is to use the
help of an ontology. Ontologies are used to address semantic problems and data granularity
mismatches which are common [58]. Moreover, the usage of ontologies helps to simplify
the use of data for machine processing. Song, Zacharewicz and Chen [140] propose an
ontology driven framework to solve semantic and structural data heterogeneity problems
that arise when heterogeneous systems are evaluated and redesigned. Cesare, Foy and
Lycett [17] propose a semantic data integration framework for large scale enterprise systems
data integration. Hinkelmann et al. [61] propose a continuous adaption approach for the
alignment of IT and business. The approach builds on combination of machine interpretable
ontologies and enterprise modeling.

While data warehouses are commonly used for integrating data from distributed in-
formation sources, a data warehouse is labor intensive to set up and maintain [82, 149].
Hence, setting up one solely for the purpose of model automation is costly and inefficient.
A dedicated framework on the other hand would be a better choice as it is more lightweight
and can be customized according to the modeling needs. Paper B describes a framework
for automating model creation that is designed specifically for the purpose and is inspired
by the data integration approaches and borrows data annotation and temporal versioning
from data provenance field to reduce ambiguity in data integration. Paper C describes an
ontology framework that is inspired by the field of ontology and improves the quality of the
data for the modeling automation framework described in paper B.

Models can be used for documentation and decision support. Reference models on the
other hand can simplify modeling. Reference models are most of all useful as architecture
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and practice guidelines, but can also help to ease modeling if no data are available.Various
government and industry organizations have published best practice guidelines but also
reference models that help to implement best practices in various domains for example en-
terprise architecture [107] or software architecture [42]. In cyber security domain guidance
and reference models have been published for example by [48, 53, 69, 70, 134, 138]. Ac-
cording to the author’s knowledge none of the reference models described by the mentioned
authors are meant for simulation and quantitative modeling. This is addressed by paper D
that proposes a reference model for the threat analysis of a load balancing IT architecture.



Chapter 3

Research design

In information systems research, theories from other disciplines such as natural and social
sciences are often applied. Yin [155] discusses five social sciences methods – experiment,
survey, archival analysis, history and case study. According to Yin, case study research
should be preferred if the research investigates a complex contemporary phenomenon and
the boundaries between the phenomenon and context are not clear. Yin describes single
and multiple case study methods that follow a similar, three-step, structure:

1. Define and design. Develop a theory, select cases and design a data collection protocol
(see subsection 3.1.1).

2. Prepare, collect and analyze. Conduct study or studies and write reports (see subsec-
tion 3.1.2).

3. Analyze and conclude. Draw (cross-case) conclusions and modify the theory (see
subsection 3.1.3).

Another method which has gained popularity in the recent decades in information sci-
ences is design science research. In contrast to the natural and social sciences, design science
does not try to explain reality but is about contributing new knowledge through the cre-
ation of innovative artifacts [60]. Numerous authors have published papers on different
approaches to information systems design science research such as [50, 59, 60, 101, 102,
119, 154] and the application of design science research in various fields like accounting
information systems e.g. [44] or business intelligence e.g. [106].

Peffers et al. [119] summarized common design science research process elements found
in the methods proposed by seven different authors. The common elements proposed by
the majority of the authors are the following:

1. Problem identification and motivation. Define a research problem and explain the
value of the solution (see subsection 3.2.1).

2. Design and development. Creation of an artifact by determining its architecture and
functionality. The artifact is based on justificatory knowledge and possibly other
constructs (see subsection 3.2.2).

3. Evaluation. Observation and measurement of how well the created artifact solves the
identified problem (see subsection 3.2.3).

11
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Table 3.1: A summary of the research design of the four papers. A capital X indicates a
large emphasis on the research method; a minuscule x indicates a smaller emphasis on the
research method, and no letter indicates that the research method was not used at all.

Research method Paper A Paper B Paper C Paper D

Case study x x X
Design science research X X X x

The work presented in this thesis has not followed a single common research design.
Instead, the work can be seen as following a multimethodology type of research design
as described by Mingers [104]. A multimethodology type of design uses a combination of
methods from different paradigms and utilizes them for specific tasks. Information systems
draw on a wide range of disciplines such as technology, mathematics, psychology, linguistics,
semiotics and so on. The field is characterized by a diversity in research paradigms and
this diversity provides a wider range of knowledge. Hence, different methods in information
systems research may be more suitable for specific topics or situations and could be used
in combination [104].

In this case the work has been inspired by case study and design science research methods
which were deemed as the most suitable to meet the work objectives. The choice of the
research methods was driven by pragmatism as advocated by several authors [79, 105]. The
idea of pragmatism is that the choice of research approaches should be done in a way that
offers the best opportunities for answering important research questions.

The result of the work are the following papers.

• Paper A: Integrated Metamodel for Security Analysis

• Paper B: A Framework for Automatic IT Architecture Modeling: Applying Truth
Discovery

• Paper C : Increasing Precision in IT Architecture Modeling Using an Ontology Frame-
work

• Paper D: Load Balancing of Renewable Energy: A Cyber Security Analysis

Table 3.1 presents a summary of the research design of these four included papers,
indicating the relative emphasis on case study and design science research. The goal of the
work described in papers A, B, C was to foremost create artifacts that would be usable
in further studies and thus the research design was design science research inspired. The
type of research questions asked and the degree of focus on contemporary events led to case
study inspired design being the dominant design in paper D. However, an implementation
of the reference model for cyber security analysis was needed and the model can be viewed
as a design science research artifact.

Data collection was part of both case study and design science research inspired work.
Among the methods applied were documentation and literature studies, interviews with
experts and collection of electronic artifacts. Table 3.2 illustrates when each approach was
used.

The two research methods and their relation to the four papers are explained in the
following subsections. Each subsection also describes how the data collection methods were
employed together with their weaknesses and strengths as discussed in [155].
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Table 3.2: The different methods that were used for data collection. A capital X indicates a
large emphasis on the method; a minuscule x indicates a smaller emphasis on the method.

Data collection method Paper A Paper B Paper C Paper D

Documentation/literature study X X X X
Interviews x X
Physical (electronic) artifacts X X

3.1 Case study

This section describes the case study inspired part of the research.

3.1.1 Define and design
The define and design step of case study research involves posing of research questions or
objectives and establishing a formal procedure for doing the study. The case of the case
study or unit of analysis needs to be defined and designed. Some of the aspects that need
to be taken into account in the design are protection against the threats to validity, testing
alternative explanations and maintaining a chain of evidence [155].

Case study inspired research was used in two studies in this thesis. The first one to
create a smart grid reference model and the other one to set up a SCADA lab using the
information obtained for the reference model and to collect relevant files for creating an
automated modeling framework. Paper D describes the load balancing part of the reference
model and the lab and the files are used mostly for paper B. The artifacts described in
papers B and C were also tested in a case study inspired format, but the tests could also
be viewed as an evaluation step for design science research.

3.1.2 Prepare, collect and analyze
The preparation involves training the skills to conduct data collection, the skills for screening
of cases that are suitable, and the skills for doing a pilot study. Collection of case study
evidence can take place from multiple sources which requires using various data collection
procedures. Data collection benefits from a formal assembly of evidence. Data analysis
involves recombination of evidence. The idea is to find insights, patterns, or concepts to
develop a case description and compare it to rival explanations [155].

The preparation for the case studies was done by taking the relevant academic courses
and studying the relevant literature such as [155]. The designed studies were set up and
data collection was conducted. The collected data was analyzed using explanation building
and pattern matching strategies.

Case study inspired documentation and literature studies were used in papers B and
D. Literature and documentation were used to support the implementation of the SCADA
lab for paper B and also used to choose and acquire relevant data as electronic files from
that lab. Paper D uses documentation and literature studies as support for developing the
smart grid reference model, but also identifying possible attack vectors to analyze attacks.

The strengths with using documentation and literature studies are: i) stability – infor-
mation can be reviewed repeatedly, ii) unobtrusiveness – documents exist independently
and are not created as a result of the case study, iii) broad and specific – can cover many
settings, but also contain details of an event. The main weaknesses of documentation and
literature studies are: i) retrievability – difficult to find, ii) biased – selectively biased if
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Table 3.3: Examples of possible data sources for system modeling.

Type Examples Type of data

Network scanners Vulnerability scanners,
network topology scan-
ners, packet analyzers

Hardware devices, soft-
ware, vulnerabilities, net-
work communication

Enterprise archi-
tecture models

Business, IT architecture Models of organization and
its IT architecture (in dif-
ferent views)

System manage-
ment

Change, release, license
management, directory
services

System, network, process
state

Events SNMP, syslog implementa-
tions

System, network events

Security monitors IDS, IPS, firewalls, SIEM
solutions

System, network, process
security

collection is incomplete and reporting biased, which means that the author’s viewpoint is
presented [155].

Case study inspired interviews were used for developing the smart grid reference model
which captures the structural and configuration commonalities of a smart grid setup at mid
sized utilities. The theory about the model was developed with the help of a reference group
that was composed of experts that had been working with Operational Technology (OT)
systems in the power sector and had experience with SCADA systems. The expertise of the
reference group was further used to come up with variants of the reference model for cyber
security analysis. The variants were chosen according to the current state of the practice
and each variant is based on real life experience from delivered systems configurations. The
scope of the interviews was larger than the scope of the papers that make up the thesis.
Paper D focuses on load balancing and paper B on SCADA setup. Thus, the load balancing
part of the reference model together with cyber threat analysis is described in paper D and
the SCADA part of the reference model was used to set up a small scale SCADA lab for
paper B.

Some of the strengths of interviews are: i) targeted – focused directly on a study topic,
ii) insightful – explanations, meanings and perceptions are provided. Interviews have also
some important weaknesses: i) results are biased – if questions are poorly articulated, ii)
responder bias, iii) inaccuracies due to poor recall, iv) reflexivity – respondents might answer
what the interviewer (seemingly) wants to hear [155].

Electronic artifacts were gathered from the small scale SCADA lab that was set up
using interviews and literature study. These electronic artifacts were used for designing the
automatic data framework presented in paper B and ontology framework that is presented
in paper C. The electronic artifacts were configuration files describing the systems in the
lab and files from network scanners that were used to scan the lab environment. Table 3.3
gives an overview of the type of data sources that were considered for the studies. The final
choice was made based on the availability of software tools, hardware devices, and the ease
of obtaining the data.

Physical artifacts (in our case electronic artifacts) are insightful into technical operations,
but at the same time there can be problems with selectivity that the artifacts are not
representative of the situation and there can be problems with the availability of artifacts.
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3.1.3 Analyze and conclude

The final analysis and conclusion step involves attending to all the evidence that was col-
lected and presenting the evidence while considering also alternative interpretations. Anal-
ysis was already part of the previous step and is needed in this step only if the case study
in question is a multiple case study and cross case study analysis is needed. Case study
conclusion can be presented orally or in writing and should explain what makes a particular
case study exemplary [155].

In summary, case study inspired analysis methods were applied to build a smart grid
reference model using data collected during literature studies and interviews. The SCADA
part of the model was used for paper B to set up a lab and facilitate obtaining relevant
data files that helped to create an automatic modeling framework. Paper D focused on
the analysis and implementation of the load balancing part of the reference model. Both
contributions are described in Chapter 4 and the studies were documented in the peer
reviewed papers.

3.2 Design science research

The following subsections describe the design science research inspired steps that were taken.

3.2.1 Problem identification and motivation

The problem identification and motivation step involves defining a specific research problem
and explaining the value of a solution. The justification for finding a solution helps to
understand the researchers’ reasoning and gives a motivation for pursuing the solution
[119].

The problems for design science research were formulated and motivated in papers A, B,
C and D so that the studies produced what could be considered IT artifacts. These created
artifacts are described in Chapter 4.

3.2.2 Design and development

Design and development step involves creating an actual artifact. Any design object that
has a research contribution embedded in the design can be considered a design science
research artifact. For example, an artifact might be a construct, a method, a model or any
instantiation of them. Before an artifact is created its desired functionality and architecture
need to be determined. Knowledge of the theory is used to get from the objectives to the
design and development [119].

Artifacts were designed and implemented for all four papers in the thesis (see Chapter
4). Paper A proposes an integrated metamodel. Paper B proposes the functionality and
architecture of an automatic modeling framework. Paper C proposes the functionality
and architecture of an ontology framework that is used to improve the precision of the
automated modeling framework that was described in paper B. Paper D proposes a load
balancing reference model and implementation for cyber security analysis.

The design and development process is based on justificatory knowledge and constructs
were used to design and implement the artifacts. Justificatory knowledge and constructs are
presented as follows according to the order of the papers they are used in. Data collection
was conducted to obtain electronic files as input to the design process in papers B and C
and is also explained in a following subsection.
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Constructs

CySeMoL and securiLANG Cyber Security Modeling Language (CySeMoL) is an at-
tack graph based probabilistic metamodel for analysis and prediction of enterprise architec-
tures. CySeMoL allows to model different parts of an architecture. Based on its structure
and properties CySeMoL predicts the probability with which single or multiple attackers
can compromise the architecture. CySeMoL consists of four basic concepts that are asset,
attack step, defence mechanism and attacker. It includes a taxonomy of known enterprise
assets, the attack steps and defence mechanisms that are related to those assets. Examples
of the elements that a user can model are network zones, operating systems, application
clients and services, web applications, data flows and protocols.

CySeMoL assumes that the attacker is a professional penetration tester that uses publicly
available tools. The attacks throughout the architecture proceed through attack steps.
The attack success probabilities are calculated using the logic implemented in OCL1. OCL
expressions use object related queries across the model structure to get information about
model element existence and their attribute values, which can be represented by probabilistic
distributions. A single evaluation usually simulates a large number of samples (for example
1 000).

securiCAD [28] is a commercial modeling framework that is based on CySeMoL. Like
CySeMoL it allows to estimate the cyber security of systems-of-systems-level architectures.
One major difference of securiCAD tool is that it allows to quantify the attack surface in
terms of time to compromise and identify the shortest paths from the starting point to
every asset of the modeled architecture.

Both CySeMoL and securiCAD are based on results from previous research and have
been extensively validated both theoretically and practically [11, 63, 64, 87, 139].

CySeMoL is used in paper A and its next generation version securiCAD in papers B and
D. While paper C uses the securiCAD’s taxonomy, no actual model is created for analysis.
Instead the created data are stored in a database from which the relevant measures are
queried.

Archimate and EMFTA ArchiMate2 and Eclipse Modeling Framework based Fault-
Tree Analysis (EMFTA)3 metamodels are used in paper B. The automatic modeling frame-
work that the paper describes (see Chapter 4) is created with the help of these two meta-
models and the securiCAD metamodel that was described above.

ArchiMate is a technical standard from The Open Group for the description, analy-
sis, and visualization of three interconnected enterprise architecture domains – business,
application and technology. There are commercial and open source tools available that
implement ArchiMate, e.g., BiZZdesign Enterprise Studio4 and Archi5.

EMFTA is a simple fault tree analysis extension for Eclipse. The extension supports
fault tree probability analysis and visualization, and it is open-source. EMFTA is a tool for
simulation and needs evidence from the real world to run the simulations.

SimpleLCA truth discovery model Paper B uses a SimpleLCA truth algorithm. Sim-
pleLCA is a probabilistic model that considers that an independent source can be fallible
and thus provide incorrect information. SimpleLCA relies on Expectation Maximization as

1https://www.omg.org/spec/OCL/About-OCL (Accessed: April 2018)
2http://pubs.opengroup.org/architecture/archimate2-doc (Accessed: April 2018)
3https://github.com/cmu-sei/emfta (Accessed: April 2018)
4https://bizzdesign.com/products/enterprise-studio (Accessed: April 2018)
5https://archimatetool.com (Accessed: April 2018)
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the main technique to calculate the probability of a claim to be true. The goal is to find cor-
rectness expectation, maximizing latent variables using the reliability of the source making
the claim. The algorithm compares the data from the sources and based on prior evidence
concludes that, given disagreement between the sources, one source is right (trustworthiness
= 1) and the other is constantly wrong (trustworthiness = 0). The algorithm averages the
trustworthiness of the values that each source provides. These values are weighted by the
certainty the source has in its assertions. The SimpleLCA algorithm can only reason over
mutually exclusive claims.

Algorithm 1: SimpleLCA algorithm [8]
Data: S,D, V,W, β1,K
Result: S with Ts, Vd with Cv

1 Initialization: ∀s ∈ S : Ts ← .8;
2 while K > 0 do
3 repeat K−;
4 foreach d ∈ D do
5 Cdsum ← 0;
6 foreach v ∈ Vd do
7 Cv ← β1 ·

∏
s∈Sv

(Ts)ws,d ·
∏

s′∈Sv̄
((1− Ts′)/(|Vd| − 1))ws,d ;

8 Cdsum
← Cdsum

+ Cv;
9 foreach v ∈ Vd do

10 Cv ← Cdsum
/Cv;

11 end
12 end
13 end
14 foreach s ∈ Sv do
15 Ts ←

∑
v∈Vs

Cv · ws,d/
∑

d∈D ws,d;
16 end
17 end
18 foreach d ∈ D do
19 trueV alue(d)← argmax(Cv);
20 end

The input data for Algorithm 1 are the set of sources making claims (S), set of data
objects (strings) that the claims relate to (D), set of conflicting values (strings) for each of
the data objects (V ), confidence matrix of the values (W ) with confidence that each data
source has in its claim expressed as (ws,d). There is also the parameter of the prior claim
credibility values (β1), which can be a uniform scalar or set separately for each claim to
resemble the beliefs of the user. K denotes the number of iterations for calculation. The
outputs from the algorithm calculations are credibility values (Cv) for each of the conflicting
claim values (Vd) and trustworthiness scores (Ts) for each of the data sources (S) making
the conflicting claims.

Ontology content pattern Gangemi and Presutti [43] propose ontology content pat-
terns for solving conceptual ontology design problems. Falbo et al. [29] extend the initial
work. Ontology content patterns address modeling issues for domain classes and their prop-
erties. Content patterns can be reused as building blocks in an ontology design. For each
content pattern first a general summary is given. After a summary, a generic use case is
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explained as Intent. The Intent is then followed by competency questions that each ontol-
ogy needs to address. A Diagram shows the elements in a pattern and their relationships.
These elements are explained under Elements. Finally, a brief explanation is given about
how the specific pattern was created. Ontology content patterns are used in paper C for
the presentation of the proposed framework structure.

Justificatory knowledge

The following paragraphs introduce the core knowledge that was used for developing design
science research artifacts in all four of the papers.

Interoperability and availability Paper A uses the theories about interoperability and
availability from Ullberg et al. [146] and Franke et al. [38].

Ullberg et al. [146] developed a model for interoperability prediction between two or
more actors for architecture models. The authors define a general criteria for determining
if communication needs have been satisfied.

Franke et al. [38] created a model for availability prediction of IT systems and services.
The model extends a subset of Archimate elements and is based on fault tree structures as
explained in the paper.

SCADA systems A SCADA reference model and a small scale SCADA lab were devel-
oped using the following books [26] and [12].

Data and model integration There have been attempts to improve the quality of data
in enterprise through various techniques, often with the aim to ensure greater interoper-
ability and integration. Papers B and C considered the following approaches:

• data integration through schema and instance level matching using well known tech-
niques e.g. [57, 122];

• data integration using data warehouses and middleware e.g. [55, 129, 133];

• data integration using ontologies e.g. [16, 140];

• ontology mapping and alignment through rules e.g. [25, 141];

• model integration through enterprise model patterns e.g. [89];

Kühn et al. propose patterns [89] for integration of different types of metamodels. These
patterns were used in paper B and are summarized in Table 3.4.

Truth discovery Common data integration approaches often do not take source reliabil-
ity into account. If a data source is producing low quality information, it will affect the data
integration and end result negatively. Truth discovery methods offer a way to keep track
of the data credibility and data source trustworthiness in a probabilistic way. There are
numerous different algorithms available and studies that compare some of those algorithms,
e.g [97] and [8]. The knowledge from these studies was used in paper B.
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Table 3.4: Kühn’s four integration patterns [89].

Pattern Description

Reference pattern Links exactly one element in one metamodel to
another element in another metamodel

Extension pattern Describes how one metamodel can be extended
with concepts of another metamodel

Transformation pat-
tern

Rules are used to create parts of one metamodel
from another

Merge pattern Specialization of the transformation pattern where
two or more metamodels are used as sources

Architecture reference model format Reference models capture what is common and
can be assumed in a generic case. Korman et al. [88] propose a format for representation
of architecture reference models that support quantitative analysis. For interoperability
purposes the model format is based on UML. The format can express both model structure
and quantities included in the model and supports probabilistic analysis. According to the
authors the reference model can be used as an instance model several times and can be
arbitrarily modified thus facilitating reuse. The reference model proposed in paper D uses
work by Korman et al. as inspiration.

3.2.3 Evaluation
The evaluation step of design science research involves the observation and measurement
of how successfully the artifact that was created as a solution actually solves the problem.
The step could take many forms but is commonly based on relevant metrics and uses
analysis techniques. Simulations, quantifiable performance measures, satisfaction surveys
and client feedback are some examples. At the end of the evaluation step the researchers
might determine that the design needs to be improved and iterate back to the design and
development step [119].

In papers B and C the evaluation was done by comparing the expected outcomes with
the real outcomes. The framework proposed by paper B was tested with one data set that
was obtained from the local small scale SCADA lab. The results from the framework were
compared to the observed information. The framework proposed by paper C was tested
with three different data sets that had different coverage. These results were compared
to the baseline, which was obtained by using the automatic modeling framework without
applying the ontology framework.

3.3 Work progress

The content of this thesis is a result of an iterative process lasting more than three years.
The research started with Paper A. The underlying work for paper D – the reference models,
were developed and improved while the work for papers B and C was conducted. Paper C,
describing the improvement of the automatic modeling framework, was the last one to be
written.





Chapter 4

Results and contribution

The purpose of the thesis is to offer support for the IT architecture modeling process with
a focus on smart grid cyber security. The first step in the proposed solution is to devise a
metamodel that is suitable for the purpose. In this case the focus is on cyber security so a
cyber security metamodel is needed. An existing cyber security analysis model is extended
with new analysis capabilities - insider attacks and reachability. Insider attacks have not
been well covered in cyber security analysis methods [10, 20] while their importance has
been increasing [51, 100, 126] and therefore such a capability is a necessity. The insider
attack and attacker reachability extension for security analysis metamodel (see section 4.1)
proposes the metamodel that has insider attack analysis capability. Once a metamodel has
been established it can be used to analyze an IT architecture. The metamodel has, however,
wide data requirements and collecting the data from a complex enterprise environment in a
timely manner is difficult [31, 74, 128]. There are two possible solutions: i) use a reference
architecture, ii) automate modeling. A reference architecture can help address information
gaps but at the expense of accuracy. A load balancing example of a reference architecture
model is given (see section 4.2). The automation of modeling needs one or more data sources
to create models [31, 62, 74] and thus a SCADA lab is created (see section 4.3). The data
from the SCADA lab is then used to create a data integration approach for heterogeneous
IT architecture data (see section 4.4). The results show that this approach is lacking in
precision because IT data often does not contain semantic and syntactic meanings and there
might be granularity mismatch issues. The granularity mismatch issues can be addressed
and are addressed with a method and a framework that implements the method (see section
4.5). Finally, to show the usefulness of the model based analysis, an example of a threat
analysis of a load balancing setup is created (see section 4.6). The following sections describe
in detail the contributions of this thesis.

4.1 Insider attack and attacker reachability extension

Paper A proposes an extension to an existing cyber security metamodel. The goal of
the extension is to allow reasoning about attacks where the attacker is known to possess
certain communication capabilities and other access prerequisites (e.g., access credentials),
but is not assumed to be a security professional. A stereotypical company employee (e.g.,
acting as an insider attacker) would fall into this category. A possibility to define arbitrary
availability dependencies is added, and evaluated in a fault tree manner. Consequently,
the combined metamodel can take into account broader consequences of the unavailability
of some asset (intentional or unintentional), which is not captured in the metamodel in a

21
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Figure 4.1: Integrated metamodel that includes the insider attacker reachability and avail-
ability extensions. The added elements are in black while the existing ones in gray.

generic sense. The new metamodel is shown in Figure 4.1 with additions highlighted in
black. The elements are grouped into four categories of assets, attack steps, defenses, and
the rest. An element with three dots denotes that there are more elements of this type
available, but have not been included in the Figure to keep it understandable.

4.2 Load balancing reference model

Paper D proposes an abstracted and generalized reference load balancing architecture model.
Figure 4.2 shows the simplified architecture of the reference model.

The proposed reference architecture model represents 24 networks and 13 routers to-
gether with various hosts. Between the hosts the model describes 50 different data flows.
It is an attempt at presenting all the data flows that exist in a modern smart grid and are
necessary for load balancing of renewable energy. The data flows that were deemed to be
outside of the scope of the work were however excluded (e.g., smart meter pushing, smart
meter alarms, customer billing etc.).

Two architectural versions of the load balancing reference model were created. The
variants were chosen according to the current state of the practice and each variant is based
on real life experience from delivered systems configurations. The objective of the first
variant is to represent the Ukraine attack on December 2015 and give relevant comparisons
with more modern smart grid designs. As such, no SCADA DMZ was modeled which means
that for instance the Historian and File Transfer Server are directly included in the SCADA
network, and office users can directly connect to the SCADA HMI in that network for
remote access. Therefore, office users can only connect to the replicated HMI, making it
much harder for the attacker to progress into the network and reach his goal. The second
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Figure 4.2: A high level view of the captured smart grid.

variant introduces a SCADA DMZ that contains a replicated SCADA, replicated SCADA
HMI and replicated Historian, and the File Transfer Server has been moved to the DMZ.

The reference architecture model was implemented in a probabilistic modeling tool.
Since the reference model represents a complex architecture there is much uncertainty about
the details of the system design. It is virtually impossible to know every single detail of such
a large architecture, especially when what is modeled is a reference architecture model that
cannot include all the small variations between different smart grid architectures. Therefore
a probabilistic approach is better suited for a cyber security assessment. The probabilistic
modeling tool chosen for the design of the reference architecture model was securiCAD.

4.3 SCADA lab

With the help of experts, a SCADA lab was set up at KTH, Royal Institute of Stockholm.
The goal of the lab was to represent the SCADA setup of a small electric utility and
provide relevant input data for the papers B and C that are presented in this thesis. The
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Figure 4.3: The SCADA lab that was set up at KTH to capture data for the studies.

central part of the lab’s architecture was a SCADA system running on four servers. This
control system included functions for remote real time data acquisition and remote control
of process devices. The servers also ran electric grid specific tools for monitoring, control,
and performance optimization of the grid and historians to store historic process data. The
servers and the local network were set up in a virtual environment, but the wide area network
and the RTU were running on physical hardware. The wide area network was set up using
industrial wireless mesh routers. Figure 4.3 shows the architecture of the lab. In Figure
4.3 DMZ stands for DeMilitarized Zone, EMS for Tropos Control Element Management
System, ERP for Enterprise Resource Planning system, RTU for Remote Terminal Unit,
and ICC for Inter-Control Center Communications.

4.4 Framework for integration of heterogeneous IT architecture
data

Paper B presents a framework for automatic model creation. The framework is used to
create 3 different models from the same data set.

The purpose of the framework is to support automatic model creation of IT architectures
using heterogeneous non-streaming data. The framework provides a structured way of
addressing conflicts and filling gaps in the modeling data captured in multiple data sources.
The framework is meant only for data processing and visualization of data using a database
system. Thus, a separate software tool for modeling is needed.

The metamodels that the framework supports must meet a set of requirements. A
metamodel must allow defining a metalayer and include the metaelements common in object-
oriented languages. The structure needs to be based on classes (objects are instantiations
of classes), associations between the classes, and properties of the classes.
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Figure 4.4: The general process steps of the framework for automatic model creation.

The main components of the framework and the process of setting up the framework
are shown in Figure 4.4. The main process of automation follows a series of steps, which
are denoted with corresponding numbers in the figure.

1. The proposed approach is designed to be tool, metamodel, and model independent.
The first step of setting up the framework is to decide what metamodels to use. More
metamodels with similar semantics can later be iteratively added. Each metamodel
used with the framework needs to be represented by a specification, which describes
elements, associations between the elements, and properties.

2. The second step is to identify relevant data sources for modeling. These sources
should cover the architecture layers that are to be modeled and could e.g. include
configuration data, network scanners, and inventory systems.

3. The third step is to create a common language and setting up a common data struc-
ture for storing the collected data. The common language needs to represent the
architecture layers of interest. This involves choosing domain elements and the ter-
minology for describing these. The metamodel specifications that the user wants to
employ will be of help in creating the language and the structure.

4. The fourth step is to set up a central database where the collected data are stored
using the common language and data structure.

5. The fifth step is to create adapters to transform the data from the language and
structure of external sources to the common language and common data structure.
Part of this process is identifying the data elements of interest in the imported files
and mapping these to the common language elements.

6. The sixth step is to store the transformed data in a central database and repeat the
process regularly or whenever changes occur in the IT architecture, keeping temporal
versions.

7. The seventh step is to create an adapter to transform the common language and data
structure to the model of interest following the model’s language and structure. The
framework is designed to support multiple metamodels simultaneously. However, each
metamodel needs a customized analysis to be set up that relies on common principles,
but also takes differences in association multiplicities of metamodel elements into
account.
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Figure 4.5: The three models in securiCAD, Archi, EMFTA, as created using the framework.

8. The transformed model is saved in the database separately in step eight.

9. The ninth step is to run the analysis in order to resolve conflicts in the data. Each
data source is making a set of claims about the architecture and these claims might
confirm each other or be contradictory. The analysis process includes the preparation
of the data (preprocessing) by transforming the data into individual claims about
the instances of metamodel elements, associations between the metamodel elements,
and their properties. Once the claims are created, it is possible to reason over the
credibility of these claims and the trustworthiness of the data sources making the
claims using various algorithms. This paper focuses on solving the conflicts between
the claims with a truth discovery algorithm.

10. The result of the analysis is a set of non-conflicting and unique claims about the
architecture as the model structure. These claims are written back to the database in
step ten, storing them for future analysis, consistency check and troubleshooting.

11. The final step is to create a file out of the analyzed data that can be imported into the
modeling tool(s) of interest. This means using the import functionality of the chosen
tool.

The end goal of following the process is to be able to easily create models from new
data. A case study in paper B shows how to do it. Figure 4.5 shows selected parts of the
three models created in the case study. Only fragments are shown here since (for obvious
reasons) the entire models are too big to visualize in one or even three figures.

4.5 Framework for addressing semantic precision and granularity
mismatch

Paper C describes a method for addressing semantic precision and granularity mismatch
of model elements. The proposed method is an modeling support ontology framework
(ontology framework for short). The proposed framework fits into an automated model
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Figure 4.6: Standardization and enhancement of data during automatic modeling.

creation process as shown in Figure 4.6. The process of setting up the ontology framework
is shown in Figure 4.7.

The goal of the ontology framework is to support automation of IT architecture model-
ing by improving the comparability and completeness of the data from multiple sources. It
considers the following types of data elements: (i) software products, (ii) operating systems,
(iii) other types of applications and (iv) data flows. The desired functionality is standardiza-
tion, classification, and grouping of the data elements, but not all operations are supported
on all data elements.

The ontology framework builds on ontology patterns as defined in [29, 43], which are
created in different phases of ontology development as explained in [29]. The patterns are
provided to simplify reuse of the framework. The ontology framework’s development process
starts with conceptual modeling and design phases, during which reusable ontology patterns
(content patterns, reasoning pattern) are produced. The last phase is the implementation
phase, in which the ontology patterns are implemented. Once the implementation of the
patterns is complete, knowledge to the database can be acquired. Paper C provides an
example of what this process might look like.

4.6 Cyber security analysis of a load balancing reference model

Paper D presents a cyber security analysis of a reference model of a load balancing set
up using a probabilistic cyber security modeling tool. The analysis is conducted using the
reference architecture of a load balancing set up that was created using the help of experts.
Several tools have been proposed for the cyber security analysis of cyber-physical systems.
Some examples are ADVISE [96], CyberSAGE [152], Skybox1, and securiCAD [28]. In
general, commercial tools tend to be more generic, i.e. focused on IT systems in general

1http://www.skyboxsecurity.com (Accessed: March 2018)
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Figure 4.7: The process of setting up an ontology to handle semantic and granularity issues
during automatic modeling.

and are not based on scientific methods as compared to academic tools. The probabilistic
cyber security tool securiCAD has roots in the academia, but is now available and supported
commercially. The tool was chosen for the academic background and the authors’ easy access
to it. The threat analysis in paper D was conducted on a load balancing reference model
using 18 subscenarios that described variations in the architecture, configuration and point
of attack. The attack points were chosen based on the recent known attacks published
in the media like supply chain attacks such as NotPetya2, the compromising of Chrome
extentions3, and the ShadowPad backdoor 4. Figure 4.8 shows the attack graph that was
generated with the tool.

The analysis results show that the main threats come from the internet and the supply
chain. Possible counter measures would be limiting internet connections and double checking
all software and hardware updates. A defense in depth approach with proper access control,
system hardening and network segmentation increases the efforts needed for hackers to be
successful. However, the results also show that given enough time and regardless of the
defences in place, a dedicated state sponsored attacker would eventually get access into
critical infrastructure. Therefore it is smart to be prepared for such occasions.

2https://www.theregister.co.uk/2017/06/28/petya_notpetya_ransomware (Accessed: March 2018)
3https://www.proofpoint.com/us/threat-insight/post/threat-actor-goes-chrome-extension-hijacking-

spree (Accessed: March 2018)
4https://arstechnica.com/information-technology/2017/08/powerfulbackdoorfoundinsoftwareusedby-

100banksandenergycos (Accessed: March 2018)
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Figure 4.8: A SCADA attack graph created during the threat analysis of a load balancing
setup.





Chapter 5

Summary and future work

The purpose of this thesis is to help enterprise decision makers to create IT architecture
models to manage the complexity of changing IT architecture with a focus on cyber security
of smart grids. To accomplish this purpose the following was proposed in four papers.

• Insider attack and attacker reachability extensions of a cyber security metamodel;

• a load balancing reference model of a smart grid;

• a framework for data integration of heterogeneous IT architecture data;

• a framework for addressing semantic precision and granularity mismatch in automatic
modeling;

• a demonstration of a cyber security analysis using the reference model of a load
balancing set up.

The frameworks and models created have been used in various situations to model real
life architectures. However, a more extensive validation of the proposed approaches remains
future work. Other potential topics for future work are a comparative study of truth
discovery models for the automatic modeling framework, automating knowledge acquisition
for the ontology framework to work in a continuous way, and investigating the cyber security
of smart grids beyond a load balancing setup.
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