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Abstract
Computing services are highly integrated into modern society and used
by millions of people daily. To meet these high demands, many popular
services are implemented and deployed as geo-distributed applications on
top of third-party virtualized cloud providers. However, the nature of
such a deployment leads to variable performance. To deliver high quality
of service, these systems strive to adapt to ever-changing conditions by
monitoring changes in state and making informed run-time decisions, such
as choosing server peering, replica placement, and redirection of requests. In
this dissertation, we seek to improve the quality of run-time decisions made
by geo-distributed systems. We attempt to achieve this through: (1) a better
understanding of the underlying deployment conditions, (2) systematic and
thorough testing of the decision logic implemented in these systems, and (3)
by providing a clear view of the network and system states allowing services
to make better-informed decisions.
First, we validate an application’s decision logic used in popular
storage systems by examining replica selection algorithms. We do this by
introducing GeoPerf, a tool that uses symbolic execution and modeling to
perform systematic testing of replica selection algorithms. GeoPerf was used
to test two popular storage systems and found one bug in each.
Then, using measurements across EC2, we observed persistent correlation
between network paths and network latency. Based on these observations,
we introduce EdgeVar, a tool that decouples routing and congestion based
changes in network latency. This additional information improves estimation
of latency, as well as increases the stability of network path selection.
Next, we introduce Tectonic, a tool that tracks an application’s requests
and responses both at the user and kernel levels. In combination with
EdgeVar, it decouples end-to-end request completion time into three
components of network routing, network congestion, and service time.
Finally, we demonstrate how this decoupling of request completion
time components can be leveraged in practice by developing Kurma, a
fast and accurate load balancer for geo-distributed storage systems. At
runtime, Kurma integrates network latency and service time distributions to
accurately estimate the rate of Service Level Objective (SLO) violations, for
requests redirected between geo-distributed datacenters. Using real-world
data, we demonstrate Kurma’s ability to eﬀectively share load among
datacenters while reducing SLO violations by a factor of up to 3 in high
load settings or reducing the cost of running the service by up to 17%. The
techniques described in this dissertation are important for current and future
geo-distributed services that strive to provide the best quality of service to
customers while minimizing the cost of operating the service.
Keywords:
Cloud Computing, Geo-Distributed Systems, Replica
Selection Algorithms.
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Sammanfattning
Databehandlingstjänster är en välintegrerad del av det moderna samhället
och används av miljontals människor dagligen. För att möta deras höga krav
implementeras och placeras många populära tjänster som geodistribuerade
applikationer ovanpå tredje parters virtuella molntjänster. Det ligger emellertid
i sakens natur att sådana utplaceringar resulterar i varierande prestanda. För att
leverera hög servicekvalitet behöver sådana system sträva efter att ständigt anpassa
sig efter ändrade förutsättningar genom att övervaka ändringar i tillstånd och ta
informerade realtidsbeslut, som till exempel val av server att pira, replikaplacering,
och omdirigering av förfrågningar. Den här avhandlingen avser att förbättra
kvaliteten på realtidsbeslut tagna av geodistribuerade system. Vi försöker uppnå
detta genom: (1) en bättre förståelse av underliggande utplaceringsvillkor, (2)
systematisk och noggrann testning av beslutslogik redan implementerad i dessa
system, och (3) genom att förse en tydlig inblick i nätverket och systemtillstånd
som tillåter dessa tjänster att utföra mer informerade beslut.
Vi börjar med att validera en applikations beslutslogik vanlig i populära
lagringssystem genom att undersöka valalgoritmen för replikas. Vi gör detta genom
att införa GeoPerf, ett verktyg som tillämpar symbolisk exekvering och modellering
för systematisk testning av sådana valalgoritmer. GeoPerf användes för att testa
två populära lagringssystem och hittade en bugg i båda.
Genom mätningar över EC2 observerar vi sedan en beständig korrelation
mellan nätverksvägar och nätverkslatens. Baserat på dessa observationer introducerar
vi EdgeVar, ett verktyg som frikopplar dirigering och trängsel baserat på
förändringar i nätverkslatens. Denna ytterligare nformation förbättrar kvaliteten
på latensuppskattningen samt förbättrar stabiliteten på nä verkets val av väg.
Därpå introducerar vi Tectonic, ett verktyg som följer en applikations begäran
och gensvar på både användar- och kernelnivå. Tillsammans med EdgeVar kan
totalsträckstiden från begäran till avslut delas upp i tre delar bestående av
nätverksdirigering, trängsel och servicetid.
Slutligen demonstrerar vi hur denna uppdelning av totalsträckstiden kan
utnyttjas i praktiken genom att utveckla Kurma, en snabb och noggrann
lastbalanserare för geodistribuerade lagringssystem. Vid exekvering integrerar
Kurma nätverksfördröjning och servicetidsfördelningar för att noggrant uppskatta
graden av servicenivåmålsöverträdelser, SLO, för förfrågningar som omdirigeras
mellan geodistribuerade datacenters. Genom användning av realtidsdata demonstrerar
vi Kurmas förmåga att eﬀektivt fördela lasten mellan datacenters samtidigt som
SLO-överträdelser minskas med upp till en faktor tre vid hög belastning eller
minskar kostnaden för att köra tjänsten med upp till 17%. Teknikerna som beskrivs
i denna avhandling kan anses viktiga för nuvarande och framtida geodistribuerade
tjänster som strävar efter att tillhandahålla den bästa servicekvalitén till
iii

användarna samtidigt som driftskostnaden för att driva tjänsterna minimeras.
Nyckelord: Molntjänster, Geodistribuerade system, Valalgoritmer för replikas.
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Chapter 1
Introduction
rom the groundbreaking research into packet switching and creation of the
ﬁrst experimental networks in 1960s, the Internet as we know it today,
has become a global communication medium. The Internet facilitates
communication among a vast set of computing services that play an essential role
in the modern society. From accessing e-mails, reading news, or booking ﬂight
tickets, these services provide people with a means of communication, coordination,
trading, and accessing to information. These services operate on the unprecedented
scale, allowing seemingly instantaneous exchange of information between remote
locations, while providing services that were unattainable before.
For example, Jammr [1] provides a means for musicians scattered around the
world to play together in real-time, overcoming physical distances and network
latency. Another example is the emerging area of telepresence. In particular,
remote surgery [2] opens a possibility for doctors to perform surgeries on patients
away over thousands of kilometers. Many of these services and technologies are
latency critical and require extensive resilience to external factors to maintain their
Quality of Service (QoS) throughout a session.
The ability of these services to provide reliability and performance are key
properties that determine the success of an individual service (while also aﬀecting
its popularity and the revenue earned). Moreover, these properties are also
important as the limit of technologies that is available to us as a society.
To meet high demands and expectations, many of today’s services are
implemented as geo-distributed systems and deployed on top of third-party clouds.
Cloud providers maintain datacenters in multiple geographic locations to provide
a common, virtualized platform that allows ﬂexible, worldwide deployment of
applications. Services can be geo-replicated across datacenters to provide services
to clients in diﬀerent regions, share workload, and to prevent critical data loss in
the case of a failure or disaster occurring at any given datacenter.
For example, Gmail, the Picasa image sharing website, and Google Apps
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(e.g., Google Calendar, Google Docs, etc.) are based on a strongly consistent
database called Google Spanner [3]. In Spanner, users’ updates are replicated
via the Paxos [4] consensus protocol across machines running in multiple
datacenters, spread over diﬀerent geographic regions. The global throughput of
any synchronous database is dependent on the speed at which distributed nodes
can come to an agreement to execute an action (e.g., end-user request). Therefore,
it is extremely important to quickly and eﬃciently propagate update messages from
the source node (the entry point in the service where the request is received) to a
carefully selected quorum of nodes.
However, the nature of geo-distributed deployments on top of virtualized
environments of cloud providers exhibits unstable performance. For example,
diurnal user access patterns create uneven loads on servers located in diﬀerent
regions, network conditions across Wide Area Network (WAN) constantly change
due to competing traﬃc of other services, and failures in one region can aﬀect the
whole service.
To compensate for these changes, geo-distributed systems try to adapt to
changing conditions by monitoring changes in network and system states. This
is often done by measuring network latency and load on remote replicas (via
measuring the Central Processing Unit (CPU) utilization or the number of
outstanding requests).
The combination of variable factors poses diﬃculty for a distributed system
to determine the best set of actions: be it replica selection, server peering, or
quorum selection. Moreover, a suboptimal decision will degrade the service’s
overall performance and potentially fail to achieve the desired QoS. Failure to
cope with the high dynamicity of changing network conditions, changes in quorum,
and varying loads can introduce poor responsiveness, disruptions, and failures in
on-line services that users rely upon.
In this work we attempt to improve the quality of geo-distributed services by
improving the quality of run-time decisions made by these systems. Our approach
is based on extensive network and system measurements performed in a cloud.
We address both the core logic involved in making a run-time decision and the
perception of the network and system states that are the primary input to the
core logic.
Section 1.1 summarizes our research objectives and highlights the main goals of
this work. Next, Section 1.2 describes our research methodologies and techniques.
Section 1.3 summarizes the contributions of this work. Section 1.4 discusses
sustainability and ethical aspects of this research. Finally, Section 1.5 gives a
bird’s-eye view of the rest of this dissertation.
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1.1

Research Objectives

This research seeks to improve geo-distributed systems that facilitate popular
services running on a cloud infrastructure. Our main research objectives
are tailored towards improving the performance and reducing tail response
latency of geo-distributed systems deployed on third-party public cloud providers’
infrastructure. We narrowed the scope of the problem to improve geo-distributed
systems’ adaptability to dynamically changing conditions in the Internet and
public clouds. More generally: the network interconnections between the data
centers and within the servers assigned to a given application. Moreover, we
looked at the speciﬁc system - running a single application. Therefore, our primary
objective can be summarized as:
• Objective 1: Improve the quality of run-time decisions made by
geo-distributed systems.
In order to achieve our main objective, we state two intermediate goals.
First, we measure and understand the conditions underlying the deployment of
a geo-distributed cloud providers’ infrastructure. This information will tell us the
degree of resilience and adaptability that is required for a geo-distributed system
to provide high performance under changing conditions.
• Objective 1a: Measure and analyze the degree of performance variability
experienced by geo-distributed systems, deployed on a modern public cloud
provider.
Throughout this work, measurements play a critical role by providing a view of
the geo-distributed cloud infrastructure in terms of network latency and routing.
All the data obtained in this work is publicly released to support other researches
working in this area.
Next, we look at the techniques of understanding and reporting deployment
conditions at run-time. This allows us to provide timely and accurate information
to a geo-distributed service for making better run-time choices. Consequently,
this improves user-perceived quality of service and lowers the costs of running the
service.
• Objective 1b: Provide tools and techniques to accurately and timely
measure performance characteristics in a cloud and make them available to
geo-distributed systems for making informed run-time decisions.
3
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1.2

Research Methodology

This project uses the empirical research approach. Throughout this work,
we performed a set of measurements and observations that describe the state
and properties of real-world systems. The collected data was analyzed to
improve our understanding of geo-distributed systems and cloud platforms. The
knowledge obtained from our measurements was used to design solutions for
each given problem that we addressed in the problem’s domain. As needed,
additional measurements were performed during the development cycle. After
each implementation phase, our solutions were deployed and evaluated either
in a real-world setting or (if not possible) within our laboratory environment
(using trace replay, emulations, and simulations). During the evaluation phase,
we obtained empirical evidence and measured the eﬀectiveness of each proposed
approach.
Our approach towards improving the quality of run-time decisions made by
geo-distributed systems is based on the following steps:
1. Measure and evaluate the deployment conditions across a third-party
cloud.
We performed a set of quantitative measurements across Amazon
EC2 to understand the degree of variability in network conditions. These
observations provided us with a view of network latency across the network
paths between the geo-distributed datacenters of this popular cloud provider.
The data was subsequently used to test our hypotheses and perform trace replay
evaluations. The analysis of this data dramatically improved our understanding
of the underlying network conditions that geo-distributed systems face today.
2. Derive techniques for systematic verification of the core logic
responsible for the decision-making process.
Continuously changing
conditions within geo-distributed deployments pose a challenging problem, thus
making run-time decision inherently diﬃcult. We addressed this problem
by providing novel techniques of systematic testing and comparing core logic
algorithms employed in the decision-making process.
3. Validate input parameters that are used by the core logic in making
run-time decisions. Systems performing run-time decisions rely on having an
accurate view of the network and system states. In this step, we derived techniques
to improve the quality of data representing these states. We exposed implicit
information about network and system states and made it explicit; thus, allowing
the geo-distributed system to make better-informed decisions. Speciﬁcally, we
decoupled request completion time into components of base network latency,
residual network congestion, and service time distribution.
4. Practically evaluate how geo-distributed system can benefit from a
clear view into network and system states. We integrated our techniques
into a geo-distributed service deployed across multiple datacenters of a cloud
4
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provider. Speciﬁcally, using an example of a geo-distributed load balancing,
we demonstrated that having the explicit view of the network and service time
components can improve the quality of service and reduce the cost of running the
service (described in greater detail later).

1.3

Thesis Contributions

As the foundation for this work I performed a set of network measurements
across the Amazon EC2 cloud and collected extensive real-world traces. These
measurements resulted in the following contributions:
NM1 I have performed long-term (16 months) network latency measurements
across all ten datacenters of Amazon EC2 that were available at the time
of measurements. This dataset illustrates temporal changes in network
latency across WAN links used by this popular cloud provider. Using this
dataset, I demonstrated that any static conﬁguration of replicas will perform
suboptimally over time. This dataset has been publicly released.∗
NM2 Using trace route and one-way delay measurements across ten geo-distributed
datacenters of Amazon EC2, I demonstrated a correlation between unique
network paths and network latency. I showed that packets traveling a
previously observed network path incur the same network delay as previously
observed for the given network path (excluding any additional delay due to
network queuing and congestion).
NM3 Using my measurements, I demonstrated that the number of network paths
between a pair of geo-distributed datacenters of Amazon EC2 is ﬁnite and
relatively small. The combinations of possible forward and backward paths
that can be taken by packets produce a small number of latency classes (often
less than 10 per pair of datacenters). Moreover, the presence of a particular
IP address along the network path can indicate a persistent change in latency.
We designed and developed GeoPerf, a tool for systematic testing of
replica selection algorithms. GeoPerf applies symbolic execution techniques to
applications’ source code to ﬁnd potential software faults (bugs).
GP1 GeoPerf uses a novel approach by combining symbolic execution and
modeling to systematically test replica selection algorithms.
Using
heuristics and domain speciﬁc knowledge (obtained from network latency
∗

All datasets are available at [5].
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measurements), GeoPerf mitigates state space explosion, a common diﬃculty
associated with symbolic execution, making systematic testing of replica
selection algorithms possible.
GP2 GeoPerf addresses a challenging problem of detecting bugs in replica selection
algorithms by providing a performance reference point in a form of the ground
truth. By detecting performance deviations from the ground truth, GeoPerf
exposes performance anomalies in replica selection algorithms, making it
easier to detect the presence of potential bugs.
GP3 GeoPerf was applied to test replica selection algorithms currently used in
two popular storage systems: Cassandra [6] and MongoDB [7]. It found one
bug in each. Both issues have been ﬁxed by their developers in subsequent
releases. Using the long-term traces, I evaluated the potential impact of the
bugs that were found. In the case of Cassandra, the median wasted time for
5% of all requests is greater than 50 ms.
We designed and developed EdgeVar a network latency estimation tool. At
run-time, EdgeVar decomposes latency signal into two components: base latency
associated with routing and residual latency associated with network congestion.
To the best of our knowledge, EdgeVar is the ﬁrst latency estimation technique
that takes into account the underlying network architecture.
EV1 We designed and developed EdgeVar, a domain-speciﬁc implementation of
the step detection algorithm that identiﬁes changes in latency classes based
on the latency stream (i.e., the sequence of measurements of latency values)
alone. Leveraging the notion of network paths and the minimum propagation
latency achievable on each path (on average) EdgeVar requires less than 20
latency samples to identify a change in latency classes.
EV2 By combining knowledge of latency classes EdgeVar separates the eﬀects
of routing changes from the latency stream, allowing clear identiﬁcation of
network congestion.
EV3 Using trace replay, I demonstrated that during a period of network
congestion, EdgeVar reduces the number of network path ﬂaps, performed
by the application, by between 6 to 40 times that of conventional techniques.
We designed and developed Tectonic, a tool for request completion time
decomposition. Tectonic performs user space and kernel space timestamping of
the targeted application’s messages. Tectonic extends EdgeVar by providing a
view into the service time component of the application delay.
6
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T1 Using Tectonic I decomposed Cassandra’s service time into the components:
(1) request propagation delay through the Linux TCP stack and (2) the
user space service time. Using this decomposition, I demonstrated the
relationship between the load on the Virtual Machine (VM) and the request
propagation and service time.
Finally, I designed and developed Kurma, a practical implementation of a
fast and accurate geo-distributed load balancer for backend storage systems. At
runtime, Kurma integrates network latency and service time distributions to
accurately estimate the rate of Service Level Objective (SLO) violations for
requests redirected across geo-distributed datacenters. Using these estimates,
Kurma solves a decentralized rate-based performance model allowing fast load
balancing (in the order of seconds) while taming global SLO violations.
K1 I demonstrated how WAN latency can be represented as two components of
base propagation delay and network congestion. Using this representation,
I showed how WAN latency components can be combined with service time
distributions to estimate a request completion distribution for requests that
are being sent across the WAN.
K2 I design, developed and evaluated a decentralized geo-distributed load
balancing system that rapidly reacts to changes in load and performs
accurate global load balancing decisions while reducing SLO violations or
reducing the cost of running the service.

1.4

Sustainability and Ethical Aspects

The successful completion of this research will improve the quality of run-time
decisions made by geo-distributed systems. To realize this goal, new tools and
techniques have been developed that facilitate geo-distributed deployments and
improve the estimates of QoS. We anticipate that the impact of these improvements
might have the following implications.
Economic Sustainability. This project has produced tools and techniques
that facilitate deployment of geo-distributed services, while reducing their latency
and response times. This provides the necessary technological foundation for new
types of services to evolve, and as a result, creates opportunities for new business
to emerge. Moreover, validating correctness and improving the adaptability of
distributed systems to operate in dynamic environments lowers the complexity for
many companies deploying their services across the globe. All these changes are
expected to have a positive economic eﬀect on both service providers and their
customers.
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Environmental Sustainability. By improving network and system awareness
in combination with better decision-making logic is likely to have a positive
environmental impact, as it reduces the amount of over-provisioning that would
otherwise be necessary to meet the SLO for a service. Reducing over-provisioning
directly decreases the energy requirements of providing a service, while at the same
time still meeting the SLO for this service.
Reducing the network communication overhead by reducing the redundancy
of WAN communications among multiple replicas of a service directly reduces
demands upon the network. Additionally, load awareness improves hardware
utilization which leads to a reduction in the number of replicas necessary to meet
a given SLO. Both of these lead to a reduction in hardware requirements on a
per-service basis and this in turn translates to a reduced energy footprint.
Societal Sustainability. Societally, this research reduces latency of key cloud
systems and communication services. Decreased latency of responses in these
critical services directly translates into increased productivity for a large fraction
of the population.
By solving challenging problems associated with geo-distributed deployments,
this work facilitates the growth of popular services. As a result, it will drive
deployment costs down, in turn reducing services’ fees, making them more
aﬀordable for the general public.
Finally, technological advances foster the development of new services that will
become an important part of peoples’ lives in the near future.
Ethical Aspects. Throughout this work, we performed extensive measurements
and detailed analysis of a third-party cloud provider and its WAN characteristics.
We attempted to be very explicit in describing the setup and tools used in each
measurement. To facilitate reproducibility of our results important code fragments
are available in the Appendixes of this dissertation; the remaining source code and
all our measurements are available upon request.
Due to rapidly changing computer technology and the dynamic nature of the
cloud provider’s WAN topology it might be nearly impossible to reproduce the
exact experimental results measured across Amazon EC2. Still, the underlying
phenomena that we discuss in this work should be present and easily veriﬁable.
For example, a correlation between a unique network path and network latency is
expected to exist between the datacenters of all cloud providers (see Chapter 5).
Finally, in this work, we developed techniques, which extract system and
network state information that was previously implicit (e.g., network base
propagation delay). However, at no point during our measurements, did we
breached Amazon’s acceptable use policy [8], customer agreement [9], or collect
information about other EC2 clients.
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1.5

Thesis Organization

The rest of this document is organized as follows. Chapter 2 provides the
background information necessary to understanding the rest of this dissertation.
Chapter 3 describes our cross-datacenter latency measurements as performed on
EC2 and then uses them to motivate the need for dynamic adaptation to changing
network conditions. Chapter 4 describes GeoPerf, our solution for systematic
testing of replica selection algorithms. Next, Chapter 5 introduces EdgeVar
and demonstrate, using additional traceroute measurements across EC2, how we
can correlate latency levels with distinct network paths. Chapter 6 introduces
Tectonic and demonstrate its use by the example of Cassandra. Chapter 7 shows
how techniques demonstrated through EdgeVar and Tectonic can be combined to
achieve fast and accurate geo-distributed load balancing. Chapter 8 summarizes
related work and relates this other work to this dissertation. Chapter 9 suggest
promising future work. Finally, we conclude in Chapter 10.
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Chapter 2
Background
his chapter presents the concepts and techniques used in the rest of this
dissertation. We study the deployment of geo-distributed applications on
top of third-party clouds. Thus, we begin by introducing the concept
of cloud computing and virtualization in Section 2.1. Next, in Section 2.2 we
describe a common replica selection process. The replica selection process used
in the systems described in this dissertation utilizes dynamic run-time decisions
made by a distributed system. Finally, in Section 2.3 we describe symbolic
execution - a technique for systematic testing and veriﬁcation of an application’s
implementation.

T
2.1

Cloud Computing

The concept of cloud computing is based on the idea of hardware virtualization
and dates to the 1960s when IBM introduced a time-sharing virtual machine
operating system for their mainframes. Their time-sharing technique provided
multiple users with a time-slice of a physical computer, allowing them to execute
their programs nearly simultaneously.∗ At that time, hardware costs were much
higher than maintenance cost. This technique solved two problems: (1) it provided
access to computational resources for individuals and institutions who could not
aﬀord owning their own computer and (2) it simultaneously improved hardware
utilization [10].
The idea of time-sharing was re-born in early 2000 as cloud computing, but
its main concepts and purposes were unchanged. Cloud computing provides
virtualized abstractions of computing resources, including CPU, memory, storage,
and networking. These resources can be logically shared among multiple users in
a ﬂexible way, while providing a multitude of beneﬁts and reducing costs. A cloud
∗

Users’ programs were executed serially in a rapidly interleaved fashion.
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provider maintains a datacenter (or a set of datacenters) which aggregates a large
amount of computational resources. These hardware resources are logically divided
in order to deploy and run client speciﬁc VMs. Such an arrangement removes the
need for individuals or organizations to maintain and provision hardware at their
own premises, instead all the hardware purchasing and maintenance is outsourced
to a cloud provider. Clients pay only for the resources consumed by their VMs.
The cloud paradigm has revolutionized the way modern services operate and
has produced a broad market of private and public cloud providers. Among
the most popular public clouds providers are Amazon Elastic Compute Cloud
(EC2) [11] (launched in 2006), Google Cloud [12] (launched in 2009), Microsoft
Azure [13] (launched in 2010), and IBM Cloud [14] (launched in 2011).
One of the most important beneﬁts of Cloud Computing is its cost eﬃciency.
Sharing hardware among multiple users and applications improves this hardware’s
utilization and drives the costs of each of these users down. Most cloud providers
use pay-as-you-go contracts where clients are charged every billing interval (hours
to minutes) based on their resource consumption. This granularity of pricing allows
for dynamic scaling; hence, applications and services can scale up or scale out by
increasing/decreasing the quality or quantity of their VMs on demand, according to
their current or anticipated needs. Modern datacenters can provide almost inﬁnite
resources, removing the need for clients to perform hardware provisioning and
avoiding the need to do capacity planning and hardware acquisition & installation
based upon the anticipated peak demand.
A Service Level Agreement (SLA) is a legal contract between a service
provider (in the cases considered in this dissertation a cloud provider) and a
user. This document deﬁnes the responsibilities and the scope of a service. An
important subset of an SLA is the SLO which deﬁnes the QoS and the exact metrics
that are used to evaluate the provided service. For example, a commonly used
criteria is up-time or service availability, this value is computed as the percentage
of time that a service was operational over a stated interval of time. Other
criteria include minimum Input/Output (I/O) throughput, maximum network
latency, and minimum network bandwidth. High standards of SLOs by a cloud
provider have become a diﬀerentiating factor as when these are embodied in an
SLA they directly aﬀect applications and services that are deployed in the cloud.
Therefore, it is common for a cloud provider to pay penalties if SLO metrics are
not met [15, 16].
Cloud computing has become a common platform for many systems that are
used in our daily services. These services are regularly used by hundreds of millions
of people. At the core of these systems are distributed storage systems, speciﬁcally:
Gmail and Picaso uses Google Spanner [17], Facebook is based on Cassandra [6],
LinkedIn uses Voldemort [18], and Amazon Store is based on DynamoDB [19].
12
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Many of these services are latency sensitive as increased request delay is negatively
correlated with user satisfaction and as a result, negatively aﬀects a service’s
revenue and its overall popularity. For example, Amazon has reported that a
latency increase of 100 ms causes a loss of 1% of sales [20].
The term tail latency deﬁnes a fraction (usually less than 1%) of latency
(or request completion times) measurements with the longest delay. For example,
a 99th latency percentile corresponds to the smallest latency value from the 1
percent of largest latency samples. The length of the tail is often determined by
the ratio of the tail latency to the median (50th percentile) latency. If the ratio
is large, then the tail is said to be long. Tail latency is an important metric as it
describes the worst delays associated with network or system performance. For a
popular service, even 1% of requests corresponds to a signiﬁcant number of users.
Moreover, in the presence of composite requests (i.e., requests containing multiple
sub-requests), even a small percentage of delayed queries can have a substantial
impact on the system’s overall performance [21].
The process of replication creates a copy of the application’s data (or a subset
of the data) and stores it in another physical machine (known as a replica). This is
done for reasons of data survivability, availability, and improving the application’s
performance.
Having multiple copies of the data allows the application to survive failures and
disasters at a diﬀerent scales; if one copy is destroyed or temporary inaccessible,
then a copy from a replica can be used instead. If a replica is destroyed or damaged,
it can be restored based upon consensus with the surviving replicas. Having
multiple copies of the data within a single datacenter provides data availability in
the case of a single machine or rack failure. Having replicas spread across multiple
geographic regions guarantees data survivability even in the event of a local natural
disaster, complete datacenter failure, or a failure in the network connectivity to and
from the datacenters and end users or between datacenters. For example, Amazon
EC2 utilizes the hybrid concept of an “availability zone”, where each regional
datacenter is divided into a number (often a triplet) of isolated sub-datacenters
some distance apart, each with independent infrastructure. Replicating across an
availability zone improves data survivability within a geographic region, i.e., if one
sub-datacenter fails, the second replica in the same availability zone can take its
place, thus clients located in the same region can still access the service without
connecting to a remote geo-distributed replica.
Data replication facilitates scalability by allowing multiple physical machines
to operate on the same data (e.g., enabling the service to serve a larger number
of clients’ requests). Scalability can be generalized into two categories: vertical
(also known as scale up/down) and horizontal (scale out/in). Vertical scalability
implies increasing/decreasing the resources (i.e., CPU, memory, network) of a
13
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single machine that is operating on the data. While vertical scaling is the simplest
solution, because it does not require any modiﬁcations to the application logic;
scaling-up is bounded by the physical limitations of the available hardware.
In contrast, horizontal scalability increases the quantity of computers that
operate on the data. However, depending on the application and architectural
decisions, horizontal scaling requires some form of data synchronization and
partitioning to allow multiple computers to share the workload. This partitioning
may be as simple as sharding (where each machine operates on its own isolated
segment of the data) or may require very complex replication management to
control how the multiple computers concurrently handle the data.
Having multiple copies of the data in diﬀerent geographic locations often
improves performance by moving the data closer to the end user, hence lowering
median response time for nearby clients, thus improving the QoS of the given
service as experienced by these users. Unfortunately, accessing the nearest copy of
the data does not always provides the fastest response time, as the response time
can be aﬀected by the network conditions and the amount of load placed on the
nearest replica by other users. These parameters need to be understood, measured,
and taken into consideration when choosing the point of contact to a service. Due
to the many contributing factors performing replica selection automatically at
run-time is diﬃcult.

2.1.1

Geo-Distributed Systems

Major cloud providers have deployed datacenters in multiple geographic regions.
For example, to date Amazon EC2, Microsoft Azure, and Google Cloud have
datacenters in 14, 54, and 17 geographic locations, respectively. As noted above,
utilizing multiple geographic locations improves QoS by replicating data and
moving the data closer to the end user (hence reducing part of the latency). As
a result, the ability to achieve low latency of responses to requests becomes a
diﬀerentiating factor for geo-distributed services deployed upon a cloud provider’s
infrastructure [21, 19].
Unfortunately, the broad range of cloud providers and their services often makes
it diﬃcult for a client to choose the most suitable option. All cloud providers diﬀer
in the number of datacenters and their geographic locations, service availability,
and cost of usage (typically based on numerous metrics of network and hardware
utilization) [22, 23]. Moreover, their characteristics change over time by providing
new services, new datacenter locations, and changing prices.
A broad range of deployment options among cloud providers imply that some
clouds are better at certain aspects of their services (be it the price, performance,
or geographical presence). Several studies [17, 24] propose to deploy services
across multiple cloud providers simultaneously in order to capture the beneﬁts
14
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of each cloud (also known as a mutlicloud deployment). Despite these beneﬁts, to
date, such deployments have not gained in popularity, due to security issues and
management overhead.

2.1.2

Virtualization

Cloud computing generally exploits hardware virtualization. This hardware
virtualization is typically implemented via a hypervisor (also known as a Virtual
Machine Monitor (VMM)) running in an Operating System (OS) or running on the
bare metal (i.e., directly on the hardware). This hypervisor facilitates deployment
of the VMs that share the underlying hardware. The hypervisor provides resource
management and communication between VMs and the underlying physical
resources (devices). For example, EC2 uses XEN [25], Microsoft Azure uses HyperV [26], and Google Cloud uses KVM [27] as their respective hypervisors.
Figure 2.1 demonstrates the concept of virtualization. The bottom layer
represents the physical machine with its CPU, RAM, and I/O resources. Next
the optional OS layer, followed by hypervisor. A hypervisor can host a set of
VMs (also known as guest VMs) each of which has its own OS and runs a set
of applications. These applications communicate with the external world through
the guest’s VM. It is also possible for a hypervisor to be merged with the OS as
has been done in Linux containers [28].

Virtual Machine 3
Virtual Machine 2
Virtual Machine 1
Operating System
App - Web Server
App - DataBase

Hypervisor
Operating System
Host Hardware
CPU

Figure 2.1:

RAM

I/O

Virtualization concept
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However, the ﬂexibility oﬀered by virtualization comes at the price of
performance. First, the hypervisor layer introduces overhead, while simultaneously
consuming some of the system’s resources. Second, sharing of a hardware resource
can lead to covert channels between VMs sharing this resource [29].
Lots of eﬀort has been made to measure, understand, and mitigate virtualization
overheads. Many works have compared diﬀerent cloud providers [22, 23],
virtualization techniques [30, 31, 32], and described their network characteristics [33,
34, 35].
Regarding EC2, these works have generally evaluated older versions of EC2,
when it was based on paravirtualization techniques [33]. Today, high-performance
EC2 instances use the Single Root I/O Virtualization (SR-IOV) [36] virtualization
technique. SR-IOV removes the hypervisor from the process of moving packets
from the Network Interface (NIC) to a guest OS and from the guest OS to the
NIC. This is possible because SR-IOV provides access to a portion of a physical
device, called the Physical Function (PF). Each Virtual Function (VF) has a
dedicated hardware resource via a dedicated FP. A single PF can provide a limited
number of VFs, often between 8 and 64 VFs. Moreover, despite latency reduction
and bandwidth improvements introduced by SR-IOV, bare metal installations still
outperform virtualized instances of an application to a large degree [37, 38].
Whiteaker et al. [32] measured the eﬀects of virtualization on network
measurements. One of the interesting ﬁndings in this work is that sending packets
introduces most of the delay while receiving adds almost no additional delay. This
is logical as the VM must be executing to send packets, while a suspended VM can
have arriving packets buﬀered at the NIC and they will be immediately available
when it next executes. However, this period of buﬀering can introduce additional
delay.
In order to understand where latency is introduced it is generally necessary to
add timestamps to the packets. This can be done in the NIC itself, by the kernel, or
in user space by an application. Unfortunately, the SR-IOV enabled EC2 instances
that have been used in the experiments reported in this dissertation do not provide
access to the NIC’s hardware timestamps.

2.2

Dynamic Replica Selection

This section provides background information to help the reader understand
replica selection algorithms.∗ Geo-distributed services are deployed in multiple
datacenters across the world and typically maintain multiple copies of their
application data. Depending on the data layout employed by the system, this data
∗

Description is based on the Cassandra’s DynamicSnitch and MongoDB’s replica selection
implementations.
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can be partitioned into shards or tables, such that each logical piece of information
is replicated independently.
The term replication factor deﬁnes the number of times a piece of data is
duplicated within a system. This parameter alone does not deﬁne where each
copy of the data is located, thus it is possible that multiple copies are stored in
a single datacenter or even in a single rack. The replication factor of a particular
piece of data is determined by its importance and access patterns. Moreover,
this replication factor can be conﬁgured statically (via a conﬁguration ﬁle) or
dynamically (determined by the system at run-time). For example, a social
network service can store one copy of the user proﬁle information in the datacenter
closest to this user’s place of residence, the second replica can be placed in a remote
datacenter to increase the survivability of the data, and additional replicas might
be placed based on the geographical distribution of the user’s friends and followers.
The intention of these replica placements is to reduce the network propagation
latency associated with the physical distance between the user and the relevant
datacenter, thus reducing service response time.
Unfortunately, due to changes in network conditions and uneven load across
an application’s servers, the closest replica does not always represent the best
choice. Luckily, the existence of multiple copies of the data provides a set of
alternatives for executing users’ requests. The term consistency requirement
determines the number of replicas that must be contacted by the service in order
to complete an application request. The consistency requirement of an application
request is determined by the consistency model utilized by the service and request’s
attributes. Naturally, the consistency requirement of a given request cannot exceed
the replication factor of the data accessed by the request.
To decide which replicas to contact, latency sensitive geo-replicated data stores,
continuously monitor the network and system state among their replicas. These
systems process this data and use it to compute the order of replicas based on their
effective network distance (i.e., as computed based upon delay). The purpose of
this ordering is to allow each node to communicate with a subset of the closest
nodes which can answer queries in the shortest time frame.∗
While we take replica selection as our primary example, the challenges and
procedures outlined in this section are generic for a broad set of run-time decisions
performed by distributed systems (e.g., replica placement, nearest server selection,
quorum formation, etc.).
Figure 2.2 outlines 5 stages of replica selection from the point of view of
the replica R0, for a cluster containing 6 replicas R0 to R5. The ﬁrst two steps
correspond to R0 performing measurements and assigning scores to all other
∗

In practice, replica selection algorithms can take into consideration the costs associated with
contacting a particular datacenter. However, in this work we do not explicitly address this issue.
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Figure 2.2: Replica R0 performs replica selection from among a cluster of
6 replicas. Out of 5 available replicas, 4 replicas have the data necessary for
the specific query. The top 2 replicas are selected out of 4 based on the
application’s specific logic that desires two additional replicas beyond the
copy of the data in R0.

replicas. The last three steps are executed on a per-query basis, i.e., given the
perceived scores, an algorithm selects a subset of replicas to execute a given query.
Step 1: Latency and load measurements. The ﬁrst step includes run-time
evaluation of all available replica choices based on an application’s speciﬁc metrics,
such as current network and systems’ state. Measurements of these metrics can
be explicit or implicit.
An explicit latency measurement includes a variation of periodic ping
commands executed by R0 towards all other replicas, thus allowing R0 to measure
the Round Trip Time (RTT) between itself and other machines. Similarly, a
periodic enquiry can be performed to retrieve information about the number of
outstanding requests and CPU utilization on each replica. The frequency of these
measurements typically is a static conﬁguration parameter.
An implicit measurement exploits the existing application requests and
responses to infer network latency and the load on the remote machine. This
measurement is done by timestamping the application’s outgoing requests and
incoming responses. The diﬀerence between the time when a request has been
sent and the time when the corresponding response was received reveals the RTT
time in the network and the time it took for the remote replica to process this
18
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request.∗ In contrast to explicit measurements techniques, an implicit approach
produces an uneven distribution of samples per replica. The number of samples is
proportional to the number of requests sent to other replicas (e.g., in Figure 2.2
the number of requests sent from R0 to R1 through R5 is likely to be unevenly
distributed). Therefore, the perception of network and systems’ states of some
replicas is more precise than others and this imprecision can negatively aﬀect the
quality of the ﬁnal replica selection (see Section 4.4.3).
Regardless of the sampling technique used, it is common practice to reduce the
weights of older samples. This is done to smooth out short-term high variance in
sampled data and gives greater weight to the most recent samples. Well-known
examples of smoothing functions from statistics are the Simple Moving Average
(SMA) shown in equation 2.1a and Exponentially Weighted Moving Averages
(EWMA) shown in equation 2.1b functions. These functions are commonly used
during metric estimation by replica selection algorithms and applied to sampled
data, such as RTT or system load.
Sm + Sm−1 + ... + Sm−(n−1)
N
EW M An = α · Sn + (1 − α) · Sn−1

SM An =

(2.1a)
(2.1b)

Step 2: Score Based Replica Ordering Individual metrics are integrated into
a score which deﬁnes the “goodness” of each replica. The score can be formed
based upon a single metric (e.g., network latency alone) or a set of metrics. For
example, Cassandra uses a combination of end-to-end request completion time
and an estimate of the load on remote machines (see Section 4.2.1)). Thus, in the
case of Cassandra, the score of each replica is computed as a sum of normalized
smoothed end-to-end request completion times to that replica and normalized
load that this replica is experiencing at the moment. In contrast, MongoDB uses
a simple smoothed RTT as a scoring function.
Replicas are ordered in accordance with their scores. This step is performed
periodically at discrete time intervals. The order of replicas is preserved
between recomputations and utilized for each query until a new order of replicas
is determined. Note, each replica performs independent measurements and
constructs its local ordered list of other replicas. Thus, each instance has its
own local view of the network delays and loads on other replicas in the cluster.
Step 3: Filter replicas that cannot answer a query. Since the replication
factor can be smaller than the total number of replicas in the cluster, not all
replicas store the data necessary to perform a certain query. Replicas that do not
∗

The service time includes the time spent in the Linux networking stack and application
service time.
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have a copy of the requested data (thus cannot answer a query) are removed from
the list. Thus, the ordered list of replicas is ﬁltered based on the presence of the
relevant data in each replica, while preserving the order of the remaining replicas
in the list. This ﬁltering is performed frequently, typically once per query.
Steps 4 and 5: Select a final subset of replicas. These steps can be
considered optional and are performed only if the set of remaining replicas that can
answer the query is greater than the consistency requirements of the request. The
details of the ﬁnal replica selection logic are very diﬀerent between diﬀerent systems
and even between consecutive releases of the same system, thus the following
description is an outline of some of the techniques that can be applied.
Two considerations drive this ﬁnal selection: replica stability and load
balancing [39]. Depending upon the application, a certain cost is associated
with a change of replicas (i.e., data might need to be pre-cached at the new
location). Therefore, it is desirable to maintain a static set of replicas and thus
avoid continuously changing the set of replicas (also known as replica ﬂapping).
This is done by introducing hysteresis based upon establishing thresholds that
determine the equivalence of replica’s scores. Thus, if the diﬀerence between the
existing order of replicas and the new order of replicas falls below a threshold, the
old order is used.
Another approach is to consider load balancing. Load balancing is often done
through randomized replica selecting. A set of equivalent replicas (in terms of their
scores) is determined based on a threshold, such that all the replicas within that
set are considered equivalent regarding their QoS (where we assume that the score
is representative of the QoS). Subsequently, a subset of these replicas is chosen at
random.∗

2.3

Symbolic Execution

The main concept behind symbolic execution is to replace concrete input values
of an application with symbolic variables rather than numeric values. A symbolic
execution engine is used to control the execution process and operates on symbolic
variables. Symbolic variables can be seen as placeholders that can change value
along an execution path. An execution path is a sequence of choices taken at
each branch point in the code. An example of a branching point in C++ is an
if statement or a case switch. The main purpose of symbolic execution is to test
and validate applications, by exploring all reachable code paths and automatically
generating test cases for all encountered errors.
For each code path within an application, symbolic execution delivers a set of
path constraints. This initially empty set is populated with additional constraints
∗

The size of the subset is determined by the consistency requirements.
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int foo ( int X , int Y , int Z ){
if (X >10){
if ( X +Y >20){
assert ( false );
} else if ( X +Z <15){
// UNREACHABLE
}
return 1;
}
return 0;
}
void main (){
int X = symbolic ();
int Y = X +5;
int Z = 7;
foo (X ,Y , Z );
}

Figure 2.3:

Symbolic execution of the function foo using symbolic
variable X.

at each branch point in the code. The constraint takes the form of a Boolean
equation of both symbolic and concrete variables. Automated constraint solvers
are used to determine satisﬁability of a given path constraint. The symbolic
execution engine maintains a list of all explored code paths and their associated
states. The engine iteratively picks a code path to explore. The duration of the
exploration can be time bounded or stop when the end of the program is reached or
an error is encountered. The choice of the next state to explore can be randomized
or driven by heuristics (for example a depth ﬁrst search would give priority to code
paths with a greater depth).
Concolic execution is a subset of the symbolic execution that allows to mix
both symbolic and concrete input variables. The two terms used interchangeably
in the rest of this dissertation. An interested reader can ﬁnd more information
in [40, 41, 42].
Figure 2.3 shows an example of how a sample function foo can be symbolically
executed. The function takes three integer variables (X, Y, and Z) as inputs. On the
lines 13 to 15 initial arguments are initialized. Variable X is initialized to a symbolic
variable. Variable Y is expressed as a function of X (i.e., Y=X+5) and variable Z
takes a concrete value 7. Function foo (line 1) has 3 branching points and 4
execution paths. The symbolic execution tree corresponding this code example is
shown in Figure 2.4.
Upon reaching the ﬁrst branching point (line 2), the constraint solver evaluates
the condition (X > 10). Since the initial path constraints set is empty, both
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Figure 2.4: Symbolic Execution tree shows all possible code paths for the
code listen in Figure 2.3. Path constraints from the higher branching
points, propagated down to the bottom of the tree.

execution paths are possible (i.e., where x > 10 and x <= 10). Each code path is
assigned its corresponding constraint and then scheduled for exploration according
to the search heuristic. Next, the path constraints from the top branching point
are propagated down to the following paths. Therefore, during the evaluation of
the second condition (line 5) the path constraint of X > 10 is also taken into
consideration.
When the execution of a single code path reaches its termination point (such
as raising an error, assertions, or the end of program), the path constraint is
used to generate a concrete input for every symbolic variable used along that
code path. Using the same input will result in the application following the same
code path (given that the code is deterministic). Certain path constraints may
not be satisﬁable or impossible to determine due to time limitations or functional
limitations of the solver.
One of the main limitations of symbolic execution is state space explosion. The
number of possible code paths grows exponentially with the size of the application’s
source code. This puts a limit on the size of the explored applications and the depth
of the exploration that can be feasible to reach. Naive application of symbolic
execution will often lead to memory constraint (unexplored states need to be
preserved) or the CPU bound (complex conditions involving multiple symbolic
variables take time to be evaluated by constraint solvers).
Several techniques have been developed to address this issue. For example,
concolic execution reduces the search space by reducing the number of symbolic
variables and replacing them with the concrete values. Reducing the number of
symbolic variables also simpliﬁes constraint evaluations. The decision to concretize
22
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a subset of input variables can be performed prior to initiation of the symbolic
exploration. In Chapter 4 our tool GeoPerf uses domain speciﬁc knowledge, to
automatically limit the number of symbolic variables.
Despite multiple improvements to date, symbolic execution remains a
challenging process. To eﬃciently test an application often requires combining
a set of optimization techniques with domain knowledge of the problem being
explored.
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Chapter 3
Latency Measurements in the
Cloud
n this chapter∗ we seek to understand the deployment conditions that
geo-distributed systems face when being deployed in a public cloud environment.
One of the ﬁrst questions that we wanted to explore is whether services that are
implemented on top of a cloud infrastructure exhibit signiﬁcant latency variability
(in other words, could we statically conﬁgure the replicas once and for all?). To
answer this question, we conducted a thorough study of application-level and
system-level round-trip latencies across all the Amazon EC2 regions. We found
that there is signiﬁcant variability in network latencies over the course of a day,
as well as over several weeks. Moreover, there are patterns of behavior that are
observable, hence potentially exploitable.

I

Next, we evaluated how often a replica selection algorithm would experience
a diﬀerent order of replicas. We ﬁnd that depending on the number of replicas
that are being queried, there could be several tens of reorderings during the course
of any given day (even when conservatively removing reorderings shorter than
5 minutes). Thus, static replica selection would be suboptimal over a statically
conﬁgured cloud infrastructure.
Finally, we investigated stability of replica selection by examining the eﬀects
of increasing or decreasing the number of replicas.

∗

The work described in this chapter is based the previous conference paper “The Nearest
Replica Can Be Farther Than You Think” [43] (the authors of the paper retained the copyright
and give their joint approval for this material to appear in this dissertation).
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3.1

Geo-Distributed Latencies

Today, storage systems can achieve sub millisecond median request completion
time when serving local requests under normal load conditions. However, when
these systems are deployed in a geo-distributed heterogeneous environment, intercontinental network latency becomes the predominant factor in determining the
ﬁnal system’s performance. Thus, it is important to understand the dynamics of
the network’s state.
In this section, we present our network measurements among the geo-distributed
datacenters of Amazon EC2.
To obtain real-world data we instantiated
geographically distributed instances of our measurement client on EC2 in 9
available regions. To date, we have measured latencies between each of these
datacenters over a period of 1 year using t2.micro EC2 instances∗ . We collected
samples obtained from 3 diﬀerent echo request/reply (ping) sources: (1) using
Internet Control Message Protocol (ICMP) ping, (2) application-level TCP ping
(Nagle’s algorithm was turned oﬀ), and (3) application-level UDP ping. These
three diﬀerent sources of samples helped us to understand the potential causes of
latency changes. In our measurements, TCP samples have the highest RTTs due
to packet retransmission delays, UDP latencies are equivalent to or lower than the
ICMP pings, potentially due to fast path processing of the UDP packets by routers
as opposed the sometimes slow path processing of ICMP pings. Thus, we chose
the data from measurements of UDP pings as our primary dataset for our further
analysis.
Figure 3.1 shows RTT measurements over a period of one day from the EC2
datacenter in Ireland to datacenters in all other regions of EC2. To simplify the
visual appearance of this data, we applied a low pass ﬁlter to the raw data to
remove high frequency noise before plotting the data. Path reordering occurs
when two latency curves cross over each other. This ﬁgure shows that from the
point of view of the Ireland datacenter, the order of paths based on their RTT
changes periodically. The importance of any such an event is a function of its
duration and the change in the ordering of the top N nodes that are aﬀected by
this event. Changing replica ordering too frequently is undesirable, as this may
negatively aﬀect caching and other functionality needed for good performance.
As a result, changing the order of replicates as used by an application should
only be done after some period of time. Additionally, the order of the closest
replicas has greater impact than a change in the order of the farther replicas.
For example, consider the top 3 or top N/2+1 (where N is the total number of
replicas) that would be the ﬁrst candidates for a query. The behavior shown in
∗

Prior to our ﬁnal measurements, we ran a control test using m3.xlarge instances and found
that our limited bandwidth RTT measurement traﬃc does not seem to be aﬀected by the instance
size.
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Figure 3.1 demonstrates that any static conﬁguration will perform suboptimally
for a large fraction of time. Our detailed analysis of replica selection algorithms
used in Cassandra and MongoDB (see Section 4.2), shows that the magnitude of
latency changes in our measurements often exceeds default sorting thresholds in
the tested replica selection algorithms, thus making these reorderings signiﬁcant.
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The Global View

To achieve a global view, we tried to answer the question of how often significant
path reorderings occur across all regions of EC2. To compute the number of
reorderings we perform the following steps. First: We group paths based on their
source region, such that we consider only realistic subsets of paths to order. For
example, from the viewpoint of an instance of a latency-aware geo-distributed
system, running in the Ireland datacenter, latency is measured from itself to all
other 8 regions, while the latencies of the paths between the other replicas are not
relevant. Second: We applied a low pass ﬁlter to our samples in order to remove
high frequency noise and high variance (we computed an equivalent to Figure 3.1
for each node). To do this we have converted the latency samples to the frequency
domain using the Fast Fourier Transform (FFT)∗ , and nulliﬁed frequencies higher
∗

We assume that the data is periodic and not related to the speciﬁc time interval of our
observations.
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than 1 Hz. Finally, the data was converted back to the time domain using an
inverse FFT. Third: For each group of links we counted the number of orderchanging events and recorded their durations. We ignore events with a duration
below a threshold, currently 5 minutes. Finally: For each event we identiﬁed the
indices of the replicas that were aﬀected. The highest index was used to generate
Figure 3.2.
Figure 3.2 presents aggregated data showing summaries for two weeks of
continuous latency sampling. This ﬁgure contains data for diﬀerent days of the
week and diﬀerent datacenters. The vertical axis shows the number of paths
reorderings that happened during a day, while the horizontal axis shows the
highest index of those paths that have been aﬀected. These plots show how often
an application developer can expect the replica order to change based on the
geographic location of the datacenter and subset of the closest replicas that are
relevant for a speciﬁc application. For example, if your datacenter is in California
and you perform strong consistency reads implemented by a quorum of nodes
(8/2 + 1 = 5 nodes) then the median number of reorderings is 15 per day.

Figure 3.2: Change of order for the closest K out of total 8 nodes, per
region per day over 2 weeks. The color of the boxes corresponds to
different EC2 regions. 14 days are aggregated into one boxplot, where the
top and the bottom of each box indicate 25th and 75th percentiles, outliers
are represented by circles. The vertical axis indicates the number of
reorderings that happened on a particular day on a particular datacenter.
The horizontal axis indicates the highest indexes of the top K nodes
affected. Top-8 reorderings are identical to the Top-7 and thus not shown
in the graph.
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Exploring Replica Position Stability

Next, we explored the stability of replica positions in the nearest-K order from
any given datacenter. Once again, we applied a low-pass ﬁlter to the observed
latencies to remove frequencies higher than 1 Hz. We divide the sampling period
into intervals of 5 minutes, and at the start of each interval we determine a static
replica choice based on the median latencies observed in the previous interval.
These choices mimic the behavior of a typical replica selection algorithm. The
choice remains static for the duration of the 5 minute window. For each sample,
we determine the diﬀerence between the static choice and optimal choice at points
in time separated by 1 second. At the end of the interval, we output the median and
maximum diﬀerence encountered during that interval. This diﬀerence estimates
the time one would lose by retaining a static replica set chosen based on the past
interval’s performance. We repeat these computations to cover all possible Top-K
combinations, considering the delay between the datacenter at hand and its closest
K replicas. For example, Top-2 refers to the case of a total of three replicas.
Figure 3.3 contains two sets of graphs showing the median and maximum delays
observed from the Ireland and Virginia datacenters. We chose these datacenters
because they are the closest ones to large fractions of users in Europe and the
Eastern US. The results are surprising. For example, having only two additional
replicas dramatically increases the uncertainty and variance as observed from the
Virginia datacenter, as shown by the signiﬁcantly greater number of time intervals
aﬀected (Y-axis) and median time lost (X-axis) Top-2 and Top-3 in Figure 3.3a. In
particular, for Top-2 more than 29% of time intervals suﬀer some median time lost,
up from 3% for Top-1. Adding additional replicas can decrease the uncertainty, for
example Top-5 shows only 0.1% of time intervals with time lost. This behavior is
directly driven by the variability of the paths from the datacenter being considered
and the other replicas. For example, Top-7 replicas again increases the variance
to 0.3% of aﬀected time intervals. However, adding additional replicas makes
the selection process more vulnerable to unexpected delays and this increases the
maximum time lost, as shown in Figure 3.3b. This ﬁgure also shows that roughly
1% of time intervals (Top-3 through Top-7 experience latency penalty of about
600 ms. This is at least an order of magnitude greater penalty than the median
time lost (Figure 3.3a).
The view from the Ireland datacenter is qualitatively the same (Figure 3.3c),
but the unstable replica positions and the times lost diﬀer. Here, Top-4 replicas
show fairly low uncertainty with 1.4% of time intervals aﬀected. However,
uncertainty is harder to eliminate by more than a factor of 10; with close to
1.5% of intervals showing some median time lost for Top-4, as opposed to 0.1% for
Top-5 from Virginia. In contrast, Top-5 from Ireland shows the worst variance.
These ﬁndings demonstrate: (i) the need for careful adaptation by the replica
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Figure 3.3: Median and maximum time wasted for the window size of
5 min from Ireland and Virginia. Including more replicas typically increases
the maximum penalty but can produce more stability by going beyond
replica positions with high variance. Top-8 configurations use all available
replicas and by default perform optimally and thus not shown here.

selection mechanisms and (ii) the diﬃculty in producing robust algorithms that
work well across a variety of network conditions.

3.4

Summary

In this work we demonstrate the need for dynamic replica selection within a
geo-distributed environment on a public cloud. We conducted thorough roundtrip time measurements across all geo-distributed datacenters belonging to one
cloud provider (Amazon EC2), for periods ranging from several weeks to a year.
To the best of our knowledge, no such measurements are publicly available. Using
this data, we show that the replica orderings would change up to several tens
of times per day, from any given datacenter’s viewpoint. Also, we explored the
stability of replica positions in the nearest-K order from any given datacenter and
ﬁnd a surprising amount of variability. We applied low-pass ﬁltering to eliminate
the noise in the latency measurements caused by the server virtualization platform.
Even after this ﬁltering, it is evident that there are substantial latency variations
across this provider’s wide-area network.
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Chapter 4
Systematic Testing of Replica
Selection Algorithms using
GeoPerf
n the previous chapter, we described our latency measurements across Amazon
EC2. These measurements showed high variability in network conditions and
changes in the best set of replicas over time. In this chapter, we look closely at
the two implementations of replica selection algorithms used in two popular storage
systems Cassandra and MongoDB.∗ We begin by highlighting the complexity of
testing and verifying such algorithms, particularly in the presence of changing
network conditions, as demonstrated in the previous chapter.

I

To overcome this complexity and validate replica selection algorithms we
propose GeoPerf, a novel tool that tries to automate the process of systematically
testing the performance of replica selection algorithms for geo-distributed storage
systems. The key idea behind GeoPerf is to combine symbolic execution and
modeling to generate a set of inputs that can expose weaknesses in replica selection.
We tested Cassandra and MongoDB using our tool and found bugs in each
of these systems. We use the latency traces described in Chapter 3 both as (1)
domain speciﬁc knowledge in GeoPerf’s heuristic to mitigate state space explosion
of the symbolic execution and (2) to quantify the time lost due to these bugs.

∗

The work described in this chapter is based on the conference paper “The Nearest Replica
Can Be Farther Than You Think” [43] (the authors of the paper retained the copyright and give
their joint approval for this material to appear in this dissertation).
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4.1

Introduction

Achieving high throughput and low latency responses to client requests is a
diﬃcult problem for cloud services. Depending upon the replication policies, the
consistency model of a service, and the current network state, clients have to choose
which replica or set of replicas they will access, using replica selection algorithms
(see Section 2.2). These algorithms are expected to consistently make excellent
choices despite the unstable environment of geo-distributed systems spread across
the globe.
The replica selection process is inherently hard. The service’s clients may
conduct both passive and active measurements of the latency of the served
requests, then use this past history to drive future choices of which replicas to use.
Unfortunately, competing traﬃc over the links where the requests and responses
are propagating is bursty, and routing decisions (that often do not take the overall
network’s performance into account) frequently change as well. As a result, endto-end network bandwidth, latency, and loss rate may change dramatically across
the wide-area network. To try to compensate for these issues, a replica selection
process needs to include mechanisms for ﬁltering and estimating the likely latency
of each request when deciding how to process requests. These mechanisms need
to answer a number of diﬃcult questions, for example: (i) For how long should
the past latency samples be kept? (ii) What should be the adaptation rate? (For
example, should new latency samples be given preference?) (iii) How to deal with
highly variable samples, e.g., discard some outliers or pay attention to them?
Unfortunately, errors (suboptimal choices) in replica selection algorithms are
extremely hard to ﬁnd. One of the things that makes such errors diﬃcult to detect
is that these errors usually do not result in critical system failures. Moreover, it
is hard to determine the system’s optimal behavior in the absence of up-to-date,
full global knowledge. Thus, we either have to know what the optimal behavior
is or we need full global knowledge to compute what this behavior should be in
order to detect the presence of an error. Suboptimal replica choices can result in
increased latency, and the poor user experience due to these suboptimal choices
can drive a signiﬁcant fraction of the customers away [20]. Thus, it is important
that requests are served by replicas that provide the client with a response within
the expected (bounded) time, and the better the selection algorithm the greater
the reduction in latency (until the selection is in fact optimal).
Debugging replica selection algorithms is diﬃcult for several reasons. Bugs
can occur due to sampling problems, in calculations, in selection logic, etc. To
thoroughly test the selection algorithms, we would need to cover all possible
network topologies and their bandwidth, latency, and loss rate characteristics. In
addition, we would need to anticipate the exact intensity, duration, and frequency
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of changes in traﬃc and routing, which is diﬃcult.∗ Thus, it is unlikely that
unit tests and simple (no matter how long) simulations can identify all the bugs.
Instead, a systematic testing tool is needed.
In this chapter we describe GeoPerf, our tool for automating the process of
testing replica selection algorithms. We choose to apply symbolic execution [44,
45], because it systematically uses the code itself to identify test inputs that can
cause the code under test to execute all branches in the code and ultimately
traverse all possible code paths. In our case the inputs are the changing
latencies presented to the replica selection mechanisms. As a result, we use the
symbolic execution engine to answer the aforementioned diﬃcult questions and
systematically look for bugs. However, using symbolic execution comes with its
own set of challenges. First, detecting errors using symbolic execution requires
an application to violate certain invariants, such as an assertion in the code.
Specifying these assertions is trivial in the case of memory bugs. Unfortunately, in
our case we are dealing with performance deviations and we need the ground truth
to deﬁne what a violation would be. Second, if the symbolic execution engine
were to propose inserting latencies that go signiﬁcantly beyond the observable
ones, one could question the relevance of the bugs found. Thus, we need to utilize
realistic latencies. Third, it is easy to run into a path explosion problem due to
the large number of possible branches in the code. A large number of symbolic
inputs can similarly cause an exponential explosion in state space. Unfortunately,
most of the replica selection algorithms contain ﬁltering mechanisms that would
require several symbolic variables should symbolic execution be applied blindly.
To provide the ground truth, we use modeling to approximate what an optimal
choice of a replica should be. Our ground truth is a straightforward selection of
closest replica(s) based on latencies smoothed-out in the same way as in the system
under test.† This means that the code under test and our model are fed the same
latencies in a discrete event simulator, and symbolic execution then tries to ﬁnd
the inputs for the next iteration that would cause a divergence in the choice of
replica(s). Any such case is a potential bug. To address the second challenge,
we simply reuse the latencies we collected across the WAN when running over
Amazon EC2 geo-distributed datacenters and use them to limit the input ranges
that the symbolic execution engine is allowed to propose (see Chapter 3). Finally,
to address the third challenge we apply domain-speciﬁc knowledge regarding the
way the various latency ﬁltering mechanisms work, enabling the symbolic execution
engine to work across several iterations. In particular, we make it possible to
∗

If it were easy to do this, then we would already be using the perfect replica selection
algorithm!
†
Unless that module is suspected to be buggy, in which case we change the smoothing
mechanism that we use for ground truth.
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use only a few symbolic inputs to drive execution along diﬀerent code paths and
produce results in a matter of hours.
GeoPerf’s contributions are listed as GP1, GP2, and GP3 in Section 1.3 on
page 5.

4.2

Systems That Use Replica Selection

While many diﬀerent systems utilize replica selection, in this work we have focused
on two:
Cassandra is a highly conﬁgurable NoSQL distributed database, designed
to work with large datasets in local and geo-distributed environments. Unlike
many other distributed databases, Cassandra can perform read operations with
a per-request variable consistency level, depending on the client’s requirements.
The client communicates with one of the replicas (presumably the one closest to
the client). This node selects a subset of closest replicas to itself (including itself),
forwards the client’s request to them and waits for their replies. Once enough
replicas have replied, a single reply is sent back to the client. The consistency level
can vary from LOCAL (i.e., reads from a single node), QUORUM (i.e., N/2 + 1
replicas), to ALL where all nodes must respond prior to returning an answer to
the client.
Generally, a conﬁgurable number of nodes will be used to produce an answer,
thus allowing a tradeoﬀ between consistency, availability, and performance – as
acceptable to the client. While performing a quorum read is well understood,
being able to choose a speciﬁc subset of nodes opens a number of possibilities,
especially if these nodes (replicas) are geo-distributed.
MongoDB is a popular distributed document management database. It
supports atomic, strongly consistent write operations on a per document basis
and either strong or eventually consistent read operations depending on the client’s
preferences. MongoDB implements a master-slave replication strategy, with one
primary and several secondary nodes. All write operations are directed towards
the primary node and eventually propagated to the secondary replicas. Replication
increases redundancy, data availability, and read throughput for clients that accept
eventual consistency semantics. By default, a client’s read operations are directed
to the primary machine and return strongly consistent data, although the client
has an option to use secondary replicas, or to choose the closest node regardless
of its current status. We concentrate on the case of choosing the closest node.
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Table 4.1:

MongoDB’s smoothing functions from different drivers. The
drivers’ source code obtained from
https://docs.mongodb.org/ecosystem/drivers/.

Driver Version
C++
Python
Java
C
C Sharp
Perl
Ruby
Node.js
PHP
Go
Erlang

4.2.1

Latency Filter Type
EWMA(0.25)
EWMA(0.20)
CMA
EWMA(0.20)
EWMA(0.20)
EWMA(0.20)
EWMA(0.20)
Not identiﬁed
Not identiﬁed
Maximum of the last 6 samples
EWMA(0.20)

Maintenance
oﬃcial
oﬃcial
oﬃcial
oﬃcial
oﬃcial
oﬃcial
oﬃcial
oﬃcial
oﬃcial
community
community

Replica Selection Algorithms

Replica selection systems usually contain two elements: a smoothing algorithm
(ﬁlter) to get rid of high variability, and the actual replica selection algorithm that
acts based on the latencies output by the ﬁlter.
For latency smoothing, Cassandra uses the oﬀ-the-shelf Java Metrics library
v2.2.0 [46]. This library implements a special type of a time-decaying function
called Forward Decay Sample [47] (via the library class Exponentially Decaying
Reservoir (EDR)). Similar to Exponentially Weighted Moving Average (EWMA)
it gives greater weight to recent samples.
Latency estimation in MongoDB is the responsibility of the client’s driver,
which chooses the closest server to connect to. MongoDB has multiple clients
for compatibility with many programming languages. Currently there are more
than a dozen diﬀerent client drivers (including open source community drivers).
Naturally many of them have been implemented by diﬀerent developers, thus their
implementations have signiﬁcant diﬀerences in peer selection. Table 4.1 lists the
subset of these drivers that we examined. The table also shows that the choice of
latency smoothing is heterogeneous. In our work, we concentrate on comparing
the C++ and Java drivers, as these are considered to be the most widely used and
also represent the most distinct implementations in terms of latency smoothing.
Note that the C++ driver uses EWMA with a coeﬃcient of 0.25 applied to
new samples, while the Java driver uses a Cumulative Moving Average (CMA)
(arithmetic average across all collected values).∗
∗

In the recent version of the Java Driver (since 3.0.0) the logic has been changed to an
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Replica selection algorithm Cassandra implements a module called Snitch
to help each node choose the best set of replicas to which to direct read
operations. There are several types of Snitches [48] that allow administrators
to tailor the logic to the deployment environment. For example, for multiregion geo-distributed deployment, each replica is associated with a distinct region
and distinct rack within a datacenter. This allows Cassandra’s nodes to be
grouped based on their physical proximity. This is a static conﬁguration, while
in this work we are more interested in the Dynamic Snitching implementation.
Dynamic Snitch automatically chooses the closest node(s) based on the network
distance and node load, with both parameters incorporated into the score function.
In particular, Dynamic Snitch automatically chooses the closest node(s) as
follows: (1) Asynchronously, each replica contacts every other replica with request
messages. The time it took from the request until the reply is received is passed
through the EDR smoothing function. This time includes both the network
component (i.e., RTT) and the retrieval (service) time at the remote node (the
latter is an indirect indicator of the load at that node). (2) Periodically, current
values from the smoothing ﬁlters are collected and normalized, providing a list of
scores assigned to each replica. By default, this process is executed every 100 ms.
(3) These scores are used when the local node needs to forward client requests
to other replicas. The selection process itself is executed in two stages. First,
all replicas are sorted based on their physical location, so that all replicas in the
same rack and then in the same datacenter as the source are at the top of the
list. Second, the delta of a score is computed from the local node (originator
of the query) to all other nodes. If this delta is greater than a threshold (default
conﬁguration is 10%) of the diﬀerence to the closest node, then all nodes are sorted
based on their score. Finally, the top K elements from the list are chosen.∗
Dynamic Snitch uses client requests to extract information about the state
of the network and load on other replicas. The downside of this approach is
that not all replicas are sampled evenly. Slowly performing replicas serve fewer
client requests; thus, they have few latency samples. Therefore, their perceived
performance will not accurately represent the actual state of the network. To
address this issue, Dynamic Snitch resets all collected samples every 10 minutes
(default conﬁguration). This equalizes scores among all replicas and allows
Cassandra to periodically send a small fraction of requests to all replicas, thus
giving them a fair chance to regain their score. However, this results in periodic
poor selection of replicas.
Unlike Cassandra, MongoDB drivers (both C++ and Java) rely only on the
RTT to compute network distance to replicas: (1) The collected latency samples
EWMA smoothing function with a coeﬃcient 0.2.
∗
Based on Cassandra V2.0.5.
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are passed through EWMA with the ﬁlter coeﬃcient 0.25 and CMA in C++
and Java drivers, respectively. The sampling occurs at a hard-coded heartbeat
frequency of 5 s in both drivers. (2) Upon the client’s request, the smoothed
latencies are used to sort all relevant replicas (i.e., generating a replica set that
can answer a query). All replicas that are farther than the default threshold of
15 ms from the closest are ﬁltered out of the list. (3) Finally, one replica is selected
at random from the remaining list.
Both systems address issues of caching, by avoiding unnecessary switching
between replicas under high latency variance. Secondly, both systems utilize
randomness in making their choices, this has a positive eﬀect on balancing
workload and helps to prevent a herd eﬀect (when all nodes simultaneously go
to the closest node, both congesting and overloading a node [39]).

4.3

GeoPerf

In this section, we describe our approach to systematically test replica selection
algorithms. First, we isolate the core logic of the replica selection algorithm. We
can use our modeling as the implementation of the ground truth or a diﬀerent
algorithm as a reference. Then, we systematically examine code paths in the
original algorithm in an eﬀort to ﬁnd a case in which the algorithm under test
performs worse than the reference one. For path exploration, we use symbolic
execution, a common technique for software testing. It incorporates systematic
code path exploration with an automatic constraint solver to derive concrete input
values that will cause a particular code path within a program to be executed. In
our case, the inputs are the latencies that could be observed by the replica selection
algorithm under test.

4.3.1

Systematically Exploring Replica Selection
Algorithms

We use the popular open-source symbolic execution engine KLEE [45] with the
STP [49] constraint solver. While KLEE (and symbolic execution tools in general)
is primarily designed as a test generation tool, it can also be applied to a great
variety of other problems. Its ability to generate test cases that satisfy all the
constraints can be seen as a solution to a problem deﬁned through code. For
example, by symbolically executing code that has a branching point of the form
if ((X+5)*(X-2) == 0){assert(0);} where X is a symbolic variable, the
equation will be passed on and solved by an automatic constraint solver. The
generated test case will be a solution to the quadratic equation.
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Felipe Andres Manzano, in his tutorial [50], demonstrates how KLEE can ﬁnd
an exit out of a classical maze problem by exploring a set of inputs that lead to
distinct code paths, and eventually the exit out of the maze. If a program contains
a code path that would solve a problem, then our task is to deﬁne the problem in
a clear way so that the symbolic execution tool can isolate a code path (or a set
of code paths) that leads to the desired state.
The choice made by the replica selection algorithm depends on the system
state (i.e., past and current set of network RTTs, time, random numbers) and the
algorithm itself as implemented via code. Each potential replica choice is deﬁned
by a set of possible code paths that can lead to it. In the compiled programs
only a single code path will be executed, as determined by the system state at
each branch point. However, by symbolically executing this code we can explore
alternative code paths that would lead to diﬀerent choices given the symbolic state
of the system. Therefore, for each alternative code path we can determine a set
of constraints, and the automated theorem solver will derive a state that would
result in the alternative execution path. In other words, we can say what would be
the latency over the network paths to cause a replica selection algorithm to pick
one or another subset of nodes.
Forcing a replica selection algorithm to make diﬀerent choices is insuﬃcient to
reason about the correctness of that algorithm. To do this, we need to know the
ground truth. Alternatively, another algorithm can take this role, allowing us to
compare two choices in a design exploration.
GeoPerf compares a pair of replica selection algorithms by using symbolic
execution and modeling.
It symbolically executes them in a controlled
environment, while both algorithms share one view of the network. We use
symbolic latencies to check if one of the two algorithms makes a diﬀerent choice
under exactly the same conditions.
However, there are several limitations that need to be addressed. First,
symbolically executing an entire distributed system is still diﬃcult and requires
inside knowledge of the system, code modiﬁcations, and signiﬁcant computation
resources. Unfortunately, this would introduce a lot of code paths that are
irrelevant to the replica selection logic. Second, symbolic execution does not have
a notion of continuous time, which makes it hard to evaluate replica selection
choices. Finally, we want to develop a general-purpose tool (a common platform),
independent of a single distributed system and suitable for quick prototyping and
testing of various algorithms, potentially diﬀerent versions of a system or even
completely independent solutions.
For all of the above reasons, we isolate the replica selection algorithm from
the systems under test and develop a controlled environment where we can
deterministically generate, monitor, and replay events as needed.
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The core of the tool is based on our own discrete event-based simulator
developed as part of GeoPerf. The setup simulates: (i) a set of geo-distributed
nodes connected via WAN paths, (ii) arrival of incoming client requests, and (iii) a
replica selection module that periodically chooses a subset of nodes to serve these
requests.
We create two instantiations of the simulator, one using the reference replica
selection algorithm and the other the algorithm under test. Both instances run in
parallel in identical environments (using synchronized clocks and deterministic
synchronized pseudo-random number generators). KLEE is used to drive the
exploration of the code paths generating a set of symbolic latencies (i.e.,
inputs) that characterize the network paths among the nodes. The target of
the exploration is to ﬁnd a sequence of network states that exposes potential
weaknesses (bugs) of one of the algorithms by repeatedly demonstrating inferior
performance (choices) in the simulated environment.

4.3.2

Comparing the Selection Algorithms

Consider the code example in Figure 4.1. At lines 2-3 we create two simulation
instances that diﬀer only in the algorithm used for replica selection. On lines 5-6
we preload initial states into both of these simulations by replaying identical sets of
latency inputs that we collected earlier. Line 9 declares a set of symbolic variables
to be used as an input to future iterations of these two simulations. Lines 11-12
run both simulations with the new symbolic input and collect accumulated request
times. Finally, on line 14 we have an assertion that will be triggered when the
void main (){
Sim A = Sim ( " algorithmA " );
Sim B = Sim ( " algorithmB " );

1
2
3
4
5

A . run ( " RTTs . data " );
B . run ( " RTTs . data " );

6
7
8
9
10
11
12
13
14
15

// Preload initial states into both
// simulations

// Declare new symbolic variables
int sym_lat = symbolic [ nodes ][ depth ];
timeA = A . run ( sym_lat );
timeB = B . run ( sym_lat );
assert ( timeA < timeB );
}

Figure 4.1:

Event-based simulation pseudocode
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estimated performance of the simulation guided by algorithm B is slower than its
counterpart A. At this point KLEE will have the set of path constraints that led
to this state, obtained after exploring the code paths of both simulations.
Next, an automated theorem prover will determine if it is possible to trigger
the assertion given the current set of path conditions. If so then we can generate
a concrete test case that will cause this diﬀerence in performance. The concrete
values calculated for the symbolic variables are appended to the ﬁle “RTTs.data”
and will be used during the set-up of the next iteration of the tool.
The pair of algorithms (A and B) are the models of the algorithms from the
systems that we test or model. In the process of modeling, we isolate the logic
behind the algorithm’s implementation and replicate it line by line for our tool.
The actual size of such modules is quite small, less than 200 lines of code in both
Cassandra’s dynamic snitch and MongoDB’s drivers.
Ground truth To provide the ground truth when the counterpart algorithm B
is unavailable, we generated a simpliﬁed replica selection mechanism that always
selects the node with the lowest delay, without randomization or optimization
thresholds. Ground truth is an approximation of the optimal performance and it
represents the minimum bound in the achievable latency, provided that there is
no caching of requests. We expect that algorithms under test will demonstrate
lower performance than the ground truth in certain cases, but will asymptotically
produce comparable results. By default, ground truth uses the same latency
smoothing function as the algorithm under test. If the smoothing function itself
is suspected to be buggy, it can be replaced.

4.3.3

Discrete Event Simulation

As a platform for our evaluation we created a discrete event simulator. This
simulation models a set of three interconnected geo-distributed replicas and one
additional primary node that serves requests (Figure 4.2). We feed to the
simulation client requests generated at a constant rate. These requests are
forwarded to the primary node in the set. The primary node runs a replica
selection algorithm to choose to which replicas it should forward each request. The
other nodes in the set are potential replica candidates; they receive the forwarded
requests from the primary node, serve them, and send replies back. We also input
the set of network latencies that describe RTTs on each path from the primary
node to all the replicas. These latencies represent the time it takes for requests to
reach the replicas and for the replies to return. As the simulation time progresses,
new latency values are introduced to reﬂect the changing network conditions.
The raw latencies are fed into a smoothing function (such as EDR, EWMA,
or CMA) according to the speciﬁc system being simulated. The output of these
functions produces the perceived latency that is used within the replica selection
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Figure 4.2: Discrete event-based simulation: (1) latencies assigned to
inter replica paths and passed through the smoothing filter, (2) client’s
request generated, (3) the replica selection algorithm is used to choose a
closest replica(s) to forward the request, (4) request forwarded to the
replica(s) (5) replica processing the request (6) the reply sent to the
originating node.

algorithms. Each algorithm makes choices periodically (100 ms for Cassandra and
5 s for MongoDB as per their default conﬁguration). All requests received in that
time interval are directed towards the replica set selected at the last decision time.
The time it takes to process individual requests is determined by
RT Treply
+ Tprocessing +
Ttotal = RT Trequest
2
2
We do not consider request queuing and use a ﬁxed delay of 0.5 ms to generate
a response at the replica, i.e., a ﬁxed service time. We obtained this service delay
experimentally by running a real system on our hardware∗ , without any load.
Such a choice is further motivated by the fact that the processing time is already
incorporated into the Cassandra logic, and is completely ignored by the MongoDB
logic (at least in those drivers for replica selection we tested).

4.3.4

Iterative Search

Ideally, we want to ask the symbolic execution engine to compute the behavior of
the system hours ahead of time, and to tell us what sequence of events and inputs
∗

Intel Xeon E5-2670 clocked at 2.6 GHz with 96 GB of DDR3-1600 MHz RAM.
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could result in undesired behavior. However, one of the biggest challenges in
symbolic execution is the path explosion problem. The number of possible paths
grows exponentially and the exploration eventually faces a bottleneck, such as
memory or CPU time bounds. The number of possible code paths is exponential
in the number of symbolic variables used in the exploration. This becomes the
predominant factor that limits the maximum number of symbolic latency variables
that we could practically use in our exploration to 9 (3 triplets, i.e., 3 latency inputs
for the 3 replicas in the simulation). The number of triplets deﬁnes the depth of
the exploration, as each consecutive latency input describes network conditions
within the simulation. It is important to note that the number of code paths is
also dependent upon the complexity of the algorithm under test. EDR, used in
Cassandra’s logic, has many more code paths than a simple CMA or EWMA. A
single latency triplet input (or a single iteration) corresponds to 100 ms and 5 s of
simulated time for Cassandra and MongoDB respectively, as conﬁgured in these
systems by default.
However, it is insuﬃcient to show that two algorithms make diﬀerent choices
at a single point in time. It is important to show that this choice exhibits a
pathological behavior that lasts long enough to cause signiﬁcant performance
degradation for many requests. Thus, we apply an iterative approach by repeating
individual explorations.
There are two distinct states to consider. First, is the state of the events in the
simulation, which describes the queue of the discrete events (e.g., the messages in
transition). This state is used to evaluate the performance of the system. Second,
the state of the history buﬀer in the latency smoother is used in the algorithm,
for example Cassandra’s EDR is conﬁgured to remember 100 previous samples.
These states may diﬀer from the start of the simulation due to diﬀerent smoothing
ﬁlters.
Figure 4.3 outlines the high level idea behind iterative search. (1) We conﬁgure
two simulations with a pair of distinct replica selection algorithms, and warm up
the system by inserting a set of previously measured latencies to pre-populate
the history buﬀers used by the latency smoothing functions. At this stage,
both simulations are in the same state, as replica selection algorithms make
identical choices. However, since the smoothing techniques can be diﬀerent (i.e.,
CMA and EWMA), their states diﬀer as well. Warming up the simulation with
concrete values does not lead to performance penalties due to the ExecutionGenerated Testing (EGT) [51] technique implemented in KLEE. EGT allows us
to distinguish between concrete and symbolic variables and avoids creating path
constraints if no symbolic variables are involved. (2) As input, we introduce
a set of symbolic latency triplets, and initiate symbolic exploration. GeoPerf
continues the simulation and starts to acquire path constraints for all explored
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Figure 4.3:

GeoPerf Overview

paths. After inserting the last symbolic input and ﬁnishing all outstanding queries,
the performance of both simulations is evaluated. As the scoring function we
consider the accumulated time to generate requests initiated during the insertion
of symbolic inputs.
At stage (3) we compare the scores. Consequently in the code, we have an
assertion checking that the total accumulated time of simulation-1 should be more
than the accumulated time of simulation-2. The path constraint is sent to the
constraint solver and checked for satisﬁability given the current code path. If the
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path constraint is not satisﬁable, then we continue searching until we reach the
assertion point through an alternative code path or until we run out of possible
code paths, meaning that regardless of the state of the network latencies it is
impossible to manipulate the two replica selection algorithms into making diﬀerent
decisions. The continuation uses a diﬀerent conﬁguration of the search as described
in Section 4.3.5. Finally, in the successful case when we reach an assertion,
KLEE uses the constraint solver and the obtained path constraint to generate
a concrete test case (i.e., convert symbolic triplets into a concrete set of latencies)
that deterministically bring the simulation to the same assertion and therefore
replica selection choices diverge.
At stage (4) we pick a newly generated set of latency triplets and append it to
our initial set of EC2 latencies. At stage (5) we restart our simulation from the
initial point. However, in addition to the original set of measured latencies, we
also replay the latencies generated in the previous iteration as concrete input.

4.3.5

Optimizations

We have developed a heuristic technique to guide the symbolic execution in an
eﬀort to ﬁnd the desired sequence of latency samples. There are three conﬁguration
parameters that deﬁne the search: maximum search time, number of solutions to
ﬁnd, and number of symbolic variables to use. For each iteration we attempt to ﬁnd
a subset of solutions within the given time limit. If by the end of its time this set is
not empty, we sort all our solutions by the improvement ratio that they introduce.
However, if we have run out of time or possible code paths, we then attempt to use
a diﬀerent symbolic pattern (SP). In our work we deﬁne SP as a set of assumptions
(relationships) between the symbolic variables that we input to our simulation. We
use the observations of measured samples and [52], to conﬁgure the SP for each
iteration of the search. One observation is that there are diﬀerent periods of time
during which latency does not change signiﬁcantly (thus we can treat this period
of time as if the latency does not actually change). Another observation is that
typically only one link will change by a large amount at any given time. By
following these observations, we can use a single symbolic variable to deﬁne path
latency over several iterations of a simulation. Moreover, we can leave the latency
of some paths unchanged by reusing values generated in the previous iteration of
the search. This technique reduces number of symbolic variables used per iteration
and speeds up KLEE’s code path exploration by simplifying path constraints and
reducing the code path search space.
When our exploration reaches the point when it cannot ﬁnd a solution with
a given conﬁguration, we systematically pick diﬀerent SPs by re-using symbolic
variables over several iterations of the simulation. This optimization allows us to
increase the depth of search up to 10 replica selection choices ahead.
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In addition, our experiments show that using integer numbers signiﬁcantly
speeds up constraint solving. Therefore, we replaced ﬂoating point operations
with their integer equivalent, with three digits of precision.

4.4

Evaluation

In this evaluation we describe the bugs we found (Section 4.4.1). Then, using our
latency traces obtained in Chapter 3 we quantify the bugs’ impact (Section 4.4.2).
Finally, in Section 4.4.3 we use GeoPerf to identify eﬀects of periodic buﬀer resets
on quality of replica selection, then using latency traces we evaluate its impact.

4.4.1

Bugs Found

Cassandra First, we use GeoPerf to evaluate the performance of Cassandra’s
Dynamic Snitch against the ground truth model provided with GeoPerf. Both
algorithms were conﬁgured to use EDR as the latency smoothing function.
GeoPerf’s simulations were conﬁgured to sample latency at 100 ms intervals. All
GeoPerf’s explorations were preloaded with 20 samples from EC2 measurements
per network path. The RTT range for symbolic latencies was set to 100-500 ms to
represent an entire range of observed latencies within EC2. We use a ﬁxed request
arrival rate of 40 requests per second.
It was suﬃcient to run GeoPerf for 130 iterations (equivalent to 15 s of real-time
and 390 symbolic latency inputs) to notice the problem. Figure 4.4a shows the
latencies as generated by GeoPerf and the smoothed version after passing through
EDR. This ﬁgure demonstrates that smoothed EDR latencies follow the general
trend and closely represent the real state of the network. However, Figure 4.4b
shows that despite having the correct view of the network, over 20% of Cassandra’s
requests have RTTs of 500 ms (they are forwarded to the slowest node of the
three). This clearly indicates an issue in the replica selection logic. By examining
the code, we have identiﬁed that the problem was caused by a bug in the replica
score comparison function as follows:
if ((first-next)/first>BADNESS_THRESHOLD).
As the value of next score could be greater than the first score, this results in
comparison of the threshold with a negative value. Ultimately, this prevents the
sorting function from being called.
MongoDB We compared the performance of the C++ and Java drivers of
MongoDB. Their only diﬀerence is the smoothing function used: EWMA (0.25)
and CMA for C++ and Java version respectively. In contrast to Cassandra’s
exploration, GeoPerf was now conﬁgured to compare the two provided algorithms
(the use of ground truth was unnecessary in this case). The system was set to use
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(a) Set of 3 path latencies generated by GeoPerf and the smoothed
version of these latencies after FDS
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(b) CDF request completion time, Cassandra’s Dynamic Snitch
compared with GeoPerf’s ground truth algorithm

Figure 4.4:

Comparing Cassandra’s Dynamic Snitch with the GeoPerf’s
ground truth
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a 5 second sampling interval to match MongoDB’s logic. We ran a simulation for
a total of 230 iterations (equivalent to 20 minutes of real-time and 690 symbolic
entries). Figure 4.5a shows the latencies generated by GeoPerf and those perceived
by MongoDB logic after passing through the Java driver’s smoothing function.
The latencies generated by GeoPerf demonstrate the inability of the Java driver
to adapt to periodic latency changes. As time progresses, Java’s CMA smoothing
function becomes more resistant to change, until it cannot react to path order
changes. As shown in Figure 4.5b when the Java and C++ drivers are compared
under identical conditions, the Java driver demonstrates inferior performance in
80% of the cases. The problem identiﬁed here is related to CMA not being reset
in the Java driver on a periodic basis.
Although these bugs might appear to be simple, they were not discovered
previously. Common software testing often does not provide full test case coverage;
thus, it is hard to ﬁnd bugs in application logic that aﬀect performance, particularly
in the presence of noisy input (e.g., network latencies). In the case of Cassandra,
the oﬃcial ﬁx for the bug that we found also included a new test case to cover the
speciﬁc scenario that we identiﬁed for the developers.
GeoPerf’s running time We conduct our explorations using a cluster of 8
heterogeneous machines running Ubuntu 14.04, with a total of 76 CPU cores and
2GB RAM per core. We use Cloud9 [53] to parallelize and distribute symbolic
execution over these machines. Both sets of explorations ﬁnished in under 5 hours.
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(a) Set of 3 path latencies generated by GeoPerf (points) and the
smoothed version of these latencies(lines) after applying MongoDB Java
driver’s CMA
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(b) Request completion time for MongoDB’s C++ and Java drivers, as
compared by GeoPerf

Figure 4.5:

Comparing MongoDB’s drivers using GeoPerf
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4.4.2

Evaluating the Impact of the Bugs

Here we quantify the potential impact of the bugs found by GeoPerf in both
systems under real-world conditions. We set up our simulations as in the previous
section and use 14 consecutive days of EC2 latencies (from Tue, 06 Jan 2015,
9GMT) obtained earlier as a concrete input set to GeoPerf. To consider the
possible scenarios, ﬁrst we group the latency samples based on the originating
region. Then, from each group we pick combinations of triplets (as 3-way
replication is a popular, straightforward choice). We sampled all 9 regions, where
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(a) Cassandra’s buggy version compared against fixed version
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(b) MongoDB’s C++ driver compared against Java drivers

Figure 4.6: The CDFs of the median and the 99th percentile request
completion time difference of Cassandra and MongoDB respectively (EC2
latency trace replay via GeoPerf). Each figure contains 14 CDFs, one for
each day of the trace of latency samples.
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each region has 8 potential destinations, producing 9 83 = 504 combinations in
total. Figure 4.6 shows the excess median and 99th percentile time gained per
request per day.
Each line corresponds to one of the 14 days of latency traces; each point on a line
represents one of 504 possible deployments. For Cassandra’s evaluation, instead of
using the ground truth model we used the original version of the Dynamic Snitch
and the ﬁxed version of the same Snitch. Figure 4.6a shows that over 10% of all
requests were aﬀected by the bug. The median loss for 5% of all requests is above
50 ms.∗
Next, we compare the C++ and Java MongoDB drivers. Figure 4.6b shows the
eﬀects of using CMA in a dynamic network environment on 99th percentile. Over
20% of all requests were unable to react to changing conditions, which resulted in
a long tail. The negative CDF tail on both Figures 4.6a and 4.6b is explained by
two factors. First, both systems choose a replica at random if it falls below a set
latency threshold, which accounts for a certain amount of a slightly worse replica
being chosen by the corrected algorithms. Second, when path latency shows a
high variance there is a certain amount of inertia in both Cassandra’s EDR and
MongoDB C++ drivers EWMA, leading to additional when the actual latency has
returned to its mean value.
In summary, these ﬁndings demonstrate the signiﬁcance of the bugs found in
both systems, and the potential unnecessary delays in cloud services due to these
bugs.

4.4.3

Reset Intervals

Cassandra’s Dynamic Snitch ﬂushes all sampling buﬀers every 10 minutes to
allow temporary badly performing nodes to regain their score (see Section 4.2.1).
Intuitively, such behavior appears to have negative consequences because the
entire history of the smoothed data is lost. This results in all replicas being
indistinguishable for a short period. To test this scenario, we used GeoPerf to
identify the eﬀects of buﬀer resets within Cassandra’s Dynamic Snitch.
To do so, we conﬁgured two simulations to use identical EDR smoothing
functions and identical ﬁxed versions of the Dynamic Snitch. However, in one
of the simulations, we disabled periodic buﬀer resets allowing GeoPerf to generate
a latency input such that these simulations produce diﬀerent performance results.
As GeoPerf utilizes iterative search (see Section 4.3.5) it attempts to ﬁnd code
paths that demonstrate performance diﬀerences within a limited number of latency
inputs of a given iteration. Covering the initial time interval of 10 minutes of
∗

We have identiﬁed an error in our previous evaluation [43] of the bugs’ impact. The overall
impact is lower than we initially estimated, however it is still signiﬁcant; both bugs were ﬁxed
by the system’s developers.
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latency inputs for 3 nodes, would require hundreds of symbolic variables and
hours of computation. Fortunately, the ﬁrst 10 minutes of the simulation is
not particularly interesting for us, because both algorithms would make identical
choices (given their identical conﬁguration). Therefore, we warmed up the
simulation with concrete values from EC2 traces for the ﬁrst 9.5 minutes. Next,
we conﬁgured GeoPerf to initiate symbolic exploration from that state. To speed
up exploration even further and simplify the test case, GeoPerf was conﬁgured
to change latency only on a single latency path. Furthermore, we explored only
two cases: when resetting sampling buﬀers has a positive and negative eﬀect on
performance.
Positive effects of buffer resets Figure 4.7a demonstrates the positive eﬀect
and it shows two sets of latencies as observed by two simulations. The time interval
up to 10 minutes represents the warm up period when both simulations were fed
the same concrete latencies from EC2 traces. At 10 minutes the ﬁrst simulation
resets its buﬀers along all three paths. GeoPerf starts to generate latency inputs
for the second (middle) latency paths indicated by the red dashed line. At this
point, the middle path (red dashed line) splits into 2 paths. The purple line on
top corresponds to the smoothed latency observed by the algorithm that resets its
buﬀers, while the black dashed line, corresponds to the smoothed latency observed
by the second algorithm that did not reset its buﬀers. Finally, red points are the
individual latency inputs generated by GeoPerf for the middle path (the actual
latency). This ﬁgure demonstrates how the perception of the smoothed latencies
diﬀer by two algorithms. The buﬀer that does not have any samples reacts quicker
to the latency change generated by GeoPerf, while it takes signiﬁcantly longer for
simulation with the full buﬀer to follow the change. The diﬀerence in perception
of the network state aﬀects the decisions of the replica selection algorithms. The
ﬁrst algorithm chooses optimal replicas 1 and 3 ; while the second algorithm with
the stale view selects paths 1 and 2.
At 10:05 minutes GeoPerf’s exploration has come to a halt. At this point, the
buﬀer of the second algorithm has incorporated enough new samples to realize the
change. Thus, the perceived order of replicas again becomes identical for both
simulations. It is unnecessary for both algorithms to have identical perception of
the network state, as it is suﬃcient for replicas to be sorted in the same order. From
now on, it is no longer possible to have divergent decisions by the two algorithms
(until the next buﬀer reset).
Figure 4.7b is a CDF of request completion time of both algorithms over
the tested time interval. The diﬀerence in the two graphs demonstrates the
performance anomaly depicted in Figure 4.7a.
Because GeoPerf is based on the iterative heuristics that look for solutions that
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(a) Set of 3 path latencies generated by GeoPerf and the smoothed
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(b) CDF request completion time, the difference between Cassandra’s
Dynamic Snitches with and without buffer resets. The two arrows
indicate request completion times realized by selecting two distinct sets
of replicas.

Figure 4.7:

GeoPerf found a case when resetting sampling buffers has a
positive effect on performance.
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satisfy target performance ratios, not all latency samples picked by GeoPerf were
strictly optimal. Certain latency values were below path 1 (blue line), making the
choices of the second algorithm (without buﬀer reset) better than its counterpart.
Setting a stricter search criteria for GeoPerf would partially solve this issue, at the
cost of signiﬁcantly increasing search time.
Negative Effects of Buffer Resets To our surprise, GeoPerf was able to ﬁnd
a counterexample where resetting a buﬀer will degrade performance. We used the
same conﬁguration as in the scenario above, except in this case we swapped two
algorithms by disabling periodic buﬀer resets of the ﬁrst algorithm and enabling it
for the second, thus causing GeoPerf to search for code paths that can demonstrate
harmful eﬀects of resetting the sampling buﬀer.
In Cassandra’s Dynamic Snitch, latency sampling is temporarily decoupled
from the replica decision logic (i.e., new latency samples are being inserted into
buﬀers at run-time as requests are served), while buﬀer recomputation (e.g., reevaluation) happens at discrete time intervals. GeoPerf was able to leverage this
time diﬀerence between insertion of new latency samples into the buﬀer and the
time of the replica decision, hence demonstrating a case when resetting a buﬀer
might lead to a degradation in performance. When a buﬀer is empty, it becomes
more susceptible to a change due to new latency samples. Therefore, a small
number of samples can alter the state of the perceived smoothed latency. However,
the reevaluation of the buﬀer happens at the discrete time intervals, which can
result in a case where the perceived latency is wrong for the entire interval.
Figure 4.8a, demonstrates a sequence of three events: a buﬀer reset at
10 minutes is followed by a high latency spike on the path 2, which is followed
by buﬀer reevaluation. This resulted in an incorrect perception of the smoothed
latency for the duration of buﬀer recomputation intervals. In this example the
empty buﬀer was too sensitive to a short-term latency spike.
Figure 4.8b demonstrates the diﬀerence in the request completion time between
these two cases. Due to the short duration of the incorrect perceived latency, this
ﬁgure does not show a signiﬁcant diﬀerence in performance. The duration of how
long a replica selection algorithm can be wrong depends on the arrival rate of new
samples. In the case of Dynamic Snitch this value depends on the rate of requests
sent to a particular replica.
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(a) Set of 3 path latencies generated by GeoPerf and the smoothed
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(b) CDF request completion time, the difference between Cassandra’s
Dynamic Snitches with and without buffer resets. The arrow indicates
predominant request completion time by the two algorithms, before
buffer reset.

Figure 4.8:

GeoPerf found a case when resetting sampling buffers can
have a negative effect on performance.
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4.4.4

Evaluating Effects of Buffer Resets

In the previous section, we used GeoPerf to study implications of buﬀer resets as
infrequent individual events. Next, we want to see if these individual events can
have a cumulative impact on system performance and replica selection. To do this,
we used our long-term latency traces as concrete input to our simulations. Similar
to Section 4.4.2, we used 14 days of consecutive latency traces and all possible
geographic deployments on Amazon EC2 of 3 replicas. Utilizing real-world traces,
we compared pairs of algorithms, where only one was conﬁgured to reset sampling
buﬀers.
Evaluating Effects of Buffer Resets on Cassandra’s Snitch First, we
evaluated eﬀects of buﬀer resets on Cassandra’s Snitch. As demonstrated above
it is possible to encounter both cases when resetting a buﬀer will have a positive
eﬀect and a negative eﬀect on performance. However, replaying real latency traces
we did not notice any signiﬁcant diﬀerence in the case of Cassandra. We increased
reset intervals up to 1 second and measured its eﬀects on the 99th percentile;
still observing no diﬀerence. Two factors can explain this result. First, the EDR
algorithm used by Dynamic Snitch has a rapid adaptation rate, as samples within
its buﬀer reservoir are skewed towards new arrivals. This allows the algorithm
to react quickly to changes in latency trends. Therefore, if some latency samples
are not representative of the current network state, EDR will quickly change its
estimation and will not be incorrect for a long time. Second, due to decoupling of
buﬀer resets and buﬀer reevaluation intervals, it is likely that the sampling buﬀer
will contain a few samples by the time the next reevaluation is due. In such a
scenario a buﬀer reset might have no eﬀect on replica selection. Moreover, even
the ﬁrst sample that arrives in a buﬀer is representative of the current network
conditions. Unlike an exponential moving average, where samples are multiplied
by a given constant coeﬃcient, having even a single sample in EDR is enough to
correctly estimate the instantaneous network state.
Evaluating Effects of Buffer Resets on MongoDB Next, we evaluated the
eﬀects of buﬀer resets on both MongoDB drivers: C++ and Java. The MongoDB
Java driver is based on the cumulative moving average computed by Formula 4.1,
where the cumulative sum of all samples is divided by the total number of samples.
S1 + S2 + ... + Sn
(4.1)
N
To estimate the eﬀects of buﬀer resets and its sensitivity to the reset interval
we evaluated two cases: when the reset interval was set to (i) 10 minutes and
(ii) once every minute. Figure 4.9 demonstrates these two cases. As shown
CM An =
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by GeoPerf this smoothing function cannot eﬀectively track changes in network
conditions (Section 4.4.1). The more samples introduced into the buﬀer, the less
reactive the function becomes. Therefore, as demonstrated by Figure 4.9a, periodic
buﬀer resets have a positive impact on the system’s performance. In general,
20% of all deployments show improvement in the 99th percentile, while another
10% to 20% demonstrate a small reduction. The reason for this degradation in
performance in certain deployments is related to the possibility of resetting a buﬀer
just when current network conditions are about to change. For example, if latency
is temporarily elevated, then we have a chance of being inﬂuenced by these samples
and therefore, perform suboptimally for the upcoming 10 minutes. It is apparent
that this might be worse than not making a change in a ﬁrst place. However, the
adverse eﬀect of such cases is less than the positive eﬀect of buﬀer resets. We can
also see that 60% of all deployments are unaﬀected because these deployments are
relatively stable, and their mean latency is a good approximation the majority of
the time.
To see the eﬀects of the reset interval for the second case, we increased the
buﬀer reset frequency to once per minute. Figure 4.9b illustrates the beneﬁts of
periodic resets on CMA. Similarly, 60% of all deployments were unaﬀected by this
change. The reason for this is because long tail latency events that contribute to
the 99th percentile are relatively infrequent. Therefore, to track them it is not
enough to reset the buﬀer every minute.
In contrast, the MongoDB C++ driver is based on an Exponential Moving
Average with coeﬃcient α = 0.25, shown in Formula 4.2.
EW M An = α · Sn + (1 − α) · Sn−1

(4.2)

While this algorithm has a much faster adaptation rate than CMA as demonstrated
by GeoPerf, it has a very signiﬁcant limitation as EWMA requires a minimal
initial set of samples to represent the actual network conditions. This occurs
because all new samples are multiplied by the constant coeﬃcient (in this case
0.25). Therefore, EWMA values of buﬀers with a small number of samples are
misleading and unrepresentative of the actual network conditions.
These eﬀects are shown in Figure 4.10 where we evaluated reset intervals of
10 and 1 minutes. Figures 4.10a and 4.10b demonstrate that EWMA suﬀers
signiﬁcant penalties from periodic resets, and the higher the frequency of these
resets the greater their negative eﬀect on performance. Every time the EWMA
buﬀer is cleared the replica selection algorithm loses track of the actual latency
values. This can result in the algorithm making suboptimal choices. Both Figures
4.9 and 4.10 demonstrate that no single reset interval is optimal for all deployments
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(a) Buffer resets at 10 min intervals.
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(b) Buffer resets at 1 min intervals.

Figure 4.9:

Effects of buffer resets on MongoDB Java driver with CMA.

(i.e., network conditions). As network conditions periodically change, latency
smoothing functions would beneﬁt from adapting their reset interval appropriately.
Discussion For dynamic systems to perform run-time decisions, it is important
to have a correct representation of the network’s state. Moreover, it is important
to react quickly and timely to changes in this state.
Our evaluation studies of the eﬀects of buﬀer resets on various smoothing
functions used in modern replica selection algorithms demonstrate both positive
and negative eﬀects of these resets. The outcome often depends on the
actual network conditions and frequency of changes, making static conﬁguration
suboptimal.
We note, that the static nature of the reservoir recomputation intervals does
not work well within dynamically changing conditions of the Internet. If the
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Figure 4.10:

Effects of buffer resets on MongoDB C++ driver with
EWMA.

recomputation interval is too long, a system can miss potentially critical events
reﬂected in the intermittent state of the reservoir. Conversely, if the interval is too
short, this will lead to a waste of CPU cycles, increase of energy consumption
and decrease scalability of a system. Both cases lead to suboptimal system
performance.
Speciﬁcally, in the case of Cassandra, the inability of the system to dynamically
adjust recomputation interval leads to the “worst case scenario” conﬁguration∗ ,
designed to react to high frequency changes in network conditions.
This work demonstrates the dependency between sampling, buﬀer resets, and
buﬀer reevaluation intervals. This raises important questions of when and how
often to perform these operations. These questions are important as depending
∗

Cassandra recomputes latency sampling reservoirs every 100 ms for each replica.
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on the environment, even infrequent events can have a signiﬁcant contribution to
the overall system performance. As the result we argue that there is a need for
an algorithm that can quickly recognize changes in network conditions and react
appropriately, for example, by adjusting its buﬀer reevaluation interval or changing
the sampling rate.
The main question that we intend to answer is: how to dynamically adjust
the reservoir recomputation interval at run-time, while insuring the ability of the
application to react to sudden changes in network conditions? We have provided
more details into this problem in our other work [54], however, a more thorough
study is required.

4.5

Limitations

This section outlines the current limitations of GeoPerf and potential future
directions for improvement. First, before we can apply our method, we need
to extract the replication selection module from an application in order to plug it
into our simulation. If the logic itself is written in a programming language other
than the target language processed by the symbolic execution engine, then this
module needs to be translated to the target language in order to be executed. Our
experience with two diﬀerent systems implemented in two diﬀerent programming
languages shows that the translation eﬀort is minor.
Next, despite our performance optimizations, state explosion is still a real
problem and potentially slows down the search process leading to the search
becoming impractical. This might become an important factor if additional
parameters will be incorporated into the tested models (e.g., system load, queue
sizes, etc.).
Another limitation is related to the identiﬁcation of the actual underlying
problem in a given replica selection algorithm. Symbolic execution combined with
the parallel simulations can show the presence of a problem in one algorithm
and provide a reproducible trace of the events that lead toward this diﬀerence in
performance, but this method does not explicitly identify the line of code that leads
to this diﬀerence. Having an identiﬁcation at the level of the program statement
within the algorithm would make it much easier to perform backtracking and
understand the cause for the diﬀerence in behaviors.
Finally, our heuristics represent our best current eﬀort to ﬁnd divergence
between the two algorithms being compared, but do not guarantee a full coverage.
Despite this limitation we have been able to spot problems in the replica selection
algorithms used by the two systems that we have considered. This method does not
reveal the maximum performance diﬀerence that can exist between two algorithms,
but rather we ﬁnd an average diﬀerence over a period of exploration.
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4.6

Summary

In this chapter, we ﬁrst demonstrate the need for dynamic replica selection
within a geo-distributed environment on a public cloud. Second, we propose
a novel technique of combining symbolic execution with modeling to generate
a sequential set of latency inputs that can demonstrate weaknesses in replica
selection algorithms.
We have created a general-purpose system capable of ﬁnding bugs and
weaknesses in replica selection algorithms. We believe this is the ﬁrst tool for
systematically testing geo-distributed replica selection algorithms. We use our
system GeoPerf to analyze the replica selection logic in Cassandra and MongoDB
datastores, and ﬁnd a bug in each of them.
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Chapter 5
Improving Network State
Estimation using EdgeVar
n the previous chapter, we demonstrated a novel technique of performing
systematic testing of replica selection algorithms. The aim of this technique is
to validate and improve the core logic utilized by geo-distributed applications
in making run-time decisions. However, while correctness of these algorithms
is paramount, the input data that is being fed into these algorithms (i.e., the
perceived network and system state) has a profound impact on the quality of
ﬁnal choices. For example, for a geo-distributed system, an incorrectly estimated
network latency, fed into a “perfect” replica selection algorithm can result in
suboptimal decisions, leading to consecutive performance degradation of that
system.
In this chapter, we look into improving existing latency estimation techniques
in order to provide a better perception of network state for geo-distributed systems.
Speciﬁcally, we achieve this by decoupling network latency into components of base
propagation latency and residual latency.∗
This chapter describes two key ideas. First, we explain our rationale behind
decoupling network latency into individual components and show how this can be
done in practice. Speciﬁcally, using our traceroute measurements across Amazon
EC2, we identiﬁed distinct latency classes and correlated them with changes in
network paths. We demonstrate that these classes persist over the period of
our measurement and can be used as indicators for persistent change in network
latency. Thus, we proposed that the base propagation latency can be determined
by identifying the network path that packets take across a WAN.
The second idea investigates a technique of inferring base propagation latency

I

∗

We deﬁne residual network latency as a one-sided distribution obtained by subtracting base
propagation delay from packet delays.
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at run-time without prior knowledge of the underlying network path. We designed
and implemented EdgeVar, a system capable of distinguishing between latency
changes due to routing changes and congestion build up. Using EdgeVar we
removed the eﬀects of routing changes from the latency stream, thus providing
a clear view into network latency. Using this technique, we improve the quality of
latency estimation, as well as the stability of network path selection.
The rest of this chapter is organized as follows. In Section 5.1 we introduce the
problem and show real-world latency traces that motivate our work. In Section 5.2
we discuss One Way Delay (OWD) measurements and correlate network path
changes to individual latency classes. Next, in Section 5.3 we introduce the
EdgeVar algorithm and discuss the details of identifying changes in latency classes.
We evaluate EdgeVar in Section 5.4. Finally, in Sections 5.5 and 5.6 we discuss
limitations and conclude this work.

5.1

Introduction

To deliver the best possible service to clients, geo-replicated systems need to adapt
to ever-changing conditions by performing real-time network sampling in order to
estimate selected characteristics of the network’s state. The selected metrics of
interest often include the mean, median, and 99th percentile of the network latency.
Subsequently, these estimates are used to make run-time decisions, such as replica
selection, placement, and data dissemination. Common techniques for sampling
network latency include variants of moving average and reservoir-based sampling.
For example, the majority of MongoDB [7] drivers rely on exponential weighted
moving average (EWMA) when selecting the nearest server, while Cassandra’s [6]
replica selection algorithm uses a biased reservoir sampling technique [47] to select
a subset of the best replicas.
These reservoir sampling techniques perceive a very narrow view of the
network’s true condition, often discarding the important properties of the very
metric that they attempt to estimate. For example, a typical reservoir-based
approach only estimates a single percentile, while ignoring the properties of the
sampled distribution preserved in the reservoir. By treating network latency
samples simply as a data stream, these techniques are oblivious to the underlying
nature of network latency. The latency of a network path is a composition of
routing delay (composed of the propagation time over the physical distance along
the media between the source and destination plus receiving and forwarding delay
at each router) and the amount of competing traﬃc on that path (which results in
network queuing and congestion). Currently, these individual contributions cannot
be diﬀerentiated using existing techniques, and this knowledge cannot be exploited.
This can lead to suboptimal decisions of higher application logic (such as replica
selection) which would beneﬁt from an accurate perception of the network.
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In this work, we propose a novel technique for network latency estimation,
which combines knowledge of the underlying infrastructure of the WANs (currently
employed by cloud providers) to clearly diﬀerentiate the delay associated with
network routing from the delay due to network queuing and congestion. For
geo-distributed systems, this provides a clear view of the network and allows
applications to make better choices.
We performed detailed network measurements across geographic regions of
Amazon EC2. We combined traceroutes with OWD measurements in order to
correlate observed network paths and path classes with distinct latency classes,
i.e., matching routing changes to changes in network delay. Using this analysis, we
were able to isolate individual network delay contributions coming from changes
in routing and those due to network queuing and congestion. Using properties
derived from our measurement, we designed and developed an algorithm that can
perform this separation at run-time based on common (already used/in place)
latency sampling. The output of the algorithm is the base network latency (i.e.,
zero frequency component) and the residual network latency. The precision of this
algorithm can be further enhanced by periodic, timed network path tracing and
prior knowledge of the network path, when the algorithm operates. EdgeVar’s
contributions are listed as EV1, EV2, and EV3 in Section 1.3 on page 6.
Figure 5.1a shows RTT measurements from the Amazon EC2 datacenter in
Virginia to three other geographically distributed datacenters. Each network path
demonstrates several distinct latency levels that periodically reoccur during the
trace. Note also that the latency levels on diﬀerent network paths change at
diﬀerent moments in time. Excluding shifts in the latency level, each network path
demonstrates low latency variance (low network congestion). Later in Section 5.2
we show that these shifts in latency levels are correlated with routing changes on
these network paths.
Figure 5.1b shows two network paths with high and low latency variances (P1
and P2 respectively). For a tool that relies on the single metric of the median or
moving average, it is diﬃcult to consistently diﬀerentiate these two qualitatively
distinct network paths. For example, the dashed line in Figure 5.1b shows the
median latency of P1 computed over 5 minutes.∗ The median value lags behind real
changes, causing alternating selection between these two network paths. Selecting
P1 for any period in the interval between 13:30 and 15:45 will lead to a longer
latency tail. Reducing the reservoir size, thus increasing the sensitivity of the
median estimation, will not solve the problem, but rather increases the frequency
of ﬂapping between these two paths.
In this situation one solution is to “understand” the base level latencies and
∗

The median RTT of P2 (Singapore to São Paulo) closely follows the actual latency graph
and thus, is not shown for visibility purposes.
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(a) RTT measurements from datacenter in Virginia to three other
geo-distributed datacenters. Each network path demonstrates several delay levels.
Changes in the delay level occur at different times on different network paths.
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(b) RTT measurements from datacenter in Singapore to Frankfurt and São
Paulo. It is necessary to have precise knowledge of the delay variance and latency
levels to make an informed decision during path selection.

Figure 5.1:

Two sets of RTT latency traces.
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the latency variance of each network path and exploit this to make an informed
decision while taking into consideration the median and tail SLO of a running
service. For example, an application may prefer to switch persistently to using the
lower variance but higher base latency path (P2) for the duration of the congestion
on the alternative path (P1). In this chapter, we seek to provide a better view
of the network’s conditions by separating the persistent network delay associated
with the route from the highly variable residual component due to network queuing
and congestion.

5.2

Correlating Network Paths with Latency

In this section, we describe the network latency and traceroute measurements
performed over 10 geographic regions of Amazon EC2. Using our measurements,
we demonstrate a correlation between network paths and network latency. We
show that a given network path produces the same network delay, i.e., packets
traveling a previously observed path incur the same network latency as previously
observed, excluding additional delay due to potential network queuing and
congestion. We account for congestion in Section 5.3.
By deploying VMs across 10 geo-distributed datacenters∗ we performed full
mesh experiments collecting path traces and latency samples over 2 weeks. We
utilized Paris traceroute [55] to trace the paths taken between each pair of
datacenters twice per minute. We synchronized our measurements using the local
Network Time Protocol (NTP) [56] service. Each pair of geo-distributed VMs
initiated tracing between each other at the same time.
In comparison to the original traceroute [57], Paris traceroute provides better
precision in identifying network paths. In particular, Paris traceroute (from here
on simply traceroute) is better suited for networks utilizing load balancing. This
improved precision is achieved by maintaining ﬂow aﬃnity of traceroute’s probes
via smart control of the packet header. The tool keeps constant the 5 tuples
(protocol, source and destination IP address, and source and destination port
numbers) that identify the ﬂow and the subset of the packet header that is used
during load balancing, as identiﬁed by the authors of Paris traceroute. This
guarantees that in the presence of per-ﬂow and per-destination load balancing,
all probes of a single trace will likely travel the same network path towards the
destination, providing a consistent view of the network.
However, the problem of the per-packet load balancing remains as network
elements do not keep the packets of the same ﬂow together, instead, their only
concern is load balancing; thus, a packet’s header is not considered when making a
∗

As of the start of the work described in the chapter, the available EC2 datacenters were
in Virginia, California, Oregon, São Paulo, Ireland, Frankfurt, Singapore, Tokyo, Sydney, and
Seoul.
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forwarding decision. Due to the random nature of such balancing, it is impossible
to guarantee that the path recorded by traceroute is the path traversed by the last
(three) probes that reached the destination. While per-packet load balancing
of some routers [58] uses simple round-robin techniques to choose an output
path for packets, we cannot guarantee that this is the general case. In our
measurements we did not encounter artifacts that could be explained by perpacket load balancing across network paths with a diﬀerent delay. Therefore,
we are inclined to believe that if per-packet load balancing were used along
network paths where we performed traceroutes, it had no signiﬁcantly aﬀect on
our measurements.
We seek to measure and map network latency to the corresponding network
paths. By monitoring network delay on a single path, we reason that a path
always produces a constant network delay (excluding variance due to congestion
and network queuing delay and infrastructure upgrades). Having established this
relationship, we can exploit this knowledge of the current path to reason about
the network’s conditions, such as expected network latency and variance.

5.2.1

Measuring One-Way Delay

Unfortunately, traceroute alone does not provide a complete picture of the
network’s state. For each instance of a trace, we learn the network path from the
source VM to the destination VM; however, the measured RTT also includes the
probes’ return time, which we do not know. Hence, the RTT observed on a single
network path can change due to changes in the reverse path taken by traceroute’s
probes. To address this limitation, we measure one-way network delays and
correlate these delays with the forward network paths identiﬁed by traceroute.
To do this we, first, modiﬁed Paris traceroute to log timestamps when each probe
is sent. Second, at the destination VM, we deployed a listener application that
monitors the arrival of the traceroute probes and logs local timestamps upon their
arrival. Finally, using NTP, we synchronized the set of 10 geo-distributed VMs,
in order to accurately match time stamps among the datacenters.
Figure 5.2 demonstrates 24 hours of traceroute measurements between VMs
deployed in Ireland and Oregon. This ﬁgure contains 5 plots. The top two
graphs show the RTT latency observed by the traceroute’s probes sent from
each datacenter. The three graphs at the bottom show the corresponding
one-way latency measurements obtained by using our modiﬁed version of the Paris
traceroute (yellow and blue graphs) and the average one-way latency (the middle
graph in purple).
As can be seen in Figure 5.2, the one-way latency measurements demonstrate
negative correlation and increased variance. This artifact is caused by the local
clock drift at each VM, as the clock in one of the two VMs runs faster than the
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Figure 5.2: The top graph shows two sets of RTT measurements initiated
from Ireland and Oregon respectively. RTTs are different because probes
took different network paths across the network. The bottom graph shows
OWDs measured from each of the two datacenters and the average OWD
(purple line in the middle) computed to remove clock drift among VMs.

other clock causing an incremental increase in the relative time diﬀerence (∆t)
between the two VMs. This inﬂates latency measurement by ∆t in one direction,
while simultaneously decreasing latency measurements in the opposite direction.
By computing the average one-way latency we eliminate this ∆t component, this
gives us half of the delay that a packet would encounter during a round trip between
these VMs if it follows the same paths reported by traceroutes from each location.
In other words, we have a pair of network paths and the total RTT latency of
this pair. While the NTP synchronization between two VMs is not always precise,
we can rely on the fact that the clock drift between two machines in the interval
corresponding to the RTT is insigniﬁcant for our purposes.
Figure 5.3 shows a close-up view of a portion of the curves shown in Figure 5.2.
Note that every change in the latency level of the average one-way latency
corresponds to a co-directional change of double this magnitude in one of the
two RTT measurements in the top graphs; however, the opposite does not hold,
because the RTT measured from either datacenter might be aﬀected by the return
path of the traceroute probes, which is not observed in this measurement. For
example, at 7:10 we can identify a rise in the average one-way latency which
67

RTT: Ireland to Oregon

142
141
140
139
138
137
136
135

Latency [ms]

Latency [ms]

CHAPTER 5. IMPROVING NETWORK STATE ESTIMATION

74
72
70
68
66
64

RTT: Oregon to Ireland

One way from Ireland
One way from Oregon
One way avg. (Ireland->Oregon + Oregon->Ireland) / 2
A
A
C D

B
0

07:1

0

07:4

B
0
08:1
Time

0

08:4

0

09:1

0

09:4

Figure 5.3: The 3 hours close up view of Figure 5.2. The bottom plot
shows the sets of markers placed on the OWD graphs as measured from
each datacenter. The markers highlight the most frequently used network
path classes during the period of this trace. Labels highlight multiple
occurrences of network paths classes. Certain changes in network path
classes correlated with shifts in latency classes.

corresponds to the latency jump in the one-way latency observed from Ireland
to Oregon and similarly, to the increase in the RTT measurement between these
datacenters. However, a drop in the RTT from Oregon to Ireland at 7:30 is not
reﬂected in any of the one-way measurements.
Figure 5.3 contains markers which indicate ﬁve of the most popular network
paths observed in each direction over that period. The empty spaces on each
line correspond to less frequently used network paths and these have not been
shown for the visibility purposes. First, we can see that the majority of network
paths are utilized continuously over unevenly distributed time intervals. Second,
closer investigation shows, that despite visual distortion caused by the clock drift,
each path class corresponds to a single latency class (level). For example, the path
classes labeled A and B in Figure 5.3 appear at diﬀerent times in the corresponding
traces; however, each time they have the same latency level as previously. Similarly,
the transition from path class C to D in the Oregon to Ireland trace, correlates
with a latency change.
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The clock drift between the VMs makes it hard to correlate network paths
classes with the latency levels. Therefore, it is diﬃcult to quantify these results
and draw a conclusion about all geo-distributed paths of Amazon’s EC2 network.
Unfortunately, using NTP, we were unable to synchronize clocks to a ﬁner precision
to reduce one-way latency distortion due to clock drift. Therefore, in the next
section, we demonstrate a correlation between network paths and latency using
the average one-way latency.

5.2.2

Method

In this section, we demonstrate a correlation between distinct network paths and
one-way network latency. We use the observation from the previous section, that
the sum of the average one-way latency in each direction gives us the precise value
of the RTT delay, between two geo-distributed datacenters, in keeping with the
exact network paths traversed by the traceroute’s probes. Therefore, showing the
correlation between individual network paths by demonstrating the correlation of
Network Path Pairs (NPPs) with RTT latency.
Figure 5.4 shows the latency of the most frequently observed NPPs between
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Figure 5.4: Latency distribution of the most frequently observed NPPs
between Oregon and Ireland. The bodies of the boxplots indicate the
median, first, and third quantiles, whiskers extended for 1.5 interquartile
range (IQR) in each direction, the points lying beyond that point are
indicated as crosses. Min. latencies are shown as dashed horizontal lines.

69

CHAPTER 5. IMPROVING NETWORK STATE ESTIMATION
datacenters in Oregon and Ireland during our trace.∗ Boxplots indicate the latency
distribution observed over all of the measurement period. Each individual latency
sample is a combination of a network path’s base latency and the residual latency
caused by competing traﬃc. The latter component is variable and dependent on
the network’s conditions at the time of a measurement, thus we use the minimum
observed latency as a distinct classiﬁcation characteristic for each network path
pair. This ﬁgure demonstrates three distinct latency classes formed around 138.7,
137, and 135.7 ms, labeled A, B, and C respectively.
Note, a relatively large number of unique network paths is clustered into a set
of three latency classes. Similar results were observed across other datacenter pairs
with the median value of 9 latency classes (see [59] for more details) considering
classiﬁcation latency threshold between latency classes of 1 ms. This indicates
that multiple NPPs have similar base propagation latencies.
Note the small standard deviation (small variance) of samples in all NPPs;
from this observation, we draw the following conclusions. First, packets traveling
over a network path observed earlier will encounter the same (comparable) latency.
Next, the amount of the deviation is comparable to the latency variance at the
time of the measurement (see Figure 5.2). Finally, the similarity in the amount of
latency variance, indicates that changes in network paths are de-correlated with
the changes in network latency variance (in these measurements).
On average there are 16 hops between the datacenters in Oregon and Ireland
in each direction. The NPPs within each individual latency class (A, B, or C in
Figure 5.4), diﬀer by a small set of IP addresses at speciﬁc hop positions from other
NPPs of the same class; hence these IP addresses can be used to further classify
these NPPs into a distinct class. Similarly, NPPs that belong to a diﬀerent latency
classes (such as A and B) have unique, diﬀerentiable hop IP addresses. Therefore,
the presence of a particular IP address at a speciﬁc hop position can be used to
diﬀerentiate among NPPs belonging to diﬀerent latency classes. The set of IP
addresses is distinct for each latency level. Such diﬀerentiation could be used to
give an early prediction of a change in routing. The presence of a particular IP
address at the N-th hop from the source, along the path to the destination, can
indicate a persistent change in routing (and therefore identify a speciﬁc latency
class) before standard latency probes reach the destination and return (given that
N is less than the length of the complete network paths).† Also see Section 6.2.3.3
on page 102 for more details.
Separating One-Way Latencies. We extend our method of correlating unique
NPPs to latency to identify eﬀects of routing changes on one-way latency. While
∗

Corresponding RTT measurements previously shown in Figures 5.2 and 5.3
This technique is evaluated in detail along with the additional network measurements, NPP
classiﬁcation, and results in the master thesis [59].
†
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we cannot identify one-way latency in absolute terms, we can isolate the eﬀects
of routing changes on one-way latency. For example, a pair of forward and
return network paths (A, B) has changed between two consecutive traceroutes
to a partially new pair (A, C), i.e., only the return network path has changed. By
knowing the average OWD of each measurement and assuming a sub-millisecond
clock drift in between two consecutive traces, we can infer the eﬀect of a
unidirectional path change by simply subtracting the ﬁrst measurement from the
second. Therefore, we can determine the absolute delay latency diﬀerence between
network paths B and C.
Next, we used our traces to validate this property. Unfortunately, due to a
large number of unique paths in each direction, in two weeks of measurements
we observed a very small number of cases when two paths repeatedly change to
produce a diﬀerent latency level. While we were able to identify some cases that
strongly correlated with the routing changes we were not able to draw conclusions
about the entire network. However, we are inclined to believe, that with an
extended period of sampling this property will hold across all network paths of
Amazon EC2.
Geo-distributed paths across Amazon’s network diﬀer in the number of
unique paths observed among each pair of datacenters. Over the two weeks
of measurement, the majority of datacenter pairs demonstrated a decrease in
frequency of encountering new network paths. Moreover, the popularity of network
paths is non-uniformly distributed; certain network paths are used very frequently
while others occurred only once. Without considering infrastructure changes and
new peering agreements, our observation suggests that there is a ﬁnite (and small)
number of possible paths between any two datacenters in EC2. Thus, the most
popular and inﬂuential network paths can be identiﬁed and used for latency
decomposition within an acceptable time frame.
There are many other properties that can be computed using this data, hence
we are making this data publicly available in the hope that other researchers
will use it to ﬁnd interesting statistical properties (see [5]). In this section, we
demonstrated a strong correlation between network path classes and network
latency. In the following section we show how network path classes can be inferred
from the latency trace.

5.3

Inferring Changes in Latency Classes

In the previous Section 5.2 we demonstrated that network paths can be grouped
into latency classes according to the base propagation latencies. This section
investigates the possibility of inferring base propagation latency of a network path
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by looking only at the run-time latency samples (i.e., without relying on a periodic
traceroute probing).
Speciﬁcally, Section 5.3.1 studies how routing changes manifest themselves
in a distribution of latency samples within the reservoir under diﬀerent network
conditions. Section 5.3.2 outlines desirable properties of an algorithm that could
detect changes in latency classes at a run-time. Next, Section 5.3.3 deﬁnes
EdgeVar, an algorithm for monitoring changes in latency classes and demonstrates
its use. Finally, Section 5.3.4 shows how implicit information extracted by EdgeVar
can be used to better understand the network’s condition.

5.3.1

Analyzing Temporal Changes in Reservoir
Distribution

In this section, we study temporal changes in the distribution of samples within
the reservoir when base propagation latency changes due to change in the network
path. We use two distinct latency traces sampled between a single pair of VMs
during diﬀerent time periods (ﬁgures 5.5 and 5.6 respectively). Both examples
depict an interval of the latency trace that contains a routing change that leads to
a change in a latency class (at 13:00.30 and 13:34:20 respectively). In contrast to
the ﬁrst trace, the second trace was recorded while network was highly congested.
Each ﬁgure contains six plots organized in two columns. The sub-ﬁgures in
the left column shows latency traces and highlight the interval that is included in
the reservoir (grayed out region of the trace). The sub-ﬁgures in the right column
show CDFs of the latency samples in the corresponding reservoirs. In both cases
we study the states of the reservoir at the beginning, in the middle, and just before
the end of the highlighted routing change.∗
5.3.1.1

Routing Change, No Network Congestion

Figure 5.5 shows an interval of the latency trace and corresponding state of the
reservoir when a change in latency class occurs. In Figure 5.5a, at 13:00.30 the
latency dropped from 257 ms to 250 ms. We view this as a change in the latency
class (based upon clustering diﬀerent latencies into classes). The selected moment
in time demonstrates the change in latency classes. At that moment, 40 of the
reservoir’s latency samples belong to the new 250 ms latency class, while the rest
belong to the 257 ms class. The separation between these two sets of samples
is aligned with roughly the 20th percentile and appears as a horizontal line in
the CDF plot. As time progresses, the reservoir window slides from left to right
∗

Several
video
clips
demonstrating
https://goﬁle.me/3CIoy/D35eKLPa5
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along the latency trace (the X axis), as it does so - this horizontal separation line
slides up the Y axis in the CDF plot. Approximately 30 s later (ﬁgures 5.5c
and 5.5d) half of the samples in the reservoir belong to the new latency class of
250 ms. Conversely, when a low latency class changes to a higher latency class, the
horizontal line moves down the Y axis of the CDF. In Figure 5.5, this is highlighted
by the two vertical arrows drawn at roughly 255 ms.
Our ﬁrst observation is that this case corresponds to the worst case scenario
for detecting a change using the median of a reservoir. In this example it will
take close to half of the reservoir’s number of samples to change the value of the
median latency, thus the median is a bad indicator of shifts in latency classes,
hence alternative techniques are needed.
Our second observation focuses on the similarity between the tails of the
new and old samples within the reservoir (highlighted by the two arrows marked
“Similar tails” in Figure 5.5d). The short tail near the 95th percentile corresponds
to the latency spikes of the old samples, while a small latency dip around the 40th
percentile is the future tail of the new samples, i.e., samples from the new 250 ms
latency class. The similarity of these tails suggests that the change in latency
classes (potentially caused by a routing change) does not produce a change in
latency variance.
5.3.1.2

Routing Change Under Network Congestion

Figure 5.6 shows the state of the reservoir during a period of network congestion.
In Figure 5.6a, at 13:34.20 the base propagation latency dropped from 254 ms to
253 ms. The change in the distribution of latency samples in the reservoir is visible
in Figure 5.6b.
Note that the reservoir’s CDFs of the two diﬀerent latency traces are
structurally distinct. In Figure 5.6 we observe a curved CDF, where all samples
above the 60th percentile are aﬀected and tilted (spread) towards the tail. In
contrast, in Figure 5.5 the latency samples fall along almost vertical lines in the
CDF.
Our ﬁrst observation is that despite the uneven distribution of samples in the
reservoir, it is possible to identify the change in latency class. The black arrows in
the trace and CDF plot both indicate a small change in latency classes. Similarly to
the case shown in Figure 5.5, as time progresses, the reservoir window slides further
right, leading to the distinct artifact sliding up the axis of the CDF; however, soon
there after, it becomes less evident. This occurs due to the new, high variance,
latency samples, being inserted in to the reservoir. This suggests that during
network congestion it is easier to identify routing changes at earlier stages; as
more samples may obscure a change in latency class, hence delaying identiﬁcation
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Figure 5.5: Evolution of the distribution of latency samples in the latency
reservoir over time. Each row contains two figures that show (i) the latency
trace (left figure) and (ii) the CDF of the latency samples in the
corresponding latency reservoir (right figure) at the distinct time. The gray
regions in each figure shows latency samples included in the reservoir
window (200 samples). Reservoir window slides from left to right with time.
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of this change in class. We conclude that the majority of samples in a reservoir
may be unnecessary for realizing changes in latency classes.

5.3.2

Detecting Run-Time Shifts in Latency Classes

In this section we discuss the requirements of an algorithm for detecting changes
in latency classes. Unfortunately, the commonly used technique of tracking the
median percentile is not eﬃcient for this task. As we have seen earlier it takes
too many samples to realize that there has been a change. From Section 5.3.1 we
know, that the majority of samples within the reservoir are irrelevant for detecting
a change in latency class. Moreover, in the case of a high variance (see Figure 5.6),
the longer we wait the harder it is to distinguish the change. Fortunately, this
property aligns with our desire to identify a change as soon as possible, without
the need to completely ﬁll the reservoir with new samples.
A latency trace is a lossy representation of a network’s state. When observing
the current delay we must use our judgment to decide upon the current latency
class; but in some cases, the latency trace alone is insuﬃcient. For example, a
period of network congestion resulting in a high network variance which “hides” a
group of lower delay classes was shown in Figure 5.6 (between 13:31 and 13:33).
Therefore, the ﬁrst question that we want to answer is how to clearly identify a
change. This is followed by the question of how to make this identiﬁcation robust
and fast.
Physical properties of each packet’s propagation across a network, suggest
that the minimum delay can be used as an indicator of each link’s current
latency class (see Section 5.2.2). The propagation of a packet between a pair of
geographic locations is limited by the signal propagation time and the cumulative
delay introduced by the intermediate network elements. Delays introduced by
network elements are additive (the more elements the greater the delay) and a
component that depends upon the current network’s utilization. In contrast, the
physical propagation delay is constant (for a given path) and depends upon the
physical distance along the media between the source and destination and upon the
propagation velocity in this medium. Certain changes in network routing result in
an increase or decrease in the cumulative length of the physical path that packets
have to travel, hence aﬀecting the minimum achievable delay in the network.
Based upon the above, we argue that a change in the observed minimum
delay represents a change in the path, while short-term latency variance is due
to competing traﬃc at the outgoing links. As a result, short-term latency variance
is not correlated with routing changes. In the next section we attempt to exploit
knowledge of this minimum delay and introduce the EdgeVar’s algorithm.
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Figure 5.6: Evolution of the distribution of latency samples in the latency
reservoir over time. Each row contains two figures that show (i) the latency
trace (left figure) and (ii) the CDF of the latency samples in the
corresponding latency reservoir (right figure) at the distinct time. The gray
regions in each figure shows latency samples included in the reservoir
window (200 samples). Reservoir window slides from left to right with time.
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5.3.3

Latency Class Change Detection Algorithm

In this section we present the EdgeVar algorithm which attempts to identify
changes in latency classes by sampling the network latency at run-time. At the
core of this approach we use the minimum observed latency (in a past window of
samples). Following our previous observations, we use a small subset of the newest
values in the reservoir to identify a change.
At a high level, the algorithm consists of three steps. First, using a sliding
window we smooth the minimum observed latency over the latest set of samples
giving us an estimate of the current minimum latency. Next, using a separate
sliding window we compute the variance of the minimum latency over this window
of samples. Based on our observations, for a single latency class, the minimum
latency stays relatively stable. Finally, we monitor changes in the variance of the
minimum latency samples and use this variance as an indicator of a change in a
latency class.
Consider a one hour latency trace between Frankfurt and Tokyo (see
Figure 5.7). This trace exhibits many routing changes (based on our traceroute
measurements) and has frequent changes in latency classes. The bottom plot shows
the variance in the minimum latency for each of the sliding windows. The vertical
red lines indicate the moments when a change in latency class is identiﬁed by
EdgeVar. In this example we used a sliding window of 10 samples to compute both
the minimum latency and the variance in the minimum latency. This conﬁguration
was selected manually. In this example, EdgeVar was able to identify all changes
in latency classes, with zero false positives. The average delay in identiﬁcation
was under 20 latency samples. This delay can be reduced by prior knowledge of
all possible latency classes on a given network path. The proximity of an observed
minimum latency to a known latency class can be used to reduce the number of
samples required to identify a change.
By exploiting knowledge of latency classes obtained by performing traceroute
(see Section 5.2.2) or inferred by using the EdgeVar algorithm on the latency
stream, we can isolate latency due to congestion from latency changes due to
change in network path. Using the residual latency signal gives better estimates
of network variance and better indicates potential congestion.
The approach taken by the EdgeVar algorithm is very speciﬁc to the
architecture of the modern WANs and cloud computing infrastructures. The
main advantage of this approach is that it takes into account the underlying
infrastructure and its behavioral characteristics. Moreover, EdgeVar is better
suited for tracking network conditions than generic stream sampling techniques,
thus EdgeVar is a ﬁrst step in tracking changes in network conditions while taking
advantages of knowledge of the underlying infrastructure.
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Figure 5.7: The top plot demonstrates RTT latency trace (blue line);
vertical red lines indicate the moments of latency level shifts as identified
by EdgeVar. The bottom plot shows the variance in minimum latency
computed over window of 10 samples. By tracking spikes in the variance in
minimum latency, EdgeVar can identify all routing changes on this trace.

5.3.4

Estimating Network Congestion

In this section we show how the knowledge of latency classes can be used to
understand the network’s state. Figure 5.8 shows three sets of plots. The top
plot (A) shows a one hour of RTT latency trace collected between Frankfurt and
Singapore. Note, this sample contains a few distinct latency classes, which visually
shifts the latency trace up or down along the Y axis. Conventional latency tracking
methods, such as EWMA or reservoir’s median are unable to clearly distinguish
between changes in latency class (caused by routing changes) and latency variance
(caused by competing traﬃc).
By exploiting knowledge of latency classes obtained by performing traceroute
(see Section 5.2.2 on page 69) or inferred by using the EdgeVar algorithm on
latency stream, we can diﬀerentiate latency due to congestion from latency changes
due to change in network path. Graph (B) in Figure 5.8 shows the residual network
latency after we subtracted the base propagation latency of each network path.∗
By analyzing the residual latency we can clearly identify intervals of congestion,
while ignoring changes in latency due to routing changes. At 13:00 in Figure 5.8
∗

Figure 5.8 was constructed based on the exact knowledge of routing changes obtained using
Paris traceroute.

78

5.3. INFERRING CHANGES IN LATENCY CLASSES

Latency [ms]

280
RTT Frankfurt - Singapore

(A)

Residual latency

(B)

270
260
250

Latency [ms]

30
20
10
0

Variance

50
40
30

(C)

Latancy variance over 1 min
Latency variance over 2 min
Residual latency variance over 1 min

20
10

0
:0
14

0
:5
13

0
:4
13

0
:3
13

0
:2
13

0
:1
13

0
:0
13

0
:5
12

12

:4

0

0

Time [Hr:Min]

Figure 5.8: One hour RTT latency trace from Frankfurt to Singapore is
shown in the top plot. The middle plot shows the residual latency after we
subtracted the base latency of each network path. The bottom plot shows
latency variance computed based on the samples from the top (green
dashed lines) and middle (yellow line) data sets.

(C), we can see spikes in variance, computed over the initial (raw) latency sample.
Note, these elevations are longer when the latency variance is computed over the
longer window of samples (2 minutes). These elevations in latency variance (from
12:55 to 13:10) are false positive indicators of potential congestion, as they are
caused by routing changes in this interval; we can observe that there were no
corresponding spikes in residual network latency. Note, that the variance graph
computed over the residual latency (yellow graph) is not aﬀected during this
same time. Between 13:30 and 13:40 both graphs demonstrate equal variance
as expected. Therefore, we conclude that using the residual latency signal gives
better estimates of network variance and better identiﬁes potential congestion.
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5.3.5

Artefacts of Latency Decoupling via Inference
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Figure 5.9: When base propagation latency shifts upwards, minimum
latency sample over a sliding window lags behind for the length of the
reservoir (a). This causes incorrect estimation if the residual latency for
the duration of the sliding window (b).

This section outlines possible inaccuracies associated with relying on the
minimum latency sample in a reservoir as an indicator of routing changes.
Figure 5.9a shows two plots: (i) RTT latency between Frankfurt and Singapore
and (ii) the corresponding minimum latency sample based on a sliding window of
10 seconds.
When the base propagation latency increases, it takes the full length of the
reservoir to reﬂect the change in the minimum latency sample (i.e., all latency
samples need to be evicted from the reservoir), leading to a stale representation
of the base propagation latency (see Figure 5.9a at 12:56). Consequently, this
negatively aﬀects the accuracy of estimating residual latency, which computed by
subtracting the base propagation latency from raw latency samples. Speciﬁcally,
this can lead to spikes in the estimated residual latency (see Figure 5.9b) lasting
for the duration of the sampling window.
Such spikes aﬀect the variance of the residual latency samples and can be
misinterpreted as network congestion. To avoid such inaccuracy, we propose to
delay the estimation of the residual latency distribution by the length of the
sampling reservoir. Thus, if an increase in base propagation latency is detected,
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the last estimated residual latency samples equal to the number of samples in the
reservoir are ignored. This allows for the congestion distribution to be more stable
in the presence of routing changes.
In contrast, when base propagation latency shifts down (Figure 5.9a at
13:00:30), minimum latency sample in the reservoir changes with the ﬁrst latency
sample from the base propagation latency. Thus, this does not aﬀect the accuracy
of decoupling residual latency from the raw latency samples.

5.4

Evaluation of EdgeVar

In this section, we evaluate EdgeVar against alternative latency measurement and
network path characterization techniques using controlled experiments and trace
replay. In order to perform this evaluation, we obtained real-world latency samples
from our measurements probes across 10 geographically distributed datacenters of
Amazon EC2 (as previously described in Section 5.2). We measured RTT delay
among all pairs of datacenters, using application-level UDP pings. Measurements
were performed twice per second and all of the VMs’ clocks have been synchronized
using each datacenter’s local NTP server.
First, by using trace replay we feed latency samples into a subset of selected
algorithms in order to evaluate EdgeVar’s ability to track changes in latency
classes. Next, we evaluate EdgeVar’s ability to choose preferable network paths
and compared EdgeVar to conventional techniques, such as EWMA and EDR.

5.4.1

Sensitivity Analysis

We begin by evaluating EdgeVar’s ability to detect changes in latency levels and
track two components of network delay: the base latency and residual latency.
We compare our implementation with conventional latency estimation techniques
that rely on EWMA, the median of a reservoir, and EDR∗ (currently used in
Cassandra’s dynamic replica selection algorithm). In this evaluation we used
EWMA with the coeﬃcient alpha = 0.2, the median value of static reservoirs
containing 1 and 5 minutes of the most recent samples (labeled Res(1min)
and Res(5min) in the ﬁgures), and EDR containing 1 minute of samples with
adaptation coeﬃcients of 0.1 and 0.75 (a larger coeﬃcient indicates a faster
adaptation rate). EdgeVar was conﬁgured as described in Section 5.3.3 in all
of the following experiments.
Using the controlled trace replay environment, we performed a sensitivity
analysis. We start by selecting a low variance latency trace that contains
∗

We modiﬁed the Scales library [60], a python based implementation of the EDR [47] to
support discrete time intervals.
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routing changes and use it to evaluate selected techniques. Then we repeatedly
increase the latency variance in the input trace∗ and repeat our evaluation to
better understand the eﬀect of latency variance on the precision of EdgeVar and
alternative techniques.
Low Variance Latency Trace The top plot (A1) in Figure 5.10a shows the low
latency variance trace that we used as the initial input. Distinct shifts in latency
levels are visible at 12:56, 13:01, and 13:05. We fed this trace into each of the
latency estimation techniques. The middle plot (B1) contains the estimated value
of latency as perceived by each conventional latency estimation technique in this
evaluation. In contrast, EdgeVar produces two outputs by decoupling the latency
input signal into base latency (shown as a black line in B1) and residual latency
(shown as a black line in C1). By looking closely at (B1) at 12:56 we can count
the number of samples that it took for each technique to switch to a new latency
level (from 250 ms to 257 ms). This evaluation is shown in Figure 5.11.
Each system showed a delay in identifying the shift. EWMA demonstrates the
fastest adaptation rate by requiring only 8 samples; this result is explained by
EWMA’s exponential coeﬃcient of 0.2 in this experiment. Both reservoir-based
techniques took half of the reservoir’s number of samples to shift the median
latency to the new class (see Section 5.3.1). The high adaptation rate of EDR
(with a coeﬃcient of 0.75) prevented it from discarding any of the new samples,
making it perform similarly to the reservoir-based techniques. EdgeVar performed
well by requiring only 20 samples to realize that there was a change in latency
class. This is 3 to 15 times faster than the reservoir-based techniques that have
been used for comparison in this evaluation. Note, that this interval could be
further reduced by exploiting knowledge of previously seen latency classes or by
performing proactive traceroutes when EdgeVar suspects there may be a change
in latency level.
High Variance Latency Trace Next, we used a Pareto distribution with
shape = 4 and mode = 30 to produce a high variance trace. This trace is shown
in Figure 5.10 (A2). At 12:56, in subplot (B2) it took 35 samples for EdgeVar
to identify the change in latency class. In contrast, no alternative techniques
considered in this evaluation were able to achieve this rapid detection of a change
in latency class.
The high variance signiﬁcantly reduced the precision of latency estimation of
the reservoir-based systems. These techniques can only maintain a general trend
with a variable delay based on their reservoir size. However, EWMA showed the
worst performance by overreacting to every single change in latency. The presence
of alternative network paths during such an interval would result in excessive path
∗

We adjust latency samples in the original trace by sampling from Pareto distribution with
diﬀerent coeﬃcients.
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Figure 5.10: Two sets of plots demonstrate the ability of EdgeVar to track
changes in latency levels under different network conditions. The top plots
(A1 and A2) show the input latency traces used in each evaluation. The
middle plots (B1 and B2) demonstrate network latencies as perceived by
each estimation technique. The base latency level identified by EdgeVar is
shown with a black line. The bottom plots (C1 and C2) show the residual
latency extracted by EdgeVar.
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Figure 5.11: Number of samples that were required for each latency
estimation technique to realize a change in latency level. Based on the low
variance trace shown in Figure 5.10a.

ﬂapping. In the next section, we demonstrate such a case using a diﬀerent latency
trace.
This evaluation shows that EdgeVar was able to operate successfully in a highly
congested environment with no change to its initial conﬁguration (i.e., parameter
settings). Moreover, it maintains rapid adaptability during low congestion and
gives a clear view of the network’s state during the highly congested intervals.

5.4.2

Ability to Select Preferable Network Paths

In this section, we quantify the eﬃciency of EdgeVar by using the motivational
trace presented in Section 5.1 in Figure 5.1b (on page 64). Using two alternative
network paths shown in the trace and the same set of latency tracking techniques,
we compared EdgeVar’s ability to select preferable network paths. In contrast to
the previous section, we conﬁgured each algorithm to re-evaluate its network path
selection every 10 seconds. This interval was chosen to prevent excessive network
path ﬂapping, which is undesirable in a real-world system.
EdgeVar was applied to each network path of the trace to extract base
latency levels and residual variance (not shown). Unlike single-valued latency
estimation techniques, EdgeVar utilizes both the base and residual latencies to
better understand the network’s state. Using these characteristics, EdgeVar
computes and assigns a score to each network path and uses it to select a preferable
path. The network path with the lowest score is chosen when a decision is made.
The current implementation uses the following formula: score = B + α ∗ V (w),
where B is base latency, V is the variance of the residual latency computed over
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Figure 5.12: CDFs of latency obtained using each evaluated network path
selection technique. EdgeVar (red line) closely follows the tail of the
minimum achievable delay(blue line) (last 4%), while alternative techniques
are lagging behind.

a window of w samples, and α is a variance sensitivity coeﬃcient.∗ The coeﬃcient
α reﬂects the sensitivity of an application to latency variance. A higher value of
α will “shorten” the width of a CDF of the request completion time, i.e., bringing
the front and a tail closer together, leading to more stable performance (if there
are alternative network paths to choose from).
By increasing α, an application will sacriﬁce the median of request completion
time to reduce the tail of the distribution. In our evaluation we found α = 4
and w = 5 minutes to perform reasonably well over diﬀerent latency traces.
These values have been selected manually (we leave auto-tuning for future work).
Moreover, the ﬁnal conﬁguration decision has to take into consideration the
particulars of a speciﬁc system and its desired QoS.
In Figure 5.12, EdgeVar is evaluated based on the trace replay shown in
Figure 5.1b (on page 64) by demonstrating the CDF of the latency when using each
of the evaluated network path selection techniques. We use minimum obtainable
latency, i.e., the minimum of two network paths at each sample point (shown in
the thick blue line) as a baseline comparison for other techniques. This ﬁgure
indicates that EdgeVar closely follows the minimum tail of the achievable delay,
while alternative techniques lag behind. The reason why EdgeVar follows the tail
so well is that in the period from 13:00 to 16:00 (see Figure 5.1b) EdgeVar was
able to distinguish the presence of a high latency variance for network path P1
and thus it persistently preferred the alternative network path P2. It is interesting
that P1’s latency level is lower than P2’s, but P1’s high variance makes P2 a better
∗

Initially, we had an additional component of the median of the residual latency; however, we
found it to be redundant in the computation of the perceived latency. The additive component
of the median was replaced with an adjustment of the α coeﬃcient.
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Figure 5.13: The number of times each network path selection technique
changed its path preference during the trace. EdgeVar makes between 6 to
40 times fewer changes between network paths while demonstrating a
shorter tail. Min. possible latency (not shown here) was achieved using
1890 dynamic changes between network paths.

choice. All other techniques lacked this information; hence they were constantly
changing paths and as a result missed using the better network path.
The numbers of times each method changed its network path preferences
are shown in Figure 5.13. While EWMA demonstrates the shortest latency tail
among common techniques, it makes 4 times more changes among network paths
than reservoirs and EDR and over 40 times more than EdgeVar. In contrast,
by choosing the network path with the lower variance for the prolonged period,
EdgeVar sacriﬁced 5 ms in the median latency compared to other techniques.
Increasing the frequency of network path selections is not a viable solution in
practice. Today, it is common for applications to execute 1000s of requests per
second (as opposite to the evaluation above that made the equivalent of 2 requests
per second), as a result utilizing a congested link is bound to produce an even longer
tail in practice. We are inclined to believe that performing latency estimation
across multiple network paths at such a high rate and re-executing higher level logic
(such as replica selection) is unacceptably wasteful and impractical. In this section,
we demonstrated that by exploiting implicit information about the network’s state,
EdgeVar was able to achieve a shorter latency tail at the cost of increased median
latency, while avoiding frequent network path ﬂapping.

5.5

Limitations

This section summarizes EdgeVar’s limitations. Excessive congestion can aﬀect
the notion of the minimum latency as perceived by EdgeVar (see Figure 5.6) and
prevent the algorithm from clearly identifying the current latency level, which
could lead to false positives of changes in latency levels. Highly congested intervals
can hide a number of possible changes in latency classes and it is impossible to
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simply use latency measurements alone to identify these changes. Traceroute
can be used to identify the current network path, hence consecutive mapping
of this network path to a previously observed latency class can be used to assist
EdgeVar. However, related work suggests that congestion is not the norm for the
Internet [61], thus we expect that EdgeVar could be utilized most of the time.
Alternatively, periods of high congestion can be identiﬁed by monitoring packet
loss or unusual increases in latency variance; then this information could be used
to temporarily disable EdgeVar during these intervals of time.
When using at run-time, EdgeVar cannot react instantaneously to changes in
latency class as it relies on the statistical properties of the newest latency samples
in the reservoir. Therefore, this can produce certain delay in adapting to changing
latency classes. The length of such delay will depend on the frequency of latency
sampling (that fed into EdgeVar) and the amount of network congestion.

5.6

Summary

In this chapter, we performed traceroute measurements across Amazon EC2.
Using these measurements, we identiﬁed distinct latency classes and demonstrated
correlation between routing changes and changes in base propagation latency.
Next, we proposed EdgeVar, a network measurement tool, that takes into
consideration the underlying network’s infrastructure. We proposed a practical
approach to decompose noisy latency samples into two components: base
propagation latency and residual latency. Exploiting this information enabled
us to separate the eﬀects of changes in network paths (presumably due to changes
in routes) from congestion. We showed how this information can be used to prefer
network paths that lead to shorter tail latency at the cost of a small increase in
median latency.
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Chapter 6
Decoupling Request Completion
Time Components using Tectonic
n Chapter 5 we demonstrated the techniques for decoupling routing and
congestion delays. The work presented in this chapter, is the logical
continuation of its earlier, as it looks at the delays associated with a packet’s
propagation time through the Linux networking stack and the requests’ service
time.
In this work, we design, develop, and evaluate Tectonic, a load and latency
monitoring system for geo-distributed services. We combine network path
classiﬁcation and traceroute techniques developed in EdgeVar with application
packet timestamping in user and kernel spaces. This allows Tectonic to trisect
request completion time into three components: base network latency, residual
latency, and service time on the remote host.
We performed a detailed study of packet propagation times in the Linux kernel
on bare metal deployments and in virtualized EC2 instances. Using this data, we
established the relationship between the load inﬂicted on a server and the request
propagation and service times.

I

6.1

Separating Network Latency and Service
Time Distributions

When performing replica or server selection, distributed systems generally rely
either on network latency alone or on the request completion time which
incorporates both network latency and service time. However, delay contributions
from network latency and service time exhibit diﬀerent properties (i.e., delay
distributions) and change independently.
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In Chapter 5 we introduced the concept of latency classes and demonstrated
that in the absence of congestion, WAN latency is stable and depends on the
routing. A typical geo-distributed service alone is unlikely to saturate the
bandwidth of an inter-datacenter cross continental WAN link and therefore, is
unlikely to cause network congestion. Thus, we assume that the network latency
class is independent from the load (e.g., the number of clients’ requests) of a single
service. Moreover, latency class can be measured using techniques introduced in
EdgeVar and be provided explicitly to the service.
In contrast, a service time of a request greatly depends on the load on the
machine which serves the request. Naturally, the two delay distributions associated
with network latency and request service time exhibit diﬀerent shapes. Moreover,
over time these distributions change independently of each other. Therefore,
simply taking the median of the total request completion time (i.e., network
latency + service time) does not accurately represents the delays encountered
by the requests and cannot be used to accurate estimate request completion time
(i.e., at a target percentile) for requests redirected across WAN. In this work we
argue that these two components of a request completion time (network latency
and request service time) should be treated separately.
When communicating across a WAN, network latency can have a dominant
eﬀect on the response completion time which in turn can lead to replica choices
based on geographic proximity or the quality of the network path without
consideration of service times at the diﬀerent alternatives. If done naively, this
can result in the majority of replicas choosing a single system. For example, in
the case of Cassandra based service deployed across all geographic locations of
Amazon’s EC2 the distribution of requests directed towards each datacenter is
not uniform. Figure 6.1 demonstrates that when a Cassandra based global service
operates at the consistency level 5 (i.e., each Cassandra server attempts to select
an additional Top-4 replicas to fulﬁll its consistency requirements) all of the servers
will choose California as one of the replicas leading to this server being overloaded,
hence increasing request completion time and variance.
The aim of this work is to provide a clear perception of individual latency
components to allow applications to express their latency preferences and make
conscious decisions, in a way that was previously impossible. For example, in a
geo-distributed application such as Cassandra a service provider can now say: “I
want to reduce my service tail latency and I am willing to sacriﬁce up to 20 ms in
my median requests’ completion time”. In contrast, the lack of knowledge of these
components can lead to suboptimal performance, increased tail request completion
times, and oscillating choice of replicas.
The rest of this chapter is structured as follows. In Section 6.2 we describe
the architecture and the use case of Tectonic. Next, in Section 6.3.1 we evaluate
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Figure 6.1: Replica choices based on network latency alone (one day trace
replay). The X axis indicates the number of additional geo-distributed
replicas that each server had to choose (i.e., the consistency level). The Y
axis indicate the number of forwarded requests handled by each server. For
example, for a “Top-4” all servers chooses the datacenter in California
while no-one chooses the datacenter in São Paulo.

the overhead of using Tectonic based on our local deployment. In Section 6.3.2 we
repeat our set of measurements on the EC2 and demonstrate correlation between
propagation delays and the load on the server.
We conclude this chapter in
Section 6.4.

6.2

Tectonic

In the following sections we describe Tectonic and its implementation. In
Section 6.2.1 we outline Tectonic’s architecture and its scope of use. Next, in
Section 6.2.2 we describe application message timestamping using Tectonic’s user
and kernel level modules and then demonstrate an example of using Tectonic
to timestamp Cassandra’s requests and responses. Finally, in Section 6.2.3 we
describe Tectonic’s tracerouting and network path classiﬁcation.

6.2.1

Architecture

In this section, we describe Tectonic’s architecture. Tectonic is implemented
as a kernel space process that runs in the operating system (OS) where an
application is deployed. A single instance of Tectonic can potentially serve more
than one application running on OS. Tectonic performs network measurements,
application request timestamping, exchanges information with other Tectonic
instances (running on other hosts) and shares digested network and timestamping
information with applications via the /proc/ ﬁlesystem. Figure 6.2 outlines
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Tectonic’s integration into the OS where a distributed application is deployed.
Tectonic’s elements are highlighted in grey ﬁlled bold bordered boxes. There are
3 main elements: (1) a user level socket API library, (2) a kernel level sampling
and traceroute modules, and (3) Tectonic’s core logic.
Host A, Datacenter 1

Host B, Datacenter 2

Application

Application

Socket API

Socket API

Tectonic User-Level
Sampling
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User space
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Core
Logic
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Logic
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netlink

Tectonic User-Level
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Tectonic Kernel-Level
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Driver
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Figure 6.2: Tectonic’s networking architecture. Filled solid (dashed) line
arrows indicate propagation of request (responses) sent by the application
running on the host A (B) towards the application running on the host B
(A). Hollow solid line arrows indicate Tectonic’s internal communication.
Red square boxes indicate locations where Tectonic performs requests
(responses) timestamping. Details for virtualized deployments are omitted.

First, Tectonic performs user space and kernel space timestamping of the
targeted application’s messages. Each instance of Tectonic timestamps incoming
and outgoing requests and responses exchanged between distributed instances of
the application. The timestamping is performed in user space at the socket API
level and in the kernel space just before packets are sent to the NIC. The timestamp
checkpoints are shown in Figure 6.2 as red boxes labeled from t1 through t8 .
The timestamp information is then exchanged among Tectonic’s instances
allowing matching of sent and received requests and responses. Therefore, the
propagation time of the application requests is recorded at each processing stage.
This gives a complete view of where requests (and corresponding responses) spent
their time and is used by Tectonic to decouple network latency from the service
time latency (both at the kernel and application’s levels). Recognizing messages on
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a TCP stream requires use of application domain knowledge (i.e., logical message
structure and communication ports), but does not require any modiﬁcation of
application code.
Second, using the kernel level networking layer, Tectonic performs traceroutes
along the path of the application communication. Using the 5 tuples of the
application ﬂow (source and destination IP address, source and destination ports,
and transport protocol) the system crafts network packets (probes) that match
the 5 tuples of the application’s traﬃc. Imitating the application layer traﬃc is
important to ensure that network probes follow the same network path as the
application’s traﬃc [55]. We utilize unused header ﬁelds (such as the Urgent
Pointer) and speciﬁc sequence numbers to distinguish Tectonic’s traceroute packets
from the application’s traﬃc.
The Third component is the Tectonic’s core logic that performs network
path classiﬁcation and maintains a mapping of the existing network paths to
distinct latency classes. This component is implemented as a user space process.
Using netlink sockets Tectonic’s kernel modulus share the available tracerouting
information (sent probes, received ICMP Time Exceeded packets and returned
packets that reached the remote Tectonic’s module) with the user space network
path classiﬁcation component. Using this information Tectonic builds a database
of network paths on each link, performs network path classiﬁcation, and then
utilizes this information to decompose network latency into the base latency
associated with the network path taken by the application’s packets and the
residual latency due to competing network traﬃc. Utilizing Tectonic’s proc
ﬁlesystem it exposes the run-time information about the base network latency
and residual latency on each link.
The fourth module (not shown in Figure 6.2) is application speciﬁc code that
takes advantage of the network measurements and triggers application decisions.
This module substitutes application’s network measurement functionality by
reading the relative data directly from the proc ﬁlesystem. This is the only module
that requires application source code modiﬁcation. In the case of Cassandra, a
prototype of this module has been implemented as a modiﬁcation to the dynamic
endpoint snitch in Cassandra’s replica selection logic, but has not been explicitly
evaluated in the scope of this work.

6.2.2

Application Message Timestamping

Tectonic’s message tracking functionality performs timestamping of an application’s
requests and responses in both user and kernel spaces. This timestamping covers
the entire lifespan of a request, i.e., starting when the request is sent and ending
when the corresponding reply is received. Timestamps from remote hosts are
exchanged asynchronously from application traﬃc and are used to compute the
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complete propagation history of each sampled packet. Tectonic performs selective
message sampling to minimize its negative impact on performance.
6.2.2.1

User Space Sampling

User space sampling is implemented via Tectonic’s Linux socket API wrapper
library. Tectonic uses dynamic linking to selectively replace the normal Linux
socket library with a custom wrapper library. Using the LD_PRELOAD environment
variable at the application’s boot time, the new library is preloaded before all other
libraries (see Appendix A.1). Therefore, when the target application performs
a socket API call, it calls Tectonic’s speciﬁc code. This allows for application
agnostic traﬃc monitoring as there is no need to modify the application’s source
code. The wrapper library performs the following operations: (1) it monitors the
events of opening and closing network sockets by the application and maintains
a mapping of IP addresses to integer socket ﬁle descriptors, thus diﬀerentiating
among multiple senders and receivers; (2) it forwards all of the application’s socket
calls to the kernel, thus allowing the application to perform its natural network
communication seamlessly; and (3) by intercepting the application’s send and
receive calls Tectonic timestamps requests and responses traveling downstream
and upstream respectively. Using knowledge of the application’s message structure
we extract unique message identiﬁers, such as request and response IDs.
The extraction of message identiﬁers is a O(1) operation as we read the message
ID as a set of bytes at a speciﬁc oﬀset in the message buﬀer. This approach relies
on the assumption that the start of the logical message is aligned with the send or
receive buﬀer, which holds for the message-oriented protocols, such as UDP.
However, for byte stream oriented protocols (e.g., TCP) message boundaries
are not preserved. Two cases are possible: (1) if the start of the logical message
is aligned with the start of the receive (send) buﬀer we read the size of the logical
message and note the size of the buﬀer. Thus, if the buﬀer does not yet contain
the entire message we postpone timestamping until the application receives (sends)
enough bytes to match the logical message size. (2) If the start of the logical
message does not align with the buﬀer, this buﬀer is ignored.
To minimize the overhead of reading application speciﬁc message IDs, Tectonic
does not perform deep packet inspection by searching through the byte stream to
identify logical message boundaries. During our evaluation in Sections 6.3.1.2 and
6.3.2.2 we note two observations that suggest that it is suﬃcient to look only
at the buﬀers aligned with the start of the application’s logical messages. First,
applications operate on the message level, thus when a send call is executed,
the application sends the complete message to be sent, thus the majority of the
downstream traﬃc will be buﬀer aligned. This occurs because applications (such as
Cassandra) do an explicit PUSH to force the sending of a TCP segment containing
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a request or response, hence case (1) occurs. Second, during our measurements on
EC2, we noticed only a small amount of TCP fragmentation both at the network
and kernel levels. We observed that in a large number of cases, TCP segments
correspond one-to-one to application messages. Since Tectonic uses sampling, even
a small fraction of unfragmented packets is suﬃcient to build a global view of
message propagation delays.
6.2.2.2

Kernel Level Timestamping

Kernel level timestamping is implemented as a kernel module. Using Netﬁlter’s
kernel hooks NF_INET_PRE_ROUTING and NF_INET_POST_ROUTING, the module
is capable of intercepting incoming and outgoing packets close to the network
driver level. Using application knowledge (speciﬁcally the transport protocol and
destination port number∗ ) the system’s kernel module isolates application traﬃc
by examining the skbuff data structure.
Next, we use user space sampling to extract unique message IDs from the
packet’s payload. This kernel space sampling, allows us to timestamp the
application’s messages just before they are sent to the NIC or just after arrival.
Comparing kernel and user level timestamps we can compute the time it takes for
an application’s messages to traverse the Linux networking stack and thus, we can
isolate the request’s service time.
6.2.2.3

Sharing Timestamps

The user and kernel level timestamps along with the associated message IDs,
are asynchronously shared with remote instances of Tectonic. The relevant
information is propagated out-of-band via a separate TCP connection maintained
among pairs of Tectonic instances. Out-of-band communication was selected
for the following two reasons: First, sending this traﬃc out-of-band is less
likely to cause the application’s data to be fragmented at the network level (as
we have not changed the number of bytes passed by the application over the
application’s socket(s)). Second, encoding control messages in-band by appending
the information to UDP packets or encoding information into a byte stream would
require an additional copy operation at the sampling module before passing the
native message to the application, which would lead to additional overhead.
Both the user level and the kernel level sampling modules introduce a small
additional delay between 1% and 2% (15 µs) to the minimum message propagation
time while having negligible eﬀect on the median and tail percentiles. In
∗

It is suﬃcient to know only the destination port number, as the application uses a single
port for communication with its peers.
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Section 6.3.1.2 we evaluate the eﬀect of packet sampling on the application’s
performance.
6.2.2.4

Timestamping Cassandra’s messages

Cassandra nodes use TCP for inter-node communication. In this section, we
begin by describing Cassandra’s logical message structure. Then we demonstrate
how this application speciﬁc knowledge is used by Tectonic to track Cassandra’s
requests and responses propagation times.
Cassandra utilizes a set of ports and protocols for various needs (JMX, Thrift
client API, CQL transport, etc.). In this section, we concentrate on Cassandra’s
inter-node communication performed over TCP on port number 7000 (i.e., to
the destination port number 7000). To identify a message, we rely on 3 distinct
message ﬁelds: Cassandra’s magic number, message ID, and operation type. All
3 ﬁelds are 32-bit integer numbers located at the 1st, 4th, and 17th-byte oﬀsets in
the message∗ .
First, Cassandra’s magic number is a constant message boundary value equal
to 0xCA552DFA and is present in all messages. This value is used by Cassandra as a
sanity check to validate senders. We utilize this number to identify when the start
of the logical message is aligned with the start of the buﬀer read from the socket
or TCP segment. The presence of this number at the expected oﬀset indicates the
beginning of a logical message.
Each instance of Cassandra uses unique message identiﬁcation numbers to map
its requests to responses. This number is an integer counter that starts from
zero at the application’s start time and is incremented for message sent. This
counter is shared among data communication and control messages exchanged
among Cassandra’s nodes. When a replica generates a response, it put the request’s
message ID into the response header. This allows matching requests of one replica
with the corresponding responses received from another instance. The source
and the destination IP addresses are used to diﬀerentiate responses from multiple
replicas.
Finally, we identify the operation ID (in Cassandra also known as a verb).
Read request and read response correspond to the values 3 and 4 respectively.
The complete list of operations can be found in Cassandra’s source code in
MessagingService.java.
Speciﬁcally for Cassandra, we noticed that the majority of message concatenation
occurs at the application level in Cassandra’s BufferedDataOutputStreamPlus
data structure, which acts as a custom buﬀer in front of the socket. Note, in
contrast to the send operations performed by Cassandra, application level reads
∗

Based on Cassandra v3.7.
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attempt to retrieve a buﬀer of 4096 bytes per socket call. The message level parsing
is implemented at the application level.

6.2.3

Traceroute and Network Path Classification

At the high level, Tectonic’s tracerouting functionality operates in three phases:
network paths measurements, network paths classiﬁcation, and run-time detection
of changes in the current network path class.
During the first phase, Tectonic detects network paths between each pair of
geo-distributed hosts and estimates their base latency (based on the minimum
observed latency sample [62, 63]). For each pair of hosts, this is done by performing
periodic synchronized traceroutes, such that both hosts initiate traceroutes at the
same time∗ in opposite directions (see Section 6.2.3.1).
Next, for each pair of hosts, multiple network paths are classiﬁed into path
classes based on the equivalence of their base network latencies. Hence, a packet
traveling along a path that belongs to a particular path class will incur the same
(comparable)† base network latency as if the packet would travel along any other
path in that class. Using this classiﬁcation, for each pair of hosts, we identify
unique IP addresses at distinct hop distance from the source, along the path to
the destination, that can be used to diﬀerentiate among observed path classes (see
Section 6.2.3.3).
Finally, Tectonic performs active monitoring of such unique IP addresses in
order to detect the moment when the current network path changes to a path
that belongs to a diﬀerent path class, thus resulting in a diﬀerent base latency.
When such a change is detected, the information about the new network path
is made available for the application via the proc ﬁlesystem. This is done by
performing partial traceroutes, i.e., traceroutes that contain only a subset of probes
and designed to check the speciﬁc IP addresses at distinct distances from the source
towards the destination (see Section 6.2.3.4).
6.2.3.1

Network Path Measurement Phase

In order to accurately measure the network latency between a pair of geodistributed nodes, Tectonic utilizes the knowledge of network paths and their
corresponding base latencies.
A comprehensive view (a database) of the
network paths among Tectonic’s hosts is built over time by performing periodic
synchronized traceroutes. The technique of correlating network paths with latency
∗

Subject to NTP synchronization and Linux process scheduling.
The similarity threshold is conﬁgured according to the application’s sensitivity towards
network latency.
†
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is based on the EdgeVar’s measurements previously described in Section 5.2
starting on page 65.
Using the 5 tuples of the application ﬂow, Tectonic crafts network packets
to match those of the speciﬁc ﬂows utilized by the applications. This is done
to ensure that in the presence of per-ﬂow or per-destination load balancing,
Tectonic’s traceroute probes will follow the same network paths as the application’s
traﬃc [55]. Hence, a routing change detected by Tectonic’s tracerouting probes
reﬂects a change experienced by the application’s traﬃc.
First, we demonstrate how Tectonic performs synchronized tracerouting
between a pair of hosts, then we describe how pairwise tracerouting is coordinated
on the global scale of the geo-distributed system.
6.2.3.2

Per-flow tracerouting

Tectonic’s tracerouting is implemented as a kernel space timer system. This
module is responsible for periodic generation and dispatching of traceroute probes.
Traceroute functionality also relies on the Tectonic’s sampling module (previously
described in Section 6.2.2.2) to collect ICMP Time Exceeded and reply messages
sent back by the network elements and remote instances of Tectonic respectively.
Figure 6.3 illustrates the timeline of a single round of tracerouting between
hosts (A and B) in two distinct datacenters (1 and 2); arrows indicate the exchange
of messages among Tectonic’s modulus. The tracerouting is periodic and based
on a timer with a preconﬁgured interval. Step #1 in Figure 6.3 (shown as a black
hexagon) illustrates the beginning of the tracerouting. Using the signature of
the application traﬃc Tectonic crafts a set of network packets by assembling the
sk_buff data structures and dispatching them via the dev_queue_xmit driver’s
queue towards host B.
Unlike the classical traceroute that iteratively increments TTL values of its
probes, Tectonic sends all probes in a single burst of packets∗ . This reduces
the completion time of a single round of the traceroute, allowing more frequent
sampling and improves the precisions by lowering the chances of encountering
routing changes in the interval between the ﬁrst and the last traceroute probes.
The maximum range of the TTL values for each path is determined by the
maximum network distance previously observed on that path.
The ICMP Time Exceeded packets include an IP header and 8 bytes of the
original payload [65]. In the case of TCP, this includes the source and destination
ports (2+2 bytes) and TCP’s sequence number (4 bytes). The TCP sequence
number is not used in the ﬂow identiﬁcation, and thus it can be modiﬁed without
aﬀecting the routing of the packets [55, 66]. As it was previously demonstrated by
∗

A similar modiﬁcation has been implemented in Scapy [64] a popular Python based
networking library.

98

6.2. TECTONIC

Host A, Datacenter 1
Path Classifier

Net Filter

Host B, Datacenter 2
Network

Traceroute

Net Filter

1

2
3

4

Figure 6.3: One round of Tectonic’s tracerouting from the host A towards
host B. Solid line arrows indicate traceroute probes with variable TTL
value generated by Tectonic and the corresponding probe that reached the
destination and returned back by the Tectonic’s module running on the
host B. Dotted lines represent ICMP Time Exceeded messages returned
from the network. Dashed line arrows indicate kernel to user space
communication via netlink.

Paris Traceroute [55], by setting unique TCP sequence numbers we can match
the sent probes with the returned ICMP Time Exceeded packets, and thus
reconstruct the network path. Using netlink socket, the tracerouting module
notiﬁes Tectonic’s network path classiﬁer about the subset of probes that has
been sent (indicated by a dashed line from Traceroute to Path Classiﬁer module
in Figure 6.3). This includes the destination IP, timestamp, and the mapping
between TCP sequence numbers and TTL values of the dispatched probes.
In contrast to the traditional traceroutes, the process of dispatching probes
is decoupled from the process of collecting ICMP replies and reconstructing the
network path. Tectonic reuses the existing sampling module implemented as a
Netﬁlter hook to collect ICMP Time Exceeded packets. Collected ICMP replies
are forwarded to the Path Classiﬁer module via netlink (shown in step #2).
The traceroute probes that reached the destination, are intercepted by
the Tectonic’s kernel module of host B. Using lightweight zero-copy software
classiﬁcation we separate the application’s traﬃc from Tectonic’s probes that
mimic that traﬃc. The application’s traﬃc is forwarded unmodiﬁed to the Linux
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networking stack. For the tracerouting probes, Tectonic rewrites the packet’s
header ﬁelds to match the application’s traﬃc in the opposite direction, places a
timestamp into the payload of the packet, and sends it back to the original sender
(shown in step #3).
Similarly to the ICMP replies, the sampling module intercepts the reply packet
and forwards it to the Path Classiﬁer via netlink (shown in step #4). By
combining the three sources of information (the sent probes, ICMP Time Exceeded
replies, and the reply from the remote host), the Path Classiﬁer reconstructs
network path in the forward direction (from host A to host B). By using NTP,
traceroutes are synchronized among all pairs of hosts, thus host B initiates a
traceroute towards A at approximately the same time as host A sends its probes
towards host B. The reconstructed paths are then exchanged among two hosts
(using out-of-band communication from the application’s traﬃc) allowing each
instance of Tectonic to obtain an NPP with the exact RTT latency experienced
by the packets (see Section 5.2.2).
Coordinated Tracerouting
Tectonic’s pairwise tracerouting is also synchronized at a global scale among
all hosts in the cluster. During the coordinated tracerouting, all hosts perform
synchronized tracerouting towards a single target node (here after simply referred
to as the target). This produces a uniform view of network paths from the target
node towards all other hosts.
Coordinated tracerouting is arranged in epochs. Each epoch incorporates
tracerouting rounds (simply rounds from here on); one round per Tectonic’s host.
All rounds are uniformly distributed along the length of the epoch; all epochs
are of the same pre-conﬁgured length. Each round contains a set of per-ﬂow
traceroutes associated with a particular node in the system. During such operation,
all hosts synchronously run the per-ﬂow tracerouting towards a single target (see
Figure 6.4), while the target host simultaneously performs traceroutes in the
opposite direction towards all other hosts.
The coordination among Tectonic’s nodes is based on the wall clock
synchronization among the machines and maintained by NTP. Each node
independently computes the start time of each epoch (based on its local
wall clock time). The start time of the ﬁrst epoch Tzero is computed as
(tnow − (tnow mod L)) + L) where tnow is the local wall clock time and L is the
length of the epoch. The start times of the consecutive epochs are computed by
adding the multiples of L to Tzero . For a pair of hosts (A and B), Tectonic uses
packets’ timestamps to match traceroute probes sent from host A towards host B
and vice versa. Thus, epoch numbers are not synchronized among the hosts; it is
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H1

H0

H2

H3

Figure 6.4: One round of the coordinated tracerouting, all hosts perform
per-flow tracerouting towards the single destination (Host 0). Solid and
dashed line arrows indicate traceroute in the forward and return directions.

suﬃcient that epochs on all hosts start at the approximately the same time∗ .
Next, the time of each traceroute round computed as an oﬀset from the
L
start time of the epoch and equal to Tzero + L × i + j , where N is the total
N
number of Tectonic’s hosts, i is the index of the epoch, and j is the index of the
round. The target destination and the order in which hosts dispatch traceroutes
is deterministically derived from the numerical order of the IP addresses in the
cluster (all nodes of the Tectonic’s cluster are known in advance). Thus, each host
knows when it has to perform a traceroute towards a common target and when it
should dispatch traceroutes towards all other hosts (i.e., the host that is the target
in this round).
While the number of traceroute probes sent towards the destination is
proportional to the number of hops (on average 16 hops between any pair of
datacenters in Amazon EC2), the number of probes that will reach the destination
and thus will require the host to process them, is small. Moreover, the diﬀerence in
the WAN latencies among geo-distributed datacenters ensures that the traceroute
probes dispatched from multiple hosts towards a single target will not arrive
simultaneously. Hence, coordinated tracerouting will not produce a signiﬁcant
burst of incoming packets on a per host basis, thus the overhead of performing
coordinated tracerouting is small and does not put an excessive load on the target
node.
Coordinated tracerouting, allows us to obtain a single snapshot of all routes
towards a single destination. Sending probes simultaneously towards a single target
∗

Based on the NTP synchronization.
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increases the consistency of the obtained network paths and provides insights into
the network path coalescence.
6.2.3.3

Network Path Classification Phase

Tectonic’s Path Classiﬁer performs grouping of network paths based on the
minimum latency observed on each path. For each pair of hosts, this grouping
produces a small number of network path classes where each path in its class
demonstrates the same (comparable) base network latency. All unique network
paths have distinct IP addresses at the speciﬁc hops by deﬁnition (see Section 5.2).
Moreover, when network paths are grouped into classes, the resulting path classes
also have distinct IP addresses. This makes it possible to distinguish among
diﬀerent path classes at the run-time by monitoring the presence of a particular
IP addresses at a speciﬁc hop position.
For example, Figure 6.5 demonstrates a set of four network paths between hosts
A and B. Consider the scenario when these paths form two path classes (p1, p2 )
and (p3, p4 ). The IP address at the third hop position is the diﬀerentiating IP
address for these path classes. Thus, by sending a single traceroute probe with
the TTL value of 3 we can obtain the IP address of the network device located at
the 3rd hop position from the host A and therefore identify current network path
class between hosts A and B. Alternatively, if the two path classes will be formed
as (p1, p4 ) and (p2, p3 ), we can diﬀerentiate among these classes by monitoring
the IP address at the 6th hop position from the host A.
p1
p2
p3

A

B
p4

Hop number
1

2

3

4

5

6

7

8

9

Figure 6.5: A set of four measured paths between hosts A and B.
Horizontal ruler indicates the hop distance from A along the network paths
towards B.

6.2.3.4

Network Path Class Change Detection Phase

For each network path class, the Path Classiﬁer computes the smallest subset of
distinct IP addresses and their corresponding distances along the network paths,
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that diﬀerentiate the path class from other previously observed path classes.
This set of IP addresses is used by the tracerouting module to perform partial
traceroutes, i.e., for each IP address in the set, Tectonic crafts a packet that
matches the application’s traﬃc and sets the TTL value to match the distance
along the path to the speciﬁc hop where this IP is expected to be.
Partial traceroutes have lower overhead than the full traceroutes from the
path measurement phase and can be performed at a higher frequency to detect
changes network path classes. Moreover, partial traceroutes do not require global
or pairwise synchronization and are performed independently by each host, thus
each host monitors changes in network path classes in the forward direction from
itself to other hosts in the system. When a host detects a change in the network
path class on a particular link, it informs the remote host; and then the remote
host performs an unscheduled traceroute along the return path to identify if the
return path has been aﬀected by the change.∗

6.3

Evaluation

In this section we evaluate Tectonic’s performance by demonstrating three
use-cases of Tectonic’s application. Section 6.3.1 evaluates Tectonic’s overhead of
packet sampling by measuring its eﬀects on Cassandra’s request completion time
using physical non-virtualized machines. Section 6.3.2 uses Tectonic to measure the
amount of time Cassandras’ requests spend in the Linux networking stack and user
space using VM deployed on Amazon EC2. Finally, Section 6.3.3 demonstrates
how Tectonic can be used to perform inﬂow-tracerouting by example of Cassandra’s
geo-distributed deployment.

6.3.1

Tectonic’s Packet Sampling Overhead

In this section we evaluate the overhead of using Tectonic to sample and timestamp
packets, at both the application and kernel levels. We begin by describing the setup
in Section 6.3.1.1. Then, in Section 6.3.1.2, we evaluate the overhead of Tectonic’s
packet classiﬁcation and timestamping by examining the case of Cassandra.
6.3.1.1

Setup

We conducted our sensitivity evaluation using three physical machines at our
local premises. Each machine was equipped with a dual socket 8-core Intel Xeon
CPU E5-2667 v3 operating at 3.20 GHz and 64 GB of RAM. Hyper-threading was
∗

The concept of partial traceroute has been implemented and evaluated in the master
thesis [59].
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disabled and the OS is Ubuntu 14.04 with Linux kernel v.3.14. All three machines
were located in a single rack and directly connected via 1 Gbit physical interfaces.
The RTT latency among all machines is roughly 0.15 ms.
Two servers were used to setup Cassandra’s cluster. The remaining machine
generated workloads using the YCSB benchmark (see Figure 6.6). We used
YCSB [67] (v0.10.0), a popular storage systems benchmark, to generate a
sample workload for our measurements of the propagation time of requests
and corresponding responses. YCSB is a closed-loop benchmark where each
thread waits for its request to be completed before it sends additional requests.
The Cassandra cluster was conﬁgured with full data replication over the two
machines (replication_factor of 2). Tectonic was used to monitor intra-cluster
communication messages; YCSB messages were not timestamped. By default,
YCSB employs round-robin load balancing by dividing its requests among all
replicas in a Cassandra cluster.
Cassandra’s
Replica-2 (R2)

Cassandra’s
Replica-1 (R1)

YCSB

Figure 6.6: Non-virtualized testbed setup. Two physical machines (on the
top) comprise the Cassandra cluster. The third machine generates a
workload using the YCSB benchmark. The workload is equally spread over
the two machines in the cluster. Tectonic was used to timestamp
application level traffic between replicas 1 and 2.

6.3.1.2

Overhead Evaluation

Using the setup described above, we measured request completion time while
timestamping packets using three scenarios with diﬀerent loads generated by YCSB
benchmark. In particular, we used 8, 64, and 256 client threads to evaluate the
eﬀects of timestamping under low, medium, and high system loads respectively.
At each load level, YCSB was conﬁgured to perform 1M, 8M, and 16M key reads
respectively. This was done to equalize durations of workloads across diﬀerent
load levels. The database contained 10K unique keys, the relatively small number
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of keys guaranteed that all the data has been cached on both replicas. The read
consistency was set to TWO, thus each replica upon receiving a request had to
validate the data with the second replica before sending a reply. For each load
conﬁguration, we compared the request completion times reported by YCSB while
running the cluster with and without Tectonic’s sampling. Tectonic was conﬁgured
to timestamp all application level messages and all incoming TCP segments (that
align with the start of the TCP payload) on both machines. Overall, each
application packet was timestamped at 8 locations (see Figure 6.2). We repeated
each experiment 30 times.
Figure 6.7 shows four sets of box plots demonstrating the minimum, 50th, 99th,
and the maximum request completion time reported by YCSB during the set of
measurements. Each subﬁgure contains 3 pairs of box plots corresponding to 8, 64,
and 256 client threads. The crosshatched box plots correspond to the baseline tests
where two replicas were running without any of Tectonic’s instrumentation, while
the solid colored box plots correspond to the cases with the added instrumentation.
No sampling
Sampling enabled
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8 threads
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(b) 50th percentile of request
completion time
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64 threads

256 threads
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Figure 6.7: Tectonic’s sampling overhead, measured under 3 different
workloads. In all three cases the additional delay introduced by adding the
instrumentation code is small. The bodies of the boxplots indicate the
median, first, and third quantiles, whiskers extended for 1.5 interquartile
range (IQR) in each direction, the points lying beyond whiskers are
indicated as dots.
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Figure 6.7a demonstrates the minimum request completion time under the
three workload scenarios. As can be seen from this ﬁgure, Tectonic’s sampling
has a small overhead. Over the 30 repetitions, the diﬀerence in the median of the
minimum requests completion time among the three workloads is between 1% and
3%. This is equivalent to an average diﬀerence of 15 µs.
Looking at additional delay incurred at higher loads, the overhead of
performing timestamping is less than 1% of the baseline performance. The
timestamping overhead is related to the amount of packet concatenation (i.e.,
coalescing) occurring in the TCP ﬂows between the Cassandra replicas. Under a
light load, the one-to-one mapping between TCP segments and logical messages
is preserved for the majority of packets. At this workload, Tectonic is capable
of timestamping almost 100% of all messages. However, at a higher workload,
application messages become fragmented over TCP segments. Therefore, we
observed a decline in the fraction of packets being timestamped, thus the per
packet overhead of performing timestamping at the higher loads (64 and 256 client
threads) is smaller than for the low load (8 threads).
In Figure 6.7c with 64 threads and Figure 6.7d with 8 threads and 256 threads
test cases demonstrate a small improvement in the median completion time while
using Tectonic’s timestamping. This indicates that the overhead of timestamping is
comparable to the precision of the request completion time measurement available
using the YCSB benchmark.
Interestingly, the baseline and the Tectonic’s instrumentation demonstrate
nearly identical tails in their request completion distributions time. Therefore, we
conclude that Tectonic’s timestamping does not aﬀect the shape of the distribution
and gives a suﬃciently precise view of the request completion times.

6.3.2

Tracking Request’s User and Kernel Space Times

In this section we move our experiments to the Amazon EC2 cloud. Using
Tectonic’s timestamping techniques, we measure and evaluate the propagation
time of Cassandra’s requests and responses through kernel and user spaces. Then
we compare our measurements with results obtained in our local premises on the
bare metal installation.
6.3.2.1

Setup

We conducted our experiments using 3 identical c3.large EC2 instances, each
with 2 virtual CPUs, 3.75 GB RAM, and SSD based storage. The VMs were
running Ubuntu 14.04 LTS with Linux kernel v.3.13. C3 Large instances provide
enhanced networking capabilities via support for SR-IOV, which was enabled (as
described in [68]). Finally, the clocks on all VMs were synchronized using NTP.
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We performed the same setup as described in Section 6.3.1.1. Two VMs were
used to setup Cassandra’s cluster and one VM was used to generate workload
using the YCSB benchmark (see Figure 6.6 on page 104). All VMs were located
in the EC2 datacenter in Frankfurt in a single availability zone. The RTT latency
between each VM is roughly 0.5 ms. As in the local scenario, the Cassandra
cluster was conﬁgured with the replication_factor of 2 (full data replication
over R1 and R2). Additionally, read_repair_chance and speculative_retry
have been turned oﬀ to exclude any additional communication between replicas.
The YCSB VM was conﬁgured to generate low, medium, and high system loads
using 8, 64, and 256 client threads. Each workload was conﬁgured for read only
operations with the consistency level of TWO, such that upon R1 (R2) receiving
a read request from YCSB, it generates an additional query to R2 (R1) to conﬁrm
the read value. Meanwhile, R1 (R2) waits for R2 (R1) to reply before sending a
ﬁnal response to YCSB. We repeated each experiment 10 times. YCSB was not a
bottleneck for workload generation.
In this experiment, we use Tectonic to track and timestamp Cassandra’s
requests and responses exchanged between R1 and R2 in response to the workload
generated by YCSB. Tectonic was conﬁgured to ignore client-to-server traﬃc,
therefore messages produced in response to YCSB were not timestamped in this
measurement (i.e., Tectonic only monitored the control traﬃc generated between
R1 and R2).
The target of these experiments is twofold: ﬁrst, we measure the length of
time the application’s requests spend traveling up and down the network stack
and decouple this from the request service time and network latency. Second, we
identify the dependence of each processing stage on the system’s load.
6.3.2.2

User and Kernel Space Timestamping in EC2

Using the EC2 setup outlined in Section 6.3.2.1 and Tectonic’s instrumentation
we measure the time it takes for Cassandra’s requests to be propagated from the
NIC through the Linux network stack, then the time required for the application
to produce a response, and ﬁnally the time it takes for the response to travel from
the user space to the network driver.
Figure 6.8 contains 6 CDF plots arranged in 2 columns. The left column
corresponds to the set of measurements obtained on EC2 and the right column
illustrates results obtained from testing on bare metal installation, previously
discussed in Section 6.3.1.2. Each plot contains 3 pairs of CDFs demonstrating: (1)
the amount of time it takes for requests to travel up the network stack (red lines),
(2) Cassandra’s service time (blue lines), and (3) the amount of time it takes for the
corresponding replies to travel down the network stack (green lines). These timings
correspond to intervals t3 -t4 , t4 -t5 , and t5 -t6 respectively in Figure 6.2. The solid
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and dashed lines represent measurements obtained on R1 and R2 respectively.
Each column illustrates the correlation between the load on the machine (R1 and
R2) and the amount of time it takes for a request to travel through each processing
stage.
In all cases, the time spent in the upstream kernel and the service time
demonstrate correlation with the load. In the case of EC2, Figure 6.8e shows that
under high load, the kernel propagation time aﬀects roughly 10% of the requests
by more than 2.5 ms. However, further investigation showed that this is due to
the application not being able to read data from the socket in time. Therefore,
packets are queued in the TCP stack.
In contrast, the bare metal installation demonstrated much weaker correlation
with the load and more predictable performance. This could be due to the
load being too light for bare metal installation. Moreover, these measurements
demonstrate performance diﬀerences between R1 and R2. The true cause for
these deviations is not clear yet, as these machines have identical hardware and
software conﬁgurations.
Downstream kernel time. Figure 6.9 shows the time it takes for a response
to travel from the user space on R2 through the network stack until it reaches the
NF_INET_POST_ROUTING hook in the kernel. In the case of EC2 (Figure 6.9), the
downstream kernel time demonstrates near constant delay. The diﬀerence in the
median propagation time under three load scenarios is under 1 microsecond. In
contrast, while the bare metal installation demonstrates comparable performance
under the light load, the downstream kernel time is more aﬀected by the load of the
machine. Both the median and the 99th percentiles inﬂated by approximately 15
and 25 µs respectively. While such deviation can be considered insigniﬁcant for a
geo-distributed system, additional measurements are required in order to identify
the true cause of such behavior. However, in the case of the EC2 deployment,
these measurements suggest that the downstream kernel time can be taken as a
constant and does not require a continuous run-time measurement.

6.3.3

Inflow Traceroute

We deployed Cassandra’s geo-distributed cluster on Amazon EC2’s datacenters
in Oregon and Virginia. Using the YCSB [67] benchmark, we emulated arrival
of clients’ requests in Oregon. For each request, Cassandra was conﬁgured to
contact replicas in both datacenters, making WAN latency incorporated into
the total request completion time. In our measurements, we correlated request
completion time (as observed by clients) with the WAN latency measurements
(between Oregon and Virginia), performed simultaneously, using ICMP ping,
tcptraceroute [66], and Tectonic’s Inﬂow traceroute.
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Figure 6.8: The amount of time spent by Cassandra’s requests in the
upstream, downstream TCP stacks, and the service time. Measurements
correspond to the time intervals between t3 -t4 , t4 -t5 , and t5 -t6 shown in
Figure 6.2, on R1 and R2. Each experiment was repeated 10 times.
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Figure 6.9: The time it takes for a response to travel from the user space
through the network stack until it reaches the NF_INET_POST_ROUTING hook in
the kernel. Measured under 3 workload scenarios. This figure is the close
up view of the downstream kernel time shown in Figure 6.8. The time
intervals correspond to t5 -t6 in Figure 6.2.

Latency measurements in Figure 6.10, demonstrate changes in latency classes
caused by periodic routing changes between the two datacenters. Network
latency experienced by the inter-datacenter Cassandra’s ﬂow is subject to these
routing changes. Consequently, this aﬀects the total request completion time as
experienced by clients (blue line).
Because Inﬂow traceroute is implemented at the kernel level and executed on
both ends of the ﬂow, it can craft latency measuring probes that match the 5 tuples
of the application’s ﬂow, which allows probes to travel the exact same network
path taken by the application ﬂow [55]. At the destination end, latency probes
are ﬁltered out without interfering with the network stack of the application’s
ﬂow. Moreover, performing measurements at the kernel level improves accuracy,
as queuing in the network stack is decoupled from the network latency. Note that
the application’s load can aﬀect the time that requests spend queuing in the kernel,
thus timestamping requests in the user space also incorporates measurement of the
queuing in the kernel.
Inability to clearly decouple request completion time into components of
network latency and service time can lead to two Cassandra servers (measuring
latency from diﬀerent vantage points) diﬀerently estimating the load on a given
datacenter. Consequently, this diﬀerence could result in suboptimal load-balancing
or SLO violations.
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Figure 6.10: Request completion time, of a geo-distributed deployment of
Cassandra cluster (blue line), correlated with simultaneous wide-area
network latency measurements using ICMP ping, tcptraceroute, and Inflow
traceroute.

6.4

Summary

In this chapter, we described the architecture and the scope of use of Tectonic
a tool that performs user space and kernel space timestamping of the targeted
application’s messages.
First, by using Cassandra as an example, we demonstrated how Tectonic could
be used to measure propagation times of the application’s requests and responses
through kernel and user spaces. The obtained measurements showed that the
amount of time requests spent in upstream TCP networking stack and during
the service time is the function of the load on the machine. In contrast, the
downstream TCP networking stack introduces near constant delay despite the
load on the machine.
Second, we showed how by matching the 5 tuples of the application’s ﬂows
Tectonic can be used as an accurate network latency measurement tool. Measured
network latency can further be passed through EdgeVar in order to be decoupled
into components of base propagation and residual network latency. We leave the
implementation of such integration for our future work.
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Chapter 7
Fast and Accurate Load
Balancing for Geo-Distributed
Storage Systems using Kurma
n previous chapters we discussed the high variability of WAN conditions
(Chapter 3) and the importance and techniques of accurate latency measurements
(Chapters 5 and 6).
In this chapter∗ we present Kurma, a system that takes advantage of all
our previous work. Kurma is a practical implementation of a fast and accurate
load balancer for geo-distributed storage systems. At runtime, Kurma integrates
network latency and service time distributions to accurately estimate the rate of
SLO violations, for requests redirected across geo-distributed datacenters. Using
these estimates, Kurma solves a decentralized rate-based performance model
enabling fast load balancing (in the order of seconds) while taming global SLO
violations.
Geo-distributed load balancing is inherently more diﬃcult than load balancing
within a single cluster. For example, due to heterogeneity in datacenter capacities
striving towards uniform load distribution among datacenters will not lead to
an optimal solution. Moreover, because of the diﬀerent WAN delays among
geo-distributed datacenters, spreading load proportionally to the VM count
(assuming homogeneous VMs) also is not suﬃcient. While the main body of
this chapter is dedicated towards implementation aspects of Kurma, the main
idea behind this work is to show how by decoupling request completion time into
three components of service time, base propagation latency, and residual network

I

∗

The work described in this chapter is based on the conference paper “Fast and Accurate
Load Balancing for Geo-Distributed Storage Systems” [69] (the authors of the paper retained
the copyright and give their joint approval for this material to appear in this dissertation).
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latency∗ we can accurately reason about expected request completion times for
requests redirected between geo-distributed datacenters. Conceptually, techniques
demonstrated in Kurma provide a link between existing works in cloud elasticity
that operate at the level of a single datacenter and techniques that attempt to
distribute load among geo-distributed datacenters.
The rest of this chapter organized as follows: First, Section 7.1 gives a
more detailed introduction to the problem addressed by Kurma. Next, Section
7.2 presents Kurma’s architecture and introduces the concept of SLO curves.
Section 7.3 provides intuition on how, using SLO curves, Kurma decides on
when, where, and how much load to redirect among datacenters. Sections 7.4
and 7.5 look deeper into the accuracy of SLO curves. Next, Sections 7.6
and 7.7 formally introduce Kurma’s models and discuss implementation details
respectively. Finally, in Section 7.8 we evaluate Kurma using real-world traces
along with a geo-distributed deployment across Amazon EC2. This deployment
demonstrates Kurma’s ability to eﬀectively share load among datacenters while
reducing SLO violations by up to a factor of 3 in high load settings or reducing
the cost of running the service by up to 17%.

7.1

Introduction

Modern interactive Web services require both predictable and low response
times [70, 71]. These requirements are often speciﬁed in terms of SLOs and
expressed as a maximum bound on a target percentile (e.g., 95th) of the response
time. Failure to meet SLOs results in penalties and/or lost revenue for service
providers [20, 72].
Meeting strict SLOs is a challenging task [21], because Web services
demonstrate temporal and spatial variability in load [73, 74]. Moreover, the
workload can change due to sudden spikes in content popularity [75, 76] caused by
major events [77] or failures. State of the art datacenter-level load balancers [78,
79, 80, 81] are restricted by the capacity of the cluster in which they run and
cannot meet service time guarantees when the load exceeds this capacity.

7.1.1

Challenges in Geo-Distributed Load Balancing

To overcome these capacity limitations, service providers automatically scale
local resources within individual datacenters by utilizing techniques such as
automatic resource allocation [82, 83, 84, 85]. Unfortunately these approaches
have fundamental limitations as illustrated in Figure 7.1. First, automatic resource
∗

We deﬁne residual network latency as a one-sided distribution obtained by subtracting base
propagation delay from packet delays.
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Figure 7.1: Challenges of elastic scaling and geo-distributed load
balancing (red fill under the curve for Datacenter-1 represents load that
would lead to SLO violations), and Kurma’s approach (green arrows).

scaling requires time to (i) detect the need to scale up, (ii) acquire and start
new service instances, and (iii) warm up (integrate) new instances into a working
cluster (all of these are integrated into the Provisioning delay shown in the ﬁgure).
For example, Amazon EC2 recommends scaling at a frequency of 1 minute to
quickly adapt to load changes [86]. However, the average VM startup time on
Amazon EC2 is around 2 minutes [87]. Moreover, it can take over 2 minutes for
a Cassandra instance to start operating at full capacity [84] (even while excluding
the time necessary for potential data replication e.g., over 2 minutes to transfer 16
GB of data over a non-congested 1 Gbps network). As a result the provisioning
time may be much longer in practice than shown in the ﬁgure.
To avoid SLO violations during the provisioning period, techniques are needed
to forecast upcoming workloads suﬃciently far into the future to account for
provisioning delays. However, this forecasting is known to be diﬃcult, given the
unpredictable nature of ﬂash crowds and failures [88, 84]. This results in wasteful
over-provisioning [89, 90].
Coarse-grained load balancing via Domain Name System (DNS) servers
operates at the level of individual clients, provides only limited control [91, 92],
does not take the actual load of the target server into account [93, 94], and, due
to caching, cannot respond quickly to changes in workloads [95, 96].
Fine-grained load-balancing of requests among geo-distributed datacenters
presents a number of diﬃcult challenges. To operate eﬀectively, a geo-distributed
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load balancer needs to answer the following diﬃcult questions in a timely
manner: From the point of each datacenter, can requests be redirected such
that responses will return within the SLO bound? How many requests should
be redirected without overloading remote datacenters? What rates of SLO
violations are to be expected? Existing work on geo-distributed load balancing
does not fully address these challenges, as it either targets the average response
time [94, 97, 98] (but cannot guarantee SLO enforcement), uses a modeling
approach to estimate server performance [99, 100, 101, 98] (which may not
accurately capture complex system dynamics), or overlooks variable components
of WAN latency [99, 97, 102]. Moreover, simply measuring end-to-end response
time distribution (that incorporates both current WAN latency and service time
as in [17]) is insuﬃcient as it does not tell how this distribution will change with
the change in load, thus it cannot be used to provide SLO aware load balancing.

7.1.2

Emerging Opportunities for Geo-Load Balancing

Recent trends have led to an increased geographic density of datacenters
available for service deployment. To satisfy increasing demands, cloud providers
are continuously expanding the number of datacenters and their geographic
coverage [103, 104]. Service providers exploit increased datacenter density to
deploy Web services closer to users, which reduces median and tail response times,
and to replicate data, which increases service reliability and ensures survivability
even during a complete datacenter failure [17, 24, 105].
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Figure 7.2: When a local datacenter experiences excessive load (blue solid
and dashed lines), it is desirable to send requests to a remote but less
loaded datacenters (red and green dash-dotted lines).
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The increased datacenter proximity leads to the WAN latency component of
the request completion time becoming comparable to the request service time,
making it desirable to perform ﬁne-grained load balancing across geo-distributed
datacenters at the request level. To further demonstrate this trend, we performed
a set of experiments showing that forwarding requests to a neighboring datacenter
can reduce tail latency.
We deployed three 5-server Cassandra clusters at Amazon’s EC2 datacenters
in London, Frankfurt, and Ireland. Using the YCSB benchmark [67], we subjected
each cluster to a variable level of load (in terms of requests per seconds (req/s))
by varying requests’ arrival rates. The two blue lines in Figure 7.2, correspond
to the case when YCSB was utilizing the local datacenter (in London) and
demonstrates the positive correlation between the request arrival rate and request
completion time. The red and green lines demonstrate the cases when YCSB was
sending requests from London to the remote Cassandra’s servers located in Ireland
and Frankfurt; thus, the total request completion time in both of these cases
incorporates the WAN RTT from London to Ireland and Frankfurt, respectively
(approximately 11 ms and 17.3 ms throughout the duration of this experiment).
Figure 7.2 shows, that when the local datacenter experiences excessive load, it is
desirable to redirect a portion of requests to a remote but less loaded datacenter,
thus maintaining low request completion time despite the additional WAN delay.

7.1.3

Kurma Research Contributions

We present Kurma, a fast and accurate geo-distributed load balancer for backend
storage tiers of Web services. To the best of our knowledge, Kurma is the ﬁrst
system that accounts for the actual service time and inter-datacenter WAN latency
distributions to accurately estimate the rate of SLO violations when redirecting
requests among datacenters. Kurma’s primary objectives are to: (i) globally
minimize or bound SLO violations under a dynamic, global workload or (ii) reduce
the cost of running a service.
Kurma goes substantially beyond the state-of-the-art by: (i) accurately
tracking and dissecting network latency, (ii) using actual service time for request
routing decisions, and (iii) operating on much shorter timescales (seconds vs.
minutes), thus rapidly adapting to workload changes.
Contribution (1): Taming SLO violations.
Kurma decouples request
completion time into: (i) service time, (ii) base network propagation delay,
and (iii) WAN network congestion. At runtime, Kurma tracks changes in each
component independently and thus accurately estimates the rate of SLO violations
among geo-distributed datacenters from the rate of incoming requests. Kurma
eﬀectively tames the rate of SLO violations (local or global) while load balancing
requests across a geo-distributed storage system. This allows Kurma to satisfy
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SLO objectives while redirecting as few requests as possible, eﬀectively minimizing
inter-datacenter traﬃc and associated costs.
Contribution (2): Fast adaptability. Each datacenter periodically (at the
granularity of a few seconds) solves a decentralized rate-based performance model
to compute the rates at which datacenters are allowed to redirect requests among
each other.
This allows Kurma to take advantage of short-term decorrelated changes
(spikes) in load across datacenters by redirecting requests towards neighboring
datacenters which currently have spare capacity (e.g., redirection can take place
between datacenters in neighboring regions, but diﬀerent time zones).
Kurma achieves cost savings (i) by avoiding unnecessary scaling up (e.g.,
as a result of intermittent spikes in load) when the load can be shared among
neighboring datacenters without violating SLO targets, and (ii) by reducing global
over-provisioning by allowing spare capacity to be shared among neighboring
datacenters. Kurma can be used stand-alone or in combination with existing
cloud elasticity techniques [106, 107, 84]. In the latter case, Kurma’s redirection
can buy time for the associated elasticity techniques to scale up without incurring
excessive SLO violations during the provisioning delay (see Figure 7.1).

7.2

Kurma Design

Reference system. Kurma targets a multi-tier service architecture, which is
common for modern Internet-scale Web services. The target service is assumed to
be deployed across a set of geo-distributed datacenters interconnected by a WAN.
Clients access the service at one of the datacenters based on traditional DNS-based
load balancing. Once clients’ requests arrive at application servers (load balanced
through frontend servers), these servers in turn generate tens to thousands of
individual requests for the backend servers (e.g., a distributed database such as
Cassandra). Meeting a strict SLO for the overall client requests’ completion
times depends on consistently delivering low-latency responses from the service’s
backend, despite multiple sources of performance variability [21, 108].
Overview. Kurma tames SLO violations at the service’s backend by realizing
an eﬃcient geo-distributed load balancer that accurately estimates the rates of
SLO violations for requests that are served locally and those that are redirected
across the WAN. Figure 7.3 presents an overview of our approach. An instance
of Kurma runs at each of the service’s datacenters. Each Kurma instance
periodically performs the following tasks: (i) monitors the load (speciﬁcally the
rate of requests to this backend, read/write ratio, and request’s sizes), measures
WAN latency to remote datacenters, and monitors SLO violations for requests
served locally and remotely; (ii) exchanges the measured load, WAN latency, and
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SLO violations with other Kurma instances; and (iii) computes inter-datacenter
request redistribution rates and enforces these rates at the application servers. The
problem of intra-datacenter load balancing is well understood [80, 81, 78, 109].
Hence Kurma does not address intra-datacenter load balancing, but rather relies
on existing load balancing within the datacenter. We further assume that by
redirecting requests, Kurma does not cause network congestion.
Kurma solves an optimization problem to determine the request redistribution
rates (i.e., how to load balance requests among datacenters) to minimize or bound
the global number of SLO violations at a target level (e.g., 5%). In particular, each
Kurma instance computes the redistribution rates based on three inputs: current
loads, distribution of WAN latencies, and a family of SLO curves, one per pair of
datacenters. Loads and WAN latencies were gathered in task (ii). For each pair
of source application tier and a destination storage tier, an SLO curve describes
the relationship between the oﬀered load and the expected fraction of requests
that would violate the SLO. An SLO curve is parametrized based on the current
load (i.e., request’s sizes, arrival rate, and read/write ratio), datacenter’s capacity
(i.e., the number of backend servers currently running∗ ), and the WAN latency
distribution from the sender to the datacenter. An initial set of SLO curves
is obtained via oﬄine backend proﬁling (see Section 7.3) or can be estimated
at run-time using queue modeling techniques.
SLO curves are adjusted at
run-time according to measured inter- and intra-datacenter network latencies (base
propagation and residual latency). When solving the optimization problem at
run-time, each Kurma instance deterministically chooses an appropriate SLO
curve based on current conditions.
Application servers in a datacenter enforce the request redistribution rates
computed by that datacenter’s Kurma instance. Because Kurma only computes
aggregate rates, these need to be enforced by the application servers in a
∗

We consider each server to be identical, but the solution could be generalized to have diﬀerent
types of servers to have diﬀerent SLO curves; hence Kurma can deal with heterogeneous servers.
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distributed manner. This problem is well suited to distributed rate-limiting
techniques [110, 111, 79]. These techniques have been applied within datacenter
environments where servers can communicate frequently and with very low
latencies. We assume that a similar approach can be employed in our design,
but for clarity present our solution in terms of aggregate rates. Furthermore,
using aggregate rates is appealing as it makes the approach scale better.
In the next section, we describe how we obtain SLO curves and our intuition
behind their usage.

7.3

Load versus SLO violations: Local and
Remote

The seminal work of Kleinrock [112] and Kleinrock & Gail [113] demonstrated
how to capture the trade-oﬀ between eﬃciency (throughput) and response time,
providing insights into the means to obtain an “optimal” operating point for
systems and networks. Inspired by these works, we attempt to demonstrate
how one can apply a similar line of reasoning when load balancing work over
a geo-distributed system.
Figure 7.4 shows the relationship between a system’s throughput and SLO
violations in the case of a Cassandra cluster. In this experiment, we proﬁled a
ﬁve-server cluster deployed at one Amazon EC2 site. The SLO target was set to
obtain a 95th percentile latency of 30 ms. We gradually increased the oﬀered load
until we hit the cluster’s saturation point at around 55k req/s (shown by the black
arrow in the bottom plot). Beyond this point, the arrival rate exceeds the service
rate, and the servers’ queues start to grow (unbounded). This operating point
marks an absolute bound on arrival rate, as it should not be reached.
Figure 7.4 also shows that cluster of ﬁve servers can sustain at most 43k req/s
(with approximately 78% cluster utilization) before 5% of the responses to requests
exceed the SLO. Thus, a load of 43k req/s deﬁnes the cluster’s saturation point
for the 95th percentile (shown by the blue arrow in the top graph). In the presence
of an elastic controller this level of load would trigger the addition of a VM.
Similar load and resource pressure models (e.g., CPU and RAM utilization) are
fairly accurate and are described in works on elastic scaling [84, 114, 82, 115].
However, applying them directly to geo-distributed load balancing was not done
previously; primarily due to the diﬃculty in accurately estimating SLO violations
in remote datacenters given dynamically changing WAN conditions. Moreover,
using resource pressure models such as CPU or memory utilization is insuﬃcient
for accurate geo-distributed load balancing; as these models do not operate in terms
of requests, it is not clear how to decide on redirection rates among datacenters
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Figure 7.4: Relationship between throughput and the rate of SLO
violations for a five-server Cassandra cluster running on Amazon EC2 on
r4.large instances. The workload was generated using an open loop
workload generator with a Poisson request interarrival distribution.

and how to estimate the resulting eﬀect.
The three-way relationship between the load, WAN latency distribution, and
rate of SLO violations has important implications when attempting to load balance
across a geo-distributed system. Consider a scenario where a remote datacenter
located in Ireland attempts to redirect its requests to a neighboring datacenter in
Frankfurt. The WAN RTT between these datacenters is 22 ms (at the time of this
measurement); therefore, keeping SLO violations under 5% when doing request
redirection is viable only when Frankfurt can serve 95% of requests in under 8 ms.
This requires that the utilization at the Frankfurt datacenter be suﬃciently lower
than 78%. This relationship is captured by the green line in Figure 7.4, which
shows SLO violations observed by the Ireland datacenter for requests redirected
to Frankfurt. The green line shows that the SLO violations for redirected requests
increases faster than for requests that are served locally. Consequently, the load
at the remote datacenter (assuming the same hardware conﬁguration) should not
exceed 36k req/s in contrast to 43k req/s when requests are served locally. In other
words, this implies that the farther away the remote datacenter is, the less loaded it
should be in order to serve remote requests within their SLO target. Naturally, this
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creates a trade-oﬀ between the effective distance between neighboring datacenters
and the load (on the receiver’s side) that a datacenter would experience while
serving redirected requests.
Note, because of the exponential growth of SLO violations, it might be
desirable to sustain a greater number of SLO violations (e.g., 5% or above) for
the redirected requests in order to reduce local number of SLO violations, thus
minimizing the total SLO violations.

7.3.1

Constructing Local SLO Curves

To construct SLO curves, we proﬁle a backend cluster of a ﬁxed size within a
single datacenter under gradually increasing loads and variable request sizes. For
each proﬁled conﬁguration we (i) measure the percentile that corresponds to the
SLO target latency (e.g., 30 ms at 95th percentile)∗ and (ii) preserve the measured
service time distribution for use at runtime in combination with WAN latency
distribution in order to accurately estimate the rate of SLO violations for requests
sent from remote datacenters (see Section 7.3.3).† Collecting the entire service
time distribution is crucial, as pressure models (obtained either oﬄine or online)
commonly used in elastic controllers (i.e., load vs. rate of SLO violations) cannot
accurately be combined with a joint distribution of network delays to estimate the
rate of SLO violations in remote datacenters.
The sample loads are spaced exponentially, but with more sample points closer
to the datacenter’s saturation point; thus, giving Kurma greater accuracy around
the inﬂection point of the SLO curve. Each proﬁled conﬁguration produces
a single point in a multi-dimensional space and represents the expected rate
of SLO violations for that conﬁguration. At runtime, based on the current
workload for each datacenter, Kurma selects an individual SLO curve that is
a three-dimensional surface that maps a workload mix (reads and writes) to the
expected rate of SLO violations (blue line in Figure 7.4 shows the curve for reads
only). Kurma uses bilinear interpolation to estimate the rate of SLO violations
for read/write ratios that were not explicitly proﬁled.
Our current prototype relies on oﬄine proﬁling to establish the initial
relationship between the load and the rate of SLO violations, in Section 7.8.2.1
we also show how this relationship can be estimated using queue modeling
∗

Some services might distinguish between read and write operations by having diﬀerent SLO
targets for each (i.e., due to distinctly diﬀerent service times), and this can be accounted for when
constructing the SLO curve.
†
While elastic techniques construct variants of load versus SLO violations locally, they do
not preserve the service time distribution, but only capture the aggregate relationship; hence
they cannot accurately combine this data with the WAN latency distributions to estimate SLO
violations for redirected requests.
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formulae [99, 101, 94, 116]. Furthermore, assuming linear or near-linear scaling of
modern storage systems [117], the SLO curve of a datacenter can be derived from
a joint distribution of service times of individual servers in the cluster. Kurma can
utilize SLO curves constructed using any of the above techniques.

7.3.2

SLO Curve Variance

In this section we look at the accuracy of SLO curves and the variance in measured
SLO violations. Figures 7.5a and 7.5b show the distribution of cumulative SLO
violations for targets of 30 and 10 ms respectively. For each oﬀered load shown on
the X-axis we repeated the experiment 20 times.
These ﬁgures demonstrate direct correlation of the variance in service time
distribution with the oﬀered load. An increase in load makes evaluated system
more unpredictable. As a result, for identical median rate of SLO violations, the
variance of the SLO curve aimed at 30 ms target has larger variance than the SLO
curve aimed at 10 ms. For example, Figure 7.5a at load of 36k and Figure 7.5b at
load of 32k, have approximately the same median rate of SLO violations of 5%,
but diﬀerent variances.
Note, for identical oﬀered loads, the variance in SLO violations with a target
of 30 ms has higher variance than for the target of 10 ms. This is an expected
result, since for the 30 ms target, the measurement point is located closer to the
tail of the service time distribution. The variance at the tail is normally higher
than the variance closer to the median of a distribution.
Therefore, to maintain suﬃcient accuracy of the oﬄine proﬁling, it is desirable
to have strict percentile targets (e.g., between 1 and 5%) or lower latency bounds.
Moreover, the variance of the service distribution will also depend greatly on the
type of the application that is being proﬁled.
Figure 7.5c shows two SLO curves based on the median rate of SLO violations
obtained from ﬁgures 7.5a and 7.5b respectively.∗ Figure 7.5c shows us that SLO
curves for 30 and 10 ms have almost identical shapes, but diﬀerent oﬀsets on the
X-axis.

7.3.3

Incorporating WAN Latency Distribution

To reason about the SLO violations at remote datacenters, we incorporate a
WAN latency distribution into the SLO curves at run-time. One way to achieve
this would be to repeat the oﬄine proﬁling while generating the workload from
remote datacenters, thus measuring end-to-end response time distributions of
redirected requests that incorporate both current WAN latency and service time.
∗

Points between measured conﬁgurations were obtained using linear interpolation.
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Figure 7.5: Figures (a) and (b) show the distribution of cumulative SLO
violations for targets of 30 and 10 ms respectively. Each experiment lasted
10 minutes and was repeated 20 times. The top and the bottom of each
box indicate 25th and 75th percentiles, outliers are represented by circles.
Note log scale of the Y-axis. Figure (c) shows two SLO curves based on the
median rate of SLO violations obtained from figures (a) and (b)
respectively.
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However, this approach does not scale well (as it is quadratic in the number of
datacenters). Furthermore, WAN conditions often change [61, 118], which would
require re-profiling the system on a regular basis.
To address this issue, we view the total request completion time as two
components: service time within a datacenter and WAN latency between
datacenters. We perform service time proﬁling only once (as described above);
then at run-time, we reuse these service time distributions and combine them with
WAN latency to obtain an accurate SLO curve for each pair of datacenters.
To accurately and timely incorporate WAN latency into an SLO curve, we
account for both the base propagation delay (which depends primarily on physical
distance and can change when routing changes) as well as the residual network
latency (which is the result of queuing and congestion and depends on the level of
network utilization).
Routing changes can appear as distinct shifts in network latency [119, 61] that
can cause temporal skew in the measured end-to-end delay distribution. Methods
that are oblivious to these shifts (e.g., variants of EWMA) will experience delays
in adaptation to changes in latency distribution caused by such routing changes
(see Chapter 5). In contrast, by measuring these quantities separately, Kurma
rapidly reacts to detected routing changes and selects the pre-computed SLO curve
that matches the current base propagation latency. When combined with the
(locally-proﬁled) service time distribution, this yields an accurate remote response
time distribution and thus can be used to estimate the rate of SLO violations for
redirected requests.
Figure 7.6a shows 15 minutes of RTT measurements obtained between two
VMs located in EC2’s datacenters in Frankfurt and Ireland using tcptraceroute.
This ﬁgure illustrates the two components of network latency: (i) distinct shifts
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in latency levels are correlated with changes in network paths (veriﬁed using
tcptraceroute) and demonstrate the eﬀect of routing changes (highlighted with
red dash-dotted line) and (ii) short-term spike in RTT demonstrate network
congestion. Note, changes in routing do not aﬀect the distribution of residual
latency.
Figure 7.6b shows two CDFs. The right plot (red line) shows RTT distribution
when all samples over the past window were considered. Routing changes appear as
distinct knees in the plot and greatly skew the distribution of delays. In contrast,
the left plot (shown in blue) shows the CDF when the base propagation delay is
removed from the raw latency samples.∗
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Figure 7.7:

Remote service time estimation.

Figure 7.7 shows the estimated remote service time between the sender and
receiver located in the Frankfurt and Ireland datacenters (respectively). We use
Monte Carlo sampling to jointly sample from the distribution of residual latency
(blue line) and service time (orange line) distributions. The joint distribution
is then combined with the base propagation delay (vertical dash-dotted line)† to
estimate the remote service time distribution (green line). We empirically validated
this curve by comparing it with the distribution of service times measured from
the remote datacenter. We ﬁnd that the curves are well aligned, suggesting this
estimation technique has good accuracy (see next Section 7.5).
Moreover, measuring network latency as a single metric (WMA [97] or a
speciﬁc percentile [17, 120]) is insuﬃcient as percentiles of two distributions are not
additive, thus such a metric cannot be combined with the service time distribution
to estimate percentile of the joint distribution.
∗

Further details on how to obtain base propagation latency and decouple network congestion
is available in Chapters 5 and 6, and Sudan Traceroute [59].
†
Note, the base propagation latency is not constant throughout the measurement interval
and shows the last known value.
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In contrast, the black dashed curve in Figure 7.7 shows the remote service time
obtained by jointly sampling from the raw latency distribution and service time
distribution without decoupling the WAN latency into base propagation latency
and residual latency. The diﬀerence is substantial even for a well provisioned
network with a relatively small range of propagation delays (between 22 and 27 ms)
and would result in under- or over-estimating the rate of SLO violations.
The process of incorporating two WAN components with a set of service time
distributions to estimate SLO curves is not computationally intensive and can be
completed within milliseconds. Network congestion is typically infrequent across
WAN links [61], thus, the recomputation does not need to be performed often.
Furthermore, SLO curves can be precomputed for the expected range of base
propagation delays (e.g., with a step of 1 ms) allowing for instantaneous run-time
selection of the appropriate curve under routing changes, this can happen at the
frequency of model recomputation.

7.4

Obtaining Joint Delay Distribution using
Monte Carlo Simulations

To estimate the rate of SLO violations for redirected requests, Kurma needs
to combine the service time distribution at the destination datacenter with the
distribution of WAN delays towards the destination datacenter.∗
One approach would be to try to ﬁt known distributions and attempt to solve
the problem using analytic approaches. However, service time distributions may
vary greatly depending on the workload, while network congestion distribution
is not known a priori. Therefore, Kurma relies on Monte Carlo simulations: a
simpler and more generic approaches that suits numeric solutions well. In this
section we empirically compare two Monte Carlo sampling techniques and estimate
the number of samples needed for accurate estimation of joint distributions.
Problem statement. We have two numeric distributions A = {a1 , a2 , ..., an }
and B = {b1 , b2 , ..., bm } that represent service time distribution and network delay
distribution, respectively. We assume that these two distributions are independent.
We want to obtain a numeric distribution C = {c1 , c2 , ...cp } that represents
the total request completion time (i.e., the sum of A and B). We model this
behavior as two independent random variables, where the cumulative service time
of each request is determined by obtaining random samples from the two source
distributions (A and B). Below we evaluate two sampling methods:
1. Uniform Random Sampling.
Uniform random sampling uses two
independent uniformly distributed random variables to pick two indexes i and
∗

For simplicity we exclude network base propagation delay, as it is a static component.
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j (such that 0 <= i < n and 0 <= j < m) from the source distributions A and B
respectively. Each sample ck ∈ C is obtained as a sum of ai and bj and stored in
C. The process is repeated until a suﬃcient number of samples is drawn.
2. Round Robin + Shuffle. In this technique we use Round Robin to pick
samples from both A and B in a uniform fashion. However, each min(n, m) number
of samples we shuﬄe the order of elements in the distribution with the smallest
number of samples. This allows for uniform contribution from all samples of both
distributions.
Figure 7.8 shows the sample dataset used in this evaluation. S1 and S2 are two
service time distributions obtained using oﬄine proﬁling of a Cassandra cluster
under diﬀerent workloads, thus we can observe visible diﬀerences in the shapes
of the corresponding CDFs. C1 and C2 are Pareto distributions that represent
network congestion. Note, even though C1 and C2 were obtained using the same
conﬁgurations (both with α = 1.0), we can observe a deviation of 20 ms at the
95th percentile .
Next, to estimate the number of Monte Carlo samples needed to accurately
obtain joint distribution, we evaluate the variance of the 95th percentile of the
obtained joint distributions as a function of the number of Monte Carlo samples
(shown in Figure 7.9). Speciﬁcally, ﬁgures 7.9a and 7.9b show that the number of
drawn samples has a direct correlation with the spread of the obtained percentile.
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Figure 7.8: S1 and S2 are two down sampled service time distributions
obtained from offline profiling of a Cassandra cluster under different
workloads. C1 and C2 are synthetically generated Pareto distributions
(both with α = 1.0) that represent network congestion. All four
distributions contain 1000 samples. Black vertical lines and labels on the
top of the graph indicate 95th percentile of each distribution.
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Figure 7.9: 95th percentiles of the joined service time and network
congestion distributions obtained using two Monte Carlo sampling methods.
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However, increasing the number of samples beyond 500k and 100k for methods
A and B does not result in a substantial reduction in the spread of the 95th
percentiles.
We note, variance of the lower percentiles (e.g., median) reduce faster and
requires fewer sampling iterations than the variance of the tail percentiles (median
latency is not shown for brevity).
Moreover, the shape of the initial distributions has an impact on the total
number of samples needed to obtain a joint distribution. For example, in both
ﬁgures 7.9a and 7.9b, the joint distribution S1+C1 requires more samples than
S2+C1.

7.5

Accuracy of Estimating Remote Service
Time Distribution

In this section we look into challenges associated with emulating network
congestion for geo-distributed systems and evaluate the accuracy of Kurma to
estimate service time distribution for requests redirected over the WAN.

7.5.1

Challenges in Emulating Network Congestion

Emulation of network congestion is diﬃcult. Speciﬁcally, we want to have
a reproducible method of generating variability in packet delays that match
real-world network conditions. Figures 5.1 (page 64) or 5.8 (page 79) demonstrate
examples of such conditions.
One approach would be to induce network congestion by generating competing
traﬃc (e.g., using traﬃc generators such as iperf or D-ITG [121]) or by limiting
network bandwidth for ingress traﬃc using Traﬃc Control (tc). However, the
diﬃculty of these approaches is in accurate control and maintenance of the desired
rate of congestion under variable network conditions.
For example, if the amount of generated competing traﬃc is too low, packet
queuing delays will be insigniﬁcant. In contrast, if the amount of generated
competing traﬃc is too high, queuing delays will rapidly grow in an uncontrollable
fashion. Maintaining just enough congestion is diﬃcult because (in the case of a
Cassandra geo-distributed cluster) the amount of actual network traﬃc exchanged
among VMs is not uniform, thus the amount of generated competing traﬃc would
need to be adjusted for each pair of VMs in the cluster. Moreover, the amount of
external load on the system varies over time, which causes Kurma to change request
split ratios among VMs. To account for this variability, it would be necessary to
constantly adjust the amount of generated competing traﬃc or update bandwidth
limits on each VM.
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DISTRIBUTION
The approach that we choose for evaluation of Kurma relies on the tc qdisc
queuing discipline which allows emulation of network jitter. This approach draws
per-packet delays from a precomputed distribution of delays. The available delay
distributions in Linux (e.g., normal or paretonormal are located in /usr/lib/tc)
are two sided (i.e., have both positive and negative delays). However, network
congestion is a positive additive ’noise’ to the base propagation latency on a
network path, hence, no level of network congestion can cause packets to propagate
faster than the base propagation latency between two hosts. Therefore, the default
jitter distributions are unsuitable for accurate emulation of WAN congestion. To
address this issue, we generated custom one sided delay distributions for tc.
Another problem with using tc is that it introduces packet reordering at the
network level.∗ We assumed (and conﬁrmed with our measurements) that packet
reordering does not signiﬁcantly aﬀect Cassandra’s performance, thus it does not
aﬀect the request completion time distribution.

7.5.2

Evaluation

We evaluate Kurma’s accuracy when estimating remote service time distribution
using KVM deployments at our local premises. Speciﬁcally, we deployed a
Cassandra server and YCSB workload generator in two separate VMs, we use tc
to set a base propagation latency of 11 ms and add a one-sided jitter distribution
to emulate WAN network latency between two VMs.
Next, using three distinct levels of load we measured end-to-end request
completion time that incorporated both service time distribution at the Cassandra
server and WAN delay. Next, we compared these results with estimated request
completion times obtained by combining (i) base propagation latency, (ii) service
time distribution obtained during oﬄine proﬁling of the Cassandra server, and (iii)
measured congestion distribution using Monte Carlo simulations (see Section 7.4).
Figures 7.10a, 7.10b, and 7.10c show results for the three distinct levels of load.
All ﬁgures demonstrate that the estimate request completion time distribution
closely follows the measured distribution which suggests a good accuracy of
estimation.

∗

While there are reported ways around this (such as [122]), we were unable to ﬁx packet
reordering using Linux kernel version 4.4.0-87-generic.
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Figure 7.10: Orange dash-dotted lines show service time distribution
obtained during offline profiling. Red solid lines show network congestion
excluding base propagation latency (this distribution is identical for all
figures). Purple dash-dotted lines show measured request completion time
distributions obtained empirically. Black dashed lines show estimated
request completion time distributions obtained using Monte Carlo
simulations.

132

7.6. COMPUTING REDISTRIBUTION RATES

7.6

Computing Redistribution Rates

We now introduce the load redistribution model used in Kurma. Table 7.1
summarizes the primary notations used in this section. Throughout, we use
i, j ∈ N to denote datacenters in the set of datacenters N . The model’s outputs
are the rates λi,j at which application servers at i redistribute requests to the
backend servers at j.
We denote by Di the input request rate at i. These requests are generated by
P
P
application servers at i. Thus, the total demand at i is Λi = Di − j λi,j + j λj,i .
Ω denotes a family of SLO curves. These SLO curves are obtained periodically as
described in the previous section and are treated as an input from the viewpoint of
model computation. In particular, Ωi,j is the SLO curve for the i, j pair of origindestination datacenters, respectively. Each SLO curve is a function of request rate
and ρ, the SLO violation threshold. For a datacenter i redirecting requests to
datacenter j, λi,j Ωi,j (Λj , ρ) gives the expected rate of SLO violations of requests
redirected from i to j.
Next, we introduce two optimization models: KurmaPerf, which aims to
minimize global SLO violations and KurmaCost, which is designed to minimize
cost while complying with SLO bounds.
Table 7.1:

Set of geo-distributed datacenters
Rate at which application servers in i redirect backend
requests to j
Input rate of backend requests at datacenter i
Total demand of backend requests at datacenter i
SLO violation threshold (e.g., 5% for 95th percentile)
SLO curve of requests redistributed from i to j;
Ωij is a function of demand at j and ρ

N
λij
Di
Λi
ρ
Ωij (Λj , ρ)

7.6.1

Notations used in the model formulation.

KurmaPerf

The objective of KurmaPerf is to minimize global SLO violations across a
geo-distributed service. This is formally stated as:
min
λij

subject to

XX
i

λij Ωij (Λj , ρ)

j

X

λij = Di ,

∀i

i

λij ≥ 0,



X

j:j6=i

(7.1)

∀i, j


λij  

X

j:j6=i
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The ﬁrst constraint establishes demand satisfaction. The second constraint
requires non-negative rates. The last constraint means that a datacenter cannot
concurrently redistribute requests to other datacenters while receiving requests
from other datacenters. We added this last constraint after we experimentally
veriﬁed that the kind of request redistribution it prevents: (i) is cost-ineﬃcient,
as it results on average in more redirects for little gain and (ii) greatly increases
model computation time as the solution space is much larger.

7.6.2

KurmaCost

By minimizing global SLO violations, KurmaPerf improves overall application
performance. However, it comes at the expense of redirecting more requests over
WAN links than are strictly necessary to meet the SLO target. Therefore, we
introduce KurmaCost, an alternative optimization model to satisfy SLO objectives
while redirecting as few requests as possible, eﬀectively minimizing inter-datacenter
traﬃc:
X X
λij
min
λij

subject to

i j:j6=i

X
j

λij Ωij (Λj , ρ)
≤ ρ,
Di

∀i

(7.2)

and same constraints as in (7.1)
The additional constraint above imposes the constraint that the total SLO
violations experienced by every datacenter must be below the SLO target.
In contrast to KurmaPerf’s focus on global SLO violations, KurmaCost
focuses on local SLO violations.∗ This diﬀerence is particularly important in
relation to elasticity controllers. Elasticity controllers are typically deployed in a
decentralized fashion and provision nodes based on performance indicators at each
local datacenter (e.g., local SLO violations). By ensuring that each datacenter’s
SLO violations remain below a stated threshold, KurmaCost works in tandem
with elastic controllers to avoid scaling up unless necessarily, which further reduces
costs.
These optimization problems are non-convex (as can be observed by simply
noting the non-convexity of the complementarity constraints in 7.1). Thus, it is
challenging to solve them exactly. Our approach is to quantize SLO curves such
that each λi,j is a multiple of a minimum load balancing quantum (the default is
1% of the total capacity of a datacenter). This enables the solver to consider all
possible solutions if necessary, which is not costly given the settings and with the
modest number of datacenters that we consider. By increasing the minimum load
∗

By considering a weighted sum of SLO violations across all datacenters as a constraint, it
is straightforward to extend KurmaCost to operate with a global SLO target.
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balancing quantum, we reduce the model computation time at the expense of load
balancing precision. However, setting the minimum quantum too small might not
result in performance gains due to variance in the service times at backend servers
(see Section 7.3.2).

7.7

Implementation

We implement the core logic of Kurma in the Datastax Java driver [123] —
a library that provides an API for communicating with Cassandra. Despite
the fact that our Kurma instances are logically-separated from the application
tier, such a driver implementation consolidates both the Kurma instance and
application-server logic at the same node. The driver establishes TCP connections
with local and remote backend servers, allowing Kurma to have full control of
where requests are redirected.
Model
recomputation

All Kurma instances
broadcast their state

All updates delivered
to all datacenters

t
Globally synchronized
state dissemination point

mk

Time interval between consecutive
model recomputations

Safety
margin

mk+1

Time

Figure 7.11: Kurma exchanges its states once per model recomputation
interval (denoted mk and mk+1 ). The time when instances exchange their
messages determined at run-time such that all datacenters receive latest
update just before next model recomputation.

Kurma-to-Kurma communication. We distribute request rates, measured
SLO violations, and WAN conditions among the Kurma instances — via a
full-mesh broadcast that sends messages once per model recomputation interval.
Global state dissemination and model computation are synchronized among all
Kurma instances using NTP [56]. Figure 7.11 shows the model execution and
communication timeline. Triangular markers (mk and mk+1 ) indicate globally
synchronized model recomputations at ﬁxed intervals. The red circle indicates
a globally synchronized state dissemination point, i.e., the moment when all
nodes broadcast their state. The exact time of the broadcast is determined by
the time necessary for all messages to reach all datacenters. Speciﬁcally, ∆t is
135

CHAPTER 7. FAST AND ACCURATE GEO-DISTRIBUTED LOAD
BALANCING USING KURMA
deterministically computed by all Kurma instances at runtime and equals the
one-way WAN delay between the two farthest datacenters in the system and a
ﬁxed safety margin to compensate for NTP error and processing delays (set to
20 ms by default). This guarantees that all Kurma instances will receive identical
up-to-date information just before the next scheduled model recomputation. This
message exchange creates negligible overhead both in terms of network bandwidth
and associated costs. Alternatively, gossiping protocols [124, 125] could be used
to address potential communication scaling issues.
Solving the Model. To implement the model, we use the MiniZing constraint
modeling language [126]. We compile and solve the model using a Gecode
constraint solver [127] at conﬁgurable intervals (default 2.5 s). However, other
modeling languages and/or solvers can be used to solve Kurma’s model. At
run-time, Gecode is pinned to a single dedicated CPU core. Because Kurma is
centralized at a datacenter level the cost of a single core is negatively correlated
with the datacenter size (i.e., for large backend storage tiers the cost of a single
core is insigniﬁcant).
In its current implementation, Kurma does not utilize a direct feedback loop
for SLO violations, thus oscillations and herd behaviors are not possible despite
the system’s rapid reactions to changes in load. Currently, Kurma maintains the
same ratio of reads and writes for redirected rates as in the source datacenter (i.e.,
λi,j has the same read/write ratio as Di ).
WAN Measurements. Using techniques developed in EdgeVar (see Chapter 5),
we decouple residual network variance from the base propagation latency, hence
before each experiment, we conduct a short-term (5 minute) network measurement
among all datacenters to obtain a network latency distribution as currently
observed among the datacenters.
Then, for each pair of source and destination datacenters, we pre-compute a
family of SLO curves by combining each destination’s datacenter service time
distributions with the network congestion distributions between the datacenters
Furthermore, for each pair of datacenters, we
(as described in Section 7.3).
expand the family of SLO curves by considering the previously observed range of
network base propagation latencies with a step size of 1 ms.
At run-time, each instance of Kurma measures the WAN base propagation
latency from itself to remote datacenters. For each destination, Kurma monitors
the minimum response times over a window of 1 second. Then, we subtract
the minimum service time that we obtained during oﬄine system proﬁling. The
resulting base propagation latency is then rounded oﬀ to the nearest ms and used
as an index to select a speciﬁc SLO curve from the family of SLO curves obtained
in the previous step. These WAN measurements are then exchanged among the
distributed Kurma instances.
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Based on our measurements, the WAN between Amazon EC2’s three
neighboring datacenters (Frankfurt, Ireland, London) is well provisioned and
congestion is rare; although, routing changes do occur regularly. Therefore, for
the 30 minute evaluations we measured latency variance only once before each
experiment. However, for long-term production deployments it would be advisable
to measure WAN latency variance and re-compute SLO curves at run-time.

7.8

Evaluation

In this section, we evaluate Kurma and present experimental results to compare
its performance with other geo-distributed load balancing techniques. We aim to
answer the following questions: (i) How eﬀective is KurmaPerf at minimizing SLO
violations (Section 7.8.2)? (ii) How accurately does KurmaCost adhere to a target
SLO bound (Section 7.8.3)? (iii) How much cost savings can KurmaCost achieve
(Section 7.8.4)? (iv) How well can Kurma scale (Section 7.8.5)? (v) Is proﬁling
of a real system beneﬁcial over estimating service time distribution using queuing
theory approach (Section 7.8.6)?

7.8.1

Evaluation Methodology

To evaluate Kurma we deployed Cassandra clusters across three geo-distributed
datacenters of Amazon’s EC2 located in Frankfurt, London, and Ireland. Each
datacenter hosted up to 5 r4.large on-demand instances comprising the actual
cluster and one c4.4xlarge instance running the YCSB workload generator [67].
The replication factor was set to 3 (each key is replicated 3 times in each
datacenter). In all our experiments we assume eventual consistency — which is
commonly used in practice [128, 129]. We use consistency level ONE for both reads
and writes. Inline with the average value sizes found in production systems [130]
we populate the database with 1 million keys that map to values of 150 bytes. The
dataset was stored using Amazon’s general-purpose SSDs [131]. To minimize the
impact of garbage collection on our measurements, we ran both Cassandra and
YCSB instances on the Zing JVM [132]. For all evaluations the SLO target was
set to 30 ms at the 95th percentile.
Workload traces. We evaluate Kurma using real-world traces with temporal
variations in workload (obtained from [133]). These traces represent a web-based
workload and were recorded across multiple geo-distributed datacenters over a
period of 88 days. The traces show the rate of object requests per datacenter at
one second resolution. For each second of a trace we ﬁt a Poisson distribution
to allow us to estimate the inter-arrival request rates at sub-second resolution.
Table 7.2 shows the mapping between the original traces to the datacenter where
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we have replayed them with the indicated shift in time to correlate these traces
with the timezones used for our experiments. Table 7.3 shows the range of base
propagation latencies observed during the experiment.
Table 7.2:

Mapping between the datacenters where a trace was initially
recorded to the datacenter where it was replayed.
Source datacenter

Time shift (hrs)

Virginia
Texas
California

Table 7.3:

+0
+1
+4

Replayed in
London
Ireland
Frankfurt

Observed range of WAN base propagation latencies between
datacenters.

London
Ireland
Frankfurt

London

Ireland

Frankfurt

0
9-10
11-14

9-10
0
22-27

11-14
22-27
0

We modiﬁed YCSB to dispatch requests according to the timestamps recorded
in a trace ﬁle. For each experiment we verify that the workload generator is able
to keep up with the required sending rate, thus acting as an open loop workload
generator. Key popularity was distributed according to a Zipf distribution (as
in [67]).
For the evaluation on Amazon EC2, we selected two distinct intervals of
30 minutes (shown in Figure 7.12). Both intervals were taken from a single day
of the trace∗ and scaled by 450 to match the capacity of our hardware testbed
while preserving workload variations. For brevity we refer to them as Trace-1 and
Trace-2 respectively. Trace-1 demonstrates a major load imbalance, where one
of the datacenters is more loaded than the rest. This provides an opportunity
for load redirection. In contrast, in Trace-2, spare capacity is very limited and
constantly shifts among datacenters, making load balancing challenging. To
operate eﬀectively in this trace a geo-distributed load balancer needs to recognize
and act upon load balancing opportunities.
∗

Day #49 [133] starting at 10:00 and 19:00 hours respectively based on Virginia’s time zone.
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7.8.2
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Two workload traces used in the evaluation.

How Effective is KurmaPerf at Minimizing SLO
Violations?

We experimentally evaluated Kurma’s ability to reduce SLO violations under
dynamic workloads. Speciﬁcally, we evaluate the following alternative techniques:
GlobalRR: Classical Round Robin algorithm that uniformly balances requests
among all backend servers of all datacenters. AllLocal: All datacenters serve
incoming requests locally without any redirection. LatencyAware: Uses an
EWMA of the response times to choose the best performing backend servers (as
implemented in [123]). DynamicSnitch: This is Cassandra’s default strategy
139

CHAPTER 7. FAST AND ACCURATE GEO-DISTRIBUTED LOAD
BALANCING USING KURMA
that performs dynamic replica selection [134]. C3 : A state of the art distributed
load balancing technique [108].∗ MMC : Kurma operates on SLO curves
estimated using M/M/C modeling. We conﬁgure Kurma to track the average
request arrival rate over a 5 s window, with its model re-computation interval set
to 2.5 s, with a load balancing resolution of 1%.
Since Kurma was implemented in the CQL driver, it is backwards compatible
with Cassandra 2.0. During the evaluation we observe diﬀerent performance
characteristics of Cassandra version 2.0. Speciﬁcally, we have to scale down the
workload trace by a factor of 2x. Prior to running this experiment we performed
additional performance evaluation for Cassandra version 2.0 to obtain its SLO
curves and to determine the system’s saturation point.
7.8.2.1

Minimizing SLO Violations for Reads

Figure 7.13 shows the SLO violations for the diﬀerent techniques — normalized
by Kurma’s violations. Unsurprisingly, GlobalRR achieves the second best result
after Kurma, as uniformly distributing requests among all datacenters GlobalRR
avoids “hot spots” and because all datacenters were within the service’s SLO
bound, this results in a relatively low rate of SLO violations. However, this is an
ideal scenario for this technique as, in real settings, not all datacenters might be
viable targets due to excessive WAN latency, hence applying this technique could
lead to unsatisfactory performance. Moreover, it consumes 2.9 and 7.1 times more
bandwidth than Kurma in the two traces, respectively. If deployed, it would incur
a high cost.
LatencyAware tracks an EWMA of latencies to each node. It times out
underperforming nodes with latencies higher than those of the fastest node by a
pre-deﬁned “exclusion threshold”. Using the default values (2.0 and 10 s), this
technique results in the second highest number of SLO violations, possibly as it
enforces an aggressive exclusion that can result in herd behaviors [135, 136].
DynamicSnitch uses an exponentially decaying reservoir [47] to track median
request completion time, but does not decouple network latency and service time
components. The median latency of the requests sent remotely is much higher
than for the local nodes; hence, dynamic snitch fails to exploit remote redirection
opportunities and as a result heavily favors local reads.
Overall, C3 provides poor performance for both traces. We argue that this is
a direct consequence of the fact that C3’s cubic function heavily penalizes nodes
with larger queue sizes. While this might work well within a single datacenter, we
ﬁnd that this scheme provides suboptimal partitioning of load on a geo-distributed
scale.
∗

Because C3 has only been implemented in Cassandra version 2.0, we repeated Kurma’s
evaluation using two diﬀerent versions of Cassandra (i.e., 2.0 and 3.9).
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Figure 7.13: Normalized SLO violations achieved on Amazon EC2 (reads
only). Each bar represents an average value across five experiments.
Kurma reduces the global SLO violations by about 3x when compared to
schemes that do not blindly spraying requests across the WAN. The
number above each bar is the total data transfer (in GB) between
datacenters incurred by each technique over 30 minutes. The absolute
average value of SLO violations achieved by Kurma in (a) and (b) are
1.1%/0.8% and 2.4%/1.1% respectively.

7.8.2.2

Minimizing SLO Violations with a mix of Reads and Writes

Next, we ran read/write experiments with Trace-2 and a 4% write ratio per
datacenter. In Cassandra, writes are always propagated to all replicas that hold the
given key, whereas the consistency setting merely implies the number of replicas
required to conﬁrm the write operation before a response can be sent back to the
client. All datacenters propagate their fraction of writes to each other, causing
each datacenter to experience a variable write ratio (8% to 16%) throughout the
trace duration.
We introduce two additional baselines in which we used Kurma’s SLO curves
and model to decide on the actual load redistribution; however, we conﬁgured the
system’s responsiveness to match two prominent techniques: DNS and EWMA.
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Figure 7.14: Normalized SLO violations achieved on Amazon EC2 (reads
and writes on Trace-2). Each bar represents average value across five
experiments. Absolute average value of SLO violations achieved by
KurmaPerf is 5.07%

The DNS case is an approximation of DNS based load balancing that takes
clients’ session stickiness into account. We used the client’s session departure rate
from Figure 5(b) in [102] to obtain an estimate of the rate limit at which load can
be redirected among datacenters (we set this limit to 1.3%/s, i.e., 3.25% per 2.5 s
of the model’s re-computation interval). EWMA is a slow-paced, model-based
load balancing approach tailored towards adapting to diurnal patterns (based on
Donar’s conﬁgurations [137]). Speciﬁcally, we tracked the rate of request arrival
as an EWMA (α = 0.8, interval 10 minutes) with model re-computation every
10 minutes.
Figure 7.14 shows the results. Using Kurma’s model, DNS was able to
outperform GlobalRR and AllLocal, although due the stickiness of its clients, the
technique generated more intra-datacenter traﬃc and showed lower SLO reduction
when compared to KurmaPerf. EWMA was able to track at a coarse granularity
the load trends at each datacenter; by redirecting a fraction of requests it showed an
improvement over no redirection at all. However, it was unable to take advantage
of short-term variability in load, and thus demonstrated much lower performance
than Kurma; hence, it is better suited for tracking diurnal patterns.
While in this evaluation we considered only full replication [138, 139], Kurma
can work with multiple keyspaces and dynamic replication policies (e.g., when a
fraction of the most popular keys reside at the caching servers [128]). Kurma is
inherently aware of keyspaces’ replication policies, allowing it to direct requests to
datacenters that can serve these requests while adhering to the redirection rates
provided by the model.
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Figure 7.15: SLO violations in London with Trace-1, reads only. We show
that, while KurmaPerf keeps the SLO violations well below 5%, KurmaCost
still adheres to the SLO threshold while being more cost-effective.

7.8.3

Taming SLO Violations

Figure 7.15 shows a time series of the local SLO violations for London — our
most loaded datacenter — averaged at one minute intervals. We can see that
both KurmaPerf and KurmaCost signiﬁcantly reduce SLO violations compared to
AllLocal. This highlights the fact that KurmaCost maintains the SLO violations
close to its conﬁgurable target of 5%, thus minimizing the number of redirections
compared to KurmaPerf, hence it is more cost-eﬃcient.

7.8.4

How well can Kurma reduce cost?

Kurma can reduce the cost of running a service by avoiding excessive global
over-provisioning. Speciﬁcally, it attempts to redirect load away from a datacenter
before it becomes overloaded and would require scaling up. In this section we
leverage simulations to evaluate potential cost savings achievable using KurmaCost
and KurmaPerf models. We utilize our previous testbed settings with three
datacenters and use static inter-datacenter WAN latencies, i.e., without routing
changes and network congestion. We selected continuous 30-days of workload
traces.∗
We assume the presence of a threshold based elastic controller in each
datacenter (e.g., EC2 Auto Scaling [140]). When the incoming load in a given
datacenter exceeds a threshold that matches 5% SLO violations, the controller
adds an additional VM. The actual threshold values were obtained during our
∗

Days 34-64 from [133], scaled up for a cluster of 5 VMs per datacenter
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oﬄine proﬁling (see Section 7.3). We conﬁgured the controller to operate at the
granularity of one minute (as suggested by Amazon EC2 [86]). Thus, for every
minute of the trace, we estimate the expected rate of SLO violations, pass this
information to the elastic controller that subsequently makes a scaling decision on
a per datacenter level.
The operating cost, for each evaluated technique, was computed as a sum
of the costs of VM provisioning (1 VM costing US$0.133/hour) and interdatacenter WAN traﬃc (costing US$0.01/GB).∗ The total cost of WAN traﬃc
was computed as a product of the total number of redirected requests and the
average request/response size measured experimentally (375 bytes in our setup).
Evaluated techniques. As an upper bound for operating costs we used the
AllLocal strategy where each datacenter has to serve all incoming requests locally
without redirects. Cost savings were calculated relative to this upper bound. For
the lower bound we compute the VM provisioning in the AllShared setting where
all load can be shared amongst datacenters without any penalty for WAN latency
or costs for redirected traﬃc. While this is not achievable in practice, it puts the
other techniques into perspective.
In contrast, before triggering the elastic controller, both of Kurma’s models try
to distribute the load amongst datacenters such that their corresponding objectives
are achieved (i.e., minimizing global SLO violations and bounding SLO violations
at 5% margin in each datacenter). When either model would exceed the SLO
target, the elastic controller scales up the overloaded datacenter.
Today, the minimum billing period from third-party cloud providers is 1 minute
[11, 141, 142]. However, depending on the type of the service and the size of a
VM’s state, it might be impossible to turn on/oﬀ VMs at such a high frequency.
Therefore, for completeness we considered minimum billing periods of 1 and
60 minutes, shown in ﬁgures 7.16a and 7.16b respectively. We report average
savings per day over a 30 day period. The costs are divided into VM provisioning
and WAN redirection.
Figure 7.16a shows the results for 1 minute billing interval. This is considered
a worst case scenario for Kurma’s relative savings given that VM allocations can
be more ﬂexibly provisioned to accommodate changes in workload. KurmaCost is
only 7% oﬀ from the absolute lower bound — that assumes that all datacenters
are co-located. With a 60-minute billing interval, KurmaPerf can reduce costs by
up to 15%, while KurmaCost can reduce costs by up to 17% and this is only 6%
from maximum attainable savings.
In Figure 7.17, we plot CDFs that show how the percentage savings of
KurmaCost for diﬀerent scaling factors (based on 1 hour billing interval). As
we can see, the smaller the clusters are, the higher the overall percent of savings.
∗

For this analysis, we ignore the cost of gossiping traﬃc as it is negligible.
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Figure 7.16: Total cost of provisioning VMs and redirecting requests for
24-hours (averaged over 30 days), minimum billing periods are 1 and 60
minutes. Whiskers indicate standard error of the mean. For 1 minute
billing period KurmaCost is only 7% off from the maximal attainable
savings.

This is because, for lower cluster sizes, the elasticity technique has a higher relative
scaling step. For example, adding 1 VM to a cluster of size 4 is roughly a 25%
increase in capacity and costs, while for a cluster of 40 it is 2.5%.
With increased cluster sizes, the reduction in savings becomes progressively
lower and we hit a median of 7% for a 40 VM cluster. The reason is that, once we
reach a high enough resolution, the relative scaling step no longer plays a major
role. The wasted capacity (and hence the savings) come primarily from the fact
that VMs are being provisioned for a ﬁxed one hour duration, whereas spikes
(which could have otherwise been redirected) can last for a shorter interval.
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Figure 7.17: Savings in operational costs achieved by KurmaCost for
different cluster sizes. Note that as the clusters get bigger, the percentages
of savings are reduced. Moreover, this rate of reduction is decreasing,
where we plateau to a median of 7% savings for a cluster of size 40.

7.8.5

How Well Can Kurma Scale?

To assess Kurma’s scalability, we empirically evaluate our model’s time complexity.
Figure 7.18 demonstrates how the model computation times are aﬀected by the
size of the load balancing quantum and the number of datacenters. Using a load
balancing quantum of 1% (default) Kurma solves the model for 5 datacenters,
with a median completion time under 10 s. Using a load balancing quantum of
8% Kurma can scale up to 8 datacenters with median completion time of 1 s.
Kurma computes its model suﬃciently fast for today’s scale of several to
ten datacenters per provider. For providers that operate a greater number of
datacenters, it is likely that only a fraction of them will be able to handle
redirections while still satisfying SLOs (due to high RTTs). As such, we posit that
the number of datacenters that are viable targets for redirection (and therefore
considered by our model) will remain in reach of our computational ability.
Next, using KVM emulation we evaluated the eﬀects that changes in
computation time and load balancing quantum have on Kurma’s ability to reduce
SLO violations. We utilized the same testbed settings with three datacenters,
WAN latency was emulated using the Linux tc command without jitter or packet
loss and matched WAN latencies between three datacenters of EC2.
In Figure 7.19a we evaluate Kurma’s sensitivity to diﬀerent model recomputation
intervals (we explored the range between 500 ms and 4 minutes; the length of
Kurma’s averaging window is set to double the size of the recomputation interval).
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Figure 7.18: Model computation time for different load balancing
quantum. Using only 1 CPU core, Kurma’s model can support up to 8
datacenters.

In this experiment, our system can tolerate computation intervals up to 30 s
before performance starts to degrade. However, the desired frequency of model
recomputation is a function of the load variability across geographic regions and
can change over time.
Next, in Figure 7.19b we look at the eﬀects of the load balancing quantum on
the performance. The graph shows that we can increase load balancing quantum up
to 8% of the datacenter capacity without inﬂating SLO violations. Going beyond
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Figure 7.19: The effects of model recomputation intervals (left) and the
size of the load balancing quantum (right) on SLO violations.
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8% makes Kurma more rigid, thus preventing it from agile load balancing, up to the
point when no load balancing occurs. By increasing load balancing quantum, we
reduce the model’s computation time and thus can increase its scalability without
signiﬁcant eﬀect on performance.

7.8.6

Is profiling of a real system beneficial?

Figure 7.20 shows two sets of SLO curves obtained using oﬄine system proﬁling
and M/M/c queuing theory.
To build SLO curves for an M/M/c model, we follow the steps outlined in
Section 7.3; however, here we estimate the percent of SLO violations under diﬀerent
levels of load by computing M/M/c sojourn time distribution (see page 46 of [143]).
Based on our measurements we set c = 10 and µ = 5500k. Figure 7.20 shows that
at an SLO target of 5%, M/M/c overestimates cluster capacity by 11000 req/s.
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Figure 7.20: SLO curves for a 5-VM dual-core Cassandra cluster,
obtained using offline profiling (left) and M/M/c queuing theory (right).
M/M/c overestimates cluster capacity by 11 K req/s.

To evaluate the eﬀects of using M/M/c we ran the same set of experiments
as in Fig 7.13. Under both workloads (Trace-1 and Trace-2) Kurma performs
identically to AllLocal. However, as the SLO curves estimated by M/M/c do
not represent the actual system’s behavior, Kurma does not redirect a suﬃcient
number of requests. While other queuing techniques could be used to produce a
more accurate estimate of the response time, comparing these techniques is outside
the scope of this work. Here, we merely demonstrate how Kurma can operate
with diﬀerent types of SLO curves as inputs. In summary, in our evaluation –
using real system proﬁling proved to be very beneﬁcial because standard modeling
approaches did not produce an accurate relationship between load and the rate of
SLO violations.
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7.9

Limitations

Predictable service time distribution. Kurma inherently assumes predictable,
low variance of service time of the target system, such that it is possible to establish
relationship between the rate of request arrival and the rate of SLO violations. If
the variance of service time is too high, then the estimate of SLO curve will not be
accurate, leading to suboptimal performance (i.e., redirecting too many or too few
of requests). An example of this is search engine workloads. For search queries, the
fan-out — or how many node accesses are performed — can be unknown apriori,
making it diﬃcult to load balance such requests earlier on. For other setups, the
variance could be a consequence of the system’s software delays. On Cassandra,
garbage collectors can cause unexpected stalls, resulting in a higher service time
variance. We address this issue by deploying Cassandra with Zing JVM and its
pauseless garbage collector. Our results show that even with Java we can get good
results. We expect that systems that show lower variance in service times (e.g.,
RAM based caches and systems written in native programming languages), should
be able to operate even better.

7.10

Discussion

How general is Kurma’s design? Even though this chapter’s focus was mainly
on using key-value store deployed across geo-distributed datacenters, we believe
that mechanism for estimating the expected rate of SLO violations for redirected
requests used in Kurma is fairly generic and can be used for other applications and
deployments. Speciﬁcally, utilizing Kurma for load balancing can be advantageous
for services whose communication delays and service times are of comparable orders
of magnitudes.
How well can Kurma perform under strong consistency? Our current
prototype assumes services with eventual consistency — which is common usecase today [128, 129, 144]. Kurma performs load balancing by carefully choosing
requests’ split ratios among available datacenters. Strong consistency, typically,
requires simultaneous communication with multiple replicas, which naturally limits
available choices and could reduce the beneﬁts of load balancing in general.
Moreover, the eﬀect of stragglers can obscure some of the beneﬁts attained from
accurate geographic load balancing.
Can Kurma work without full replication? Kurma is inherently aware of
keyspaces’ replication policies and assumes that all data is replicated at every
datacenter. This allows it to direct requests towards datacenters that can serve
clients’ requests while at the same time adhere to the redirection rates provided
by the model. Although, having data (e.g., key or row) replicated only in a subset
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of datacenters would limit the number of requests that can be redirected between
a source and destination datacenters depending on the mix of clients’ requests
arriving at the source datacenter.
While not currently implemented, Kurma’s model can be further extended
to support such replication policies via additional constraint on the request
redirection matrix λij . Speciﬁcally, each value λij would be bounded by the number
of the arriving requests at i that can be served at j.
Can Kurma operate under failures? Kurma relies on a presence of an
external mechanism to detect failures and inform distributed instances of Kurma.∗
At run-time, Kurma’s model handles changes in the number of datacenters and
changes to datacenters’ capacities (i.e., the number of servers in each datacenter).
For example, if a server fails, all distributed Kurma instances switch to an SLO
curve that matches the reduced capacity of that datacenter. Alternatively, if
an entire datacenter becomes unavailable or network partitioning occur, Kurma
excludes unaccessible nodes when solving its model. Thus, no redirection rates are
being assigned to unavailable datacenters.
Can Kurma operate with different workload mixes?
Service time
distribution of a storage system can change non-negligibly depending on the
workload characteristics, e.g., request sizes and read/write ratio. We assume, that
in practice these characteristics will be known for the most common workloads,
making it possible to incorporate them into the initial oﬄine proﬁling (see
Section 7.3.1). At run-time, Kurma can then react to changes in workload mixes
by simply switching between pre-computed SLO curves as necessary.
In Section 7.8.2.2 we showed that Kurma can operate well with two distinct
types of request (namely reads and writes). We believe that dimensionality of SLO
curves could be expanded to cover request size distributions. However, operating
under variable request sizes can be examined in more detail in the future work.

7.11

Conclusion

Kurma is the ﬁrst system that takes into account the actual service time and
inter-datacenter WAN latency distributions to accurately estimate the rate of SLO
violations for requests redirected across geo-distributed datacenters. Kurma is
built on top of our prior works described in Chapters 3, 5, and 6.
Kurma realizes a decentralized geo-distributed load balancing system that
quickly performs accurate, global load balancing decisions within a few seconds,
enabling it to rapidly react to changes in load. By operating at the granularity
of seconds, Kurma can work in tandem with modern elastic controllers, thereby
∗

Current Kurma’s implementation utilizes Datastax CQL driver that maintains a list of alive
Cassandra nodes.
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reducing over-provisioning and SLO violations incurred during provisioning delays.
We demonstrated that our techniques can operate with both reads and writes and
can optionally reduce the cost of running a service.
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Chapter 8
Related Work
he performance of geo-distributed systems depends on a wide range of
factors including networking, cloud computing and virtualization, software
veriﬁcation, and various domain speciﬁc algorithms. Naturally, each of
these areas by itself is a substantial research area. Therefore, the following sections
simply summarize research contributions in those areas related to this dissertation
(and the earlier licentiate thesis [145]).

T

8.1

Symbolic Execution

Symbolic execution has a long history, and some of the ﬁrst works are [146, 147].
EXE [44], KLEE [45], JPF-SE [148], CUTE, and jCUTE [149] are modern
examples of symbolic execution tools. Most of these tools are being updated by
academia and open source communities.
Moreover, symbolic execution is not limited to discovering bugs in applications.
For example, Siegel [150] uses the SPIN [151] model checker and symbolic execution
techniques to compare and verify the correctness of the Message Passing parallel
implementation of an algorithm given its sequential counterpart. Person [152]
proposes diﬀerential symbolic execution to determine diﬀerences between two
versions of the same application. KleeNet [153] applies symbolic execution
to a network of wireless sensors. It runs on unmodiﬁed applications, while
automatically injecting non-deterministic events common in distributed systems.
In contrast with this earlier work, GeoPerf does not require non-deterministic
events or event reorderings; the replica selection algorithms are explored in a
completely deterministic environment. This dramatically reduces the number
of possible code paths to explore, therefore reducing the search time and hence,
reducing the amount of time it takes to compute what triggers each code path’s
execution. We applied symbolic execution to a new problem, and overcame the
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diﬃculties that arose. In particular, our focus has been on performance-related
(speciﬁcally latency) issues.

8.2

Replica Selection

Geo-distributed storage systems tend to forward clients’ requests towards the
“closest” replicas to minimize network delay and to provide the best performance.
This is a common task e.g., in self-organizing overlays [154]. One of the primary
tasks is to correctly compute or estimate the RTT among the nodes. Various
systems have tackled this problem. Vivaldi [155] piggy-backs probes on application
messages in order to infer virtual network coordinates. GNP [156] performs
measurements from dedicated vantage points to compute network coordinates.
Alternative approaches for estimating network distance (and hence infer or
determine the RTT) include [63, 157, 62].
The next step is to use the estimated delay to select an appropriate replica
to contact. Meridian [158] is a decentralized, lightweight overlay network that
can estimate the delay to a node in the network by performing a set of pings
that are spaced logarithmically from the target (i.e., each consequent ping is sent
from an overlay node that is closer to the destination). OASIS [159] is a system
built on top of Meridian, but additionally incorporates server load information.
Donar [137] also argues for a decentralized approach, by using a set of mapping
nodes, each running a distributed selection algorithm to determine and assign
the closest replica for each client. C3 [108] reduces long tail latency via careful
replica selection by introducing feedback concerning the load on the servers and
distributed rate control is used to avoid sending additional requests to already
overloaded servers. In our work on GeoPerf, we do not argue that we have the
best replica selection algorithm, but rather provide a tool that can ﬁnd ﬂaws in
the performance of such algorithms.

8.3

Cloud Computing

Cloud computing provides a common platform for deploying and running systems
that are geo-distributed across the globe. While a cloud platform allows simple
deployment of applications, it remains up to the application itself to determine
which geographic region or regions to choose for replication and which network
transport protocols to utilize. For example, Volley [160] addresses the problem of
automatic data migration based on a multitude of factors, such as client activity,
replication policy, and datacenter capacities.
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Cloud providers diﬀer in the number of datacenters and their geographic
locations, services availability, and cost of usage (typically based on numerous
metrics of network and hardware utilization). Ang Li, et al. [22] compared four
popular cloud providers by measuring the performance of their inter and intra
datacenter networks, storage services, and overall costs. They observed signiﬁcant
diﬀerences among the four providers that they tested. A logical continuation of
this work is to deploy on-line services on top of multiple cloud providers, in order
to exploit the best factors of each provider. For example, Wu et al. [17] developed
SPANStore, a key-value store that can span across multiple cloud providers,
while striving to satisfy latency, fault tolerance, and consistency constraints, and
minimize overall cost of deployment. Bessani, et al. [24] evaluated the possibility
of using multiple clouds in order to increase the security of the data being stored.
However, to date, it is still uncommon to utilize multiple cloud providers,
primarily because of the diﬀerences in cloud interfaces, hardware conﬁgurations,
and billing costs. As a result, a ﬁnite set of datacenters of a single cloud provider
acts as an ecosystem for the deployed application, thus placing a ﬁnite limit on
the variety of deployment and replication policies. For example, Amazon EC2
currently has 10 geographic locations, each with an average of 3 availability zones.
This limited number of datacenters signiﬁcantly reduces the search space for
satisfactory dissemination strategies.

8.4

Network Measurements

Existing work in the area of latency measurements can be generalized into two
categories. The ﬁrst category [32, 31, 30, 35, 34] concentrates on studying the
impact of virtualization on the network and application performance in a cloud
environment. These works show that sharing hardware resources can have a
negative eﬀect on latency, throughput, and bandwidth of applications running on
these virtual machines. Moreover, these performance artifacts are very diﬀerent
from those that occur in non-virtualized environments and these artifacts are often
hard to predict.
The second group of works [161, 52, 162] study packet loss, delay, and jitter
over geo-distributed WAN network paths. An interesting comparison of cloud
providers is done in CloudCmp [22], where the authors computed the CDF for
optimal paths from 260 clients provided by the PlanetLab testbed [163] to the
datacenters of four cloud providers; three datacenters from Amazon were tested
among other conﬁgurations. They report that the latencies among datacenters
are highly dependent upon their geographic locations. Latencies between diﬀerent
cloud providers are often incomparable due to the diﬀerent geographic locations of
their datacenters. These results suggest that any static conﬁguration of the replica
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selection algorithms should be always tailored to deployment on a speciﬁc cloud
provider.
However, to the best of our knowledge, our study in Chapters 3 and 4, is the
ﬁrst to show the correlation of geo-distributed network paths among all regions of
one cloud provider, and to demonstrate how such dynamics can aﬀect the selection
of the nearest replica.

8.5

Stream Sampling

Data sampling has important applications in numerous areas: medicine, economy,
computer systems, and networking. The general problem can be summarized as
how to select a subset of samples from a potentially inﬁnite stream of data, such
that this small subset would be representative of the initial data. This is often
done for reasons of optimization and performance, particularly in cases of Big Data
where storing the entire set of samples in memory is infeasible or the resulting
computational time makes it impractical.
Research in this area has a long history. Vitter [164] proposed several methods
for sequential random sampling from a pool of samples with a known size. Later
he removed the requirement for knowing the initial size of the pool in his follow
up work [165].
Aggarwal et al. [166] highlights the advantages of a biased rather than unbiased
methods of reservoir sampling; then he proposed new biased sampling algorithms
and deﬁned their useful properties, such as the maximum size of the reservoir.
Cormode et al. [47] proposed a novel approach to use a forward decay function
in biased reservoir sampling. This technique uses the relative time from the start
of sampling rather than the absolute time of an individual sample’s arrival, when
determining the probability of inserting a given sample into a reservoir. This
method was later used as a basis of Cassandra’s [6] Dynamic Snitch replica selection
algorithm.
While there is a lot of work in deriving various sampling algorithms that ﬁt a
speciﬁc purpose, little or no work has been done to answer the question of when a
particular reservoir has changed suﬃciently to be re-evaluated. In the context of
replica selection, we studied the eﬀects of periodic resets of sampling reservoir on
the system’s performance.

8.6

Transport Protocol Optimizations

Winstein et al. [167] have demonstrated that RemyCC is capable of generating
congestion control algorithms based on a traﬃc model and objectives, such as
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high throughput and low queuing delay. In their evaluation, an automatically
generated congestion control system was able to outperform existing humandesigned techniques including TCP Vegas [168], NewReno [169], and Cubic [170].
This demonstrates that prior knowledge of network conditions can improve the
performance of the generated algorithm. Moreover, no single implementation
is optimal for all types of networks and application requirements. Sivaraman,
et al. [171], further explored automatically generated protocols. While current
results seem to be very promising, it remains unclear whether it is possible to
automatically generate a protocol that outperforms a human-designed counterpart
under a variety of network conditions and topologies.
Existing TCP protocols rely on the slow start mechanism, where a congestion
window is incremented (usually exponentially) and smoothed RTT is measured
over the course of several segment exchanges. Utilizing EdgeVar’s knowledge of
network paths and latency classes, we can immediately provide the relevant latency
information, thus potentially accelerating the TCP slow start mechanism.
Today, TCP is widely used in cloud datacenters (Alizadeh et al. [172] reports
99.91% of traﬃc in a Microsoft datacenter was TCP); however, default congestion
control mechanisms fail to provide high link utilization and low latency, while
facilitating a wide range of ﬂow sizes. To address this problem, DCTCP [172]
relies on Explicit Congestion Notiﬁcation (ECN) notiﬁcations by switches to report
the amount of network congestion. Unlike other congestion control mechanisms
that reduce the size of the congestion window by half, upon detecting congestion,
DCTCP reduces the window’s size in proportion to the fraction of packets that
are marked by ECN, thus allowing the protocol to maintain stable link utilization
in the presence of competing traﬃc.
DX [173] proposes a high precision (sub-microsecond) latency-based congestion
feedback mechanism. Using either software (DPDK) or hardware (NIC) based
packet timestamping, one-way delay measurements, and additional packet queues
DX removes various sources of variability in the RTT measurement due to network
stack, packet batching, and NIC queuing. As a result, Lee et al. [173] achieved
queuing of only a few packets while achieving 10 Gbps throughput.
Moreover, TCP was never designed to operate in a virtualized environment.
Delays associated with virtual CPUs of VMs not scheduled on a physical CPU
can erroneously suggest the presence of network congestion, thus increasing the
number of retransmissions and increase latency, while simultaneously reducing link
utilization. PVTCP [174] proposed a technique to detect periods of Virtual CPU
(VCPU) preemption using the rate of change in Linux system clock (also known
as jiffies). When a VM is executing its system clock is incremented regularly
by periodic interrupts. Each interrupt increases jiffies by one. However, after
the period of preemption, a VM’s system time is updated by the hypervisor, thus
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the value of jiffies is incremented proportionally to the duration of preemption.
Irregular long jumps in Linux system time indicate preemption of the VM. If
a period of preemption is detected, then all outstanding TCP RTO timers are
adjusted by the duration of the preemption (to avoid triggering retransmission of
packets that arrived when the VM was not scheduled) and RTT measurements
received in this period are ignored. In contrast to our approach, PVTCP does
not address delays associated with the VM scheduling on the receiver and simply
treats these delays as a network delay.
Vigfusson et al. [175] outline the limitations of IP Multicast: its lack of
reliability, ﬂow control, and limited scalability in terms of the number of multicast
groups used. They propose MCMD, an application level protocol, that addresses
the scalability limitation by multiplexing a limited number of hardware multicast
groups at the routers, while remaining completely transparent to the application
that is using it. Chu et al. [176] outlined the same protocol limitations and
developed Narada, an application level implementation of IP Multicast. This work
demonstrates the possibility of constructing a dissemination network on top of the
dynamic and heterogeneous Internet environment.
Petlund et al. [177] study the suitability of SCTP for latency sensitive thin
streams. They report that despite SCTP often being used as a transport
protocol for thin-traﬃc signaling, its latency performance (based on its default
conﬁguration) is inferior to TCP. They addressed this issue by modifying timers
and retransmission policies of SCTP, but also argue that it is important to apply
new conﬁgurations in the presence of only thin-traﬃc streams.
When designing a network transport protocol and modeling its performance,
it is hard to cover all possible deployment scenarios, and this becomes even harder
as networks evolve and become more complex. Many authors agree; for example,
Sivaraman, et al. [171] argue that a single protocol conﬁguration cannot ﬁt all
network states and system needs. Custom protocol conﬁguration adjustments
driven by dynamic real time conditions have a great potential for future networks,
and can beneﬁt from clear network view provided by EdgeVar and Tectonic.

8.7

Geo-Distributed Load Balancing and
Elasticity

In this section we describe techniques that are compliment to Kurma.

8.7.1

Geo-Distributed Load Balancing

A signiﬁcant body of work has been conducted in the area of load balancing for
geo-distributed clusters [97, 94, 105, 137, 102, 178, 99, 98]. Content Delivery
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Networks (CDNs) [178] rely on request redirection, which is done via DNS.
Donar [137] builds a general-purpose service selection mechanism that can be
used for this purpose as well. In our evaluation (Section 7.8 on page 137), we
highlight Kurma’s fast adaptation by comparing it with the DNS- and Donar-like
approaches.
WARD [94, 179] demonstrates the feasibility of geo-distributed load balancing
by using an M/G/1 model to compute the fraction of backend requests that
should be redirected remotely. Kanizo et al. [99] applies M/M/1 modeling to
leverage diurnal patterns among datacenters while assuming static WAN latency.
Ardagna et al. [98] integrates geo-distributed load balancing with elastic scaling,
however, unlike Kurma, can only provide SLO bounds in terms of average response
time. While both works clearly demonstrate the beneﬁts of geo-distributed
load balancing, they fail to address variability in network latency and uneven
load distribution among datacenters. While both works clearly demonstrate
improvements in both tail and median request completion time, the distinctive
property of Kurma is its ability to accurately tame target SLO while minimizing
the number of redirected requests. Moreover, Kurma adapts to both the variability
in network latency and uneven load distribution among datacenters.
Cardellini et al. [93] discusses limitations of DNS based load balancing and
propose a threshold-based load sharing approach where an overloaded web-server
initiates request redirection to other servers based on a proximity metric, such
as end-to-end percentile of the response time. However, such holistic metrics are
unlikely to be optimal.
Dealer [97], computes a Weighted Moving Average (WMA) of service time
and network latencies among service components of a geo-distributed service.
In contrast to both approaches, Kurma monitors more ﬁne-grained metrics decomposes the network latency into base propagation delay and variance. We
note that [137] mentions the possibility of incorporating network latency variance
as one such functions; however, Kurma demonstrates how this can be achieved in
practice.
Recently, many theoretical works have emerged, proposing resource scaling and
load balancing among datacenters with an aim to reduce electricity costs [180,
100, 181] or carbon footprint [101] while satisfying SLO objectives. However,
these works aim to track hourly changes in electricity cost and do not constrain
themselves with strict time bounds on response times. In our evaluation,
we observed that theoretical approaches abstract away the complexity of the
underlying system, which can make it diﬃcult to apply these works directly to
real systems (see Section 7.8.6 on page 148).
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8.7.2

Dynamic Data Replication

Dynamic data replication can be used as a form of load balancing [120, 160, 182,
17].
Shankaranarayanan et al. [120] minimizes response time percentiles for
geo-distributed datastores by solving a data placement model. In contrast, Kurma
considers service time delays that could be aﬀected by changes in replication
policies, and is much faster to react to median WAN latency changes (seconds
vs. hours).
Spanstore [17] replicates data by adhering to a target SLO percentile; however,
it does not take service time into consideration and cannot estimate how the rate
of SLO violations will change with a change in load.
CosTLO [105] reduces latency variance for accesses to cloud storage services,
by using a set of past performance measurements to decide upon the best set
of datacenters to utilize. However, it assumes weekly stability in workloads
and cannot perform quick run-time adaptation to changes in workload or
network latency. Tuba [182] and Volley [160] perform periodic storage system
reconﬁgurations on the order of hours, whereas Kurma works at the level of
seconds and can adapt much faster to changes in load. Volley [160] incorporates
clients’ spatial distribution, datacenters’ capacities, and data interdependency
to solve a data placement problem to improve resource utilization and reduce
clients’ latencies. The above systems assume infrequent reconﬁguration to track
gradual changes in load and network condition; and increasing the reconﬁguration
frequency escalates network traﬃc and replication costs. By adapting to changes
in load at the granularity of seconds, Kurma outperforms these techniques, while
still being able to take full advantage of dynamic data replications.

8.7.3

Cloud Elasticity

Numerous reactive [82, 183, 115, 184, 86] and proactive [185, 106, 186, 84, 83] elastic
scaling techniques aim to maintain applications’ SLOs under dynamic workloads
by sizing the number of nodes that handle requests. However, third-party cloud
providers (such as EC2) do not provide access to the hypervisor, thus certain
techniques are inapplicable [83, 187, 88, 84].
Lim, Babu, and Chase [82] dynamically adjust the number of HDFS servers to
satisfy an application’s SLO under a dynamic workload by empirically correlating
response time with the average CPU utilization across all nodes of HDFS. Agile [84]
dynamically derives the relationship between CPU utilization and observed SLO
violations, then using wavelet resource-demand prediction forecasts workload over
2 minutes into the future in order to provide suﬃcient time to perform VM cloning
and warming up.
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The common challenge of these techniques is to accurately forecast workloads
suﬃciently far into the future to spawn additional VMs and quickly warm
up the application.
This is typically compensated for by some form of
over-provisioning [114, 83], which is wasteful. In contrast, Kurma aggregates the
spare capacity of a few neighboring datacenters that are accessible within the SLO
bound, thus reducing global over-provisioning. Moreover, by rapidly adjusting to
changes in load and redirecting requests, Kurma provides time for the elasticity
techniques to scale up.

8.7.4

VM Live Migrations

VM live migration address the problem of workload variability by migrating VMs
between physical servers while preserving the state of the running service [188,
189, 190]. These techniques require additional cost associated with continuous
or periodic state replication (pre-copy) and speciﬁc handling of the state full
applications (to avoid failure detection or cluster reconﬁguration) which can be
challenging in a geo-distributed setting. In contrast, Kurma does not require any
continuous cost up-front and reacts to changes in load only when they occur. By
tracking changes in load at frequency of seconds, Kurma inherently adapts to
diurnal patterns in workload ﬂuctuations.

8.8

Timestamping

Arlos and Fiedler [191] evaluated timestamping accuracy of various hardware
and software timestamping techniques. In their experiments, they generated a
stream of temporally equally spaced probes and timestamped their arrival at the
destination host. By observing the inter-arrival times of packets and comparing
them to the expected interval, they estimated the precision of various timestamping
methods. Orthogonal to their work, Sommers et al., [192] developed MAD, a
tool for coordinated scheduling of probe emission that allows high precision probe
generation under high load and for multiple parallel experiments. Orosz and
Tamas [193] demonstrated how libpcap can operate with a nanosecond precision
using only software based timestamping.
Time Synchronization A great deal of work has been done in the area of
time synchronization [194, 195, 196]. A comprehensive overview of methods and
associated diﬃculties with performing OWD measurements can be found in [197,
198]. Luckie et al. [199] proposed Time Sequence Latency Probes (TSLP) to
identify and locate the presence of congestion in inter-domain routing. Unlike
other techniques, this method does not require instrumentation of both the source
and the destination. To identify the presence of congestion between two points
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along the path to the destination, TSLP sends probes to the neighboring and
distant routers. Measurements are compared to previous observations; an increase
in RTT to the distant router but not the neighboring router suggests the presence
of congestion between these two routers.
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Chapter 9
Future Work
hroughout this dissertation we already discussed speciﬁc research
directions that can be taken in the relationship to each Chapter either in
a form of limitations or future work. In this section, we focus on Kurma,
the ﬁnal contribution of this dissertation and outline possible future directions for
this work.

T

9.1

Accounting for Performance Variability
Associated with Multitenancy

Currently Kurma relies on the precision of the SLO curves that were obtained
using oﬄine system proﬁling. The absence of the direct feedback allows distributed
instances of Kurma to avoid oscillations and herd behaviors. Unfortunately, VMs
in third-party clouds exhibit variable performance characteristics, primarily due
to interference from other clients and suboptimal performance isolation when
sharing hardware resources. Suﬃcient interference at runtime can render SLO
curves obtained during oﬄine proﬁling inaccurate; thus, causing Kurma to perform
suboptimally (i.e., exceed the target SLO bound or missing an opportunity to
reduce costs).
To account for performance variability associated with multitenancy in clouds,
Kurma could use multiple approaches: rely on performance isolation [79],
rate control [200], smart controller [201, 202], deploying on dedicated VM
instances [203], or dynamically rebuild SLO curves through VM isolation and
online re-proﬁling [107, 84].
Alternatively, Kurma could rely on external tools such as [204, 205] to detect
the presence of interference. Then, Kurma could perform a search over its existing
family of SLO curves in order to ﬁnd a curve that matches the observed rate of
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SLO violations with an expected rate curve. By relying on the natural workload
variability Kurma obtains multiple sample points on the curve.

9.2

SLO Curve Scaling

Elastic controllers can scale individual clusters based on the incoming workload.
To operate in tandem with elastic controllers under variable cluster sizes, Kurma
requires SLO curves for each individual cluster size. The current prototype of
Kurma relies on iterative proﬁling (see Section 7.3.1 on page 122) of each cluster
size. Moreover, if clusters have heterogeneous VMs, it might be necessary to
re-proﬁle each individual VM combination. This is not practical for large scale
deployments that use 10s or even 100s of VMs per datacenter.
We plan that in the future we will evaluate the possibility of interpolating
SLO curve for variable number of VMs per datacenter. The accuracy of such
interpolation can be further improved by performing runtime corrections as
mentioned in the previous section. Potential inaccuracy in such interpolation can
be treated similarly as inaccuracies caused by cloud interference and threated as
discussed in the previous section.

9.3

Kurma’s Logical Centralization

Kurma is designed to be logically centralized at a datacenter level (see Section 7.7)
and implemented in a Datastax Java driver. However, the current prototype does
not support coordination among multiple intra-datacenter instances of Kurma.
To achieve this coordination, multiple Kurma instances within each datacenter
should exchange their state information, solve the model, and decide on individual
redirection rates. This is an important step that will be necessary for a large
scale deployments of Kurma. We leave implementation and evaluation of these
techniques for the future work.

9.4

Tracking Cumulative SLO Violations

Currently, KurmaCost attempts to maintain the rate of SLO violations under
the speciﬁed target (e.g., 5%) at the granularity of the model recomputations (i.e.,
2.5 s). However, due to natural variability in load, the actual rate of SLO violations
can be above or below the speciﬁed target; for example, when available capacity
is suﬃcient to serve incoming load without any SLO violations. Moreover, SLO
violations, commonly, tracked over a longer periods (e.g., minutes, hours, or days).
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Thus, by considering cumulative rate of SLO violations over longer period
KurmaCost could dynamically adjust its SLO target at runtime leading to
additional cost savings.

9.5

Cost Optimal Deployments Based on a
Fixed Budget

In Section 7.8.4 on page 143, we demonstrated how, using simulations, we can
estimate potential cost savings achievable using Kurma across three neighboring
datacenters. The key inputs for these simulations were (i) SLO curves for
Cassandra clusters of variable sizes, (ii) WAN latencies between these clusters,
and (iii) daily workload traces for each cluster.
We believe that the next logical step, is to integrate Kurma’s ability to estimate
cost savings with data placement controllers (e.g., [160, 182, 17]). Speciﬁcally, for a
client that intends to launch a new service we could answer the following question:
Where should I deploy my servers to achieve the best QoS with a given budget?
To answer this question, we could use the Kurma’s simulations to estimate the
cost savings for a range of deployment conﬁgurations and subsequently choose the
best option.∗ However, we note that such deployment space may be quite large.
We leave it to the future work to decide on optimal search strategies.
By accurately combining service distributions with WAN network conditions,
Kurma assists in answering other valuable questions. Today, the number of
datacenters available from various cloud providers is constantly growing. Each
cloud provider needs to answer an important question: Where should the new
datacenter be built? One of the important factors is the provider’s current clients,
services, and their workloads. Thus, a cloud provider needs to know the degree
of improvement that a new datacenter will bring to its clients. Kurma can assist
in answering the latter question by evaluating the eﬀects of having the proposed
datacenter available for service deployment for existing clients.
Another possible angle is to estimate of eﬀects of a change in WAN conditions
among datacenters. For example, a cloud provider could consider an investment to
improving its WAN infrastructure, thus lowering network latency and congestion.
Similarly, a service owner might consider paying for dedicated network links. In
both cases, Kurma can help to reason about the expected payback period of such
an investment by estimating expected cost savings.†
∗

We note that speciﬁcally for new services it might be diﬃcult to estimate expected daily
workload.
†
The same logic can be applied to evaluate the eﬀects of changing VM instance types for a
service (i.e., adding more cores or memory which aﬀects the shape of SLO curve).
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We believe this is not an exhaustive list of possible applications of Kurma and
will leave it to the future work to explore this space.
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Chapter 10
Conclusion
oday, it is hard to ﬁnd an area of human lives that has not been aﬀected
by the modern technological advances in the form of online computing
services. The performance and functionality demand for these services are
constantly increasing, and this trend is likely to persist and grow in the future. The
ongoing competition among service providers results in a persistent demand for
better performance in order to develop new and innovative services. To evolve
alongside these expected demands, distributed services are trying to be more
adaptive, smarter, quicker, and cheaper. Distributed systems that fail to evolve
will become extinct and replaced by competitors.
Throughout this dissertation, we addressed a set of challenging technical
problems standing in the way of geo-distributed systems today. Our main aim
was to improve the quality of run-time decisions performed by these systems. Our
work can be summarized in four steps: (i) understand the underlying deployment
conditions experienced by geo-distributed systems in third-party clouds, (ii)
validate the correctness of the core logic responsible for making run-time decisions,
(iii) provide an accurate and timely input for the core logic, to guarantee its
eﬀectiveness, and (iv) using real-world system, realistic deployment and workloads
demonstrate advantages of the proposed approach.
Our work begins with an extensive cross datacenter latency measurement
described in Chapter 3. In this work, we illustrated the high degree of variability
in network conditions across WAN. Based on these observations, we argued for
the importance of dynamic adaptations to changes in network conditions. Today,
the existing techniques (e.g., replica selection), used by the industry for making
run-time decisions, vary a lot and often change between consecutive releases.
Important questions such as: (i) which network metrics to use, (ii) how often
to change your decision, and (iii) what is the right decision are not at all evident.
To answer these questions, we designed and developed techniques for testing
and validating the core logic responsible for making run-time choices. In Chapter 4
we introduced GeoPerf, a tool for systematic testing of replica selection algorithms.

T
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GeoPerf uses symbolic execution and light-weight modeling to compare two
algorithms in a controlled environment of the event-based simulator. Using
application’s source code, GeoPerf generates speciﬁc latency inputs that expose
weaknesses and performance anomalies in replica selection algorithms. We applied
GeoPerf to test two popular storage systems (Cassandra and MongoDB) and found
two bugs in their replica selection implementations.
Unfortunately, systematic veriﬁcation of the decision-making logic is only a
single challenge for geo-distributed systems. For example, an incorrectly estimated
network latency or service time distribution of a server fed into a “perfect” load
balancing algorithm would likely lead to a suboptimal load distribution. Thus,
our next step was to provide an accurate and timely input for the systems that
perform run-time decisions. First, we looked at the existing latency estimation
techniques that are commonly used by geo-distributed systems deployed in the
cloud. We found that these techniques (based on average and median latency)
have many limitations and do not provide an accurate view of the network states.
In Chapter 5 we introduced EdgeVar, a run-time latency estimation tool
that decomposes a noisy latency signal into two components: base propagation
latency associated with routing and residual latency associated with network
congestion. EdgeVar provides explicit latency estimation and speeds up the process
of adaptation by allowing geo-distributed systems to make a quick decision based
on the accurate view of the network state.
To further improve the quality of the input data, in Chapter 6, we introduced
Tectonic, a tool that tracks an application’s requests and responses both at the
user and kernel levels. By combining knowledge of network latency components
obtained from EdgeVar with the knowledge of service time distribution from
Tectonic we could describe an end-to-end request completion time as a function of
network latency and the load on the remote machine.
This was practically demonstrated in Chapter 7 where we introduced Kurma,
a fast and accurate geo-distributed load balancer. Kurma is the ﬁrst system that
takes into account the actual service time and inter-datacenter WAN latency
distributions to accurately estimate the rate of SLO violations for requests
redirected across geo-distributed datacenters. Using these estimates, Kurma solves
a decentralized rate-based performance model allowing fast load balancing (in the
order of seconds) while taming global SLO violations.
The combination of the individual contributions discussed in this work
yields a cleaner and more accurate perception of the network and system
states. Consequently, having access to this information at run-time facilitates
the decision-making process in the unstable environment of geo-distributed
deployments and provides a solid foundation for building distributed systems of
the future.
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Appendix
A.1

Intercepting Linux Socket API calls

LD_PRELOAD allows to specify a shared library that will be preloaded before any
other library when running an executable. In practice this allows to replace
the content of any linked libraries. For example, Figure A.1 demonstrates an
example of replacing standard sendmsg() call with a modiﬁed implementation.
This technique works equally well with Java, as it uses the same native Linux call
to execute operations on sockets. When an application calls the sendmsg function,
the modiﬁed version of the function will be executed. On line 20 it is possible to
intercept the send call and introduce our own custom logic.
Lines 26 and 27 show how to compile the shared library and how to preload
it before any other libraries. Socket API is part of the Linux kernel and it is
compiled using C. Therefore, a C complier (e.g., gcc) or extern “C” should be
used to avoid function name mangling, thus the symbols in the shared library will
match the API call performed by an application.
A set of useful commands to debug and understand this process includes:
(i) export LD_DEBUG=all shows the process of loading and searching execution
symbols for all executables, (ii) objdump -T socket.so or nm -D socket.so will
show the symbols compiled in the shared library.
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26
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# define _GNU_SOURCE
# include < stdio .h >
# include < assert .h >
# include < sys / socket .h >
# include < sys / types .h >
# include < dlfcn .h >
typedef ssize_t (* o_sendmsg_ptr )
( int sockfd , const struct msghdr * msg , int flags );
// Pointer to the original sendmsg funciton
o_sendmsg_ptr o_sendmsg =
( o_sendmsg_ptr ) dlsym ( RTLD_NEXT , " sendmsg " );
ssize_t
sendmsg ( int sockfd , const struct msghdr * msg , int flags ) {
assert ( o_sendmsg != NULL );
// Instrumentation code goes here ...
return o_sendmsg ( sockfd , msg , flags );
}
# To compile and run :
$ gcc - Wall - fPIC - shared socket . c -o socket . so - ldl
$ LD_PRELOAD =./ socket . so ./ cassandra -f

Figure A.1:

Using LD_PRELOAD to modify functionality of the Linux socket
API.
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