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Abstract
Internet of Things (IoT) communications refer to the interconnections of
smart devices, with reduced human intervention, which enable them to participate more actively in everyday life. It is expected that introduction of a scalable, energy eﬃcient, and reliable IoT connectivity solution can bring enormous benefits to the society, especially in healthcare, wellbeing, and smart
homes and industries. In the last two decades, there have been eﬀorts in
academia and industry to enable IoT connectivity over the legacy communications infrastructure. In recent years, it is becoming more and more clear
that the characteristics and requirements of the IoT traﬃc are way diﬀerent
from the legacy traﬃc originating from existing communications services like
voice and web surfing, and hence, IoT-specific communications systems and
protocols have received profound attention. Until now, several revolutionary
solutions, including cellular narrowband-IoT, SigFox, and LoRaWAN, have
been proposed/implemented. As each of these solutions focuses on a subset
of performance indicators at the cost of sacrificing the others, there is still
lack of a dominant player in the market capable of delivering scalable, energy eﬃcient, and reliable IoT connectivity. The present work is devoted to
characterizing state-of-the-art technologies for enabling large-scale IoT connectivity, their limitations, and our contributions in performance assessment
and enhancement for them. Especially, we focus on grant-free radio access
and investigate its applications in supporting massive and critical IoT communications. The main contributions presented in this work include (a) developing an analytical framework for energy/latency/reliability assessment of IoT
communications over grant-based and grant-free systems; (b) developing advanced RRM techniques for energy and spectrum eﬃcient serving of massive
and critical IoT communications, respectively; and (c) developing advanced
data transmission/reception protocols for grant-free IoT networks. The performance evaluation results indicate that supporting IoT devices with stringent energy/delay constraints over limited radio resources calls for aggressive
technologies breaking the barrier of the legacy interference-free orthogonal
communications.
Keywords: 5G, Battery lifetime, Grant-based and grant-free access,
Massive and critical IoT communications, Radio resource management.
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Sammanfattning
Sakernas Internet (IoT) handlar om sammankoppling av smarta enheter
med liten mänsklig inblandning. Införandet av en skalbar, energieﬀektiv och
tillförlitlig anslutningslösning för IoT kan ge enorma fördelar för samhället,
framförallt inom hälso- och sjukvård, välbefinnande, smarta hem och industrier. Under de senaste två decennierna har det därför gjorts stora ansträngningar inom akademi och industri för att möjliggöra anslutning av storskalig
IoT över nuvarande kommunikationsinfrastruktur. Bara under de senaste åren
har det dock blivit allt tydligare att egenskaper, krav och tekno-ekonomiska
modeller av IoT skiljer sig markant från nuvarande trafik såsom röstsamtal
och internetsurfning. Av denna anledning har flera revolutionerande lösningar, inklusive cellulär smalbands-IoT, SigFox och LoRaWAN, föreslagits och
implementerats. Var och en av dessa lösningar fokuserar dock endast på en
delmängd av möjliga prestationsmått. Samtidigt finns det fortfarande en brist
på dominerande aktörer på marknaden för att leverera en skalbar, energieffektiv och tillförlitlig IoT-lösning. Detta arbete går ut på att karaktärisera
de främsta lösningarna för möjliggörandet av IoT-kommunikation, deras begränsningar, samt våra egna bidrag på området. I synnerhet fokuserar vi på
icke-ortogonal multipelåtkomst (NOMA) och undersöker dess tillämplighet
för att stödja massiv och kritisk IoT-kommunikation.
Nyckelord: 5G, Batterilivslängd, Massiv och kritisk IoT-kommunikation,
Icke-ortogonal multipelåtkomst (NOMA).
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Chapter 1

Introduction
Internet of Things1 (IoT) refers to the ever-growing network of smart physical
objects that are capable of sensing or acting on their environment, and the communications between these objects and other Internet-enabled systems. IoT enables smart devices to participate more actively in everyday life, business, industry,
healthcare, and hence, in a more intelligent connected society. Providing such a
large-scale IoT connectivity first became a target in the communications society
during research on the fourth generation of wireless networks (4G) [2, 3]. However,
regarding the urgent need to serve high volumes of human-generated communications’ traﬃc, e.g. web-surfing, IoT connectivity was excluded from the major design
objectives of 4G wireless networks [4]. During the transition period from 3G to 4G,
the first attempts for providing IoT connectivity were made by companies outside
the 3GPP2 , and early IoT solutions were introduced over the unlicensed spectrum,
e.g. SigFox, before the public introduction of 4G networks [4]. After successful
and widespread deployment of 4G networks, enabling large-scale IoT connectivity
became a major research subject in academia and industry, and was embedded in
most big projects aimed at shaping the 5G networks, e.g. METIS I and II [5].
Based on the early-stage expectations from the 5G networks, telecommunications
(telecoms) equipment vendors predicted more than 50 billion of connected devices
by 2020 [6], mobile network operators (MNOs) counted on big contribution of the
IoT traﬃc on filling their revenue gaps [7, 8], IoT was scaled in literature to the
Internet of everything (IoE) [9], and more than 10 years of device battery lifetime
became a favorite goal across the 5G projects [10]. However, in recent years it has
become more and more clear that realizing IoE, connecting billions of devices to
work for years cannot be achieved easily. Indeed, we foresee that providing scalable, energy eﬃcient, and reliable IoT connectivity will remain as a goal even in the
post 5G era [11]. Especially, enabling large-scale IoT connectivity with strict delay1 Parts of this chapter have been previously published in chapter 1 of the author’s licentiate
thesis in 2016 [1].
2 3GPP: 3rd generation partnership project.
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Active IoT device
Inactive IoT device

non-IoT service
IoT service

Active IoT device
Inactive IoT device

non-IoT service
IoT service

Figure 1.1: Illustrative examples of the system model.

reliability constraints, which is the baseline for many promising 5G applications, is
a less-explored direction, and calls for intense further research.
This thesis presents the key challenges in enabling large-scale IoT connectivity, including scalability, energy eﬃciency (EE), and reliability of communications,
and aims at addressing them. The long-term objective is to design new network
architectures, protocols, and algorithms such that billions of loT devices could be
supported in cellular systems on a global scale. Before going to the details of challenges in enabling large-scale IoT connectivity, we need to make sure the reader has
the same background and terminology as we use throughout the thesis. Towards
this end, the necessary background on the IoT traﬃc, device, quality of service
(QoS), and technologies of interest, is given in the next section. Later, we come
back to the challenges, and our proposed solutions for tackling them.

1.1

Background

This section provides the necessary background for the thesis, starting from a description of system model that leads to the problems covered by this research.

1.1.1

System Model

In this thesis, we aim at enabling large-scale IoT connectivity service, mainly in
the uplink direction. By the IoT connectivity service, we mean receiving devices’
transmitted packets using base stations (BSs), and delivering them to the network
layer, to be transmitted to the destination(s) of interest. The communications
system considered in this work is content-blind, i.e. it doesn’t care about the
packets’ contents, and just works as a medium for connecting IoT devices to the
cloud, as depicted in Fig. 1.2. The networking protocols and higher layers of the

1.1. BACKGROUND
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Cloud

MAC

MAC

PHY

PHY

The main focus
Figure 1.2: Our focus in studying the IoT connectivity service

protocol stack are out of the scope of this thesis. The IoT connectivity service could
be provided by systems and resources which are shared with non-IoT services, or
are dedicated to the IoT service, as depicted in Fig. 1.1. Direct device to device
communications are out of the scope of this thesis, and hence, all communications
are assumed to pass through the access network. The set of IoT devices served in
the network is vastly heterogeneous, and may include anything which benefits from
being connected, e.g. sensors, actuators, and vehicles. The considered IoT devices
might be powered by the grid or batteries, however, throughout the thesis, our main
focus is on battery-powered devices. But, which wireless connectivity solution can
handle such a heterogeneous large-scale system of IoT devices?

1.1.2

The requirements

To answer the above question, we first need to further explore the general requirements of IoT communications.
Scalability: One key diﬀerence between IoT communications and the legacy
human-oriented communications consists in the potential number of concurrently
active users in the service area [12]. In an IoT-enabled network, thousands of
devices may require access at the same time, e.g. after a power outage or fire event
[13]. This calls for communications protocols able to handle a massive number of
concurrent IoT connections.
Energy eﬃciency: In contrast with the legacy user equipment (UE) in 1G4G wireless networks, i.e. mobile phone, which has a daily recharging pattern,
operation of most IoT devices is dependent on the lifetime of their embed batteries.
Then, human intervention is required when they become out of energy [12, 14]. As
a result, shortcoming in providing long battery lifetime incurs huge maintenance
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costs, and is also in contrast with the main goal of IoT, i.e. reducing human
intervention. This calls for design of communications protocols able to serve IoT
communications in an energy eﬃcient way.
Cost eﬃciency: The feasibility of many IoT applications from the technoeconomic perspective mandates that the oﬀered IoT service must be achievable
by low-cost devices [15]. This is mainly due to the fact that having low-cost devices enables achieving reliability by over-deployment of devices. Furthermore, the
number of required sensors in many reporting applications, e.g. smart agriculture,
increases significantly with the increase in the operation area, and hence, cost per
module significantly contributes in economic viability of any IoT solution. This
calls for design of communications protocols able to communicate with low-cost
IoT devices.
Delay-Reliability: The tolerated delay by diﬀerent IoT applications may vary
from milliseconds, e.g. in alarm applications, to hours, e.g. in reporting applications
[16, 17]. Furthermore, depending on the application, the level of reliability in
achieving such delay bound may vary significantly, e.g. from 90% to 99.999% [17].
In massive IoT (mIoT) communications3 , successful data transmission rates of order
0.9-0.999 in relatively long time intervals, ranging from seconds to hours, are usually
acceptable [18]. In contrast to the mIoT, in critical IoT (cIoT) applications4 , e.g. in
intelligent transportation systems (ITS), ultra-reliability within a tightly bounded
time interval is a requirement [19]. The stringent and unseen requirements of cIoT
communications call for design of communications protocols able to serve ultrareliable low-latency communications, when and where needed.
Given the system model and general requirements of IoT communications, in
the next section, we present the related works, in terms of existing solutions and
state-of-the-art research projects aimed at oﬀering a large-scale IoT connectivity
solution.

1.2
1.2.1

Previous Work
Existing solutions

The continuing growth in demand for IoT connectivity has encouraged diﬀerent industries to investigate evolutionary and revolutionary radio access technologies for
serving IoT communications [20]. Broadly speaking, one can categorize the dominant IoT connectivity solutions based on their radio resources into two categories:
i) solutions over the licensed spectrum like LTE category M and NB-IoT [21]; and
ii) solutions over the unlicensed spectrum like SigFox and LoRa wide area network
(LoRaWAN) [18]. In the following, we investigate these categories in details.
3 In the context of 5G, the mIoT communications are also called massive machine-type communications (mMTC).
4 The cIoT communications are classified under the ultra-reliable low-latency communications
(URLLC) in the context of 5G.
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Figure 1.3: The requirements of IoT communications.

1.2.1.1

Cellular networks over the licensed spectrum

Cellular networks are expected to play a critical role in realization of a networked
society because of their ubiquitous coverage and roaming capability [20]. Following
the early-stage predictions of a huge increase in the IoT traﬃc by Cisco [22], MNOs
have started serving IoT traﬃc over cellular networks in hope of decreasing their
revenue gaps [8, 20]. The IoT traﬃc over cellular networks is usually served in
three diﬀerent ways: (i) it is served similar to the legacy traﬃc, i.e. it passes the
same procedures as non-IoT traﬃc passes; (ii) it is served along with the nonIoT traﬃc but leveraging special procedures, which have been implemented for
enabling eﬃcient IoT connectivity; and (iii) it is served over a dedicated pool of
radio resources using IoT-specific algorithms and protocols. The first item, i.e.
IoT/non-IoT serving using the same radio resources and protocols, is usually the
case in 2G networks, and it out of the scope of this work. The other two items are
investigated in the following subsections.
IoT/non-IoT traﬃc serving over the same resources using dedicated
communications protocols
The legacy connectivity procedure in LTE-Advanced (LTE-A) networks includes
synchronization, connection establishment, authentication, scheduled data transmission, confirming successfulness of data transmission, and connection termination
[23]. Random access channel (RACH) of the LTE and LTE-A systems is the typical
way for IoT devices to establish connection with the BS, and become connected to
the network. In RACH, each device randomly chooses a preamble from a set of
available preambles for contention-based access to the BS. Since the total number
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of available preambles is limited, the random access (RA) procedure can introduce
collisions and energy wastages, especially when a massive number of devices try to
get access to the network [23]. Once a device successfully passes the RA procedure,
it sends scheduling requests to the BS through the physical uplink control channel
(PUCCH), the BS performs the scheduling and sends the scheduling grants back
through the physical downlink control channel (PDCCH), and the granted devices
send data over the granted physical uplink shared channel (PUSCH) resources to
the BS. The connection establishment, scheduling, and scheduled data transmission
procedures in the existing cellular networks have been designed and optimized for a
totally diﬀerent traﬃc pattern than the IoT communications. While they work well
for a limited number of long-length communications sessions, for battery-limited
IoT devices with a massive number of short-length communications sessions these
procedures are the bottlenecks. Then, network congestion, including radio network
congestion and signaling network congestion, is likely to happen [24]. Towards isolating the impact of serving IoT communications from non-IoT communications,
in LTE release 13, use of dedicated resources for IoT communications has been
proposed, to be discussed in the sequel.
IoT traﬃc serving over dedicated resources and communications
protocols
The development of LTE for low-cost massive IoT over dedicated resources has
been initiated in release 12, and has continued in release 13 [25]. In the LTE release
13, LTE category M (LTE-M) and narrow-band IoT (NB-IoT) systems have been
introduced which are expected to provide IoT connectivity over dedicated 1.4 MHz
and 200 KHz bandwidths respectively [25]. In the following, we focus on the NB-IoT
technology. The investigation of LTE-M is out of the scope of this work.
NB-IoT technology represents a big step towards accommodation of IoT traﬃc
over cellular networks [26]. Data transmission in NB-IoT takes place in a narrow
bandwidth, i.e. 200 KHz, which results in more than 20 dB extra link budget
compared to the standard LTE-A systems. This extra link budget enables smart
devices deployed in remote areas, e.g. basements, to directly communicate with
the base stations. Since the legacy signaling and communication protocols have
been designed for large bandwidths, e.g. 20 MHz in LTE-A, NB-IoT introduces
five novel narrowband physical channels. The new channels include: i) narrowband
physical random access channel (NPRACH); narrowband physical uplink shared
channel (NPUSCH); narrowband physical downlink shared channel (NPDSCH);
narrowband physical downlink control channel (NPDCCH); and narrowband physical broadcast channel (NPBCH) [27, 28]. NB-IoT also introduces four new physical
signals: i) narrowband reference signal (NRS); ii) narrowband primary synchronization signal (NPSS), iii) i) demodulation reference signal (DMRS), which is sent
along with user data on NPUSCH; and iv) narrowband secondary synchronization
signal (NSSS). When a device has data to transmit, it first listens for receiving cell
information, e.g. NPSS and NSSS, through which the device makes itself synchro-
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nized with the BS. Then, it waits for the NPRACH to establish connection, for
NPDCCH to receive the scheduling grants, and finally for NPUSCH/NPDSCH to
send/receive data to/from the BS.
One major diﬀerence between LTE-A and NB-IoT systems consists in the fact
that in the latter, IoT devices can go from the idle mode to the deep sleep mode
during which, device is still registered to the BS. Thus, upon waking up, it can
become connected by sending/receiving a fewer number of messages that the case
of LTE-A [21]. This new functionality saves a considerable amount of energy in the
connection establishment procedure [29].
Furthermore, NB-IoT systems benefit from coverage extension, which is achieved
by repetition of transmitted signals in the time domain. In an NB-IoT cell, BS
assigns each device to a coverage class, from a limited number of defined classes,
based on the estimated device-BS path-loss. A coverage class is characterized by the
number of replicas per original data packet that must be transmitted. For example,
based on the specifications in [28], each device belonging to the group i shall repeat
2i−1 times the preamble transmitted over the NPRACH, where i ∈ {1, · · · , 8}. Using this repetition, it is expected that NB-IoT will be able to oﬀer deep coverage
to most indoor areas [21].
1.2.1.2

IoT networks over the unlicensed spectrum

From 1G to 4G, the telecommunications industry has spent a great deal of resources investigating how to realize high-throughput infrastructure but forgotten
about scalable low-power low-rate systems in which, energy eﬃciency and battery
lifetime are crucially important. Along with telecoms’ transition from 3G to 4G
networks, some 3GPP-independent companies have tried to enter the market and
provide large-scale IoT connectivity over the unlicensed spectrum, e.g. SigFox and
LoRaWAN. While reliability over the unlicensed spectrum is a big concern for these
solutions, they have focused on minimizing the cost per device and maximizing the
battery lifetime in order to deliver a competitive service at low cost. Regarding the
fact that energy consumption in the synchronization, connection establishment, and
signaling is comparable with, or even higher than, the energy consumption in the
actual data transmission [29], IoT solutions over the unlicensed spectrum leverage
grant-free radio access for energy saving [30]. In the grant-free access, once a packet
is triggered at the device, it is transmitted without any handshaking with the BS
or authentication process. Furthermore, the IoT solutions over the unlicensed spectrum mainly leverage narrowband, or even ultra-narrowband, communications in
order to cover a large area with the minimum possible energy consumption at the
device-side [31]. These low-power wide-area (LPWA) IoT networks over the unlicensed spectrum, along with cellular NB-IoT and LTE-M networks, are expected to
share 60 percent of the IoT market among themselves, a number that is expected to
grow over time, and hence the competition between LPWA technologies is becoming
intense [31]. In the sequel, we introduce SigFox and LoRaWAN as two dominant
LPWA IoT networks in the market. Fig. 1.4 represents the network architecture
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IoT Server

Internet

Access points

Figure 1.4: SigFox and LoRaWAN network architecture

for SigFox and LoRaWAN. In this architecture, data is collected by the local access
points (APs). These access points are connected to the Internet through wired or
wireless backhauling. The IoT user can access the gathered data through the IoT
server, process and visualize it, and potentially send commands back to the devices
through the access network. Both LoRaWAN and SigFox use the industrial safety
medical (ISM) spectrum band for communications. The European Telecommunications Standards Institute (ETSI) has defined multiple European ISM bands. In
this work, we focus on the 868 MHz ISM band. This band is part of the licensefree spectrum, and hence, any device can use it for communications as long as it
complies with the fair spectrum use regulations [18]. The regulations vary from
one sub-band to another, and are mainly restricting the eﬀective radiated power
(ERP) as well as the spectrum access method [32]. The spectrum access method
can be either listen-before-talk (LBT), in which devices starts communications if
the channel is free, or based on the duty cycle. In the latter, a device starts transmission once it has data to transmit by considering the constraint that it cannot
transmit in more than x% of the time, where x is determined from the regulations.
The communications protocols used in the physical layer of SigFox and LoRaWAN
are described in details in the following sections.
SigFox
SigFox, founded in 2009, is the first widely announced proprietary IoT technology aiming at providing low-cost low-power IoT connectivity over the unlicensed
spectrum. Thanks to its ultra-narrowband signals, 100 Hz, SigFox is able to cover
large outdoor areas, and even is able to provide high link budget for indoor coverage. Once a SigFox device has a packet to transmit, it transmits one copy of
the packet immediately, and two other copies consequently with a semi-random
frequency hopping over 600 KHz system bandwidth [33, 32]. While in the first
versions, SigFox was only supporting uplink communications; from 2015 it also
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supports uplink-initiated downlink communications. This means that once a SigFox device transmits data and requests for a response from the application, the
access point has an opportunity to send the acknowledgment (ACK) as well as the
queued data waiting for the device [30], as depicted in Fig. 1.5. As per other grantfree solutions, SigFox doesn’t require pairing, which means that there is no need for
synchronization, authentication, and connection establishment message exchanges
between devices and the APs [32, 33]. The duty cycle for the SigFox AP is 10%,
i.e. a SigFox AP can transmit data at most in 10% of the time, while the duty
cycle for devices is 1%. The diﬀerence comes from the fact that AP and devices are
working on diﬀerent sub-bands of the ISM band, and hence, they should comply
with diﬀerent regulations. The duty cycle for SigFox devices forces an upper-limit
of 140 messages of 12-bytes per device per day, which makes it unfavorable for some
applications with more data exchange requirements. As depicted in Fig. 1.4, the
core SigFox servers monitor the status of the network and manage operations of the
APs. SigFox modules are available at low cost, e.g. 2$ per module [34], to be used
in various electronic devices. A cost comparison in [34] represents that the cost of
a SigFox module is almost one-third of a LoRa module, and one-fifth of a cellular
IoT module.

LoRaWAN
Similar to SigFox, LoRaWAN provides low-power IoT connectivity over the unlicensed spectrum. The access protocol exchanges of LoRaWAN has been depicted
in Fig. 1.6. In contradictory with the SigFox, one may build her own LoRaWAN
gateway, connect it to the Internet, and use it for long-range data gathering from
LoRa-compatible IoT devices. The LoRaWAN servers manage allocation of spreading factors (SFs) to devices in order to balance the data-rate and reliability of the
communications. SFs, ranging from 7 to 12, denote the number of chirps used to
encode a bit. On the one hand, the higher chirp rate is, the better reconstruction of
the received signal is achieved. On the other hand, increase in the SF stretches the
transmission time [35], and hence, increases the probability of collision with another
data transmission. LoRa is utilizing chirp spread spectrum (CSS) as a modulation
to mitigate the potentially severe interference on the unlicensed bandwidth and has
been claimed to be robust against multi-path fading and Doppler shifts to some
extent [36]. Regarding the ever-increasing interest in deployment of IoT solutions
over the ISM band, and hence the coexistence issues, a high level of resilience to
sporadic interference will be of paramount importance for any ISM-band solution.
The main feature of CSS, which is used in the LoRa modulation, is that signals
with diﬀerent SFs can be distinguished and received simultaneously, even if they
are transmitted at the same time and on the same frequency channel [37]. In LoRaWAN (class A), downlink transmission is possible after data transmission of a
device during two non-overlapping and consecutive dedicated time intervals, called
receive windows [38].
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Figure 1.5: Simplified access protocol exchanges in SigFox [39]
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Figure 1.6: Simplified access protocol exchanges in LoRaWAN [18]

1.2.2

Related research

This section presents a survey of state-of-the-art publications focused on addressing
challenges in enabling large-scale IoT connectivity. More detailed state-of-the-art
could be found in the appended publications A-F.
Broadly speaking, one may categorize the research works focused on enabling
large-scale IoT connectivity based on their deviation from the legacy LTE networks
as evolutionary and revolutionary solutions. Evolutionary solutions aim at serving
IoT traﬃc along with the non-IoT traﬃc, i.e. over the same resources, but using
dedicated communications procedures [18]. Revolutionary solutions aim at serving
IoT traﬃc over dedicated systems and communications protocols. In the following, we first start with the evolutionary solutions and then proceed towards the
revolutionary ones.
1.2.2.1

Evolutionary solutions

Evolutionary solutions mainly focus on enhancing connectivity procedure of existing
LTE networks, e.g. they improve the legacy connection establishment and scheduling procedures [40, 41, 42, 43]. In the following, we study state-of-the-art proposed
solutions for enhancing connection establishment and scheduling procedures.
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Connection establishment: Random access channel of the LTE systems is
the typical way for IoT devices to become connected to the BS. The capacity limits
of the RA procedure for serving mIoT and a survey of improved alternatives have
been studied in [13]. In order to prevent network congestion, in case a massive
number of IoT devices try to connect to the BS, several solutions have been proposed in [44]. Among these solutions, access class barring (ACB) has attracted
lots of attention in literature [45]. In this scheme, when a device needs cellular
connectivity, it decides to access the network with probability qa or defer its access
with probability 1 − qa . The corresponding access probability qa for each class of
nodes/traﬃc is broadcasted by the BS. A novel contention resolution scheme, empowered by distributed queuing (DQ), has been proposed in [46]. This DQ-based
scheme improves the successful utilization of RA resources by splitting contending devices into groups for the subsequent RA transmissions. In order to isolate
QoS of diﬀerent traﬃc types in coexistence scenarios, dynamic/static strategies for
separation of RA resources have been proposed in [47]. For delay tolerating IoT
applications, a time-controlled network access has been proposed in [48]. In this
scheme, the IoT devices are divided into classes based on their QoS requirements,
and fixed RA/data transmission resources are reserved to occur for each class in
(semi) regular time intervals. Finally, in [49] short packet transmission over the RA
resources of LTE-A networks has been proposed in order to decrease the required
signaling in connection establishment and scheduled data transmission.
Resource scheduling: Scheduling is the process performed by the BS to assign
radio resources to user devices. In cellular networks, scheduling is not part of the
standardization work, and is usually left for vendor implementation. However, due
to the fact that signaling is standardized, each implemented scheduler should comply with the control requirements specified in the standards. Literature study on
IoT scheduling over LTE/LTE-A networks reveals that delay, throughput, transmit power, and impact on QoS of non-IoT traﬃc have been the frequently used
IoT scheduling metrics in previous works [24]. In [23], major challenges in IoT
scheduling over LTE networks have been studied. Energy eﬃciency of data communications over LTE networks has been studied in [50], and it has been shown
that LTE physical layer is not energy eﬃcient for small data communications. Design of power-eﬃcient uplink scheduler for delay-sensitive traﬃc over LTE systems
has been investigated in [51], where the considered delay models and traﬃc characteristics are not consistent with the ones of the IoT traﬃc [52]. Uplink scheduling
with IoT/non-IoT coexistence over cellular networks has been investigated in [53].
In [53], a simple energy consumption model has been used, which takes only the
transmit power for reliable data transmission into account. Thus, the other sources
of energy consumptions, including energy consumptions in resource reservation and
operation of electronic circuits, which are comparable with the energy consumption
for reliable data transmission [54, 55], have been neglected. Providing an accurate
model of energy consumption in diﬀerent stages of connectivity over cellular networks, and developing optimized media access control (MAC) protocols based on
such models are the research gaps in this field, which are addressed in this thesis.
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Revolutionary solutions

Revolutionary solutions focus on designing new communications systems for IoT
services, and devising new communications protocols for eﬃcient use of them. In
the following, we study state-of-the-art proposed revolutionary solutions for serving
IoT communications.
NB-IoT systems: In LTE Rel-13, NB-IoT has been proposed for serving IoT
traﬃc over a 200 KHz dedicated bandwidth. NB-IoT also introduces a set of coverage classes, each associated with a predefined number of signal repetitions in
time. In [56, 57], preamble design for connection establishment over NB-IoT has
been investigated. Radio resource scheduling for energy eﬃcient uplink transmission of connected devices has been investigated in [58]. For NB-IoT deployment
in LTE guard-band, which introduces external interference to the IoT communications, coverage analysis has been done in [59]. In [29], energy consumption in data
transmission in three diﬀerent coverage regimes, i.e. normal, robust, and extreme,
has been studied, where in robust and extreme regimes extra coverage is achieved
by signal repetition in the time domain. In comparison with the legacy LTE, the
energy consumption analysis in [29] illustrates that NB-IoT can significantly reduce the consumed energy in connection establishment because it lets devices to
go to the deep sleep mode while they are registered to the BS. Regarding the fact
that NB-IoT is a newly proposed solution under development, there is lack of a
comprehensive study on its capacity, energy eﬃciency, and scalability in literature.
Especially, the coexistence of coverage classes with diﬀerent repetition orders over
the same system is expected to enhance energy eﬃciency and latency for some
devices, and severely degrade for others [60]. Finally, there is no work investigating how multiplexing uplink/downlink physical channels, i.e. NPRACH, NPUSCH,
NBDCCH, NPDSCH, which are time multiplexed over the same uplink/downlink
radio resources, could aﬀect performance indicators of interest. The above research
gaps are addressed in this thesis.
Grant-free radio access: Thanks to the simplified connectivity procedure
and removing the need for pairing and synchronization, grant-free radio access has
attracted lots of interests in recent years for enabling energy eﬃcient IoT connectivity, especially when long lifetime is of interest. SigFox and LoRaWAN are the
two major grant-free radio access technologies over the ISM-band. While the energy consumptions of LoRaWAN and SigFox technologies are extremely low, and
their provided link budgets are enough to penetrate to most indoor areas, e.g. a LoRaWAN message can be decoded when its power is 20 dB less than the noise power,
reliability of their communications is questionable, especially in coexistence scenarios [32, 61]. In [62, 63], interference and outage probability analysis for grant-free
access networks, including SigFox and LoRaWAN, has been carried out by assuming
a constant received power from all contending IoT devices at the receiver. One must
note that this assumption is hardly met in practice regarding diﬀerent path-loss values that diﬀerent devices experience, and the lack of channel state information as
well as sophisticated power control at the IoT-device side. The reliability of grant-
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free transmissions has been analyzed in [64] by assuming a homogeneous Poisson
point process (PPP) distribution for interfering devices. In [32], experimental measurement results reflect a significant impact of interference from already installed
ISM-band devices on the performance of SigFox and LoRaWAN. Based on the analysis in [32], LoRaWAN communications which benefit from the CSS modulation are
more immune to the interference, and could survive in coexistence scenarios. One
sees that in prior arts, the performance of LoRaWAN and SigFox have been investigated in isolated conditions, i.e. when each technology is the sole user of the
spectrum. However, as discussed in [32], coverage and performance of these technologies are more limited by the interference than the noise. Furthermore, the
correlation in locations of devices have not been investigated in prior arts, while it
has a significant impact on reliability of communications [65].Hence, there is lack
of a research work investigating coexistence analysis of grant-free networks, their
scalability, reliability, and energy eﬃciency. In this thesis, we cover this research
gap.

1.3
1.3.1

Challenges and the Thesis Focus
Challenges

As discussed in the previous section, the existing cellular infrastructure is unable
to serve a massive number of concurrent IoT service requests because it has been
designed and optimized for a small number of long-lived communication sessions,
mainly in the downlink direction [23, 50]. Then, network congestion, including
radio network congestion and signaling network congestion, is likely to happen in
massive IoT device deployment scenarios [16]. Furthermore, the energy ineﬃciency
of existing systems in serving small data transmissions limits battery lifetime of
connected devices. Consider the case that IoT traﬃc is to be sent through the LTE
infrastructure. Then, around 34 bytes overhead data for user datagram protocol
(UDP), Internet protocol (IP), packet data convergence protocol, radio link control, and the MAC overhead must be added to the original data [50]. When LTE
is used for data-hungry applications, this level of overhead is reasonable. However,
in IoT applications, where IoT devices may have few bits of data to transmit and
need to last for years on the battery power, this level of overhead makes the communications ineﬃcient. With the introduction of NB-IoT technology, we expect
that battery lifetime of IoT devices will be significantly improved in comparison
with the LTE networks. However, the preliminary performance analyses show that
there is still a considerable gap between the expected battery lifetime in NB-IoT
networks and the 5G expectations [29, 60]. This is mainly due to the fact that the
major energy consumption sources like synchronization, connection establishment,
resource scheduling, and waiting for the control signals from the BS are still there
in the NB-IoT standardizations [29, 60]. Furthermore, the cost per IoT module in
the NB-IoT systems is almost 5 times more than its competitors in the low-power
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wide-area (LPWA) technologies over the unlicensed spectrum, e.g. SigFox modules
[34].
When it comes to IoT solutions over the unlicensed band, the first shortcoming
consists in the number of packets that could be transmitted per day by a device,
which is limited by the fair-use regulations [32]. For example, by considering packets
of length 2 seconds in SigFox technology5 , a device will be able to transmit at
most 3 packets per hour regardless of success or failure of the transmitted packets.
Furthermore, the coexistence problem over the unlicensed band results in reliability
degradation. Indeed, there is no guarantee that an LPWA IoT solution which is
working at a given time, will work properly in the future in case of deployment of
a neighboring network working on the same band.
To get insights into the interference problem in the ISM band, one may refer to
Fig. 1.7, in which interference measurements in the European 868 MHz ISM band
have been depicted. In this figure, one sees that in use-cases like a business park, the
ISM band has been occupied almost all the time. This means that there is a high
probability of collision in data transmission over the ISM band in these use-cases.
Furthermore, regarding the fact in those solutions devices are not easily reachable
and controllable through the network, change in communications characteristics of
devices, e.g. adapting them to the network traﬃc, is not possible without human
intervention. Moreover, from 1G-4G, cellular networks have penetrated into almost
all locations, and ubiquitous and seamless coverage has been provided in almost all
countries. Cellular towers have been mounted in near-optimal locations to provide
as much as possible coverage with as low as possible number of BSs. However,
when it comes to the LPWA networks, they are in the initial steps, and their
solutions suﬀer from lack of coverage in many places, especially in indoor areas.
Then, providing coverage to the level of existing cellular networks requires a huge
amount of investment in the LPWA technologies. The need for huge investment
makes the widespread usage of such technologies in future unclear.
Finally, enabling ultra-reliable communications in a bounded time interval (cIoT
communications) is a major challenge of next-generation wireless networks. Enabling cIoT communications is considered as an essential prerequisite of a new
wave of services including drone-based delivery, smart factory, remote control, and
intelligent transportation systems (ITS) [19, 66]. The ITS itself can make a significant impact on society and the daily lives of human beings by enabling safer
and greener transportations. Whilst enabling cIoT communications is essential for
realizing these promising applications, it is never an easy task to guarantee ultrareliability withing a bounded time interval using radio resources. More specifically,
unlike the mIoT service, in which significant improvements have been made, the
cIoT service is in its infancy [66]. The main reasons behind such gap consist in
cIoT’s unseen delay-reliability requirements [19].

5

Recall that SigFox requires transmission of 3 replicas per data packet.
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Figure 1.7: Interference measurement in the ISM band in coexistence scenarios
[32]: a business part (left), a hospital complex (right). (Reprinted from [32], ©2017
IEEE, reused with permission.)

1.3.2

Thesis focus

In this thesis, our focus is on figuring out challenges of existing wireless access
solutions in providing IoT connectivity, identifying the root causes, and developing
evolutionary and revolutionary solutions, especially in the MAC and physical layers.
Based on this focus, the high-level research problem studied in this thesis is as
follows:
• Is it possible to improve scalability and energy eﬃciency of IoT communications, compared to what is oﬀered in the existing systems?
In the following section, we break down this high-level research question, and
present our detailed research questions, as well as our methodologies for solving
them.

1.4

Research Questions

In order to start our research on enabling solutions for large-scale IoT communications, it is meaningful to first investigate the IoT connectivity procedures in the
state-of-the-art 3GPP LTE systems, analyze their scalability, and evaluate their
energy eﬃciency in serving massive IoT communications. Then, the first research
question studied in this thesis is defined as follows.
• RQ1: What are the challenges of existing cellular networks in energy-eﬃcient
serving of mIoT communications? How can one enhance their scalability and
energy eﬃciency, and up to which extent?
In response to this question, we investigate IoT connectivity procedures of the
LTE-A and the newly proposed NB-IoT systems. Then, we investigate diﬀerent
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sources of energy consumptions, delays, and failures in each step of the connectivity procedure, including synchronizations, connection establishment, scheduling,
data transmission, and acknowledgment. These results are subsequently employed
in optimizing the MAC design of cellular networks in order to serve mIoT communications in a more energy eﬃcient way. Our performance evaluation results
indicate that the major limitations of cellular networks in enabling ultra-energyeﬃcient IoT communications consist in following the legacy grant-based radio access
scheme. This means that an IoT devices which has a few bits to transmit is required to transmit/receive several packets of data for connection establishment and
scheduled data transmission.
In order to break the barriers of the legacy grant-based MAC protocols, and
provide solutions able to oﬀer IoT connectivity with ultra-high energy eﬃciency,
the second research question is defined as follows.
• RQ2: Given the limitations of cellular networks in supporting mIoT, derived
from RQ1, how can one design an energy-eﬃcient MAC for IoT communications, to be integrated into future cellular networks?
This question aims at investigating the ways in which, reliability, latency, spectrum eﬃciency, and receiver complexity could be traded to achieve extra energy
eﬃciency in communications. In response to this question, we focus on grant-free
MAC design, a class of techniques suited to support energy-eﬃcient IoT communications in an energy eﬃcient way. We further investigate challenges associated
with the grant-free radio access, investigate its reliability/latency/energy eﬃciency
performance, and augment it with advanced schemes, including path-loss adaptive
replica transmission control and successive interference cancellation (SIC)-based receiver triggered by carrier frequency oﬀset (CFO) of devices. We further leverage
device intelligence to make IoT communications reliable against potential intended
and unintended interferences from other IoT devices and jammers, respectively.
Finally, we study IoT connectivity with ultra-high reliability requirements. While
the literature on ultra-reliable communications is mature [67], the proposed schemes
in literature mainly achieve ultra-reliability by leveraging time diversity, i.e. by retransmission of packets. In cIoT applications of our interest, one cannot leverage
time diversity because the required reliability should be achieved in a short time
interval, which is usually shorter than the channel coherence time. On the other
hand, retransmissions of packets in hope of increased reliability is not a scalable solution for uncoordinated multi-user scenarios, as the communications’ reliability decreases by an increase in the traﬃc load [65]. While enabling cIoT communications
is essential for providing many fantastic applications like autonomous driving, its
technology is immature even in point to point communications [66]. In this thesis,
we mainly focus on radio resource management (RRM) for cIoT communications.
In the uplink direction, enabling cIoT requires guaranteeing delay and reliability
requirements for both scheduled transmissions as well as non-scheduled transmissions. The non-scheduled transmissions could be from connected/disconnected devices which have urgent data, usually of short payload size, or devices which request
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resource reservation for subsequent scheduled transmissions of urgent data, usually
of larger sizes. Then, the set of available resources is needed to be managed to
be used for both scheduled and non-scheduled communications, and the required
reliability for both communications must be assured. As discussed in the above,
time-diversity, and hence retransmission, could not be leveraged here. Thus, reliable transmission of data must be carried out using frequency diversity6 . Regarding
the fact that frequency resources are limited, the main challenge consists in jointly
serving scheduled and non-scheduled cIoT traﬃc over a limited set of frequency
resources. Then, the third research question is defined as follows.
• RQ3: What kinds of RRM schemes are suitable for serving scheduled and
non-scheduled uplink cIoT traﬃc over a limited set of radio resources?
Isolation among these two traﬃc types, via allocating orthogonal slices of resources
to them, is a common practice when dealing with ergodic objectives like throughput.
However, in cIoT applications, due to the limitations of time-diversity and the
crucial need to large spectrum bands for providing frequency diversity, isolation
through orthogonal slicing is challenging [19, 68]. This is more challenging when
we consider the fact that non-scheduled communications are infrequent. Hence, a
considerable amount of radio resources must be idle for reliable serving of potential
non-scheduled cIoT traﬃc. Recently, serving coexisting services over limited radio
resources has attracted attention, and non-orthogonal RRM for serving cIoT has
been proposed [69, 70]. In response to RQ3, we investigate the performance of
overlay transmission of non-scheduled cIoT traﬃc over scheduled transmissions, and
study the respective RRM solution, which is needed to manage the radio resources.

1.5

Methodology

The research approach and methods followed in this work has been presented in Fig.
1.8 and Fig. 1.9 respectively. The approach starts with the system and problem
identification and formulation respectively. This requires study of the given system
model, KPIs7 , and research goals. Furthermore, at this step, the research problem
is broken into subproblems, each targeting a specific part of the system.
The achieved knowledge in the first step is employed in the second step for developing analytical models and simulators, which aim at simulating parts of behavior
of the system that correspond to the problem of interest. The analytical models,
simulators, and initial results in the prior arts are the three strong tools which can
cross-validate each other. In other words, by simulating the system models used in
prior arts, we can both investigate accuracy of our simulator and check feasibility of
results presented in the prior arts. The same is true for numerical results from analytical models, and simulation results. The simulators have been developed by the
6 Other sources of diversity, e.g. code domain, could also be used for reliability, however, they
are out of scope of this work.
7 KPI: Key performance indicator.
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thesis author in Matlab, and are mainly available online8 . In response to RQ1, we
have further validated our Matlab simulation results by comparing them against the
NS-3 LENA simulator [71] results. The analytical modelings of experienced delay
and success probability in IoT communications, which also determine the battery
lifetime model, are mainly based on the queuing theory and stochastic geometry.
The shortcoming of using stochastic geometry for reliability modeling comes from
the fact that it just gives the average probability of success in communications, and
hence, only the average values of other KPIs could be derived. Then, it cannot
provide the distributions of KPIs, and hence, the variance and tail of reliability,
delay, and battery lifetime distributions are missing for further analysis.
After cross-validating our derived models and simulators, the approach proceeds
towards identification of challenges and root causes in the system. Here, we mainly
leverage inductive reasoning and hypothesis testing, as eﬀective tools for figuring
out the challenges and their root causes. The research approach subsequently employs this knowledge in designing solutions for the discovered challenges. In the
design step, we mainly benefit from centralized and distributed optimization toolboxes. In the former, the optimization problem is explicitly programmed based on
a priori information about system and traﬃc model. For example, in a part of answering to RQ2, we derive the optimized number of replicas per packet in terms of
experienced path-loss in communications. In the latter, the optimization problem
is programmed to work in an online and distributed manner, i.e. the decision is
made by each device, based on the received feedback/input from the environment.
The proposed solutions in the design step are evaluated using the derived analytical and simulation models. Most of our publications related to this thesis,
e.g. [60, 65, 72], contain a section in which, the numerical and simulation results
are compared in order to validate the developed analytical models, simulators, and
solutions. The challenge identification and solution proposal procedures could be
repeated several times until convergence to a stable solution which outperforms the
alternatives. The research approach terminates by validating the proposed solutions
and research results. The validation of proposed results is conducted by presenting early results in group seminars, and submitting the results for peer review to
IEEE conferences and journals. Moreover, in order to get early-stage feedback, we
have conducted inter-university collaboration, and three of the related publications
to this thesis have been written in close collaboration with scholars from Aalborg
University. Interest from the industry to our results and joint patenting of parts of
our proposed solutions [73], could be seen as a fact that parts of our results have
been also validated in the industry. Finally, we have made some simulators used is
our research available online in order to let other researchers reproduce our results,
and validate them.

8 The papers and respective simulators could be found in the thesis author’s profile on
www.researchgate.net portal.
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Figure 1.8: Research approach: steps toward answering research questions.
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Figure 1.9: Research methods: the main used methods in diﬀerent steps of the
research approach.

1.6

Contributions

The main contributions of this thesis are described in this section.
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1.6.1

Overview of contributions

An overview of our main contributions, which to the best of our knowledge are
presented for the first time, includes:
• A rigorous analytical model of reliability of communications in grant-free
access IoT communications by considering potential overlapping of signals in
time, frequency, and code domains (powered by stochastic geometry).
• A multi-packet reception solution by leveraging potential CFOs of IoT devices,
suitable for grant-free IoT communications, as well as RACH of LTE networks.
• A light-weight self-organization solution for IoT devices, which enables them
to adapt themselves to the environment, especially when they communicate
over shared radio resources (powered by reinforcement learning).
• Radio resource management algorithms for IoT serving over cellular networks,
including LTE-A, LTE-M and NB-IoT, which significantly enhance network
battery lifetime by allocating radio resources based on the expected battery
lifetime of devices, as well as their delay budgets and other priorities.

1.6.2

Detailed contributions

This thesis summarizes the contributions presented in the following publications,
which have been also appended to the second part of the thesis.
• A. Azari and A. Bria, System and method for providing communication
rules based on a status associated with a battery of a device, Nov. 2017,
PCT/SE2017/050933 (filed).
• A. Azari, G. Miao, C. Stefanovic, and P. Popovski, Latency-Energy Tradeoﬀ based on Channel Scheduling and Repetitions in NB-IoT Systems, IEEE
Global Communications Conference, Dec. 2018.
• A. Azari, M. Masoudi, and C. Cavdar, Optimized Resource Provisioning
and Operation Control for Low-power Wide-area IoT Networks, submitted
to IEEE Transactions on Communications, 2018.
• A. Azari, P. Popovski, C. Stefanovic, and C. Cavdar, Grant-Free Radio Access
for Cellular IoT, submitted to IEEE Transactions on Wireless Communications, 2018.
• A. Azari and C. Cavdar, Self-organized Low-power IoT Networks: A Distributed Learning Approach, in IEEE Global Communications Conference,
Dec. 2018.
• A. Azari, M. Ozger, and C. Cavdar, Serving Non-Scheduled URLLC Traﬃc:
Challenges and Learning-Powered Strategies, submitted to IEEE Communications Magazine, Aug. 2018.

1.6. CONTRIBUTIONS

21

For a more complete list of our publications, which have been leveraged in writing
this thesis, one may refer to Appendix A. In the following, we categorize our contributions with regard to the research questions and list their related publications.
1.6.2.1

Energy eﬃcient serving of mIoT: enhancing the legacy
grant-based approach

In this subsection, we describe our contributions in answering RQ1. The existing
2G-4G cellular networks, as well as the newly standardized cellular-IoT networks
like NB-IoT and LTE-M, follow the legacy grant-based radio access for communications [23, 60].
Connection establishment
The first step in IoT connectivity over cellular networks is the connection establishment procedure, which is carried out over the physical random access channel.
Then, we have investigated coexistence of IoT and non-IoT traﬃc over cellular
networks, and investigate access rate and energy eﬃciency performance of existing
random access procedures in dealing with the IoT traﬃc. Furthermore, random
access resource provisioning for achieving a certain level of QoS is carried out using
the presented analytical model, and validated using the system level simulations.
Moreover, in cooperation with co-authors of [40, 74], a novel random access procedure with backward compatibility, called DERA, is proposed, and its performance
in comparison with the legacy RA procedure is investigated. Finally, we investigate
clustered-access, also known as capillary networking, to decrease the overall devices’
energy consumptions in resource reservation and scheduled data transmission. In
this solution, local clusters of nodes are formed, devices use grant-free radio access
to send data to the cluster-heads (CHs) with much lower energy than the case of
direct communications with the BS, and CHs relay data to the BS. Our contributions here consist of battery lifetime optimized cluster forming, CH (re)selection,
and inter-, intra-cluster communications. The following papers9 summarize our
contributions in this field.
• Paper 1: A. Azari, Energy-eﬃcient scheduling and grouping for machinetype communications over cellular networks, Ad Hoc Networks, vol. 43, pp.
16–29, June 2016.
• Paper 2: G. Miao, A. Azari, and T. Hwang, E 2 -MAC: Energy eﬃcient
medium access for massive M2M communications, IEEE Transactions on
Communications, vol. 64, no. 11, pp. 4720–4735, Sept. 2016.
9 For paper 2, the thesis author has contributed in extending the initial ideas, writing of the
paper, developing analytical models, and deriving numerical and simulation results. The thesis
author acknowledges X. Chen and P. Zhang’s eﬀorts on investigation of feasibility of paper 3,
during their master thesis projects in 2013. The research in paper 4 and writing of the paper
have been led by the thesis author. In paper 5 and 6, the author of this thesis has contributed in
analytical analysis and proofreading.
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• Paper 3: A. Azari and G. Miao, Energy eﬃcient MAC for cellular-based
M2M communications, in IEEE Global Conference on Signal and Information
Processing (GlobalSIP), Dec 2014.
• Paper 4: A. Azari, M. I. Hossain, and J. I. Markendahl, RACH dimensioning
for reliable MTC over cellular networks, in IEEE 85th Vehicular Technology
Conference (Spring), May 2017.
• Paper 5: M. I. Hossain, A. Azari, and J. Zander, DERA: Augmented Random Access for Cellular Networks with Dense H2H-MTC Mixed Traﬃc, in
IEEE Global Communications Workshops, Dec. 2016.
• Paper 6: M. I. Hossain, A. Azari, J. Markendahl, and J. Zander, Enhanced
Random Access: Initial access load balance in highly dense LTE-A networks
for multi- service (H2H-MTC) traﬃc, in IEEE International Conference on
Communications, May 2017.

Resource provisioning and scheduling
Towards enhancing the resource provisioning and scheduling procedures, we analytically model the battery lifetime of IoT devices in terms of the amount of allocated
resources to IoT, and the resource scheduling policy over the allocated resources.
This model is subsequently employed in devising uplink scheduling solutions for
IoT, when single-carrier frequency division multiple access (SC-FDMA10 ) is used
for multiple access. Also, low-complexity scheduling solutions with limited feedback requirement are also presented. Furthermore, we investigate the performance
impact of serving IoT communications on QoS of non-IoT communications, and
also on energy consumption of the access network. Our results indicate that improper resource provisioning for IoT communications not only decreases reliability
and energy eﬃciency of these services, but also degrades experienced delay by other
services, and increases energy consumptions of the access network. Finally, we investigate physical channel scheduling of NB-IoT systems, and analytically model
how it impacts latency and energy eﬃciency of communications. We further leverage these models, and show that it is possible to design intelligent channel scheduling schemes for NB-IoT, in order to prevent performance degradation for devices
close to the BS because of coverage extension for far away located devices. Our
contributions in this field have been presented in the following patent and papers:
• Patent (included in the appendix): A. Azari and A. Bria, System and
method for providing communication rules based on a status associated with
a battery of a device, Nov. 2017, PCT/SE2017/050933 (filed).
• Paper 7 (paper A in the appendix): A. Azari and G. Miao, Network
lifetime maximization for cellular-based M2M networks, IEEE Access, vol. 5,
pp. 18927–18940, Sept. 2017.
10 SC-FDMA

is used in LTE, LTE-A, and LTE-M system for uplink transmission [75].
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• Paper 8: A. Azari and G. Miao, Lifetime-Aware Scheduling and Power Control for M2M Communications in LTE Networks, in IEEE Vehicular Technology Conference (Spring), May 2015.
• Paper 9: A. Azari and G. Miao, Lifetime-aware scheduling and power control
for cellular-based M2M communications, in IEEE Wireless Communications
and Networking Conference, March 2015.
• Paper 10: A. Azari and G. Miao, Battery Lifetime-Aware Base Station Sleeping Control with M2M/H2H Coexistence, in IEEE Global Communications
Conference, Dec. 2016.
• Paper 11: A. Azari and G. Miao, Fundamental tradeoﬀs in resource provisioning for IoT services over cellular networks, in IEEE International Conference on Communications, May 2017.
• Paper 12 (paper B in the appendix): A. Azari, G. Miao, C. Stefanovic,
and P. Popovski, Latency-Energy Tradeoﬀ based on Channel Scheduling and
Repetitions in NB-IoT Systems, IEEE Global Communications Conference,
Dec. 2018.
1.6.2.2

Ultra-energy-eﬃcient serving of mIoT: a grant-free access
approach

In this subsection, we describe our contributions in answering RQ2.
Network analysis/design with grant-free access
In answering RQ2, which seeks a close-to-zero energy consumption profile for IoT
communications, we investigate the strengths and shortcomings of the grant-free
radio access. Grant-free radio access was first introduced for IoT communications
over the unlicensed spectrum [18]. Regarding the fact that there is no prior research
presenting a comprehensive analysis of the grant-free radio access IoT systems, we
provide a rigorous performance analysis of these systems. This analysis assumes
large-scale IoT networks serving multiple IoT traﬃc types with heterogeneous communications’ characteristics, and heterogeneous location distribution processes. In
this model, for the first time in literature, the partial overlapping of short IoT
packets in time, frequency and code domains has been considered. The simulation
results confirm tightness of the derived performance expressions from the analytical
analysis. For enabling the grant-free radio access IoT connectivity over the licensed
spectrum, we leverage the derived expressions and present reliability-constrained
cost-optimized resource provisioning strategies. This resource provisioning problem
includes both the time-frequency radio resources and density of the BSs. Furthermore, we present reliability-constrained battery lifetime-optimized operation control strategies for IoT devices. Next, we investigate the scalability of the access
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network, i.e. how the amount of provisioned radio and BS resources, which determine the cost of the access network, must be scaled with scaling the number of
active devices, amount of external interference, and the required level of reliability
in communications. Finally, we investigate the point up to which, IoT devices can
adapt themselves to an increase in the level of external interference by increasing
their transmit power and number of replica transmissions. Our contributions in
answering to RQ2 have been summarized in the following papers11 :
• Paper 13 (paper C in the appendix): A. Azari, M. Masoudi, and C. Cavdar, Optimized Resource Provisioning and Operation Control for Low-power
Wide-area IoT Networks, submitted to IEEE Transactions on Communications, 2018.
• Paper 14: A. Azari and C. Cavdar, Performance Evaluation and Optimization of LPWA IoT Networks: A Stochastic Geometry Approach, in IEEE
Global Communications Conference, Dec. 2018.
• Paper 15: M. Masoudi, A. Azari, E. A. Yavuz, and C. Cavdar, Grant-free
Radio Access IoT Networks: Scalability Analysis in Coexistence Scenarios,
IEEE International Conference on Communications, Dec. 2018.
Enhanced transmission/reception protocols
In order to resolve the main drawback of the grant-free access scheme, i.e. collision
in the high traﬃc load regime, we enhance the basic grant-free radio access scheme.
The proposed scheme benefits from a path-loss adaptive replica transmission control, and outperforms both the grant-based and basic grant-free data transmission
schemes in a wide range of traﬃc loads. We further develop a SIC-based asynchronous receiver which benefits from the CFO of low-cost IoT devices for further
collision resolution. Finally, we identify the operating regions, in terms of traﬃc
load, in which our proposed scheme outperforms the competing grant-based data
transmission schemes. These contributions have been also presented in the following
papers:
• Paper 16 (paper D in the appendix): A. Azari, P. Popovski, C. Stefanovic, and C. Cavdar, Grant-Free Radio Access for Cellular IoT, submitted
to IEEE Transactions on Wireless Communications, October 2018.
• Paper 17: A. Azari, P. Popovski, G. Miao, and C. Stefanovic, Grant-free radio access for short-packet communications over 5G networks, in IEEE Global
Communications Conference, Dec. 2017.
11 The research and writing for paper 13 have been led by the thesis author. In paper 14,
the thesis author has partially contributed in development of the baseline knowledge, analytical
analysis, and writing of the paper.
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Distributed coordination of grant-free access IoT networks
In the absence of control over the spectrum, the probability of success in data transmission decreases by an increase in the traﬃc load due to overlapping of packets
in time/frequency/code domain. This problem is more critical when we consider
adversarial interference scenarios, in which a channel becomes blocked for a period
of time, e.g. due to misbehaving of another node. Furthermore, in case of a disruptive change in the environment, e.g. parking a car in the basement with extreme
path-loss to the BS, the established IoT connectivity service becomes blocked. By
considering the above-mentioned problems, one sees that in absence of centralized
assistance from the network, we need intelligence in IoT devices to let them adapt
themselves to the changes in the environment. While the literature in machine
learning is mature, we need to develop a learning approach to bring more reliability
to communication at the cost of little increase in complexity, expense, and energy
consumption of IoT devices. Towards this end, we follow the multi-arm bandit
(MAB) learning and modify its reward function to incorporate both success rate
in communications and the consumed energy for achieving such a success rate. To
analyze the usefulness of the proposed learning-powered scheme, we apply it to the
LoRaWAN in which, transmit power, sub-channel, and spreading factor are the
tunable communications parameters. Our performance evaluations show that the
proposed scheme can significantly improve performance of IoT devices, and after
a limited number of trials, IoT devices will achieve a performance level close to
the centralized solution. Furthermore, we investigate the case in which the feedback channel is also vulnerable to intended or unintended interference, and devise
a respective learning algorithm which trades the convergence time for achieving
reliability against interference.
Our contributions in answering to the need for distributed coordination of grantfree access IoT networks have been summarized in the following paper:
• Paper 18 (paper E in the appendix): A. Azari and C. Cavdar, Selforganized Low-power IoT Networks: A Distributed Learning Approach, in
IEEE Global Communications Conference, Dec. 2018.
1.6.2.3

Ultra-reliable serving of cIoT: a hybrid access approach

In this subsection, we describe our contributions in answering RQ3. In description of RQ3, we observed that the need for a large amount of radio resources for
assuring reliability of infrequent non-scheduled cIoT communications motivates us
to consider an overlay transmission approach for them. Then, we investigate usefulness of a hybrid orthogonal/non-orthogonal multiple access (HMA) for serving
non-scheduled and scheduled traﬃc together. But RRM for the orthogonal RRM is
itself a complex problem, and hence, the RRM for HMA, which requires specifying
the shared/dedicated resources and the scheduling rules over the shared ones, will
be much more complex. Furthermore, to comply with the cIoT delay requirements,
the RRM problem is needed to be solved in very short timescales. Motivated by
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the recent advances in ML, we investigate feasibility of solving this problem using
the state-of-the-art ML approaches. The main challenge in utilizing ML in design
of RRM consists in large dimensionality and complexity of the RRM problem. The
heterogeneity of services, QoS requirements, and diverse set of available resources
make the RRM a very complex problem. This complexity has a significant impact on the convergence time of ML algorithms. Towards addressing these issues,
we investigate a distributed ML-powered RRM solution, including intelligent resource provisioning, scheduling, and utilizing modules in the RAN control center,
edge, and device, respectively. The proposed solution enables spectrum eﬃcient
yet reliable coexistence management of scheduled and non-scheduled traﬃc. We
further investigate diﬀerent sources of uncertainty in proactive resource scheduling
for the non-scheduled traﬃc, how they aﬀect our decisions, and the amount of radio resource which must be sacrificed for compensating the performance loss due
to such uncertainties. Our contributions in answering to RQ3 are summarized in
the following paper:
• Paper 19 (paper F in the appendix):
A. Azari, M. Ozger, and C.
Cavdar, Serving Non-Scheduled URLLC Traﬃc: Challenges and LearningPowered Strategies, submitted to IEEE Communications Magazine, Aug.
2018.

1.7

Thesis Outline

Chapter 2 and chapter 3 are dedicated to serving mIoT traﬃc, in which our aim
is providing scalable IoT connectivity for a massive number of devices in an ultraenergy-eﬃcient way. More specifically, chapter 2 presents our evolutionary solutions, including enhanced connection establishment and scheduling procedures, for
serving mIoT traﬃc over cellular networks. Chapter 3 presents our revolutionary
solutions towards serving mIoT traﬃc over cellular networks, including the grantfree radio access scheme. Chapter 4 is dedicated to presentation of state-of-the-art
and our contributions towards serving cIoT traﬃc with stringent delay-reliability
requirements over cellular networks. Concluding remarks and future research directions are given in chapter 5. Finally, the included papers are appended to the
end of the dissertation.

Chapter 2

IoT Connectivity over Cellular
Networks: Challenges, solutions,
and key results
The1 continuing growth in demand for IoT connectivity has encouraged diﬀerent
telecommunications industries to investigate evolutionary and revolutionary radio
access technologies for IoT communications [20]. To comply with the rapid changes
in the IoT world, several research projects have been initiated by the 3GPP LTE in
order to support large-scale IoT communications over existing cellular infrastructure. The development of LTE standardization for massive IoT communications
has been initiated in release 12, and has continued in release 13 [25]. In LTE release 13, LTE category M (LTE-M) and narrow-band IoT (NB-IoT) systems have
been introduced. The existing 2G-4G cellular networks, as well as the newly standardized cellular-IoT networks like NB-IoT and LTE-M, follow a grant-based radio
access for communications [23, 60]. In the following, we investigate the IoT connectivity solutions which leverage the legacy grant-based radio access, figure out the
challenges, present some of the proposed solutions, and show the key results. The
concluding remarks are given at the end of this section.

2.1

Serving IoT Traﬃc over Shared Systems

In this section, we instigate the LTE-A air interface and analyze its limitations in
supporting massive IoT traﬃc in an energy-eﬃcient way. One must note that this
part of the air interface remains in essence the same for new releases, and hence, this
investigation is of crucial importance for standardization towards 5G [77]. Based
on the LTE-A air interface, IoT devices pass the physical random access channel
(PRACH) and send their uplink scheduling requests to the BS over the physical
1 Parts

of this chapter have been previously published in the author’s licentiate thesis in 2016

[1].
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Figure 2.1: Access protocol exchanges in LTE/LTE-A [76]

uplink control channel (PUCCH) [75]. Next, BS carries the scheduling out and
transmits scheduling grants to users over the physical downlink control channel
(PDCCH). Scheduling is the process performed by the BS to assign time-frequency
resources available in the physical uplink shared channel (PUSCH) to user devices
[76]. For the legacy human-oriented communications traﬃc, the above-described
connectivity procedure performs well. This is due to the fact that human-oriented
communications consist of a limited number of long-lived communications sessions,
such as voice and web streaming. However, by introduction of IoT communications
to cellular networks, the performance of this connectivity procedure is questionable,
especially when it comes to scalability and energy eﬃciency of communications.
Let us divide the connectivity procedure into two parts, i.e. connection establishment, in which user shows its presence to the BS, and resource scheduling, in
which a set of radio resources are allocated to the device. Once the impacts of IoT
communications on the connection establishment and resources scheduling procedures are studied, we are able to investigate the mutual impact of serving IoT traﬃc
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over a limited set of radio resources on the QoS of non-IoT traﬃc, as well as on
costs of the access network. We call the latter as the resource provisioning problem,
as the derived impacts shed light on the optimized resource provisioning problem.
Towards answering the above-raised concerns, in the following, we present a list of
questions that are needed to be answered, when IoT communications are served
through the LTE-A air interface.
• Connection Establishment:
– RQ1.1: How do the access rate and energy consumption of IoT devices
in the connection establishment procedure scale with the number of devices?
– RQ1.2: How the connection establishment procedure can be improved
in order to increase the access rate and energy eﬃciency of IoT communications?
• Resource Scheduling:
– RQ1.3: How the radio resource schedulers of cellular networks could be
improved to care about battery lifetime of IoT devices, as well as their
priorities and delay budgets?
• Resource Provisioning:
– RQ1.4: What are the consequences of allocating a part of radio resources
to the IoT traﬃc on (i) QoS of non-IoT traﬃc, (ii) energy consumption
of the access network; and (iii) battery lifetime of IoT devices?

2.1.1
2.1.1.1

Proposed modeling, solutions, and key results
Scalability and energy eﬃciency of the connection
establishment procedure

In response to RQ1.1, we need to investigate performance of the random access
channel of LTE systems. In this thesis, energy eﬃciency of an IoT solution is investigated by analyzing the achieved battery lifetime for IoT devices served by that
solution. Furthermore, scalability is investigated by evaluating the access rate of
IoT devices, which is defined as the rate of success in connection establishment after K trials. Let us start by investigating the battery lifetime. For most reporting
IoT applications, the energy consumption of devices could be seen as a regenerative process, where the regeneration point is at the end of each successful data
transmission epoch [41]. Then, the expected battery lifetime can be approximated
as the product of the average reporting period (TRep ) and the ratio between the
remaining energy and the average energy consumption in each reporting period, i.e.
Lifetime ≈

E0
TRep .
ESleep + NConEst EConEst + EDataTx + ESched + EOthSig

(2.1)
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In this expression, E0 , ESleep , NConEst , EConEst , ESched , EDataTx , and EOthSig represent the stored energy, average energy consumption in the sleep mode in one reporting period, average number of trials for a successful connection establishment,
average energy consumption in a connection establishment trial, average energy
consumption in receiving data transmission/reception grant, average energy consumption in data transmission/reception, and average energy consumption in other
signaling, e.g. acknowledgment, respectively. One must note that the energy consumption in the transmit mode includes both the transmit power sent to the power
amplifier, as well as the power consumed in electronic circuits. The modeling of each
energy consumption source is technology-dependent, and is diﬀerent from LTE, to
LTE-A and NB-IoT. The interested reader is referred to [41, 60] for the detailed
modelings. From (2.1), it is clear that battery lifetime decreases by an increase
in NAccRes ≈ Pr1Suc , i.e. by a decrease in the probability of successful connection
establishment over the RA procedure. Then, investigation of the access rate also
sheds lights on the energy eﬃciency and battery lifetime problems. The probability
of successful connection establishment over RA is itself a function of traﬃc arrival
model and the amount of time/frequency/code domain resources allocated to the
RA. The former, describes the intensity of arrival of connection requests, and can be
modeled by a Poisson point process (PP) for semi-regular reporting applications, or
Switched Poisson Process (SPP) for mixed event-driven and semi-regular reporting
applications. In [78], we have used the latter traﬃc model, as depicted in Fig. 2.2.
In this figure, one sees that a massive arrival incurs some transient states in which,
we deal both with unsuccessful nodes which retry for connection establishment and
the new nodes which send connection requests for the first time. In this figure, M
represents the number of RA resources in frequency/code domain, called preamble, TRA represents the average time between two scheduling of RA opportunities,
µh , µt , and µl represent the average durations of high, transient, and low traﬃc
arrival modes, respectively, and λh , λt , and λl represent the average traﬃc arrival
rate in high, transient, and low arrival modes, respectively. Considering this arrival process, our work in [78] presents analytical models which describe the access
rate in terms of number of preambles in time/frequency domain, the average time
between two consecutive RA epochs, maximum number of allowed retransmissions
before outage, and the traﬃc model. Here, we summarize one part of the numerical
results presented in [78].
Fig. 2.3 represents the required resource provisioning for target access rate
of 0.99 over the RA procedure. Collision in selecting the RA resource has been
considered as the only cause of failure, and collided devices retry with probability
1 in the subsequent RA opportunities. In this figure, the regions covered by the
yellow color specify the (M, TRA ) pairs, for which, the access rate requirement
is satisfied. One observes that the boundary M and TRA values that satisfy the
access rate requirement construct a convex curve. Our further analysis in [78] for
diﬀerent access rate requirements reveals that the slope of this curve is inversely
proportional to the access rate requirement. In other words, by an increase in the
access rate requirement, the substitution rate of M with TRA increases. Then, one
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can conclude that for scenarios in which a high access rate is required, the target
access rate could not be achieved only by decreasing the interval between two
successive occurrences of RA resources. Thus, introducing frequency/code domain
diversity for achieving ultra-reliability is inevitable. We have further validated
our analytical/simulation results by comparing our results against the NS3 LENA
simulator [71] in [78, Section VI].
2.1.1.2

Enhancing the contention resolution capability

While in the previous subsection we have treated collisions over each random access
resource as a failure for all devices involved in the collision, one may think of
improving the contention resolution capability of receivers. One potential solution
consists in finding dimension of collision, i.e. number of involved nodes in the
collision, and then, responding to the contending nodes with a batch of resources.
Then, each node will randomly select a subset of these resources to decrease the
probability of collision in the subsequent transmissions. The performance of such
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Figure 2.4: Leveraging CFO for collision detection and resolution. This figure
represents the output of periodigram, where the input is a demodulated signal
complex containing three frequency components. (Reprinted from [79], submitted
to IEEE for peer review.)

a scheme is highly dependent on the accuracy of collision dimension estimation. In
[63, 79], we have proposed to leverage the CFOs of involving devices for collision
dimension estimation. In this scheme, the received signal content is checked by
periodogram, in order to find the remaining CFOs in the signal content. Fig. 2.4
represents the output of the periodogram for a received signal, which itself consists
of 3 signals with 3 diﬀerent CFOs2 . When the involved CFOs are very close to each
other, one may also benefit from the diﬀerent time-of-arrival of each packet at the
receiver, as we have leveraged in the DERA3 scheme, as follows. In [40, 74], we
have leveraged the fact that diﬀerent nodes may experience diﬀerent transmission
delays in communication with the BS, or may have diﬀerent timing oﬀsets with
regard to the reference time of the BS. Thus, we have proposed an amendment
to the RA procedure in the LTE-A, called DERA, in which, the random access
response is transmitted to the involved nodes in the collision, and one of the detected
time oﬀsets by the receiver is also included in the response message. Hence, all of
the colliding nodes will receive the response, but only the one whose transmission
delay matches with the estimated time oﬀset by the receiver will continue the
random access procedure. The interested reader may refer to [40, 63] for a detailed
description of the proposed random access enhancement schemes.

2 This receiver is also of interest for grant-free IoT communications, and is discussed in details
in section 3 of this thesis.
3 DERA: Delay estimation based random access.
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IoT traﬃc scheduling

Now, we have investigated the connection establishment procedure in the previous
subsection, and proceed to the resource scheduling procedure, i.e. RQ1.2. Scheduling, in essence, is not part of the standardization and is implemented by each
vendor. However, signaling for scheduling is part of the standardization work, and
each scheduling scheme complies with the specified signaling in the standards. Resource scheduling includes prioritizing data transmission/reception requests based
on the KPIs of interest, and allocating a set of time/frequency radio resources to
each device in order to ensure its reliable communications. In literature, delay budget is the main used KPI for prioritizing traﬃc, and usually, IoT traﬃc is served
over the remaining resources from non-IoT traﬃc [24]. Regarding the fact that
every joule counts for battery lifetime of IoT devices, and resource scheduling has
a vital role in energy consumption of devices, here we investigate battery lifetimeaware scheduling solutions, and evaluate their impacts on the individual, as well
as network, battery lifetime. In Paper A, included in the appendix, we analytically explore the uplink IoT traﬃc scheduling problem over a limited set of radio
resources by considering delay and battery lifetime as the KPIs. Then, the impacts
of resource pool size, coexisting traﬃc types, and scheduling policy on delay and
battery lifetime performance of IoT devices are investigated. As a special case, we
extend our proposed battery lifetime-aware scheduler to the SC-FDMA systems.
Finally, we investigate low-complexity scheduling solutions with limited feedback
requirement.
In the following, we present how complex is the scheduling problem for SCFDMA systems, and how our proposed scheduler in [41] (Paper A) looks like.
IoT traﬃc scheduling over SC-FDMA systems
Thanks4 to the reduced peak-to-average-power-ratio (PAPR) property of SC-FDMA,
it is a favorite multiple access scheme for energy-eﬃcient uplink communications. In
scheduling of SC-FDMA systems, the maximum number of clusters of adjacent subcarriers allocated to a device is denoted by G, where G is usually equal to 1 for IoT
communications5 . Furthermore, the transmit power of each device over all granted
subcarriers is the same [51], and subcarriers are assigned in units of chunks, each
containing M subcarriers [82]. In the following, we consider the scheduling problem
at time t, when a set of nodes, denoted by A with cardinally |A|, have passed the
connection establishment procedure, and seek grant for the uplink transmission.
As the scheduling procedure is needed to be battery lifetime-aware, first we
model the expected battery lifetime of individual devices, and the expected network battery lifetime. The remaining battery energy at time t for node i is denoted
4 The contents of this subsection, especially the equations, have been recycled from Section IV
of Paper A.
5 The constraint on G is called the contiguity constraint [80]. As PAPR increases in G [81],
G = 1 is preferred for IoT applications [41].
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by Ei (t), the average packet size by Di , and the power consumption in data transmission by ξPi + Pc . In this expression, Pc denotes the circuit power, ξ the inverse
of power amplifier (PA) eﬃciency, and Pi the transmit power for reliable data
transmission. Using (2.1), the expected battery lifetime of node i at time t is
approximated as follows:
Li (t) ≈

Ei (t)
Ti .
Esi + Edi

(2.2)

In this expression, Edi is the average consumed energy per reporting period in data
transmission, and is modeled as Edi = [Pc + ξPi ]Di /Ri , Ri denotes the average data
transmission rate, Ti denotes the average time-length of each reporting period, and
finally, Esi denotes the average static energy consumption per reporting period for
data gathering, processing, and etc. Given the battery lifetime model of devices,
one may define the network battery lifetime as a function of individual lifetimes. For
example, when even missing one device deteriorates the coverage and performance,
the shortest individual lifetime (SIL) can be defined as the battery lifetime, i.e.
Lsil
net = mini Li . In contrast, the longest individual lifetime (LIL) might be of
interest in some reporting IoT applications [41]. In [41], we have defined a broad
range of network battery lifetime models, and optimized the scheduling problem
for them. Here, we stick to the SIL lifetime definition.
Now, let us come back to the scheduling problem. Denote the set and number
of available resource chunks as C and |C|, respectively. Each chunk consists of M
subcarriers in the frequency domain, and spans over τ seconds in the time-domain.
Note that if the number of time/frequency resource elements is not suﬃcient to
schedule A at once, a subset of A is scheduled, and the others are left for the
next scheduling epoch, i.e. τ seconds later. One can approximate the eﬀective
SINR6 of an SC-FDMA symbol as the average SINR over the set of subcarriers.
This is due to the fact that each data symbol is spread over the whole bandwidth
in SC-FDMA [51]. Now, we can derive the achievable data rate for node i, as
R(Ci , Pi ) = |Ci |M Sv (ηi ). In this expression, Ci represents the set of allocated chunks
P hei
to node i, |Ci | represents the cardinality of Ci , ηi is the SINR and is equal to |Cii|M
,
and Sv (x) represents the achieved data rate over one subcarrier for a SINR level of
ηi , as described in [41]. Moreover, hei is defined as [51]
[ ∑ [N0 + Ij ]M w ]
hei = |Ci |/
,
hji
j∈Ci

and is interpreted as the eﬀective channel gain-to-noise-plus-interference ratio for
node i. Here, hji is the channel gain of node i over chunk j, which is assumed to
be constant in (t, t + τ ) [51], Ij is the PSD7 of interference on chunk j, N0 is the
PSD of noise, and w is the bandwidth of each subcarrier. Thus, using (2.2), the
6 SINR:
7 PSD:

Signal to interference and noise ratio.
Power spectral density.
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expected battery lifetime of node i at time t + τ , either to be scheduled at t or not,
is approximated as a function of Pi and Ci as follows:
Li (t + τ ) =

Ei (t + τ ) − [1 − θi ]Edi
Ti ,
Esi + Edi

(2.3)

where
Ei (t + τ ) = Ei (t) − τ Pc [1 − θi ] −

[
]
Di
Pc + ξPi θi .
R(Ci , Pi )

(2.4)

In this expression, θi , the indicator function, is 1 if node i is scheduled at t, and 0
otherwise. Furthermore, [1 − θi ]Edi models the expected energy consumption from
t + τ till the successful transmission, i.e. the regeneration point. Now, we have all
the necessary expressions to formulate the scheduling problem at time t as an SIL
network battery lifetime maximization problem, as follows:
maximizeCi ,Pi ,θi Lsil
net (t + τ )
∑
|Ci | ≤ |C|,
subject to: C.2.5.1:

(2.5)

i∈A

C.2.5.2: Ci : contiguous ∀i ∈ A,
C.2.5.3: Ci ∩ Cj = ∅ ∀i, j ∈ A, i ̸= j,
C.2.5.4: θi Di /R(Ci , Pi ) ≤ τ ∀i ∈ A,
C.2.5.5: Pi ≤ Pmax ∀i ∈ A,
C.2.5.6: [1 − θi ]Qi = 0 ∀i ∈ A.
In this optimization problem, ∅ is the empty set, and Qi ∈ {0, 1} is a binary parameter represents priority of traﬃc due to the delay budget. The scheduler schedules
node i with the highest priority for Qi = 1, and schedules using the remaining resources from the scheduling of high-priority traﬃc otherwise. Now, let us interpret
the constraints. The C.2.5.1 comes from the limitation of radio resources, C.2.5.2
comes from the contiguity requirement, C.2.5.3 ensures that each resource will be
allocated to at most one device, C.2.5.4-5 assure the successful transmission of data
over granted resources, and C.2.5.6 assures priority of high-priority demanding traffic. It is clear that the above optimization problem is not a convex optimization
problem, especially due to the contiguity constraint [51]. One may reformulate this
problem as a pure binary-integer programing problem. However, using the results
from [82], the complexity of search over all feasible resource allocations for an SC∑|A| (|A| ) (|C|−1 )
FDMA system will be i=1 i i! i−1 . Thus, this approach is clearly complex,
especially for scheduling massive IoT communications. In the sequel, we present a
low-complexity suboptimal solution for the above scheduling problem.
The proposed scheduler
We propose to break the scheduling problem in (2.5) to two subproblems based on
the priority of devices. Then, the first subproblem satisfies the minimum resource
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requirement for the set of high-priority nodes, called Ad , while the second subproblem allocates resources to all other nodes based on their impacts on the network
lifetime. It is clear that the former is a frequency-domain scheduling problem, i.e.,
it consists of frequency-domain scheduling for nodes which cannot wait anymore.
Furthermore, the second subproblem is a time/frequency scheduling problem, i.e.,
the remaining nodes might be scheduled using the remaining resources or be postponed to future scheduling epochs. In the second subproblem, the scheduler selects
node with the highest impact on the network lifetime, allocates one unit of remaining resources to it, and continues this procedure until radio resources are finished.
The proposed scheduler, presented in Algorithm 1, contains two steps, each of them
are responsible for one of the above-described subproblems. In Algorithm 1, we call
F(·), P(·), and ExpAlg functions, which have been defined in [41, Section IV] in
details.
The following section presents some key results achieved in the simulation of the
proposed scheduler for LTE-A networks. In the simulation setup, the deployment
of IoT devices and their traﬃc model follow the proposed models in [81, Annex A]
for smart metering applications, and have been reflected in [41] (Paper A).
Fig. 2.5 represents the probability density function (PDF) of battery lifetimes of
IoT devices using the following scheduling schemes: Scheme 1, in which time- and
frequency-domain schedulers aim at maximizing the SIL network lifetime; Scheme
2, which consists of a round-robin (RR) scheduler for time-domain scheduling and
a low-complexity SIL network lifetime maximizing scheduler for frequency-domain
scheduling; Scheme 3, in which time- and frequency-domain schedulers aim at maximizing the LIL network lifetime; Scheme 4, which consists of round-robin schedulers for time- and frequency-domain scheduling; and Scheme 5, which consists of
a channel-aware scheduler for time-domain scheduling and a round-robin scheduler
for frequency-domain scheduling.
One sees in Fig. 2.5 that the first battery drain for scheme 1, i.e. the SILnetwork-lifetime maximizing scheduler, happens much later than the ones of the
benchmarks, i.e. scheme 4 and 5. In a similar way, one sees that the last battery
drain for scheme 3, i.e. the LIL-network-lifetime maximizing scheduler, happens
much later than the benchmarks. Furthermore, one observes that scheme 1 benefits
from a compact shape, which, in turn, indicates that the individual lifetimes of
devices have been distributed in a limited time interval. In other words, the variance
of individual battery lifetimes using the SIL-network-lifetime scheduling is the least
among other schemes. Then, we can conclude that the maintenance costs for IoT
networks may be reduced using SIL-network-lifetime scheduling, as their batteries
can be replaced almost at the same time [12, 41].
Fig. 2.6 represents the detailed network lifetime comparisons of the investigated
scheduling schemes. Here, it is evident that scheme 1 achieves a SIL network lifetime
which is 2.4 times higher than scheme 4, and 3 times higher than scheme 5. Also,
we observe that scheme 2, i.e. the low-complexity sub-optimal SIL-network-lifetime
maximizing scheduler, outperforms the baseline schemes 4 and 5.
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Algorithm 1: The SIL-network-lifetime maximizing scheduler for SC-FDMA.
(Reprinted from [41], ©2017 IEEE, reused with permission.)

1

2

Initialization;
- Define Ad , where i ∈ Ad if Qi = 1;
- Define Acd as A \ Ad ;
- 0 → θi and ∅ → Ci , ∀i ∈ A ;
Step 1;
- A → Atd ;
- while Atd is non-empty do
- arg minj∈Atd Lj (t) → j ∗ ;
- Atd \ j ∗ → Atd , 1 → θi ;
(
)
- while Dj ∗ /R Cj ∗ , Pmax ) > τ do
- ExpAlg(C, Cj ∗ , G) → c∗ , c∗ ∪ Cj ∗ → Cj ∗ , C \ c∗ → C;
- If c∗ = ∅, then 0 → θi , Ad \ j ∗ → Ad , Cj ∗ ∪ C → C, exit the loop;
Step 2;
- Ad ∪ Acd → H;
- while C and H are non-empty do
- j ∗ = arg minj∈H F(Ei (t), Edi , Esi , Ti , Ci , θi );
- if θj ∗ ̸= 1 then
- 1 → θj ∗ ;
(
)
- while Dj ∗ /R Cj ∗ , Pmax > τ do
- ExpAlg(C, Cj ∗ , G) → c∗ , c∗ ∪ Cj ∗ → Cj ∗ , C \ c∗ → C;
- If c∗ = ∅, then 0 → θi , Cj ∗ ∪ C → C, H \ j ∗ → H, exit the loop;
else
-

Di [Pc +ξP (Cj ∗ )]
R(Cj ∗ ,P (Cj ∗ ))

→ B;

- ExpAlg(C, Cj ∗ , G) → c∗ ;
- if c∗ = ∅ then
- H \ j ∗ → H;
else
- c∗ ∪ Cj ∗ → Cj ∗ , C \ c∗ → C;
- If

Di [ξP(Cj ∗ )+Pc ]
R(Cj ∗ ,P(Cj ∗ ))
∗

> B, then Cj ∗ \ c∗ → Cj ∗ , C ∪ c∗ → C,

H \ j → H;
3
4

P(Ci ) → Pi , ∀i ∈ A;
return Pi , θi , Ci , ∀i ∈ A

2.1.1.4

Radio resource provisioning for IoT traﬃc

After investigating the connection establishment and resource scheduling procedures, we are ready to investigate the resource provisioning problem, i.e. RQ1.3,
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Figure 2.6: SIL/LIL network lifetime comparison. (Reprinted from [41], ©2017
IEEE, reused with permission.)

when IoT and non-IoT traﬃc are assigned separate sets of resources over PRACH
and PUSCH resources, see Fig. 2.7. In [83], we develop an analytical model which
involves access rate and energy consumptions analysis of IoT devices, experienced
delay and spectral eﬃciency analysis of non-IoT traﬃc, and energy consumption
of the access network in serving the mixed IoT/non-IoT traﬃc. Our analyses figure out the ways in which spectral eﬃciency, energy saving for the access network,
and QoS of the non-IoT traﬃc could be traded to extend battery lifetimes of IoT

frequency
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Figure 2.7: Resource provisioning for IoT

devices by compromising on the level of provisioned radio resources. For a full list
of insightful observations derived from the performance tradeoﬀ analysis, one may
refer to [83]. In the following, one of the key findings of this paper is discussed.
To ease understanding of couplings among lifetime for IoT, delay for non-IoT,
consumed energy for the BS (in the single-cell scenario), and spectral eﬃciency of
radio resources, in Fig. 2.8 the optimized operation points have been depicted over
a 2D view of the energy consumption of the BS. The design parameters are the ratio
of allocated PRACH and PUSCH resources to the IoT traﬃc. In the background,
diﬀerent colors refer to diﬀerent energy consumption levels. The colors, ranged
from yellow to dark blue, are indicating high to low energy consumption regimes
respectively. Let us consider the minimum energy consumption for the BS as the
reference operation point. Fig. 2.8 shows that the average consumed energy by the
BS, energy eﬃciency of IoT communications, and delay of non-IoT communications
increase by an increase in the amount of allocated radio resources to the IoT traﬃc.
The improvement in energy eﬃciency of IoT communications comes from the fact
that the access rate over PRACH and success probability in data transmission
over PUSCH increase in the amount of provisioned radio resources. However, this
improvement for IoT communications is achieved at the cost of increasing energy
consumption of the access network, as BSs need to stay longer in the non-sleep
mode for serving potential IoT traﬃc.
2.1.1.5

Access network provisioning for IoT traﬃc

After investigating the radio resource provisioning problem for IoT communications,
here we proceed by investigating the impact of density/activity of BSs of the access
network on QoS of IoT communications, i.e. RQ1.4. While in the path from 3G to
4G wireless networks, the main driver was delivering higher data rates to users, for
the first time energy eﬃciency in deployment and operation of cellular networks was
also taken into account seriously as a design objective [55]. BS sleeping is a major
proposed/standardized energy saving technique for the wireless access networks
[55]. In this scheme, once there is no user to be served or the request demand
is low, the BS may go to the low energy consumption mode. Furthermore, by a
drastic change in the traﬃc arrival, e.g. from midnight to morning, some micro
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Figure 2.8: Performance tradeoﬀs. EC, EE, ED, and SE refer to energy consumption of BS, energy eﬃciency of IoT communications, experienced delay of non-IoT
communications, and spectral eﬃciency of radio resources. (Reprinted from [83],
©2017 IEEE, reused with permission.)

BSs might be turned oﬀ for energy saving. In this case, their coverage areas must
be covered by the neighboring BSs, i.e. cell zooming occurs. This means that in
the low traﬃc arrival time periods, the density of active BSs decreases, and hence,
the communications distances increase. The legacy UEs in cellular networks, i.e.
smart-phones, have a semi-daily recharging pattern. Hence, the impact of energy
saving for the access network on their performance would be negligible. On the
other hand, IoT devices are required to last for years, and hence, an increase in the
communications distance may aﬀect their battery lifetime performance significantly.
In [84], we develop a tractable framework to model the operation of a sleepingmode enabled BS, which serves mixed IoT/non-IoT traﬃc. We have derived closedform expressions for energy consumption of the BS, access delay of UEs, and battery
lifetime of IoT devices in terms of traﬃc characteristics and BS operation parameters. These expressions confirm existence of a strong tradeoﬀ between energy
saving for the BS and battery lifetime of IoT devices. Then, we explore the impact
of system and traﬃc parameters on the introduced tradeoﬀ. We also extend our
solutions to the multi-cell scenario, derive closed-form expressions for the energylifetime tradeoﬀ, and investigate the performance impact of the sleeping control
parameters on the tradeoﬀ. Some of the presented simulation results in [84] for the
single-cell scenario are summarized in the following. In the single cell scenario, we
assume that after serving the last traﬃc request in the queue, BS listens to the
control channel for a period of length TLis seconds. If no request arrives, it sleeps
for a period of length TSleep seconds. Also, we consider two traﬃc types, including non-IoT traﬃc, denoted by P1 , and IoT traﬃc, denoted by P2 . The detailed
distribution of TLis , TSleep , and characteristics of P1 and P2 could be found in [84].
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The tradeoﬀ between energy saving for the BS and the delay in data transmission for P1 and P2 devices has been depicted in Fig. 2.9. The x-axis in this figure
represents the mean listening time, which indicates the average amount of time BS
spends in the idle listening before going to the sleep mode, i.e. E{TLis }. Note that
if any service request arrives during the listening time, BS serves it immediately and
the listening counter is restarted. The solid lines represent the simulation results,
while the dashed lines represent the analytical results, derived from the analytical
expressions in [84, Section 4]. It is clear that the energy consumption (operational
costs) of the BS increases by an increase in the listening time, while the communication delay of users decreases by an increase in the listening time. The tradeoﬀ
between energy saving for the BS and energy eﬃciency in IoT communications has
been depicted in Fig. 2.10. One observes that energy eﬃciency of IoT communications, which determines the battery lifetime, and energy consumption of the BS,
which determines the operational costs, increase by an increase in the idle listening
time. The interesting point of this tradeoﬀ consists in the fact that MNOs pay the
electricity bills of the access network and benefit from further energy saving for the
access network. On the other hand, IoT-devices’ owners, e.g. a company which is
responsible for temperature monitoring of a building, pay for the maintenance of
IoT devices and benefit from maximizing devices’ battery lifetimes. One must note
that while investment in the access network by MNOs increases their expenses and
benefits IoT-service consumers, but in return, it increases the interest in cellular
networks for enabling IoT, and hence, increases their revenues as well.
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2.2

Serving IoT over Dedicated Systems

NB-IoT is the state-of-the-art cellular technology introduced by the 3GPP for serving IoT traﬃc over cellular networks in an energy eﬃcient way. As mentioned in the
background section, in this technology diﬀerent coverage classes have been defined
to enable faraway located devices experiencing large path-loss values to become
directly connected to the network. However, there is a lack of research on mutual
impacts of coexisting coverage classes on each other. This concern originates from
the fact that in NB-IoT systems, the data, control, random access, and broadcast
channels are multiplexed on the same set of radio resources, as depicted in Fig.
2.11. Then, if we consider a scenario in which uplink channel is mainly occupied
by the random access and data transmission of faraway located devices with poor
coverage and a high repetition order, the radio resources for other classes cannot
be scheduled frequently. Thus, their service delay and consumed energy in communications will increase. Then, it is important to adapt scheduling of random access,
shared data, broadcast, and control channels in the uplink and downlink directions
based on the coexisting coverage classes in the service area, as well as the number
of connected devices in each coverage class.
In order to fill this research gap and improve IoT connectivity over NB-IoT
networks, the following research questions are studied in this work:
• Scheduling of Physical Channels:
– RQ1.5: How does scheduling of random access, shared data, broadcast,
and control channels in the uplink and downlink directions aﬀect battery
lifetime and service delay of IoT devices?
• Coexistence of Coverage Classes:
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– RQ1.6. What are the consequences of serving devices requiring extreme
coverage support, i.e. experiencing large path-loss values, on the performance of other IoT devices? How can we compensate for the consequences?

2.2.1

Proposed modeling, solutions, and key results

In response to RQ1.5., we study the physical channel scheduling for NB-IoT, i.e.
when and how much resources must be allocated to NPRACH, NPUSCH, NPDCCH, and NPDSCH. We investigate this problem for the case in which, multiple
coverage classes coexist in the service area. Let us first exemplify the interactions between scheduling of diﬀerent physical channels in order to get insights on
how a scheduling policy can aﬀect battery lifetime and delay performance of devices. From Fig. 2.11, it is clear that {NPRACH, NPUSCH}, and {NPDCCH,
NPDSCH} are multiplexed in time over uplink and downlink radio resources respectively. If NPRACH scheduling occurs frequently, the NPUSCH will suﬀer from
a lack of resources for data transmission, and hence, latency in data transmissions
increases. On the other hand, if the scheduling of NPRACH occurs infrequently,
latency and energy consumption in connection establishment increase because of
the extra delay in starting the RA procedure, and increase in probability of collision
over NPRACH. Furthermore, infrequent scheduling of NPDCCH leads to wastage
of uplink/downlink resources because access to up/downlink resources is granted
through the NPDCCH. Conversely, if NPDCCH is scheduled frequently, NPUSCH
will suﬀer from the lack of resources for data transmissions, and hence, latency and
energy consumption of devices over NPUSCH will increase. While the interactions
amongst scheduling of diﬀerent physical channels are complicated, the introduction
of coverage classes and coexistence of heterogeneous services over the same system
make the problem more challenging, and harder to be solved.
In [60] (Paper B), we investigate the NB-IoT channel multiplexing problem
in coexistence of devices from a diverse set of coverage classes in the same service
area. Towards answering the RQ1.5 and RQ1.6, we first model the access pro-
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Figure 2.12: Data exchanges and their respective power consumptions. The legend
shows each data exchange happens over which physical channel. The reference
signals, including NRS, NPSS, NSSS, and master information block (MIB), are
broadcasted regularly, while one realization has been depicted here for brevity.
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tocol exchanges of NB-IoT systems, based on the description in [21, Section 7].
Fig. 2.12 represents the access protocol exchanges, and their respective power consumption levels. In order to shed light on the interconnections of scheduling of
diﬀerent physical channels, we propose a queuing model of NB-IoT connectivity.
This model, depicted in Fig. 2.13, takes the operations of random access, control,
and data channels into account. In Fig. 2.13, the yellow circle represents the downlink channel, which serves three channel queues, i.e. NPDCCH, NPDSCH, and
reference signals. Also, the gray circle represents the uplink channel, which serves
two channel queues, i.e. NPRACH and NPUSCH. By investigating the proposed
queuing model, and considering multi-type traﬃc arrival from diﬀerent coverage
classes, we derive tractable analytical models of service latency, energy consumption, and expected battery lifetime that take into account message exchanges on
both downlink/uplink channels, from synchronization to the service completion.
These expressions, validated by simulation results, enable us to investigate the
latency-energy tradeoﬀ in channel scheduling, and study the interaction among the
coverage classes coexisting in the system.
In the following, we summarize parts of the performance evaluation results presented in [60] (Paper B). First, Fig. 2.14a represents the coexistence impact of
two coverage classes on each other. Here, traﬃc from class 1 and class 2 devices
are served using the same set of radio resources. The fraction of devices belonging
to class i, i ∈ {1, 2}, is denoted by fi . For this figure, t and d, the time intervals
between two scheduling of NPRACH and NPDCCH, are fixed to 10 ms and 65 ms,
respectively. The y-axis in Fig. 2.14a represents the expected battery lifetime, and
the x-axis represents the repetition order of class 2 devices, i.e., c2 . Note that c1
has been fixed to 1. The other simulation parameters could be found in [60] (Paper
B). In this figure, it is clear that by an increase in c2 , the amount of radio resources
used for data transmissions of class 2 devices increases. This, in turn, increases the
latency of communications service for class 1 devices, and hence, increases their
energy consumptions in the idle waiting mode. Furthermore, one observes that the
battery lifetime performance for class 1 devices decreases in the fraction of devices
belonging to class 2. For example, by increasing the repetition order of the second
class from 11 to 13, the average battery lifetime of class 1 nodes decreases by 6 %
when f1 = 0.95 (i.e., f2 = 0.05) and by 28 % when f1 = 0.90 (i.e., f2 = 0.1). Then,
performance of class-1 devices is traded to achieve a deeper coverage for class-2
devices.
Now, let us investigate the impact of channel scheduling on the KPIs. In
Fig. 2.14b, the expected battery lifetime has been depicted by changing t and d, i.e.,
the average time intervals between two scheduling epochs of NPRACH and NPDCCH, respectively. As per Fig. 2.14a, devices belonging to two coverage classes
coexist in the service area. One observes that increasing t increases the battery
lifetime of devices in both classes up to a certain point. This is due to the fact
that increasing t provides more resources for scheduling of NPUSCH, and hence,
decreases time spent in data transmission, i.e., Dtx . One further observes that after
a certain point, increasing t shortens the battery lifetime. This is mainly due to
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the fact that the average delay in resource reservation and probability of collision
over NPRACH increase in increasing t. Following the same reasoning, increasing d increases the battery lifetime to some point by providing more resources for
NPDSCH, i.e. by decreasing the time spent in data/control reception, Drx . After
a certain point, increasing d decreases the battery lifetime. This is mainly due
to the fact that increasing d increases the expected time in receiving the resource
reservation response, and hence, wastes extra energy.
The normalized lifetime and latency for class 1 are depicted in Fig. 2.14c, when t
is fixed to 1 ms. One observes that the downlink and uplink latencies are minimized
at d = 350 ms and d = 40 ms respectively, and battery lifetime is maximized at
d = 80 ms.

2.3

Concluding Remarks

In this chapter, we have presented scalability and energy eﬃciency analyses of
cellular networks in serving massive IoT communications. Furthermore, we have
presented enhanced RRM procedures, and have shown the extent up to which,
they can improve scalability and energy eﬃciency in cellular-based IoT communications. The results confirm that the massive access issue could be addressed by
well-scaled resource provisioning, as well as enhanced collision resolution, strategies. The results further show that while the scalability of IoT communications
could be improved in the light of proposed schemes, the signaling overhead is still
a major bottleneck for enabling ultra-long battery lifetime in these systems. Especially, when we consider IoT messages containing a payload of several bits, the
total consumed energy in synchronization, authentication, and resource reservation
is much higher than the consumed energy in the actual data transmission. From
this analysis, we conclude that revolutionary MAC schemes breaking the barrier of
grant-based communications are needed to simplify the IoT connectivity procedure
as much as possible.
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Chapter 3

Enabling Ultra-Energy-Eﬃcient
IoT Connectivity: Challenges,
solutions, and key results
In the previous section, we focused on RQ1, and tried to shed light on major
bottlenecks of existing cellular infrastructure in oﬀering ultra-energy-eﬃcient IoT
connectivity service. The analytical and simulation results indicated that the communications overhead in connection establishment and control signaling consumes
as large as, or even higher than, the energy consumption in actual data transmission. In this section, we focus on RQ2, i.e., given the limitations of cellular networks
in supporting IoT, how can one develop communications protocols with a close-tozero energy consumption profile? In response to this question, we investigate the
possibility of removing the resource reservation procedure for short-packet IoT communications. Towards this end, grant-free radio access is introduced here in which,
once a device has a packet to transmit, it sends one/several copies of the packet
over the shared resource pool. At first, we investigate challenges associated with
the grant-free radio access in large-scale heterogeneous IoT networks. Then, we
investigate the reliability of communications and its interactions with battery lifetime, latency, density of BSs, and communications bandwidth. We further develop
enhanced transmission/reception solutions for grant-free access IoT networks. Finally, we develop distributed yet energy-eﬃcient radio access coordination schemes,
to be implemented in devices, which are able to enhance devices adaptation to the
environment significantly.

3.1

Grant-free Access: A performance analysis

The IoT connectivity solutions over the unlicensed spectrum, e.g. SigFox, along
with their cellular competitors, e.g. NB-IoT, have targeted the energy-hungry IoT
market [18]. In essence, grant-free radio access belongs to the category of IoT
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solutions over the unlicensed spectrum in which, devices don’t need to reserve
radio resources, however, they need to comply with the fair use of radio resources
[30]. In recent years, grant-free access has also gained attention in literature and
industry for realizing long battery lifetime in cellular networks over the licensed
spectrum [85]. Thanks to its simplified connectivity procedure, grant-free access is
a promising solution to let IoT devices focus just on data gathering and reporting,
and forget about the legacy energy-consuming connection establishment procedure.
While the 3GPP has started standardization of the grant-free access over cellular
networks [85], there is still a lack of comprehensive research on grant-free access,
especially on reliability of communications. In section 1.2.2, we observed that the
prior arts on reliability in grant-free access have been mainly focused on success
probability analysis in homogeneous scenarios, i.e. when a specific technology like
LoRaWAN, or a specific IoT service like smart metering is the sole user of the radio
resources. Furthermore, spatial correlation in locations of devices has not been
investigated in prior arts. In most prior arts, e.g. [62], the distribution process of
locations of IoT devices has been modeled by a PPP, which is infeasible because
the cell ranges in wide-area IoT networks can be up to tens of kilometers. Then,
there is a high probability that the service area includes hot-spots, as well as regions
without any device deployment, as depicted in Fig. 3.1.
In response to the lack of research on large-scale, heterogeneous, and grant-free
radio access IoT networks, in this section we aim at investigating the reliability of
communications over such networks. This problem is defined as follows.
• RQ2.1: How can one model the reliability of communications in large-scale,
heterogeneous, grant-free access IoT networks?

3.1.1

Proposed modeling and key results

In [65], appended Paper C, we answer RQ2.1 by investigating reliability analysis
in grant-free IoT networks. First, we leverage a multi-PCP1 model, for modeling
distribution of locations of devices in a wide-area network. Then, we provide a
rigorous analytical model of reliability of such a network, powered by stochastic
geometry analysis of the 3D interference2 , in terms of network resources and characteristics of the multi-type traﬃc. In the following, we present a key result of this
work in which, probability of success for a network serving K-type IoT devices over
a bandwidth of W is investigated. For a broader view of contributions and derived
expressions, one may refer to Paper C.
1 PCP:
2 In

Poisson cluster process.
time, frequency, and code domains
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(a) Illustration of locations of devices for K = 3. This figure highlights heterogeneity in
distribution processes of locations of devices.

(b) A snapshot of the received traﬃc from 4 transmitting devices (K = 3) at the receiver.
This figure highlights diﬀerences in communication characteristics.

Figure 3.1: Graphical description of motivation for RQ2.1. Performance analysis
of large-scale IoT networks with heterogeneity in communications characteristics
and distribution processes of locations of devices is missing in the prior arts [65].
(Reprinted from [65], submitted to IEEE for peer review.)
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Probability of success in a grant-free access IoT network with
K-type IoT devices

Let us first describe the system model. A massive number of IoT devices, denoted by
set Φ, have been distributed according to diﬀerent 2D PCPs in a wide service area.
∆
Φ consists of K subsets, denoted by Φk for k ∈ K = {1, · · · , K}, and each subset
represents a specific type of IoT devices. Traﬃc from diﬀerent subsets, i.e. diﬀerent
IoT devices, diﬀer in communications characteristics. Some of these characteristics
are as follows: (i) frequency of packet generation 1/Tk , (ii) signal bandwidth wk ,
(iii) packet transmission time τk , (iv) number of transmitted replicas per data
packet nk , and (v) transmit power Pk . For PCP model of type-k IoT devices, a
feature tuple, like (λk , υk , f(x)), represents the distribution process. In this tuple,
λk is the density of parent points, i.e. cluster centers, and υk is the average number
of daughter points per parent point, i.e. number of cluster members. Also, f(x)
characterizes the distribution of cluster members in each cluster, and is described
by an isotropic function. For example, in the case of a normal distribution, we
have:
√
f(x) = exp(−||x − x0 ||2 /(2σ 2 ))/ 2πσ 2 ,
(3.1)
in which, σ denotes the variance of distribution and x0 is the location of the cluster
center. A frequency spectrum of W (Hz) is shared amongst nodes for communications. Over the communications bandwidth, the PSD of noise is denoted by U. To
account for both IoT connectivity over the licensed and unlicensed spectrum, we
consider collecting data from a subset of K, denoted by ϕ, where |ϕ| ≤ |K| = K.
The transmissions from other devices are treated as interference. When |ϕ| = K,
the modeling works for the licensed spectrum, in which, only authenticated devices
can transmit data over the resource pool. When |ϕ| < K, the modeling works for
IoT connectivity over the unlicensed spectrum, in which, coexisting technologies
may reuse the same resource simultaneously. Finally, we need to take into account
diﬀerent transmission codes that might be used by diﬀerent device technologies for
resilience to interference, e.g. in LoRaWAN [18]. Here, for the brevity of text we
neglect use of such codes, however, in Paper C, we have derived the analytical
results by considering the existence of such codes.
Now, let us come back to our performance analysis problem. Denote by U ,
IΨ , and γth,i the additive noise at the receiver, the received interference at the
receiver, and the threshold SINR for correct decoding of a packet of type-i. Also,
denote the average numbers of interfering type-k devices in each cluster as υ̂k ,
which is the product of υk and ρk = ρtk ρfk ρck . The latter, ρk , is the 3D activity
factor of devices, and is derived as the product of device’s activity factors in time,
frequency, and code domains. These activity factors have been quantified in [65,
Section III]. Furthermore, assume the fading between devices and the BS is modeled
by the Nakagami-m model, with the shaping and spread parameters of m ∈ Zi
and Ω > 0 respectively. Finally, assume the following general path-loss model in
communications of devices and the BS: g(x) = 1/(α1 +α2 ||x||δ ), in which α1 and α2
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are the control parameters, and δ represents the path-loss exponent. Now, we have
all the necessary background for performance analysis. The probability of success
in packet transmission of a type-i device, located at z, to the BS, which has been
located at the origin, is derived as:
ps (i, z) = Pr(Pi hg(z) ≥ [U + IΨ ]γth,i )
∫ ∞
γth,i mq ν
(a) ∑m-1 1
=
exp(−
)q dPr(IΨ +U ≥ q)
ν=0 ν! 0
ΩPi g(z)
ν
(b) ∑m-1 (−1)
=
[LIΨ (s)LU (s)](ν) s= γth,i m .
ν=0
ΩPi g(z)
ν!

(3.2)

ν

∂
In this expression, [F (s)](ν) = ∂s
ν F (s), (a) follows from [86, Appendix C], and
∂n
(b) follows from [87, Lemma 3.1] and the fact that L(tn f(t)) = (−1)n ∂s
n F (s).
Furthermore, LIΨ denotes the Laplace functional of the received interference from
potential active nodes, and has been derived in section III of Paper C. Also, LU (s)
denotes the Laplace functional of noise. In order to shed light on the coexistence
impact of diﬀerent IoT traﬃc types, in the following we focus on m = 1, i.e. when
the Nakagami-m reduces to the Rayleigh fading.

Theorem 1. For m = 1, the success probability in a packet transmission of type-i
devices could be approximated as:
(
)
( ∑
ps (i, z) ≈ exp − Uγth,i /[ΩPi g(z)] exp −

Pk γth,i )
)
k∈K
ΩPi
(
γth,i )
× exp − υ̂i H(z, f ∗ (x),
) ,
(3.3)
Ω
λk υ̂k H(z, 1,

(
)
where f ∗ (·) = conv f(·), f(·) , and
(
H z, f ∗ (x), ω) =

∫
x∈R2

g(x)
f ∗ (x)dx.
g(x) + g(z)/ω

Proof. Refer to Appendix A of Paper C.
The expression in (3.3) consists of three exponential expressions, related to
probability of success in presence of noise, and potential inter-cluster and intracluster interference, respectively. Furthermore, the H(z, f ∗ (x), ω) and H(z, 1, ω)
functions could be derived in closed-form for most well-known path-loss and user
distribution functions. For example, for g(x) = α0 ||x||−δ , we have:
2

H(z, 1, ω) = ||z||2 ω δ 2π 2 csc(2π/δ)/δ.
In the following, we investigate tightness of the derived analytical expressions
in Theorem 1. Towards this end, consider a coexistence scenario in which, two
device types coexist. Communications from type-1 devices are of our interest,
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Figure 3.2: Validation of analytical and simulation results. Device distribution:
K=2, λ1 =0.19, λ2 =3.8, υ1 =1200, υ2 =30, P1 =21 dBm, and P2 =25 dBm. Other
parameters could be found in [65]. (Reprinted from [65], submitted to IEEE for
peer review.)

and hence, type-2 communications are treated as interference. Also, the transmit
power of type-2 devices is 4 dB higher than type-1 devices. The probability of
success in packet transmission of type-1 devices has been depicted as a function of
distance from the BS in Fig. 3.2. One observes that the analytical model, derived
in (3.3), matches well with the simulation results. We have further highlighted the
contributions of noise, inter-cluster interference, and intra-cluster interference, as
derived in (3.3). By comparing the respective curves, it is clear that the interference
from type-2 traﬃc (plus-marked curve) is the most limiting factor. This is due to
the fact that transmit power of these interfering devices is 4 dB higher than the
devices of interest. It is clear that the presented reliability model could be extended
to evaluate performance of any IoT network in coexistence scenarios. For example,
we have used this analytical framework in [61] for performance analysis of two
private LoRa-based networks.

3.2

Deployment and Operation Strategies for Grant-free
Access Networks

In the previous subsection, we highlighted the lack of research on reliability analysis
in the large-scale grant-free access IoT networks. Furthermore, one must note that
study of the tradeoﬀ between required investment cost in the access network, in
terms of BS density and communications bandwidth, and provided quality of service
for IoT devices, in terms of reliability, latency, and battery lifetime, is also missing
in the literature. To address this open problem, in this section we focus on network
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design and operation control problems in grant-free IoT networks. Enabling widearea IoT connectivity requires deployment of BSs and provisioning of frequency
resources, where both impact the network costs. Furthermore, the experienced
delay and consumed energy in data transfer for IoT devices have strong couplings
with reliability of data transfer, which has been found in (3.3) to be interconnected
with the amount of provisioned BS density/radio resources for IoT communications.
In order to investigate the couplings and fill this research gap, here we answer the
following research question:
• RQ2.2: What is the interplay amongst the density of BSs within the service area, communications bandwidth, and QoS for IoT communications?
How does this interplay shape the resource provisioning and operation control strategies?

3.2.1

Proposed solutions and key results

In [65], appended Paper C, we answer RQ2.2 by investigating the tradeoﬀ between
provisioned network resources and QoS of IoT communications. At first, we provide analytical models of battery lifetime and latency for IoT devices in terms of
devices communications parameters and reliability of communications. We further
model the required annual investment in the access network in terms of leasing
cost for the communications bandwidth, density of BSs, and the annual cost for
maintenance and energy consumptions of BSs. Then, we analyze how (i) change
of device’s communications parameters, e.g. number of replicas or transmit power,
and (ii) change of network resources, e.g. BS density and communications bandwidth, impact the device battery lifetime and latency of communications. This
analysis further presents operation regions in which, tuning devices’ communications parameters, e.g. the number of replicas, increases both reliability and battery
lifetime, oﬀers a tradeoﬀ between them, or decreases both of them. Backed to the
derived expressions, we further present cost-optimized resource provisioning strategies for the access network in which, the required density of BSs and/or volume of
radio resources for achieving a required level of QoS are determined. The analysis is
further extended to the centralized operation control of IoT devices. Then, battery
lifetime-optimized operation control strategies, subject to a given reliability level,
are derived for IoT devices.
We also leverage the developed analytical framework and carry out the scalability analysis. For example, we present scalability of the access network by investigating the point up to which, the amount of provisioned network resources
should be scaled to compensate for the increased traﬃc load, interference, or QoS
requirement. Finally, for a given access network, we investigate the scalability of device resources, and derive the bounds up to which, energy consumption per packet
must be scaled to compensate for the increased traﬃc load, interference, or QoS
requirement.
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Figure 3.3: Contributions related to RQ2.2: (a) optimized resource provisioning for
the access networks in serving IoT traﬃc; (b) optimized operation control for IoT
devices. (Reprinted from [65], submitted to IEEE for peer review.)
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Figure 3.4: Tradeoﬀ between network cost, reliability, and battery lifetime (K =
1, λ1 =6.4).
c1 represents the average annual cost for maintenance of one BS, and
√
deg = 1/(πλa ). (Reprinted from [65], submitted to IEEE for peer review.)

The interested reader may refer to Section V and VI of [65] (Paper C) in which,
detailed expressions for KPIs and their interactions have been presented. Fig. 3.3
depicts a graphical illustration of the major contributions presented in [65]. In the
following, we summarize parts of the performance evaluation results conducted in
[65]. The simulations parameters could be found in [65].
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Figure 3.5: The optimized deployment strategy: How much do we need to invest in the density of BSs and communications bandwidth? (λ1 =4.6, required
ps (1, deg )=0.7). (Reprinted from [65], submitted to IEEE for peer review.)
The tradeoﬀ between cost of the access network (left y-axis), battery lifetime of
devices (left y-axis), and reliability of communications (right y-axis) could be found
in Fig. 3.4. Here, the x-axis represents the density of deployed BSs. One observes
that an increase in density of deployed BSs incurs a decrease in the probability of
collision, and hence, oﬀers a lower required number of retransmissions for achieving
a certain reliability level. This, on the one hand, confirms that battery lifetime
could be prolonged by provisioning more network resources for the IoT traﬃc, and
hence, at the cost of higher investment in the access network.
The resource provisioning problem has been investigated in Fig. 3.5. First, Fig.
3.5a depicts the reliability of communications by changing the BS density and communications bandwidth. By considering 0.7 as the required success probability in a
packet transmission, the (BS density, communications bandwidth) pairs for which
the reliability constraint have been satisfied has been characterized, as depicted in
Fig. 3.5a. Next, in Fig. 3.5b, network cost has been depicted by changing the
provisioned network resources, i.e. BS density and communications bandwidth. By
searching over the acceptable region, found by mapping Fig. 3.5a to Fig. 3.5b, one
can find the (BS density, communications BS) pair which minimizes the network
costs, as marked in Fig. 3.5b.
The centralized device operation control problem has been investigated in Fig.
3.6. This figure characterizes the expected battery lifetime in terms of devices’
energy consumption in a packet transmission, i.e. transmit power (P1 ), and the
number of replicas per packet (n1 ). One sees that by increasing both P1 and n1 , the
expected battery lifetime increases up to some point, and then starts decreasing.
This is due to the fact that by increasing the number of replicas and transmit
power, the performance against noise will be improved, but the system will become
interference-limited after some point.
Finally, the rate at which, the energy consumption of IoT devices or the amount
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for peer review.)
of provisioned network resources, should be scaled to comply with the increase
in the required QoS has been depicted in Fig. 3.7. One sees that the transmit
power of devices could be increased up to a certain point, just to combat the noise
eﬀect. However, beyond that point, an increase in the transmit power cannot incur
an increase in the success probability because the network becomes interferencelimited. While in this scenario, increasing number of replicas per packet is an
eﬀective tool for increasing reliability, there is a saturation point in scenarios with
higher densities of nodes, where increasing number of replicas increases the traﬃc
load, and hence, it becomes a foe.

3.3

Enhanced Transmission and Reception Schemes for
Grant-free Access

In response to RQ2.1 and RQ2.2, we found that probability of success in grantfree data transmission decreases by an increase in the traﬃc load, and hence, the
grant-free radio access scheme loses its superior performance in prolonging battery
lifetime. Let us denote by basic grant-free access scheme, the data transmission and
reception schemes investigated in response to RQ2.1 and Rq2.2. In this scheme,
once a device has a packet to transmit, it sends a pre-determined number of replicas
of the packet. The BS receives the replicas and combines them for data recovery.
In this section, we aim to enhance the transmission and reception procedures, by
answering the following research question:
• RQ2.3: Given the bottlenecks of grant-free data transmission in RQ2.1 and
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RQ2.2, how can one enhance the transmission and reception schemes to compensate for the bottlenecks?

3.3.1

Proposed solutions and key results

In [79], appended Paper D, we answer RQ2.3 by enhancing both the transmission
and reception schemes. In order to improve the replica transmission used in the
basic grant-free access scheme, in which each device sends its data by sending a
constant number of replica transmissions, we develop a path-loss dependent replica
transmission control scheme. In this scheme, each device selects its replica transmission order based on its average communications path-loss with the BS. Then, we
extend the reliability expressions derived in response to RQ2.1 and RQ2.2 to cover
the case in which, the replica transmission order diﬀers from one device to another.
Furthermore, we formulate the operation control problem as a lifetime maximization problem in which, the optimized threshold path-loss values and number of
replicas in each path-loss region are to be found. Fig. 3.9 represents a system
in which, diﬀerent devices send diﬀerent numbers of replicas per packet. In this
system, once a device has a packet to transmit, it assumes a virtual frame (VF)
consisting of Mv virtual slots, each equal to the time duration of its packet transmission. Then, it sends the first replica immediately and sends the remaining Nv −1
replicas in Nv − 1 randomly selected slots afterwards. The VFs across diﬀerent devices are asynchronous in time and frequency. Also, the Nv and Mv are parameters
for optimization, can diﬀer from one device to the other, and are investigated in
our enhanced packet transmission protocol in [79].
We further investigate the packet reception procedure and propose an advanced
receiver, which leverages the random timing and frequency oﬀsets of received packets in order to carry out successive interference cancellation. The proposed receiver
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design has been depicted in Fig. A. In this figure, DM(f ) represents demodulation with carrier frequency f , and ∆fk represents frequency drift of the k-th signal
involved in the collision. The detailed description of this receiver and design procedures of its modules, e.g. the peak detection and decision making modules, has
been presented in Paper D. In short, the proposed receiver, receives a signal complex containing an unknown number of involved signals, determines the collision
order from time and frequency oﬀsets, and tries to decode each involved signal. For
the signals it is successful in decoding them, the positions of their related replicas
are also revealed3 . Thus, the other replicas are also removed for further interference cancellation. The signals involved in the collision complex which cannot be
decoded are stored and their CFOs are used as their signatures. Then, the packets
with almost the same CFOs are combined together, e.g. using selection combining,
for potential data recovery. The reason behind using CFO as the signature consists
in the fact that during transmission of replicas related to a data packet, the device’s
CFO could be assumed to be almost the same [88], as depicted in Fig. 3.9. The
performance evaluation results in Paper D, which is partially represented in the
following, confirm that this CFO-triggered SIC-based receiver can enhance the collision resolution performance significantly. In the following figures, N =x;TiAs;FrAs
represents the basic grant-free access, in which, x denotes the number of replicas
per data packet. Furthermore, ADP(N1 , N2 , dth ) represents the advanced transmission scheme in which, the threshold for replica transmission control is adjusted
by the distance from the BS, i.e. dth . Also, N1 and N2 represent the number of
replicas for devices before and beyond the dth , respectively. Finally, one must note
that the advanced receiver, introduced in the above, is used for packet reception of
the proposed and benchmark data transmission schemes.
The battery lifetime and delay analysis of the basic grant-free, advanced grantfree, and grant-based radio access schemes have been presented in Fig. 3.10. For
a circular service area of 3 radius Km, Fig. 3.10a shows that the ADP(1,2,2500)
outperforms the others in battery lifetime. Especially, it is clear that the bottleneck
of the basic grant-free scheme with fixed N in medium to high traﬃc load regimes,
has been addressed using the advanced packet transmission scheme. Similar results
are observed in Fig. 3.10b for the service delay. In this figure, one observes that
the ADP(1,2,2500) outperforms the grant-based approach, as well as the basic
grant-free one. Now, we investigate the performance impacts of dth and N2 on the
ADP(1,N2 ,dth ), using the results presented in Fig. 3.11. First, the battery lifetime
performance by changing the threshold distance has been depicted in Fig. 3.11a.
One sees that dth =2750 m, achieves the highest battery lifetime, i.e. when 84%
of the coverage area (outer ring) is covered by N1 = 1, and 16% of the coverage
area is covered by N2 = 2, we achieve the highest battery lifetime. Also, Fig. 3.11b
represents the battery lifetime performance by changing the value of N2 . It is clear
that N2 = 2 achieves the highest battery lifetime for diﬀerent traﬃc load regimes.
3 Each packet contains the packet index and information about the position of the packet
relative to the other replicas.
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The degradation in the battery lifetime by further increase in N2 is due to the fact
that by increasing the number of replicas, the system becomes interference limited.

3.4

Distributed Coordination of Grant-free Access
Networks

One main drawback with existing grant-free IoT networks, e.g. LoRaWAN and
SigFox, is the lack of coordination in spectrum usage. Fig. 1.7 represents the
interference measurement results in the ISM band, and confirms that some subbands could be blocked in some use-cases for a short/long period of time due to
misbehaving devices or the high density of deployed devices. In this case, the
reliability of IoT communication will be low. In order to tackle this problem, we
either need coordination from the access networks or device intelligence to adapt
itself to the environment. The coordination by the access network requires an
active connection and also signaling. The former is challenging in scenarios where
connectivity is blocked due to sudden changes, e.g. once a car containing the IoT
device enters the basement garage. The latter, i.e. signaling, requires frequent
data transmission/reception to/from the BS in order to get up-to-date guidance for
communications, and hence, is energy consuming. These shortcomings motivates us
to investigate other ways in which, an energy-limited IoT device can adapt itself to
the environment. In response to these concerns, we answer the following question:

• RQ2.4: How can one enable IoT devices served over grant-free access networks
to adapt themselves to the changes in reliability of their communications?
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Proposed solutions and key results

In order to answer RQ2.4, we need to enable IoT devices to adapt themselves to
the environment. Consider a service area in which a BS is located at the center,
and plenty of IoT devices have been distributed in the service area. Also, a communications bandwidth of W , containing |S| subchannels, is shared among devices for
uplink communications. The communications parameters of the ith device, which
should be adapted, include transmit power (Pi ), data rate (Ri ), frequency subchannel (Si ), and number of replicas per packet (Ni ). Assume at time t, a tagged
device, say device with index i, has data to transmit. Then, the operation control
problem could be written as follows:
max

Pi ,Ri ,Si ,Ni

F (Reli , EEi )

s.t :Pi ∈ P, Ri ∈ R, Si ∈ S, Ni ∈ N,

(3.4)

in which F (·) represents the objective function as a function of reliability (Rel)
and energy-eﬃciency (EE) of communications. Definition of F (·) may diﬀer from
one application to the others. Here, we focus on a weighted sum of objectives,
i.e. F (Reli , EEi ) = (1 − β)Reli + βEEi . In this expression, 0 ≤ β ≤ 1 tunes a
tradeoﬀ between reliability and energy eﬃciency of communications. Furthermore,
X denotes the set of available values for Xi . A straightforward solution to (3.4)
comes from solving it as an integer programming problem by receiving information
about the environment and coexisting devices from the BS. However, this solution
is not applicable to energy-limited IoT devices because requires frequent signaling
with the BS, and hence, is in contrast with our aim in design of ultra-energy-eﬃcient
IoT connectivity solutions.
Instead of solving the problem by receiving information from the BS, let us
leverage the distributed online learning solution in which, each device4 maximizes
its objective function F (Reli , EEi ) by choosing the best action subset, i.e. Ai =
{Pi , Ri , Si , Ni }, out of the action set, i.e. A. After taking an action, the device
may receive a downlink message, representing success/failure of its previous transmission(s). This downlink message is called the reward, and itself is vulnerable
to intended/unintended interference and noise. Let us denote the reward after
taking Ai (t) by ξ(t) ∈ {1, 0}, where 1 and 0 represent acknowledgment and no
acknowledgment respectively. This type of machine learning problem is commonly
described as multi-agent multi-arm bandit (MAB) in the machine learning literature [89]. In the original MAB learning problem, the agent chooses one of the
K arms at each time and receives a reward in response. The agent aims at maximizing its self-accumulative rewards. In dealing with a MAB learning problem, we
leverage exploration and exploitation, where the former indicates decision epochs in
which device explores diﬀerent actions randomly, and the latter indicates decision
epochs at which agent decides greedy based on the previous actions/rewards. In
4 Hereafter,

we also call it the agent.
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[72] (Paper E), we follow the multi-arm bandit learning problem, but we modify
the reward function to consider both external reward for success in transmission
and internal reward for energy saving in successful data transmission, as follows.
Denote by Emin and Ej , the minimum consumed energy amongst actions which
have resulted in a successful transmission, and the consumed energy in data transmission using action j. We define our updated reward function function as:
ˆ = ξ(t)(1 − β) + ξ(t)βEj /Emin .
ξ(t)

(3.5)

In this expression, ξ(t) ∈ {0, 1} represents the acknowledgment, β is a design parameter tunning the tradeoﬀ between reliability and energy eﬃciency, and t represents
the time. Leveraging the modified reward function, we propose two algorithms
in Paper E, as depicted in Algorithm 2 and Algorithm 3. The former has been
intended for operation control in environments dealing with interference over the
data channels and no interference over the feedback channel, also called stochastic MAB. The latter has been intended for environments dealing with interference
over the data and feedback channels, also called adversary MAB. In Algorithm 2,
ˆ represent the number of times action k has
Tk (t), Zk (t), bk (t), A(t), ξ(t), and ξ(t)
been chosen, the accumulated updated reward for action k, the index5 of action k,
the selected action, the received reward, and the modified reward. In Algorithm 3,
Wk and pk represent the weight and probability of selection of action k, respectively.
Also, Ω and ρ tune the exploration-exploitation tradeoﬀ. In order to investigate
the usefulness of these algorithms in practice, we apply the proposed distributed
learning approach for operation control in the context of LoRa technology. Then,
the results from distributed learning are compared against the results from solving the equivalent centralized optimization problem, where the latter is derived by
leveraging tools from stochastic geometry. The performance evaluation results indicate a significant decrease in energy consumption, as well as probability of failure
in communications. Furthermore, the results indicate a significant tradeoﬀ between
reliability of communications against unintended/adversarial interference and energy eﬃciency. In other words, increasing the former, do decrease the latter, and
vice versa. In the following, we represent parts of the simulations results of Paper
E.
Consider a massive number of LoRa nodes distributed according to a PPP
in a 2D service area of radius 2 Km. Our aim is to assign 6 spreading factors,
i.e. {7, 8, 9, 10, 11, 12}, and two transmit power levels, i.e. {8,14} dBm, to the
devices. The simulation parameters have been presented in Table 1 of Paper
E. In the following figures, Alg1 and Alg2 denote Algorithm 2 and Algorithm 3,
respectively. Furthermore, EqLoad refers to a centralized algorithm for assigning
spreading factors, as proposed in [90]. In the EqLoad algorithm, the number of
devices using a specific SF is proportional to the data rate associated with that SF.
Furthermore, RandSel refers to the algorithm in which SFs are selected randomly
by devices. The Alg1, Alg2, and the benchmark schemes choose Pt = 14 dBm
5 This

index represents the merit of each action in the action selection step.
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Algorithm 2: Pseudo-code of UUCB1 for stochastic MAB. (Reprinted from
[72], ©IEEE 2018, reused with permission.)
1
2

Initialization: Zk (1)=0, Tk (1)=1, ∀k ∈ A;
for t = 1, 2, · · · do
√
- Update index: bk (t) = Zk (t) + Ω log(t)/Tk (t);
- Take action: arg maxk∈A bk (t) → A(t);
- Receive reward: ξ(t) ∈ {0, 1};
- Update reward: Zk (t+1)=Zk (t), ∀k ∈ A\A(t);
ˆ
ZA(t) (t+1)=ZA(t) (t)+ξ(t);
- Update counter: TA(t) (t+1)=TA(t) (t)+1;
Tk (t+1)=Tk (t), ∀j ∈ A\A(t);
- return A(t);

Algorithm 3: Pseudo-code of UEXP3 for adversary MAB. (Reprinted from
[72], ©IEEE 2018, reused with permission.)
1
2

Initialization: Wk (1) = 1, ∀k ∈ A;
for t = 1, 2, · · · do
Wk (t)
- Define Dist.: pk (t)=(1-ρ) ∑|A|
j=1

Wj (t)

ρ
+ |A|
, ∀k ∈ A;

- Take action: A(t) ∼ {p1 (t), · · · , p|A| (t)};
- Receive reward: ξ(t) ∈ {0, 1};
- Update weight: Wk (t+1)=Wk (t), ∀k ∈ A\A(t);
WA(t) (t+1)=WA(t) (t) exp( |A|pρξ̂(t) (t) );
A(t)
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Figure 3.12: Learning for power and SF selection control with stochastic external
interference (Sc2). (Reprinted from [72], ©IEEE 2018, reused with permission.)
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Figure 3.13: The constellation of selected SFs for Alg1 (left) and EqLoad Algorithm
(right). (Reprinted from [72], ©IEEE 2018, reused with permission.)
as the transmit power. In contrast, Alg1(PC) represents a version of Algorithm 2
in which, not only the SF, but also the transmit power could be selected by each
device out of {8, 14} dBm.
The reliability and energy consumption analyses have been presented in Fig.
3.12. In this setup, we have external interference along with the interference from
the LoRa devices over the data channels. The intensity of interference over each SF
diﬀers from another. One observes a significant increase in success probability and
a significant decrease in energy consumption have been achieved by leveraging the
proposed algorithms. Here, one can also observe the tradeoﬀ between reliability and
energy eﬃciency of communications. This tradeoﬀ is tuned by the design parameter,
β. We observe that Alg1(PC), which controls transmit power as well as the SF,
achieves a good success probability at the cost of ultra-low energy consumption,
when β is fixed to 0.5 (the solid green line). On the other hand, by setting β to
0.01, one observes that the success probability significantly improves at the cost of
an increase in the energy consumption in comparison with the Alg1(PC). One can
further observe the constellation of allocated SFs to devices in diﬀerent regions of
the cell, by following Alg1 (left) and the EqLoad scheme (right), in Fig. 3.13.
The setup in Fig. 3.12 has been repeated again in Fig. 3.14, with the only
diﬀerence that here we deal with adversary interference over the feedback channel.
In this setting, the adversary inverts 50% of the feedback messages sent by the BS,
i.e. with a probability of 0.5, an ACK message is substituted by a NACK message
and vice versa. Here, we observe that Alg2, outperforms the others in reliability and
energy consumption. One must note that while the depicted energy consumption
per packet transmission for Alg1 is lower than Alg2 in Fig. 3.14, but because of the
increased number of required retransmissions in Alg1, the total energy consumption
of Alg1 will be much higher than the Alg2.
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Figure 3.14: Learning for transmit power and SF selection control in an adversarial
setting with stochastic external interference (Sc2). (Reprinted from [72], ©IEEE
2018, reused with permission.)

3.5

Concluding Remarks

In this chapter, we have evaluated the performance of grant-free access IoT networks. This analysis is beneficial in determining the strengths and shortcomings
of grant-free radio access in diﬀerent traﬃc load regimes and coexistence scenarios.
Our analysis confirms that for low to medium traﬃc load regimes, the grant-free
access can decrease both latency and energy consumption in data transmission significantly. By an increase in the traﬃc load; including an increase in the number
of devices, message length, or packet generation frequency; the grant-free access
starts losing its superior performance. To partially compensate for this problem,
we have also developed an advanced replica transmission control, as well as a SICbased receiver. Furthermore, for distributed control of grant-free IoT networks, we
have leveraged on-device intelligence and devised a light-weight learning scheme to
send data over interference-prone channels. The simulation results have verified the
performance of the proposed solutions, and promote integration of them in future
cellular networks, along with the legacy grant-based schemes in LTE and NB-IoT
systems. Finally, we note that the proposed approach has the potential to be used
in other asynchronous communications systems, e.g., in satellite communications.

Chapter 4

Enabling Ultra-Reliable IoT
Connectivity: Challenges,
solutions, and key results
In this chapter, we shift our focus from serving traﬃc from energy-limited IoT devices to serving reliability- and delay-constrained (cIoT) traﬃc. Supporting cIoT
communications is a major challenge of next-generation wireless networks. The
cIoT is indeed considered as the crucial prerequisite of a new wave of services, including smart factory, remote control, and intelligent transportation systems (ITS)
[19, 66]. The latter itself could be seen as a promising solution for many challenges,
as it can enable safer and greener transportations. Whilst enabling cIoT is essential
for realizing such promising applications, it is never an easy task. Literature study,
including the 3GPP standardization reports, reveals that serving cIoT communications over cellular networks is in its infancy [66]. The main reason behind such
a gap is the stringent reliability requirement in cIoT, which should be addressed
within a limited number of retransmissions, or even without any retransmission
[19]. Here, we mainly focus on radio resource management (RRM) for cIoT.

4.1

RRM for Non-Scheduled Critical IoT Communications

In the uplink direction, enabling cIoT requires satisfying delay and reliability requirements not only for scheduled cIoT transmissions but also for non-scheduled
(NS) transmissions. The non-scheduled transmissions can originate from connected/disconnected devices which have urgent data, or devices which ask resource reservation for subsequent transmissions. A graphical illustration of the
scheduled/non-scheduled traﬃc coexistence has been depicted in Fig. 4.1(a). Here,
an intelligent vehicle communicates with other vehicles (V2V) as well as with the
infrastructure (V2I) for traﬃc eﬃciency and safety. The depicted non-scheduled
communications in this figure include (i) first packet transmission (FPT) of devices
69
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which transmit critical data and reserve resource for further packets [19] (depicted
as FPT-NS in Fig. 4.1(b)); (ii) urgent packet from a device to the network [70]
(depicted as V2I-NS in Fig. 4.1(b)); and (iii) urgent V2V communications [91]
(depicted as V2V-NS in Fig. 4.1(b)).
As discussed in the background section, time-diversity, and hence retransmission, could not be leveraged in assuring reliability within a strictly bounded time
interval. Thus, reliable transmission of data must be carried out using frequency
diversity. Regarding the fact that frequency resources are limited, the main challenge consists in jointly serving non-scheduled and scheduled traﬃc over a limited
set of frequency resources, while their reliability constraints are satisfied. Towards
addressing this concern, the third research question is defined as follows.

• RQ3: What kinds of RRM schemes are suitable for serving scheduled and
non-scheduled uplink cIoT traﬃc over a limited set of radio resources?

!

BS

downlink data /control/ACK

$

!

!

!

signaling
FPT-NS

V2V-NS

scheduled
transmission
scheduled
transmission
BS!

signaling

V2I-NS
V2V-NS

#
!

"

(a) V2X communications (ITS use case)

(b) Communications exchanges

Figure 4.1: An illustrative example of the system model in the ITS use case, including scheduled (green dashed arrows) and non-scheduled (red dotted arrows)
communications. (Reprinted from [17], submitted to IEEE for peer review.)
The straightforward solution to RQ3 comes from the isolation of scheduled and
non-scheduled traﬃc types, i.e., by allocating orthogonal slices of resources to both
of them. However, the need for extra frequency resources in cIoT communications
for achieving reliability limits scalability of this proposal. This is even more challenging when we consider the fact that non-scheduled traﬃc occurs infrequently, and
hence, continuous allocation of a bunch of radio resources to an infrequent traﬃc
type for achieving reliability is not spectrum eﬃcient. Recently, non-orthogonal
serving of coexisting services, including eMBB/cIoT and eMBB/mIoT, has attracted attention [69, 70]. Especially, overlay transmission for cIoT communications which cannot tolerate scheduling delay has been investigated in the 3GPP
standardization [85].
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Proposed Solutions and Key Results

Here, we also follow the non-orthogonal serving approach and develop a hybrid
orthogonal/non-orthogonal multiple access (HMA) approach in which, the available radio resources are divided into three parts: (i) dedicated to scheduled transmissions, (ii) dedicated to non-scheduled transmissions, and (iii) shared between
them. While on the one hand overlay transmission of critical data can save radio
resources, on the other hand it introduces more constraints to the RRM problem
and makes it more complex. Furthermore, one must note that in order to comply
with the delay requirements of cIoT applications, the RRM is needed to respond
to the changes in network/environment in very short timescales.
Motivated by the recent advances in artificial intelligence and machine learning
(ML) [92], in response to RQ3, we investigate the potential use of ML approaches
for devising a spectrum eﬃcient RRM scheme able to dynamically manage resources between scheduled and non-scheduled uplink traﬃc from diﬀerent sources.
The traditional ML includes a central node which has access to a huge amount of
data and makes decisions in a centralized way. In managing radio resources for
cellular networks, these approaches are neither scalable nor can comply with the
delay/reliability requirements of critical communications. Furthermore, one must
take into account the large dimensionality and complexity of the RRM problems,
which come from the heterogeneity of resources, services, and QoS requirements.
In [17] (Paper F), we investigate leveraging machine learning in design of an
RRM solution for serving non-scheduled cIoT traﬃc along with other services. Towards addressing the challenges faced in solving the RRM problem with traditional
ML, we investigate a distributed learning-powered RRM, which includes intelligent
radio resource provisioning (RRP) at the RAN control center, intelligent resource
scheduling (RRS) at the edge, and intelligent resource utilization (RRU) at the
end devices. The proposed solution aims at enabling spectrum eﬃcient yet reliable
coexistence of non-scheduled cIoT traﬃc along with the other traﬃc, when both
of them call for specific delay-reliability constraints. In [17], we also investigate
various sources of uncertainty in our proposed resource scheduling, including traﬃc
arrival and channel fading, study their impacts on the RRM decisions, and investigate the amount of radio resources which are sacrificed to compensate for those
performance losses.
A graphical representation of the proposed hierarchical learning solution has
been depicted in Fig. 4.2. In this figure, proactive RRP based on training and
prediction is carried out at the RAN control center. This RRP leverages transfer
learning, federated learning, and risk-aware decision making. The former includes
making decisions based on the temporal/spatial correlations in the service area,
i.e. leveraging the knowledge gained in decisions taken in neighboring service areas
and/or decisions taken in the same service area but at previous time instances. [93].
Federated learning consists in leveraging the available records of requests/responses
at the edges for extracting common rules and policy sets without the need to transfer all raw data to the RAN control center [94]. Here, the edge nodes perform
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preprocessing of data, and update their corresponding models based on the available data, and send a compressed version of data or model parameters to the RAN
control center. Finally, one must note that in contrast with the majority of MLpowered solutions in which, we aim at maximizing the return, e.g. throughput, here
we seek for reliability in communications. Thus, one needs to shift the objective
of learning from return maximization to risk minimization in which, the risk takes
into account the outage probability for cIoT communications. In cellular infrastructure, each BS is responsible for a given part of the service area, and hence,
it has full access to local information and limited access to the neighboring cells’
informations through BS-2-BS and BS-2-RAN communications (the partial observability problem). On the other hand, cIoT traﬃc generating devices could be highly
mobile, e.g. autonomous vehicles, and hence, resource provisioning at the BSs for
non-scheduled cIoT communications could be risky due to the partial observability
of BSs. Distributing the learning task among BSs, devices, and the RAN control
center can address the partial observability of BSs. For example, while a BS cannot
predict arrival of a vehicle platoon to its service area, the RAN control center can
make the RRM at the respective BS ready by adapting the high-level RRP policies1
to the network/user status.
In the proposed hierarchical RRM solution, BSs control access of the scheduled
devices to the dedicated and shared radio resources. The fact that scheduling decisions are carried out at the edges2 , which are close to devices, enables us to react to
instant changes in the environment without suﬀering much from the partial observability. Finally, intelligent utilization of radio resources for reliable communications
is left for the end devices. The intelligent devices, leverage both the network assistance and their former experience in communications in order to consume their
internal resources, e.g. the transmit power, as well as the network resources, e.g.
the dedicated and shared radio resources, to send their data in a reliable way [72].
The above-described hierarchical RRM solution requires a set of modules for
performing the intelligent RRM, e.g. a radio map of the service area, which are
omitted here for the brevity of text. The interested reader is referred to [17, section IV] (Paper F) for more details.

A Case Study
In this section, we investigate the application of the proposed intelligent RRM for
jointly serving of scheduled and non-scheduled traﬃc. We consider a single-cell
scenario, in which the infrequent non-scheduled cIoT traﬃc is transmitted along
with the scheduled traﬃc. The service area is described by the minimum and
maximum experienced path-loss, which are -70 and -120 dB, respectively. The
total number of radio resource blocks (RRBs), which should be decided to be shared
with the scheduled traﬃc or to be used exclusively by the non-scheduled traﬃc, is
1 The
2 The

high-level RRP policies are regularly sent to the BSs.
decisions are made with partial assistance from the RAN control center.
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Action:
RRP: (i) inter-service/cell
resource allocation, (ii) BSs’
activity management.

Learning:
(i) risk-aware online learning for RRP update,
(ii) inter-BS transfer learning for RRS,
(iii) federated learning of mobility pattern, etc.

Action:
RRS: (i) inter and intra service
resource scheduling.

Learning:
(i) risk-aware online learning for RRS update,
(ii) regression-based user/radio map update.

Action:
RRU: (i) intelligent resource
utilization for data transmission
and reception.

Learning:
(i) risk-aware online learning for RRU update.
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RAN control
center

Figure 4.2: Hierarchical ML-powered RRM. The solution includes (i) RRP at the
radio access network (RAN) control center, (ii) RRS at the BSs, and (iii) RRU at
the end-devices. (Reprinted from [17], submitted to IEEE for peer review.)

assumed to be 5. The dedicated resources to the scheduled traﬃc are not considered
here. Here, scheduling is done by leveraging the map of users, their directions of
movement, and the radio map of the environment. Based on the outage risk of the
most critical device with potential non-scheduled cIoT traﬃc, and the learned risk
of outage in the service area, the ML-powered RRP and RRS modules are trained
and used for resource management, as described in the above section. Fig. 4.3(a)
represents the coupling between the achieved reliable data rate for scheduled traﬃc
by changing the outage probability requirement of non-scheduled traﬃc. In this
figure, the dashed-curve represents a conservative RRM solution in which, resource
allocation is carried out based on the risk to the cell-edge user, i.e. it is static. We
have further depicted the decoupled gains of RRM with orthogonal multiple access
(OMA) and HMA. The former represents the achieved data rate by an orthogonal
allocation of resources to the scheduled and non-scheduled traﬃc, while the latter
represents the achieved data-rate by reuse of resources for the scheduled traﬃc when
possible. From this figure, one can conclude that the higher the outage risk, i.e. the
higher need for reservation of resources for infrequent non-scheduled traﬃc in the
conservative approach, the higher room for spectrum eﬃciency using the proposed
intelligent RRM. Moreover, one observes that the HMA represents its benefits when
the required reliability level increases. One further observes that uncertainty, both
in the wireless channel and traﬃc arrival, calls for scarifying more radio resources
to comply with the reliability constraints, which on the other hand degrades the
spectrum eﬃciency of the system.
Finally, we investigate the benefit of intelligent radio resource utilization at the
end devices. Let us assume a typical source of non-scheduled cIoT traﬃc experiences
a distance-dependent path-loss of -80 dB. Out of 5 available RRBs, at most 3 RRBs
could be used by this device for non-scheduled transmissions. The PSD of scheduled
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Figure 4.3: Performance evaluation of the proposed RRM. (Reprinted from [17],
submitted to IEEE for peer review.)

traﬃc’s interference over these 3 RRBs is denoted by [0, -172, -172] dBm/Hz, i.e.
the first RRB is allocated solely to the device’s transmissions, and the other two
are shared with the scheduled traﬃc. In Fig. 4.3(b), the outage probability for
non-scheduled transmissions of this device by changing the fraction of its allocated
power to the dedicated RRB, i.e. α, has been depicted. One observes that the
best action consists in distributing the transmit power equally over all RRBs. This
could be reasoned by considering the PSD of interference over shared channels,
which is comparable with the PSD of noise, i.e. -174 dBm/Hz. On the other hand,
we observe that by an increase in the PSD of interference, i.e. in the [0, -164, -164]
dBm/Hz case when interference is much stronger than the noise, the best action
consists in consuming half of the power over the dedicated RRB, and dividing the
other half amongst the shared ones. One further observes in both cases that with
an intelligent selection of α, HMA will outperform OMA (square-marked line),
significantly.

4.3

Concluding Remarks

In this chapter, we have investigated the coexistence of scheduled and non-scheduled
cIoT traﬃc, as a challenge to be tackled for the realization of cIoT services. Towards serving cIoT traﬃc over a limited set of resources, we have introduced a hybrid orthogonal/non-orthogonal multiple access scheme, with dedicated and shared
subsets of resources. To tackle the complexity of RRM management for this hybrid
access scheme, we have proposed a distributed learning-powered RRM solution.
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Our preliminary results have confirmed the usefulness of the proposed scheme in
spectrum eﬃcient serving of the critical traﬃc, along with serving the scheduled
traﬃc. This promotes use of learning-powered RRM schemes in future 5G networks,
where we are dealing with a heterogeneous set of resources, e.g. sub-GHz and THz
frequency resources, a heterogeneous set of users, e.g. IoT devices and human beings, and a heterogeneous set of QoS requirements, e.g. latency requirements of
milliseconds and minutes.

Chapter 5

Conclusions and Future Research
Directions
5.1

Conclusions

Providing large-scale ultra-durable low-cost IoT connectivity is the key requirement
for realizing a networked-society, in which everything that benefits from being connected is connected. Towards this end, this thesis was focused on enabling technologies for IoT connectivity, fundamental shortcomings of them, and our proposed
solution for filling the research gaps. To conclude this thesis, we need to come back
to our three main research questions and answer them one by one.

Answer to RQ1
• What are the challenges of existing cellular networks in energy-eﬃcient serving
of mIoT communications? How can one enhance their scalability and energy
eﬃciency, and up to which extent?
RQ1 requires performance evaluation of existing cellular networks in serving mIoT
communications, and also investigation of their fundamental limits beyond which,
their performance cannot be improved. Towards answering this question, we have
deeply investigated the state-of-the-art IoT connectivity solutions as well as the
enhanced solutions in the literature, and evaluated the achieved KPIs by each solution. Our study reveals that while the massive IoT traﬃc arrival problem has
attracted profound attention in literature, and sophisticated solutions have been
proposed for addressing it, the energy eﬃciency and battery lifetime of IoT devices
have been neglected/sacrificed in most existing solutions. Then, while the massive
IoT traﬃc arrival could be addressed by well-scaled resource provisioning and advanced collision resolution strategies, the battery lifetime is still a major bottleneck
of existing IoT connectivity solutions. Especially, when considering IoT messages
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containing a payload of several bits, the energy consumption in connection establishment and radio resource scheduling is much more than the energy consumption
in actual data transmission. This required signaling also limits the achieved gain
by our proposed battery lifetime-aware IoT serving solutions. From these results,
we get the insight that leveraging revolutionary grant-free MAC schemes, which
break the barrier of grant-based communications, could be a solutions to simplify
the IoT connectivity procedure as much as possible.

Answer to RQ2
• RQ2: Given the limitations of cellular networks in supporting mIoT, derived
from RQ1, how can one design an energy-eﬃcient MAC for IoT communications, to be integrated into future cellular networks?
RQ2 requires resolving the major bottleneck of existing cellular networks, i.e.
extra signaling for grant-based radio access. Towards this end, we have evaluated performance of the grant-free radio access scheme, when it is used for uplink
transmissions of large-scale, heterogeneous IoT networks. This analysis reveals the
strengths and shortcomings of grant-free radio access in diﬀerent traﬃc load regimes
and coexistence scenarios. Our analysis confirms that for low to medium traﬃc load
regimes, the grant-free access can decrease both latency and energy consumption
in data transmission significantly. By an increase in the traﬃc load; including an
increase in the number of devices, packet length, or packet generation frequency;
the grant-free access starts losing its superior performance. To partially combat
this issue, we have developed an advanced replica transmission control, as well as a
CFO-triggered SIC-based receiver. The performance evaluation results show that
leveraging the proposed schemes, one can enhance the performance of the grantfree radio access, even in higher traﬃc load regimes. The results further confirm
existence of traﬃc-load regimes in which, the grant-free radio access outperforms
the legacy grant-based radio access schemes, which are used in LTE-A and NB-IoT
systems. These results pave the way for enabling intelligent grant-based/free operation mode switching in 5G networks. One must note that, while grant-free
access provides ultra-low energy consumption in uplink data transmission, it still
suﬀers from extra energy consumption in receiving the downlink data, e.g. acknowledgment, and hence, achieving reliability. We are currently working on solving this
problem by leveraging a secure ultra-low power receiver, which has been excluded
from this thesis.

Answer to RQ3
• RQ3: What kinds of RRM schemes are suitable for serving scheduled and
non-scheduled uplink cIoT traﬃc over a limited set of radio resources?
Among main challenges in providing ultra-reliable low-latency communications,
a major problem consists in the crucial need to huge amounts of frequency resources
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for enabling frequency diversity. Then, we propose a hybrid orthogonal/non-orthogonal
multiple access scheme to serve the coexisting non-scheduled and scheduled traffic. The main challenge with this solution consists in developing an RRM, which
distributes the resources to each traﬃc type in an online way. Motivated by the
recent advances in machine learning, we proposed a hierarchical learning-powered
RRM solution, including intelligent radio resource provisioning at the RAN control
center, intelligent radio resource scheduling at the edges, and radio resource utilization at the device. Our preliminary results promote future works investigating
more advanced RRM schemes, including spatial, coding, and frequency domain resources, as well as diﬀerent sources of the outage, including small and large-scale
fading. The complexity of these RRM problems, originating from the heterogeneity of traﬃc, QoS, resources, and outage causes, call for using more advanced ML
solutions in order to achieve ultra-reliability within a bounded time interval.

5.2

Future Research Directions

In this work, we have mainly investigated some key challenges of existing IoT connectivity solutions in serving IoT communications. However, successful realization
of IoT in a global scale mandates several other aspects to be investigated. In the
following, we introduce 3 important aspects, which have been less investigated in
the literature.

Need for low-cost devices
An ultra-low cost per IoT device enables widespread use of IoT connectivity in
homes, oﬃces, farms, factories, vehicles, and any other place/thing that connectivity can improve it. Furthermore, in many wide-area use cases, e.g. monitoring in
agriculture, the cost per device in the deployment phase, and maintenance cost in
the operation phase are the major limiting factors. Then, availability of low-cost
IoT devices enables deploying IoT devices with a higher density than the required
density in order to make the connectivity more reliable against the potential changes
in the environment, e.g. loss of nodes. In [63, 79], we have investigated the use of
cheap oscillators in IoT devices and devised an advanced receiver design to change
the inevitable CFO in communications of such devices from foe to friend. The
crucial need for low-cost IoT devices calls for more intense research in this field.

Need for light-weight security solutions
Another less-investigated aspect is providing low energy consuming security for
IoT communications. Recall from the introduction chapter that the payload size
in many IoT applications is in order of bits, e.g. 1-bit indicating occurrence or
non-occurrence of an event. On the other hand, the legacy security protocols used
in existing wireless communications infrastructures include key exchanges and encryption of data with long keys. Then, there is a crucial need for light-weight
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security solutions enabling secure IoT communications with less added overhead to
the payload size. Physical-layer security, in which information theory is employed
to enable keyless security, is a promising solution for addressing some security concerns in the IoT field. The interested reader may refer to [95] as a starting point,
where the authors investigate extracting physical features of IoT devices by using
advanced machine learning approaches, to be used in the subsequent transmissions
for physical layer security.

Need for cIoT-specific communications protocols
Finally, providing ultra reliability within a bounded time interval is a hot topic at
the moment in academia and industry. As the stringent delay-reliability requirements of cIoT traﬃc are fundamentally diﬀerent from the typical delay-reliability
requirements of the legacy traﬃc, there is a huge research gap in the design of
cIoT-specific communications protocols. As a starting point, one may refer to [17],
in which challenges in spectrum-eﬃcient radio resource management for serving
heterogeneous cIoT traﬃc have been investigated.
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