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Sammanfattning 
En stor nackdel med SCADA arkitekturen vars ursprung kan spåras tillbaka till 1980-talet är att 

den har inte utformats initialt med säkerhet i åtanke. Tidigare cyberattacker och 

säkerhetsincidenter visar att tillvägagångssätt som säkerhet genom obskärlighet och air-gapping 

av systemen är inte relevanta längre. Analyserna visar att risken kan minskas väsentligt med att 

prioritera och klistra in de kända sårbarheterna på de mest kritiska tillgångarna i en organisation. 

Problemet är hur man säkerställer säker installation av patchar i tid och för att säkerställa att de 

tillämpas på rätt mål. Detta kan uppnås med en patchleveransinfrastruktur. 

Inom en heterogen miljö med flera operativsystemplattformar, flera användningsfall och stränga 

säkerhetskrav finns det ingen standardiserad design som löser problemet. Detta var fallet i stor 

SCADA-tillverkare som tillhandahåller patch management service till sina kunder runt om i 

världen. Målet för examensprojektet var att studera och modellera sitt nuvarande patch 

managementworkflow, den nuvarande patchleveransinfrastrukturen och föreslå nya mönster och 

metoder baserade på de insamlade användarfall som måste omfattas av företaget och krav från 

akademin och industristandarder. Två nya konkreta konstruktioner föreslogs med olika 

nivåkravuppfyllelse och förändringar som måste göras jämfört med as-is-staten i företaget. De är 

baserade på klient-server och konfigurationshanteringsmetoder. En tredje lösning med flera 

plattforms konfigurationshanterare beskrivs kortfattat och kommer att kräva en fullständig 

förändring av patchleveransinfrastrukturen. 

Slutligen användes en utvärderingsram för den nuvarande patchleveransinfrastrukturen och de 

två konkreta designförslag som rangordnar dem enligt uppfyllandet av de samlade 

användningsfallen och kraven. Man bör notera att den bästa lösningen som löser problemet 

kanske inte är den bästa lösningen som ska implementeras i företaget. Framtida arbete kommer 

att behövas för att göra prototyper, testa och utvärdera dem med en bättre ram som utvecklats av 

företagets experter. 
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Abstract 
As other technologies, the SCADA architecture, whose origin can be traced back to mid-

twentieth century, was not designed initially with security in mind. Recent cyber-attacks and 

security incidents show that approaches like security through obscurity and air-gapping the 

systems are not relevant anymore. An analysis from E-ISAC about the cyber-attack on the 

Ukrainian power grid shows that the risk could be significantly mitigated with prioritizing and 

patching the known vulnerabilities on the most critical assets in an organization. The problem is 

how to assure the secure deployment of patches in a timely manner and to ensure that they are 

applied to the correct targets. This is achievable with a patch delivery infrastructure. 

Within a heterogeneous environment with several operating system platforms, multiple use cases 

and stringent security requirements there is no standardized design which solves the problem. 

This was the case in large SCADA manufacturer who provides patch management service to its 

customers around the globe. The goal of the degree project was to study and model its current 

patch management workflow, the current patch delivery infrastructure and propose new designs 

and approaches based on the collected use cases, that must be covered by the company, and 

requirements from academia and industry standards. Two new concrete designs were proposed 

with different level requirements fulfilment and changes which must be done compared to the as-

is state in the company. They are based on client-server and configuration manager approaches. 

A third multi-platform configuration management solution is briefly outlined and will require a 

complete change in the patch delivery infrastructure. 

Lastly, an evaluation framework was applied on the current patch delivery infrastructure and the 

two concrete design proposals which ranks them according to the fulfilment of the collected use 

cases and requirements. One should note that the best solution which solves the problem might 

not be the best solution to be implemented in the company. Future work will be needed to make 

prototypes, test and evaluate them with a better framework developed by the enterprise’s experts. 
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NOMENCLATURE 

Here are the Notations and Abbreviations that are used in this Master thesis. 

Notations 

Symbol Description 

MB Megabyte 

GB Gigabyte 

Abbreviations 

 

3DES Triple Data Encryption Standard 

AD Active Directory 

AGC Automatic Generation Control 

AH Authentication Header 

BASH Bourne-again Shell 

BDEW Bundesverband der Energie- und Wasserwirtschaft 

BITS Background Intelligent Transfer Service 

CA Certification Authority 

CAD Computer Aided Design 

CIP Critical Infrastructure Protection 

CMT Client Management Tool 

CPS Cyber-Physical System 

CPU Central Processing Unit 

CVE Common Vulnerabilities and Exposures 

DB Database 

DCS Distributed Control System 

DMS Distribution Management System 

DMZ Demilitarized Zone 

DSA Digital Signature Algorithm 

DTLS Datagram Transport Layer Security 

EA Enterprise Architecture 

E-ISAC Electricity Information Sharing and Analysis Center 

EMM Enterprise Mobility Management 
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EMS Energy Management System 

ENISA European Union Agency for Network and Information Security 

ESP Encapsulating Security Payloads 

FTP File Transfer Protocol 

GLIC The GNU C Library 

GMS Generation Management System 

GNU GNU is Not Unix 

GPG GNU Privacy Guard 

GUI Graphical User Interface 

HMI Human-Machine Interface 

HTTP Hypertext Transfer Protocol 

HTTPS Hypertext Transfer Protocol Secure 

IACS Industrial Automation and Control Systems 

ICCP Inter Control Center Protocol 

ICS Industrial Control System 

ICS-CERT Industrial Control Systems Cyber Emergency Response Team 

ICT Information and Communication Technology 

IDS Intrusion Detection System 

IEC International Electrotechnical Commission 

IEEE Institute of Electrical and Electronics Engineers 

IETF Internet Engineering Task Force 

IKE Internet Key Exchange 

IP Internet Protocol 

IPS Intrusion Prevention System 

IPsec Internet Protocol Security 

ISO International Organization for Standardization 

ISS Inter-Satellite Synchronization 

IT Information Technology 

LUKS Linux Unified Key Setup 

MS Microsoft 

NERC North American Electric Reliability Corporation 

NIST National Institute of Standards and Technology 

OU Operational Unit 

PCS Process Control System 

PDI Patch Delivery Infrastructure 

PGP Pretty Good Privacy 
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PKI Public Key Infrastructure 

PLM Product Lifecycle Management 

POSIX Portable Operating System Interface 

QA Quality Assurance 

RDBMS Relational Database Management System 

RDP Remote Desktop Protocol 

RHEL Red Hat Enterprise Linux 

RHN Red Hat Network 

RHSA Red Hat Security Advisory 

RPM RPM Package Manager 

RSA Rivest–Shamir–Adleman 

RTU Remote Terminal Unit 

SA Substation Automation 

SCADA Supervisory Control and Data Acquisition 

SCCM System Center Configuration Manager 

SCP Secure Copy 

SIS Safety Instrumented Systems 

SLA Service Level Agreement 

SMS Systems Management Server 

SQL Structured Query Language 

SSL Secure Socket Layer 

SuC System under Consideration 

TLS Transport Layer Security 

UI User Interface 

URL Uniform Resource Locator 

VLAN Virtual Local Area Network 

VPN Virtual Private Network 

WSUS Windows Server Update Services 

XML Extensible Markup Language 

YUM Yellow-dog Updater and Modifier 
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1  INTRODUCTION 

This chapter describes the background, the motivation, the scope, the goals and the limitations in 

this degree project. Also, short information about the company that hosted the master thesis and 

its SCADA solution. 

1.1 Background 

This chapter presents the main theory concepts, definitions and notions which are needed and 

used in this paper. 

1.1.1 What is an Industrial Control System? 

Before explaining what is a Supervisory Control and Data Acquisition (SCADA) system one 

must be familiar with the concept of Industrial Control System (ICS). The latter systems have 

been used for decades and one can one can find multiple definitions of this term both in 

academia and in the industry. This section presents the notion of this term. 

According to Chapter 1 in [1] an Industrial Control System is: 

“The term Industrial Control System (ICS) refers to a variety of systems 

comprised of computers, electrical and mechanical devices, and manual 

processes overseen by humans; they perform automated or partially automated 

control of equipment in manufacturing and chemical plants, electric utilities, 

distribution and transportation systems and many other industries.” 

There the usual ICS systems are represented as a simplified 3-layer logical structure: 

Enterprise, Control and Field zones. 

 

Figure 1. ICS three-tiered security model [1] 
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The most top zone includes business networks and enterprise systems which are commonly 

based on the Internet Protocol (IP) protocol and very often connected to external networks 

including the Internet. The traditional IT environment usually looks like this zone and many of 

its solutions can be applied here [1]. 

The Control zone includes the distributed control elements and is also based mainly on IP 

communications, but it is focused strongly on safety and reliability [1]. 

The Field zone is the realm of the plant or utility zone. It includes the infrastructure for control 

and automation. The common devices here are single-purpose embedded as Programmable 

Logic Controllers (PLCs) which have very limited resources. In contrast to the previous zones, 

the communication here includes not only IP based protocols but more specific industrial ones 

e.g. Modbus. Due to this fact, the traditional IT solutions are not applicable here [1]. 

In [2] the Industrial Control Systems are described as: 

“Industrial control system (ICS) is a general term that encompasses several types 
of control systems, including supervisory control and data acquisition (SCADA) 

systems, distributed control systems (DCS), and other control system 

configurations such as skid-mounted Programmable Logic Controllers (PLC) 

often found in the industrial sectors and critical infrastructures.” 

Another definition is provided by [3]: 

“An industrial control system (ICS) is a broad class of automation systems used 
to provide control and monitoring functionality in manufacturing and industrial 

facilities. An ICS actually is the aggregate of a variety of system types including 

process control systems (PCS), distributed control systems (DCS), supervisory 

control and data acquisition (SCADA) systems, safety instrumented systems (SIS), 

and many others.” 

The latter definition includes some other terms like DCS, PCS etc. One of them is SCADA, this 

system is the utmost interest for this degree project. It will be reviewed in detail in the next 

section. 

ICS systems had been developed a long time ago before the Internet became omnipresent. Just as 

IP it has not been designed with security in mind and nowadays these systems are main targets 

for cyber-attacks [1]. More details on this topic could be found in Chapter 1.2 Motivation. 

1.1.2 What is a SCADA System? 

One of the definitions of ICS included the term “Supervisory Control And Data Acquisition“- 

SCADA and we have to make clear this term since it is deeply involved in the thesis. 

The differences between DCS, PCS, SCADA and ICS can be a blur and the terms are often 

misused in media but in they are different notions. In fact, SCADA is a type of ICS but there are 

other ones too as DCS and PCS [3]. One of the major differences between SCADA and DCS is 

the scale. SCADA systems usually are used in distant areas across many kilometres e.g. power 

grids and pipelines, while DCS are predominantly used in utilities in a small geographic area like 

local factories, oil refineries, assembly lines etc. [4] [5]. It could be the case that a single 

SCADA system supervises one or more DCS and PCS far away from each other [1]. For 

example, the below definition from [6] stands for that: 

“Supervisory Control and Data Acquisition (SCADA) is a type of ICS which 
collects data and monitors automation across geographic areas which can be 

thousands of miles apart.” 
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Another definition from [4] agrees also:  

“Supervisory Control and Data Acquisition (SCADA) systems are extensively used 

for monitoring and controlling geographically distributed processes in a variety 

of industries.” 

The below figure gives us an overall understanding of how ICS/SCADA systems are used in the 

power industry which is the focus of this paper. 

 

Figure 2. Example of a SCADA system [1] 

While DCS systems are more restricted in terms of geographical coverage. 

 

Figure 3. Example of a DCS Control Center Managing Two Factory Sites [1] 
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The relations or nesting among ICS, SCADA, DCS and PCS can be summarized with the below 

figure. 

 

Figure 4. Initial terminology: ICS – Industrial Control System(s); SCADA –Supervisory Control and Data 

Acquisition; DCS: Distributed Control System; PCS – Process Control System [7] 

But how actually does a SCADA system monitor, control and manage such vast infrastructure? 

In order to answer this question, we need to take a look at the typical assets for a SCADA 

system. [3] Reports that the main devices that enable SCADA systems are: field components 

such as sensors, actuators, motor drives, gauges and indicators and control system components, 

such as programmable logic controllers (PLCs), remote terminal units (RTUs), intelligent 

electronic device (IED), human-machine interfaces (HMIs), engineering workstations, 

application servers, data historians, and other business information consoles or dashboards. In [4] 

and [8] we can find that the components of a SCADA systems are grouped in a slightly different 

way but in the same spirit: 

1. RTUs which basically are the “ears, eyes and the hands” of the system 

2. Communication system 

3. Master Station which enables the operators to control and monitor the system 

4. Human-Machine Interface (HMI) which is the need interface to interact with the Master 

Station. 

The scope of the thesis does not cover any field component e.g. RTUs are not included but some 

of the control system components are like engineering workstations (HMIs), application servers 

(Master Stations), data historians and communication system. The notion of application servers 

is quite broad and needs some more clarification. For instance, what applications do actually run 

in a power SCADA system? To explain this, we need to look more on the details. A typical 

SCADA system consists of multiple functions. The below Figure 5 illustrates the major types of 

them. 
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Figure 5. Use of SCADA in power systems [4] 

The figure shows the two main branches in SCADA systems and their level of complexity. The 

most advanced cases of SCADA implementations are SCADA/DMS and SCADA/EMS, as one 

goes from top to bottom in the above figure the complexity increases i.e. SCADA/EMS is more 

complicated compared to just SCADA. SCADA/DMS takes care of fault identification, load 

management, power factor control, network reconfiguration etc. while SCADA/EMS has 

functionalities to operate in the safe load-generation balance, monitor key performance 

indicators etc. Usually, the generation and transmission systems are referred to SCADA/EMS 

[4]. The following chapter presents the SCADA EMS and DMS solutions offered by the 

company which hosts the degree project.  

1.1.3 What is Patch Management? 

Keeping the aforementioned systems updated with the newest security patches is a crucial part of 

their maintenance. Therefore, another important term which needs to be explained is Patch 

Management and why it is so important, especially its security aspect [9]. Firstly, we need to 

define the first part of the term i.e. “patch”. 
A patch in [9] is defined as: 

“Incremental software change in order to address a security vulnerability, a 

bug, reliability or operability issue (update) or add a new feature (upgrade).” 

This term has a lot of synonyms and also can be called software updates, software upgrades, 

firmware upgrades, service packs, hotfixes, basic input output system (BIOS) updates, security 

advisories and other digital electronic program updates [9]. Patches have a life-cycle as part of 

any other piece of complex software. For example, after the release, they get analyzed if it is 

applicable to a particular system then should be tested, authorized and installed etc. A good 

overview of this stages is illustrated on the below in Figure 6. 
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Figure 6. Patch State Model [9] 

A definition of patch management is provided by [10]: 

“Patch management is the process for identifying, acquiring, installing, and 

verifying patches for products and systems. Patches correct security and 

functionality problems in software and firmware” 

Another one can be read in [9]: 

“Set of processes used to monitor patch releases, decide which patches should 

be installed to which system under consideration (SuC), if the patch should be 

tested prior to installation on a production SuC, at which specified time the 

patch should be installed and of tracking the successful installation.” 

From the definitions, we see that this process consists from multiple stages which include 

tacking decisions. Whether and when to apply the patches is a complex risk management and 

business decision which is out of the scope of this paper [9] [11]. For example, how much time 

must the patches be tested? The longer they get tested the bigger is the possibility a certain 

vulnerability to be exploited. The patches and their management are an essential part of each 

system/product which uses the software. 

As mention above in the definitions, the patch management has two main branches: security 

update and feature upgrade. The focus on this paper is on the first one because it is a more acute 

problem for the availability of the SCADA systems. More details could be found in Chapter 1.2 

Motivation. 

Because of the restricted or even sometimes air gapped nature of the SCADA systems, one of the 

main challenges is to provide the updates into it. Nowadays the updates are distributed easily 

over the Internet and direct patch from the 3rd party suppliers is unthinkable. Moreover, the 

SCADA systems must not have any Internet-facing services. 

As part of the SCADA system, the Patch Delivery Infrastructure (PDI) should fulfil numerous 

requirements especially in the field of security. For example, it must fulfil the main security 

objectives i.e. confidentiality, authentication, integrity, non-repudiation, availability. There are 

other requirements expect security. For instance, it must include mechanisms in case of disaster 

or unsuccessful patching activities, it should prevent resource overload and must provide tools 
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for inventorization. Moreover, there are other requirements by the company stated in some 

internal confidential documents. This topic is crucial for the thesis and all the requirements will 

be presented and discussed in detail in Chapter 4.3 Requirements. 

1.1.4 Introduction to the Company  

The degree project was conducted in a collaboration with a company. It is a big SCADA 

manufacturer that has been listed in Fortune 500 for a long time. Due to confidentiality 

agreement its name and employees cannot be revealed and used in this paper, therefore it will be 

referred to just as “the company” or “the enterprise”. The same applies to any documents or 

models under the company’s license. 

The company sells off-the-shelf SCADA systems focused on the power industry both EMS and 

DMS which is presented in Chapter 1.1.5 Company’s SCADA Solution. The enterprise has 

customers all over the world and respectively support sites which cover them. The latter take 

also care about the patching of the environments in the customers’ sites whose setup can vary a 

lot in terms of size, location and running services. Each support site has between 5 and 10 

assigned customers. More details on the organization are presented in Chapter 4.1 The 

Workflow. 

1.1.5 Company’s SCADA Solution 

The company sells proprietary SCADA solution which supports both EMS and DMS. It has the 

same elements as any other SCADA systems described in the previous chapters. The runtime 

system uses a layered architecture which can be seen in the following figure. 

 

Figure 7. Runtime Layered Architecture 

The solution is large in scale and it is very complex. It can be divided into four levels: 

• The platform is basically the operating system (OS). 

• Application platform is a middleware e.g. database or web server. 

• Basic SCADA includes capabilities data acquisition, calculations, HMI, event handling, 

trends and workflow etc. 

Platform

Application Platform

Basic SCADA

SCADA EMS,DMS etc.
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• Lastly, the top layer SCADA EMS, DMS takes care of statistics, SIS, Inter Control Center 

Protocol (ICCP), historian, monitoring, generation planning, training simulator, generation 

control, generation and transmission network applications etc. 

A logical architecture of a generic solution can be seen in the figure below. 

Customer Control Zone Company Support Zone

DMZ Zone

Support Zone

Production Zone

The Internet

Historian

SCADA

EMS/DMS + ICCP
Workstation(s)

Active Directory

Server

Anti-Virus

Server

Data Engineering

Server

Historian

SCADA/EMS/DMS

Active Directory

Server

VPN

Server + Jump Station

RTU Front End

Server

Microsoft Windows

Red Hat

Enterprise Linux

Workstation(s)

Firewall

Thin-Client Server

Figure 8. Generic SCADA Solution 

Each setup can vary a lot, depending on the size of the customers, their needs and requirements. 

For example, an isolated power grid does not need a server which handles the communication 

with adjacent power grids i.e. ICCP. The latter can be either implemented as a separate node or 

to run on parallel with SCADA/EMS/DMS on the very same machine. There are 

implementations where any remote actions are strictly prohibited or impossible therefore there 

the support zone is completely missing. In other implementations, Jump Stations and VPN 

Server can be merged into a single node. The solution’s control zone consists of three zones 
namely support, demilitarized (DMZ) and production zones separated by firewalls which allow 

explicitly only needed connections for the SCADA solution. 

The latter is the most critical one which must be restricted and has access to the field zone via its 

RTU Front End Server realized with Microsoft Windows Server. All SCADA functionalities 

happen in this zone: A historian node which stores old data and samples from RTUs. It is 

realized with some RDBMS (Relational Database Management System) e.g. Oracle Database or 

PostgreSQL which most often run on RHEL. Similarly, Data Engineering subsystem uses the 

same databases to enter power system data into the SCADA application. An Anti-Virus server 

takes care about the scanning of all the nodes in all zones. In order to mitigate the possibility to 

interfere with other traffic, the Anti-Virus scans run in separate VLAN. A Windows Active 

Directory takes care of authentication and authorization in the zone. The workstations in the 

production zone are used as the second option in case the default ones are not available which 

are described in the next paragraph. 
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The DMZ zone has a replica of SCADA/EMS/DMS server with read-only permissions on the 

real system and can be accessed by non-operators or enterprise zone from Figure 1. For example, 

a financial analyst can dump a report about the generated and consumed energy during a certain 

month only from this instance in the DMZ, so there is no risk for incidents with primary one in 

the production zone. Thin-Client Server serves as a default terminal concentrator for the 

operators who use the terminal to monitor and manage the SCADA. It is also possible to have 

workstations instead of this setup. Again, a Windows Active Directory takes care of 

authentication and authorization in the zone. 

The support zone serves as an entry point for remote operations. Usually, it consists of a VPN 

server and a jump/hopping Windows station which usually are combined in a single node. The 

firewall filters only company’s employees to access this zone from external network or the 

Internet. It can happen that the customer does not possess or does not want to have an external 

connection, so their environment is completely isolated in terms of communication capabilities 

from the outer world. In this case, this zone is unnecessary and can be omitted. 

The operating systems which are currently used in the SCADA solution are: 

• Windows Server 2008 R2 x64 

• Windows Server 2012 R2 x64 

• Red Hat Enterprise Linux 5.8/6.5/7.1 

• Windows 7 Enterprise x64 

• Windows 10 Pro x64 

All the SCADA services are redundant thanks to a clusterware developed by the company which 

handles the switch and synchronization from one node to another. Also, all of the nodes can be 

either physical or virtual. It happens often that some customers have another redundant site 

which can work in case of disaster with the primary. The connection between and primary and 

the backup sites can happen in different ways e.g. via the Internet or a dedicated communication 

channel which is provided by the customer. 

 

At the end of this chapter, we can conclude that ICS and SCADA systems are complex Cyber-

Physical Systems (CPS) and their interaction with physical devices is a crucial difference 

between them and the traditional ICT/IT systems. Precisely this characteristic makes this type of 

systems critical since they usually support the strategic infrastructure of national 

importance/significance as power grids and power plants. 

1.2 Motivation 

As some other technologies SCADA architecture was not designed initially with security in mind 

[1]. A good analogy can be the Internet Protocol where the case is similar [12] [13]. The origin 

of SCADA architecture could be traced back to the mid-twentieth century [4]. Then approaches 

like security through obscurity and air-gapping the systems sounded relevant and secure enough 

because the conception of ubiquitous connectivity was inchoate, and the main security concern 

was a physical breach [1]. That is why SCADA architecture by default does not cover main 

security objectives like authentication, confidentiality and needs enhancements in security. 

Chapter 6 in [1] reports about multiple cases when SCADA systems have been attacked since 

1982 until present days. A notable and relatively recent case is Stuxnet where malware 

manipulated the centrifuges of the Iranian nuclear program, disturbed their normal work and 
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availability, and shorten their life. This case proves that the air-gapping the systems does not 

guarantee their security and further measures have to be taken in order to improve the latter. 

Another example of notable cyber-attack on the SCADA system is analyzed from Electricity 

Information Sharing and Analysis Center (E-ISAC) in [14]. The incident was several years ago 

in Ukraine and targeted its power grid where part of the country was de-energized, around 

225 000 customers were impacted. At the end of the analysis, there are some recommendations 

on how to prevent such attacks and one of them states “Prioritize and patch known 

vulnerabilities based on the most critical assets in the organization.”. Some older reported 

incidents are listed in [15] e.g. worm infection of the US CSX Transportation in August 2003, 

“Slammer” infection in a nuclear power plant in Ohio [16], the release of a million litres of 

sewage in Maroochy Shire, Queensland, Australia in March 2000 etc. 

In addition to these problems, some typical IT vulnerabilities can be exploited also. For 

instances, the GHOST vulnerability (CVE-2015-0235)1 concerning glibc (The GNU C Library) 

in Linux can lead to executing arbitrary code. A vulnerability called Heartbleed (CVE-2014-

0160)2 can compromise OpenSSL protocol and reveal some private keys which are an essential 

part of nowadays asymmetric cryptography. Another vulnerability with critical impact is called 

Shellshock (CVE-2014-6271)3 which can lead to bypass or overwrite environment restrictions 

and execute shell commands in a Linux system. Patching such vulnerabilities in ICS/SCADA 

systems poses a challenge while this happens almost unobtrusive in the background on home 

computers where there is no risk for mission-critical services. 

[8] and [6] conclude that patch management is one of the important security components for 

critical SCADA systems. By having an adequate patch policy and supporting infrastructure the 

customers can reduce the window of exposure at the organizational level (represented by the 

yellow box in the below picture) and mitigate the risk of security breaches. There are several 

sources and recommendations for creating a solid patch policy and program as [2], [9], [10], 

[11], [17], [18] and [19] but there is none which specifies the technical aspects or concrete 

design of the supporting environment except some guidelines [8]. 

 

Figure 9. Window of Exposure [8] 

Some older references as [7] and [20] state that this problem is here for more than a decade and 

still the industry cannot handle it properly, as we can see from the aforementioned attacks. 

                                                 
1 GHOST: glibc vulnerability (CVE-2015-0235), https://access.redhat.com/articles/1332213 
2 Heartbleed: OpenSSL vulnerability (CVE-2014-0160), https://access.redhat.com/security/cve/cve-2014-0160 
3 Shellshock: BASH vulnerability (CVE-2014-6271), https://access.redhat.com/security/cve/cve-2014-6271 

https://access.redhat.com/articles/1332213
https://access.redhat.com/security/cve/cve-2014-0160
https://access.redhat.com/security/cve/cve-2014-6271
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We can conclude that techniques as security through obscurity and air-gapping the systems are 

obsolete and do not protect modern mission-critical systems and security breaches happen which 

have a huge impact. A company can significantly reduce the risk of exploitation by adopting a 

patch policy that is enabled by proper patch delivery infrastructure, which must solve challenges 

as secure distribution, to provide test, inventorization and backup capabilities in a flexible and 

reusable way which does not interrupt the normal system operation. 

1.3 Scope and Goal 

Patch Management and Industrial Control systems are very broad topics which exceed the 

timespan and the efforts for a single degree project. Therefore, it was needed to limit the scope, 

so it can fit the assignment. The goal of the thesis is well aligned with the needs of the company, 

so it has the greatest value for them and fulfils the academic requirements for a degree project. In 

the previous chapters were already introduced some of them and one can see all of them as 

bullets here: 

• Focus on security-only patches, not on the ones which provide some new capability or 

functionality. For example, upgrading a Service Packs for Microsoft Windows operating 

system is out of the scope but updating glibc in Linux in order to resolve GHOST (CVE-

2015-0235) vulnerability is included. 

• Cover only the platforms i.e. operating systems which are MS Windows, Linux. This means 

that hypervisors and field components like RTUs, IDEs etc. are excluded. Patching the 

SCADA software application per se is also out of scope. 

• Cover both physical and virtual boxes. 

• Cover updates on other third-party software e.g. application platforms/middleware, tools and 

modules as MS Office, Adobe, SSH clients, Anti-Virus software etc. 

• Cover both servers (MS Windows Server and Red Hat Enterprise Linux), and workstations 

which are only MS Windows. 

The company is not fully aware of its status with respect to patch management e.g. there are 

some ambiguities regarding the workflow and the supporting infrastructure. However, they do 

know that there is some repeated work and inefficiencies. They want to solve these issues with a 

new improved Patch Delivery Infrastructure (PDI) without changing the current business 

processes, presented in Figure 5 in Chapter 4.1 The Workflow. The set goals could be 

systemized as: 

• Model the current business processes related to patch management in the company and their 

customers over the world. 

• Model the current patch delivery infrastructure. 

• Design a new patch delivery infrastructure which will support the current workflow. 

• This PDI should make the process more efficient, reliable, eliminate the repeated work, and 

reduce the lead time. 

• Try to cover as much as possible the use cases in the company so the PDI can be reused. 

• Try to cover as much as possible the technical requirements for such infrastructure. 

The last two bullets will be discussed in more details in Chapter 3. 
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1.4 Delimitations 

A major delimitation is a dependency on the interviewees and their answers, especially on their 

honestness and timely responsiveness. The data which they provided is self-reported and cannot 

be independently verified. Such type of data could be a source of bias e.g. selective memory, 

which means that they can or cannot remember certain events in the past and attribution that is 

the act of giving credit to yourself for positive events and outcomes but accrediting something 

external for the negative ones. 
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2  FRAME OF REFERENCE 

The frame of reference is a summary of the existing knowledge and former performed research 

on the subject. This chapter presents the related work and the theoretical reference frame that is 

necessary for the performed research, design or product development. 

2.1 Related Work 

In this chapter is organized the found related work papers in three categories represented in the 

below paragraphs. The categories are as follow industry standards and recommendations, 

architecture outlines of patch delivery infrastructures in the context of ICS/SCADA and 

concrete solution in the general IT/ICT context. 

The majority of the related work can be found in specifications, recommendations, standards and 

guidelines for the industry. These papers do not propose almost anything specific about the 

architecture nor the design. The bodies that issue them are various. For example, the North 

American Reliability Council (NERC) has Critical Infrastructure Protection (CIP). Chapter R3 in 

CIP-007 [17] explains the need for security patch management program. Another North 

American body which also issues standards is National Institute of Standards and Technology 

(NIST) e.g. documents [2], [11] and [10]. They provide high-level guidelines but nothing 

specific in terms of implementation. The U.S. Department of Homeland Security has released 

[19] which outlines the patch management program and patching analysis. An international body 

that has papers on the topic is International Electrotechnical Commission (IEC) e.g. IEC TR 

62443-2-3 [9] which in addition has some technical aspect. The German Federal Association of 

Energy and Water Industry (German: Bundesverband der Energie- und Wasserwirtschaft) 

released „White Paper Requirements for Secure Control and Telecommunication Systems“ [18] 

in 2017. It also addresses the requirements with respect to security for all novel 

telecommunication and control systems. This document relies on ISO/IEC 27002:2013 “Code of 

practice for information security control” and ISO/IEC TR 27019:2013 “Information security 

management guidelines based on ISO/IEC 27002 for process control systems specific to the 

energy utility industry” for some implementation hints. A body from the European Union is the 

European Union Agency for Network and Information Security (ENISA) which issued [8] that 

follows the same spirit of recommendations. These papers are used mainly as a source for 

requirements that a patch delivery infrastructure must have. It can be summarized that a PDI for 

ICS/SCADA systems must test each update before applying it, provide techniques for secure 

distribution and deployment of the updates, mechanisms for inventorization, backup and 

resource overload prevention. More details are available in Chapter 4.3 Requirements. 

Some related papers outline solution and propose architectures. For example, a short paper from 

2009 called “The Research on a Patch Management System for Enterprise Vulnerability Update” 
by Zhao, Furnel and Al-Ayed [16] outlines an infrastructure of an automated vulnerability 

resolver. It includes analysis of notifications for new patches and their automatic download, 

distribution and instalment. The difference with this paper is that the analysis is not part of the 

scope and no design is proposed but some architecture outline. Another paper from 2003 called 

“A secure Patch Distribution Architecture” [21]. It addresses the same problems but there are 

differences in the use cases. However, the proposed architecture considers security objectives as 

authentication, confidentiality and integrity during the distribution which matches some of the 

requirements in this thesis. In 2004 Dominic Write wrote, “A Unified Architecture for Automatic 
Software Updates” [22] which addresses the same problems that the systems which are designed 

“hard outer shell” are no longer secure against worms and social engineering. He confirms that 
proper patch management policy and infrastructure can significantly improve the internal 
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security of a system. The author proposes a centralized, automated and multiplatform solution. 

However, the main focus is a holistic patch management platform which includes full 

automation and vulnerability database management which are not in the scope of this paper. 

There are some papers which propose a solution for patch delivery infrastructure which partially 

covers the scope of the thesis. For instance, a recent master thesis “Linux Patch Management 

Comparison of Practical Implementations” (2016) [23] by Teemu Pulliainen has some common 

points. For example, the focus is on security patches for platforms and middleware software. 

However, the author looks for automation which is strongly discouraged for patching mission-

critical systems such SCADA as stated in [18]. This is one of the main differences between IT 

and ICS systems. For the latter, the risk has to be minimized as much as possible and any 

downtime is unacceptable. Moreover, the secure deployment of the updates is not taken into 

consideration in the proposed solutions. Another difference is that the thesis is entirely focused 

on Linux solution while this thesis focuses also on Windows. Another paper which has common 

moments is called “Windows Security Patch Auto-Management System Based on XML” [24]. 

Their solution relies on software called Patch Link Update which is no longer available in the 

market. Nevertheless, the paper takes a look on the link to MS Update Server, agent 

configuration, patch distribution etc. In contrast to the previous work, this one addresses only 

Microsoft Windows boxes. A paper from 2006 called “Design and Implementation of a Patch 

Management System to Remove Security Vulnerability in Multi-platforms” [25] proposed a 

design has successfully implemented it. The paper matches very well the scope and the goals of 

this thesis. For example, multi-platform support, the scale, some of the security requirements as 

authentication, integrity, authenticity and confidentiality. Moreover, the paper presents a survey 

of patch management product trends where compares some of the solutions in the market, where 

is also listed Patch Link Update. A difference compared to the previous paper is that this one 

lists also IBM BigFix as a solution which covers all the requirements in it. It must be mentioned 

that the papers are more than 10 years old which decreases their reliability because of the change 

in technologies. For instance, in the implementation results [25] uses old and no longer 

supported operating system as RedHat Linux 9, which is something different from Red Hat 

Enterprise Linux, and Windows Server 2000. An interesting paper is also “BDEW White Paper 

in practice: IT security in the secondary systems” [26] which does not suggest patch delivery 

infrastructure but rather techniques how to achieve certain security objective e.g. integrity, 

communication control and hardening requested by [18].  

In conclusion we can say that there are some standards in the area but none of them proposes a 

concrete PDI design for SCADA systems but rather recommendations and high-level approaches 

and policies. The solutions from the thesis and articles either do not cover the scope and goals of 

this paper or are obsolete and with questionable reliability. 
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2.2 General Operating Systems Information 

In order to understand how the patching works, one must be familiar with the basics of the 

operating systems and why they are needed for running applications. The below figure show 

where exactly the OS fits in the modern computer. 

 
Figure 10. Where the operating system fits in [27] 

The figure consists of 2 main components: hardware and software. The former lies on the bottom 

which consists usually of a motherboard, CPU(s), memory, disks, network interface cards etc. 

and peripheral devices as mice, keyboards etc. This is a complex system and it would be 

impractical and complicated if every application programmer had to know how all these parts 

from various vendors work. Moreover, their management in an optimal way is an extreme 

challenge for every developer. So, the computer systems are equipped with a layer of software 

which runs on the bare hardware and is responsible for making it easy to run programs, allowing 

them to share resources like memory and CPU time, enabling them to interact with devices etc. 

This layer is called the operating system [27] [28]. The next software layer is the user interface 

(UI) program or shell allow the user to start other programs, such as a Web browser, email 

reader, or music player. These shells could be either text-based or graphical (GUI) [27]. 

On the left side of Figure 10. Where the operating system fits in  there is made another important 

distinction among the software types i.e. the operating system (kernel mode) and normal (user 

mode). The difference can be explained with the following example. If a user does not like a 

particular email reader, he is free to get a different one or write his own if he so chooses (user 

mode); he is not free to write his own clock interrupt handler, which is part of the operating 

system and is protected by hardware against attempts by users to modify it (kernel mode) [27]. 

All kinds of software need updates either due to bug fixes, security issues or providing some new 

features that bring some challenges to engineers. Depending on which exact software layer the 

updates happen i.e. kernel, UI or application, different changes happen in the systems with 

various consequences. In general, case when some software is patched/updated it means that 

parts of its older version get replaced by newer versions. For instance, adding libraries, change 

configurations, replace binaries etc. If the lowest level i.e. the kernel gets updated this might lead 

to problems with the UI. The same applies to updating the latter which might cause issues with 

the application. This means that one must be very careful what updates apply to a system 

because miscommunication, inconsistencies or incompatibilities between different software 

version can compromise the whole computer system. In the case of this thesis, this could cause 

outages of mission critical SCADA services. This makes the testing a crucial part of patch 

management. For example, [29] recommends rebooting the whole system when the kernel is 

updated, so one is sure that the system works properly. For other software like web server, it 

could be sufficient just to restart the application. However, each organization determines the test 
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procedures which can be from a simple reboot up to running multiple scripts which ensure the 

consistency of the application and the computer system [22]. This is performed due to multiple 

reasons e.g. it happens that some patches could be faulty and might introduce new bugs and 

thorough checks are needed so there is no unexpected behaviour on all software layers. Another 

reason is that the patch supplier might not have tested the patches with the user’s setup and 
specific configuration. 

2.3 General Patch Information 

As it was mentioned before there are different types of patches. For example, Microsoft 

categorizes them in few groups service packs, critical updates, security updates etc. Some of 

them contain only new features like feature pack, while others like security-only updates include 

only security fixes for a given month. The most recent full list of updates types in Microsoft is 

presented in Table 1. Updates can be also cumulative i.e. an update has all the previous related 

fixes. For instance, if one wants to install Service Pack 2 on Windows machine, it is not needed 

firstly to install Service Pack 1 because the second edition contains everything needed [30]. 

Term Definition 

Critical update 
A widely released fix for a specific problem that addresses a critical, non-security-

related bug. 

Definition Update 

A widely released and frequent software update that contains additions to a 

product’s definition database. Definition databases are often used to detect objects 
that have specific attributes, such as malicious code, phishing websites, or junk 

mail. 

Driver Software that controls the input and output of a device. 

Feature Pack 
New product functionality that is first distributed outside the context of a product 

release and that is typically included in the next full product release 

Security Update 

A widely released fix for a product-specific, security-related vulnerability. 

Security vulnerabilities are rated by their severity. The severity rating is indicated 

in the Microsoft security bulletin as critical, important, moderate, or low. 

Hotfix 

A hotfix is a single, cumulative package that includes one or more files that are 

used to address a problem in a product and are cumulative at the binary and file 

level. A hotfix addresses a specific customer situation and may not be distributed 

outside the customer's organization. 

Service Pack 

A tested, cumulative set of all hotfixes, security updates, critical updates, and 

updates. Additionally, service packs may contain additional fixes for problems 

that are found internally since the release of the product. Service packs my also 

contain a limited number of customer-requested design changes or features. 

Tool A utility or feature that helps complete a task or set of tasks. 

Update 
A widely released fix for a specific problem. An update addresses a noncritical, 

non-security-related bug. 

Update Rollup 

A tested, cumulative set of hotfixes, security updates, critical updates, and updates 

that are packaged together for easy deployment. A rollup generally targets a 

specific area, such as security, or a component of a product, such as Internet 

Information Services (IIS). 

Security-only Update 
An update that collects all the new security updates for a given month and for a 

given product, addressing security-related vulnerabilities. 

Monthly Rollup 
A tested, cumulative set of updates. They include both security and reliability 

updates that are packaged. 

Table 1. Microsoft Terminology for Software Updates [30] 

But how does one identify and categorize the vulnerabilities? What happens when a security 

vulnerability is found? The de-facto body which manages this information is Common 

Vulnerabilities and Exposures (CVE)4 maintained and founded in 1999 by MITRE Corporation5. 

                                                 
4 Common Vulnerabilities and Exposures: http://cve.mitre.org/index.html 

http://cve.mitre.org/index.html
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CVE List is a public list with vulnerabilities containing unique ID, description, rating etc. Most 

of the software suppliers like Microsoft and Red Hat also use this public list as a reference for 

their own lists. For example, CVE-2016-41826 which is listed by Microsoft as MS16-0937 and 

by Red Hat as RHSA-2016:14238. With this approach, one can easily find the corresponding 

software patch and avoid problems caused by misunderstanding or miscommunication. In Red 

Hat Customer Portal can be found an online catalogue9 with categorized security updates. 

Microsoft supports a Security Update Guide dashboard10 in the same spirit as Red Hat. 

[22] Reports for 3 main architecture types for patch distribution. They are: 

1. Client-Server 

As the name says this solution requires a specific agent to be installed on the hosts which 

want updates which handles the entire process. Examples for such implementations are 

Windows Update Service and YUM. These two will be explained later in this section. 

2. Server only 

These solutions do not require agents on the client side. There is usually a security scanner 

combined with a method for pushing patches to the machines. 

3. Configuration Managers 

This is the most complex class which also relies on agents but in contrast to the Client-

Server approach, one can have almost complete control over the hosts. Most notable 

examples for such solutions are Red Hat Satellite11 and Microsoft Windows System Center 

Configuration Manager (SCCM)12. 

2.4 Security Notions 

In this thesis there are some specific security notions and concepts are used like cyphers, digital 

signing, VPN tunnels etc. There are also some concrete solutions used in the company. The 

reason is that these terms are relevant to the requirements for a patch delivery infrastructure in 

the context of ICS/SCADA. For instance, cyphers and the hash functions or digest are methods 

that enable the confidentiality, authentication and integrity in the communication between the 

client and the server. They are implemented in multiple technologies as GPG, IPsec, OpenVPN, 

SSL/TLS and Active Directory. 

• Symmetric cyphers 

A symmetric or traditional cypher is a cypher that uses the same key for both encryption and 

decryption. Two parties communicating using a symmetric cypher must agree on the key 

beforehand. Once they agree, the sender encrypts a message using the key, sends it to the 

receiver, and the receiver decrypts the message using the key. Since all the security is in the 

key, then it is important that it be very difficult to guess the key. In other words, the set of 

possible keys, i.e., the key space, needs to be large [31] [12] [15]. 

                                                                                                                                                             
5 MITRE Corporation: https://www.mitre.org/ 
6 CVE-2016-4182: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4182 
7 MS16-093: https://docs.microsoft.com/en-us/security-updates/SecurityBulletins/2016/ms16-093 
8 RHSA-2016:1423: https://access.redhat.com/errata/RHSA-2016:1423 
9 Red Hat Customer Portal, Security Updates: https://access.redhat.com/security/security-updates 
10 Microsoft Security Update Guide Dashboard: https://portal.msrc.microsoft.com/en-us/security-guidance 
11 Red Hat Satellite: https://www.redhat.com/en/technologies/management/satellite 
12 Microsoft System Center Configuration Manager: https://www.microsoft.com/en-us/cloud-platform/system-

center-configuration-manager 

https://www.mitre.org/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-4182
https://docs.microsoft.com/en-us/security-updates/SecurityBulletins/2016/ms16-093
https://access.redhat.com/errata/RHSA-2016:1423
https://access.redhat.com/security/security-updates
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.redhat.com/en/technologies/management/satellite
https://www.microsoft.com/en-us/cloud-platform/system-center-configuration-manager
https://www.microsoft.com/en-us/cloud-platform/system-center-configuration-manager
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The primary problem with symmetric cyphers is not their security but with key exchange. 

Once the sender and receiver have exchanged keys, that key can be used to securely 

communicate, but what secure communication channel was used to communicate the key 

itself? In particular, it would probably be much easier for an attacker to work to intercept the 

key than it is to try all the keys in the key space. Another problem is the number of keys 

needed. If there are 𝑛 people who need to communicate, then 𝑛 − /  keys are needed for 

each pair of people to communicate privately. This may be fine for a small number of people 

but quickly becomes unwieldy for large groups of people [31]. 

Examples: 3DES, Blowfish and IDEA 

• Public-key Cyphers/Asymmetric Cyphers 

Public-key cyphers were invented to avoid the key-exchange problem entirely. A public-key 

cypher uses a pair of keys for sending messages. The two keys belong to the person receiving 

the message. One key is a public key and may be given to anybody. The other key is a private 

key and is kept secret by the owner. A sender encrypts a message using the public key and 

once encrypted, only the private key may be used to decrypt it. This protocol solves the key-

exchange problem inherent with symmetric cyphers. There is no need for the sender and 

receiver to agree upon a key. All that is required some time before secret communication the 

sender gets a copy of the receiver’s public key. Furthermore, one public key can be used by 
anybody wishing to communicate with the receiver. So only n key pairs are needed for n 

people to communicate secretly with one another. For a community with a population of 1 

million, symmetric-key cryptography would require half a billion shared secrets; 

asymmetric-key cryptography would require 1 million personal secrets [31] [12] [15]. 

Examples: DSA and RSA 

• Hybrid Cyphers 

Many symmetric cyphers are stronger from a security standpoint, and public key encryption 

and decryption are more expensive than the corresponding operations in symmetric systems. 

Public-key cyphers are nevertheless an effective tool for distributing symmetric cypher keys, 

and that is how they are used in hybrid cypher systems. Both PGP and GnuPG use hybrid 

cyphers. The session key is encrypted by using the public key cypher, and the message being 

sent, encrypted with the symmetric cypher, are automatically combined in one package. The 

recipient uses his private key to decrypt the session key and the session key is then used to 

decrypt the message. A hybrid cypher is no stronger than the public-key cypher or symmetric 

cypher it uses, whichever is weaker. In PGP and GnuPG, the public-key cypher is probably 

the weaker of the pair. Fortunately, however, if an attacker could decrypt a session key it 

would only be useful for reading the one message encrypted with that session key. The 

attacker would have to start over and decrypt another session key in order to read any other 

message [31] [15]. 

Examples: PGP, TLS/SSL 

• Hash Function 

A cryptographic hash function takes a message of arbitrary length and creates a message 

digest of fixed length. All cryptographic hash functions need to create a fixed-size digest out 

of a variable-size message. Typically, this set is a range of natural numbers. A document’s 
digital signature is the result of applying a hash function to the document. To be useful, 

however, the hash function needs to satisfy two important properties. First, it should be hard 

to find two documents that hash to the same value. Second, given a hash value, it should be 

hard to recover the document that produced that value [31] [12] [15]. 

Examples: MD5 and SHA1 
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• Digital Signatures 

Some public key cyphers could be used to sign documents. The signer encrypts the document 

with his private key. Anybody wishing to check the signature and see the document simply 

uses the signer’s public key to decrypt the document. This algorithm does satisfy the two 
properties needed from a good hash function, but in practice, this algorithm is too slow to be 

useful [31] [15]. 

An alternative is to use hash functions designed to satisfy these two important properties. 

Using such an algorithm, a document is signed by hashing it, and the hash value is the 

signature. Another person can check the signature by also hashing their copy of the document 

and comparing the hash value they get with the hash value of the original document. If they 

match, it is almost certain that the documents are identical. Of course, the problem now is 

using a hash function for digital signatures without permitting an attacker to interfere with 

signature checking. If the document and signature are sent unencrypted, an attacker could 

modify the document and generate a corresponding signature without the recipient’s 
knowledge. An algorithm that does work is to use a public key algorithm to encrypt only the 

signature. In particular, the hash value is encrypted using the signer’s private key, and 
anybody can check the signature using the public key. The signed document can be sent 

using any other encryption algorithm including none if it is a public document. If the 

document is modified the signature check will fail, but this is precisely what the signature 

check is supposed to catch. The Digital Signature Standard (DSA) is a public key signature 

algorithm that works as just described. DSA is the primary signing algorithm used in GnuPG 

[31] 

A good cypher puts all the security in the key and none in the algorithm. In other words, it 

should be no help to an attacker if he knows which cypher is being used. Only if he obtains the 

key would knowledge of the algorithm be needed. The cyphers used in GnuPG have this 

property. 

In order to communicate easily based on public and private keys, one needs a key distribution 

mechanism. There are two main approaches to solve this problem. The first one is the public-key 

infrastructure (PKI) which support authentication and distribution of public-keys where they are 

managed by a special node called certificate authority (CA). The second approach is 

decentralized called distributed key management/web of trust where one generates its own keys 

and may sign the public key of others [31]. Both GPG and PGP rely on the latter approach [31] 

[15]. 

We can conclude that symmetric cryptography provides authentication and confidentiality, 

asymmetric and hybrid provide confidentiality, authentication and non-repudiation, digital 

signatures provide integrity thanks to hash functions. 

To establish connectivity between offices for their private network while keeping the network 

separate from the Internet, dedicated data transport with leased telecommunication circuits are 

often used. The telecommunication services used to create this connectivity between locations 

are quite expensive and a more economical alternative was desired. The secure tunnel creates a 

virtual link which extends the private network over a public network. This kind of network that 

makes use of public networks to provide private network connectivity is called Virtual Private 

Network (VPN). A VPN can make use of one of many technologies but most notable are Internet 

Protocol Security (IPsec) and OpenVPN based on Transport Layer Security (SSL/TLS) [32]. 
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• Network Layer Security – IPsec 

IP Security (IPSec) is a collection of protocols designed by the Internet Engineering Task 

Force (IETF) to provide security for a packet at the network level. IPSec helps create 

authenticated and confidential packets for the IP layer. VPN technology uses Encapsulating 

Security Payloads (ESP) protocol of IPSec in the tunnel mode [12] [15]. 

In the tunnel mode, IPSec protects the entire IP packet. It takes an IP packet, including the 

header, applies IPSec security methods to the entire packet, and then adds a new IP header. 

The new IP header has different information than the original IP header. Tunnel mode is 

normally used between two routers, between a host and a router, or between a router and a 

host. The entire original packet is protected from intrusion between the sender and the 

receiver as if the whole packet goes through an imaginary tunnel [12]. 

 

Figure 11. Tunnel mode in action [12] 

IPSec defines two protocols the Authentication Header (AH) Protocol and the Encapsulating 

Security Payload (ESP) Protocol to provide authentication and/or encryption for packets at 

the IP level. The Authentication Header (AH) Protocol is designed to authenticate the source 

host and to ensure the integrity of the payload carried in the IP packet. The protocol uses a 

hash function and a symmetric (secret) key to create a message digest; the digest is inserted 

in the authentication header. The AH protocol does not provide confidentiality, only source 

authentication and data integrity. IPSec later defined an alternative protocol, Encapsulating 

Security Payload (ESP), which provides source authentication, integrity, and confidentiality. 

IPSec creates such tunnel thanks to a complex handshake protocol called Internet Key 

Exchange (IKE) [12] [26]. 

• OpenVPN 

OpenVPN provides an alternative to the rather complex combination of IPsec and IKE. It 

also allows the construction of secure virtual private networks; however, it uses TCP or UDP 

for data exchange. For the connection of secure communication channels, OpenVPN uses the 

TLS protocol, which is briefly introduced in the following section. By using the TLS 

protocol, OpenVPN - unlike IPsec - already includes mechanisms for authentication and key 

negotiation and therefore requires no additional components or protocols. Integration into the 

respective operating system takes place by means of a virtual network interface. For this 

purpose, administrative access to the operating system is needed; this procedure, however, is 

not as deep as when using IPsec [26]. 

• SSL/TLS 

Originally developed under the name Secure Socket Layer (SSL), this protocol has been 

developed since the late nineties by the IETF under the name of Transport Layer Security 

(TLS). Unlike IPsec and OpenVPN, the focus with TLS is on the protection of individual 

TCP-based communication connections; this protocol, however, does not enable the 

establishment of virtual private networks. For UDP-based communication, the protocol 

Datagram Transport Layer Security (DTLS) - based on TLS – is available. TLS operates 

between the transport layer (TCP) and the application layer, thus protection extends only to 
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the application data. However, this has the advantage that TLS can be implemented directly 

within the application and is not dependent on the support of the subordinate operating 

system. In addition, when using TLS, no administrative access to the operating system is 

required. When establishing a TLS connection, the two communication partners negotiate the 

cryptographic method to be used and authenticate to each other based on X.509 certificates. 

The authentication the server to the client is mandatory, the authentication of the client as 

against the server is optional [26]. 

• Active Directory/Kerberos 

Active Directory (AD) is a widely used Microsoft technology and this is the case with Figure 

8. Generic SCADA Solution. One of the main purposes of the AD is to provide 

authentication in or between domains. This is realized with the Kerberos which is an 

authentication protocol that is used to verify the identity of a user or host [33]. The benefits 

of using Kerberos domain-based authentication are: 

o Delegated Authentication 

o Single Sign-on 

o Interoperability 

o More efficient authentication to servers 

o Mutual Authentication 

2.5 Red Hat Software and Update Management 

In the vast world of Linux distributions, Red Hat and its successor Red Hat Enterprise Linux 

have a major role. One of the reasons for that is the development of RPM and YUM tools which 

enable the software management in a system, which are described later in this chapter [29]. 

In the early years of GNU/Linux, the software’s source code was distributed in archives which 

can contain multiple files. Then compile it into runnable binaries and drop it onto a computer. It 

might happen that someone would have already compiled it in a form that would run on a certain 

computer architecture. These archives are also known as tarballs, they contain executable files, 

documentation, libraries and configuration files. The latter can be spread across the Linux 

systems in appropriate directories e.g. /etc for to configurations, /bin for binaries, /lib for 

libraries etc. This approach leads to some difficulties in the management. For example, one 

cannot easily list all the installed software and its version, and its files as documentation, 

configurations etc. Removing software was not also an easy task. One had to know where reside 

all files of certain application across the system, so they can be deleted one by one [34]. In this 

thesis are important the issues with the and dependencies and updates. For example, if a software 

requires some specific libraries or headers one must resolve this manually. Firstly, figure out 

which are they and then install them. The reason for this is that the tarballs do not hold any 

metadata about contents they contain which makes the updates very difficult because one does 

not know which version is installed, which is about to installed and which bugs it fixes [34]. A 

part of the solution was RPM Package Manager (RPM). The software is packaged in .rpm files 

which contain metadata about the software in the package as version, description, list of included 

files etc. If the packages fix a security vulnerability it can contain a CVE identifier in its 

description, so the users can determine easier which version they require [35]. Sometimes it 

could have a list of dependencies [36]. An example of such package is available in the following 

figures. The name itself contains the name of the package, its version, release and the PC-type 

architecture. 
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Figure 12. Breakdown of RPM package naming [36] 

 

Figure 13. Information of RPM package [36] 

An interesting question could be where do the packages come from? Usually, they are packed by 

the developers of a Linux distribution who gets source codes from projects all over the world 

also known as upstream software providers [34]. After they are certain package is ready it gets 

signed so a user can check the validity of the package if the public keys are available [36] [35] 

[37]. One easily can check this with a command in the below figure. 

 

Figure 14. Signature check of a package [36] 

For each package, if the GPG key verifies successfully, the command returns “GPG OK”. If it 

does not, make sure that the correct Red Hat public key is used, as well as verifying the source of 

the content. Packages that do not pass GPG verifications should not be installed, as they may 

have been altered by a third party [38]. 

This tool can be used for installation and uninstallation of a certain software. During installation, 

the tool places the software’s files in the proper locations in the system and stores the metadata 

in the local RPM database [36]. For this operation, one needs to have the package available i.e. 

this tool does not solve completely this problem of the software distribution. It is still a problem 

to resolve unmet dependencies namely the administrator has to solve it manually. 

In order these operations to be automated a new tool was developed – YUM (Yellow-dog 

Updater and Modifier). Its main purpose is to make software installation and its upgrade easier. 

This agent connects to Red Hat’s repositories, checks the dependencies and fetches all the 

needed software that is needed. Upon approval, it can install it as shown in the below figure. 
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Figure 15. YUM package install [36] 

Thanks to the metadata YUM also supports to specify only security updates. The YUM package 

manager includes several security-related features that can be used to search, list, display, and 

install security errata. These features also make it possible to use YUM to install nothing but 

security updates [39] For example, it is possible to list or update software based on CVE/RHSA 

with the help of a plugin called YUM-security [40]. For instance, 

# yum updateinfo list cves 

Loaded plugins: auto-update-debuginfo, product-id, search-disabled-repos, 

subscription-manager 

 CVE-2017-1000380 Moderate/Sec. kernel-3.10.0-693.11.1.el7.x86_64 

 CVE-2017-1000380 Moderate/Sec. kernel-devel-3.10.0-693.11.1.el7.x86_64 

 CVE-2017-1000380 Moderate/Sec. kernel-headers-3.10.0-693.11.1.el7.x86_64 

 CVE-2017-1000380 Moderate/Sec. kernel-tools-3.10.0-693.11.1.el7.x86_64 

 CVE-2017-1000380 Moderate/Sec. kernel-tools-libs-3.10.0-693.11.1.el7.x86_64 

 CVE-2017-1000380 Moderate/Sec. perf-3.10.0-693.11.1.el7.x86_64 

 CVE-2017-1000380 Moderate/Sec. python-perf-3.10.0-693.11.1.el7.x86_64 

 CVE-2016-10002   Moderate/Sec. squid-7:3.5.20-2.el7_3.2.x86_64 

updateinfo list done 

or 

# yum updateinfo list 

This system is receiving updates from RHN Classic or RHN Satellite. 

RHSA-2014:0159 Important/Sec. kernel-headers-2.6.32-431.5.1.el6.x86_64 

RHSA-2014:0164 Moderate/Sec.  mysql-5.1.73-3.el6_5.x86_64 

RHSA-2014:0164 Moderate/Sec.  mysql-devel-5.1.73-3.el6_5.x86_64 

RHSA-2014:0164 Moderate/Sec.  mysql-libs-5.1.73-3.el6_5.x86_64 

RHSA-2014:0164 Moderate/Sec.  mysql-server-5.1.73-3.el6_5.x86_64 

RHBA-2014:0158 bugfix         nss-sysinit-3.15.3-6.el6_5.x86_64 

RHBA-2014:0158 bugfix         nss-tools-3.15.3-6.el6_5.x86_64 
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And run update against specific CVE/RHSA: 

# yum update --advisory=RHSA-2014:0159 

or 

# yum updateinfo RHSA-2014:0159 

It is also possible to make a bulk security update for every package. One can create own 

repositories for the needs of the company. It is possible to create a local PKI similar to the one 

which Red Hat uses [37]. 

The whole procedure can be summarized in the below sequence of actions [34]. 

 

Figure 16. Local and remote activities when installing an RPM with YUM [34] 

1. Check the local YUM configuration which contains information about the repositories, 

cache directory and stores GPG check Boolean value. 

2. RHEL systems which are registered to RHN have access to download software from 

different channels. 

3. If multiple repositories are available it is a good practice to store their configuration 

separately in /etc/yum.repos.d/. 

4. Downloading the RPM package and the metadata from the YUM repository. 

5. Installing RPM packages to the Linux file system. 

6. Store the metadata to the local RPM database. 

Both RPM packages and YUM manager enable the easy management of various important 

software including third-party as web servers and databases in Red Hat Enterprise Linux which 

is crucial for a patch delivery infrastructure that supports mission-critical systems. 
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2.6 Microsoft Windows Software and Update Management 

The updates in Microsoft Windows follow the client-server architecture are managed by 

Windows Update Service which runs on the clients and Windows Server Update Services 

(WSUS) on the server side. The latter is a free tool that allows the administrators to install a 

service which fetches all updates that are available on the Microsoft Update Web site [41]. 

When the system administrator has approved these updates, WSUS will automatically make 

them available to all preconfigured servers running both server and desktop editions of Microsoft 

Windows. There is an option update to be installed automatically on approval or on demand by 

the client. WSUS’s features can be divided into two components - Server-side and client-side. 

The following Table 2 depicts features on each side of WSUS. 

Server-Side Features Client-Side Features 

Updates for Windows, Office, Exchange Server, and 

SQL Server, with additional product support over time 

Powerful and extensible management 

of the Automatic Updates service 

Specific updates can be set to download automatically Self-updating for client computers 

Automated actions for updates determined by 

administrator approval 

Automatic detection of applicable 

updates 

Ability to determine the applicability of updates before 

installing them 
  

Targeting   

Replica synchronization   

Reporting   

Extensibility   

Table 2. WSUS’s features [41] 

The following figure shows how the Microsoft Windows Server Update Services (WSUS) server 

architecture is a secure and scalable system that provides [42]: 

• Simple-to-use Web UI - Allows administration from any computer 

• Synchronization engine - Downloads updates from Microsoft Update13 

• Microsoft SQL Server-based database - Holds all data other than content (software files) 

• Background Intelligent Transfer Service (BITS) - Used to efficiently utilize the network 

                                                 
13 Microsoft Update: http://windowsupdate.microsoft.com/ 

http://windowsupdate.microsoft.com/
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Figure 17. WSUS server architecture [42] 

An overview of WSUS process is described on the below Figure 18. 

 

Figure 18. Overview of the WSUS process [43] 

The preceding figure shows the process by which WSUS performs updates on servers and clients 

[43]. 

1. Administrator subscribes to update categories. 

2. Server downloads updates from Microsoft Update. 

3. Clients register themselves with the server. 

4. Administrator puts clients in different target groups. 

5. Administrator approves updates. 

6. Agents install administrator-approved updates. 

Microsoft can guarantee the authenticity, integrity and metadata’s confidentiality of the updates 

through SSL. WSUS server can be configured in a way that it has to authenticate itself to the 

clients. An important remark is that if the updates are stored outside the WSUS server the SSL is 

not used in the communication among the WSUS server and the remote SQL database which 

stores the patches per se [44]. 
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Microsoft has listed publicly the URLs14 where one can get Microsoft updates, this means that a 

local WSUS server must have allowed Internet connection to the following servers.  

https://windowsupdate.microsoft.com 

https://*.windowsupdate.microsoft.com 

https://*.update.microsoft.com 

http://*.windowsupdate.com 

http://download.windowsupdate.com 

https://download.microsoft.com 

http://*.dowsnload.windowsupdate.com 

http://wustat.windows.com 

https://ntservicepack.microsoft.com 

https://go.microsoft.com 

There are both secure sources which use HTTPS and unsecure ones which use regular HTTP 

connection [44]. By using HTTPS, the authenticity, the confidentiality and the integrity of the 

patches can be guaranteed, so one can be sure that patches have no being changed during the 

transmission. 

WSUS servers can be deployed in multiple layouts but all of them are based either on single 

WSUS server as in Figure 19 or on multiple WSUS servers as in Figure 20. 

 

Figure 19. Simple WSUS deployment [45] 

 

 

Figure 20. WSUS server hierarchy [45] 

The updates can be approved separately for different groups e.g. Accounting Group, Test Group, 

Production Group etc. This enables targeting the updates for specific machines. The membership 

is managed by the WSUS server and can be different from the membership in Active Directory. 

Figure 21 presents the groups architecture. 

                                                 
14 Configure the Firewall Between the WSUS Server and the Internet: https://docs.microsoft.com/en-us/previous-

versions/windows/it-pro/windows-server-2008-R2-and-2008/cc708605(v=ws.10) 

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc708605(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc708605(v=ws.10)
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Figure 21. Groups Architecture [46] 

Microsoft has also an installation packaging technology called Windows installer, which can be 

used to install or uninstall an application. The packages are called Microsoft/Windows Installer 

or MSI (.msi) and are very similar to RPM in RHEL, they contain an installation database, a 

summary information stream, and data streams for various parts of the installation [29]. The .msi 

file can also contain one or more transforms, internal source files, and external source files or 

cabinet files required by the installation [47]. The installer entails the following steps: 

• Identify the features to be presented to users. 

• Organize the application into components 

• Populate the installation database with information. 

• Validate the installation package for internal consistency. 

This technology is used by application developers to distribute their software and install it 

silently i.e. unattendant manner. However, most of the third-party software e.g. Adobe is 

distributed as EXE files, fortunately, there are multiple available third-party packaging tools 

which can create .msi packages out of .exe which enables the installation of third-party software 

unattendantly [47]. The latter option is widely used in this degree project. 

2.7 Enterprise Architecture Modelling 

In order to design a PDI, one needs to know the business process which will be supported by this 

solution. For instance, what are the parties and roles, what are the relations between them, where 

do they reside, what services do they provide or use etc. Maintenance, developing and changing 

massive IT environments is a hard task which is crucial for achieving business success. 

Enterprise Architecture (EA) provides principles, methods and models which can be used to 

design and realize an enterprise’s organizational structure, business processes, information 

systems, and infrastructure [48]. An example of EA modelling language is ArchiMate15. It is 

open language developed by The Open Group that is an independent global consortium that 

enables the achievement of business objectives through IT standards. For better understanding 

and modelling the core framework of ArchiMate consists of three layers of abstraction which are 

represented with different colours [49]. 

                                                 
15 The ArchiMate® EA Modeling Language: http://www.opengroup.org/subjectareas/enterprise/archimate-overview 

http://www.opengroup.org/subjectareas/enterprise/archimate-overview


 

 39 

1. Yellow: “The Business Layer offers products and services to external customers, which are 

realized in the organization by business processes performed by business actors.” 

2. Cyan: “The Application Layer depicts application services that support the business, and the 

applications that realize them.” 

3. Green: “The Technology Layer depicts technology services such as processing, storage, and 

communication services needed to run the applications, and the computer and 

communication hardware and system software that realizes those services. Physical elements 

are added for modelling physical equipment, materials, and distribution networks to this 

layer.” 

In this report, only the first two layers are used that can be seen in Figure 23. The latter also 

contains 6 types of relation (arrows) and 11 types of elements (boxes) which available in detail 

in Appendix А. 

  



 

 40 

3  METHODOLOGY AND METHODS 

This chapter presents the methodology and describes the chosen methods in the thesis. 

3.1 Methodology 

Methodology presents the research strategy i.e. what stages should the study go through and how 

one gains knowledge in the area. The exact ways of reaching these stages namely the methods, 

which are shaped by the methodology, are discussed in the next Chapter 3.2 Methods. 

 
Figure 22. Methodology overview 

The above Figure 22 illustrates the chosen methodology for the degree project and can be 

described in the following stages: 

1. Company Information Collection stage consists of three points: 

1.1. Model the current patch management workflow. The main goal of the thesis is to 

design a new patch delivery infrastructure which must support the adopted business 

process. Understanding the latter is essential because it determines the roles, the 

locations, the processes etc. Any mistake in this initial step can lead to a solution which 

might be not well aligned with the company’s workflow and therefore the outcome can 

have a lower value for the enterprise. 

1.2. Model and understand the current patch delivery infrastructure used in the company. 

1.3. Collect the use cases of patch activities. For example, some customers have restricted 

any remote access to their SCADA system, while others trust completely the company 

and allow to transfer patches over a communication channel. 

2. Come up with requirements which must be fulfilled by the PDI in Industrial Control System.  

3. Design a to-be PDI which satisfies the requirements and use cases. 

4. Evaluate the currently adopted PDI and the newly proposed ones and then rank all solutions. 

Evaluation of the Current and the Proposed Designs

Deisng New Patch Delivery Infrastructures

Collect Requirements

Company Information Collection

Collect Use Cases
Model the Current Patch Delivery 

Infrastructure
Model Patch Management 

Workflow
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3.2 Methods 

The methods represent the exact tools, techniques and processes used in the thesis i.e. the 

activities which led up to the results. 

3.2.1 Stage 1 – Company Information Collection 

The three steps of stage 1 were conducted in parallel. In order to gather all of this information, an 

initial set of related contacts was received from the supervisor in the company. The set contained 

15 employees in positions as Configuration Managers, Client Advocates, Operation 

Managers/Team Leads, Operation Engineers, and Lead Engineers. Unfortunately, nobody had an 

idea of how the complete patch management process looks like nor had a model. So, I decided to 

have interviews with all of them, to collect their viewpoints and to complete the picture. This 

was achieved via semi-structured interviews. This choice was not random, this approach is the 

most relevant for this case because their exact duties and work area were unknown. For example, 

the very first questions in the interviews which was asked were: “What is your role in general?” 
and “What is your role in the patch management process?”. The follow-up questions depend on 

these answers so preparing a full template for everyone is irrelevant. So, a template was prepared 

which contains information about the interviewee(s) and a set of initial questions. This template 

is available in Appendix B. Some of the questions are influenced by information that was 

available in advance from the supervisor e.g. the process is ineffective to some extent and there 

is some repeated work. The meetings were conducted both in person and online with an average 

length of 40-45 minutes. The process of information collection of an interview can be 

summarized in these steps: 

1. Schedule a meeting, could be in person or online via Skype. 

2. Have the meeting, follow the questions in the template, then on the spot come up with more 

relevant questions. 

3. Summarize the meeting in a short document and send it for acknowledgement to the 

interviewee. The mail usually contains some follow-up question because one often misses 

asking something on the moment. 

4. Receive the answers and the acknowledged or the edited summary. 

5. Make a conclusion. 

6. Ask something additional that was found for relevant on a later stage. 

This approach is flexible enough and can be applied to both technical and non-technical oriented 

employees in the company. Moreover, it assures that the information correctly understood and 

gives the opportunity to ask follow-up questions. It happened often that someone of this initial 

set referred to a third person who was not included in the starting list. So, the process was 

repeated over again for them also. 

  



 

 42 

3.2.2 Stage 2 – Collecting Requirements 

This stage is crucial since it gives a direction to the next Stage 5 – Design and therefore the 

outcome of the degree project. It was important to collect requirements from multiple sources 

because this will increase the validity of the findings. In this case, the sources are grouped into 

three classes which are: 

1. Company specific requirements. For example, it has a widely accepted standard minimum-

security requirements which must be fulfilled. 

2. Multiple academia paper sources as books, articles, conference papers, publications etc. 

3. Numerous industrial guides, recommendations and reports issued by IEC, ICS-CERT, NIST, 

ANISA and BDEW. 

The result of the collection process is available in Chapter 4.3 Requirements. 

3.2.3 Stage 3 – Design New Patch Delivery Infrastructures 

This is the very engineering part of the thesis and it is available in Chapter 4.5 The New Patch 

Delivery Infrastructure. Multiples types of solutions were searched and designed which require 

different types of changes in the company. They are categorized in the same spirit as in [22] and 

are presented in Chapter 2.3 General Patch Information. The first one in Chapter 4.5.1 Standard 

Client-Server Solution proposes a PDI through reconfiguration and scaling up the current 

approach. The second one in 4.5.2 Standard Configuration Manager Solution is an upgrade of the 

previous one. It includes a lot of new capabilities some of which are beneficial not only for the 

patch management in the company. The last one is in Chapter 4.5.3 Multi-Platform Solutions and 

is again configuration manager but with a focus on multi-platform support and origin which is 

not from the OS suppliers. The proposed designs are not focused on a single technology nor 

vendor and intend to cover a large spectrum of possible solutions. 

3.2.4 Stage 4 – Evaluation 

The evaluation stage compares the current and the two proposed designs based on the evaluation 

framework described in detail in Chapter 4.6 Evaluation. The point is to see which one suits best 

to the listed use cases and requirements. 

 

All the results are available in the next chapter. The current workflow is available in Chapter 4.1 

The Workflow, the use cases and the requirements can be found in Chapter 4.2 Use Cases and 

Chapter 4.3 Requirements, the description of the current patch delivery infrastructure is 

presented in Chapter 4.4 The Current Patch Delivery Infrastructure. The proposed new designs 

are described in Chapter 4.5 The New Patch Delivery Infrastructure while Chapter 4.6 

Evaluation evaluates and compares all the solutions. 
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4  RESULTS 

This chapter presents the results that are obtained by following the methods described in the 

previous chapter. 

4.1 The Workflow 

In order to proceed with the thesis, one needs to know the currently adopted workflow for patch 

management in the company. Multiple interviews were conducted with all roles involved in the 

company’s patch management process. Their positions are Lead Engineer in Configuration 
Management Team, Configuration Manager, Team Lead of Patch Test Team, Team Leads of 

Customer Support and Customer Support Engineers and Client Advocate. None of them had a 

holistic view over the process, so a model has been built to illustrate it with the needed details for 

this paper. For better understanding, a model was made in Archi16 language using ArchiMate17 

modelling language. The below figure represents the current workflow in the company. 

 
Figure 23. Current Patch Management Workflow 

The level of details in the model is reasonable i.e. it contains only the needed relations, 

processes, actors etc. all unnecessary and non-related information is intentionally omitted in 

order to avoid having a complex and difficult to understand figure for the purposes of this thesis. 

The orange boxes represent the locations of the sites and the teams. In contrast with the support 

and customer sites, there is only one patch test site which is used by the patch test team. The 

patch testing cycles in the enterprise are performed each month. The procedure is triggered at the 

beginning of the new month. A team of Configuration Managers reviews the newest available 

security patches for the adopted platforms, mainly MS and RHEL updates, in the company and 

its customers. They also get a list with updates for other third-party software as MS Office, Web 

servers, databases, Adobe software, SSH Clients, SCP clients etc. from the patch test team. Once 

they agree on the patch list (Patch Queue), the configuration managers setup a virtual test 

environment which consists of patched systems (servers/workstations) with installed supported 

versions of the SCADA software by the company, usually the last two versions. The different 

                                                 
16 Archi, https://archimatetool.com/ 
17 ArchiMate, http://www.opengroup.org/subjectareas/enterprise/archimate-overview 

https://archimatetool.com/
http://www.opengroup.org/subjectareas/enterprise/archimate-overview
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versions are isolated in different setups. Once the virtual environment is configured, it stays 

unchanged during the test period, which lasts around a month. So, the results of the tests are 

consistent and valid. In case of missed update/patch, it stays for the next round/month. The patch 

team performs comprehensive checks on the setups where they test the capabilities, 

functionalities, performance, reliability and availability of the SCADA systems. At the end of the 

test process, the patch test team releases a monthly report which gets distributed to the customers 

and the support teams across the globe. The report contains a detailed list with approved and 

disapproved patches which cannot be revealed in this paper. 

In case that the customer is interested in patching or there is scheduled such activity the support 

teams supported by a client advocate start to plan and arrange resources. Some of the customers 

pay the company to maintain a local replica system at the support site. This system is used for 

troubleshooting and for patch testing. Contrary to the previous test, here the support team tests 

the consistency of the systems with the customer-specific configuration and setup. For example, 

they perform well-known simulations and check the validity of their results. The support teams 

also monitor the system for any anomalies and unexpected behaviour. The period of this 

procedure is different each time depending on the requirements of the customer. Once this step is 

completed the process moves in the next stage. Most of the customers have a local Quality 

Assurance (QA) environment at their sites. If such is available, it is used as the final third level 

of tests which do not differ from the previous ones. Once the last run of tests is completed the 

support team can continue with the deployment to the in-production environment. No downtime 

is allowed because of the importance of the supported mission-critical environments as power 

plants, power grids etc. That is why all the systems are clustered and have redundancy, so they 

are patched node by node. 

For a better understanding, it is good to sync Figure 7. Runtime Layered Architecture and Figure 

8. Generic SCADA Solution with Figure 23. Current Patch Management Workflow. The first 

and the second layers from Figure 7 i.e. Platform and Application Platform are represented as 

Operating System/Application Platform box in Figure 23 which are the utmost interest for this 

thesis. Figure 8 represents the whole SCADA Production Environment box in Figure 23. The 

QA environments and replicas usually consist of a production zone and sometimes the DMZ. 

The level of likeliness between the real, QA and the replica instances is a business decision taken 

by the customer. The higher is the likeliness, the greater validity have the test. 

There are use cases how exactly the patches get deployed on the customer’s site. For example, 
there are customers which do not want any remote operations and want everything to be done on 

their site. Others do not “trust” the company and do not allow to fetch any updates from its 

environment. These use cases are a crucial part of the design requirements and they are presented 

in the next chapter. 

The company has used this workflow for a few years and feels comfortable with it and has not 

experienced any major issues caused by the process. In conclusion, we can say that adopted 

workflow matches to a great extent the proposed model from Figure 6. 

4.2 Use Cases 

During the semi-structured interviews, multiple use cases have been collected. The support sites 

around the world have a different experience with various customers. According to the support 

engineers the scale of the customer is a major factor which determines the delivered service. For 

example, the company has two levels of patch management services: a lower and a higher one. It 

happens often that big companies do not need the higher level due to some reason e.g. they have 

their own IT department, while there are some remote and small utilities which do not have the 

capability for remote operations and the latter have to be performed on site. The differences 
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between the two levels of patch management service provided by the company are described 

below. 

Lower Level of Patch Management Service - The customer receives the report with approved 

patches by the company and proceeds further on its own. For example, the utility has its own IT 

department which tests and installs the needed updates without any actions or resources from the 

company. 

Higher Level of Patch Management Service - The company must test and deploy the patches, 

selected by the customer. 

The full list of use cases: 

Test Capabilities: 

1. The customer has a virtual replica environment at the company’s support site. This 

environment is used as the second step for patch testing. 

2. The customer has a QA environment at their site. This environment is used for third and 

final step for patch testing. 

Access: 

3. The customer allows the company to access its environment remotely and perform 

operations. Usually, this happens via VPN and hopping station. 

4. The customer does not allow any remote connections, so any operation has to be performed 

“by foot” on site. 

Patch Distribution: 

5. The customer allows the company to use the company’s PDI. 

6. The customer restricts somehow the patch distribution from the company’s PDI. 

a. Trusts only for Microsoft updates. 

b. Trusts only for RHEL updates. 

c. The customer wants to download the patches from Microsoft/Red Hat sources instead of 

the company’s infrastructure. 

Covered Software: 

7. Installing third-party „platform” software manually i.e. not automatically on schedule: 

o Web Server 

o Databases 

o Red Hat Enterprise Linux 

o Microsoft OS 

o Backup Solution 

8. Installing automatically third-party software on regular basis for Microsoft boxes both 

workstations and servers e.g.: 

o Adobe Software 

o Anti-Virus Software 
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o SSH Client 

o SCP Client 

o Remote Access Software 

o MS Office 

o 2FA Software 

o WSUS 

The details about the exact types of some software are intentionally anonymized. For instance, 

the patch cycles and the exact vendor of the used Anti-Virus software and 2FA software are 

considered as sensitive information and cannot be published. 

4.3 Requirements 

As already mentioned in Chapter 3.2.1 the sources of the requirements are multiple and can be 

grouped in several classes: company’s requirements, academia and industrial guidelines. With 

respect to the internal requirements, the enterprise provided me with a document called 

“Minimum Cyber Security Requirements”. This document will be referred to as company’s 

requirement in this chapter and its exact content cannot be revealed. As per the academia, the 

sources are some books and articles and regarding the industry requirements, they are from 

standardization and security bodies both national and international. The following list represents 

a summary of all Patch Management requirements with respect to Patch Delivery Infrastructure. 

1. Having a Good Patch Management Program 

This is the initial requirement and foundation for any Patch Delivery Infrastructure. One 

cannot have a good infrastructure without having standard plans, procedures and processes. 

There should also be a balance between the security needs and the needs for usability and 

availability. 

References: [9], [10], [11] and [19]. 

An important part of this program is to be aware of new patches and the engineers need to 

know which patches concern the systems and therefore which of them has to be tested. 

References: [9], [11], [19] and [20]. 

This requirement is not part of the PDI’s evaluation framework but is mandatory for any 

company to have it. In this thesis, it is assumed that the company has a good patch 

management program. 

2. Security 

A lot of articles like [7], [20] and [50] state that such infrastructure has to be “secure”. This 

is a broad and ambiguous term and has to be further specified. The below bullets represent 

the covered security objectives in this master thesis. They are highly influenced by [15]. 

• Confidentiality 

This means that the adversaries are not able to read the communication in clear text or 

to crack it easily i.e. the communication has to be well encrypted. This might sound 

strange because the patches are publicly available, and it seems to be pointless to hide 

something that everybody knows but this is not always the case. For instance, if an 
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adversary can read metadata information related to a patch version or a release at some 

point of time, this could be used in future when a new vulnerability is discovered for 

this update and the hacker will know exactly which systems are vulnerable and can 

attack them. 

References: Company’s requirement, [8], [10], [15], [18], [21], and [51]. 

• Authentication 

Mutual authentication between the clients and the servers/repositories is required so one 

is sure that they are the ones they present for. This applies also for the origin of the 

patches, they have to be digitally signed by the supplier. 

References: Company’s requirement, [9], [15], [18], [21], and [50]. 

• Integrity 

Integrity check assures that the patches have not been modified during transmission 

over the communicational channel. 

References: Company’s requirement, [9], [15], [18], [21] and [51]. 

• Non-repudiation 

One is able to check who and when has applied the patches to a system. 

References: Company’s requirement, [15]. 

• Availability 

The resources of a PDI has to be available on demand. 

Reference: [51] 

• Hardening 

This means that a node from the system must offer only ports, services and software to 

support the main functionality. For example, some default services or software must not 

be available on the server e.g. a patch repository does need to run a SMTP server or 

have port 25 open. 

Reference: Company’s requirement, [8], [9], [17] and [18]. 

• Use only secure protocols 

Only secure protocols must be used no matter what. For example, one should use SCP, 

SSH, TLS, IPsec and HTTPS instead Telnet, FTP and HTTP. 

Reference: Company’s requirement and [18]. 

• Connection control 

Identify and manage all the connections in the SCADA network. For instance, disable 

all unnecessary connections, and configure the firewalls only to permit the listed 

connections, implement IDS/IPS systems. 

Reference: [8], [9], [15], [18], [51] and [52]. 
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• Protection against malware propagation and whitelisting 

In case that the infrastructure gets infected by malware it has to prevent its further 

propagation. The operations performed by the solution must be whitelisted. For 

example, whitelist a process/software which writes on /boot directory in RHEL. 

Reference: Company’s requirement, [8], [17] and [18]. 

3. Reusability 

The PDI is mainly designed to support the operation teams around the globe. The company 

has the requirement that other teams like developers, testers etc. should be able to benefit 

and use this infrastructure. 

Reference: Company’s requirement. 

4. Testability 

Each patch should be tested before deployment. This is a crucial part of the patch 

management process. So, a PDI should support the test environments and have the capability 

to perform dry-runs and be able to deploy updates to test environments. This requirement 

corresponds with Test Capabilities use cases. 

References: [8], [9], [10], [11], [17], [18]., [19], [20] and [50]  

5. Flexibility 

Support other 3rd-party software-related products that are integrated or embedded into the 

company’s products, such as software libraries, communication stacks, middleware, 

software interfaces, frameworks, user interfaces, and firmware. This requirement 

corresponds with Covered Software use case. 

Reference: Company’s requirement. 

6. Rolling Back and Backup 

One should be able to roll back some patches. For example, the issue with Spectre and 

Meltdown patches. Also, in case of a problem with the deployment which leads to system 

outage one must react as fast as possible and restore the system in its initial state before the 

patching. 

References: [8], [9], [18], [19] and [52]. 

7. Non-interrupting Normal System Operation 

The solution must not affect the normal operations and the service level. For example, 

utilizing the resources of the infrastructure or the system during patch distribution the 

solution must not overload the network. Also, a complete shutdown of the system for 

patching is unacceptable. The systems must be redundant, and the patches are installed 

firstly on the passive nodes and after switch-over on the remaining components. 

References: Company’s requirement, [10] and [18]. 
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8. Invetorization 

In order to plan a patching activity, the engineers need to know what type and how many 

systems they have to cover i.e. a handy tool which can determine the current status of the 

machines in terms of hardware and software assets. It could be used after the deployment to 

assess the systems whether they run the proper software. For example, Linux systems store 

older kernels which can be used for booting in case of an issue with the newest one. In such 

case, the engineers have to be aware of such an event and take the needed measure. Such a 

tool has a big potential to be further developed for analytical or statistical purposes. 

References: [9], [10], [11], [17], [20], [50] and [52]. 

9. Pull the Patches  

This one is a special case. Some papers as [11], [2] and [1] do allow patches to be pushed to 

the SCADA servers. On the contrary, [18] does not allow this action. The contradiction was 

solved by the company where a lead engineer stated that the company’s policy is always to 

pull the patches from the targets and any pushing actions are forbidden. 

4.4 The Current Patch Delivery Infrastructure 

Several interviews were conducted, and multiple follow-up questions were asked regarding the 

current PDI with employees on various technical roles: Lead Engineer in Configuration 

Management Team, Configuration Manager, Team Lead of Patch Test Team, Team Leads of 

Customer Support and Customer Support Engineers. The contacted customer support sites which 

reside in two distinct countries (A and B) while the Patch Test Team is located in state C and the 

configuration managers are in country D. As already mentioned the team in country D setups a 

test environment for the Patch Test Team where the latter perform thorough testing. They 

produce a report that gets distributed among the support sites which states the approved and 

blacklisted updates. The support engineers take care of customers which do not reside in their 

country, even on different continents. An important note is that every interviewee reported that 

there are two or three more support teams in other locations but were unable to provide their 

contacts or any information about them. For simplicity all following figures that propose PDI 

depict only the known countries with support teams but apply for all of them, including the 

unknown ones. 

The support teams highlighted that there is no widely adopted PDI. The teams have developed 

their own infrastructure and practical procedures which aim to match the best to their customers 

and local regulations. This strongly applies for Windows servers but there is a common solution 

for RHEL boxes. But first some common points among all support sites will be described, they 

are Remote Access, Backup, Hardening, Connection control, Protection against malware 

propagation and whitelisting and Non-interrupting Normal System Operation. These common 

points will be used as granted for the proposed solutions. 

Remote Access 

In order to provide decent support on timely manner the support teams have access to the 

environments of the customers, of course, there are situations where any types of remote 

operations are strictly prohibited which are out of scope in this part. As Figure 8. Generic 

SCADA Solution shows there is a dedicated support zone in the architecture. Its main purpose is 

to provide the support engineers with secure access and restrict other access attempts from 

unauthorized parties. It is protected from the Internet via a firewall which allows only incoming 

connections for certain IP addresses to connect it. There are a lot of available VPN 
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implementations which enable the remote access but most commonly used ones in the company 

are IPsec with IKE and OpenVPN. Once the engineers are connected to the VPN which 

authenticates and encrypts the connection they can log in to the jump station which has access to 

the DMZ and Production Zones. Only in that way, these zones can be accessed by the company, 

especially this applies to the Production zone which is very sensitive. In order to connect to the 

servers, the engineers use SSH client for Red Hat Linux Enterprise nodes and RDP for Microsoft 

Windows Server boxes. Both provide authentication and encrypted management in the SCADA 

environment [15]. 

There is no common adopted scheme of working regarding the credentials among the support 

teams. One can find in the company and its customers shared credentials used by whole teams. 

In an ideal scenario, each support engineer will have its own identity which includes credentials 

plus some other identification e.g. private key. This feature and proper log system are crucial for 

providing non-repudiation functionality. This enables tracking of malicious actions from 

disgruntled employees or adversaries who has stolen someone’s digital identification. For 

example, installing wrong or unapproved patch on a system. In this report, all the proposed 

solution will assume that there is such infrastructure on place. 

Hardening 

The company uses OpenSCAP18 profiles for hardening all the systems in the company and in the 

customers’ environment. This includes the patch servers/repositories. For instance, setup 

password and login setting, closing unused ports and install the minimum required software and 

uninstalls unnecessary packages e.g. desktop environment and office tools for servers. 

Rollback and Backup 

The backup solutions are common for all boxes. The important factor here is whether the 

machine is virtual or physical. 

In case of virtual one can easily take a consistent snapshot of the virtual server before the 

patching activities and keep it until it is needed. In case of failure, the machine can be easily 

restored to the moment before the patching. The hypervisor solution which enables this activity 

is VMware ESXi19 with VMware vSphere20. 

In case of a physical machine, the engineers use a backup solution called Acronis21 which 

enables to make a consistent backup of a system. 

Both YUM tool and Microsoft Update have the feature to revoke specific update after it has been 

installed on a system [34] [47]. This also could be beneficial in some situations instead restoring 

a previous state of the system. 

Invetorization 

The company relies mainly on manual checks and sometimes scripts which collect the needed 

information on demand, but this procedure is different for each support team and was described 

by the support engineers as working but not very handy and definitely a better solution would be 

beneficial. 

  

                                                 
18 OpenSCAP: https://www.open-scap.org/ 
19 VMware ESXi Bare Metal Hypervisor: https://www.vmware.com/products/esxi-and-esx.html 
20 VMware vSphere : https://www.vmware.com/se/products/vsphere.html 
21 Acronis Backup Software & Data Protection Solutions: https://www.acronis.com/en-eu/ 

https://www.open-scap.org/
https://www.vmware.com/products/esxi-and-esx.html
https://www.vmware.com/se/products/vsphere.html
https://www.acronis.com/en-eu/
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Connection Control 

The configuration of the firewalls and IDS/IPS is unknown but for the purposes of the thesis is 

accepted that one can trust it and only the needed connections are allowed while everything else 

is dropped. 

Propagation against malware propagation and whitelisting 

The company uses a third-party software for anti-virus scans and process whitelisting. The latter 

is managed by the company. 

Non-interrupting Normal System Operation 

As described in Chapter 1.1.5 Company’s SCADA Solution the SCADA/EMS/DMS service runs 

on a clusterware which allows switching the active node in the cluster and patching the inactive 

ones. So, the service is always available during update activities. 

Red Hat Linux Enterprise Patch Distribution 

A set of repositories organized in two layers takes care of RHEL patches. The first layer copies 

every night all the packages available from Red Hat via HTTPS for all used versions in the 

company which are presented in Chapter 1.1.5 Company’s SCADA Solution. This node hosts 

more than a single repository but one for each version. Each month the configuration managers 

create a new central security only repository which is in layer 1 and contains the approved 

software from the Patch Test Team. This central repo resides in country D, all of its content gets 

replicated/mirrored by repos which are located in support sites i.e. security only repositories plus 

all available RPMs from Red Hat. However, the access to this security only repo is not via YUM 

tool. The engineers get the packages via a website which is only available only in the internal 

corporate network i.e. the customers cannot access these mirror repos. In this website, one is able 

to browse and download either single RPM packages or whole patch-levels e.g. for January 

2018. The latter are downloaded as ISO image which gets transferred as a file via SCP and 

mounted to the target RHEL server and used for update i.e. the ISO image serves as a local 

repository. The approach is presented in Figure 24. However, development teams can add to 

their servers the mirror repositories in its full version i.e. they have access via YUM to all 

packages provided by Red Hat for research and development or test purposes. 
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Figure 24. Current RHEL Patch Delivery Infrastructure 

But how does the ISO image have all the needed dependencies for each server? This exactly is 

the problem which the YUM agent tool solves, and this approach does nothing else except 

distributing some of the newest RPM packages. The straightforward way is to include all the 

needed dependencies in the ISO image which usually exceeds the size of 4.7 GB which is the 

size of a standard DVD disk and will make the whole procedure cumbersome. The company has 

a better solution to this problem which reduces this size several times. All RHEL instances are 

hardened and fulfil configuration baseline software which needed to operate. This configuration 

is defined in OpenSCAP scripts used in the company for deployment new systems. The 

configuration managers run dependency check against these standard instances and they get the 

additional packages which are needed. For example, a lot of packages depend on bash or glibc 

but they are an essential part of each standard RHEL node, therefore, is pointless to include them 

in a patch-level if they are not part of the update. In the end, the missing dependencies are also 

included in the repo so the ISO whose size rarely exceeds 800 MB, so the image is consistent 

and contains all the needed dependencies for all the RHEL instances supported by the company. 

This approach is applied everywhere i.e. on the replica environment in support team’s site and 
the QA and production environments at customer’s premises. 

The central repo downloads the RPM packages via HTTPS from Red Hat repositories on the 

Internet. The latter use HTTPS to provide the updates, once fetched they are signatures are 

checked. Afterwards, the same RPMs are used for creating the patch-levels. Once the image is 

downloaded it gets transferred securely to the customer’s support zone and then to the target 

server via SCP. In the case of air gaped system, a physical media is used which ships the ISO 

image to the customer’s premises. 

As mentioned in Chapter 2.5 Red Hat Software and Update Management, most of the software 

vendors do provide RPM packages and they are included in Red Hat’s repositories e.g. web 
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servers. However, there could be software as Java SE Runtime Environment which is not 

included in these repos due to non-technical reasons, but one still can download the needed 

RPM22 and include it in private repositories. This can be applied to any other software which is 

available in RPM. The engineers reported that all the needed software including third-party is 

provided via RPMs on the ISO image except Oracle Database which is updated manually 

because is available only in tarballs that are downloaded from the official Oracle website i.e. 

there are not available any RPM packages created by the vendor. 

It is unknown with whose GPG signature are signed the packages when they are internally 

distributed. In this report, it is assumed that the packages are distributed with the Red Hat’s 
signature and its GPG public key is available on all of the repositories and target servers. 

As a final remark, the feedback from the support engineers is positive about this approach. None 

of them reported any issues/problems/outages caused by this way of distribution. The engineers 

consider it for convenient and feel enough confident with it. 

Microsoft Windows Patch Distribution 

Contrary to Red Hat Enterprise Linux case there is no widely accepted infrastructure for 

Microsoft Windows updates. Once the support engineers receive the report from the patch test 

team they start preparation for the updates on their own. The same applies to development and 

test teams which support their own WSUS infrastructure. 

Country A 

In country A there is an infrastructure which can be categorized as a centralized according to 

Microsoft classification. The below figure illustrates this type of architecture. 

 

Figure 25. Centralized Architecture [45] 

All the customers supported by this team have remote connection capability which enables the 

use of a centralized approach. The support team in country A maintains a central WSUS server 

on their site. The engineers approve manually the needed updates which are whitelisted in the 

                                                 
22 Java SE Runtime Environment 8 Downloads: http://www.oracle.com/technetwork/java/javase/downloads/jre8-

downloads-2133155.html 

http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html
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monthly report by the Patch Test Team which are download securely from Microsoft Update via 

Internet. The replica SCADA systems get the updates from this central WSUS server. The target 

groups represent the different customers, different environments and their SCADA systems. 

On the remote site, the replica WSUS servers in customers’ environment inherit all the approved 

updates from the central WSUS server in country A and the groups. However, the WSUS replica 

can add local machines to the groups. For example, there are could groups for local QA 

environment, for workstations, for the production environment etc. 

Regarding third-party patches, the team uses a WSUS add-on which enables this action. A 

software can be delivered in that way if it is packaged as a .msi file. The team states that this 

solution covers all of the used third-party software used by their customers. Unfortunately, the 

team did not share the name of the used add-on and .msi packager. That is why here are listed 

randomly some examples one of each: EMCO MSI Package Builder23 and WSUS Package 

Publisher24. There are more commercial solutions which do both packaging and publishing like 

Extension of Microsoft WSUS to Manage Third Party Patches25. 

Country B 

In country B there is no centralized infrastructure like the one in country A. However, the group 

architecture is widely adopted in all use-cases. It is used for the local SCADA replicas on 

support team site and in the customer premises. This approach increases the manual work for 

configuring each WSUS server separately because there is no centralized WSUS node. In order 

to mitigate the manual, work the team has written its own tool which parses the monthly patch 

report from the Patch Test Team and creates the needed WSUS configuration automatically. This 

means that each customer has to access Microsoft Update via the Internet in order to get the 

patches, while in country A this happens only once in the support site and the customer does not 

need to have an Internet connection. Another difference with the previous support team is that 

the one in country B has a lot of air-gapped customers which due to multiple reasons do not have 

the capability remote connection. 

The approach of for patching air-gapped system is in the same spirit with the one used in the 

current RHEL patch distribution solution. It includes export to media and physically imports it to 

the remote site. The below Figure 26. Disconnected Architecture describes the process. No 

evidence about any encryption or signing the media was reported. Before importing the media, 

the customer is responsible to scan it for malicious software, this applies both for RHEL and 

Microsoft Windows. 

 
Figure 26. Disconnected Architecture [46] 

                                                 
23 Demo: Repackage EXE to MSI Using Monitoring: https://emcosoftware.com/msi-package-builder/doc/demo-

repackage-exe-to-msi-using-monitoring 
24 WSUS Package Publisher: https://github.com/DCourtel/Wsus_Package_Publisher 
25 Extension of Microsoft WSUS to Manage Third Party Patches: https://www.solarwinds.com/topics/microsoft-

wsus-patch-management 

https://emcosoftware.com/msi-package-builder/doc/demo-repackage-exe-to-msi-using-monitoring
https://emcosoftware.com/msi-package-builder/doc/demo-repackage-exe-to-msi-using-monitoring
https://github.com/DCourtel/Wsus_Package_Publisher
https://www.solarwinds.com/topics/microsoft-wsus-patch-management
https://www.solarwinds.com/topics/microsoft-wsus-patch-management
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The team does all the third-party software entirely manually i.e. download the updates distribute 

and install them on every machine separately without any centralized server. They have partially 

automated the updates of some software as Oracle Database for Windows with the help of own 

scripts, but it is nothing significant. 

The common points between the countries regarding Windows are that the WSUS servers in are 

authenticated via AD which is based on Kerberos, but nobody reported for any means of 

encryption or integrity checks and as mentioned in Chapter 1.1.5 Company’s SCADA Solution, 

the WSUS server and the jump station in practice most often these functions are combined in a 

single node. 

 

At the end, we have to say that all updates on all platforms are performed without service 

interruption. All components of the company’s SCADA solution can be redundant thanks to 
proprietary clusterware which takes care of cluster’s configuration and state. All patching 
activities start on the passive nodes and once they are done the engineers switch the active and 

passive nodes, make sure that the service is running well on the patched node and then continue 

with the rest of the nodes. This procedure is applicable to both production and test environments. 

None of the teams have experienced any problems regarding the availability of the current PDI. 

4.5 The New Patch Delivery Infrastructure 

The proposed solutions rely again on some components on the company’s SCADA solution. For 
example, the remote access. It will be used in the same manner i.e. will provide a secure 

connection to the customer sites. The same applies to other solutions like Backup, Hardening, 

Connection control, Protection against malware propagation and whitelisting and Non-

interrupting Normal System Operation The focus is on the patch distribution for the used 

platforms. 

The chapter is organized in the following parts: standard client-server solution, standard 

configuration management solution and multi-platform solution. The server-only architecture 

described in [22] is intentionally omitted in this thesis because it violates the company’s patch 

policy and one of its requirements i.e. server-only relies on pushing updates. 

4.5.1 Standard Client-Server Solution 

This chapter proposes a PDI which is based on Client-Server distribution architecture with some 

changes to the current solution adopted by the company. 

Red Hat Linux Enterprise Patch Distribution 

The current solution is sufficient enough for air-gapped systems except but could be improved 

for the ones which are reachable remotely by the support engineers. The straightforward way to 

resolve its inconveniences is to add a third layer repository at the customer’s support zone. The 

first 2 layers will be preserved intact. The third layer will be another mirror instance located in 

the customer’s in the support zone which will mirror layer 2 repository. This solution will 

resolve the inconvenience of having too big ISO image i.e. repositories on media. It will enable 

to store all the needed dependencies on the local repositories which might be needed in 

unexpected scenarios because the current solution is entirely dependent on the standardized 

deployment based on OpenSCAP profiles. Also, this will cancel the manual work to 

downloading and transferring the ISO image to every RHEL server which has to be patched. The 

proposed infrastructure is represented on the below Figure 27. RHEL Repositories Layout. It is 
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important to say that all mirroring operations are secured by HTTPS, this applies both for the 

metadata and the packages. 
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Figure 27. RHEL Repositories Layout 

It is not necessary all the layer 2 repositories to download the packages only from the central 

repository. For example, the mirror repo in country A has synced everything with the top 

repository. The one in country B can do the same either from the top layer or from country A, 

whichever is faster or available. This will improve the overall performance and availability and 

decrease the needed time for populating the updates in all sites of the company.  

In order to decrease the reliability of external resources like having the public GPG key of Red 

Hat which is used for signing the RPM packages, the latter will be resigned with company’s own 
GPG key on the layer 1. This decreases the number of keys which the web of trust infrastructure 

should manage. For example, in the case of revoking or expiration a Red Hat’s public key, this 

will affect only the top repository but not the bellow layers. This approach will make the 

company less dependent on the suppliers in its premises and will gain full control over the secure 

distribution. 

Microsoft Windows Patch Distribution 

A straightforward way of delivering patches for Windows boxes in all locations is to scale up the 

centralized architecture from country A to a global scale. The future infrastructure will consist of 

three layers. The first one is a central WSUS server which could be located in country D and will 

operate in autonomous mode. It will provide approvals only on the whitelisted updates available 

in the monthly report from the Patch Management Team. The central server will download 

updates directly from Microsoft via the Internet. The second level is the WSUS servers which 

are located in the support sites e.g. country A and B. They will be able to see only the approved 
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updates from the upstream server i.e. layer 1and will fetch the updates via the internal corporate 

network. The nodes in layer 2 will operate in autonomous mode because the engineers might 

need to approve only a part of all available updates from the central node. Which is only possible 

in autonomous mode because it does not inherit approvals. So, the engineers will approve the 

wanted updates and apply them to local targets i.e. the local replica environment. Once the tests 

are done they engineers can proceed to the last layer which will be a WSUS server in the 

customer premises i.e. in the support zone, it will operate in replica mode and use the WSUS in 

the support zone as an upstream server. The replica mode inherits all the approvals and groups 

from its upstream server but is able to manage the local group members. The former is needed 

because this will guarantee that the updates in the replica and the real environments will be the 

very same while the latter is very important because the replica environment and the real one do 

not completely match, and the clients are different and different groups are recommended. 

Therefore, the engineers will be able to patch the QA environment with the very same updates as 

the replica in the support site and then proceed with the environment in production. Figure 28 

illustrates the proposed PDI. 

The connection between layer 2 and 3 will go through the secured VPN connection used for 

remote access. In this scheme, there is only one connection which is external i.e. the connection 

between the top WSUS server and the Windows Update but is still secured with HTTPS. 

Everything else is distributed either in the internal corporate network or the secured channels to 

the customers. 
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Figure 28. Proposed WSUS Layout 

The replication i.e. patch transfer between different layers is a bandwidth consuming process. 

For example, if each WSUS server requests synchronization at the very same time this will 

utilize the company’s internal bandwidth which might have effect negatively overall the 
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corporate network [53]. That is why the synchronization schedule must not match among the 

WSUS servers on different layers. The proposed design is aligned with the recommendation 

from Microsoft to have up to three layers deep hierarchy. According to Microsoft, there is no 

theoretical to a hierarchy, only deployments with a hierarchy of five levels deep have been tested 

by Microsoft [53]. 

This solution is suitable for customers who have allowed the support engineers remote access to 

their SCADA systems and to fetch patches from the company’s infrastructure. For the air-gapped 

systems, the engineers will continue to use the approach showed in Figure 26. Disconnected 

Architecture . There are cases where the customers allow remote access but do not allow updates 

to be provided by the company. In that case, the auto-configuration tool developed by the 

support team in Country B can be adopted. Company’s non-support teams e.g. developers and 

testers can also benefit from this solution. For example, before to give the SCADA solution to 

the customer, the company tests it onsite for some amount of time which could be up to several 

years. Deploying a layer 2 WSUS server to this location will guarantee that the systems in the 

test period are aligned with company’s patch-level. 

The proposed architecture has a single point of failure which is the top layer which can affect the 

availability of the whole infrastructure. If the top server has an outage during update distribution 

all the below layers will be unavailable to provide the proper patches. In order to avoid that 

multiple top server instances can be configured in various locations and serve as backups, but 

this means that multiple connections to Microsoft Update via the Internet will be required. This 

approach is also suitable for bigger scales. For instance, if the support sites grow in numbers the 

central node might have performance issues because of high load of high network utilization. 

This also applies for RHEL solution. 

As per third-party applications, the WSUS add-on adopted in country A can be used in this 

scenario too i.e. create .msi packages and distribute them with the PDI. 

The current Windows PDI does not provide encryption and confidentiality, a native way to 

achieve this in WSUS is to adopt SSL. Moreover, the latter can authenticate both clients and 

WSUS servers. Unfortunately, it covers encryption only for the metadata and one has to expect a 

10% performance loss due to SSL operations. A hash sum of the patches is included in the 

metadata which ensures their integrity. Such capability will require a proper PKI supporting the 

nodes’ certificates [54].  

As mentioned before these solutions will require a wide adopting of internal PKI/web of trust 

which has to manage the SSL certificates and GPG keys i.e. it is an essential part of delivering 

authentication, data integrity and confidentiality [37] [15]. This assumption is made also the next 

proposals. The RHEL and Windows proposals are independent and can be implemented 

separately in the sites wherever needed. For examples, if a customer does not want to host an 

RHEL repo on his site, it can be patched by using the described method for offline systems. The 

security of the latter can be further improved by adding encryption, even though that the 

customer is responsible for scanning the imported media. This will prevent an adversary from 

reading the media in case of theft. For example, Red Hat supports natively an open-source 

product name LUKS26 (Linux Unified Key Setup) [39] while BitLocker27 is the native solution 

for Windows, which can be used for that purpose. 

These solutions are enhancements of the current patch delivery infrastructure which does not 

require adopting different servers and technologies but rather reconfiguration and wide adoption 

of already known local best practices. Nonetheless, this design does not provide a solution to one 

                                                 
26 LUKS homepage: https://gitlab.com/cryptsetup/cryptsetup/ 
27 BitLocker homepage: https://docs.microsoft.com/en-us/windows/security/information-

protection/bitlocker/bitlocker-overview 

https://gitlab.com/cryptsetup/cryptsetup/
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
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of the requirements, namely the inventorization. Such is provided by the next one in the 

following chapter. 

4.5.2 Standard Configuration Manager Solution 

This chapter proposes a PDI which is based on Configuration Managers which are the next level 

more advanced of patch architecture described in Chapter 2.3 General Patch Information. This 

chapter reviews the configuration managers offered by the OS vendors used in the company i.e. 

Red Hat Satellite and Windows System Center Configuration Manager. 

Red Hat Linux Enterprise 

The Red Hat’s configuration management solution is called Red Hat Satellite. The latter is 

recommended by Red Hat for companies which manage external servers which is this case in 

this degree project. Satellite provides multiple features besides patch distribution e.g. 

vulnerability scanning, provisioning, remote execution etc. Here the most interesting capability 

is the content management which enables managing KVM/ISO images, kickstart trees, RPM 

packages [55] etc. The latter is the most important capability for a PDI. Satellite configuration 

manager is easily scalable with Capsule servers, which act like Satellite’s proxies for remote of 

heavily loaded sites [56]. It supports numerous host types as bare metal, VMware, KVM, Docker 

and some cloud-based ones, that gives the company flexibility to support multiple types of 

customer’s environments. The overall Red Hat Satellite system architecture is presented in the 

below figure. 

 

Figure 29. Red Hat Satellite 6 System Architecture [56] 

The configuration manager solution, presented on the following figure, reminds on the previous 

client-server solution with respect to the layering. The first two layers will be upgraded to Red 
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Hat Satellite servers and the third will be replaced with a Capsule server to each customer with 

remote access. 
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Figure 30. RHEL Configuration Manager Solution 

The top layer consists of a primary Satellite server which will be the only that will have an 

Internet connection. It will copy all needed data as security errata information and RPM 

packages locally for each of the used RHEL version from the Red Hat Network (RHN) via 

HTTPS, the RPM packages are signed with Red Hat’s GPG key by default. This server will host 

an additional repository, which contains only the approved RPM packages by the patch test 

team. 

The Satellite nodes in the second layer are intentionally disconnected from the Internet in order 

to mitigate the risk of intrusions. They will replicate the content of the top server; this procedure 

is referred by Red Hat as Inter-Satellite Synchronization (ISS) [55]. Again, as the previous 

solution, one can apply the fastest repo technique to reduce the load from the primary server. 

The bottommost layer consists only from Capsule servers connected to the Satellite servers in the 

support sites. The former offers the following content related features: 

• Repository synchronization – a selected content from the Satellite Server is pulled to the 

Capsule Server for content delivery. In other words, the capsule can act as a remote 

repository which offers only approved updates. 

• Content delivery – Hosts configured to use the Capsule Server download content from that 

Capsule rather than from the central Satellite Server. This will limit the communication only 

within the customer’s environment which reduces the risk of security breaches. 

• Host action delivery – Capsule Server executes scheduled actions on hosts, for example, 

package updates. This feature can be used to prepare for the package activities i.e. stage 
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packets in advance. A good idea could be to avoid patch distribution to all servers at once 

since that might cause network performance issues. 

Red Hat Satellite allows grouping the hosts in a very convenient way which matches the needs of 

the company i.e. the grouping scheme is: Global > Organization > Location > Domain > Host 

group > Host, where the locations and the host groups can be nested, while host collections are 

flat [56]. This enables to distinguish the hosts of different companies, their locations and 

environments. 

The primary Satellite server can be assigned to control all internal company-owned servers e.g. 

developer environments and systems which stay at the company for continuing testing. These 

sites can be located in different places compared to the support sites. In the case of scalability 

issues, a network of Capsules can be deployed to these sites. Once the packages are copied from 

RHN the company can also resign the packages with its own GPG keys. 

For disconnected environments exporting packages to media would still be possible in the same 

fashion as the client-server solution. In case that the customer has disconnected Satellite, it is 

possible to perform ISS via ISO images [55]. 

Content management is only part of the offered functionalities by the current Red Hat Satellite 

version 6. Red Hat Satellite 6 also provides features for system provisioning, system 

management, capsule control, monitoring, and reporting. Apart from patch distribution, this 

solution can provide some other support. In contrast to the previous client-server approach, this 

one has some important capabilities of monitoring and reporting the state and the assets of the 

client servers. For example, total memory, CPU, OS version etc. [56]. An important capability is 

that one can view the applicable security errata for each of the registered servers. Moreover, 

according to [56] the Capsule servers can do OpenSCAP scanning and help the vulnerability 

management in the customer’s environment i.e. it can discover some vulnerabilities and 

misconfigurations on the servers. This is not a requirement for the PDI but is listed as such for 

vulnerability management in [11]. The Satellite servers can be used also for provisioning and 

deployment Red Hat Satellite can be integrated directly with LDAP/AD and use it for 

authentication [57]. 

This solution can cover easily the current number of customers per support which is between 5 

and 10. Moreover, it can be further utilized without any concerns. Red Hat claims that the 

maximum number of Capsule Servers that the Satellite Server can support has no fixed limit but 

has been tested on a Satellite Server with a Red Hat Enterprise Linux 6.5 and 7 host systems. 

Currently, running fourteen capsules with two virtual CPUs have been tested to run without 

issues [58]. 

Microsoft Windows 

Microsoft’s configuration management solution is called System Center Configuration Manager 
(SCCM) or ConfigMgr or formerly known as Systems Management Server (SMS). Its 

architecture is similar to the Red Hat Satellite’s one. SCCM provides multiple capabilities which 

are described later in this chapter. For the sake of designing a PDI only a few of them are 

needed. In contrast to the Microsoft’s client-server solution, SCCM supports natively 3rd party 

software upgrades, which removes the need of add-on [59]. Again, one can create MSI files out 

of EXE installer. Moreover, SCCM provides software and hardware inventorization [59] which 

is unsupported by the client-server solution.  

There are multiple scenarios for deployment depending on the scale, locations and needs. 

Microsoft describes 2 types of sites primary and secondary one. Their child-parent relations are 

in the same spirit as Red Hat Satellite and Capsule servers. The simplest case is having a single 

primary site, Microsoft calls this case stand-alone primary site which can handle up to 175 000 

clients and devices. However, there is a limitation that the secondary site cannot have any 



 

 62 

children, therefore, the maximum hierarchy depth is 2 levels. This is insufficient because the 

different support sites will continue to act in the distributed manner and the patches and cannot 

be managed on a global level. The same applies to inventory collections. Moreover, this means 

that each support site must provide Internet connectivity to its SCCM. Fortunately, there is so-

called central administration site which acts as top-level site and can support up to 25 primary 

sites and up to a million devices distributed in several types as desktops, embedded, cloud etc. It 

is used in such situations when multiple branches are available. Other advantages are the better 

resilience and better load distribution which is shared among multiple primary sites [59]. 

Each primary site supports up to 250 secondary ones. The latter is important because it can be 

deployed on the customer’s premises and therefore to preserve bandwidth and there will be no 

need to connect the SCADA server outside the customer environment [59]. The below figure 

outlines the proposed PDI for Windows hosts which fits best the company. 
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Figure 31 Microsoft Windows Configuration Manager Solution 

Yet again the design consists of a three-layered hierarchy with different roles. In order to 

mitigate the interaction with the Internet, only the top layer called central administration site 

downloads from needed metadata from the well-known Microsoft Update resources. The 

synchronization can be either scheduled or manual. This operation is supported by a WSUS 

server called software update point which must have a connection to Microsoft Update in order 

to download the updates or in other words the SCCM manages WSUS. This WSUS server serves 

as a source for replication for the child sites in layer 2. In fact, SCCM on child layers gets the 

metadata but not the patches per se, each layer needs a supporting update point i.e. WSUS node. 

The process of data replication is flexible in terms of management, one can setup when to 

happen and with what rate. All these external and internal downloads and replications go through 

SSL connection. The latter needs a supporting PKI. It is important to be stated that the central 
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administration site can have only primary sites children i.e. the former cannot have directly 

assigned clients [59]. Other company’s teams can benefit from this setup. Another primary site 

can be deployed to manage some internal assets or to support development or test teams. 

Similarly, to Satellite, SCCM reports compliance of its clients which is not a requirement for the 

PDI but supports the vulnerability management. It can identify unauthorized configurations and 

security vulnerabilities, compare the host’s configuration against the adopted standards and best 
practices and remediate noncompliance by deploying applications, packages and programs, or 

scripts to a collection that is automatically populated with devices that report that they are out of 

compliance. Operations can benefit by another capability from SCCM which is system 

monitoring. It is possible to monitor and log system utilization e.g. disk activity, memory usage, 

CPU utilization. Some alerts can be set to notify the support teams and thanks to logs and charts 

to make their work easier. For example, on the longer run, the engineers will be able to see 

trends and anomalies in the applications and systems. SCCM can help with the system 

deployment process e.g. upgrade Windows, install new Windows on bare-metal machines, 

migrate workstations etc. [59] 

At a later stage of thesis, it was found out in [59] that SCCM can handle configuration 

management for multiple OS platforms including RHEL which shows improvement compared to 

the described state in [25]. The next chapter reviews the available multi-platform solutions on the 

market. 

 

At the end of this chapter, it must be said that by using Configuration Managers multiple tasks 

could be done easily beside patch distribution via centralized management which they offer. In 

other words, their purpose is not only patch distribution which is just a small portion of their 

capabilities. This approach also provides a push updates capability for both OS platforms which 

can be used in case of a change company’s patching policy. 

4.5.3 Multi-Platform Solutions 

An obvious drawback of the previous two solutions is that there is a separation based on OS type 

i.e. RHEL based and Windows-based solution which increases the complexity of the patch 

delivery infrastructure and one can expect that the engineers might experience difficulties 

working with it. That is why only for this chapter focuses on solutions which support multiple 

OS platforms i.e. both Windows and Red Hat Enterprise Linux. Some of the papers presented in 

2.1 Related Work as [24] and [25] mention some multiplatform off-the-shelf commercial 

solutions available on the market. The problem there is that some of them are not available 

nowadays as Patch Link Update, do not support multiple platforms or some other security 

requirement. In contrast to the previous chapters which describe solutions provided only by the 

OS vendors, this chapter outlines modern commercial off-the-shelf solutions by other vendors 

selected on open criteria listed further in this chapter. 

An important note is that the reviewed vendors in this chapter do not imply an exhaustive list. 

This section is intended to provide more understanding of the market and its offerings. 

On the market, there are numerous solutions which claim that they provide multi-platform 

support. In order to avoid the personal bias, some reports from the IT consultancy firm Gartner28 

have been used for choosing which ones to be reviewed. One of them is “Market Guide for 

Client Management Tools” [60]. The paper says that the market is segmented in 3 categories: 

Enterprise Mobility Management (EMM), Client Management Tools (CMT) and Server 

automation. There is no suite that fully integrates all the three areas from Figure 32 [60]. That is 

                                                 
28 Gartner: https://www.gartner.com/technology/about.jsp 

https://www.gartner.com/technology/about.jsp
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why one must decide which tools are suitable. In the case of SCADA manufacturer, it can be 

stated that CMT-Server Automation is the direction which needs further research because 

features like Inventory/Packages Distribution for Windows Linux, Server Baseline/Auditing and 

Windows Server, Linux Patch Management are of utmost interest of the company. The lack of 

any mobile devices excludes the EMM focused solutions. 

 

Figure 32. Client Management Tools Provide Basic Mobile and Server Management [60] 

The below table reviews only the CMT-Server Automation toolset listed in [60]. For example, 

solutions as AirWatch by VMware and Casper Suite by JAMF Software are not of interest for 

the company because they are focused on advanced mobility. However, there are other 

constraints which must be taken into account in order to have a set with prospect solutions. For 

instance, some of the toolsets do not support Red Hat Enterprise Linux while others do not 

support on-premise solution or just lack information about that in their datasheets. Such example 

is Manage Engine covers other Linux distributions29 as Ubuntu and Debian but not Red Hat 

Enterprise Linux. Debian and Ubuntu do not use YUM and RPM for software management but 

rely on other software management system [29]. The likely solutions are marked with “Not 

Available” in the Issues column. 

  

                                                 
29 Manage Engine, Patch Management: Supported Applications: https://www.manageengine.com/products/desktop-

central/patch_management_supported_application.html 

https://www.manageengine.com/products/desktop-central/patch_management_supported_application.html
https://www.manageengine.com/products/desktop-central/patch_management_supported_application.html
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Vendor Product Issue 

Accelerite Radia 
No third-party software 

support 

BMC BMC Client Management No Linux support 

CA Technologies CA Client Automation 
Poor third-party software 

support 

ConnectWise LabTech IT Management Platform No Linux support 

Dell Software Kace 
Insufficient information in 

the datasheet 

FileWave FileWave No Linux support 

Heat Software Heat LANrev; Heat DSM 
No third-party software 

support 

ManageEngine  Desktop Central No RHEL support 

Micro Focus ZENworks Configuration Management Not Available 

Microsoft SCCM Not Available 

IBM BigFix Not Available 

Kaseya Kaseya VSA No Linux support 

Symantec Symantec Client Management Suite Not Available 

Tanium Tanium Core Platform & Product Modules No Linux support 

Verismic Software Cloud Management Suite Cloud-based solution 

Table 3. CMT-Server Automation Solutions 

Another paper issued by Gartner in 2014 is “Magic Quadrant for Client Management Tools” 

[61] and presents the so-called Magic Quadrant showed in the below figure. We can see two 

distinctive leaders i.e. Microsoft and IBM. The solution of the former has been already reviewed 

in the previous chapter. Besides, the survey in [25] places BigFix as top patch management 

toolset at that time. IBM’s product shows solid leading positions for more than 10 years which 
makes it a good starting point for reviewing other solutions not provided by OS vendors used in 

the company. 
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Figure 33. Magic Quadrant for Client Management Tools [61] 

IBM’s BigFix is a suite of products that provides a fast and intuitive solution for compliance, 

endpoint, and security management and allows organizations to see and manage physical and 

virtual endpoints through a single infrastructure, a single console, and a single type of agent. 

IBM BigFix provides the following capabilities [62]: 

• Single intelligent agent for continuous endpoint self-assessment and policy enforcement. 

• Real-time visibility and control from a single management console. 

• Management of hundreds of thousands of endpoints regardless of location, connection type, 

or status. 

• Targeting of specific actions to an exact type of endpoint configuration or user type. 

• Management of complexity and cost reduction, increasing accuracy and boosting 

productivity. 

• Patch management, software distribution, and OS deployment. 

• Support for heterogeneous platforms. 

• Mobile device management. 

• Automatic endpoint assessment and vulnerability remediation according to the National 

Institute of Standards and Technology (NIST) standards. 

• Real-time protection from malware and other vulnerabilities. 

• Server Automation. 
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BigFix is modular and one can purchase only the needed set applications which realize the 

aforementioned capabilities. For example, the company does not need mobile device 

management. This solution can be integrated with Active Directory and uses widely SSL for 

communication which provides authentication, confidentiality and integrity [62]. 

A likely architecture suitable for the company’s needs could be the one presented in the figure 

below. 

 

Figure 34. Hub and Spoke Architecture [63] 

This scheme is in the same spirit as the ones presented in Chapter 4.5.1 Standard Client-Server 

Solution, it allows to segment the infrastructure to the needs of the company i.e. to have layered 

which corresponds with the support sites and the customer's environments. In other words, the 

top-level relay in the above figure corresponds to layer 1, the relay(s) in the large regional office 

to layer 2 and the relay(s) in a small office to layer 3. 

Due to the time and paper’s size constraints, this solution cannot be presented and evaluated in 

depth as the previous ones which is done in the next chapter. The point is more to show that 

there are other prospect solutions than the ones provided by OS vendors. 
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4.6 Evaluation 

Table 4. Evaluation outlines the differences in terms of fulfilling the use cases and the 

requirements among the four described in Chapter 4 i.e. the current solution and the proposed 

ones: Client-Server and Configuration Manager. This means that common points like Testability, 

Access, Backup, Hardening, Connection control, Protection against malware propagation and 

whitelisting and Non-interrupting Normal System Operation are not included because will not 

affect the final ranking. However, the presented solutions with the made assumption in Chapter 

4.4 The Current Patch Delivery Infrastructure fulfil the corresponding requirements and use 

cases. 

The grading system is simple. If a solution covers a certain property it receives a point, the 

maximum points per category i.e. the columns are available after the slash in each cell. If a 

solution can cover both patch distribution use cases it receives 2 out of 2 points. The security 

column gives a point for each fulfilled security objective: confidentiality, authentication, 

integrity, non-repudiation, availability and usage of secure protocols. A half point will be 

deducted if either of Windows or Linux parts fails to cover a requirement. For example, WSUS 

with TLS/SSL encrypts only the metadata but not the content. There are cases where both 

solutions fulfil a requirement but one of them does it in a better way e.g. native support. In such 

case, a plus will be given to the better solution. 

This evaluation scheme is far from being perfect because it equalizes all the use cases and 

requirements which might not be the case for the company. For example, reusability might have 

greater value than the flexibility for the enterprise. It does not include properties like costs, 

complexity, transition periods etc. which are crucial for taking such decision in an enterprise. 

These concerns are further discussed in the next chapter. 

Property 

Solution 

Patch 

Distribution 
Security Reusability Inventor. ∑ 

Current 

Solution 
2/2 3.5/6 0.5/1 0/1 6,0 

Proposed Solutions 

Client-

Server 
2+/2 5.5/6 1/1 0/1 8,5+ 

Config. 

Manager 
2+/2 5.5/6 1+/1 1/1 9,5++ 

Table 4. Evaluation 

Common Comments: 

The current and the proposed solutions cannot cover the patching of Oracle database. It is 

patched manually and is not adopted by the PDI. This means that all solutions can cover the 

same amount software and do not affect the ranking. Pluses are given to both proposed solutions 

for Patch Distribution because of the automated patch distribution regarding Linux patches i.e. 

no manual work is needed with creating and mounting ISO images on the servers. 
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Current Solution: 

In the current solution there are some security-related issues: 

• No evidences of any encrypted techniques for the patch distribution, 1 point deducted. 

• No integrity checks for Windows, half point deducted. 

• The usage of common credentials disables the possibility of tracking some actions and can 

lead to repudiation issues. So, the requirements for confidentiality and non-repudiation are 

violated, 1 point deducted. 

Other issues: 

• No capability for inventory collection, 1 point deducted from Inventorization. 

• Each team has its own setup regarding Windows updates, while the Linux solution is widely 

used, half point deducted from Reusability. 

Client-Server Solution: 

• No capability for inventory collection, 1 point deducted from Inventorization. 

• Half a point is deducted because WSUS with SSL does not encrypt the whole 

communication during patch distribution i.e. it encrypts only the metadata but not the 

updates per se. 

Configuration Manager Solution: 

• The capabilities of this solution exceed the needs for a PDI and it can be beneficial for other 

purposes even for providing new services, a plus given to Reusability. 

• Half a point is deducted because WSUS with SSL does not encrypt the whole 

communication during patch distribution i.e. it encrypts only the metadata but not the 

updates per se. 

The last column in the table sums all the points for each solution. The overall ranking is as 

follows: 

1st. Configuration Manager Solution 

2nd. Client-Server Solution 

3rd. Current Solution 
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5  DISCUSSION AND CONCLUSION 

A discussion of the results and the conclusions that have been drawn during the Master of 

Science thesis are presented in this chapter. The conclusions are based on the analysis with the 

intention to provide a solution to the given problem. 

5.1 Discussion 

The main complexity comes from the heterogeneous nature of the company’s SCADA solutions 
which includes two types of OS vendor suppliers, a lot of used third party software and the 

various types of customers and use cases. One of the valuable qualities of the thesis is the 

transparency e.g. clearly stated goals, delimitations, methodology and methods. The same 

applies to the results part where the sources for data collection parts are listed and are gathered in 

a consistent way by following the presented methods. The workflow and the current patch 

delivery infrastructure were modelled and understood. On top of them, a new set of solutions 

were proposed. The presented solutions try to match the best the company’s needs i.e. use cases 

and requirements. Their important technical aspects are described with the corresponding 

references from the vendors. At the end, a transparent evaluation framework is applied, and 

raking is presented. All these steps follow well the chosen methodology and there are no 

deviations from it which ensures the good quality of the solutions. 

On the other hand, the winner solution might not be the best one to implement for the company. 

The main reason is that the costs and the needed resources for its deployment and maintenance 

were not included in the evaluation framework. It can be said that they grow in the following 

order. The client-server solution does not require almost anything new in terms of knowledge, it 

is more like reconfiguring and scaling up the as-is state. This means that there is already some 

know-how in the company which have to be shared with other teams around the globe. 

Moreover, there will be no costs for other software licenses which is the case with the 

configuration manager solutions. This is something new for the company which definitely will 

have require time to be mastered by the employees despite the fact that they are Red Hat and 

Microsoft products. Nevertheless, both Red Hat Satellite and Microsoft SCCM have expensive 

licenses which will have an effect on the price for its customers. One has to keep in mind that 

patch management is just a part of the capabilities of the configuration managers and they can be 

further used for multiple purposes. For example, performing scanning activities, easier 

deployment etc. The situation is most complex with IBM’s BigFix solution. This one also has 

costly licenses but will need more time to integrate into the company’s solution due to the reason 
of having unknown agents running the systems, which need to be analyzed. Moreover, this 

technology is not developed from the company’s OS suppliers and most likely there will be no 

comprehensive knowledge in the company about it. On the contrary is the value which has each 

solution which is visible from the scores achieved by each solution based. 

It could be argued if Microsoft and its SCCM is a mature solution for multi-platform support, 

especially Unix/Linux patching. A recent case30 doubts Microsoft’s understanding about how 

does Unix/Linux OS work and especially in providing patches, even though the issue is 

concerning patches for Debian distribution. By deleting the POSIX shell i.e. /bin/sh and 

replacing it with a symlink/shortcut to BASH shell i.e. /bin/bash, any Linux distribution 

including RHEL most probably will experience issues to boot up and operate properly. On the 

other hand, IBM has its own successful Unix-based OS called AIX for 32 years, firstly 

                                                 
30 Debian/Ubuntu packaging is badly hosed and dangerous: https://social.msdn.microsoft.com/Forums/en-

US/6b51afe3-72b4-47a4-ab72-180cf3f2fba2/debianubuntu-packaging-is-badly-hosed-and-dangerous 

https://social.msdn.microsoft.com/Forums/en-US/6b51afe3-72b4-47a4-ab72-180cf3f2fba2/debianubuntu-packaging-is-badly-hosed-and-dangerous
https://social.msdn.microsoft.com/Forums/en-US/6b51afe3-72b4-47a4-ab72-180cf3f2fba2/debianubuntu-packaging-is-badly-hosed-and-dangerous
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introduced in 1986 which is a reasonable indicator that IBM is more mature in Unix/Linux 

technologies than Microsoft. 

5.2 Validity and Reliability 

The main finding i.e. the best solution has higher internal validity than external validity because 

a part of the requirements and the use cases are based on the company’s requirements. For 

example, there is no requirement for reusability and flexibility in the industrial and academic 

sources presented in Chapter 4.3 Requirements. Moreover, changing the patch management 

workflow which is modelled according to the internal data provided by the interviewees might 

lead to other solutions. For instance, different geographical distribution or a different number of 

environments that must be patched. Therefore, applying the same solutions to other similar 

companies might not have the same value. However, if one removes the requirements whose 

origin is only the company, the collected requirements and the proposed designs might serve as a 

good baseline that can be changed further to suit to the needs, use cases and workflow of other 

SCADA system suppliers. For example, if the company enables the push patching there is a 

whole area of unexplored push-only solutions, but the configuration managers are capable to 

push updates too. 

The finding in Chapter 4.5.3 Multi-Platform Solutions is entirely based on the assumption that 

Gartner’s reports are unbiased and represent the available solutions in the market in a fair way 
i.e. none of them is favoured by Gartner. If other reports are taken as a basis the result might be 

different but still one should stick to the evaluation scheme. 

As mentioned in Chapter 4.6 Evaluation the evaluation framework might not be the best one for 

the company. It is up to the company to build its own evaluations scheme with more weight on 

the points which they consider for more important and add some more properties e.g. costs, 

value, complexity, transition period etc. Moreover, in the case of the winning solution - 

Configuration Manager, it might have way greater value for the company because can be used in 

multiple processes and services which are out of the scope of this thesis. 

It can be stated that the reliability level of the results is high because the presented methods were 

adhered and there were no deviations from them. One can expect the same results if the project is 

repeated. 

5.3 Conclusions 

The goals stated in Chapter 1.3 Scope and Goal were covered. One of the outcomes of the degree 

project is the gathered use cases and requirements. The former are grouped in four categories: 

Test Capabilities, Access Use Case, Patch Distribution and Covered Software, that were 

collected from industry standards and from academia. While the latter are Security Objectives, 

Reusability, Testability, Flexibility, Rolling Back and Backup Plan, Non-Interrupting Normal 

System Operation, Inventorization and Pulling the Patches. The use-cases are gathered only via 

semi-structured interviews with employees on different positions related to the patch 

management. In addition to these interviews, internal company’s documents, academic papers 

and industrial standards and recommendations were used to build up the requirements which a 

PDI must fulfil. 
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Other outcomes are the modelled workflow, the current PDI, are the 2 concrete solutions which 

are evaluated together with the current patch delivery infrastructure. According to the evaluation 

framework, their ranking is as follows: 

3. Current Solution 

This is the as-is state of PDI in the company. Each support team has its own solution 

especially for Windows which suit the specifics of their customers. Because of that and no 

centralization, their solutions are not reusable. Also, there are no evidences for supporting 

encryption and integrity checks during the patch distribution. 

2. Client-Server Solution 

This solution is an improvement and scaled up the current PDI in the company. It combines 

the existing solutions in the enterprise from the studied support sites e.g. tools for 

distributing third party software or auto configuration WSUS tool. А new point is adopting 

techniques which guarantee confidentiality and integrity of the patches. This solution is 

centralized and enables wide deployment across the company support sites and other teams 

which somehow use the patch infrastructure without spending additional effort to setup their 

own infrastructure. 

1. Configuration Manager 

This is the winning design which covers the best requirements and the use cases. The 

biggest advantages that it has over the others is the support of inventorization and the huge 

reusability potential. This could simplify some other aspects of the operations in the 

company, centralize and reduce some repeated work. Moreover, it could enable some new 

services provided by the company. All of this comes with the price of significant changes 

that must be made in order to adopt this completely new solution. 

Nevertheless, Chapter 4.5.3 Multi-Platform Solutions outlines a more complex approach to the 

problem but due to time and paper size limitations, it is not presented in detail and therefore is 

not evaluated in the same spirit as the other solutions. However, this direction seems to be a 

natural continuation of this paper, to examine and test the listed products in Table 3. CMT-

Server Automation Solutions. 

The proposed solutions should be able to provide not only security patches but all type of 

updates, which is only matter of configuration and update selection. However, one must take into 

the consideration the higher resource utilization. For example, service packs for Microsoft 

Windows which have way greater size compared to the regular security updates. 
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6  RECOMMENDATIONS AND FUTURE WORK 

In this chapter, recommendations on more detailed solutions and future work in this field are 

presented. 

Something that the company must do is to develop further the evaluation framework to suit 

better in terms of weight of different categories. For example, for the enterprise the capability of 

inventory collection could be less important compared to the reusability, so they can have 

different weight. Another improvement could be to improve the framework by widening it with 

categories like costs, resources and complexity etc. 

After taking the decision which design is the most appropriate for the company in terms of value, 

complexity, cost, resources etc. the natural continuation of this thesis is to prototype the wanted 

solutions. This action will either increase or decrease the internal validity of the chosen solution 

depending on its success. After building and successful testing, the prototype it would be more 

suitable to scale it up for instead of going to full-scale deployment. This will reduce the risk of 

having unexpected deterioration of performance and availability. 

Further research could be done in configuration managers by widening the scope. For example, 

studying in more details the other functionalities of them not limiting only to the patch 

management because this might be beneficial for other processes and services. Another 

reasonable direction is to make a thorough research only in multi-platform solution area. The 

point is to study and evaluate all the prospect solution listed in Table 3. CMT-Server Automation 

Solutions, not only the leaders in the market. 
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APPENDIX A: USED MODELLING NOTATIONS 

This Appendix A contains two tables which present the used enterprise architecture modelling 

notations both relations and elements used in Figure 23. Current Patch Management Workflow. 

Notation Meaning Description 

 Trigger Relation 
Describes a temporal or causal relationship between 

elements 

 Access Relation 

Models the ability of behavior and active structure 

elements to observe or act upon passive structure 

elements. 

 Flow Relation Transfer from one element to another. 

 Realization Relation 

Indicates that an entity plays a critical role in the 

creation, achievement, sustenance, or operation of a 

more abstract entity 

 
Serving Relation 

Models that an element provides its functionality to 

another element. 

 Association Relation 
Models an unspecified relationship, or one that is not 

represented by another ArchiMate relationship. 

Table 5. Used Relations [49] 
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Notation Meaning Description 

 

Location 

A location is a place or position where 

structure elements can be located, or 

behavior can be performed. 

Business Layer 

 

Business Actor 
A business actor is a business entity that is 

capable of performing behavior. 

 

Business Role 

A business role is the responsibility for 

performing specific behavior, to which an 

actor can be assigned, or the part an actor 

plays in a particular action or event. 

 

Business Interface 

A business interface is a point of access 

where a business service is made available to 

the environment. 

 

Business Process 

A business process represents a sequence of 

business behaviors that achieves a specific 

outcome such as a defined set of products or 

business services. 

 

Business Event 

A business event is a business behavior 

element that denotes an organizational state 

change. It may originate from and be 

resolved inside or outside the organization. 

 

Business Service 
A business service represents an explicitly 

defined exposed business behavior. 

 

Business Object 
A business object represents a concept used 

within a particular business domain. 

Application Layer 

 

Application 

Component 

An application component represents an 

encapsulation of application functionality 

aligned to implementation structure, which is 

modular and replaceable. It encapsulates its 

behavior and data, exposes services, and 

makes them available through interfaces. 

 

Application Service 

An application service represents an 

explicitly defined exposed application 

behavior. 

 

Data Object 
A data object represents data structured for 

automated processing. 

Table 6. Used Elements [49] 
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APPENDIX B: MEETING TEMPLATE 

This Appendix A presents the meeting template used for all semi-structured interviews with the 

employees of the company. 

Meeting Template 

Personal Details 

Name:   

E-mail:  

Team:   

Position:  

Date:   

Type:   

Location:  

Questions: 

1. What is your position/role and the same for your team? 

1.1. Can you provide me with some related documents? 

2. How is your work related to the patch management process? 

2.1. Can you provide me with some related documents? 

3. Do you see any problems in the current model and infrastructure? If yes, where are they? 

3.1. Do you see any repeating work during the process? 

3.2. Do you lack some functionality/capability? 

4. Do you any idea how they should be fixed? 

4.1. What capabilities would nice to have a new patch delivery infrastructure? 

5. What is your overall opinion about the as-is state? Do you feel comfortable/confident with it? 

6. Something else that you want to share? 
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