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ABSTRACT

KEYWORDS

Risk management frameworks offer excellent tools to identify and manage risks in supply
chains. Existing tools can be used to evaluate impacts of countermeasures, however, analysts
struggle with modelling how disruptions escalate in complex supply chain systems within a
certain amount of time and across several stakeholders. On the contrary, the resilience
discipline offers the possibility to understand how a supply chain reacts to disruptions as a
function of time. Hence, this paper integrates the concepts of resilience with risk management techniques and develops a risk based resilience assessment framework in a multi-actor
context. Further, the framework is operationalized by developing a computer based tool that
is tested in case of fruit import in Netherlands.

Risk analysis; supply chain
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Introduction
With risk events often affecting the operations severely
and leading to delays in materials and cash flows, discipline of supply chain risk management (SCRM) has
evolved significantly over recent decades (Chopra and
Sodhi 2004). Approaches to manage risks usually align
with principles of international standard 31000:2009.
They focus on identifying risks, analysing, evaluating,
treating, monitoring and reviewing, and reporting (ISO/
IEC 2010).
The application of these frameworks, however, is not
straightforward. Researchers point out the interconnectedness of risks, countermeasures and domino effects as
main challenges (Wagner and Bode 2008; Chopra and
Sodhi 2004, 2014). It gets complex particularly when considering the dynamics of multidimensional, contextual,
and subjective actor-dependent aspects of risks (Manuj
and Mentzer 2008; Urciuoli et al. 2014; Norrman and
Jansson 2004). Consequently, it is necessary to systematically analyse risks along contextual time and space
dimensions.
In resilience discipline, time dimension has been central to understand and measure resilience (Rose 2007;
Sheffi and Rice Jr 2005; Walker et al. 2004). Its importance
in preventing/resisting events (ISO 2011), and in case of
disruptions, in bouncing back to resume normal business
activities, depending on capabilities in the system has
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been well recognised (Christopher and Peck 2004).
However, resilience frameworks lack systematic
approaches to support the identification of countermeasure capabilities, assessing them based on interconnectedness and evaluating their feasibility against potential
impacts (Wieland and Marcus Wallenburg 2013).
Interestingly, RM frameworks accommodate systematic
approaches to identify and evaluate countermeasure strategies(Mullai 2006; Bichou 2008) . However, both disciplines fail to address contextual dynamics of
interconnectedness in multi-actor systems (Urciuoli and
Hintsa 2016 ; Norrman and Jansson 2004; Smith and
Fischbacher 2009).
It is evident that linking resilience to systemic RM
framework would provide interesting insights on
identifying risks, studying their interconnectedness
with countermeasures and importantly paving way
to understanding further the assessment and quantification of resilience. Though the need for such integration has been identified in research literature, not
much has been done to explore their complementarity (Falasca, Zobel, and Cook 2008; Mitchell and Harris
2012; Jüttner and Maklan 2011; Bevilacqua, Ciarapica,
and Marcucci 2017).
In an attempt to push the boundaries, research
questions formulated are: how to position and quantify resilience in an integrated risk management framework? In light of this integration, how can
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resilience be quantified in a multi-actor context of
supply chain?
Risk Based Resilience Assessment (RBRA) framework and its Excel based tool were developed to
answer the research questions. They are aimed at
assessing risks, evaluating their impacts and quantifying resilience in intricate systems of multi-actor supply
chains. The research process was structured using
Design Science Research (DSR) framework and aligned
with its guidelines, RBRA tool was assessed by demonstrating it using a case of avocado trade lane between
Kenya and the Netherlands.
The following section reviews the existing literature on notion of resilience and its measurement,
impacts of countermeasures and effects of multiactor dynamics. The methodology section introduces
the DSR framework. Next section lays down foundations that led to the development of RBRA. Thereafter.
RBRA framework is presented and the RBRA tool is
demonstrated. Finally the results and observations are
discussed and conclusions are provided in the end
while summarising the implications for researchers
and practitioners.

Literature review
Risk management frameworks
The international standard ISO 31000 lays down iterative
and stage wise guidelines for managing organisational
risks. It identifies risks as effects of uncertainty on the
organisational objectives. The guidelines could be used
by any organisation regardless of the industry, operation and the complexity (Purdy 2010; Gjerdrum and
Peter 2011). RM frameworks that organisations adopt
to address operational risks are often built around standard Risk Assessment (RA) techniques (Mullai 2006;
Bichou 2008). These can be qualitative (like check lists,
HAZOP), quantitative (like Bayesian network analysis,
Quantitative Risk Assessment) and hybrid (like Event
Tree Analysis (ETA), Fault Tree Analysis (FTA))
(Marhavilas, Koulouriotis, and Gemeni 2011; Yang,
Bonsall, and Wang 2010; Martins and Maturana 2010;
Lee et al. 1985).
Further, RA techniques are used for specific purpose in RM processes (Mullai 2006). For instance, FTA
is used to identify multiple causes leading to risk
event through paths constructed by inductive reasoning following Boolean operations (Lee et al. 1985;
Martins and Maturana 2010). ETA, on the other hand,
is used to identify possible consequences of a risk
event by constructing decision tress (Tummala and
Schoenherr 2011; Norrman and Jansson 2004).
Bow-tie techniques captures both threats (causes)
and impacts (consequences) around risk events. By
placing both preventive and reactive countermeasures (safety barriers) at respective positions, bow-tie
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techniques presents a complete picture of flow of
events (Mokhtari et al. 2011). In fact, bow-tie framework can be considered to be a combination of FTA
and ETA as shown in Figure 1(de Ruijter and
Guldenmund 2016).

Notion of resilience
Researchers attempted to define resilience by aligning
it with the notions adopted from different disciplines
like ecology, sociology, economy or psychology
(Bevilacqua, Ciarapica, and Marcucci 2017; Rose
2007; D’Lima and Medda 2015). As a concept in supply chain domain, it refers to the capability of firms to
respond timely to disruptive events and ensure continuity of their business processes and operations
(Sheffi and Rice Jr 2005; Chopra and Sodhi 2004).
Just like disasters, minor business disruptions could
also lead ‘devastating ripple effects’ in supply chain
(Norrman and Jansson 2004). Pettit, Croxton, and
Fiksel (2013) establish that operational risks often
bear severe economic impacts among parties along
supply chains. They consider vulnerabilities to such
risk events and the capabilities of the firms to resist
the impacts as being two constructs of resilience.
Similarly, Välikangas (2010) described resilience as
being a combination of proactive and reactive capacities . Proactive strategies focus on risks forecasting
and prevention whereas reactive strategies are organisational actions in response to environmental
changes (Lengnick-Hall and Beck 2005). Rose (2007)
diversified static resilience, as inherent capabilities to
withstand impacts and dynamic resilience as reactive
capability to recover timely. Wieland and Marcus
Wallenburg (2013) by referring proactive component
of resilience as ‘robustness’ and reactive component
as ‘agility’ differentiate two dimensions of resilience.
Ivanov and Sokolov (2013), similarly, study resilience
as combination of robustness, flexibility and adaptation. However, flexibility as such is an attribute that
can facilitate effective adaptation of the firms to perturbations while maintaining output performances
(Stevenson and Spring 2007). Broadly, Bruneau et al.
(2003) stipulated three aspects of resilience as being
reduced probability of failures, reduced consequences
of failures, and reduced time to recovery. While the
first two ascribe to robustness dimension, the third
one ascribes to agility dimension.

Measuring resilience
Embracing the challenges, recent researchers have
proposed few approaches, qualitative and quantitative, to measure resilience. On the quantitative front,
Soni, Jain, and Kumar (2014) propose the exploitation
of graph theory to develop a Supply Chain Resilience
Index (SCRI) aiming to explain the interdependencies
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of several enablers of resilience through a unique
index. Ambulkar, Blackhurst, and Grawe (2015)
develop and empirically test a scale to measure resilience. (Klibi and Martel 2012) develop several stochastic programming models incorporating resilience
seeking formulations in network design models, i.e.
‘predispositions of network resources favouring risk
avoidance and mitigation’. Spiegler, Naim, and
Wikner (2012) refers to inventory levels and shipment
rates, and by applying system dynamics define the
resilience as the integral of the Time Absolute Error
(ITAE). Barroso et al. (2015) compute and define a
company resilience index as the area of the triangle
pattern showing the performance loss. Thereafter the
supply chain risk resilience index is computed as an
average of the resilience of the companies in the
supply chain. At individual company level, Rose
(2007) deduces direct economic static resilience
(DSER) as being the percentage of overall possible
economic damage that could be avoided by the firm
due to its inherent resilient characteristic. Following a
qualitative approach, Pettit, Croxton, and Fiksel (2013)
develop a Supply Chain Resilience Assessment and
Management tool to measure resilience as a combination of factors and sub-factors (or also capabilities)
related to flexibility, capacity, efficiency, visibility, collaboration etc. The tool could be used to evaluate the
current state of resilience of the firms and aid them in
making strategic decisions.

Countermeasures and their operational impacts
Companies adopt various countermeasures to mitigate risks and improve resilience. Yet, the impact of
these strategies might not be known in advance,
especially because it is difficult to figure out, a priori,
how risks escalate and/or are interconnected. Chopra
and Sodi (2004) remind that manager can increase
inventory levels to withstand disruptions due to
delayed shipments. However, this could lead to risk
of generating excesses or wastes subjective to market
demand. Strategies need to create flexible ‘responses
to market uncertainties’ (Kamrad and Lele 1998).
Likewise, some of the organisational strategies or capabilities to boost performance, could become ‘rigidities’, hindering a quick resolution or maybe even
worsening performance (Lewis 2003).
Countermeasures at disposal of managers, for preventive and recovery purposes are multiple, and consist
of managerial strategies, operational routines and innovative technologies. Jüttner, Peck, and Christopher
(2003) explain that to mitigate economic losses in supply chains, strategies of avoidance, control, cooperation
and flexibility are adopted. Risks could be terminated by
simply not dealing with vulnerable suppliers (Manuj and
Mentzer 2008; Miller 1992). Strategies like insurances,
contracting, outsourcing and collaboration could

transfer and distribute risks among parties in the chain.
Incentives, portfolio of suppliers and investments in
technologies could treat the risks. Redundancy, such as
having inventory buffers, is seen as increase in flexibility
(Sheffi and Rice 2005).
Strategies to integrate sensor technologies in digital eco-systems, increase visibility and supply chain
managers gain better control of operation and coordination. By monitoring early warning signals, risk
prevention can be improved or recovery measured
could be positioned speeding up the recovery
(Preble 1997). Some of the concepts that are being
tested on a large scale are data pipelines, single windows, and blockchain technologies (Klievink et al.
2012; Henningsson et al. 2016).

Domino effects and multi-actor dynamics
The process of quantification of resilience is intrinsically
intertwined with the known domino effects of risks and
subjective risk perceptions (Chopra and Sodhi 2004;
Wagner and Bode 2008; Norrman and Jansson 2004) .
Failure of one single actor could lead to failure of the
whole supply chain depending on the business relationships. These relationships could be rigid based on
the management strategies adopted along just-in-time
and lean principles. Sometimes harmless and overlooked disruptions, at one end of the supply chain,
may exacerbate into significant threats for focal companies or downstream distributors (Christopher and
Peck 2004; Jüttner, Peck, and Christopher 2003).
Hence, being resilient in a supply chain means reestablishing operations not only in a single company,
but at every single stakeholder in the supply chain.
However, these actors may have different perceptions of risks. Likewise, due to the different operating
contexts and processes, impacts of countermeasures
could be different. Hence, the domino dynamics need
to be analysed from a multi-actor perspective. By
referring to theories of cognitive psychology and neuroscience Slovic et al. (2004) highlight that humans
comprehend risks under two systems: analytic and
experiential . While analytical system refers to the
logical and data driven decisions, in experiential system the decisions made are usually intuitive, quick
and not easily accessible to conscious awareness.
The main findings of Slovic et al. (2004) include that
people’s perception of an event as a risk is influenced
by their feeling towards the probable outcome. It is
influenced largely by their dread towards possible
outcomes or the fear of unknown outcomes.
Decisions related to events and activities depend on
the values that managers assign to them. It can be
added that in a supply chain positive or negative
feelings/emotions are connected to the different economic impacts that single firms may have in case of a
disruptions. Due to the typical opportunistic
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behaviour of supply chain firms, these perceptions
may differ, calling for models aiming to understand
domino-multi-actor based dynamics.

Methodology
To carry out this research, Design Science Research
(DSR) framework (Figure 2) proposed by Hevner et al.
(2004) was used. The objective of the framework is to
develop an artefact relevant to the business needs
within a particular environment comprising of people,
organisations and technologies. The artefact is to be
well grounded in the existing knowledge base. It is
evaluated using established research strategies listed
in Figure 2 and thereafter assessed and refined.
The framework is widely employed to develop and
evaluate theories and artefacts in case studies. It is
cited around 2097 times in case-study approaches in
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various domains. Of these publications belong 313
belonged to the supply chain domain. To name a
few, Martínez-Sala, Egea-López, García-Sánchez, &
García-Haro (2009) evaluated the functionality of the
designed artefact by collaborating with a Spanish
company. The artefact was intended for ecological
packaging and transportation of grocery goods for
the entire product cycle. (Wolfert et al. 2010), realising
the need for integrated information systems in agrifood supply networks, used the design-oriented case
study of Dutch arable farming to develop a generic
integration framework. Their case study results were
abstracted to similar contexts by basing on the logic
of theoretical replication (Eisenhardt 1989; Yin 1994).
Further, to study the impacts on supply chain due to
information flow impediments during extreme disasters, Day, Junglas, and Silva (2009) relied on the aftermath data of Hurricane Katrina to identify lapses in

Figure 1. Bow-tie framework (de Ruijter and Guldenmund 2016).

Figure 2. Design science framework proposed by Hevner et al. (2004).
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information handling, affecting the relief and recovery
operations of the organisations.
The process flow of the research according to DSR
framework in Figure 2 is as follows. As mentioned
the environment being studied is the supply chain
domain, which is inherently a complex system with
intricate socio-technological interactions among
multiple parties. The relevance of the research is
derived from the business needs for having a comprehensive framework for assessing risks and quantifying resilience to improve overall quality of supply
chain. These needs were gathered through semistructured interviews and focus group discussions
which involved academicians (which included
researchers) and practitioners (which included traders, employees of shipping company and government authorities)
Standard research techniques were employed
while extracting applicable knowledge from the existing knowledge to maintain the rigour of research.
Literature review was conducted to identify and analyse the SCRM frameworks that are largely adopted by
practitioners. The frameworks studied were AEO
Compact model, used for customs and security risks
(EU Commission 2006; Liu, Tan, and Hulstijn 2009),
Formal Safety Assessment framework for transportation risks (Rosqvist and Tuominen 2004), Safety Case
for health and safety risks (Kelly 2004; Bishop and
Bloomfield 2000), Quantitative Risk Assessment
(QRA) for safety risks (Mullai 2006; Apostolakis 2004)
and Marine Accident Risk Calculation System for marine accidents (Fowler and Sørgård 2000).
By aligning the business needs and theoretical
findings the artefacts developed were Risk Based
Resilience Assessment (RBRA) framework and an
Excel based tool. By considering the case of avocado
trade between importing Company A in the
Netherlands and exporting Company B in Kenya,

Figure 3. Risk Based Resilience Assessment (RBRA) Framework.

artefacts were assed and refined. Company A, was
located in Rotterdam, close to the place of research
making it convenient for data gathering. Importantly,
the trade lane had typical characteristics of a supply
chain with an interplays of multiple actors and middlemen. There was no clear visibility on the upstream
operations and transactions. Moreover, with the parties involved being small scale the supply chain was
vulnerable to minor disruptions which often led to
domino-like impacts, making the ideal for demonstrating the RBRA tool.

RBRA framework
After studying the five RA frameworks mentioned earlier, it was found that they all align partially with ISO
guidelines. However, they fall short in incorporating
the multi-actor dynamics and recognising the impacts
due to interconnectedness of countermeasures.
Further, they were not flexible to accommodate the
concepts of resilience quantification.
RBRA framework developed consists of five phases
based on guidelines of ISO 31000. The limitations of
the studied RA frameworks were addressed by incorporating actor analysis principles at each stage and by
integrating the concepts of resilience, it is made comprehensive. The framework is presented in Figure 3
and each of the phases are discussed below.

System establishing phase
The boundaries of system that is to be analysed are
established in this phase. Often, the chain begins with
supplier as the source and the buyer as the end. The
three functional layers that operate in a supply chain
are logistics, transaction and governance layers
(Hesketh 2010; van Oosterhout 2008; Willis and Ortiz
2004). Multiple parties appear at each level and the
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level of detail depends on the scope and objectives of
analysis.

Identification phase
This is primarily information gathering phase. All the
available data about the risks and the actors involved
are identified. Traditional risk identification techniques found in literature (Mullai 2006; Marhavilas,
Koulouriotis, and Gemeni 2011; Bichou 2008) are
used to create inventories of risk data which includes
events, their occurrences, causes and frequency of
their occurrences, possible consequences and existing
mitigation measures. These techniques often include
analysing historical data, contractual agreements, and
carrying out expert interviews help in identifying this
data. Similarly, using actor identification techniques,
like the ones listed by Hermans and Thissen (2009),
actor roles, responsibilities, the formal and informal
relations are identified in this phase.

Analysis phase
The objective of this phase is to construct risk centric
bow-tie diagrams for each risk event while capturing
the multi-actor dynamics of system. Figure 4 illustrates this ideology. A risk event could be triggered
either by the internal causes (Cn), which are the
actions of actors operating in the system, or by the
external factors that are beyond the boundaries of the
system. Occurrence of these events could lead to
impacts (Qn) which affect multiple parties in the
chain. Performance indicators (KPIs) chosen based on
organisational requirements often determine the
impacts. The severity of these impact however varies
among parties depending upon their respective economic strengths, KPIs that are used to measure the
impacts, and the deployed preventive and corrective
countermeasures (shown in blue and yellow dots in
Figure 4).

Figure 4. Bow-tie framework in multi-actor scenario.
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Evaluation phase
In this phase, robustness of actors towards various risks
and the agility with which they recover from them are
assessed. An actor-centric risk matrix (Figure 5) is generated to categorise risks for each actor based on their
organisational interests. By positioning risks along the
axes of level of impacts and likelihood of occurrences
(LC), the resilience dimension of robustness for each
actor towards those risks could be visualised. To evaluate LC of risk events techniques like FTA and Bayesian
network analysis could be effective. In development of
RBRA tool, Boolean logic of FTA has been used. Its
application in the tool is discussed further in the following section.
Actors are robust towards those risks which fall in
lower left quadrant of the matrix, whereas they are
vulnerable to the ones which are in the top right
quadrant. Further, by using the concept of resilience
triangle (Sheffi and Rice Jr 2005; Rose 2007; Bruneau
et al. 2003), insights on agility of actors could be
gathered by assessing the effectiveness of existing
countermeasures (both preventive and corrective) in
recovering from the impacts along time dimension.
Earlier, it was noted that Rose (2007) proposes to
firstly estimate the overall possible economic damage
a disruption can bring about. By taking its as the base
case, actual damage that occurred is to be assessed.
This difference is used to determine the inherent
DSER of the system. Nevertheles since resilience is
dependent directly on the countermeasures that are
in place, RBRA narrows down further and attempts to
assess firm’s resilience that could be enhanced
beyond its inherent capabilities. Further, Rose, unlike
Bruneau et al. (2003), identifies resilience as being
only a post-event property of the system. Whereas,
RBRA adopts a proactive approach and considers preventive actions as being important countermeasures
that improve resilience particularly along robustness
dimension. They do so by reducing the LC of a risk
event and also the possible impacts. Agility, on the
other hand, depends on the recovery rate of the
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Figure 5. A typical 5 × 5 risk matrix.

system and can be improved through corrective
countermeasures. Thus, enhanced resilience in terms
of countermeasures per risk event per actor is measured as follows.
● Along robustness dimension through LC: If initial

LC of a risk event is p0 and the new LC after a
preventive countermeasure is p1, then enhanced
resilience when lowering the LC of risk event
(REp) is:
REp ¼ ðp0  p1 Þ=p0

(1)

● Along robustness dimension through impact

level: If the initial impact of the risk event when
no countermeasure is in place is I0 and impact
level after a preventive action is in place is I1,
then the enhanced resilience when lowering the
impact level (REI) of a risk event is:

Figure 6. Enhanced resilience using Resilience Triangle.

REI ¼ ðI0  I1 Þ=I0

(2)

● Along agility dimension through recovery time: If

the initial time taken when no countermeasure is
in place for the system to recover is t1 and the
time that would take after a corrective action is
introduced is t2, then the enhanced resilience
when lowering the recovery time (REt) a risk
event is:
REt ¼ ðt1  t2 Þ=t1

(3)

In terms of resilience triangle, enhanced resilience is the change in area of the triangle after
implementing the counter measures (Bevilacqua,
Ciarapica, and Marcucci 2017). In Figure 6 the area
of the triangle ABC can be measured using the
height of impact, BD and the length of the time,
AC. The new resilience triangle after reduction in
impact and recovery time is AB2 C2. It can be noted
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Figure 7. Preventive action to reduce LC of risk event.

that through preventive actions, the impact level
was reduced and through corrective action the
recovery rate was increased (i.e the overall recovery
time was reduced).
The reduced area of the triangle is the area
enclosed by BCC2B2 which in other words is the
enhanced resilience (RET). Using equations (2) and
(3) it can be deduced that:
RET ¼ ½1  ð1  REI Þð1  REt Þ

(4)

Decision making phase
During this phase the actors adopt strategies to
mitigate risks and enhance their resilience by
improving robustness and agility. In traditional risk
management discipline risk aimed at moving the
risks in matrix from higher to lower severity regions.

Figure 8. Preventive action to reduce the impact.

This is done by lowering LC of risk event or impact
levels or both. These actions increase the robustness
aspect of resilience. By incorporating the agility
dimension which focuses on lowering the recovery
time from the impact, the scope of risk management
is broadened.
The objective of actors is to choose appropriate
countermeasure strategies based on their capabilities
and resources available to lower the area of their
resilience triangles. If resilience per risk event is considered, by investing in reducing the height of triangle (impact level) or the base (recovery time) or by
both, the area could be lowered. If resilience towards
similar events over a time horizon with varying
impacts (depending on contextual factors) is considered, then it is worth investing in lowering LC and
increasing Mean Time Between Failures (MTBF) as
shown in Figure 7. Figure 8 depicts the reduced area

274

A. K. RAVULAKOLLU ET AL.

of triangle by having proactive measures in place to
reduce the possible impacts.
For instance, by investing in security and intelligence features sea carrier could detect the piracy
attacks well in advance and could react by averting
the attack (i.e reduce LC of event) or equip themselves
to counter attack (i.e lowering the impact).
Corrective actions on the other hand supplement
the inherent recovery mechanisms and improve the
agility of the system. As shown in Figure 9, they
enhance resilience by reducing the area of the triangle from ABC to ABC1.

Application of the RBRA tool
The framework was operationalised by developing a
VBA based Excel application. It facilitates systematic
gathering of risk data and the actors involved and
thereafter, to generate risk-centric bow-tie diagrams
and actor-centric risk matrices. The demonstration of
the tool on an international trade lane of avocado
shipments between Kenya and the Netherlands is
discussed below.

System establishing phase
The information about the trade was obtained by
interviewing the associates of Company A, employee
of Company C and analysing the documents like bill
of lading and invoices. Company A located in
Rotterdam, has a sales contract with Free Carrier
(FCA) incoterms with Company B in Nairobi, Kenya.
Company B procures fruits from multiple local suppliers, packages them and through forwarding Company
D, ships them in a reefer container. The container is

Figure 9. Resilience triangle with corrective actions.

transported from Nairobi to Mombasa, and then
transported on sea carrier to Salalah where it is transhipped to either Antwerp or Rotterdam. Company C is
responsible for sea transport while Company A is
responsible for inland transportation at the import
side. The regulatory bodies involved in export and
import clearances are Org 1, Org 2, Org 3 and Org 4.

Identification phase
Risk Identification: Dara related to risk events were
gathered both through interviews and by studying
the company’s documents. Overall, 12 major risk
events were analysed. Of them risks R1 and R2 are
related to temperature setting which is highly critical
for the transportation of avocado, a perishable good.
In this paper, these two risks are discussed in detail to
demonstrate the logic behind the analysis.

Risk R1: damage due to temperature changes in
the container
To prevent avocadoes from ripening, an ambient temperature around 5°C is very critical. Any slight increase
would expedite ripening process and could damage
the whole cargo (of around €50,000) depending on
how early in the chain did the deviation occurred.
Company A cannot trace the exact location of deviation mainly because these is no continuous monitoring. However, the three independent causes that were
identified for the deviation are: (C1) the drivers at the
export side could disconnect the cooling system powered by diesel to save the fuel. (C2) the fruits might
not have been precooled before they were loaded
into the container. (C3) Company C could be using
faulty measuring device to read the temperature.
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Risk R2: liability risk
According to the contractual terms, depending
upon where the cargo damage occurred, either
Company B or Company C are liable to bear the
costs for Company A. However it is not always
straightforward to locate the exact point where
the damage occurred in the shipping process.
Company A deduces the location based on the
severity of damage. This makes it uncertain as to
when and on whom the liability terms would be
invoked on B or C, in which case they could either
bear the damage or contest the claim. Though such
occurrence are rare, during the time of interview
there was a dispute over this which was remained
resolved since a year.
Actor Identification: In the systems establishing
phase it was realised that at each stage of the trade
process different actors appear. Table 1 lists the main
actors along with their functionary roles.

Table 1. Actors along the trade lane.
Namea
Company
Company
Company
Company
Company
Company
Company
Company
Company
Company
Org 1
Org 2
Org 3
Org 4
Org 5
Org 6
Org 7

A
B
C
D
E
F
H
I
K
L

Role
Buyer
Seller
Sea Carrier
Freight forwarder export
Producer
Trucking company import
Inter land Carrier Export
Inter land Carrier Import
Freight forwarder import
Inland Transport Export
Government Agency
Inspection Agency
Port Authority
Terminal Import
Terminal Export
Customs Export
Customs Import

a

Actual names of the firms have been anonymized for confidentiality.

Figure 10. Interdependency map in the trade lane.

Figure 11. Bow-tie diagram for risk event R1.
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Analysis phase
The main interdependencies operating in the trade
lane are shown in Figure 10. Company A has direct
contracts with Company B, Company C and Company
K. Company A does not have visibility on the interdependencies at the export side. After studying the
invoices it was observed that Company C and
Company B are dependent on Company D for inland
transportation. At the import side, Company K subcontracts inland transportation to Company F.
In case of R1, basing on the interdependency map it
could be deduced that Company B is responsible for
cause C1 and Company C is responsible for causes C2
and C3. In case of R2, depending on the location of the
damage, Company A in turn puts a claim on either
Company B or Company C. By transferring risk,
Company A adopts a countermeasure strategy in the
form a corrective action (CA1). In other words, domino
effect was triggered through a liability contract. The flow
of the impacts are illustrated using bow-tie diagrams in
Figures 11 and 12.

Estimating likelihood of occurrence of risk event
According to Boolean logic used in Fault Tree Analysis
(FTA) a risk event could be triggered in five ways: OR
gate, AND gate, Exclusive OR gate, Priority AND gate,
and Inhibit gate (Martins and Maturana 2010; Lee
et al. 1985). The OR and AND logics used in RBRA
tool to deduce the LC of a risk event from the possible
causes are discussed below.
If P (RE) is LC of a risk event, which is triggered by n
number of causes with P (Cn) being the LC of nth cause,
and if:
1. Any of the causes could independently trigger
(mutually exclusive) the risk event, then P (RE)
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Figure 12. Bow-tie diagram for risk event R2.

would be equal to the maximum of LC values of all
causes.
PðREÞ ¼ Max fPðC1Þ; PðC2Þ; . . . :PðCnÞg
2. The risk event could be triggered only when two or
more causes occur together, then P (RE) would be the
product of LC values of all these causes.
PðRE Þ ¼ PðC1Þ  PðC2Þ . . . :PðCnÞ
Further, scaling in Table 2 is used to grade P (RE)
values from very low (VL) to Very High (VH). For
example, P (RE) = 0.50 implies that the risk event
occurs 50% of the time and its grade is M. It should
be noted that P (Cn) value however depends on
historical data and experts inferences.

Evaluation phase
With the help of associates of Company A, the scale of
impact for each impact range was established.
Initially, a linear relation was assumed between the
scale and the impact value. However, when the resulting the upper limit for the ‘very low’ impact region
tuned out to of significantly high value (€ 10,000),
Company A recalibrated the impact scale

Figure 13. Risk matrix generated with non- linear impact scale.

Table 2. Grading of LC values, P (RE).
P(RE) Range
Lower (>)
0.8
0.60
0.40
0.20
0.00

Upper (≤)

P(RE) Grade

1
0.80
0.60
0.40
0.20

VH
H
M
L
VL

LC of R1: From the past events it was noticed that P(C1) = 0.10, P
(C2) = 0.15, and P(C3) = 0.10. Based on the OR gate logic, P
(RE1) = 0.15 with grade VL.
LC of R2: According to Company A, invoking of liability contract is a rear
event and through discussion it was established that P(C1) = P
(RE2) = 0.10 with grade VL.

Table 3. Adjusted non-linear impact scale.
Impact Range
Lower (>)
€ 30,000.00
€ 10,000.00
€ 2,500.00
€ 750.00
€ 200.00

Upper (≤)
€ 30,000.00
€ 10,000.00
€ 2,500.00
€ 750.00

Grade
VH
H
M
L
VL

Scale
Very High
High
Medium
Low
Very Low

meticulously. It resulted in a non-linear scale as
shown in Table 3. Using this scale for all the 12 risks,
RBRA tool generated a risk matrix for Company A
(Figure 13).
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Risk matrix shows that Company A has very few
high priority risks. Further, by having claims in pace it
has significantly lowered the severity of risk R1.
However, it does not mean that the company is completely resilient towards R1. It could be noted that
recovery time through liability claim is a lengthy process. Therefore with regard to R1, Company A is
robust but not agile.

For Company B on the other hand, there is currently no strategy in place to recover from claims. This
leaves it exposed to the risks making the overall trade
lane vulnerable. However, to make itself more resilient, Company B can adopt more stringent temperature monitoring methods (treat) or renegotiate the
contractual terms with Company A to avoid the claims
(transfer).

Decision making phase

Discussion

For a full cargo damage loss for Company A, based on
different countermeasure strategies, three kinds of
scenarios can be constructed as shown in Figure 14.
They are compared with the base scenario when no
action is taken.
Scenario 1: Through the strategy of recovering
damages through liability claims on Company B and
Company C, Company A could recover the damages
almost completely. However recovery time taken is
long depending upon the negotiations.
Scenario 2: During the discussion with Company A,
it was emphasised that they lacked the visibility on
several supply chain processes at the export side and
of them maintenance of temperature setting was one
of them. By investing is a digital infrastructure like a
sensor technology, Company A can continuously
monitor the data fed into the system through the
sensors in place in the container. Company A would
then be in position to timely react to any temperature
deviations or in the worst case, be in position to
negotiate claims faster.
Scenario 3 – After discovering the damages,
Company A could adopt an ad-hoc strategy to procure the fruits from the local suppliers. This could
however cut down the profit margins for Company
A and would not recover the damages completely.

Reverting to research questions, first one was related
to positioning the concept of resilience in RM framework and developing its quantification methodology.
It was mentioned that threats posed by operational
risks not only affect business processes but also
impact the resilience of complex supply chain systems. RBRA framework in its identification phase
emphasised the need to gather data related to actor
interdependencies and to understand the spread of
impacts among different parties operating in the
chain. After carrying out traditional risk and actor
analysis, in the evaluation phase the resilience of
each actor per risk event is established. Based various
countermeasures possible, in the decision making
phase the actors using resilience triangle can strategize their actions. This positioning of resilience could
be visualised in Figure 3.
Enhanced resilience, along the lines of robustness
and agility, was estimated through the equations (1)
to (4). Resilience triangle served as a visual mapping
to understand the dynamics of resilience with preventive and corrective (or reactive) counter measure strategies. In scenario 2, a strategy of investing in sensor
technology was identified to improve the resilience of
Company A. As was noted by (Preble 1997), if technology were capable of relaying real time data of

Figure 14. Strategies to improve resilience of Company A towards risk event R1.
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Figure 15. Strategy of sensor technology with early detection of temperature deviation.

critical temperatures, Company A could react in a
timely manner and mitigate the probable impacts.
Resilience triangle in this case would look something
like as shown in Figure 15 (Scenario 2.1). The impact
would be reduced to large extent and the coping
time could be further minimised. On a broader context, if technologies, like data pipeline as suggested
by Klievink et al. (2012), are well integrated in ecosystems, visibility increases and supply chain managers gain better control of operation and coordination on global level (Henningsson et al. 2016).
Second research question called for the need to
accommodate the contextual actor dynamics in quantification of resilience. Apart from establishing the
existing actor relationships in analysis phase, emphasis was laid down in understanding the subjective
perceived risks and their impacts. The necessity of
establishing subjective severity levels of impacts of
actors was observed when calibrating the impacts of
Company A. Referring to Slovic et al. (2004), the adoption of initial linear scale was a result by analytical
system of reasoning. The following adoption of nonlinear scale however has no sound logical basis and
was driven purely by assessing impacts through an
experiential system based of feelings. Further by generating actor-centric risk matrix and resilience triangle,
the resilience of individual actor is evaluated using
RBRA framework.

Conclusions and recommendations
The concept of supply chain resilience as a discipline
in itself is still in its evolving stage. Studying it to
address the complexities in supply chain particularly
with interplay of several multi-actor interactions,
needs a robust methodology for its quantification.
One approach that was explored in this paper is
exploiting
the
complementarities
of
SCRM

frameworks and resilience while integrating them
and adapting to multi-actor supply chain systems.
The interconnectedness among risks, actors and
their countermeasures was explored and represented
through the bow-tie framework. Risk matrix and resilience triangle gave insights on actor vulnerabilities
and their sensitivities to various countermeasure
strategies.
RBRA approach is a broad system level framework
capable of accommodating analysis of various kinds
of risks and disruptions. Simple Excel based tool
demonstrated the possibility of operationalising it.
By using higher programming and integrating with
information technologies RBRA can be further developed to provide real-time solutions.
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Project (nr. 603993), which is funded by the FP7
Framework Program of the European Commission.
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