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Abstract: 

Smart grids are proposed to integrate renewable energy and to improve the efficiency of 

power system operation. The challenges of integrating renewable energy are the inherent 

fluctuations of generation which are difficult to predict which may lead to challenges to the 

safe operation of power systems. Improving the efficiency of power systems means they 

should be operated closer to their limits. To solve these challenges, advanced protection and 

control applications, have been proposed that increase the accuracy of reactions and reduce 

the response time to events and faults. However, not all the data required for these 

applications can be delivered by the conventional Supervisory Control And Data Acquisition 

(SCADA) systems. As an example, synchrophasor data are intended to be delivered via a 

Wide Area Monitoring and Control (WAMC) system, which can be seen as a parallel data 

delivery infrastructure to SCADA. As deployment of intelligent substation secondary devices 

such as Intelligent Electronic Devices (IEDs), Merging Units (MUs), and Phasor 

Measurement Units (PMUs), data volume and data resolution in the power systems is 

increasing. To flexibly share data in the power system, different data delivery architectures 

have been proposed. Flexible data sharing brings benefits of information resiliency from 

different data sources. But it also raises the requirements on cyber-security for protection of 

the smart grid applications. Such needs are in turn being gradually addressed by new cyber-

security mechanisms. 

In this thesis, the main quality attributes for time critical smart grid applications being; data 

accuracy, information resiliency, communication performance, and cyber-security and their 

interrelation are studied. Most previous research has been focused on assurance on one of 

these quality attributes, while in practical implementation the attributes are clearly related 

and interdependent. There is consequently a lack of study of the interactions between these 

quality attributes. 

This thesis focuses on the interactions of three pairs of these four time critical data quality 

attributes. The hypothesis of the interaction of each pair has been formulated as research 

question which is answered in different sections of the thesis. The results of this thesis show 

that information resiliency can increase the data accuracy and enhance the communication 

performance assurance to the smart grid application. This is in the thesis shown by two of the 

contributions presented in this thesis, being the implementation and validation of an adaptive 

data source selection mechanism to realize at substation level and wide area system level 

separately. In addition, since cyber-security mechanisms can affect the communication 

performance, specifically latency, and a trade off between security and performance may be 

needed. A third contribution in the thesis is a framework incorporating these two time critical 

quality attributes consisting of  an adaptive cyber-security scheme which contributes to the 

incorporation of performance requirements. 

 

Keywords: time critical data quality, adaptive mechanisms, quality assurance, Smart Grid, 

information resiliency, data accuracy, end-to-end latency, cyber-security, substation 

automation, power system communication. 
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Sammanfattning: 

Smarta elnät är samlingsnamnet på den nya teknik och de affärsmodeller som föreslås 

underlätta integrationen av förnybara energikällor och förbättra effektiviteten i 

elkraftsystemet i stort. Det finns flera utmaningarna med att integrera förnybara energikällor, 

inte minst svårigheter att förutsäga variationerna i elproduktion vilket i sin tur kan påverka 

driftsäkerheten i elkraftsystemet. Samtidigt finns en strävan att utnyttja systemet optimalt, 

vilket leder till att kraftsystemet drivs så nära sina tekniska gränser som möjligt. 

Sammantaget ställer dessa trender krav på mer avancerade skydds-, och kontrollfunktioner 

som snabbare och mer effektivt kan reagera på fel i systemet. All den data som krävs för dessa 

funktioner kan inte levereras genom existerande övervaknings-, och styrsystem (SCADA). För 

att detektera och reagera på snabba förlopp i kraftsystemet utvecklas nu Wide Area Monitoring 

and Control (WAMC) system som parallellt med SCADA systemen levererar mycket mer 

högupplösta mätningar från hela systemet. På stationsnivå ökar inslaget av övervakning och 

automation med allt mer kraftfulla, Intelligent Electronic Devices (IEDs), Merging Units (MUs) 

och Phasor Measurement Units (PMUs), vilka alla tre är exempel på olika typer av mät och 

styrutrustning i intelligenta ställverk. Sammantaget har datavolymen och kommunkationskraven 

i elkraftsystem mångfaldigats de senaste decennierna. För att tillgängliggöra och överföra denna 

data på ett flexibel och säkert sätt har de senaste åren olika dataleveransarkitekturer föreslagits. 

Alla dessa arkitekturer innebär avvägningar mellan på ena sidan flexibilitet och interoperabilitet 

och tillförlitlighet och IT säkerhet på den andra. 

Forskningsarbetet som presenteras i denna avhandling har studerat dessa avvägningar med fokus 

på de huvudsakliga attributen för datakvalitet, noggrannhet (accuracy), informations redundans 

(information resilience), överföringstid (end-to-end-latency), och IT-säkerhet (cybersecurity) för 

tidskritiska applikationer i smarta elnät. Huvuddelen av tidigare arbeten inom området har 

fokuserat på ett enskilt av kvalitetsattributen. Men eftersom dessa är inbördes beroende, t.ex. 

innebär utökad IT-säkerhet inte sällan ökad överföringstid. Det saknas alltså studier som på 

bredden inkluderar flera av attributen, något som detta arbete avser förändra. 

Avhandlingsarbetet fokuserar på tre parvisa förhållanden mellan dessa fyra tidskritiska 

datakvalitetsattribut. För varje par har en forskningsfråga ställts upp, och utifrån denna har arbetet 

bedrivits, och resultaten beskrivits. Sammanfattningsvis visar resultaten att informations 

redundans kan öka datanoggrannheten och förbättra uppfyllanden av garantier för överföringstid 

för applikationer i smarta elnät. Detta redovisas i arbetet i form av två bidrag, dels 

implementering och validering av en adaptiv mekanism för val av datakälla för en applikation på 

stationsnivån och dels motsvarande på övergripande systemnivå. Arbetet visar vidare att den 

påverkan som IT-säkerhetslösningar har på överföringstiden automatiskt kan kontrolleras utifrån 

en överordnad säkerhetsstrategi bestående av en adaptiv IT-säkerhetslösning som bidrar till att 

möta prestandakraven. 

 
Nyckelord: real-tidssystem, datakvalitet, Smarta Elnät, informationsredundans, noggrannhet, 

end-överföringstid, IT-säkerhet, kontrollanläggningar. 
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Chapter 1 

1. Introduction 
This doctoral thesis is divided into two Parts. In Part I, a brief introduction to the research 

topic, the research context and a summary of methods and findings are presented by 

summarizing some of the author's research articles. These research articles are also included 

as Part II of this thesis.  

This first chapter of Part I includes a motivation for the chosen research topic and the research 

objectives that have guided the work. Thereafter, the scope of the research undertaken is 

presented. Finally, at the end of this chapter the research contributions are summarized. 

1.1 Background 

The European commission presented its 2050 Energy Strategy in 2011 as the Energy 

Roadmap 2050. In which it has set a long term target of greenhouse gas emission reduction 

of 80-95% compared to levels of 1990 [1]. In short term the “2020 climate & energy package” 

is set to cut 20 percent greenhouse gas emissions compared to 1990, increase 20 percent of 

energy from renewables, and increase energy efficiency by 20 percent by 2020 [2][3]. As 

further progress towards these targets, the framework for climate and energy towards 2030 

has been presented. In which the greenhouse gas emission reduction is set to 40% compared 

to 1990 level. The renewable energy share in the energy consumption is set to at least 27%. 

Since electric power systems play an important role in the energy systems of our modern 

society. It means that the renewable energy production would increase from 21% to at least 

45% by 2030 [4]. To achieve these targets, a large number of projects focused on integration 

of renewable sources for electricity such as wind and solar power into power systems have 

been initialized. 

Due to the characteristics of renewable generation, such as geographic distribution, 

unpredictable intermittent availability, and low physical inertia of generation plants, control 

and operation of power systems meet new challenges. A large number of projects are 

addressing the control and operational issues of such systems, a small sampling is available 

here: [5][6][7][8]. In order to increase the resiliency of power systems and address these new 

challenges, the concept of the “Smart Grid” has been proposed to solve the issues brought by 

integration of renewable energy sources; to increase the quality of power supply and to 

enhance the resiliency of the power systems [9]. 

The key to make an electrical grid “smart” is not about the transport of electric power but 

instead the information exchange that enables observability and controllability of the power 

system [10]. Information is used for decision making in power systems at several levels, both 

locally by controllers and protection devices and centrally in system wide control and by 

humans in control rooms. For example, the Wide Area Monitoring and Control (WAMC) 

systems are proposed to provide system wide measurement in higher resolution for both 

system monitoring and control by deploying Phasor Measurement Units (PMU) [11]. At the 

substation level, the digital substation concept [12] has been proposed to digitalize data to 

increase the flexibility of usage for applications not only within substations but also in system 

wide. An online alarm-processing system using data from digital substations has been 

proposed in [13]. In [14], a demonstration has been conducted to show the higher efficiency 
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on the interlocking protection scheme by using digitized data compared to traditional copper 

wired signaling. 

1.2 Challenges to Power System data quality 

In power systems, physical quantities such as voltage and current are collected as raw data 

in either analog or digital format by process level measurement devices, e.g. instrument 

transformers. By processing and exploitation, the data is converted into information such as 

active power, reactive power, phasor, frequency, and so on. This information can then be 

used in controllers and analyzed further in control and protection applications. Control and 

protection applications in turn generate control data such as trip signals and setpoints that are 

determined to provide input to local controllers. Closing the loop, actuators such as breakers, 

tap changer, controller of Static Var Compensator (SVC), modify the physical quantities, 

closing the loop in the cyber-physical system. These relations between data, information, and 

applications in power systems are illustrated in Fig. 1.1. 

 
Fig. 1.1 Relations between data, information, and applications in power systems. 

From Fig. 1.1, it can be seen that the quality1 of the raw data effects the application’s decision 

making. Further the performance of controllers and applications can be effected due to quality 

of the control via transmission to actuators. In addition, the quality of the control signals 

depends not only on the quality of raw data but also the correctness of the applications 

themselves. Taken together, the chosen technology for communication and computation, 

implementation tradeoffs and hardware restrictions of the applications all affect the quality 

of the control. As a consequence, the quality of control data can very well differ from case to 

case even if the input data is kept same. 

The quality of raw data is affected by the process level measurement devices such as Current 

Transformers (CT) and Voltage Transformers (VT). For example, the linear measurement 

range and accuracy classes directly affect the accuracy of obtained raw data [15]. The 

quantification and digitalization procedure, which is normally made in Intelligent Electronic 

Devices (IED), Remote Terminal Units (RTU), Phasor Measurement Units (PMU), or 

Merging Units (MU), can also interfere the quality of raw data. 

Since the controller and measurement devices are normally not within the same hardware 

device, a Data Delivery System (DDS) is required as shown in Fig. 1.1 With DDS we 

understand the complete system providing the data delivery ranging from sensors, local 

communication, local controllers or input/output devices which communicate through a wide 

area network to reach applications in geographically distant locations. For example, in 

 
1 With quality we here refer to the general collective term on how well the data represents the true value considering delays, inaccuracies, 

sensitivity etc. A more detailed look at quality follows in section 1.2 
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conventional substations, CTs and VTs are copper wired to IEDs to deliver voltage and 

current data for protection functions within substations. RTUs also gather data from the 

process level CTs and VTs in substations and transfer this data via Wide Area Networks 

(WAN) to a control room where centralized control and monitoring applications such as 

Energy Management Systems (EMS) are located [16]. As a third example, Phasor 

Measurement Units (PMUs) determine phasor magnitude and angle from Voltage or current 

measurements and transmit these via a WAN to Phasor Data Concentrators (PDC) and further 

to centralized controllers. 

As new substation measurement and protection devices are introduced, such as MUs, PMUs 

in substations and Smart Meters in Advanced Metering Infrastructure (AMI) the data volume 

and data resolution increases dramatically as illustrated in Fig. 1.2. 

 
Fig. 1.2 Transformation of data resolution and volume for data sources, applications, and data delivery 

systems. 

On the control and application side, high data resolution and data volume is also required by 

new proposed control, automation and protection applications. For example, artificial 

intelligence, machine learning or fuzzy logic based protection requires high resolution 

historical data for training or pattern recognition [17][18][19][20]. As a link between data 

and applications, the DDS are also under a revolution stage since the traditional hierarchical 

data delivery architecture is challenged to meet the needs of novel control and protection 

applications [21][22][23]. Modern data delivery architectures need not only to address the 

quantitative performance requirements of the Smart Grid applications but also the data 

quality perspective, specifically that of time-criticality. 

1.3 Data Quality Assurance vs. Time Critical Data Quality Assurance 

Before analyzing the management of time critical data in power systems, this section 

provides a brief overview of the data quality field. Much of the scientific work within data 

quality stems from the Information Systems domain [24], in which timeliness is only one 

aspect of many – and often not the most critical aspect of data quality. However, a brief 

overview of this domain proves useful for understanding the context in which the work 

presented in this thesis has been conducted. 

Data quality is in [25][26] defined as: “Fitness for use of the data in question”. Therefore, 

data quality is by nature customer (or user) oriented [27]. Data quality is according to [27] 

normally assured by deployment of a data quality management process. As shown in Fig. 

1.3, the data quality management process can be generally divided into four phases: define, 

measure, analyze, and improve [28]. 
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Fig. 1.3 Data quality management process [28]. 

In the define phase, requirements on data quality from the data users are identified. In order 

to evaluate data quality, different metrics are used. In [25] the following attributes for data 

quality are suggested: accuracy2 , objectivity, believability, and reputation, value-added, 

relevancy, timeliness completeness, appropriate amount of data, interpretability, ease of 

understanding, representational consistency, concise representation, accessibility and 

access security. In the measure phase of data quality assurance, the values and indicators for 

these metrics are to be collected, i.e. not collecting the data itself, but meta-data describing 

quality of the data. This meta-data is further analyzed in the analysis stage. The output of the 

analysis stage is used to improve data quality using different strategies such as cleansing 

algorithms, data mining rules, statistical process control, or dictionary matching routines 

[29]. A data quality management process is normally an iterative process [27][29]. 

From the timeliness (e.g. DDS performance) point of view, requirements on data quality is 

specified by [30] as, “Exactly the right data and information in exactly the right place at the 

right time and in the right format to complete an operation, serve a customer, make a 

decision, or set and execute strategy”. As a consequence of this definition, we can conclude 

that to some applications, data is valid only within a specific time window. This fact is also 

verified by researchers within the power system domain, see for instance [31][32][33]. 

Obviously not all data is produced and directly used, there is normally a delay in the 

generation of the data until it can be put to use in an application. Especially in geographically 

distributed systems, where the power system is a prime example, the data delivery system is 

a crucial part to assure data quality from a timeliness aspect [21][22][33]. 

Within domains other than Information Systems which are more focused on communication 

systems, the term Quality of Service (QoS) is used to describe how well the DDS serves its 

users, see for instance [34][35]. Similar to the data quality terminology from the Information 

Systems field, QoS attributes are measured to evaluate the performance of the DDS. Here, 

QoS attributes include: end-to-end latency, jitter, packet loss rate, throughput, flexibility, 

scalability, accessibility, security [34][35][36][37]. By comparing the attributes from the 

information systems field used for data quality evaluation and QoS performance evaluation, 

some of the attributes can be mapped as shown in Fig. 1.4. For example, end-to-end latency, 

jitter from the QoS domain can be mapped to timeliness in the information systems domain 

of data quality. Packet loss is mapped to the completeness aspect, available throughput 

translates to the capability of providing appropriate amount of data to the application etc.  

 
2 Accuracy in this thesis refers to how close the data from its represented true value. It covers the data precision. 
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Being separate scientific domains, the assurance of data quality and QoS of communication 

systems are often studied separately. In the information system domain, research on data 

quality assurance is focused on data quality management systems, see [28][38][39], data 

quality evaluation methodologies, see [40][41], data quality improvement methodologies, see 

[42][43][44]. In the communication engineering domain, QoS assurance is focused on, 

among other things, system architectures [23][45][46], communication media and techniques 

[47][48][49][50], queuing theory and mechanisms [51][52], communication system 

modeling [53][54].  

 

 
Fig. 1.4 Mapping of data quality attributes and QoS attributes. 

It is important to keep in mind that the information systems domain, from which the concepts 

on data quality are taken, the concept of data covers a wide range of data out of which time 

critical control signals is only a sub-set. The data quality management process will therefore 

also deal with data such as customer records and other data which requires human 

intervention in creation and refinement. Of course, the methods for quality measurement and 

improvement will differ when the type of data is a stream of phasors from a PMU than if it 

is a customer record that needs to be refined. For the work in this thesis we have used the 

concept of data quality management as a general framework, and then developed appropriate 

methods for measurement and improvement. The benefit of this approach, is that within the 

information systems field, the interaction of different quality aspects is more emphasized 

than it is normally in communication QoS studies. Therefore the interactions is the focus of 

this thesis. 

Within real-time control is also the focus in this thesis, applications are sensitive to the 

timeliness of the data. Actually, the data may become useless even if other qualities of the 

data are kept high but the performance violates the timeliness requirements of the 

applications. We take it here that the performance of the DDS is the quality parameter with 
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the highest priority, but that some other aspects need to be considered. Assuring data quality 

from a time criticality perspective is therefore defined in this thesis as the following: 

“Data quality assurance provides sufficiently high quality of data to the user while 

ensuring that the data meets the timeliness requirements.” 

1.4 Quality Assurance of Time Critical Data in Power Systems 

In this section, the scope of time critical data quality assurance in the power systems domain 

is presented. In power systems, the life cycle of data and corresponding hardware devices of 

each stage is illustrated in the Fig. 1.5. 

 

 
Fig. 1.5 Different stages of the lifecycle of data in Power Systems. 

Among the data quality attributes listed in Fig. 1.4. A group of time critical data quality 

attributes, which are associated to different data life cycle stages, have been illustrated in Fig. 

1.5. The stage of data consumption presents the requirements that the applications have on 

different data quality attributes. The data production stage affects the accuracy, appropriate 

amount, consistency, and timeliness. The data delivery stage affects the accessibility, 

appropriate amount, consistency, timeliness, completeness, and security. 

In the remainder of this section, the time critical data quality requirements of a representative 

set of Smart Grid applications have been reviewed in order to identify three key time critical 

data quality attributes studied in this thesis. Thereafter the data acquisition procedure at 

process level and power system data delivery procedure are described in relation to the 

corresponding time critical data quality attributes. This then provides a basis of discussion of 

time critical data quality assurance. 
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Time Critical Data Quality Requirements 

An overview of time critical data quality requirements is presented in Table 1.1. The 

requirements of smart grid applications have been studied and reviewed by several different 

researchers. Table 1.1, which is based on [55], provides some general data delivery 

requirements of smart grid applications. 

 
Table 1.1: Data delivery requirements of Smart Grids applications [55] 

Application Security Bandwidth Reliability Latency 
Substation automation high 9.6-56kbps 99.0-99.99% 15-200ms 

Overhead transmission Line 
monitoring 

high 9.6-56kbps 99.0-99.99% 15-200ms 

Home Energy Management high 9.6-56kbps 99.0-99.99% 300-2000ms 

Advanced metering infrastructure high 
10-100kbps per node, 
500kbps for backhaul 

99.0-99.99% 2000ms 

Wide Area Situational Awareness high 600-1500kbps 99.0-99.99% 15-200ms 

Demand Response Management high 14-100kbps per node 99.0% 500ms- several minutes 

Outage Management high 56kbps 99.0% 2000ms 

Distribution Automation high 9.6-56kbps 99.0-99.99% 20-200ms 

Distribution Management high 9.6-100kbps 99.0-99.99% 100ms-2s 

Asset Management high 56kbps 99.0% 2000ms 

Meter data management high 56kbps 99.0% 2000ms 

Renewable DER and storage high 9.6-56kbps 99.0-99.99% 300ms-2s 

Vehicle to Grid high 9.6-56kbps 99.0-99.99% 2s – 5min 

Electrical Vehicles Charging high 9.6-56kbps 99.0-99.99% 2s – 5min 

Table 1.1 shows specificity the smart grid applications that have strict requirements on cyber-

security and reliability. The table also presents the latency and bandwidth requirements of 

the smart grid applications. Similar conclusions as from [55] can also be found in work from 

other researchers [22][47][56][57]. It is interesting to note that data accuracy is not explicitly 

listed as a requirement of Smart Grid applications in any of surveys and reports mentioned 

above. The data accuracy is normally controlled at the data production stage at the processing 

level by the industrial standards [15][58] and thereafter assumed unaffected by the DDS. In 

addition, international standards specify the details of the accuracy of measurement data. In 

the standards, requirements on accuracy of the applications are divided into protection, 

measurement, and metering classes. Therefore, three key time critical data quality attributes 

are identified as security, latency, and accuracy. 

Time critical data production 

As mentioned in the previous section, data can be produced by either process level 

measurement devices (raw data) or the applications themselves (control data). At process 

level, measurement devices such as CTs and VTs convert the high voltage or current into 

manageable low voltage or current analogue signals. These signals are further converted into 

digital signals by MUs, IEDs, RTUs, and PMUs and fed into the applications. In this 

procedure, time critical data quality attributes such as accuracy, appropriate amount, 

consistence, and timeliness are to some extent defined. For example, the accuracy class of 

deployed CTs and VTs directly affect the accuracy of the measured data [15]. Whether or not 

the appropriate amount of data needed by the applications can be met depends on the amount 

of data produced by data sources such as MUs, IEDs, RTUs, and PMUs. The implementation 
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of redundant data sources can also raise issue of inconsistency between different data sources. 

In addition, by using different methodologies, the timeliness of output data can be effected. 

An additional group of time critical data is the output from control and protection applications 

(control data). These applications generate control signals to actuators by using the data not 

only produced at the process level but also other data such as power system parameters. 

Obviously, the quality of the input process level data will affect the quality of the output 

control and protection data. However, as mentioned in the previous section, the 

implementation of the application, hardware restrictions, and quality of used data other than 

process level data can also have a high impact on the output data quality. For example, a 

power oscillation damping controller will have different control performance depending on 

different algorithms and countermeasures on end-to-end latency [59][60][61]. The evaluation 

of the control data from the applications are normally conducted by comparison with 

performance in benchmark models.  

In the power industry, standards are widely used to ensure time critical data quality at the 

process level. For example, International Electrotechnical Commission (IEC) standard 

IEC60044 and Institute of Electrical and Electronics Engineers (IEEE) standard C57.13 

specify accuracy performance for instrument transformers including both CTs and VTs, and 

define different classes [15][62] for such accuracy. Specifically for Wide Area Monitoring 

and Control systems, the IEEE standard C37.118 describes the algorithm for phasor 

calculation, data rate, and accuracy of phasor data [58]. Similarly, the IEC standards 61850 

and 60044 specify data rate of sampled values and event data produced in substations 

[15][63]. For further improving the accuracy of data, calibration on measurement devices can 

be performed [64][65][66][67]. The international standards also improve interoperability 

between different vendors and data users.  

Data delivery 

In the delivery stage, data is transferred from producers, e.g. sensors or applications, to data 

users which are the protection, control, and monitoring applications of the power systems. 

IEEE standard C37.118 and IEC standard 61850 define protocols that can be used for data 

delivery. The data delivery system (DDS) affects the quality of the received data for instance 

its accessibility, amount, consistency, timeliness, completeness, and security. Obviously, the 

reliability of the data delivery system affects the accessibility directly. The technology used 

in the data delivery systems (e.g. bandwidth of the datalink) determines the total amount of 

data that can be delivered [47][55]. Duplicated data delivery paths might lead to consistency 

issues [68]. Timeliness of data depends on the end-to-end latency of the data delivery 

systems. Bit error and packet loss can, if appropriate error checking methods and transport 

level protocols are not used, lead to incompleteness of data.  

The data delivery systems are essentially communication networks such as Wide Area 

Networks (WANs) and Local Area Networks (LANs) that form the backbone of the 

communication systems needed for control of the power system. These networks consist of 

routers, switches, gateways and different communication medias such as wired solutions (e.g. 

fiber optic cables, Coaxial cable, Power Line communication, Ethernet, Digital Subscriber 

Line, and etc.) and wireless solutions (Z-wave, Bluetooth, ZigBee, WiFi, WiMAX, Wireless 

Mesh, Cellular, Satellite, and etc.) [47][55][69]. 
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The data delivery process at each node in the communication networks can be summarized 

as shown in the following figure. 

 
Fig. 1.6 Data delivery process at each node in the communication networks. 

Incoming data is temporarily stored in the input buffer. Based on the queuing policy, the 

priority order of the incoming data is determined for the routing or switching process. The 

routing or switching policy decide where the data is forwarded. Data is then placed in the 

output buffer where the queuing policy decides the outgoing data priority. The data delivery 

process introduces a corresponding end-to-end latency. The size of the incoming and 

outgoing buffer affects both end-to-end latency and packet loss performance. Therefore, the 

completeness and timeliness of time critical data quality is affected by the architecture and 

types of nodes and links in the DDS. 

Data delivery assurance mechanisms 

There are two main approaches to address timeliness issues of data delivery systems: hard 

assurance mechanisms and soft assurance mechanisms [70]. Hard assurance mechanisms 

focus on the guarantee of network resources allocation. Each application obtains a specified 

network resource from the hard assurance mechanism which makes sure the timeliness 

requirements can be met. Integrated Service (IntServ) is one of the hard assurance 

mechanisms [48] which is based on Resource Reservation Protocol (RSVP) [119]. However, 

here the communication network resources can be a bottleneck. Soft assurance mechanisms 

focus on the guarantee of priority order which means the higher priority applications always 

have better performance than the lower priority applications. Differentiated Service 

(DiffServ) is a typical soft assurance mechanism [70]. However, such mechanism cannot 

guarantee that the timeliness requirements of the applications can be fulfilled especially for 

applications with lower priority. Both of these approaches have been proposed to be used in 

power systems. In NASPInet, applications are classified into different classes depending on 

their timeliness requirements [22], here soft assurance mechanisms can be implemented. In 

GridStat, the timeliness requirements from the applications are registered with a QoS broker 

to allow overlaid data delivery management system to allocate network resources for each 

application [21], thus implementing a hard assurance mechanism. 

Cyber security, as another important time critical data quality metric, is listed as a 

requirement of Smart Grid applications in almost all surveys. Cyber security threats such as 

man in the middle, denial of service attack, eavesdropping, spoofing and etc. are mainly 

involved in data delivery stages [71][72][73][74]. These threats normally lead to issues of 

availability, consistency, and completeness. Confidentiality, integrity, and availability are the 

three main indexes to evaluate the security of data. To overcome cyber security threats, 

corresponding countermeasures such as authentication, encryption, and demilitarized zone 

(DMZ) are deployed to assure the security of data for Smart Grid applications. The IEC 
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standard 62351 is suggested for security for electrical power utility which covers data 

delivery that occurs internal substation, inter substation, and substation to control center [75]. 

1.5 Challenges to time critical data quality assurance 

In the preceding section, time critical data quality attributes have been identified as: security, 

latency and accuracy. In this thesis, information resiliency is recognized as another time 

critical data quality attribute. It is defined in [76] that the information should be continuous 

available to support operation. In this thesis, its definition is specific to: “Different data 

sources, that can derive the same information needed by Smart Grid applications, shall be 

used to guarantee the reliability of the applications”. In the power system context 

information about the same electrical quantity might be derived from different data sources. 

For example, the information that the mode of an inter-area oscillation is in effect can be 

identified from both power measurement data and voltage measurement data from different 

locations. In summary, the general requirements of smart grid protection and control 

applications are summarized as: 

• High accuracy 

• High information resiliency 

• High security 

• Low latency 

The assurance of time critical data quality attracts attention from both academia and industry. 

Below follows a review of initiatives from both perspectives.  

Scientific perspective 

In academia, with the aim to increase the accuracy of data, several research groups 

[64][65][66][67] propose to perform calibration tests on the measuring devices. Based on the 

tests results, obtained offset can be used to correct the measured data. To increase the 

information resiliency, different data delivery architectures have been proposed to enhance 

the availability of data. Simulation results show that the publish-subscribe architecture can 

provide better flexibility compared with conventional data delivery systems [21][22]. New 

security countermeasure algorithms have also been proposed and demonstrated. To adapt to 

the new approach of data delivery architecture, key management for different data link has 

also been improved [77][78]. In order to reduce the latency, priority based data link traffic 

control are deployed in the power systems [49][50][79]. 

Industrial perspective 

From an industrial perspective, standards are often used to address the issues of ensuring time 

critical data delivery. For example, IEC61850 specifies the information modelling and 

communication protocols in electrical power industry. It classified the data into 7 different 

transfer time classes as illustrated in Table 1.2. 

IEC60044 specifies the accuracy of measurement devices into different accuracy classes. For 

example, CTs are classified into measuring CTs (specified standard accuracy classes: 0.1, 

0.2, 0.5, 1, 3, 5) and protective CTs (specified standard accuracy classes: 5, 10, 15, 20, 30) 

[15]. IEC62351 provides the recommendation of cyber-security countermeasures for 

communication used in power systems. It lists possible security threats in power system and 
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provides countermeasures to meet the needs of confidentiality, integrity, and accessibility 

covering different types of data deliveries [75].  

 
Table 1.2: Transfer time class defined by IEC61850 [63] 

Transfer Time Class Massage type Application example 
Transfer time 
(ms) 

TT0 5. File transfer functions Files, events, log contents >1000 

TT1  Events, alarms <1000 

TT2 3. Low speed messages Operator commands <500 

TT3 1B. Other for performance Class P1 
2. Medium speed messages 

Slow automatic interactions <100 

TT4 1B. Other for performance Class P2/3 Fast automatic interactions <20 

TT5 
1A. Trip for performance Class P1 
4. Raw data performance Class P1 

Releases, Status changes <10 

TT6 
1A. Trip for performance Class P2/3 
4. Raw data performance Class P2/3 

Trips, Blockings <3 

 

It can be seen that most research work and standards focus on only one of the time critical 

data quality attributes. There is an inherent lack of study on the interaction between the time 

critical data quality attributes. This is highly unfortunate since such interactions can be 

crucial to overall data quality and decision making. 

1.6 Research Objectives, Scope, and Assumptions 

To assure time critical data quality to smart grid applications and controllers, it is important 

to study the interactions between time critical data quality attributes as illustrated in Fig. 1.7. 

Therefore, the research context of this thesis can be understood as combinations of the 

interaction between some quality attributes. 

 

Fig. 1.7 Time Critical Data Quality Attributes and Relations. 

Objective and Research Questions 

The main research objective is summarized as: 

Given that the time critical data quality attributes of information resiliency, 

latency, accuracy and security are interdependent, what mechanisms that consider 

these interactions can be developed in order to assure time critical data quality to 

Smart Grid applications? 
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Based on the general requirements identified in the previous section, three research questions 

focusing on three paired attributes have been setup to address the assurance of time critical 

data quality. 

Research Question I: Information Resiliency and Accuracy. Can resiliency of information 

increase accuracy close to the data sources? 

The dramatically increased availability of data in power system provides not only a variety 

of data but also resiliency of information. An important foundation for increased data 

accuracy improvement is redundancy. Possibly, digitalized substations can allow data 

accuracy improvements by shifting from a centralized approach to a decentralized approach 

utilizing resiliency of information to improve accuracy. 

Research Question II: Information Resiliency and Latency. Can resiliency of information 

reduce latency? 

In power system communications, bursty traffic occurs due to unexpected disturbances from 

both within the electrical power system and its supporting communication systems. 

Resiliency of information allows different data sources to be alternate data sources for smart 

grid applications. Using geographically distributed redundant data might also be a 

mechanism to reduce the impact of latency. 

Research Question III: Security and Latency. How can the impact of security mechanisms 

on latency be minimized? 

The increasing information resiliency is based on the availability of different data sources. It 

also raises the needs of security of data. The additional latency introduced by computational 

burden of security countermeasures might jeopardize the performance of data delivery to 

meets the latency requirement of the applications. On the other words, choosing the proper 

security countermeasure to assure that the latency the requirements of the applications can 

be met is vital. 

Scope of the thesis 

As illustrated in Fig. 1.7, the four general time critical data quality attributes bring totally 6 

possible interactions between pairs of attributes. In addition to the interactions covered by 

the research questions listed above, there are three additional interactions between the pairs 

of time critical data quality attributes.  

For interaction #4, the relation between information resiliency and security, it has been stated 

by several researchers that using different data sources to increase information resiliency 

raises the needs on security, see for instance [74][77][78]. 

For interaction #5, the relation between accuracy and security, it has been shown by a number 

of research groups that security can also effect the accuracy of data as see for instance 

[71][80][81]. 

Finally, for interaction #6 – the relation between latency and accuracy, it is the case that 

latency and accuracy are not independent. For example, a filter can be applied to remove 

noise from the signals to improve its accuracy while the introduced computational burden 
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will increase latency. The interactions #4, #5 and #6 are outside the scope of this thesis and 

are therefore not further discussed herein. 

A further narrowing of the scope of the thesis is that data quality assurance for data produced 

by the applications is not studied. Such studies would have to include also the implementation 

options for applications such as real-time aspects of the computing platform it runs on. 

However, some of the general aspects of the relation between security and latency could be 

valid also for control data, but this has not been further studied.  

Finally, in this thesis, no new data delivery architectures or communication protocols are 

proposed. Instead, the proposed mechanisms are intended to be used in conjunction with 

existing platforms. For example, the mechanism, which incorporates security and timeliness 

requirements presented in PAPER V, considers existing security countermeasures only. 

Underlying assumptions for the work  

The topics covered in the thesis are to a large extent applied, and as such it is important to 

relate the work to existing state of the art technologies. As a principal underlying assumption 

for all the studies included in the thesis, it is assumed in this thesis that the IEC61850 three 

levels architecture is used for Local Area Network (LAN) within substations. This is 

justifiable since IEC61850 is seeing a wide acceptance in the power industry. Furthermore, 

for Wide Area Networks, the assumption is that the data delivery system is an Internet 

Protocol (IP) based communication network.  

1.7 Research Contribution 

The three research questions presented above have been addressed by development and 

validation of adaptive mechanisms that have been presented in papers as illustrated in Fig. 

1.8. 

 
Fig. 1.8 Objectives and Contributions. 

Contribution 1: Substation level adaptive data source selection mechanism (PAPER I) 

A bad data detection algorithm based on the weighted least squares (WLS) algorithm has 

been developed. The algorithm uses information resiliency at the substation level to improve 

data accuracy in both static and dynamic states of the substation. The algorithm not only 

removes bad data but also improves data accuracy. In addition, due to its automatic data 
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selection between redundant data sources, there is no need for an application to concern itself 

with the trade-off between measurement accuracy and linear measurement range. 

Contribution 2: Adaptive data link configuration (PAPER II, PAPER III, PAPER IV) 

A Stateful Data Delivery mechanism that uses an adaptive data link configuration mechanism 

for Smart Grid applications have been developed. The adaptive data link configuration 

increases the information resiliency by using different data sources at system wide level. The 

state of the data link is aware of the data users’ requirements. The data users are also aware 

of the state of the data link in order to facing the challenges from the unpredictable data 

delivery disturbance. 

Contribution 3: Adaptive Cyber-Security Scheme (PAPER V) 

The trade-off between cyber-security computational burden and latency requirements has 

been studied and a mechanism for optimal security coverage has been developed. The 

proposed mechanism quantifies the uncertainties of cyber-security countermeasures into 

security coverage for decision-making. Based on latency performance monitoring, the 

mechanism can adaptively select the cyber-security countermeasure to provide optimal 

security coverage to the application meanwhile preventing the violation of latency 

performance to the application due to computational burden of the cyber-security 

countermeasures. 

All three proposed adaptive mechanisms have been proven in case studies based on 

simulations. The results of the case studies presented in this thesis show that the proposed 

adaptive mechanisms help the Smart Grid applications to achieve a higher data accuracy and 

assured end-to-end latency by using high information resiliency and to achieve an optimized 

cyber-security which fulfill the end-to-end latency requirements from the applications. 

1.8 Thesis Outline 

The remainder of the thesis is organized as follows. Chapter 2 focuses on techniques for 

improving time critical data accuracy by means of information resiliency. Chapter 3 presents 

data delivery latency enhancements using redundancy of information at system wide level. 

Chapter 4 describes the framework that incorporates Cyber-security and latency 

requirements. In each of these chapters, the research context, the specific research challenges 

and related work, as well as research results are presented. This first part of the thesis is 

concluded by Chapter 5 where the work is summarized and some future work is proposed. 
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Chapter 2 

2. Substation Level Data Accuracy 

Improvement using Information Resiliency 

This chapter provides background and summary of results regarding the work done in 

relation to research question I. It is based on work presented in PAPER I, and reuses text 

and figures from this paper. 

 

This chapter focuses on Research Question 1: Can information resiliency increase the 

accuracy? As mentioned in Chapter 1, the accuracy of data is mainly determined at the data 

production stage. In power systems, this data, such as measurements of voltages and currents 

and states of the circuit breaker and disconnectors, are produced at the substation level. 

Therefore, in this chapter, an adaptive mechanism to improve data accuracy taking the 

advantage of information resiliency at substation level is proposed. In the research context 

section, accuracy issues in different data production procedures, i.e. measurements, are 

identified. In addition, recent industrial solutions and technical basis of the research in this 

thesis is given. Thereafter, the research challenges and related work on data accuracy 

improvement are presented. Finally, as one of the contributions of this thesis, the substation 

level adaptive data source selection mechanism is presented in the research result section. 

2.1 Research Context 

In this section, the error sources of measurement data are introduced by going through the 

process of measuring by Merging Units (MU). Some of these error sources are used for error 

modeling in the case study presented in section 2.4.2. The error effects on the data become 

inaccuracy. From practical point of view, the industrial standards provide the instrument 

transformer accuracy modeling foundation, accuracy classes. And the calibration is widely 

used to improve the accuracy of measurement data from an existing instrument transformer. 

Thereafter, another method, state estimation, is presented for accuracy improvement and bad 

data detection. At the end of this section, the measurement data redundancy in the substation 

is explained. 

 

2.1.1 Uncertainties of Measurement Data at Substation Level 

Most measurement data in power systems come from substations. Measurement data can be 

divided into directly measured data and derived data. The first group includes voltages and 

currents which can be obtained by instrument devices such as Voltage Transformers (VT) 

and Current Transformers (CT). Derived data, such as frequency, phasor angles, active 

power, and reactive power, are normally calculated based on directly measured data. In some 

cases when recent measurements are not available, derived data can be generated from 

historical data creating what is known as pseudo-measurements. 
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Fig. 2.1 Measurement Process 

Presently, the most sophisticated measurement device in substations is the MU [63]. In 

general, the measurement process in a MU can be illustrated as in Fig. 2.1 [67]. The electrical 

quantities are generally converted into low voltage quantities using instrument transformers 

(e.g. CTs and VTs). The analogue output of the instrument transformers is filtered by anti-

aliasing filter to remove signals outside the desired frequency range in order to improve the 

accuracy of the signal. Around the rated frequency and magnitude, the attenuation and phase 

displacement can be neglected assuming the design of the anti-aliasing filter is correct. 

Measurement data resolution in turn depends on the sampling frequency. For monitoring 

proposes, a high sampling frequency is used in order to monitor harmonics. However, for 

protection purposes, sampling frequency is lower [82]. The Analogue Digital (A/D) 

conversion is performed to quantify the analogue signal into a digital signal. The length in 

digits of the digital representation introduces a quantization error. After A/D conversion, the 

measurement is sent from the MU according to standard communication protocols. 

Based on the above process, the uncertainties introduced by different processes can be listed 

as follows [15][67][83][65]: 

• Instrument Transformers: 

o Conventional Instrument Transformers: ratio error, phase displacement, 

and saturation. 

o Non-conventional Instrument Transformers: calibration uncertainty. 

• Anti-Aliasing Filter: Gain error and phase displacement. 

• Sampling: delay and resolution. 

• A/D Converter: quantization error. 

• Communication: delay and packet loss. 

Based on this list, the uncertainty is for the purpose of this work classified into ratio error, 

phase displacement, saturation, calibration uncertainty, quantization error, and packet loss. 

The other uncertainties such as gain error and delay are considered as ratio error and phase 

displacement. Beside the uncertainties listed above, instrument transformer failures 

constitute another uncertainty which should be taken into consideration. Some of these 

failures can be prevented by conducting installation and commissioning tests. However, some 

are simply not predictable [84]. 

The uncertainties lead to inaccuracies in the measured data as compared to the true value of 

electrical quantities. However, it is difficult to determine if a certain measurement is a bad 

data or suffers from low accuracy data. In this thesis, the IEC 60044 standard has been used 

to distinguish bad data from less accurate data based on the accuracy classes defined in the 

standard [15]. If the error of a measurement data is above the threshold of its instrument 

transformer accuracy class, it is recognized as bad data. Otherwise, it is assumed to be good 

data, still possibly inaccurate however. Both inaccurate data and bad data might lead to 
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incorrect operation of protection applications and deterioration of control applications 

[85][86]. 

 

2.1.2 Accuracy Classes and Instrument Transformer Calibration 

Instrument transformers are classified into measurement and protection types. Depending on 

the accuracy of the instrument transformers, they are further classified into accuracy classes 

[15]. Normally, measurement type instrument transformers provide high accuracy but with a 

limited range of linear measurement. The protection type instrument transformers provide a 

larger linear range but they are less accurate [87]. 

In Smart Grids, power systems are supposed to operate close to the limits in order to enable 

renewable energy resources integration while maintaining low cost of system operation [36]. 

As a consequence, the requirement of measurement accuracy on instrument transformers 

needs to be increased. This can be achieved by either replacing low accuracy class instrument 

transformers to higher accuracy classes instrument transformers or conducting calibration of 

existing instrument transformers. The former method requires equipment replacement which 

normally is costly. Instead, calibration is a more popular approach. To obtain Ratio 

Correction Factors (RCF) and Phase Angle Correction Factor (PACF), off-line tests through 

conducting comparison with higher accuracy instruments in different current and voltage 

scenarios is performed. Less accurate data can be compensated based on RCF and PACF to 

achieve higher accuracy [65][67][64][88]. However, such testing is time consuming and 

expensive. In addition, off-line tests cannot be done during the operation. Therefore, online 

calibration methods are proposed. In [89], instrument transformers is calibration using 

synchrophasor measurements. However, it relies on high accuracy measurements at critical 

locations in the power network. Such calibration methods are focused on providing correct 

offset parameters, e.g. RCF and PACF, for an instrument transformer. It does not help to 

compensate errors caused by failure of the instrument transformers. In addition, after 

introducing the Merging Unit, effects due to communication systems such as delay and 

packet loss cannot be corrected by calibration tests. 

 

2.1.3 State Estimation and Bad Data Detection 

Another challenge of calibration is that RCF and PACF vary due to age and environmental 

conditions [89]. Therefore, state estimation is proposed as a method to minimize errors and 

to improve accuracy of measurement data without taking the instrument transformers offline 

[90][91]. 

To represent the relation between obtained measurements and true system states, the  

expression [91][92][93] can be used. 

z=J(x)+r  (2.1) 

where z is a vector of measurements, x is a vector of system states and r is the residuals 

vector which can be interpreted as the measurement error, or total inaccuracy, from the true 

value, and J(x) is a function shows the relation between the error free measurement to the 

system states. As a general approach Weighted Least Squares (WLS) estimation is commonly 

employed in the power system state estimation [92][93][94]. The aim of WLS state 
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estimation is to find the most likely state of the system based on the measurement data. 

Therefore, the state estimation becomes a minimization problem as the following: 

2
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subjectto : z=J(x)+r
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ii i
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w r
=


 (2.2) 

where 𝑤𝑖𝑖  is the weight of measurement 𝑖 , 𝑟𝑖  is the residual of measurement 𝑖 , 𝑚  is the 

number of measurements. 

Depending on the function J(x) , state estimation can be divided into non-linear state 

estimation and linear state estimation. For non-linear state estimation, Newton-Raphson can 

be used to obtain a solution by an iterative process [92]. However, it is not guaranteed that 

non-linear state estimation can converge to provide a solution. For linear state estimation, by 

replacing J(x) with a measurement function matrix H, equation (2.1) can be rewritten as 

z=Hx+r  (2.3) 

With this formulation, the solution of objective function equation (2.2) can be obtained by 

the following equation [93][94]. 

1x=(H WH) H WzT T−  (2.4) 

where W is the weighting matrix, a diagonal matrix where each weight in the matrix reflects 

the trust put on its corresponding measurement. Different from non-linear state estimation, 

linear state estimation always provides a solution. 

Based on the estimated measurement obtained from equation (2.4), the residuals between 

estimated measurements and obtained measurements can be determined. The residuals are 

commonly used for bad data detection [92][95][96][97][98]. As a common approach, largest 

normalized residual method is used to identify and remove bad data. After normalizing the 

obtained residuals, the measurement corresponding to the largest normalized residual is 

removed. And the state estimation is performed again until the largest normalized residual is 

under the pre-set threshold [91][92][97]. 

State estimation can not only remove bad data from the measurement data, it also improves 

the accuracy of measurement data. Therefore, in [91], measurement calibration is integrated 

into state estimation to further improve the accuracy of measurement data. Most state 

estimation methods are proposed at a centralized level where all the measurements from the 

whole power system are collected and the state estimation is performed [91][92][93]. 

 

2.1.4 Measurement Data Redundancy in the substation 

In substations, the actual CT and VT devices are normally equipped with different 

measurement channels, or cores, with different accuracy classes. Normally there are several 

protective class channels to be used for different protection functions and if necessary one 

measuring class channel for metering. These channels for the same CT or VT can be regarded 
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as redundant channels to each other since their measuring object is same. In the hard wired 

substation automation systems, different channels, signal cables, from the same CT or VT 

devices are dedicated to specific protection or measurement function. The introduction of 

MUs and the process bus in IEC 61850 based substations allows different functions to share 

the same stream of sampled values from the MU. In addition, this architecture also enables 

that different measurement channels of the same CT or VT can be used as redundant 

measurement. 

2.2 Research Challenges 

As mentioned above, state estimation is normally conducted as a centralized approach in e.g. 

control room applications. Applications that require data directly from substation, without 

passing through central systems, will not benefit from the centralized state estimation. In 

addition, more and more distributed control applications are proposed to be deployed in the 

substations and to use data from substations directly. Centrally deployed state estimation 

cannot then remove bad data or increase the accuracy for applications deployed in the 

substations. In addition, a prerequisite of state estimation is that redundant measurement are 

available. Therefore, it might be possible to remove the bad data and to improve the 

measurement data accuracy already at the substation level where the data are produced as 

long as redundant measurements are available within the substation. 

2.3 Related Work 

Regarding the use of state estimation methods at the substation level, in [99], a state 

estimation approach utilizing two levels is presented. The decentralized state estimation first 

aims to remove bad data at substation level. Thereafter a centralized state estimation is 

performed to merge the measurements from different substations. In this proposal, the state 

estimation at the substation level relies on installation of Phasor Measurement Units (PMU) 

at each circuit breaker which is a less practical solution. In addition, the effects of 

communication performances such as delay and packet loss on the accuracy of the data is not 

discussed. In order to overcome this type of performance issues introduced by the 

communication network another approach based on sampled value estimation methods using 

Lagrange polynomial is proposed in [100]. However, due to the characteristic of Lagrange 

polynomial, such method cannot provide good estimation when packet loss exceeds a pre-set 

threshold. For instance, a MU that is malfunctioned and cannot send any measurement data. 

In this thesis, the proposed adaptive data sources selection and bad data detection mechanism 

takes the consideration of communication performance and potential failures of the MUs. To 

be applicable in substations without installation of PMU, only the measurement from MU 

and the existing information resiliency at substation level are used by the mechanism to 

improve the time critical data accuracy. 

2.4 Research Results 

Specifically, in relation to research question I, the already existing use of state estimation can 

partially answer that the information resiliency over the system can help improving the 

accuracy by using centralized state estimation. This is however true only for those 

applications that benefit from the centralized state estimation function. The research results 

of the research work reported in this thesis reveal that information resiliency at the substation 

can improve accuracy also at the substation level close to the data sources. To enable this, an 
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adaptive data source selection mechanism is proposed. By using a linear WLS state 

estimation method, bad data will be replaced by the alternate data or estimated data which 

provides a high accuracy of data to the applications. The mechanism is demonstrated in a 

substation model derived from the IEEE 14 bus systems. The evaluation of the proposed 

adaptive mechanism is conducted by comparing the accuracy of output data from the 

proposed mechanism with measurement data and the accuracy of output data from both 

measuring instrument transformers and protective instrument transformers. The contribution 

of this chapter is further presented in PAPER I. 

 

2.4.1 Proposed Adaptive Data Sources Selection and Bad Data Detection Mechanisms 

The workflow of the proposed adaptive data source selection and bad data detection 

mechanism is illustrated in Fig. 2.2. The mechanism includes four main parts: topology 

processing and H matrix formation, quality check, linear WLS state estimation, and bad data 

detection and handling. 

To obtain the measurement function matrix H , three algorithms are introduced (details of 

these three algorithms can be found in PAPER I included in this thesis). Algorithms 1 parses 

the substation specification description file, which is a standard file defined by IEC61850, to 

obtain the physical connection topology of a substation. Then Algorithm 2 removes the 

circuit breakers and disconnectors from the obtained physical connection topology. The 

topology of the remaining components in the substation is the electrical topology. These 

components are either connected directly or connected via circuit breakers and/or 

disconnectors. Therefore, the states of circuit breakers and disconnectors are integrated into 

the electrical topology. The Algorithm 3 is used to obtain the measurement function matrix 

H  based on online states of circuit breakers and disconnectors from electrical topology. 

 
Fig. 2.2 Work Flow of Adaptive Data Sources Selection and Bad Data Detection Mechanism. 
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Before feeding measurement data into the linear WLS state estimation, quality attributes of 

the received data from the process bus have been checked to rule out bad quality data using 

meta-data included in the SV data frames. Bad quality data here means that the quality 

attributes associated with the measurement data according to the SV protocol has indicated 

quality issues [101]. However, by incorrect configuration or implementation of the devices, 

bad, or inaccurate, data can still exist. 

After filtering the bad quality data, the resulting measurement data is used in linear WLS 

state estimation. By applying equation (2.4), estimated measurement data can be obtained. 

Thereafter, the normalized residual of each measurement data can be determined. See 

PAPER I for details of linear WLS state estimation based on sampled values. 

The normalized residuals are used for bad data detection based on a pre-set threshold. The 

bad data handling process is illustrated by Fig. 2.3. The data from measuring instrument 

transformer is used for state estimation firstly to achieve a higher accuracy. If bad data is 

detected, corresponding redundant data from a protection channel of a CT or VT will be used 

to substitute bad data. Since this leads to use of data of a lower accuracy class than requested 

by the application, the corresponding weight of data is updated in the weight matrix. If the 

bad data is from a protective instrument transformer and no more redundant data can be used, 

it is removed and H and W are updated correspondingly. Another round of state estimation 

is performed after bad data handling until there is no bad data. The then processed data can 

be used by protection and control applications within the substation. If the criteria of bad data 

detection cannot be met, the original data will be used by the applications with notification 

of existence of bad data. 

 
Fig. 2.3 Bad Data Handling Process. 

2.4.2 Substation Model and Bad Data Model Used for Case Study 

A case study has been performed to verify the proposed bad data detection method. A 

substation derived from the IEEE14 bus system is used for case study. Buses 5 and 6 in the 

IEEE 14 bus system are regarded as one substation in two different voltage levels since they 

are connected via a power transformer. In the case study, the bad data detection method is 

employed on Bus 5. Bus 5 is assumed to be a double breaker configuration layout as shown 

in Fig. 2.4. Each feeder and each breaker have their own current measurements from 
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measuring and protective output channels of the current transformer. The accuracy class for 

measuring output is class 1 which has maximum 1% error at rated primary current. And 

accuracy class for protective channel is class 5P which has maximum 5% error at rated 

primary current [15]. It is also assumed that positive direction of current is defined as toward 

the buses. A detailed MU model with CT is used in the substation to simulate the uncertainty 

such as ratio error, phase displacement, and saturation, as described in section 2.1.1. Both the 

substation and MUs are modelled in SIMULINK. 

 
Fig. 2.4 Substation Configuration used in Case Study. 

The bad data scenarios are modelled as single bad data, non-interacting multiple bad data 

and interacting multiple bad data. The following CT failure cases are modelled and the 

corresponding erroneous current measurements are illustrated in Fig. 2.5. 

• Single bad data scenario 

o Malfunction of MU: constant output with good-quality attributes (illustrated 

between 0.1-0.2s in Fig. 2.5.) 

o Incorrect configuration: using secondary output in sampled value (illustrated 

between 0.2-0.3s in Fig. 2.5.) and misconfiguration of fiber optical voltage 

sensor [85] (illustrated between 0.4-0.5s in Fig. 2.5.) 

o Package loss: missing one SV frame (illustrated between 0.3-0.4s in Fig. 2.5.) 

• Interacting multiple bad data scenario: 

o Multiple measurement CT saturation due to fault current (illustrated between 

0.5-0.6s in Fig. 2.5.) 

• Non-interacting multiple bad data scenario:  

o Mixed multiple single bad data 

• Mixed multiple bad data, scenario: 

o Mixed different types of bad data stated above 
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Fig. 2.5 Different Types of Bad Data. 

 

2.4.3 Results and Discussion 

As shown in Fig. 2.3, bad data is identified based on comparison of the residual with the pre-

set residual threshold r . The threshold effects the performance of bad data detection method 

since too high a threshold leads to accepting bad data and too low threshold leads to rejecting 

correct data. In addition, since magnitude of current changes significantly from static 

situation during a fault, different thresholds must be used for different operational situations. 

To select the residual threshold optimally, an iterative simulation has been conducted in both 

static and faulty situation. Different simulations with different number of bad data 

occurrences at same time have been performed. The result is shown in Fig. 2.6. 

 
Fig. 2.6 Residual Threshold Effects on Successful Bad Data Detection Rate. 

From the results of successful bad data detection rate, optimal thresholds for static situation 

and faulty situation can be obtained as �̅�𝑠𝑡𝑎𝑡𝑖𝑐 = 108 and �̅�𝑓𝑎𝑢𝑙𝑡𝑦 = 600 separately. It has to 

be mentioned that the successful bad data detection rate is calculated by dividing all data 

points by correctly detected data which includes both correctly accepted good data and 

rejected bad data. Due to the restriction of bad data generation method, bad data whose value 

is close to or equal to true data value is also marked as bad data. Such data shouldn't and will 

not be recognized as bad data by the bad data detection method. Therefore, the success 

detection rate is close to, but not 100% as shown in Fig. 2.6. To show the accuracy of output, 
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the processed data is compared with the data from measuring CT and protective CT in static 

and faulty situations as shown in upper and lower subplots of Fig. 2.7 separately. 

 

(a) Static Situation 

 
 (b) Fault Situation 

Fig. 2.7  Comparison of Output Data and Errors. 
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The subplots from top to bottom of each subfigure are true value of the current, output from 

measuring CT, output from the proposed bad data detection method, comparison of errors 

from output of measuring CT, protective CT, the proposed method to true value of the current, 

and bad data detection results. It can be observed that output from the proposed bad data 

detection method provides the least error comparing with the measuring CT and the 

protective CT. The bad data introduced into measuring CT can thus be identified by the 

proposed method in both static and faulty situation. 

The processing time for the proposed adaptive data source selection and bad data detection 

is illustrated in Fig. 2.8. It shows the processing time is below 2.5ms. Considering the transfer 

time requirements listed in Table 1.2, the processing time introduced by the algorithm in 

order to improve the data accuracy and to remove bad data can be accepted by almost all 

applications. It should be noticed that the processing time is obtained based on the test 

platform (running in Matlab based on Windows 7 operation system). A possible way to 

further reduce the processing time is to optimize the algorithm and to deploy the algorithm 

on real-time operation system. 

 
Fig. 2.8  Processing time of the proposed adaptive data source selection and bad data detection algorithm when 

a bad data occurs at a time. 

 

2.4.4 Findings in related to the research questions 

Based on the results discussed above, the adaptive data source selection mechanism is able 

to detect bad data at the substation level by using the information resiliency. In addition, the 

accuracy of its output data is higher than both output data from protective CTs and measuring 

CTs since the uncertainties of since measurement points can be reduced by the linear WLS 

state estimation algorithm. The processing time introduced by the algorithm is acceptable by 

most of the Smart Grid applications. Therefore, the research question 1 can be answered that 

information resiliency can help improving the accuracy of data. 
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Chapter 3 

3. Information Resiliency for Communication 

Performance Improvement 

This chapter provides background and summary of results regarding the work done in 

relation to research question II. It is based on work presented in Paper IV and reuses text 

and figures from Paper II, Paper III, and Paper IV. 

This chapter focuses on Research Question II: Can information resiliency reduce latency? 

Based on the definition of time critical data quality from Chapter 3, the assurance of time 

critical data quality requires assurance of QoS of the data delivery system. In this chapter, 

the research context section provides an overview of data delivery systems in power systems, 

a presentation of the definition of QoS from industrial standards, and modeling of power 

system communication networks. After the description of research challenges, related work 

is given covering different mechanisms of QoS assurance and potential issues related to such 

mechanisms. Finally, in research result section, an adaptive data link configuration 

mechanism is presented to demonstrate how information resiliency can improve latency 

guarantees. 

3.1 Research Context 

This section introduces the data delivery systems in the power systems covering both 

traditional Supervisory Control And Data Acquisition (SCADA) systems with substation 

concept at the substation level and data delivery system for synchrophasor data. Thereafter, 

the Quality of Service (QoS) in power system data delivery systems is presented with its 

different metrics. 

 

3.1.1 Data Delivery Systems in Power Systems 

Smart Grid applications rely on data measured at the substation as well as the data delivery 

systems which bring the data from the substation to the applications. From 1960's, data 

delivery systems, called SCADA systems, have been implemented in power systems [16]. 

The aim of SCADA systems is to collect data such as voltages, currents, active and reactive 

power, states of circuit breakers to the control center for monitoring and control. Due to the 

limitation of both computation power of Remote Terminal Units (RTU) at the substation and 

bandwidth of available communication channels, the data resolution is low e.g. 1 sample 

every several seconds. This insufficient data resolution in time, means the system cannot 

capture transients in the power system. As development of computing technologies and 

information and communication technologies, devices such as Intelligent Electronic Devices 

(IED), Merging Units (MU), and Phasor Measurement Units (PMU), are deployed in the 

substations. High speed communication bus-based data delivery systems in the substation 

become common [102]. From a data resolution point of view, a PMU provides time 

synchronized phasor data up to 200 samples per second. MU can provide more than 4000 

sampled values of currents and voltages per second [103][104]. High data resolution allows 

control and protection of power system during transients and monitoring of harmonics to 

ensure power quality [36]. 
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The current power system data delivery architecture can be illustrated by Fig. 3.1 where the 

left part explains the data delivery architecture of SCADA systems and right part explains 

the data delivery architecture of synchrophasor data. 

 
Fig. 3.1 Present Data Delivery Architecture 

For the SCADA system, electrical signals are converted into digital values at MUs. Through 

the process bus, these values are used by IEDs. RTUs obtain partial information from IEDs 

via station bus. Over the Wide Area Networks (WAN), data is transferred to the SCADA 

front end to be used in control center applications [15][16][87]. For synchrophasor data 

delivery, PMUs obtain analogue signals from instrument transformers. After calculating 

phase angles and Root-Mean-Square (RMS) values of voltages and currents, time 

synchronized data are sent to Phasor Data Concentrators (PDC) which align data from 

different PMUs according to their attached time tags. Concentrated sychrophasor data is 

transmitted via WANs to a super PDC for another alignment before used by the applications 

[105]. The data delivery systems of power systems for both SCADA and synchrophasor data 

are hierarchical architectures. 

In Smart Grids, the integration of renewable energy resources brings the needs of advanced 

control applications of the power system to push the operation level to the limitations [105]. 

The new control and protection applications might use different technologies such as 

distributed control [106][107], model predictive control [108][109], cloud computing 

[110][111], multi-agent based control [112][113], and so on. These control methods 

commonly require flexible data delivery which is difficult to be met by the current 

hierarchical data delivery architecture [23]. It has been pointed out in [114] that future power 

system data delivery system must be flexible, interoperable, scalable, and provide QoS 

guarantees. The North American SynchroPhasor Initiative (NASPI) has proposed a 

NASPInet architecture which allows data sharing through a phasor gateway to access a data 

bus [22]. A data link is configured by the phasor gateways according to the data publisher 

and needs of the data user. Similar to NASPInet, GridStat has been proposed aiming on 

providing flexible, robust, secure and QoS assured data delivery system for power systems 

[21]. GridStat divides the data delivery system into management plane and data plane where 

management plan takes care of data publishing and subscribing and data plane do the simple 

forwarding tasks according to instructions setup in the management plane. In [23], 
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information-centric networking is proposed to mitigate the drawback of host-centric 

networking. Similar to NASPInet and GridStat, publish-subscribe based communication 

mode is used to make the system flexible. 

 

3.1.2 Quality of Service in Power System Data Delivery Systems 

In section 3.1.1, different data delivery architectures have been presented. These overlay 

based point-to-point data delivery architectures not only provide flexibility to the system but 

also QoS to the power system applications. To evaluate the QoS performance, several metrics 

can be used, of which the most critical are listed below [34][35][37]: 

• End-to-end latency: The time a data packet spends in transit from sender to receiver. 

It can be divided into several part such as processing delay, transmission delay, 

propagation delay, and queue delay. 

• Jitter: The variation of end-to-end latency amongst a set of data packets. 

• Packet Loss: The packet fails to reach its destination typically due to communication 

network congestion. 

Due to the characteristics of communication network and geographical location of substation, 

end-to-end latency is unavoidable. In addition, it can lead to degradation and even failure of 

power system control applications which has been shown in the results of different 

researchers [31][115][117]. The QoS requirements of power system applications have been 

classified according to the functionality such as monitoring, control, and protection by 

different research works for instance in [22][55][57][118]. 

A de-jitter buffer is normally used to eliminate effect of jitter [34][60]. The principle of the 

de-jitter buffer is to collect data and delay forwarding of the data to the application within a 

pre-defined time out. Packets that arrive within the time out delay will be forwarded to the 

application with the delay as time out. The packets arrive later than the time out delay will 

be dropped. Therefore, a de-jitter buffer can convert the jitter into end-to-end latency and 

packet loss. In the work presented in this thesis, the End-to-end latency is the main focus due 

to it being the core quality attribute of time critical data. As can be seen jitter can essentially 

be reduced to latency or packet-loss. 

3.2 Research Challenges 

To assure that the end-to-end latency does not exceed the requirements of smart grid 

applications is a challenge. Although there are different mechanisms to assure QoS, the 

failure of a data source or data link cannot be completely avoided. From an information 

resiliency point of view, the same information can be obtained from different data sources. 

A highly integrated power systems and communication systems not only brings challenges 

such as end-to-end latency assurance, it also provides flexibility of data sharing. This 

provides the opportunity of using different data sources to increase information resiliency. If 

properly employed, this could perhaps work to reduce latency. 
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3.3 Related Work 

Simply put, there are two approaches to address end-to-end latency issues: 1. Design the 

power system application robustness against the end-to-end latency. 2. Assure end-to-end 

latency performance fulfilling the requirements of the applications [116]. 

For the first approach, since end-to-end latency can be regarded as phase shift of the power 

system quantity being measured, different means to compensate this phase shift are proposed 

such as trajectory extrapolation compensation [117], H
compensation [31][61], Fuzzy 

algorithms [59], and Phase-lead compensation [32]. 

For the second approach, a common solution is to apply priority based data flow control 

mechanisms including VLAN priority control [79], Multiprotocol Label Switching (MPLS) 

[50], and Differentiated Services (DiffServ) [49]. The data flow control mechanisms are 

incorporated with queue control such as Weighted Fair Queuing (WFQ) [51], Priority Queue 

(PQ) [120], Modified Weighted Round Robin (MWRR) [51], and Deficit Weighted Round 

Robin (DWRR) [52] at routers or switches to help distribute communication resources 

according to the priority order. To avoid communication network congestion, detection and 

avoidance mechanisms such as Random Early Detection (RED) and Weighted Random Early 

Detection (WRED), and Explicit Congestion Notification (ECN) can be used [121]. 

Based on the requirements of the applications [22][55][57][118], each application is assigned 

to one priority class. The applications belonging to the highest priority class receive the most 

resources and the application belonging to the lowest priority class correspondingly has the 

most restricted communication network resources. If the resource of a communication 

network is sufficient and configuration is correct, each application receives desired resources 

and the end-to-end latency will fulfill the requirements of the applications. In this thesis, a 

case study based on a power system control application applied over a wide area representing 

as the Nordic 32 bus system has been performed to study the end-to-end latency performance 

when different priority based control and congestion detection and avoidance mechanisms. 

The results are presented in section 3.4.1. 

However, priority based traffic control has two main challenges. Firstly, the number of 

priority classes is limited by the selected mechanisms. Applications in the same priority 

classes will be treated equally. Secondly, applications belonging to lower priority classes 

suffers larger latency and packet loss than applications belonging to higher priority classes 

when communication resources are not sufficient. Considering the robustness design of 

applications, applications with the same type of functionality might still have different end-

to-end latency requirements when different control algorithms are used. Therefore, to classify 

applications based only on their functionality might not be satisfactory. 

To overcome such drawback, individual application oriented end-to-end latency assurance is 

suggested. Overlay control can be a new approach to control the communication network for 

power systems. For example, GridStat and Software Defined Networks have been proposed 

[21][122] to this end. In an overlay control concept, data flow in the power system is managed 

by an overlay controller, e.g. the management plane in GridStat. Based on the resources of 

the underlying communication infrastructure and end-to-end latency requirements of power 

system applications, it determines the path and report rate for each data link. In such 

mechanism, communication network resources allocation can be used more flexibly and 

efficiently. 
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However, the power system applications are not aware of states of their data links in any of 

these two approaches. In modern power systems, bursty traffic is generated in the 

communication networks when events occur. Another case study has been performed, also 

presented in this thesis, that shows  the effect of busty traffic on other power system data 

links. The results of this second case study are given in section 3.4.1. In this thesis, a Stateful 

Data Delivery Services (SDDS) is proposed to provide states of data links to the applications. 

In case of violation of end-to-end latency requirements of the applications due to link failure 

or congestion due to the bursty traffic, an adaptive data link configuration is used to allow 

the application to switch its input data to alternate different data sources which provide 

redundant information needed by the application as a complementary solution to assure the 

end-to-end latency performance to the application. The SDDS and adaptive data link 

configuration is described in section 3.4.2 in detail. 

 

3.4 Research Results 

First in this section, the two background case studies mentioned in previous sections are 

presented. The results of the first background case study shows that priority based traffic 

control is able to provide end-to-end latency assurance to the applications that have different 

requirements on end-to-end latency as long as network resources are sufficient. The 

communication network parameters of the model is based on data on conventional data flows 

from a Nordic Transmission System Operator. The second background case study 

demonstrates the effect of bursty traffic on end-to-end latency performance which poses a 

challenge to fulfillment of end-to-end latency requirements. Thereafter, an adaptive data link 

configuration mechanism enabling the information resiliency to assure end-to-end latency 

performance is presented. This in turn, specifically addresses research question II. Finally, 

the proposed mechanism is demonstrated in a power oscillation benchmark model. The 

evaluation is conducted by comparing control performances of a typical wide area control 

application with and without the proposed mechanism. 

 

3.4.1 Background Case Studies 

Comparison study of QoS performance using priority based QoS assurance and 

congestion detection and avoidance mechanisms in Nordic 32 Power System 

In this case study, a communication system model is developed compatible with the Nordic 

32 bus power system. Five different types of traffic in the power systems have been modeled 

by surveying a Nordic Transmission System Operator. The types of traffic from highest 

priority to lowest priority are listed as follows (for more details see PAPER II included in 

this thesis): 

• Synchrophasor data: Data from PMUs deployed in the corresponding substations to 

the control center. Three different report rates of PMUs are modeled as 50, 100, and 

200 packets per second and their corresponding payloads are 40, 50, and 50 bytes. 

• RTU data: Data from RTUs deployed in each substation to control center. Depending 

on type of SCADA application, report rates of RTUs are 1.25 and 3.57 packets per 

second and the corresponding payloads are 472 and 955 bytes. 
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• VoIP stream: Voice data from IP telephone deployed in the substations to control 

center. The report rate is modeled as 100 packets per second and the payload is 

modeled as 3000 bytes. 

• Video stream: Video data used by control center to monitoring substation using 

surveillance camera. The report rate is modeled as 250 packets per second and 

payload is modeled as 1024 bytes. 

• Office data: Includes e-mail and database traffic with 0.008 packets per second for 

the report rate and 3000 and 16 bytes for the payloads separately. 

In this study, combinations of different priority based queuing mechanisms such as WFQ, 

PQ, MWRR, and DWRR with congestion detection and avoidance mechanisms such as RED, 

WRED, ECN are implemented in separate scenarios. 

Fig. 3.2 reveals that WFQ is able to provide QoS for different traffics according to their 

priority classes where synchrophasor data has the lowest end-to-end latency as shown in the 

top subplot, the RTU data has slightly more latency compared with the synchrophasor data 

shown in the second subplot, the VoIP streams have more latency than the RTU data, and the 

video streams has largest latency. 

 
Fig. 3.2 Latency Performance of Different Traffics After Applying WFQ. 

Fig. 3.3 shows the variation of latency performance of synchrophasor data when different 

priority control and congestion control mechanisms are employed. The results indicate that 

the latency performances under WFQ and DWRR scenarios are better than the latency under 
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MWRR and MDRR scenarios. It also can be concluded that congestion control mechanisms 

introduce latency to the data link. 

 
Fig. 3.3 Synchrophasor Data Latency Performance of Different QoS mechanisms. 

Bursty traffic effects on QoS performance 

From the first case study, it can be seen that priority based traffic control can properly provide 

QoS to power system applications where high priority traffic is periodical (i.e. IEC60870-5-

104 based IP traffics). However, after the introduction of Generic Object Orient System 

Event (GOOSE) and Manufacturing Message Specification (MMS) reporting protocols by 

IEC61850, high priority traffic can also be event-based3 in the power system. To investigate 

effects of bursty traffic on end-to-end latency performance of other traffic, a second case 

study has been performed. Since such bursty traffic and different types of smart grid 

applications haven't been deployed in real life yet, the communication network model of 

Nordic 32 bus system is not used in this case study. Instead, the IEEE 14 bus system is used 

for modeling and simulation. 

The following applications are considered to be employed in the IEEE 14 bus systems in both 

control center and substations since they require communication [123][124][125][126][127] 

[128]: 

 
3 Here event based periodical traffic means when there is no event, data report rate is low. When there is an event, data report rate is 

high. 



36 

 

 

• Topology Processing (TP): It is used to obtain the topology of power system. It 

requires states of circuit breaker from each substation. In this study, GOOSE over 

UDP tunneling is considered as the carrier of states of circuit breakers. 

• Online State Estimation (SE): It is used to estimate power system states based on 

obtained measurement typically voltages, currents, active and reactive power, from 

RTUs in substations. Due to the deployment of PMUs, phasor angles of voltages and 

currents are also available. In this study, active power and reactive power from PQ 

buses and active power and voltage from PV buses are obtained via RTUs. Voltage 

and their phasor angle from slack bus are obtained via PMUs. 

• Remedial Action Scheme (RAS): It is used to provide wide area protection. It requires 

states of circuit breaker and voltage measurements. In this thesis, a centralized 

remedial action scheme (CRAS) is considered to be used. Due to that CRAS is a time 

critical application, GOOSE over UDP tunneling is considered as the carrier of this 

information. 

• Power Oscillation Damping (POD): It is used to damp out inter-area oscillations in 

the power system in order to ensure power system stability. In this study, a Model 

Predictive Control (MPC) based POD controller using synchrophasor data from 

different substations is considered.  

• Current Differential Line Protection (CDLP): It is a typical protection application for 

critical transmission lines. All transmission lines in the IEEE 14 bus systems are 

considered protected by this protection function. It requires Sampled Value (SV) over 

UDP tunneling of current from the substation at the other end of the transmission line. 

• Interlocking: Interlocking is used to implement the selectivity roles in the protection 

schemes. It normally requires time critical trip indication from neighbor substations. 

Therefore, GOOSE over UDP tunneling is used. 

The QoS requirements of these applications on data report rate and end-to-end latency are 

listed in Table 3.1. 
Table 3.1: QoS Requirements of Applications 

Application Report Rate(pkts/s) Latency (s) 

Topology Processing >0.2 <5.000 

Online State Estimation >0.2 <5.000 

Remedial Action Scheme Capture Event <0.200 

Power Oscillation Damping >10 <0.250 

Current Differential Line Protection >720 <0.005 

Interlocking Capture Event <0.005 

The detailed data link configuration of these applications is explained in PAPER III. A total 

of four scenarios are used representing different combination of available bandwidth 

(10𝑚𝑏𝑝𝑠 and 100𝑚𝑏𝑝𝑠) and carrying protocol for synchrophasor data (UDP and TCP). The 

results, shown in Table 3.2, are obtained by comparing QoS performance based on the 

simulation and requirements listed in Table 3.1. 
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Table 3.2: Application QoS Requirement Fulfillments under different scenarios 

Application 

UDP TCP 

Normal Event Normal Event 

10mbps 100mbps 10mbps 100mbps 10mbps 100mbps 10mbps 100mbps 

POD Y Y N Y Y Y N N 

CDLP Y Y N Y Y Y N Y 

Interlocking Y Y N Y Y Y N N 

CRAS Y Y N Y Y Y N Y 

Online SE Y Y N Y Y Y N Y 

Y means the QoS Performance fulfills the QoS requirement. 

N means the QoS performance violates the QoS requirement. 

The results reveal that QoS performance fulfills the requirements of all the applications under 

normal situation when there no events occur. However, QoS performance during a situation 

where an event has occurred the requirements of all the applications are violated in the 

10𝑚𝑏𝑝𝑠 bandwidth scenario. Even in the 100𝑚𝑏𝑝𝑠 bandwidth scenario, requirements of 

applications such as POD and interlocking are violated. 

 
Fig. 3.4 Link Utilization Between Two Substations. 
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Fig. 3.5 Link Utilization Between a Substation and the Control Center. 

Fig. 3.4 and Fig. 3.5 show the utilization of links between two substations and between a 

substation and the control center. These two figures show that when an event occurs at 78.5s 

links between substations and the control center are saturated at 100%  under 10𝑚𝑏𝑝𝑠 

scenarios. It means all data links suffer from large latency and packet losses. In the 100𝑚𝑏𝑝𝑠  

scenario, links between substations are not saturated during the event period. However, the 

link between a substation and the control center is still saturated due to the centralized 

application require huge amounts of data from all other substations. Such saturation of link 

utilization does not only effect the applications at the control center. Other applications 

requiring the data transmitted through this link are also affected. Since the CRAS is a time 

critical protection application in this system, its data link should be configured as highest 

priority according to [37][55][57][114][123]. However, in such case, the priority based QoS 

assurance cannot guarantee the QoS performance fulfilling the QoS requirements of the 

applications. 

Based on the results of these simulations, it can be seen that end-to-end latency performance 

might violate the requirements of the application when bursty traffic occurs when 

communication network resource are insufficient. However, it is costly to implement higher 

bandwidth just for bursty traffic since the utilization of the network will be low when there 

is no event. Although several ways of compensation of end-to-end latency have been 

proposed as mentioned in section 3.3, high packet loss can  still lead to control failure of the 
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applications. In addition to link congestion, data source failure can also occur. In such case, 

even an overlay based end-to-end latency assurance will deteriorate. Therefore, the research 

presented in this thesis includes development of an adaptive data link configuration that uses 

information resiliency to assure the end-to-end latency to the time critical data user, i.e. the 

smart grid application. 

 

3.4.2 Adaptive Data Link Configuration 

A pre-requisite for an adaptive data link configuration is that the application should be aware 

of the state of data links. Therefore, a Stateful Data Delivery Service (SDDS) is used as an 

underlying data delivery infrastructure. It is able to bring state information of data links to 

the application. It’s publish-subscribe based data delivery mechanism also allows adaptive 

data link configuration to use the data which carries redundant information from alternate 

data sources in different locations in the power system. The SDDS is obtained by deploying 

Service Providers (SP) in substations and with the applications. The overall architecture is 

illustrated in Fig. 3.6. 

 
Fig. 3.6 Stateful Data Delivery Service Architecture. 

Overall Architecture 

Service providers, or short: SPs, create the service layer to share the available communication 

quality measurement information and application requirements. SPs at the measurement side 

obtain the measurement information from measurement devices and real-time data if it is 

subscribed. SPs at the application side obtain the requirements of the application such as type 

of data sources, required end-to-end latency, packet loss, and desired report rate. Based on 

the measurement information available at the service layer, SPs at application side lookup 

and subscribe to data on behalf of the application. Since data is published from the 

measurement side SPs to application side SPs, application side SPs are able to obtain the end-

to-end latency performance for the data links that it subscribes to. For the redundant data 

links, test packets are used to measure the end-to-end latency performance. If the end-to-end 

latency performances of online data links are close to the threshold of requirements, 

redundant data links are established to reduce the time gap of data source switching among 

different data sources. The data of redundant data link is used only when the online data link 
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violates the QoS requirements. A more complete description of the implementation of the 

SDDS  is presented in PAPER II. 

Case Study 

A case study has been conducted to show the feasibility of end-to-end latency assurance using 

information resiliency by adaptive data link configuration. A two area four machines power 

oscillation benchmark system is used. The Power Oscillation Damping (POD) is chosen as 

the control application to damp out inter-area oscillation. The power system model is 

illustrated in Fig. 3.7. The detailed parameters of the power system can be found in [129]. 

The POD controller is implemented on Static Var Compensator (SVC) deployed on bus 7. A 

three phase to ground fault is introduced at bus 8 to stimulate inter-area oscillations at 100𝑠 

and it is cleared after 0.2𝑠. 

 
Fig. 3.7 Two Area Four Machines Power Oscillation Benchmark Model with SVC. 

The design of the POD controller is done according to the method presented in [130]. The 

details of the POD controller design can be further found in PAPER II. Observability analysis 

can help finding measurements which can be regarded as redundant as input to the POD 

controller. However, POD control blocks using different input signals are tuned separately 

for their own parameters in order to achieve the acceptable control performance. To obtain 

the end-to-end latency requirements of the POD controller using different input signals, 

iterative simulations have been performed when different signals are used as input. In each 

iteration, latency is incremented for 0.01𝑠. The end-to-end latency effect on damping ratio 

of each input signal can be obtained and illustrated in the Fig. 3.8. 

 
Fig. 3.8 Latency effects on damping ratio when different input signals are used. 

Based on Fig. 3.8, the priority of signal selection and latency requirements can be obtained 

as shown in Table 3.3 from highest priority to lowest priority. 
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Table 3.3: Latency Requirement for Different Input Signals 

Signal Name Latency Requirements (s) 

𝑃𝐵8 0.25 

𝑃𝐵7 0.46 

𝑃𝐵9 0.43 

𝑉𝐵𝑢𝑠6 0.01 

𝑉𝐵𝑢𝑠10 0.01 

Active power measurement from bus 8, 𝑃𝐵8, provides the largest damping ratio, when its 

latency is below 0.25𝑠. Active power measurement from bus 7, 𝑃𝐵7, provides slightly larger 

damping ratio than Active power measurement from bus 9, 𝑃𝐵9, when its latency is below 

0.46𝑠. The latency requirement for 𝑃𝐵9  as input is 0.43𝑠.Since the voltage measurement 

from bus 6 and bus 10 neither provide better damping ratio nor robustness on latency. They 

are not considered as input for the POD controller. 

Based on the results above, the data link State Awareness Power Oscillation Damping 

(SAPOD) controller is designed as shown in Fig. 3.9. In Subfigure 3.9(a), each POD block 

is illustrated by Subfigure 3.9(b). 

 
(a) Stat Awareness POD Controller. 

 
(b) POD Controller Block Diagram. 

Fig. 3.9 State Awareness POD and POD Block Diagram. 

 

3.4.3 Results and Discussion 

When latency is not introduced into the system, the performance of the POD controller using 

different input signals are illustrated in Fig. 3.10. It reflects the results obtained Fig. 3.8. 
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Fig. 3.10 POD Controller Performance Comparison. 

When only one measurement signal is considered as input to the POD controller, the system 

is unstable when the latency performance of this signal violates the requirement of the POD 

controller as shown in Fig. 3.11. 

 
Fig. 3.11 POD Controller Performance When Latency of Input Signal 𝑷𝑩𝟖 is 𝟎. 𝟐𝒔 and 𝟎. 𝟓𝒔. 

After the SAPOD is applied, the system can remain stable since when the primary input 

signal (𝑃𝐵8 with signal number 2 ) failed to fulfill the latency requirement the backup data 

link is established to provide the signal (𝑃𝐵7 with signal number 1) which fulfills the latency 

requirement as shown in Fig. 3.12. 
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Fig. 3.12 Performance of SAPOD. 

The results show that the proposed adaptive data link configuration can be used as 

complementary solution to fulfill the end-to-end latency requirements from the application 

by using information resiliency. It further shows that information resiliency can enhance the 

latency assurance performance via an adaptive mechanism to the Smart Grid applications. 

 

3.4.4 Findings in relation to the research question 

In summary, information resiliency means the input to the smart grid applications can be 

obtained from different data sources. It reduces the effects of single data source failure or 

single data link congestion on the performance of the smart grid applications. Although 

information resiliency cannot contribute to guarantee the end-to-end latency of any single 

data link, it can enhance the assurance end-to-end latency to the applications among different 

data links by using an adaptive data link configuration mechanism.
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Chapter 4 

4. Incorporating Cyber-security with End-to-

End Latency Requirements 

This chapter provides background and summary of results regarding the work done in 

relation to research question III. It is based on work presented in PAPER V, and reuses 

text and figures from this paper. 

This chapter focuses on Research Question III: Can the impact of security mechanisms on 

latency be minimized? As another key data quality attribute, security of data ensures that  

only authorized users can access and use data. In this chapter the work done regarding the 

trade-off between additional computational burden introduced by cyber-security 

countermeasures and communication latency requirements is presented. The first section on 

research context presents general concepts of cyber-security and specifically cyber-security 

in power systems. After presenting the research challenges, the section on related work 

illustrates how cyber attacks can affect the quality of time critical data. In the research results 

section, a methodology of quantifying uncertainty associated with cyber-security is proposed. 

It enables incorporation of cyber-security with end-to-end latency requirements from the 

application. To realize such incorporation, an adaptive cyber-security scheme is proposed to 

be used. 

4.1 Research Context 

 

4.1.1 Cyber-security in General 

In Smart Grids, the needs of information sharing over WAN have increased dramatically. As 

a consequence, cyber-security catches the concerns of researchers since power system is a 

critical infrastructure in modern society [131]. There are three main aspects of cyber-security 

as listed in the following [72][73][74][75][132][133]: 

• Confidentiality: Information can only be accessed by the authorized individuals, 

entities, or processes. 

• Integrity: Information that is received is the same as what was sent. Integrity ensures 

that information is not manipulated by unauthorized parties. The correctness, 

accuracy, and completeness of information should be maintained and assured. 

• Availability: Information should be available when it is needed. 

Correspondingly, different types of cyber attacks, such as eavesdropping, forgery, 

impersonation, malicious modification, and denial of service (DOS) have been found 

[74][134]. These attacks have also been found in power system on different levels and parts 

[131]. 

As countermeasures to against cyber attacks, encryption and authentication are two main 

methods used to assure confidentiality and integrity [74][75]. Encryption is used to represent 

plaintext into ciphertext via keys shared by the authorized users which prevent unauthorized 

attacker to obtain the information. Authentication is used to confirm the truth of information. 
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To DOS, as pointed out by [134], either countermeasure that improves the effective resources 

to limit effects of DOS attack or tracks down and controls the attack streams should be 

implemented. 

Countermeasures focusing on improving confidentiality and integrity introduces additional 

computational burden which can be considered as additional processing time of the end-to-

end latency. However, the countermeasures against DOS are mainly addressing control of 

incoming traffic to the data source [71] which doesn’t affect the end-to-end latency. 

Therefore, only encryption and authentication are considered in the work presented in this 

thesis. 

 

4.1.2 Cyber-security Assessment and Industrial Standards for cyber-security in Power 

Systems 

Since the cyber-security issues have been raised by several researchers and practitioners, 

different means to evaluate power system cyber-security which have been listed by [135] 

have been proposed. Among these methods, most common are risk assessment by identifying 

vulnerabilities [136][137], modelling of attack tree [138][139], risk modelling [140]. The 

opinions of experts are normally involved in the assessment of cyber-security for power 

systems [135]. In addition, decisions made by network administrators is affected by experts' 

opinions directly. It is suggested by [131] that existing technical solutions from other 

industries should be adopted into electrical power utility as much as possible to reduce the 

risk. But still it is difficult for the network administrators to conceive objective metrics to 

measure how secure the conventional security schemes are [141]. 

Furthermore, uncertainties of experts' opinions exist which make the decision making even 

more difficult [142][143]. Generally, uncertainties can be divided into two types: Aleatory 

uncertainty and Epistemic uncertainty. Aleatory uncertainty includes the uncertainties 

brought by stochastic behaviors or a physical system or the randomness of the environment 

under consideration. Epistemic uncertainty is due to the lack of knowledge. The experts' 

opinion helps to reduce the epistemic uncertainty. The computational burden of the cyber-

security countermeasures effects the aleatory uncertainty. 

Due to the importance of cyber-security, it is also covered by the industrial standards 

[75][133]. [75] covers cyber-security for communication intra-substation, inter-substations, 

between substation and control center, and other communication. [133] provides the 

guidelines for cyber-security assessment for Smart Grids. 

4.2 Research Challenges 

The decision on which cyber-security countermeasure to apply is still a challenge due to the 

uncertainties as mentioned in the previous section. Furthermore, the interrelation between the 

computational burden imposed by the cyber security mechanism and end-to-end latency 

requirement of applications hasn’t been sufficiently well studied. Therefore, there is a need 

for a framework that is able to incorporate the impact of cyber-security mechanism on end-

to-end latency requirements from the Smart Grid applications. The idea of incorporating 

cyber-security impacts with end-to-end latency requirements has been seen in little 

researches in Smart Grid domain. Some relevant researches from computer science and 
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communication domains show the effect between cyber-security and end-to-end latency 

performances. The following section presents some related work in the field. 

4.3 Related Work 

In general, QoS assurance and cyber-security are studied separately in most research work 

[144]. The effects of cyber attacks on time critical data quality to smart grid applications have 

been studied from different perspectives. Man-in-the-middle and DOS have been simulated 

in a real time power system simulation test bed to demonstrate the effects to packet loss and 

end-to-end latency on power system operation in [71]. In [145], Man-in-the-middle attacks 

by modifying the measurement leads to potential instability of system due to the input data 

accuracy failure to the voltage controller. In [146], a man in the middle attack on 

measurements which is carried by Inter-Control Center Protocol (ICCP) has been studied. 

The attack leads to increasing of error and convergence time of distributed state estimation. 

Although industrial standards are developed to provide guideline of cyber-security for power 

systems, explicit countermeasures are not provided to different applications. Furthermore, 

end-to-end latency requirements of applications are not considered in [75]. However, the 

computational burden of cyber-security countermeasures are not negligible [144][147][148]. 

A firewall might lead to increasing of process time which degrades the response performance 

of a server [150]. In [148], different security levels of authentication methods are tested and 

compared with authentication process delay. It shows that the more secure the authentication 

method is, the more time the authentication process requires. A QoS amending function is 

proposed in [144] to calculate the cyber-security effects on QoS. These results show a similar 

relation between computational burden and security level of cyber-security countermeasures. 

In [149], a Multi Attribute Decision Model is used to make the decision regarding the trade 

off between QoS and security level. 

Most of these approaches focus on studying the same cyber-security countermeasure with 

different length of key. In such scenarios, the security levels among different key lengths are 

straightforward. However, to identify security levels across different cyber-security 

countermeasures, not limited to encryption with varying key length, is more difficult since it 

normally involves experts' opinions. In that case, as described in section 4.4.2, uncertainties 

of experts' opinions can be an issue. In this thesis, an uncertainties quantification method is 

developed to provide numeric security coverage of each cyber-security countermeasure 

based on the experts' opinions. The evaluation of the cyber-security mechanism is then 

further incorporated with end-to-end latency as described in section 4.4. 

4.4 Research Results 

In this section, an adaptive cyber-security scheme to assure the end-to-end latency 

performance of Smart Grid applications and to provide optimal cyber-security to them is 

presented. By using an uncertainty quantification method on cyber-security countermeasures, 

which is described in section 4.4.1, the security coverage concept is proposed to describe 

how secure a cyber-security countermeasure is. Then the adaptive cyber-security scheme is 

presented in detail in section 4.4.3. The results of a case study are given in section 4.4.4. 
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4.4.1 Quantification of Uncertainties in Cyber-security 

Since in power systems, management of cyber-security is normally done by consulting 

experts. As mentioned in section 4.1.2, experts' opinions on cyber-security countermeasures 

bring uncertainty, which contribute to the epistemic uncertainty. To quantify such 

uncertainty, subjective logic can be used as it is suggested in [143]. The subjective logic is 

modelled using the opinion triangle as described in [151]. To map the cyber-security, the 

opinions of experts on a specific cyber-security countermeasures can be scaled from 

absolutely secure to totally insecure as shown in Fig. 4.1. Each point on the triangle provides 

the opinion from expert that how secure the countermeasure is and how certain the expert 

opinion is. 

 
Fig. 4.1 Expert Opinion Triangle with an Example Opinion on a Cyber-security Countermeasure. 

The fuzzy verbal category as shown in Fig. 4.2 includes all possible experts' opinions from 

not secure to absolutely secure with different certainty levels. However, not all cells in the 

categories make sense in real life. For example, a completely uncertain expert opinion that a 

countermeasure is completely secure makes no sense. Therefore, the opinion triangle is 

mapped to fuzzy verbal categories to rule out those invalid opinions. In Fig. 4.2, the black 

cells in the fuzzy verbal categories are valid opinions which are mapped to the opinion 

triangle. The white cells in the fuzzy verbal categories are assumed to be invalid opinions. 

 
Fig. 4.2 Opinion Triangle Mapping on Fuzzy Verbal Categories. 
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Although the opinions can be expressed by different beta distributions [142], it is still difficult 

to choose the most secure countermeasure in some cases. For example, Fig. 4.3 provides two 

cases of countermeasure comparisons. In the upper subplot, beta distribution cumulative 

distribution functions (c.d.f) of countermeasure 1 with expert opinion 2𝐴  and 

countermeasure 2 with expert opinion 9𝐴 are drawn. Clearly, countermeasure 1 is more 

secure than countermeasure 2. In the lower subplot, beta distribution c.d.f. of countermeasure 

1 with expert opinion 4B and countermeasure 2 with expert opinion 5D are drawn. Based on 

these two curves, it is difficult to conclude which countermeasure is slightly more secure than 

the other. 

 
Fig. 4.3 Two Cases Beta Distribution Cumulative Distribution Function of Expert Opinions. 

To overcome such difficulty, in this thesis, the concept of security coverage is proposed. The 

security coverage is obtained by the area covered by the beta distribution c.d.f. curve. The 

smaller the security coverage is, the less secure the countermeasure is. The security coverage 

provides a direct measure of cyber-security based on the experts' opinions. The security 

coverage is denoted as 𝑆𝐶𝑚,𝑛  when authentication scheme 𝑚 and encryption scheme 𝑛 is 

used as cyber-security countermeasure. 

 

4.4.2 Incorporating Cyber-security with QoS 

In this section, a framework that incorporates cyber-security with end-to-end latency is 

presented. As mentioned in section 4.3, computational burden of cyber-security 

countermeasures cannot be neglected. Therefore, the End-to-end latency considering 

computational burden introduced by the cyber-security countermeasure can be formulated 

as: 

latency comm secT T T= +  (4.1) 
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where 𝑇𝑐𝑜𝑚𝑚  is the time a packet spends in the communication networks including 

transmission delay, propagation delay, and queuing delay due to buffering, routing, and 

scheduling [34]. 𝑇𝑠𝑒𝑐 is the computational burden of cyber-security countermeasure. 

For a Smart Grid application, its QoS requirements are denoted as the followings: 

• 𝑄𝑙𝑎𝑡𝑒𝑛𝑐𝑦: the largest latency that the input signal of the application can have. 

• 𝑄𝑃𝑘𝑡𝐿𝑜𝑠𝑠: the maximum rate of packet loss that the application can have. 

• 𝑄𝑅𝑅: the lowest report rate of input signal of the application. 

As mentioned in section 3.1.2, QoS metrics include end-to-end latency, jitter, packet loss. 

The jitter can be converted into latency or packet loss by using a de-jitter buffer [34]. By 

applying de-jitter buffer, packets with low latency wait in the buffer until a pre-set time out 

is reached. The packets with latency that is higher than the time-out are discarded which is 

the same as packet loss from the perspective of the applications. To the application, input 

measurement packets all arrive with a fixed latency (pre-set time out) or discarded in different 

stages of the transmission. For the packets which are discarded, applications can consider 

them as having infinite latency since they are never received. 

The objective of QoS is to assure that 𝑇𝑙𝑎𝑡𝑒𝑛𝑐𝑦 ≤ 𝑄𝑙𝑎𝑡𝑒𝑛𝑐𝑦. Replacing 𝑇𝑙𝑎𝑡𝑒𝑛𝑐𝑦 by equation 

(4.1), it can be obtained as 

sec latency commT Q T −  (4.2) 

where 𝑄𝑙𝑎𝑡𝑒𝑛𝑐𝑦 is assumed to be known from the design or test of applications. Although 

𝑇𝑐𝑜𝑚𝑚 is uncertain and unpredictable by WAMC application, it can be obtained by using 

SDDS as described in Chapter 3. Therefore, the largest available computational burden �̅�𝑠𝑒𝑐 

for a cyber-security countermeasure can be obtained as: 

sec latency commT Q T= −  (4.3) 

Since the computational burden of a cyber-security countermeasure can be classified into 

aleatory uncertainty, it can be modeled as a normal distribution 𝑁𝑚,𝑛(𝜇, 𝜎2) as a general 

approach. Base on the normal distribution of computational burden of a specific cyber-

security countermeasure, the probability of computational burden below the largest available 

computational burden can be determined which can be illustrated by the Fig. 4.4. 
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Fig. 4.4 Normal Distribution Probability Distribution Function and c.d.f. of Computational Burden. 

The upper subplot of Fig. 4.4 is the probability distribution function of the computational 

burden assuming a normal distribution. Its corresponding c.d.f. is drawn in the lower subplot. 

By setting the largest available computation burden as 120𝑚𝑠 as indicated by the dashed line 

in the figure. It can be determined that 80% of packets fulfill the QoS requirement. The rest 

16%  of packets are dropped by the de-jitter buffer. which becomes packet loss to the 

application. In this framework, packet loss is defined as the packet, whose computational 

burden exceed the largest available computational burden, that is therefore dropped by the 

de-jitter buffer. Packets that are dropped in the communication path are considered to have 

infinite end-to-end latency to the application. Therefore, the probability of packet loss can be 

obtained as: 

, ,1 ( )m n m n

PktLoss CB secP CDF T= −  (4.4) 

where 𝐶𝐷𝐹𝐶𝐵
𝑚,𝑛

 is cumulative distribution function of computational burden when 

authentication scheme 𝑚 and encryption scheme 𝑛 is used as cyber-security countermeasure. 

The report rate and packet loss are normally considered as two separate metrics. In GridStat, 

an rate adapter mechanism is used to reduce the data rate from data source to the data rate 

required by the application in order to save communication network resources [21]. However, 

additional packet loss due to the cyber-security countermeasures can jeopardize the 

application. Therefore, in the proposed framework, the probability of packet loss due to a 

cyber-security countermeasure is incorporated with the measurement data report rate 

requirement of applications using the following equation: 

, ,(1 )m n m n

RR DS PktLoss RRE R P Q=  −   (4.5) 

where 𝑅𝐷𝑆  is the report rate of data source, 𝐸𝑅𝑅
𝑚,𝑛

 is expected receiving report rate of the 

application when authentication scheme 𝑚  and encryption scheme 𝑛  is used as cyber-

security countermeasures. The expected received report rate should be at least 𝑄𝑅𝑅. 
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To a data source, its data report rate 𝑅𝐷𝑆 is fixed. Therefore, the report rate requirement of 

the application can be converted to the requirement on the packet loss rate as follows: 

, 1m n RR
PktLoss

DS

Q
P

R
 −  (4.6) 

Applying (4.4) into (4.6), the largest available computation burden can be used to check if a 

countermeasure can be used for the data link using condition: 

, ( )m n RR
CB sec

DS

Q
CDF T

R
  (4.7) 

4.4.3 Adaptive Cyber-security Scheme 

The adaptive cyber-security scheme proposed in this thesis is formed as an optimization 

problem. The objective function is to maximize the security coverage of data links for Smart 

Grid applications which can be written as following: 

 , ,

,

maximize max

subject to ( ) 1

m n m M n N

m n RR
CB sec

DS

SC SC

Q
CDF T

R

 
=

 −

 (4.8) 

where 𝑀 is a set of authentication algorithms and 𝑁 is a set of encryption algorithms. 𝑀 and 

𝑁 are considered for the data link. The normal distribution of the computation burden of a 

cyber-security countermeasure can be obtained by conducting offline tests. Security 

coverages of each cyber-security countermeasure is fixed once the experts' opinion on it has 

been determined, Therefore, pre-processing is done to map the countermeasure with highest 

security coverage to each largest available computational burden as shown in Fig. 4.5. 

The QoS requirements of Smart Grid application and data source report rate are imported to 

the process. Based on the results of offline computational burden test, 𝐶𝐷𝐹𝐶𝐵
𝑚,𝑛(�̅�𝑠𝑒𝑐) for each 

countermeasure are obtained. Security coverage of each countermeasure are calculated based 

on the experts' opinions. By using 𝐶𝐷𝐹𝐶𝐵
𝑚,𝑛(�̅�𝑠𝑒𝑐)  and security coverage of different 

countermeasures, an iterative process is performed to obtain the optimal security coverage 

for different available computational burden cases. In each iteration, countermeasures that 

failed to fulfill the report rate requirement of the Smart Grid application are ruled out. Among 

the remaining countermeasures, the one with highest security coverage is selected for the 

available computational burden case. The output of the pre-process of adaptive cyber-

security scheme is the mapping of countermeasures to each available computational burden 

case to be used online in operation. 

The adaptive cyber-security scheme is deployed based on the SDDS presented earlier as 

shown in Fig. 3.6. The QoS requirements of applications are sent by the application side SPs 

to the data source side SPs. Based on the result of pre-processing, the data source side SPs 

select the corresponding authentication and encryption algorithm for the data. The 
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application side SPs decrypt the received package and validate the authentication using the 

corresponding algorithms before forwarding the data to the applications. 

 
Fig. 4.5 Pre-process Work Flow of Adaptive Cyber-security Scheme. 

4.4.4 Result and Discussion 

To prove the concept, a case study has been performed. The testing Smart Grid application 

is the same POD controller as described in section 3.4.3. One POD control block is 

considered at a time. In this section, the POD controller using active power flow measurement 

at 8Bus  is considered for the case study. To obtain the QoS requirements of the POD 

controller, iterative simulations have been performed to obtain the requirement on report rate. 

The latency requirement on input signal has been determined in the case study reported on in 

section 3.4.3. In consideration of safety margins, the QoS requirements of the POD controller 

is listed in Table 4.1. 
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Table 4.1: POD controller QoS Requirements 

QoS Metrics QoS Requirements 

End-to-end Latency Less than 200ms 

Packet Loss Less than 20% 

Different combinations of encryption and authentication algorithms are considered as 

potential cyber-security countermeasures for the POD controller. Authentication algorithms 

include MD5, SHA256, and SHA512. Encryption algorithms include DES, Triple DES, AES, 

and RSA. The details of these algorithms can be found in [73]. 

As described in Paper V, the normal distribution of the computational burden of each cyber-

security countermeasure are obtained by offline tests on a Raspberry Pi Model B (with 

Processor: ARM1176JZF-S 700MHz; RAM: 512MB; Computational Power: 0.041 

GFLOPS). The Raspberry Pi was chosen as the implementation platform since its 

computational capability reflects real implementation in substation devices such as RTUs, 

IEDs, PMUs, or Substation Gateways. By running authentication, encryption, decryption, 

and validation algorithms 10000 times for each countermeasure, mean value and standard 

deviation can be obtained as listed in Table 4.2. 

 
Table 4.2: Normal Distribution Parameters for Computation Time (in millisecond) 

 AES DES TripleDES RSA 

SHA512 
  30.15 29.92 65.71 520.11 

2  48.13 24.96 18.36 184.55 

SHA256 
  11.23 25.21 62.08 551.36 

2  5.65 15.48 16.87 199.26 

MD5 
  8.73 22.53 54.84 527.69 

2  5.75 15.78 12.49 208.89 

The computational burden cumulative distribution function of each cybersecurity 

countermeasure can be drawn in Fig. 4.6. 

 
Fig. 4.6 Computational Burden c.d.f. of Each Cybersecurity Countermeasure. 
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The experts' opinions on security coverage of each countermeasure are listed in Table 4.3. 

And the security coverage based on the experts' opinions can be calculated as listed in Table 

4.4. 

 
Table 4.3: Expert Opinions on Security Coverage 

 AES DES TripleDES RSA 

SHA512 3B 6B 5C 2A 

SHA256 4C 7B 7C 4B 

MD5 6C 8B 8C 5C 

 
Table 4.4: Expert Opinions on Security Coverage 

 AES DES TripleDES RSA 

SHA512 0.72 0.42 0.50 0.84 

SHA256 0.60 0.32 0.30 0.62 

MD5 0.40 0.22 0.20 0.50 

 

Based on the pre-process work flow, mapping of the largest available computational burden 

and the countermeasure which provides optimal security coverage can be obtained. 

 
Fig. 4.7 Security Coverage, Countermeasure, and Packet Loss Probability vs. Largest Available Cyber-security 

Computational Burden. 

Fig. 4.7 illustrates the results of pre-processing. The top subplot shows the security coverage 

increasing when largest available computational burden is increased. It is because when the 

largest available computational burden is increased, countermeasures with higher security 

coverage but higher computational burden can be used. The middle subplot indicates that 
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MD5 with AES (as index 3) is used when the available computation time is between 15ms  

and 16ms ; SHA1 with AES (as index is 1) is used when the available computation time is 

between 17ms  to 72ms ; and SHA256 with AES is used when the available computation time 

is more than34ms . The bottom subplot shows the packet loss rate is always kept below or 

equal to 20%  as desired by the POD controller. However, when the largest computational 

burden is less than 15ms , none of the cyber-security countermeasure can fulfill the 

requirements. Therefore, the link is left unprotected and the bottom subplot is meaningless 

in that case. It can be also found that although the countermeasure with SHA512 and RSA 

provides the highest security coverage, it is not used since its computational burden violates 

the QoS requirements of the POD controller. 

 

4.4.5 Findings in related to the research questions 

Cyber-security countermeasures can introduce computational burden which increases the 

end-to-end latency to the time critical data. However, properly selected cyber-security 

countermeasure can avoid the violation of the end-to-end latency requirements from the 

smart grid applications. The proposed adaptive cyber-security scheme is able to assure the 

end-to-end latency performance to the smart grid applications by adaptively switching the 

cyber-security countermeasures. 
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Chapter 5 

5. Conclusion and Future Work 

In this thesis, several challenges to time critical data quality assurance for power system 

control applications are presented and addressed. The four main data quality attributes of 

time critical data quality studied are accuracy, information resiliency, security, and latency. 

Due to their interdependence, the objective of this thesis is to find mechanisms that consider 

their interactions to assure time critical data quality to Smart Grid Applications. The thesis 

focuses on the interactions of three pairs of time critical data quality attributes: information 

resiliency and accuracy, information resiliency and latency, and security and latency. The 

adaptive mechanisms are proposed to address them. 

5.1 Contributions 

The contributions of this research are summarized by the following findings and 

corresponding adaptive mechanisms: 

Finding 1: Information resiliency can improve data accuracy in real-time. 

Substation level adaptive data source selection mechanism: 

This mechanism takes the advantages of data availability to increase the data accuracy in 

digital substations. A linear WLS based bad data detection is proposed at substation level to 

remove bad data and improve accuracy of measurements used by applications. Since it is 

based on sampled values (SV), it can be realized as plug and play on the process bus in the 

substation. Since it adaptively selects measuring CT or protective CT as input signals, the 

output signals is free of saturation which reduces the risk of incorrect configuration of data 

link for functions with different purposes such as measuring or protection. 

Finding 2: Information resiliency can enhance latency assurance. 

Adaptive data link configuration:  

This mechanism is able to use the data availability in wide area systems to enhance the 

latency assurance for the Smart Grids applications. It is based on a Stateful Data Delivery 

Service which provides the data link information to the application level. Based on the state 

of the data link, especially when the data link failure occurs, applications can adaptively 

switch data sources in order to ensure their control performance. 

Finding 3: Security mechanism can minimize its impact on latency. 

Adaptive cyber-security scheme:  

This mechanism is focused on the trade-off between cyber-security and end-to-end latency 

requirements of the Smart Grid applications. Since the computational burden of cyber-

security countermeasure is not negligible, a framework is proposed to incorporate cyber-

security with end-to-end latency requirements of the Smart Grid applications. The security 

coverage is proposed as a metric to provide a numeric representation of experts' opinions on 

how secure a cyber-security countermeasure is. Based on these, an adaptive cyber-security 

scheme is proposed to ensure the computational burden of the cyber-security countermeasure 

fulfills the end-to-end latency requirements of the Smart Grids applications meanwhile 

achieve the optimal security coverage. 
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Based on the contributions stated above, the contribution of this thesis can be summarized as 

development and verification of adaptive mechanisms that improve the data accuracy using 

increased information resiliency in todays and future power systems. The adaptive 

mechanisms can also enhance the latency assurance to the Smart Grids applications using 

information resiliency in wide area control. In addition, the adaptive mechanisms can help 

incorporating the trade-off between cyber-security and latency requirements from the Smart 

Grids applications. 

5.2 Future Work 

Regarding data accuracy improvement within substations, the method proposed in this thesis 

has the assumption that fault occurs outside of substations since the faults inside substation 

violates the Kirchoff's current law. However, since the pseudo measurements are used for the 

total injection current on a node as zero and weight assigned on them are high which limits 

the bad data detection performance when the fault occurs on nodes. Therefore, a possible 

future work on this topic can be used to localized the fault within the substation by assigning 

reasonable weight on these pseudo measurements and check their residuals. Another possible 

future work on this topic is introducing measurements from neighbor substations to increase 

the redundancy measurements to the algorithm. The non-linear relation between the 

measurements at both ends of the transmission line must then be considered. 

Regarding the adaptive data link configuration, two possible future work can be foreseen. 

The first one is control signal phase shifting when input signal is switching. From Fig. 3.12, 

it can be observed that when the input signal is switched from the one to the other, a small 

disturbance is introduced where the oscillation magnitude is increased even if it is soon 

damped. This can be improved by comparing the phase angles of different oscillation signals. 

Another possible future work on this topic is communication network optimization. Since in 

power systems, lots of utilities own their own communication infrastructure. In such cases, 

by using data delivery services such as SDDS and GridStat, data links and their QoS 

requirements are all known to the overlay control systems. Based on the resources of the 

communication infrastructure, optimized data delivery can be achieved. In this thesis, test 

packets are used to obtain the alternative data link information. However, its accuracy 

depends on the usage of communication network resources and size of test package. Since 

the network resources can also be observed, test packages can be replaced by other data link 

performance monitoring method. 

Finally, to verify the proposed adaptive mechanisms on a co-simulation environment, which 

combines the power system simulator and communication system simulator, can help 

proving the concepts. This is also a step towards practical implementation.  
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