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In the name of Allah,
who is the God who is the greatest, than the computer science, computations, logic
and all the world.

“Praise is due to Allah whose worth cannot be described by speakers, whose
bounties cannot be counted by calculators and whose claim (to obedience) cannot
be satisfied by those who attempt to do so, whom the height of intellectual courage
cannot appreciate, and the divings of understanding cannot reach; He for whose
description no limit has been laid down, no eulogy exists, no time is ordained and
no duration is fixed. He brought forth creation through His Omnipotence, dispersed
winds through His Compassion, and made firm the shaking earth with rocks.”

“He is a Being, but not through phenomenon of coming into being. He exists
but not from non-existence. He is with everything but not in physical nearness.
He is different from everything but not in physical separation. He acts but without
connotation of movements and instruments. He sees even when there is none to be
looked at from among His creation. He is only One, such that there is none with
whom He may keep company or whom He may miss in his absence.”

Ali-Ibn Abi Taleb
Nahjul Balagha

To Imam Mahdi, The Twelfth Imam

O secret of God! No doubt indeed!
God! O God! Send him please!
You are the light, reflector of unseen!
God! O God! Send him please!
This night of separation,
May it end soon dear!
May it end and you - soon appear!
God! O God! Send him please!
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Abstract

This thesis concerns applications of learning-based testing (LBT) in the
automotive domain. In this domain, LBT is an attractive testing solution,
since it offers a highly automated technology to conduct safety critical require-
ments testing based on machine learning. Furthermore, as a black-box testing
technique, LBT can manage the complexity of modern automotive software
applications such as advanced driver assistance systems. Within the auto-
motive domain, three relevant software testing questions for LBT are studied
namely: effectiveness of requirements modeling, learning efficiency and error
discovery capabilities.

Besides traditional requirements testing, this thesis also considers fault in-
jection testing starting from the perspective of automotive safety standards,
such as ISO26262. For fault injection testing, a new methodology is devel-
oped based on the integration of LBT technologies with virtualized hardware
emulation to implement both test case generation and fault injection. This
represents a novel application of machine learning to fault injection testing.
Our approach is flexible, non-intrusive and highly automated. It can there-
fore provide a complement to traditional fault injection methodologies such
as hardware-based fault injection.
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Sammanfattning

Denna uppsats handlar om tillämpningar av inlärningsbaserad testning för
fordon. Inlärningsbaserad testning är lämpligt för fordon eftersom sådan test-
ning möjliggör i hög grad automatiserad testning av säkerhetskritiska egen-
skaper baserat på maskininlärning. Som en testningsteknik betraktad som en
svart låda kan inlärningsbaserad testning hantera komplexiteten i moderna
fordons mjukvaruapplikationer så som avancerade förarassistanssystem. Tre
relevanta frågor för inlärningsbaserad mjukvarutestning inom fordonsindu-
strin betraktas: kravmodelleringseffektivitet, inlärningseffektivitet och felupp-
täckter.

Denna uppsats betraktar utöver traditionell testning också testning base-
rad på felinjicering utifrån fordonssäkerhetsstandarder, som exempelvis ISO26262.
En ny metodik har utvecklats som baserats på inlärningsbaserat testning och
emulering av hårdvara för att implementera både testfallsgenerering och felin-
jecering. Detta är en ny användning av maskininlärning för testning baserad
på felinjicering. Ansatsen är flexibel, smidig och i hög utsträckning automa-
tisk. Den kan därför vara ett komplement till traditionella felinjeceringsme-
toder som exempelvis baserats på hårdvara.
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Chapter 1

Introduction

Within the automotive electronics and control domain, the trend in recent years
has been towards handing more safety-related functionality to embedded systems,
especially electronic control units (ECUs) [92]. These are termed safety-critical em-
bedded systems, because their malfunction can lead to hazardous situations where
the safety of drivers or other road users is compromised. Already today, not only
premium segment cars, but also series-produced vehicles carry dozens of operational
ECUs realizing hundreds of proactive and driver assistive features (e.g., adaptive
cruise control, steer-by-wire, brake-by-wire, collision avoidance). The software typ-
ically contains roughly 100 million software lines of code (SLOC) which is many
times larger compared with modern fighter jets and some commercial airplanes and
is indeed very complex [31].

In addition, with the advent of V2V (Vehicle-to-Vehicle) and V2I (Vehicle-to-
Infrastructure) communications [14] which provide interaction between road users,
automotive safety-related systems are destined to become collaborative; and there-
fore, even more complex. These wireless communication infrastructures allow motor
vehicles and other road users to prevent accidents by transmitting data (e.g., posi-
tion and speed) over a network and take preemptive actions such as braking. The
safe cooperation of such systems relies not only on the individual traffic agents but
also on their collaboration and the wireless communication network. Automatic col-
laborative safety scenarios are introduced to address the verification challenges of
cooperating traffic agents. One initiative is the SafeCOP project [101] with the aim
to provide an approach to the safety assurance of cyber-physical systems-of-systems
(e.g., cooperative vehicle platoons) using wireless communication.

The development costs associated with software and its controlled electronics
can amount up to 40% of the overall vehicle’s price [18]. This significant cost is
still preferable and superior to the expenses and losses imposed on OEMs (Original
Equipment Manufacturer) and other affected parties due to issues in ECU software
or hardware after production. Hundreds of thousands of automotive recalls are
issued annually, that are related to unforeseen scenarios or testing imperfections.

3



4 CHAPTER 1. INTRODUCTION

Figure 1.1: The common architecture of embedded systems

Given the Honda [8], Toyota [31] and Jaguar [30] cases, in some extreme environ-
mental conditions hardware malfunctions could potentially give rise to faults in
the ECU software. This evidence highlights the importance of safety analysis and
comprehensive testing of embedded software to capture the anomalies and avoid
such tremendous costs.

An embedded system with its architecture simplified in Figure 1.1, is composed
of three central units, namely sensors, processors, and actuators (e.g., a fuel sensor,
an ECU, and an electric pump). However, such a system in practice includes other
hardware components (e.g., power supply) to provide reliable operating conditions
for the main parts. Another common classification is to divide embedded systems
into embedded hardware and embedded software sub-systems and study them sep-
arately. In the context of this thesis, the term system refers to an embedded system
or its respective sub-systems unless otherwise stated.

Faults are defects within a system which may cause an error to occur [109].
Errors are incorrect states in the system which may lead to deviations from the
required operation. Finally, failures are the events when incorrect states prevent
the system from delivering its required service. Even the slightest failures in safety-
critical systems can be catastrophic and should be avoided. One possible solution
to accomplish safety is to develop such systems according to the recommendations
of the current best practice standards. For example, ISO 26262 [9] (the tailored
automotive version of IEC 61508 [7]) is a functional safety standard for the so-
called E/E (electrical/electronic) systems over the life-cycle of a vehicle. ISO26262
specifies the methods that are utilized in the V-model of development to reduce
risks and improve the safety of vehicular embedded systems. Testing is a signifi-
cant validation activity that expands over all the verification phases, including the
software, hardware, and system levels. In particular, the standard highly motivates
the application of requirements-based testing as an approach to look for anomalies
and check compliance with specified requirements [9].

Intuitively, requirements testing can be defined as an approach that revolves
around requirements to derive preconditions, test data, and post-conditions of a
test case. Hence, it can verify test results when the expected and actual behavior of
a system under test match each other. One primary concern of requirements-based
testing is how to generate test cases that cover the preconditions and postconditions
of requirements. In addition, precise requirements modeling is also a major concern,
since many safety issues are related to incompleteness or omissions of requirements.
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Various formal notations have been proposed over the years to reduce the ambi-
guity of natural language texts and provide support for requirements analysis and
testing; an extensive survey is [61]. Most of the related work in the literature has
been devoted to the application of temporal logics [50] in formalizing behavioral
safety requirements since these are expressive enough to describe most properties of
continuous and reactive systems. Other requirements modeling approaches such as
Live Sequence Charts (LSC) [59], Specification Pattern System (SPS) [42] and its
real-time extension RTSP [75], have also been shown to be applicable, for example
in the automotive domain.

Temporal logic reasons about events in discrete time where time is not bound
to any specific scale. In other words, the aim is to describe the partial order
of events beyond their exact time values. Temporal logic, especially linear time
(LTL) and branching time (CTL), have been widely studied for the verification of
industrial systems [103]. For example, in [74], it is shown that almost 90 percent of
automotive embedded software requirements are formalisable using linear temporal
logics (LTL).

Within safety engineering, there is no completely fault-free system because com-
plete elimination of faults is impossible due to wear, aging and other effects [109].
Instead, safety-related systems are developed with additional measures to manage
faults and future failures. These measures are sometimes referred to as “safety
mechanisms” with the aim to detect, avoid, remove or tolerate faults and keep sys-
tem failures at an acceptable level. Usually, a combination of these mechanisms is
applied to achieve satisfactory results. It is usually the case that a system possesses
a set of output states that are considered “safe”. These can be for example dis-
abling the airbag system in case of anomalies, if this is identified to be safer than
an improper deployment of the airbag which may cause serious injuries. Therefore,
safety mechanisms can put the system in a safe state until the fault is removed and
the error is fixed.

However, a majority of highly critical systems do not possess a safe state but
must tolerate the presence of faults and continue their operation properly. For
example, a vehicle must maintain its ability to brake and steer even under the
influence of faults. These “fault-tolerant” systems are designed to be robust (i.e.,
resilient against runtime errors) and be able to handle several possible temporary
or permanent failures (e.g., hardware-related faults, I/O and memory errors) [109].
Validating the robustness of such systems requires considering two major factors,
i.e., a set of requirements specifying the desired behavior of the system in all operat-
ing conditions and a method to analyze faulty scenarios and exercise the correctness
of requirements under the influence of faults. One approach is to inject faults dy-
namically and/or simulate their effects to test error handling mechanisms as well
as the robustness of the system under study.

Learning-based testing (LBT) [81] is a paradigm for fully automated black-box
requirements testing that combines machine-learning with model-checking. What
LBT offers, firstly, is to dynamically learn a state machine representation of the
software under test (SUT). This reverse engineered behavioral model is then model-
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checked against formalized safety-critical software requirements to evaluate their
compliance or else construct counterexample test cases, violating the requirements.
Using this technology, high test throughput, improved reliability, and high coverage
can be achieved, while at the same time achieving a shorter testing time at a lower
cost compared to manual testing.

In this thesis, these claims are evaluated on real-time safety-critical applica-
tions, such as can be found in the automotive sector, which typically have low test
latency1 [74]. Our work also gives insight into questions of technology transfer for
the automotive sector. However, like any new testing technology, there is a need to
consider how it can be integrated with existing software quality assurance (SQA)
methods. Furthermore, for safety-critical systems, at least a semi-formal specifica-
tion of safety requirements is highly recommended by ISO 26262. Given the rapid
pace of technological and regulatory change within the automotive sector, the im-
pact of research on behavioral modeling and testing is therefore potentially quite
high.

1.1 Problem Formulation

According to ISO26262 [9], requirements testing and fault injection/insertion (FI)
are highly motivated for ECU software, especially at automotive software integrity
levels (ASILs) C and D. In practice, however, the automotive sector has faced sev-
eral challenges to properly perform these tests. On the one hand, the rapid progress
in the development of advanced automotive embedded systems brings more com-
plexity to the verification of safety-critical functionality. This complexity represents
a great bottleneck for manual validation and verification methods that still are com-
mon practice in the industry. What concerns the software quality assurance (SQA)
community is that any test oracle needs to be fully automated and reliable. Hence,
automating the process of requirements-based testing is necessary also for scala-
bility to large test suits. These needs can be met by applying precise behavioral
modeling formalisms to represent test requirements. Then, given an automated
oracle and an executable version of the SUT, it is possible to conduct fully auto-
mated behavioral requirements testing. This not only saves a lot of time and effort
to conduct the experiments but also increases the efficiency and the accuracy of
results.

Therefore, the first question addressed in this thesis is: how mature is the state-
of-the-art in automated testing technology for the problem of behavioral requirements
testing in the automotive sector? In the context of this problem domain, we consider
LBT as a potentially useful method to tackle these problems.

On the other hand, there is a large gap between the design stage of an embedded
system and the stage in which FI is performed. FI tests are usually performed very
late in final development stages with limited scope and coverage, e.g., in hardware-
in-the-loop (HIL) testing and targeting only ECU pins. Injecting faults into embed-

1By test latency we mean the average time to execute a single test case on the SUT.
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ded systems involves several challenges which could affect the corresponding testing
results. One key aspect is the representativeness of the injected faults compared to
reality. In other words, to what degree does an intentional corruption of hardware
or software replicate a real fault scenario?

Another concern is whether FI is intrusive, which means, for instance, that fault
insertion (injection) requires target software or hardware to be modified. Also in
some cases, permanent damage to the hardware is inevitable, which is costly and
therefore limits the scope and applicability to particular cases. In the automotive
industry, realistic fault insertion is performed using HIL-rigs which control the ECU
environment to avoid any damage to the hardware. Furthermore, an HIL rig, which
includes a mock-up of electronic and electromechanical vehicle components, is an
expensive and limited resource in the industry that becomes a bottleneck during
testing.

Most of the techniques and tools proposed in the literature for FI usually focus
on providing means and infrastructures to assist controlled occurrences of faults
[69, 22, 95]. However, less effort has been devoted to the problem of automating
the insertion process and measuring the coverage of generated tests [113]. In some
cases, FI tests are manually created by a system test engineer to cover corresponding
requirements [77, 119, 110]. Hence, this aspect is also open to further research.

Simulation-based fault injection (SFI) is an efficient approach in the literature
to tackle representativeness, intrusiveness and the risk of damage problems [95, 48].
Furthermore, there is a growing trend towards more agile FI testing using modern
hardware virtualization technology such as the Quick Emulator QEMU [20], as
we will discuss in Section 7.2. This emerging paradigm offers initial support for
the plausibility of a theory to introduce virtualized HIL-rigs (VHIL rig) as a new
approach to perform FI testing during the development of ECU software. However,
two further questions remain to be answered concerning: (1) how to generate large
test suites and test verdicts automatically and exploit the additional test throughput
of a VHIL rig; (2) how to formalize safety requirements and systematically model-
check their validity under the influence of a large combinatorial set of faults?

Despite many positive results in recent works on FI (see Section 7), the problems
of requirements modeling, test automation, and combinatorial FI are either not
recognized or inadequately addressed. One practical solution to fill these gaps
in the idea of a VHIL rig which integrates advanced technologies of automatic
software requirements testing with hardware virtualization. Many virtualization-
based (VFI) approaches (e.g., [52, 77, 55, 19]) rely on QEMU which seems to
offer a promising technology for hardware virtualization. With the help of its
strong dynamic binary translation (DBT) engine, QEMU can virtualize various
guest hardware and run unmodified software on the host machine. Also, it provides
an effective trade-off between simulation speed and realistic results.
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1.2 Main Contributions of the Thesis

There is relatively little case study material published about black-box require-
ments modeling for the automotive sector. This thesis investigates the behavioral
modeling languages and test functionality provided by LBT tools and proves these
are a good match to the automotive domain. We strongly believe that requirements
modeling is a subject which, just like coding, can be learned by looking over the
shoulders of requirements engineers and reusing existing solutions on new products.
To answer the central question about the usefulness of LBT in the automotive do-
main, a collection of automotive case studies with diverse ECU applications are
tested using the LBT tool LBTest [89] and presented in [74]. In this preface, a
summary of this approach is given which could also serve a pedagogical purpose.

For FI and test automation, LBT is potentially an interesting approach. In
this thesis, we present a new methodology for VFI testing by combining hardware
emulation with LBT. This represents a novel application of machine-learning to
fault injection testing and hardware virtualization, requirements testing and model
checking to manage FI campaigns. Moreover, using LBT in this context is attractive
since it offers a promising automated technology to examine the behavior of the
SUT even in corner-cases and manage the complexity of combinatorial faults.

In summary, the main contributions of the present work are:

1. an evaluation of LBT to automatically testing behavioral requirements on
safety-critical applications;

2. a study of the ease of modeling informal behavioral requirements using tem-
poral logic, and the success rate of LBT in finding known and unknown errors;

3. a new methodology for automated FI testing of safety-critical embedded sys-
tems based on formal requirements modeling, machine-learning and model-
checking;

4. a toolchain based on integrating the QEMU hardware emulator with the GNU
debugger GDB [1] and the LBTest requirements testing tool [89];

5. tool evaluation results on two industrial safety-critical ECU applications,
where previously unknown FI errors were successfully found.

1.3 Thesis Outline

This thesis is organized into two parts. The first part presents the necessary frame-
work to understand the results and provides a summary of the included papers.
Part I includes Chapter 2 which presents the ideas of LBT; Chapter 3 discusses
the principles of finite automata theory and the active automata learning used in
LBT; Chapter 4 briefly addresses the model-checking problem for LBT; Chapter 5
investigates the viability of LBT for the automotive domain; Chapter 6 summarizes
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the fault injection techniques for safety critical embedded systems and introduces a
new approach to FI using LBT and a virtualized environment in QEMU; Chapter
7 gives a literature survey of the discussed material; Chapter 8 provides a summary
of the two included papers; Chapter 9 presents concluding remarks. The second
part includes two papers of the author.





Chapter 2

Learning-based Testing

In this chapter, we review some fundamental aspects and theoretical principles
of learning-based testing (LBT) as these have been utilized in the research tool
LBTest. After surveying the basic principles and a concrete implementation of the
method, we emphasize some recent directions and applications of our approach.

2.1 Overview

Testing is a collection of processes or activities to dynamically verify the actual
behavior of a program against its expected behavior, given a suitably selected finite
set of test cases from the infinite execution domain [25]. From the above perspective,
we could derive four main features of testing highlighted here:

• Dynamic. Unlike static verification methods such as symbolic execution or
static program analysis, a significant feature of software testing is that it can
give a record of the SUT’s real-time dynamic behavior.

• Finite Selection. Exhaustive testing in practice means to consider all possible
combinations of input values. This may be an infinite collection, and so
complete testing is usually not feasible in any finite time. Therefore; tests
have to be carefully and finitely selected to improve coverage criteria (see
ahead).

• Expected behavior. Testing aims to reveal the undesired behavior of the
SUT. The expected behavior has to be defined as a set of requirements, and
an oracle is needed to judge whether a test is a failure or not at the point
where test results are observed.

Some Testing Terms and Definitions
Consistent terminology is the key to avoid confusion of terms in the literature.
In this work, we will follow the IEEE Standard Glossary of Software Engineering

11
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Terminology [5].

• Fault. A fault is a defect in the system. It could be any mistake in the struc-
tural information such as source code, architecture or requirements. Some-
times also informally referred to as a bug.

• Error. A corrupted state or an incorrect result (e.g., a wrong variable value).
Errors are prone to evolve and magnify during design, implementation and
execution phases.

• Failure. When the component or the system fails to perform its expected
function.

• Test Case. A set of carefully selected values from the input domain together
with setup, tear-down and the expected test results to meet a particular test
objective such as to cover a particular program path or to validate compliance
with a specific requirement.

• Test Suite. A set of several test cases executed in a sequence with the
intention to evaluate some predefined set of behaviours of a software program.

• Verdict. A verdict is a statement such as a pass or fail about the outcome
of a test case execution relative to the expected results.

• Oracle. An external source to the system that makes verdict statements for
the software under test.

• Coverage. Is the measured percentage of an entity or a property that has
been tested by the test suite. Examples are code and requirements coverage.

• State Space. In a transition system or a program, state space refers to the set
of states to be analyzed during a computation. This may be extremely large
which can cause problems for exhaustive search algorithms such as model-
checking that need to examine all possible paths (execution sequences) in
search of a counterexample to the requirements.

Testing Opacity
Traditionally, testing techniques are classified based on the visibility of the source
code when test cases are designed. Glass(white)-box, black-box, and grey-box are
the three main classifications among the testing community [91]. Here, the “box”
represents an SUT while the opacity, whether white, black or grey, determines
the visibility level of the structural and internal details of a given system. From
this perspective, the white-box approach (a.k.a., structural testing) evaluates the
content (e.g., data structures, source code) of a software implementation, whereas
black-box testing searches for problems in the behavior of the SUT to judge the
quality and correctness of the box. This means that in black-box testing, the tester
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requires no additional information about the structure of the SUT to generate test
cases. Grey-box testing lies in between the two previously mentioned methods
where to some extent there is some visibility of the SUT internal structure.

White-box testing has some issues. For example, it is hard to discover missing
code (i.e., unimplemented requirements), since its methods are mainly concerned
with existing program lines and paths. Combinatorial explosion is another common
issue due to the exponential growth of reachable paths when loops are combined
with conditional statements in the program.

On the other hand, black-box testing is not an ultimate stand-alone evaluation
method but is complementary to white-box testing. When combined together,
these approaches often intensively exercise use case or corner case scenarios, which
requires a significant volume of test cases. Hence, they usually provide valuable
quality assurance measures.

Since glass-box tests are derived from (complete) structural information about
an SUT, test coverage can easily be inferred based on the identified portion of the
software that has been evaluated. However, this information is not available in a
black-box setting and the adequacy of a test suite, due to the unknown state space,
cannot be precisely determined. In most cases, only an estimation of black-box test
coverage can be obtained. This can be, for example, the degree to which a generated
test suite covers and tests a design specification or, an equivalence checking measure
of convergence between an approximated model and the SUT. Finally, a given test
suite may demonstrate different black-box and white-box coverage figures because
the amount of implemented source code for each functionality is not necessarily
directly proportional to the demonstrated behaviors.

2.2 LBTest: from a black-box method to a test tool

Learning-based testing (LBT) [86] is a fully automated search heuristic for software
errors guided by analogies between the processes of learning and testing. It is a novel
black-box requirements testing approach that combines active machine learning
with model-based testing [27]. For this reason, LBT can be termed model-based
testing without a model.

In fact, the basic idea of LBT is to infer or reverse engineer a state machine
representation of the SUT from test cases using deterministic model inference algo-
rithms [40]. This process of inductive inference constructs a sequence of increasingly
accurate models M1,M2, ... that potentially contain unobserved errors of the SUT.
Therefore, we need to statically analyze the models and generate extra test cases
that discover potential SUT failure cases.

Model analysis can only identify potential system anomalies (e.g., counterexam-
ples). Hence, to distinguish real test failures, the corresponding test cases have to
be executed on the SUT. The result at this stage may either be: (i) a true negative
(an SUT error), or (ii) a false negative (an artifact of an incomplete model). Hence,
an equality test is required to compare the SUT response with the predicted faulty
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behavior from the model and generate a pass/fail test verdict. Finally, each true
negative can then be returned to the test engineer for post-mortem analysis.

Various approaches exist to analyze models of which model-checking (see, e.g.,
[36]) is a promising technique to simplify the process of test verdict generation.
Model-checking usually requires an external reference model to evaluate the cor-
rectness of the SUT learned model against it. This is done by searching for any
mismatch between the two models and reporting anomalies as counterexamples. A
reference model can be, e.g., a test requirement formalized into a machine-readable
format. For example, temporal logic (e.g., propositional linear temporal logic PLTL
[43]) which is a widely used formal requirements language in many model-checkers.
The advantage of PLTL is that test cases can be conveniently derived from gener-
ated counterexamples.

In LBT, observations are made at runtime either by a simulation environment
(e.g., software-in-the-loop SIL, hardware-in-the-loop HIL) or field testing. For scal-
ability to large problems, all testing processes are fully automated. In particular,
test case and verdict generation activities are automated by interleaving active ma-
chine learning, model-checking, and equality testing queries [94]. Also, by means
of equivalence checking, test progress or coverage are measured automatically. The
latter can be quantified as an estimation of the convergence between the partial
learned model and a behaviorally equivalent (complete) model of the SUT. This
will be discussed in Sections 3.4 and 5.2 in more detail.

The soundness and completeness of LBT rely on the soundness and completeness
of the utilized learning and model-checking methods. For example, the capability of
an automata learning algorithm to converge is not always theoretically guaranteed,
especially when the algorithm is based on some optimisation methods (see, e.g.,
[21]), but convergence is guaranteed for most automata learning algorithms, e.g.,
L* [15]. On the other hand, converging to a final complete model for a large complex
system does not seem to be practical within a reasonable time frame (e.g., due to
the need for infeasibly large datasets, etc.). To tackle these problems, LBT makes
use of incremental learning algorithms where partial approximate models of the
SUT evolve in small steps.

An efficient tool architecture to realize the ideas of LBT is shown in Figure
2.1. This architecture is a basis for the implementation of the LBTest tool which is
used in several case studies [46, 88, 74, 84] to evaluate different features of an LBT
approach. The inner feedback loop in Figure 2.1 between the SUT and learning
process is to refine each approximated model Mi iteratively until it converges to
a well-defined model. Another (outer) loop is formed around the model-checking,
learning, equivalence checking and the SUT processes. This loop is used to analyse
a partially converged model against a test requirement and execute a potentially
generated counterexample on the SUT to construct pass or fail verdicts. Finally,
the stochastic equivalence checker characterizes the coverage features of the final
model Mfinal and reports the results for post-mortem analysis.

LBTest provides an automated test technology that is suitable for reactive sys-
tems, such as embedded software. It eliminates the need to maintain and up-
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Figure 2.1: LBTest architecture

date models of software during development. LBTest generates abstract test cases
based on user-specified symbolic data types defined in a particular configuration
file. These abstract tests need to be mapped to concrete test cases with respect
to the actual SUT API. The communication wrapper is the software component
to handle this mapping task (see Figure 2.1). It acts as an adaptor to build a
test harness around the SUT, sends test stimuli and returns SUT observations to
LBTest.

The current version of the tool relies on the symbolic model verifier language
(SMV) to represent the inferred models and a loosely integrated SMV checker
NuSMV [32]. Two criteria let a user stop a test process, either using a bound on the
test time or the number of partially converged learned models. These constrain the
testing time while obtaining a model with desired size and convergence measures.
However, LBTest may decide to terminate testing earlier when no further model
improvements are made. In short, this means that LBTest assumes it has reached
a complete model where all states are known.





Chapter 3

Algebraic Automata Theory

State machines (automata) are mathematical models that can be used to describe
and analyze the dynamic behavior of a diverse group of reactive systems (e.g.,
embedded systems, control algorithms, digital circuits, telecom protocols, etc.) in
an accurate and unambiguous way. They also have a connection to formal language
theory by acting as language recognizers. What follows is an introduction to specific
types of automata that attempts to discuss the essential concepts involved in LBT.

3.1 Overview

A state machine is a transition system (a graph) composed of sets of states (Q =
{q0, .., qn}) and transitions (qi → qj) that can occur between states. The states
encode the status of the machine in each situation and transitions specify to which
state it should switch when reacting to an input value. If the number of states
and transitions is bounded, it is called a finite state machine (FSM). The opposite
is an infinite state machine with infinitely many states and transitions. These
state systems are usually used to deal with infinite-valued domains, e.g., integers,
real numbers, etc. For example, an integer counter automaton is inherently infinite-
state, since the values to be stored in the states are infinitely many integer numbers.

Visual representation of infinite state machines (e.g., in the form of directed
graphs) in most cases is not practical due to memory and space constraints. How-
ever, such systems can be formalized mathematically using finite symbolic represen-
tations. Turing machines, Buchi automata, and Pushdown automata are examples
of computational models for this task since they allow the specification of infinite
structures.

An FSM, on the other hand, has finite memory fingerprint proportional to its
state space size. Even though an FSM has less computational power compared
to an infinite-state automaton, still it can represent many interesting problems in
hardware and software. For example, an FSM with binary output is a language
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recognizer for a regular language. When the output is multi-valued, the FSM is a
transducer, e.g, a Mealy or Moore machine.

A couple of terms need to be defined before we go further into the study of
relevant FSMs. (i) An input alphabet: Σ = {σ1, ..., σk} is a set of basic symbols for
a language L. (ii) An output alphabet: Ω = {ω1, ..., ωk} is a set of output values.
(iii) We let Σ∗ denote the set of all finite strings over an input alphabet including
the empty string ε. (iii) String length: Let α = σi1 ...σij ∈ Σ∗ be a finite string.
|α| indicates its length j and |ε| = 0. (iv) Concatenation: For any two strings
α1, α2 ∈ Σ∗ the concatenation is indicated by α1.α2.

3.2 Types of Finite Automata

In a finite state machine, if there is exactly one start state and the transition relation
for any state and input value is unique valued, it is said to be deterministic. The
opposite is a non-deterministic state machine which is a more complex model of
computation and, therefore, harder to learn[21]. Here, we begin with the simplest
types of FSM, the deterministic finite automaton.

Deterministic Finite Automata
A deterministic finite automaton (DFA) is an FSM that acts as a language recog-
nizer. The response to an input string is always unique. A DFA is defined as a
five-tuple:

A = (Q,Σ, δ : Q× Σ→ Q, q0, F ),

where Q is a finite set of states, Σ is a finite alphabet of input symbols, δ : Q×Σ→ Q
is the state transition function, q0 ∈ Q denotes the start state, and F ⊆ Q denotes
the set of accepting or final states.

A DFA can accept or reject a sequence of input symbols. Hence, it has a binary
output. An input string x = a1a2...an is accepted if δ∗(q0, x) ∈ F where δ∗ is the
iterated transition function defined as:

δ∗(p, a.x) = δ∗(δ(p, a), x),∀x ∈ Σ∗ and a ∈ Σ

The iterated transition function δ∗(p, x) receives an input string x and computes a
sequence of transitions starting from state p to reach the last state which machine
makes at the end of the computation process.

The language of a DFA, L(A), denotes the set of all strings that the DFA
accepts. Suppose an input string x = a1a2...an is fed to a DFA. The transition
function computes the next state for each input symbol, e.g., δ(q0, a1) = q1 and
δ(q, ε) = q. After computing the sequence of state transitions q0, q1, q2, ..., qn such
that for each i, δ(qi, ai+1) = qi+1, x is in the language x ∈ L(A) if qn ∈ F , otherwise
it is rejected by the DFA.
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Even though the language recognized by a DFA (a regular language, see Ap-
pendix A) is constrained, it is expressive enough to model many of the current
embedded systems behaviors. In general, DFA can even be used to deal with non-
deterministic behavior of target systems and provide accurate approximated models
for functional analysis. The Boolean output of a DFA is sometimes too restricted
for more complex embedded systems with integer and float data types. Therefore,
several extensions of DFA have been introduced with an additional parameter to
indicate the output alphabet. Typical examples of such extensions are Mealy and
Moore machines.

Mealy Machines

A deterministic Mealy machine is a six-tuple:

Mly = (Q, q0,Σ,Ω, δ : Q× Σ→ Q,λ : Q× Σ→ Ω)

where Q represents a finite set of states, q0 ∈ Q denotes the start state, Σ is
a finite input alphabet, Ω is a finite output alphabet, δ : Q × Σ → Q is the state
transition function, and λ : Q × Σ → Ω determines the output function computed
from a state and an input symbol.

In Mealy machines, the output is associated with input values and is computed
during each transition. This is the major difference between Mealy and Moore
machines; otherwise, both can model equivalent classes of systems. In general,
Mealy machines are more compact but somewhat harder as a learning problem for
LBT.

Moore Machines

A deterministic Moore machine is defined as a six-tuple:

Mor = (Q, q0,Σ,Ω, δ : Q× Σ→ Q,λ : Q→ Ω)

Compared with a Mealy machine where λ : Q×Σ→ Ω, the output in a Moore
machine (λ : Q→ Ω) is only associated with arriving at each target state qi, i.e., if
a transition occurs, the new output is observable in the next state.

In fact DFAs are a special case of Moore machines where the output alphabet
is the binary set of Ω = {accept, reject}. The application of DFAs in different fields
of software analysis is a mature field and has been studied substantially in the
literature [68]. However, the generalisation from a binary output to a multi-valued
set for this purpose is not always trivial.
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3.3 Algebraic Concepts for Machine Learning

A deterministic Moore machine is a universal algebraic structure.1 Thus algebraic
concepts such as isomorphism, congruence and quotient algebra are applicable.
These concepts are important to have a deeper understanding of LBT principles,
especially, machine learning.

Path

In automata theory, a path π ∈ Q∗, π :=< q0, q1, ... > in an automaton A corre-
sponds to a finite or infinite sequence of states starting from the initial state q0 where
there exists an infinite word ω = σ0, σ1, ... ∈ Σ∗ such that ∀i ≥ 0 : qi+1 = δ(qi, σi).

Equivalent States

Equivalent states in a state machine are those that generate the same output se-
quence for all possible input strings regardless of the initial state. Otherwise they
are distinguishable states with a string x ∈ Σ∗. Equivalence can be formally defined
as:

∀p, q ∈ Q, p ≈ q iff ∀x ∈ Σ∗. λ(δ∗(p, x)) = λ(δ∗(q, x))

Note that the equivalence relation ≈ is reflexive, symmetric and transitive, i.e.,
p ≈ p, p ≈ q ⇒ q ≈ p, and p ≈ q ∧ q ≈ r ⇒ p ≈ r.

Equivalence Classes

An equivalence relation ≈ divides the underlying set of states of an automata A into
disjoint equivalence classes (partitions). Each individual state belongs to exactly
one partition. The equivalence class of p ∈ Q is denoted by [p] = {q|p ≈ q}.
Further, if two states p, q are equivalent, their corresponding equivalence classes
are the same: (p ≈ q) iff ([p] = [q]).

State Minimization

A significant consequence of partitioning states into equivalence classes is that
Moore machines can be minimized since equivalent states can be identified. Min-
imization involves the process of reducing the size of a Moore machine such that
it still generates the same language. There exist algorithms to reduce the size of
Moore machines (e.g., DFA) and construct a minimal equivalent one mechanically
(e.g., Hopcroft’s algorithm [68]).

1A universal algebraic structure is a first-order collection of data sets A = {A1, ..., An} and
n-ary operations f = {f1, ..., fk} that take n elements of A and return a single element of A, i.e.,
fk : Aik(1) × ...×Aik(n) → Aik(n+1) [82].
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Congruence relation

A congruence is a special type of equivalence relation ≡ on a Moore machine that
is both closed and unambiguous (well-defined) under any algebraic functions. This
definition can be summarized as follows:

For an n-ary function f , if ui ≡ vi, 1 ≤ i ≤ n, then

• f(u1, ..., un) ≡ f(v1, ..., vn)

Under these substitutivity conditions, a congruence relation can be applied to a
Moore machine. This leads to a deterministic (uniquely valued) automaton known
as a quotient automaton. Here, the aforementioned conditions are modified to
cover the transition relation δA/≡(q, σ) and output function λA/≡(q, σ) of the state
machine.

Again, for a given Moore automaton A = (Q,Σ,Ω, q0, δ, λ), ≡⊆ Q × Q on the
state set Q is a congruence iff,

(i) q ≡ q′ → δ(q, a) ≡ δ(q′, a)

(ii) q ≡ q′ → λ(q, a) = λ(q′, a)

for any states q, q′ ∈ Q and input symbol a ∈ Σ. The first condition is termed a
state congruence ≡Q and the latter termed an output congruence ≡Ω.

Quotient Automata

In automata theory, constructing a quotient automaton refers to partitioning states
into equivalence classes and treating each partition as an individual state to build a
new state machine. A mathematical definition is given here. IfA = (Q,Σ,Ω, q0, δ, λ)
is a Moore automaton, then A/ ≈= (Q′

,Σ,Ω, q′0, δ′, λ′) is a quotient Moore automa-
ton where:

• Q′ = {[q], q ∈ Q}, i.e., the set of equivalence classes of all states in Q,

• Σ is not changed,

• Ω is not changed,

• q′0 = [q0], i.e., the equivalence class of the initial state,

• δ′([q], a) = [δ(q, a)], i.e., the equivalence class of the reached state after ap-
plying a as an input to δ(q, a) from a q state in the original state machine,

• λ′([q]) = λ(q), i.e., the output of an equivalence classes is the same for all its
states.

Conditions (i) and (ii) above ensure that δ′ and λ′ are mathematically well
defined.
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3.4 Automata Learning

Inductive inference [21] is the process of extracting general principles, laws or rules
from a finite set of observations. In the context of machine learning, it refers to
constructing a hypothesis model that typically contains a mixture of facts (from
observations) and conjectures (i.e., extrapolations to unseen observations). In fact,
it is the principles of inductive inference that allow us to infer an infinite set of
model behaviors supported by just finite evidence. For example, a loop hypothesis
derived from a finite repetition of specific observations.

In learning-based testing, models are inferred from a finite dataset, i.e, a set
of queries (test cases) and observations (SUT responses). This inductive inference
process can lead to discovering potential unforeseen errors in the SUT and also
improving coverage criteria for testing. A learning algorithm can either predict the
unknown behavior of a system s ∈ S (S a set of systems) for future input sequences
or summarize the available observations and make an approximation h ∈ H of the
actual system behavior.

Approximated models are not necessarily exact, meaning that they may diverge
from the actual target behavior for the input sequences that are not covered in the
observation data di ∈ D (D ⊆ Σ∗ a subset of the input strings). However, for other
subsets of input data, h and s usually closely or exactly agree. The approximation
is exact if for all di ∈ D : s(di) = h(di) where s(di), h(di) ∈ Ω∗ (output values of s
and h for an input di). Two types of questions (queries) are typically asked during a
learning process, either what is the response of s(di) =? (a.k.a., membership query)
or whether s(di) = h(di) for all di ∈ Σ∗ (a.k.a., equivalence query). These queries
are usually sent to an adequate teacher (a.k.a., oracle) which returns accurate an-
swers in response. Sometimes the answer to an equivalence query is negative. In
these cases, an oracle may provide a counterexample from the set of s(di) \h(di) or
h(di) \ s(di), violating the query condition.

Model inference can be active or passive. It is active if the learning algorithm
is able to interactively query the target system and obtain the desired information
for new data points. In contrast, passive learning corresponds to an algorithm that
has no interactions with the SUT. Instead, it tries to infer a model from a given
and fixed set of (query, response) pairs provided to it.

Active Automata Learning

Incompleteness of a dataset is the main problem which an active automaton learning
algorithm is trying to solve. A dataset is incomplete (for a given learning algorithm)
if a behaviorally equivalent model of a system under learning (SUL) cannot be
inferred unambiguously. Any identified incompleteness in the dataset results in a
new active query that can generate a new observation. Hence a more complete
dataset will be obtained. Iterating over this process, should (hopefully) eventually
resolve the entire dataset incompleteness where complete learning is obtained.
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Figure 3.1: A sample prefix tree merging

Among computational learning algorithms, those that are suitable for inferring
finite state machines are also known as regular inference algorithms. The principle
of these techniques is rather simple. First, we can organize the input words into
a prefix tree of branching degree size n, i.e., the cardinality of the input alphabet.
This tree structure (as shown in Figure 3.1) consists of all input/output pairs of
SUL samples stored in the tree. Then, a state machine model can be constructed by
merging functionally equivalent nodes ni and nj with compatible sub-trees in the
tree. Here the two merged nodes ni and nj can either form a loop in the resulting
automaton or simply create a joined/merged path from the tree root depending on
whether they lie along the same path from the root or not.

In Section 3.3, the conditions to define a congruence relation were studied. By
inverting the rule (i) to its contrapositive form:

δ(α1, σ) 6≡ δ(α2, σ)→ α1 6≡ α2

for input strings α1, α2 ∈ Σ∗ and then applying it to the prefix tree, a deterministic
model can be obtained. Accordingly, any inconsistency between two nodes must be
evaluated on all prefixes to build a congruence.

An essential principle of the prefix tree method is to assume any two nodes are
behaviorally consistent unless any conflicting evidence is observed. This principle
is known as the closed-world assumption, and the resulting learning process will
be non-monotonic. Thus, early assumptions about mergeable nodes can be later
falsified in the case of inconsistent observations.

Intuitively speaking, monotonicity means a new inferred hypothesis is never
allowed to modify what a previously learned hypothesis already reflects. Non-
monotonicity of regular inference methods makes it challenging to formulate whether
a corresponding learning algorithm converges into a regular language. However,
these inference algorithms are still provably convergent in most cases, e.g., L* [21].
Non-monotonicity may also result in both under- and over-approximations in the
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inferred hypotheses (models). That is to say, either a path exists in the SUT which
is not available in the model or vice-versa.

Angluin’s L* and L* Mealy

Many algorithms have been proposed in the literature to learn automata from a
sequence of input strings [53, 15, 73, 93, 83]. Most of these, e.g., Angluin’s L*
[15], are convergent and can be used to construct DFA recognizer for any target
language.

L* is one of the classical algorithms also used for pedagogical purposes in active
learning. It is easy to understand and implement, while covering most important
aspects of more efficient algorithms. L* is proven to converge in polynomial time
if there is a guarantee to detect behavior inconsistencies between the learned au-
tomaton and the SUL [21]. It is also provable that L* infers the minimum-sized
automaton of the SUL, which is a nice feature of the algorithm.

Since LBT works with Moore machines, it is more appropriate to present a
simple generalization of L* that can handle an arbitrary output alphabet Ω. This
algorithm is termed L* Mealy and discussed in [21] in greater depth. Here, we can
only sketch the basic principles due to lack of space and leave further details to the
interested reader.

L* Mealy creates a two-dimensional observation table OT = (P, S, T ) of prefix,
suffix and table entries to organize a finite set of observations into equivalence
classes of states. This table dynamically expands over time, as incompleteness
is detected in the table and new queries are generated to incrementally learn the
SUL. Prefixes are divided into color-coded red and blue prefix sets of Pred and Pblue
defined below. At any stage of the learning process and for a given input/output
alphabet Σ/Ω,

• Pred ⊆ Σ∗ is the red-prefix set of input strings that is prefix-closed. i.e., if
p, u ∈ Σ∗ then any prefix p of σ = pu, σ ∈ Pred is also a member of p ∈ Pred .

• Pblue = Pred .Σ is the prefix-closed blue-prefix set of input strings in Pred
extended with one extra input symbol.

• P = Pred ∪ Pblue indexes the rows of OT divided into red and blue prefixes.

• S ⊆ Σ∗ is a non-empty suffix closed set which indexes the columns of OT.

• T : ((P ∪ P.Σ) × S) → Ω models the table entries obtained from SUL query
observations and is defined as ∀p ∈ P∪P.Σ and ∀s ∈ S, T [p, s] = λ(δ∗(q0, ps)).

Note that q0 ∈ Queries is the initial query to observe the initial output of the SUL
and in most cases is just an empty string. δ∗ and λ are previously defined in Section
3.2. The rows of the observation table OT are labeled with the strings in P , and
the columns are labeled with S strings. Each cell of the table is mapped to the
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Table 3.1: A sample L* Mealy observation table

(a) Closed: yes, consistent:no

ε
ε 1
1 0
11 1
110 0
0 1
10 1
111 1
1100 1
1101 1

makeConsistent()−−−−−−−−−−−→

(b) Closed: yes, consistent: yes

ε 0 1
ε 1 1 0
1 0 1 1
11 1 0 1
110 0 1 1
0 1 1 0
10 1 1 0
111 1 1 0
1100 1 1 0
1101 1 0 1

output set of T where its inputs are the corresponding row and column labels of
the cell ps.

Table 3.1 shows an example OT and the way it is expanded by the L* algorithm
to become converged, which will be defined later. To construct the table, first, the
upper part is indexed by Pred elements, then the lower part by Pblue elements. The
S elements index the columns of the observation table. Both the P and S sets
are initialized to {ε}. Membership queries for each row(p), if missing an entry, are
executed on SUL to store the outputs as T [p, s] which in fact represents the tuples of
the table entries. A successful convergence of the OT to a Moore machine requires
the fulfillment of two conditions: (i) closure, and (ii) consistency. An observation
table OT is said to be closed iff:

∀p1 ∈ Pred,∀σ ∈ Σ,∃p2 ∈ Pred : row(p1.σ) = row(p2) (3.1)

Similarly, OT is consistent iff:

∀σ ∈ Σ,∀p1, p2 ∈ Pred : row(p1) = row(p2)→ row(p1.σ) = row(p2.σ) (3.2)

There are three ways to generate active queries. Either: (i) there is a missing
entry in a table that should be filled in, or (ii) a filled table is not closed, or (iii)
not consistent such that it should be expanded to fulfill these requirements. When
all the cells of OT are filled in, the table is checked for consistency and closure.
In the case of inconsistency, the table is extended by adding a new suffix αs to S
where p1, p2 ∈ P, α ∈ Σ, s ∈ S : row(p1) = row(p2) → T [p1α, s] 6= T [p2α, s], and
then filling in the new cells with membership queries. If OT is not closed, then L*
searches for a prefix p ∈ Pred and an input symbol α ∈ Σ such that ∀p′ ∈ Pred :
row(pα) 6= row(p′). Then, it appends pα to Pred and fills the subsequent missing
fields in the table with membership queries.

When the observation table becomes converged (i.e., closed and consistent), it
can be used to define a congruence structure on the red prefix set and thus construct
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a quotient automaton. This hypothesis H = (Q, q0,Σ,Ω, δ : Q×Σ→ Q,λ : Q→ Ω)
can be constructed over input alphabet Σ according to the subsequent rules:

1. Q = {[p] : p ∈ Pred}, i.e., the state set,

2. q0 = [ε], i.e., the initial state,

3. δ([q], α) = [q.α], i.e., the transition relation,

4. λ([p]) = T [p, ε], i.e., the output function. ∀p, p′ ∈ [p], λ([p]) = λ([p′]) because
p and p′ are row equivalent.

Once a model has been constructed, an equivalence oracle is needed to make
equivalence queries in order to identify whether the inferred Moore automaton is
behaviorally equivalent with the target SUL (M). L* Mealy terminates with a yes
answer to this correctness test. However, if the Oracle provides a counterexample
β such that β ∈ L(M) ⇐⇒ β 6∈ L(H), the learning algorithm extends the OT
with all the prefixes of β and continues its membership queries.



Chapter 4

Model Checking

Even though LBT makes use of model checking as a black-box tool, it is helpful
to have some understanding of the fundamentals of the model checking approach.
Model checking is a technique to solve a satisfiability problem which is the question
of whether a logical formula φ is true over a model Msys for some assignment α.
This is denoted by Msys, α |= φ where M is a model of the target system usually
represented as an automaton (e.g., a Kripke structure) and φ is a specification that
is formulated in a logic (e.g., temporal logic) describing the behavior of the target
system.

To exemplify such a verification process, suppose that L(Mφ) and L(Msys) are
the formal languages that the automata of the specification Mφ and the system
model Msys capture. Intuitively, model checking means to check if L(Msys) ⊆
L(Mφ). That is to say, whether the behavior of the model is within the limits of the
specified requirement. One approach to do this check is to negate the specification
formula to φ and construct its automaton model to explore the interactions of Mφ
and Msys. Hence, the product automaton of these two models can be built to
search for any violations of the formula. If the language of the product automaton
is empty, model checking generates a true verdict indicating that the model satisfies
the formula:

L(Msys ×Mφ) = ∅ →Msys |= φ

On the other hand, if the language L(Msys ×Mφ) is non-empty, it means that
there exists at least a witness to the violation of φ. This witness is in fact an input
string x ∈ Σ∗ such that x ∈ L(Msys) and x 6∈ L(Mφ). In this case, model checking
results in an error and may or may not report a witness or a counterexample (e.g.,
a path or a state violating the requirement φ).
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4.1 Formal Requirements Languages

Temporal Logic
Various formal notations have been proposed to describe the specifications of em-
bedded systems during different phases of development. Some of these are consid-
ered in the survey [61]. These notations require precise syntax and semantics that
can cover desired behaviors of target systems. For example, temporal logic can
capture sequences of events over time. In general, temporal logic is a particular
branch of modal logic with special modal operators to reason about time. Linear-
time temporal logic (LTL) [96], computation tree logic (CTL) [34], and the superset
CTL* [44] are the most common examples of these logics.

A significant application of temporal logic is in formal verification where it is uti-
lized as a specification language for modeling behavioral requirements of embedded
systems.

Linear-Time Temporal Logic (LTL)
LTL is the most widely used logic in the model checking community to express
sequential behaviors of embedded systems over time. An LTL formula has a linear-
time perspective that considers an infinite sequence of states where each state rep-
resents a unique point in time with a deterministic transition to only one successor.
In LTL, time is discrete and can be extended infinitely to capture all desired past
and future events. The time reference in LTL is now, which is the current point in
which a formula is being evaluated. All the other modalities are regulated concern-
ing their respective time difference to the current state.

Special syntax is required to translate a natural language property into LTL
form. Each formula is composed of a finite set of atomic propositions (symbols)
linked with boolean and temporal operators. These connectives help to specify in
which state/states the property should hold.

Syntax of LTL

LTL can be divided into propositional linear-time (PLTL) and first-order linear-
time (FOLTL). The most fundamental building blocks of PLTL are summarized in
Table 4.1. Since temporal logic, in general, is an extension of propositional logic, it
inherits the propositional operators that describe configurations of individual states
or events. Note that PLTL only supports finite user-defined symbolic data types.1

PLTL formulas can also express the relative ordering of states, events, and
properties in the past and future: e.g., specification B occurs sometime after A,
B never occurs after A, etc. A very common pattern is a combination of trigger

1LTL does not support infinite data types such as integers or floating points. Such infinite
data types are supported in first-order LTL (FOLTL). However, the model checking problem for
FOLTL is generally undecidable.
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Table 4.1: Propositional and Temporal Operators of PLTL

Proposition Forming Operators Intended Meaning
x = c variable x equals constant c
x != c variable x does not equal constant c
p & q p and q

!p not p
p | q p or q

p -> q if p then q
p <-> q p if, and only if q
p XOR q p exclusive or q

Temporal Operators Intended Meaning
G(p) p is true in all future states
F(p) p is true in some future state
X(p) p is true in the next state

(p U q) p is true until q is true
Y(p) p was true in the previous state
H(p) p was true in all previous states
O(p) p was true in at least one previous state

(p S q) p has been true since q was true

and response events in time that captures many time-invariant immediate-response
specifications on a system [75, 42]:

G(trigger -> X(response))

This specification pattern concerns the generic requirement that: “it is always the
case that (G-operator) if the property trigger holds, then the property response
must hold at the next time sample (X-operator).” Both safety properties (i.e., some-
thing bad should not happen) and liveness properties (i.e., something good should
happen eventually) can be represented in PLTL. For example, G(!bad_property)
or F(good_property). Also, formulas such as GF(good_property) exemplify the
specification of fairness properties (i.e., something good should happen infinitely
often) in PLTL.

A counterexample of a safety property is generically a finite path of length k
from the initial state to the state which violates the property. On the other hand, a
counterexample of a liveness property includes an infinite sequence of states where
the desired condition does not hold at all. If the SUT is a finite-state model,
an infinite counterexample implies some states repeatedly appear in the sequence
infinitely often. This can be represented as a lasso-shaped graph2 which loops over

2A lasso is a counterexample with a finite prefix leading to a bad cycle representing a non-
terminating violation of a liveness property [103].
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potential violating states. Since the execution of an infinite test case is not practical,
the loop can be unrolled once or twice and be included in the test case such that
it becomes finite. This finite truncation is essential to extract concrete test cases
from these infinite counterexamples.

Semantics of LTL

The precise semantics of LTL expressions are defined based on a deterministic
Kripke structure K = 〈Q, q0,Σ, δ ⊆ Q × Q,λ : Q → 2AP 〉 to model the target
system, an LTL property φ ∈ LTL and a path π = q0q1q2... (a sequence of states)
inK for which the property is to be evaluated. The satisfiability conditionK,π |= φ
denotes that φ holds for the path π in the model K whereas if it does not hold, we
write if K,π 6|= φ. We let, p ∈ AP and q ∈ Q denote a proposition and a state of
K respectively. Let πi = qi, i.e., the ith state in the path π. The LTL satisfaction
relation is inductively defined as follows:

K,π 6|= ⊥ (4.1)
K,π |= > (4.2)
K,π |= p ⇐⇒ p ∈ δ∗(q0, σ0, ..., σi) (4.3)
K,π |= ¬φ ⇐⇒ K,π 6|= φ (4.4)
K,π |= φ1 ∧ φ2 ⇐⇒ K,π |= φ1 ∧K,π |= φ2 (4.5)
K,π |= φ1 ∨ φ2 ⇐⇒ K,π |= φ1 ∨K,π |= φ2 (4.6)
K,π |= φ1 → φ2 ⇐⇒ K,π 6|= φ1 ∨K,π |= φ2 (4.7)
K,π |=©φ ⇐⇒ K,π1 |= φ (4.8)
K,π |= �φ ⇐⇒ ∀i ∈ N : K,πi |= φ (4.9)
K,π |= ♦φ ⇐⇒ ∃i ∈ N : K,πi |= φ (4.10)
K,π |= φ1 ∪ φ2 ⇐⇒ ∃i ∈ N : K,πi |= φ2 ∧ ∀k, 0 ≤ k < i : K,πk |= φ1 (4.11)

4.2 Model Checking Techniques

Model checking is a large subject area that has been tackled by many scientists
from different research domains throughout the years. Several model checking al-
gorithms have been proposed within the classification of symbolic [80], explicit [78]
and bounded [23].

The difference between symbolic and explicit-state model checking lies in the
way the state space of a model and its requirement specifications are represented
and also in the approach to search for a witness for falsifying the specifications.
For example, symbolic checkers like NuSMV [32], and VIS [26], use binary decision
diagrams (BDD, see e.g., [80]) to construct the state space and analyze it symboli-
cally. On the other hand, explicit model checkers such as SPIN [67] or SPOT [41],
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employ reachability analysis methods (e.g., depth-first search) to explore a graph
representation of the state space and find potential violations.

Both approaches translate (TL) requirements into automata where the au-
tomata representation can be either symbolic (e.g., Boolean functions) [35] or
explicit (e.g., Büchi automata) [39]. A symbolic model checker tries to encode
transitions into labeled symbolic forms (e.g., a BDD), order variables and perform
other optimizations to simplify the automata construction and save some space in
memory. However, the nonemptiness tests are usually computationally expensive.
In contrast, an explicit-state model-checker tries to construct a Büchi automaton
from the negated LTL formula which can take up a large space in memory and
even result in state-space explosion when combined with the SUT model in the
model-checking phase.

A BDD is a rooted, directed, acyclic graph structure used to reason about
Boolean functions representing transition systems [103]. In general, a BDD is a
canonical Boolean encoding for a Boolean function. It is a compact representation
given an ordered set of state variables. Model-checking with BDD is performed
by transforming the model-automaton product into this structure using a fixed-
point algorithm and then searching for a path from the root to the terminal vertex
labeled 1 (i.e., a potential counterexample). Even though a BDD, in theory, can
easily handle a large state space, its efficiency highly depends on finding an optimal
order of the Boolean variables. This is due to the substantial impact of variable
ordering on the size of a BDD graph such that it can become (not necessary always)
a linear representation for the best ordering and exponential for the worst case.

On the other hand, in explicit model-checking, a requirement formula is com-
plemented and then turned into an automaton representation to be composed with
the model under verification (see also [115]). As long as this new model-automaton
product does not accept any input string, the specification is correct concerning the
model of the target system. Otherwise, the model checker finds a trace (a path)
from the initial state to the state which violates the given requirement.

SMV Modeling Language

Symbolic model verifier (SMV) [80] is the modeling language of NuSMV to represent
state machines. It is composed of signal definitions, structural declarations, and
expressions. It is designed to support the modeling of finite state systems with
a set of restricted data types including boolean, symbolic enumerated, bounded
integer and bounded arrays of these. The language allows a complex system to
be decomposed into modular units capable of being instantiated as many times as
needed. At the moment, only the synchronous composition of modules is supported,
which concerns the monotonic computation of all composed modules in a single step.

An SMV file describes both the model of a system and its specification. De-
terministic and non-deterministic state systems are allowed to be defined in the
language with the help of available constructs. For example, MODULE defines the
main method of a system, VAR and IVAR are to express state and input variables
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respectively, ASSIGN is to define transition relations of the states and variables,
and LTLSPEC is the construct where an LTL specification can be specified.

Bounded model checking
Bounded model checking (BMC) is a SAT-based (i.e., satisfiability solver) approach
with the aim to use constraint solving techniques to solve the model checking prob-
lem [37]. It is used in NuSMV as a complementary method to BDD-based symbolic
model checking when the state space exceeds the capacity of the BDD approach.
In BMC, a symbolic representation of the model and a requirement are jointly un-
wound for a given number of steps k to obtain a SAT formula. The formula is
satisfiable by a SAT solver if there is a counterexample for the requirement up to
length k. Unlike the BDD approach which treats the model and the property as a
total boolean function to (totally) prove the absence of errors, BMC searches for
a counterexample trace of the model whose length is bounded by k and, therefore,
can only prove the existence of counterexamples, not their (complete) absence.

Model Checking with NuSMV
NuSMV [32] is a symbolic model checker that was first developed as a joint uni-
versity project between the US and Europe. It supports both BDD and BMC
techniques to check the satisfiability of the so-called symbolic model verifier (SMV)
models. From Version 2, the software has become available to public researchers
as open source which encourages their participation in its development. The cur-
rent version of NuSMV is constrained to model-checking synchronous finite-state
systems against LTL and CTL requirements formulas. The tool has provided the
user with a set of data types, including Boolean, enumerated, bounded integers,
words and arrays, to define various finite models. However, more recently, a new
extension of the software is distributed under a separate tool called NuXMV [29].
This provides extensive support for infinite datatypes such as real numbers and
unbounded integers.

Extracting counterexamples from NuSMV is straightforward as it provides the
state trace and the input trace simultaneously in its output. These traces include
the sequences of input and subsequent state and output changes that happen from
the initial state to reach a property violating state. Hence, a counterexample can
be conveniently obtained by simply filtering the NuSMV output using string ma-
nipulation features of any programming language.



Chapter 5

LBT for Automotive Software

This Chapter discusses learning-based testing for automotive software. The systems
under test are black-box ECU applications where three relevant software testing
questions are studied, namely the requirements modeling, learning efficiency and
error discovery capabilities of the LBT approach.

5.1 Behavioral Modeling in PLTL

The effectiveness of LBT for a specific domain depends on many different objective
measures such as test session length, achieved coverage and discovered errors, etc.
In the automotive sector, safety-criticality, low test latency, and complexity are
typical characteristics of embedded software. Hence, a mature testing strategy
for this domain has to cope with these needs. This begs the question of a need
for behavioral testing at all in this sector, and the maturity of technologies that
are suited to behavioral modeling. However, these questions have already been
addressed in Chapter 1.

LBT offers an automated technology that can achieve high test throughput
for low-latency SUTs. Compared with manual testing, it can reach higher SUT
coverage in shorter time at lower cost [74]. Furthermore, LBT supports agile de-
velopment methods, since test suites are dynamically and adaptively matched to
black-box SUT behavior at run-time. Thus, code refactoring does not affect the
quality of the test suite. However, like any new testing technology, there is a need
to consider how it can best be integrated with existing software quality assurance
(SQA) methods. According to the emerging safety standards such as ISO26262, for
safety critical systems, at least a semi-formal specification of safety requirements
is highly recommended [9]. Given the rapid pace of technological and regulatory
changes within the automotive sector, the impact of research on behavioral model-
ing and testing is therefore potentially quite high.

In LBTest, behavioral requirements are modeled in propositional linear tem-
poral logic (PLTL) due to its decidability for model checking problems. Also,
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extracting test cases from counterexamples in PLTL is much more straightforward.
This is due to the fact that the LTL model of time has a simple linear structure,
using the positive integers 0, 1, 2, .... Hence, counterexamples to behavioral require-
ments expressed in LTL are also linear and test cases can be extracted conveniently.
Regarding the previous studies in the literature [74], only a small percentage of be-
havioral requirements cannot be directly modeled in PLTL.

Direct Modeling Issues

Not formalisable. One situation where this problem arises is where two or more
traces of behaviors need to be compared. This is not feasible in a linear time model.
For example, consider the requirement “if x1, x2 ∈ Σ : x2 > x1 then t2 < t1” which
specifies that “the greater the value applied to the input x is, the smaller will be the
time it takes to finish a task T .” This requirement requires to compare the outcomes
of two alternative execution scenarios, which is not directly feasible in LTL. Since
all possible pairs of execution paths have to be quantified (for a model-checking
problem), perhaps CTL is a more appropriate approach to take in this case.

Ambiguity. Another issue appears when the informal black-box requirements
contain ambiguous descriptions that cannot be resolved without introducing new
symbolic output variables. For example, when there is no concrete definition of
a verification period and a start-up time in an ECU application documentation.
Domain knowledge from test engineers turned out to be required to resolve the am-
biguity of a corresponding requirement. Also, expressing such complex (sequential)
timing guards in an LTL formula is not convenient. To reduce the complexity and
resolve the ambiguity, two new symbolic outputs (namely VTime and startup) are
defined based on the obtained information to represent the state of these timing
guards and hide the actual computation in the wrapper. This way, such require-
ments can be expressed in LTL as simple stimulus-response patterns described in
Section 4.1.

Conceptual parameters. Consider a requirement parameter that is not related
to any actual internal or input/output variables of the SUT. This can be, e.g., the
remaining fuel in a fuel tank “in reality” which cannot be known by any means other
than emptying the tank and measuring by hand. This is a problem of conceptual
modeling, where for testing purposes we can assume that the actual remaining fuel
can be known by an external observer. In LBT, the communication wrapper (see
Section 2.2), is assumed to be the external observer by knowing the initial fuel level
in the tank and calculating all subsequent fuel levels using numerical integration
of the consumption rates. Therefore, communication wrapper can hide ambiguous,
complex parameters and computations from the informal requirements to simplify
their corresponding LTL representations.
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Requirement Redefinition
Sometimes, informal behavioral requirements are not directly formalisable into LTL,
but they can be reformulated such that they become expressible in LTL. In general,
reformulation can include rephrasing, merging requirements, hiding complex and
unspecified computations in the wrapper and etc. One example of reformulation is
when the informal requirements do not systematically model all the corner cases,
names, and references necessary for an unambiguous translation into formal require-
ments. Table 5.1 shows a merging example of two informal requirements (namely
Req 1 and Req 2). What is usually desired in black-box testing, is a description
of an input-output behavioral mapping (function). This is not completely available
in the example since the informal requirements made use of internal (glass-box)
signals (namely variable1 and variable2). These internal variables should be re-
moved by merging their known relationships to each other and the input and output
variables. The result (i.e., Merged Req 1) is a pure black-box requirement.

Sometimes the description of the informal requirements includes connections
between past and future events. To reformulate such requirements without using
past-time LTL operators (c.f. Table 4.1) is a challenging task. For example, a spec-
ification may require certain events to happen when another event has occurred
previously. Using a past-time LTL operator, in this case, would simplify the struc-
ture of the expressed formula and also avoid injecting unintended errors into the
requirement.

5.2 Learning Efficiency and Error Discovery

For many ECU applications in automotive software, infinite combinatorial domains
of input and output values give rise to infinite-state models, for which robust mod-
eling and learning is needed, e.g., using hybrid automata [12]. Given that these
applications inherit cyber-physical aspects, this adds all up to significant complex-
ity in modeling and learning such SUTs.

In general, numerical modeling of these applications is a challenge for machine
learning, since accurate models can be quite large (over 100,000 states). Besides
the complexity of the SUT, this level of model detail is also influenced by the size
of the input sample sets and the coarseness of the output value partitions. For
output partitioning, the test engineer must abstract the infinite data types used by
the SUT (e.g. integers, floating points) into finite symbolic data types used by the
learner and model checker (e.g. negative, zero and positive integers).

In addition, learning a complete and detailed behavioral model has to be con-
ducted in a reasonable amount of time. The performance of LBT mostly depends
on the latency of the SUT, which can be a bottleneck for low-latency applications.
Both low-resolution and high-resolution modeling are feasible by tuning the input
sample intervals which can affect the time granularity and the size of a learned
model. This is a question of providing the right level of detail when testing a
specific LTL requirement.
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Req 1
If variable1 == true
then output1 = failure

else if variable2 == true or troublecode3 ==
on
then output1 = error

else output1 = nofailure

Req 2
While input1 == on and input2 > 400
if input3 == off for more than 1 second
then variable1 = true and troublecode1 =

on
if input3 == on
then variable1 = false and troublecode1 =

off

Merged Req 1
While input1 == on and input2 > 400
if input3 == off for more than 1 second
then output1 = failure and troublecode1
if input3 == on

if variable2 == true or troublecode3 ==
on

then output1 = error and troublecode1
else output1 = nofailure and troublecode1

Table 5.1: Requirements merging.

The convergence properties of a final model can be used to construct/define test
coverage figures. In other words, the degree of convergence of the final model is a
metric to show the accuracy of the converged model to repeat the actual behav-
ior of the SUT for all possible input samples. The convergence metric currently
used by LBT is the divergent path metric (DPM). This measures the percentage
of input/output sequences produced by the learned model which agree with the
input/output behavior of the SUT. Thus a DPM convergence value of 100% means
that the SUT and the learned model have identical observed functional behavior.
LBT uses a Monte Carlo approach to estimate DPM. A fixed number K of random
input sequences (an evaluation set), of bounded length1 b, is executed both on the

1The number K of random test sequences can be user-defined in the tool configuration file.
The bound b is chosen to be twice the length of all active learner queries. In this way we evaluate
the learned model outside the training set.
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learned model and on the SUT. This evaluation set should not overlap with the
training set used to infer the model. Let δ be the number of these input sequences
for which the SUT and the learned model produce the same output sequence, then
0 ≤ δ ≤ K. The estimate value is simply DPM = 100 ∗ δ/K.

The maturity of an application is a significant factor when considering the like-
lihood of finding undiscovered faults using a new technology. For example, an
application that is in production and has been maintained for many years is un-
likely to contain any serious bugs violating the requirements that have been tested.
In addition, the level of model detail needs to be sufficient for the generation of
failing test cases, otherwise SUT coverage would be deemed inadequate. This can
also be a model-checking problem when the model is too abstract to be able to
express violating sequences.





Chapter 6

Fault Injection for Safety Critical
Systems

In software engineering, dependability is a broad concept that covers many aspects
such as reliability and availability. However, robustness is a more specific concept
with focus on the ability of software to deal with unexpected usage or users’ input.
To evaluate the robustness of safety-related embedded software, various analytic
and dynamic methods are available. Fault injection (FI), among other empirical
approaches, helps to exercise corner cases that are not triggered during normal
operation but only in the presence of faults. The three central questions an FI
method should answer are: when, where and how to insert specific faults into
software or its underlying hardware to observe realistic failure outcomes. This
chapter reviews some basic principles of FI along with surveying related research
on the thesis topic.

6.1 Hardware Faults in Embedded Systems

In general, faults1 in embedded systems can be classified according to their hardware
or software roots [22]. Software faults, also colloquially known as software bugs, are
essentially related to design errors at various development steps. These dormant
faults are hidden in the implementation, and their signature is only observable
at runtime when the affected area is being executed. In fact, software faults are
permanent in the code but transient in the behavior.

Hardware faults, on the other hand, have a broader spectrum due to their
physical origins that can be affected by the environmental disturbances. These
faults are not limited to design errors and can cover wear and tear, aging, and
other external causes. One standard classification based on their temporal behavior
(duration) is permanent, transient and intermittent faults. Permanent faults, as
the name suggests, are those with perpetual lifetime that once they appear in the

1A fault is a triple consisting of a time, a place and a fault type.
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system remain constant forever until the fault source is removed. Transient faults,
however, have the opposite behavior. These arise for a relatively short time span
and then disappear without any recurrence. Lastly, intermittent faults lie between
these two extremes. They remain permanently in the system but have transient
behavior. Intermittent faults may occur at irregular intervals, often with random
distributions.

Against this background, an interesting subject of study is to investigate cause
and effects for each category. For example, permanent faults may appear as stuck-
at-values whereas transient faults usually arise in the form of inversion (e.g., bit-
flips). In general, component damage, wear-out and unstable hardware (due to
development errors) may result in permanent and intermittent faults. Furthermore,
disturbances such as shock, heat, radiation, electromagnetic interference or power
fluctuations can induce transient faults in the affected area.

Safety-critical embedded systems are susceptible to hardware faults in two ways;
due to direct risk of physical damage to the system and indirect impact on the be-
havior of dependant safety-related software components. In both cases, the conse-
quences of hardware faults can be modeled and simulated to investigate significant
or insignificant impacts on the system’s overall function [111].

Faults are usually latent in the code or circuitry but can surface during the op-
eration and make incorrect changes in a system state also named errors. Although
a single fault has limited scope in the affected area, it can introduce multiple prop-
agated errors throughout the system. For example, depending on where a simple
bit-flip occurs, timing (e.g., transition delay), data (change of memory value) or
control-flow (corruption of a program counter value) errors might happen. FI
experiments can examine error propagation from a fault location to other hardware
or software elements. Mean time to failure (MTTF), mean time between failures
(MTBF), fault latency and error latency2are examples of such measures. However,
their traditional objective has been to determine reliability, availability, and other
dependability parameters of a system under study (SUT).

FI experiments can be distinguished based on the following principles [99]:

• Reachability: the ability to induce a fault or its subsequent error in the desired
area.

• Controllability: the capability to control fault parameters (time, location,
type) in the reachable area.

• Intrusiveness: the degree of change in the target system required to implement
an FI method.

• Repeatability/reproducibility: the possibility to replicate fault experiments.

• Efficiency: the required effort (time and labor) to perform FI testing.
2Fault latency is the time between the appearance of a fault and the respective error. Error

latency is when a propagating error is detected by the necessary mechanisms after some delay.
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• Effectiveness: the ability to trigger various error-handling mechanisms.

• Observability: the ability to precisely log system states under faults and cap-
ture all subsequent errors.

Among the above principles, being non-intrusive is an important property of an
FI approach. More specifically, intrusiveness implies additional overhead due to
instrumentation of the SUT that can manifest incorrect behavior after FI. There-
fore, intrusiveness should be at its minimum possible level to reduce this undesired
overhead and achieve accurate results comparable with real-world behaviors. In
addition, reachability and controllability measures are tightly connected to effec-
tiveness in the sense that the more fault sites and fault parameters that are covered
by an FI approach, the more error-handling mechanisms can be examined. Observ-
ability is also very fundamental, since, without enough information about the SUT
state changes due to faults, no further analysis will be accurate.

6.2 Conventional Fault Injection Methods

Various approaches to fault injection have been proposed in the literature over the
years. These can be grouped into hardware-implemented (HIFI), emulation-
based (EFI), simulation-based (SFI) and software-implemented (SWIFI)
techniques. This classification is based on whether faults are injected into physical
hardware, implemented software, or into models of the two [95].

Early FI techniques were experimental validation methods applied directly to
the actual hardware implementations or prototypes. These HIFI techniques use
external sources to introduce faults on the physical components of the system (e.g.
by electromagnetic interference, short-circuiting connections on electronic boards
and corrupting pin-level values of the circuit prototypes). HIFI often represents
the best solution with respect to realistic results and performance. However, in
addition to imperfect observability and controllability, HIFI methods tend to be
costly and have a high risk of damaging the injected system also leading to low
repeatability [33].

Emulation-based fault injection (EFI) has been introduced as a realistic alter-
native for HIFI to overcome the high cost and the associated risk of damage. In
this method, often, field programmable gate arrays (FPGAs) are used to emulate
the target system and synthesize faults in an emulation environment. Hence, EFI
reduces execution time and speeds up fault simulation in comparison with SFI,
while keeping FI experiments safe and reproducible compared to HIFI. Since EFI
exploits FPGAs for effective circuit emulation, it is only feasible when there is a
synthesizable model of the target hardware. Unfortunately, due to the growing
complexity of embedded hardware, this is not always the case, and hence, EFI has
limited coverage and applicability [95].

SFI [95] denotes techniques that utilize model artifacts to reproduce fault effects
in a simulation environment (fault simulator). It is a broad line of research that
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includes both hardware modeling (e.g., VHDL models) and software modeling (e.g.,
Simulink models). Here, a fault is either injected into hardware models (i.e., model
modifications) or software state (i.e., state change) to simulate a faulty behavior
of the target system. SFI approaches can be further divided depending on when
the injection occurs, either before runtime (compile-time) or after the simulation is
being executed.

SFI methods can be used early in the development process since they are not
reliant on the availability of hardware prototypes and the respective FI device. In
addition, they impose no risk to damage the system in use. Also, they inherit high
controllability and observability properties available in modeling and simulation
tools. Most of the hardware modeling methods are not intrusive to software and
benefit from high reachability to target elements. Apart from these advantages,
SFI techniques, in general, suffer from significant development effort related to
modeling complex hardware architectures (e.g., processor models). Nevertheless,
due to trade-offs between the accuracy of models and simulation time, SFI may
either lack precise fault models or have poor time resolution which can lead to
fidelity problems.

SWIFI is a special case of SFI where the SUT is a complex software component
running on a large microarchitecture system3 with caches, memories and other
peripherals. This approach is suitable for target applications and operating systems
that may not be feasible in HIFI. SWIFI instruments production software such that
faults can be inserted into the program or its state either before runtime or during
the execution of the software [28, 62, 58]. Hence, a significant challenge of SWIFI
is its undesired intrusion which may perturb the normal operation of the SUT and
skew the FI results. Furthermore, it is limited to those locations reachable by the
software (e.g., MMUs, registers).

More recently, model-implemented (MIFI) and virtualized-based (VFI)
techniques have been proposed within SFI techniques. MIFI which is introduced
by [112], extends the traditional FI classification by utilizing additional high-level
model artifacts to simulate fault effects. In this view, high-level models (e.g., VHDL,
Simulink) are extended with special mechanisms that when activated introduce
the desired errors in the model behavior. MIFI is compatible with model-based
development which is widely used for software development. It is applicable early in
development stages when a detailed implementation of the SUT is not yet available.
For example, a stuck-at fault in Simulink can be realized by adding a constant value
and a switch to the FI location. This way, the switch output determines whether a
faulty value should be connected to the next block.

Virtualization which is the technology behind virtual machines (VMs), allows
a guest machine operating system or software to run on a host machine hardware
[108]. This way the same physical hardware can be shared among many guest VMs

3A microarchitecture is a particular implementation of a certain processor architecture with
details including the system/method/circuit designs. These could describe the complete opera-
tion/specification of the implemented architecture.
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with efficient and flexible performance, and significant cost saving benefits. Xen,
KVM, and QEMU [24, 20] are instances of machine virtualizers leveraged more
frequently in literature to inject faults into virtual machines (VMs). QEMU seems
to be a more attractive choice among researchers in this field. Further details about
recent work in this context will be discussed in Chapter 7.

VFI is a new paradigm with the aim to overcome limitations of traditional fault
injection methods. It basically adapts emulators capable of performing hardware
virtualization to simulate hardware faults and observe their effects on the running
software. In VFI, the emulation is mainly instruction accurate compared to cycle
accurate simulation of SFI.4 This results in significant performance improvement,
while the simulation accuracy is still comparable to bare machine execution. There
are even more benefits to the use of VFI approach as stated in [95]. For example,
high observability, controllability, repeatability without having the real hardware
and zero to negligible intrusiveness.

Despite significant improvements in FI campaigns resulting from employing vir-
tual environments, it is not yet possible to precisely simulate some specific faults.
Such faults include, for example, those that cannot be directly mapped to any emu-
lated components (including memory, CPU registers, peripherals). Voltage glitches,
clock drifts, over-currents due to short circuits, are among those that have known
physical consequences but lack well-defined and deterministic translation in the
simulation world to implement them [95].

6.3 Fault Injection through Active Learning Queries

This section provides an overview of our research on fault injection (FI) testing
of safety-related embedded systems by combining hardware virtualization engine
(QEMU) with learning-based requirements testing. The primary goals of this ap-
proach are to automate the FI testing in an architecture consisting of three compo-
nents, i.e., (i) test case generation, (ii) fault injection, and (iii) formal requirements
based verdict construction. First, the approach to emulate faults based on the com-
bination of QEMU and the GNU debugger GDB are described. In the next step, an
architecture is proposed to integrate QEMU-GDB with the learning-based testing
tool LBTest, along with a discussion of how the toolchain manages fault injection
processes.

SW/QEMU-GDB: an approach for Fault Emulation
Fault representativeness, with respect to physical reality, is a crucial concept of
any FI testing approach with an influence on the effectiveness of the approach.
For example, fault representativeness at register-transfer (RTL) or cycle-accurate
levels cannot be fully preserved in an instruction-accurate simulator that abstracts

4The cycle or instruction accuracy of a simulator refers to the granularity of simulating a
microarchitecture whether it executes clock cycle by clock cycle or instruction by instruction.
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Figure 6.1: The QEMU-GDB architecture to emulate fault effects using user inter-
face breakpoints

away many low-level details of a CPU micro-architecture. Instead, emulating the
corresponding low-level fault models at CPU instruction-accurate level reduces the
performance overhead due to the efficiency of such simulators. Instruction-accurate
fault models usually try to emulate the consequence of lower-level faults. For in-
stance, corruption of CMOS transistors can affect digital cells at the gate level.
These can further influence more abstract components like multiplexers and regis-
ters at the RTL level. Finally, the propagation of faults can reach the instruction-
accurate level where state variables (e.g., the program counter PC, processor GPRs)
of a system are concerned. In other words, the faults at this abstraction level are
the function of all possible faults at the gate or RTL levels. Simple hardware faults
such as bit-flips and stuck-at faults with a direct impact on status variables can
conveniently be represented by soft-errors. More advanced hardware faults with
distributed outcomes are also expressable either by using a combination of the el-
ementary fault models or by utilizing extra macros to introduce specific function
manipulations to implement the fault.

In this thesis, the approach is to emulate hardware faults in QEMU, which is
an open-source virtualization platform with diverse support for many target ar-
chitectures including x86, PowerPC, and ARM. QEMU allows the execution of
unmodified binary programs on a host machine by utilizing a two-step dynamic
binary translation (DBT) engine. The target machine code is first translated into
an intermediate representation (IR) for target-dependent optimizations and per-
formance improvements. Then, this IR code is transformed into the host machine
executable format with the help of a tiny code generator (TCG). Other hardware
components outside the CPU core are emulated/simulated through C-level modules
and functions that may access kernel level resources.

The integration of QEMU and GDB is a practical solution for fast and realistic
fault emulation while a more inclusive coverage of the fault spectrum can also be
obtained. In Figure 6.1, this QEMU-GDB architecture is depicted to provide more
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insight into the integration. Here, QEMU is equipped with a serial interface to
link and interact with generic developer tools such as GDB. This communication
link provides detailed inspection and manipulation of internal states and boundary
values of the emulated system (e.g., registers, MMUs, IOs, and peripherals). Also, it
can be used to control program execution order and perform a stepwise simulation.
Thus, desired fault models can be implemented without the intrusion of the SUT
or QEMU.

Two somewhat different integration strategies can be considered to simulate the
effect of hardware faults in embedded systems, both based on the Software GNU
Debugger [1]. The first approach relies on the debugging capabilities of GDB to
perform run-time manipulation of target program data and control the execution
sequences. This, SW-GDB, method makes use of various software breakpoint types
to introduce desired faults at a particular location within the embedded software
and then inspect the behavior to discover potential errors. Such anomalies can
be accurately determined by using precise user specification models of the LBTest
tool.

The second method, namely QEMU-GDB, exploits emulation capabilities of
QEMU to observe address and data buses of a processor and the emulated hardware
peripherals. This is a mechanism to emulate hardware breakpoints similarly to stop
the execution, inject faults and perform data profiling, memory access tracing, etc,
[2, 70].

Comparison of SW-GDB and QEMU-GDB. The differences between SW-
GDB and QEMU-GDB methods are related to their abstraction levels. In SW-
GDB, a faulty behavior is emulated at the target software level. Here, debug
information is augmented to the compiled program binary of the SUT. This provides
the possibility to probe detailed execution of the source code. In other words,
it provides the feasibility of inserting various breakpoints and accessing any data
structures in the program during run-time. Hence, even complex multi-dimensional
pointers can be manipulated at any desired time to inject faults and inspect the
corresponding SUT response. In addition, the SW-GDB approach is not specific
to a unique processor, since GDB is available for many kinds of different processor
architectures. Furthermore, the intrusion is minimal and limited to the additional
debugging macros. Despite these positive features, SW-GDB is, in general, slower
than QEMU-GDB in terms of time overhead of its trap and exception handling
mechanisms [1].

On the other hand, QEMU-GDB, which has access to the emulator processes,
works at a lower abstraction level that is basically hardware-level simulation. Here,
a fault can be inserted through macros which set memory access breakpoints (hard-
ware watchpoints). Thus, this method similarly inherits the flexibility to manage
fault types, locations and times dynamically with no intrusion in the QEMU or
the SUT code at all. One obvious issue here seems to be the opacity of the SUT
source code, which looks like a black box to QEMU-GDB. This might confine the
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controllability of the program data structures to inject faults to some extent. How-
ever, these are not really needed for a very low-level FI technique where sufficient
hardware domain parameters are still accessible to manipulate a hardware state.
In addition, it is more convenient to implement hardware faults (other than soft
errors) in QEMU-GDB, e.g., time delays, so that a broader fault type coverage can
be achieved.

The Full FI Architecture of LBTest-QEMU-GDB
Figure 6.2 illustrates the architecture of the proposed FI technique containing five
main components:

1. LBTest which acts as the FI manager, test generator, and the Oracle. This
writes test results in separate log files.

2. An SUT-specific test harness which is basically a Python program as a com-
munication wrapper to map faults and data types to concrete and symbolic
values.

3. An FI-module to implement faults in the GDB environment.

4. An LBTest configuration file which captures all the necessary information to
conduct testing (e.g., symbolic data types, specifications to be tested, the
choice of learning and model checking algorithms, etc.).

5. A GDB API which is the interface to the debugger via QEMU serial terminal
environment.

The main functionalities of LBTest to manage an FI test session can be sum-
marized as follows: (i) It generates test cases that aim to discover a fault. (ii) It
calls the main process of the communication wrapper to set up and initialize the
SUT. (iii) It sends and receives symbolic test stimuli and the SUT observations
to/from the wrapper. (iv) It reverse engineers a behavioral model of the SUT using
a machine-learning algorithm specified in the configuration file, and finally (v) as
an Oracle, LBTest constructs test verdicts according to the compatibility of the
SUT observations with the formal specifications through model checking.

The purpose of using a configuration file in an FI campaign is to provide the
option of adjusting various testing and FI parameters for the test engineer. For ex-
ample, these parameters include the choice of machine learning and model-checking
algorithms, some target-specific data models for the SUT API, and most impor-
tantly, test requirements, fault types, and values. Many other test parameters to
handle a session, such as stop conditions, coverage measurements and directory
paths, can also be defined in a configuration file.

At the LBTest level, the generated test cases are abstract in the sense that
faults are encoded as symbolic values scheduled into symbolic input sequences.
These abstract fault values are then resolved into concrete FI events using the
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Figure 6.2: The integrated LBTest-QEMU-GDB tool chain with debugging from
the GDB user interface

commmunication wrapper and according to the FI-module (see Section 6.3 for more
details). Hence, by also relying on its platform independent feature, LBTest can
turn into a multi-hardware level (e.g., gate, RTL and ISS levels) fault generator
regardless of the kernel environment.

As mentioned above, before the communication wrapper can concretize the sym-
bolic FI test cases into real ones, the FI-module has to define the corresponding
SW- or QEMU-level breakpoints in GDB. These breakpoints are in fact similar to
exception handling mechanisms that when called execute certain FI macros to im-
plement the desired faults at a location. Then, the wrapper can activate/deactivate
some of these breakpoints, depending on which are or are not needed according to
the concrete fault scenarios.

Another important aspect of the proposed approach consists of the complex
interactions of the communication wrapper and the FI-module. These are both
user applications, where the latter is called inside the GDB process standard input
(stdin) by the former. The FI-module configures the SUT and sets static data
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and function breakpoints based on the configuration parameters. In case dynamic
breakpoints are needed to deal with complex fault scenarios, specific Python-GDB
methods are utilized. For convenience, these methods are used in a function to
be called by the wrapper and manage breakpoints on the fly. With this flexibility,
more fault types and locations can be covered in each test run. Finally, if any SUT
exception or crash is detected as the result of FI, appropriate messages are reported
to the wrapper based on a predefined contract in the FI-module.

The last two components of Figure 6.2 to be described are QEMU and the GDB
client. QEMU is an individual process on top of the operating system in the host
machine. Its primary task here is to emulate the hardware of the target platform
and provide the necessary infrastructure to execute an unmodified binary program
(i.e., SUT). QEMU can emulate the guest processor commands by converting its
binary code into the corresponding host CPU executables, and also simulate target
specific hardware (e.g., CAN controller) by means of user-defined C functions that
exhibit the same behavior. Furthermore, QEMU comes with a lot of configuration
options for its various modes, but the most relevant one for FI is the primitive
support to interact with GDB. Hence, QEMU is launched with “-s” option by the
communication wrapper so that it loads the binary image of the SUT and then
waits for a GDB connection to start controlling the guest execution.

Finally, the GDB client in Figure 6.2 is a platform-specific program that im-
plements commands and macros to step the SUT execution and access its internal
data to modify the SUT state and inspect the subsequent effects.

LBTest: an Automatic FI Controller. Criteria that make LBTest an appeal-
ing tool choice for FI are: (i) a high degree of test automation, (ii) a high test
throughput that can match the low latency of real-time embedded applications,
(iii) the ability to systematically explore combinations of fault types, locations and
times as test session parameters. To achieve the latter, LBTest supports useful
combinatorial test techniques such as n-wise testing [13]. These are necessary to
handle the combinatorial growth of both the SUT state space and the (time depen-
dent) hardware fault space. Other important features of LBTest include scalability
to large distributed systems as well as precise verdict construction from behavioral
requirements. The latter is essential for FI testing the robustness of safety-critical
embedded systems.

The role of Test Harness in Fault Injection. Traditionally, an LBTest com-
munication wrapper functions as a test harness to encapsulate the SUT and its
environment. It marshals each test stimulus and the corresponding SUT response
back and forth. It also performs test set-up and tear-down activities necessary to
isolate each test experiment. Alongside these basic functionalities, the wrapper has
more sophisticated responsibilities, including the following.

1. The wrapper abstracts infinite-state systems into finite-state models. This
abstraction is done through data partitioning.
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2. Wrappers support real-time abstractions using synchronous (clock-based) or
asynchronous (event-based) SUT response sampling methods.

3. The semantics of FI is implemented by using the wrapper to control fault in-
jection and simulate desired failures (e.g., a sensor or communication failure).
This principle is the gateway to robustness testing using LBT [88].

In our approach to FI, the wrapper is the second component of the FI chain.
It calls QEMU and GDB in separate processes and instantiates their serial com-
munication links (using standard-input/output). Through these links, the wrapper
can send GDB/QEMU commands to configure test setup, start/stop the execution
of the SUT, inject faults, wait for results, monitor variables and perform post-
processing on the desired outputs.

The symbolic fault values within the test cases generated by LBTest are trans-
lated into GDB-executable queries. These commands, in turn, implement the fault
semantics according to their specified attributes. Hence, each test case can assign
its combination of fault parameters (test case fault values assigned to fault vari-
ables at specific times). Since our method is based on breakpoints to determine
FI points (i.e., places where injection should occur), they are defined during test
setup using the FI-module but are held deactivated before executing the SUT. The
wrapper can then enable/disable the corresponding breakpoints according to every
fault parameters.

Supported Fault Injection Techniques

As discussed previously, SW-GDB and QEMU-GDB emulate faults in two different
abstraction layers where each fault can be described by three attributes of space,
type, duration. Hence, the scope of the two interfaces in supporting the mentioned
attributes is slightly different. Below, the extent of the fault properties are specified
in each case.

Fault Triples. Each fault experiment controls three fundamental attributes.

• Fault Space: Fault space defines the time and the location in which the fault
will affect the target object. It is a set of unique point pairs to distinguish
fault trigger events.

• Fault Type: Fault types are symbolic values which determine how data or
state is corrupted. Traditional fault types include stuck-at, bit-flip, etc.

• Fault Duration: Fault duration is the lifetime during which a fault is active.
In other words, it defines the statistical distribution of fault appearances.
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Fault Injection via SW-GDB.

1. Fault Space: To specify fault time and location parameters of SW-GDB is
relatively easy, since here, a compiled SUT program provides access to the
symbol information for tracing its execution. This way, event and source
code line breakpoints can be set to trigger exceptions at run-time and inject
faults by manipulating available program arguments. Furthermore, using
conditional breakpoints here can bring more flexibility in creating and dealing
with specific fault cases.

2. Fault Type: Thanks to a GDB-Python integrated API, any manipulation
function can be performed at a fault point. With this in mind, not only
simple fault types (e.g., inversion, value freezing) but also more advanced
ones (e.g., transition delay, communication corruptions) can be realized on
variables, registers, and memory cells.

3. Fault Duration: Permanent and low-frequency intermittent faults are conve-
nient to be implemented in SW-GDB. However, the problem arises when the
desired fault is a low-interval intermittent type. The main reason is that the
breakpoint artifacts such as trap instruction, exception handling, halting the
program execution, data manipulation, etc. are costly in terms of overhead
that is implied during a test session.

Fault Injection via QEMU-GDB.

1. Fault Space: QEMU-GDB provides two breakpoint-based approaches to de-
fine fault time and location parameters in an FI experiment. First, by setting
breakpoints in the QEMU source code it can control the emulation process
and modify hardware state information that is available to QEMU (e.g., reg-
isters, virtual memory, timers, interrupts, etc.). Second, by setting hardware
access breakpoints (access watchpoints) as a measure to determine where or
when a hardware resource is accessed and perform the desired fault accord-
ingly. A special case of the latter option is the program counter (pc) which
identifies the address of the SUT program function that is being executed.
This helps, for example, to access program points in a function by knowing
the relative distance to a function start point and set a pc watchpoint there.

2. Fault Type: Correct manipulation of the target data after reaching an FI point
results in the emulation of the desired fault. This includes, for example, using
simple data masks and custom functions to implement traditional fault types
(e.g., stuck-at, bit-flip). Furthermore, by adjusting the latency of individual
QEMU hardware commands, delay faults can be implemented.

3. Fault Duration: Since hardware breakpoints are treated as exceptions in
QEMU-GDB, they impose lower overhead on the program execution com-
pared with other methods. Also, due to the simplicity of the available data
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structures in hardware, data manipulations (e.g., masks) are implemented
more conveniently. With these in mind, in addition to transient and perma-
nent faults, low-latency intermittent faults are also accurately applicable.





Chapter 7

Related Work

In what follows in this section, we shall be investigating similar works and FI tools
presented in the literature. This survey will highlight the basic ideas, advantages
and disadvantages, and differences between the presented approaches and our work.

7.1 LBT related

A wide variety of formal notations have been proposed to support requirements
testing of safety critical systems over the years, an extensive survey is [61]. In the
context of embedded systems, considerable attention has been devoted to the use
of temporal logic [50] for requirements modeling.

In [97] the authors present a large-scale study of modeling automotive behavioral
requirements. For this they use the Real Time Specification Pattern System (RTSP)
presented in [75]. This pattern system is an extension of the earlier Specification
Pattern System (SPS) of [42]. RTSP requirements are semantically mapped into a
variety of temporal logics, including linear temporal logic (LTL) [43], computation
tree logic (CTL) [43] timed computation tree logic (TCTL) [11] and metric temporal
logic (MTL) [11]. The intention of pattern languages such as SPS and RTSP is to
allow the semantics of requirements to be easily understood and validated.

Drawing upon five informal requirements documents, [97] assembles a total of
245 separate requirements for 5 different ECU applications. Of these, just 14 re-
quirements (3% of total) could not be modeled. The authors conclude that TCTL
provides an appropriate temporal logic for behavioral modeling within the automo-
tive domain. However, their proposal has the significant disadvantage that model
checking is undecidable for TCTL (see [97]), and hence it cannot be used for au-
tomated test case generation. This contrasts with LTL, used in our own research,
which has a decidable model checking problem. A later study [49] of RTSP at
Scania CV has broadly confirmed these statistics. It estimated the relative fre-
quency of successfully modeled behavioral requirements at about 70%. Just 6% of
the requirements could not be modeled. Our own research here seems to suggest

53
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that a large proportion of commonly encountered ECU requirements can already
be modeled with LTL.

Methods to reverse engineer state machine models of automotive ECUs us-
ing similar machine learning techniques to our own have been considered in [104].
Here, the authors used an industry standard test runner PROVEtech [3] to perform
hardware-in-the-loop testing of components, and reverse engineer SUT models us-
ing their RALT tool. These methods were shown to be effective for third-party
software where source code was unavailable. However, in contrast to our own work,
formal requirements and model checking were not used. In [117] the effectiveness
of machine learning techniques for test case generation has been studied, and it has
been shown that machine learning provides significantly better SUT coverage than
random testing. This work concurs with results from our own previous investigation
in LBT effectiveness [87].

7.2 Fault injection related

Hardware-based Approaches
HFI techniques require an external device to force/insert faulty values into phys-
ical components of the target system. This can be done with or without physical
contact to the desired locations. For instance, pin level signals can be corrupted
using probes and sockets (e.g. in Messaline [16], RIFLE [79] and FIST [57] tools).
However, their drawbacks are limited reachability and high intrusiveness [69]. Con-
tactless methods, like the ones implemented in MARS [72] and FIST tools, employ
radiation flux or electromagnetic interference (EMF) to introduce single event up-
sets (SEUs) in VLSI circuits. Despite their good reachability, the latter tools have
no direct control over the exact time and location where the induced faults occur.
Other HFI methods can affect internal IC nodes by various physical means like
disturbances in power supply, clock, temperature, light, etc. [95].

Simulation-based Approaches
Fault simulation can be performed at various abstraction levels including electronic-
circuit, gate, RTL and even instruction-set levels. These techniques pose no damage
risk to the system in use and are more affordable regarding time and effort than
HFI methods. They also provide higher controllability and observability features
to conduct FI tests.

Most common practiced SFIs work in the gate (logic) level by injecting faults
into HDL models of SUTs. Such models are modified in two ways. Either using the
so called saboteurs and mutants as in MEFISTO tool [51], or by manipulating HDL
signals using built-in commands of the simulator as in VERIFY [106] tool. Saboteur
is a dedicated module embedded into the simulator that targets value and timing
properties, whereas mutants are faulty extensions of target components to emulate
desired defective behavior. Despite their flexibilities, HDL-based SFIs suffer from



7.2. FAULT INJECTION RELATED 55

scalability problems due to bottlenecks in simulation speed. Especially in large and
complex systems, the performance degrades dramatically, and simulation takes tens
of times slower [95].

Other SFI methods can be implemented for instance in RTL level where existing
available tools are HEARTLESS [102] and FTIs [45]. Moreover, tools like DEPEND
[54] supply C++ libraries that satisfy design and FI testing needs for a wide range
of fault-tolerant architectures.

Software-based Approaches
SWIFI techniques are more attractive to developers, especially when it comes to FI
in software applications and operating systems (OSs). These methods do not require
expensive hardware like HFI ones and provide higher observability and controlla-
bility of the SUT behavior under faulty operations. SWIFI tools can be grouped
into compile-time and runtime mechanisms. The former, e.g., DOCTOR [58] and
PROPANE [63], work by mutating source code or a data image of the program
and therefore, are limited to memory fault models. The latter, however, are more
widely used as in Xception [6], FERRARI [71], SAFE [38] and MAFALDA [100]
tools. Their common feature is to use advanced debugging and monitoring facilities
available for most processors to carry out FI campaigns. Finally, Enforcer [90] is
an efficient comprehensive FI method for unit testing that uses both approaches
and iterative abstraction refinement to identify potential failures of an application.

Model-implemented Approaches
In principle, MIFI techniques define FI mechanisms that are instantiated as model-
blocks to be inserted into hardware, software, and system models. This is possible
in two ways, either by mutating the original model or by replacing it with a faulty
one. FISCADE[90] [116] is an MIFI plug-in to the well-known model-based develop-
ment environment SCADE [10] which is used mostly in safety-critical applications.
Another tool is MODIFI [113] which is dedicated to FI in Simulink/Matlab behav-
ioral models. Its key advantage over other similar tools has been the capability
to generate minimal cut sets as a method to mitigate the combinatorial explosion
problem. In this work, simple faults such as bit-flip and stuck-at faults are extended
to be able to simulate more advanced timing, control, and data flow error, thus, to
study the fault propagation properties in the models.

Virtualization-based Approaches
VFI is a branch of SFI where instruction set simulators (ISS) and virtualization
platforms are used for FI. This includes software emulation with dynamic binary
translation (DBT) to simulate the response of micro-architecture systems. VFI is
well-suited for early development validation without actual physical system still in
place.
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UMLinux [107] is one of the early works to link system virtualization and FI
testing as a toolchain. This approach can examine dependability of networked VMs
in Linux. Another distinguished work concerns the FAUmachine [98], offering more
generic solution including other operating systems. The FAUmachine provides fast
simulation speed even for complex embedded systems, and the user can determine
fault specifications via VHDL scripts to automate FI testing. The tool also supports
permanent, transient and intermittent faults in locations such as memory, network,
disk and other peripherals. There are weaknesses in this approach, for example, the
lack of fault models for CPU registers and limited availability of processor family
models.

In [17], a checkpoint mechanism for VFI is introduced. Checkpoint-based FI
(CFI) uses checkpointing to restore previously visited states of an application soft-
ware in a virtual machine. This is an operating-system level approach for User-
Mode Linux to inject faults and analyze the outcome. In recent years, a few FI
works have been proposed based on the LLVM (Low Level Virtual Machine) [76].
This special compiler framework has additional support for analyzing a program
transformation during various compile and build steps [95]. LLVM symbolizes a
program code using IR (intermediate representation) for its optimizer and manages
all mid-level transformation events. Hence, the tool and its derived FI techniques
are independent of the source code language and the target machine. For example,
in LLFI [114] and KULFI [105] faults are injected into an intermediate representa-
tion of the application source code. Thus, the subsequent errors can be traced back
to program lines more conveniently. However, hardware faults are not supported as
these have no noticeable effect at the application layer (e.g., registers and control
flow faults).

Fault isolation among several VMs has been studied in [118]. This technique
is based on the Xen virtual machine monitor (VMM) that can inject faults into
kernel, memory, or registers of so-called para-virtualized (PV) and fully-virtualized
(FV) VMs. One advantage of this approach is that non-virtualized systems can be
characterized under the influence of faults. However, fidelity problems may arise
due to the overhead of logging mechanisms.

Among commercial products, Relyzer [60] and CriticalFault [120] are Simics-
based FI tools. To reduce FI experiments, the former uses equivalence-based prun-
ing and the latter vulnerability analysis. With these static and dynamic tech-
niques, application instructions are grouped into various equivalence classes includ-
ing (among others) control, data and address instructions. Then soft errors are
injected into different points to profile faulty behavior or detect SDCs (silent data
corruptions).

QEMU-based Fault Injection
There is considerable prior work on QEMU-based FI frameworks in the literature.
QEFI [4] is one of the first frameworks designed to examine system and kernel level
robustness in the presence of faults. This work instruments TCG and integrates the
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GDB to introduce errors at injection points. The injection locations include CPU,
RAM, USB and some other external devices. In addition, faults can be triggered
based on a user defined probability model, breakpoints or device activity measures.
However, the fault model is only a combination of soft errors (e.g., bit-flips) and
disturbances in packet communications. Moreover, QEFI is specifically designed for
the Linux kernel and does not provide any support for x86 architectures. Another
soft error injection approach based on QEMU is presented in [52] with the aim
to evaluate the susceptibility of complex systems to certain fault types. However,
this approach is limited to x86 architectures, and only bit-wise fault models on
GPRs (general purpose registers) are considered. A more flexible approach is F-
SEFI [55] which targets HPC (high performance computing) applications that are
susceptible to silent data corruption (SDC). F-SEFI provides a broadly tunable
injection granularity from the entire application space to specific functions. One
shortcoming of the approach is that it only partially covers fault locations, limited
to processor model variables, by tainting register values during operand execution.

A number of works have focused on mutation testing for embedded systems.
XEMU [19] is an extension of QEMU integrated into its DBT with the ability to
mutate disassembled binary code of an ARM instruction set at run-time. Hence, the
approach does not assume access to the source code, and it can capture anomalies in
the compiled target ISAs. Nevertheless, XEMU is mainly concerned with software
faults, and its scope is not hardware fault injection.

Ping Xu et.al [119, 77] proposed BitVaSim with the initial aim of evaluating
built in test (BIT) mechanisms in ARM and PowerPC platforms. The tool covers a
variety of hardware faults not only in memory but also in I/O and CPU variables.
Thus, it allows a good degree of user-mode fault configuration in any process thanks
also to the XML technology. Furthermore, BitVaSim provides efficient feedback and
monitoring features to control FI experiments and VM environment. One issue with
this method is that it is not entirely deterministic. Hence, the reproducibility of an
FI campaign is one concern.

Important work on FI by targeting the QEMU-DBT process is presented by
Davide Ferraretto’s team in [48, 56, 47]. In their approach, CPU GPRs and IRs
are subjected to permanent, transient and intermittent faults with equivalent rep-
resentativeness to RTL models. However, no memory or hardware peripheral faults
are presented, and only x86 and ARM architectures are supported.

FIES, the framework described in [66], is the basis for applications in [65] and
[64], where the fault models go beyond the low-level elementary bit flips and stuck
at faults. Although the QEMU instrumentation remains within the DBT, more
advanced memory and processor fault models are introduced to comply with IEC
61508 standard. This allows system level analysis and reliability aware software
development and countermeasures for embedded and safety-critical domains.





Chapter 8

Summary of Papers

Paper I:

Hojat Khosrowjerdi, Karl Meinke, and Andreas Rasmusson. “Learning-Based Test-
ing for Safety Critical Automotive Applications.” In International Symposium on
Model-Based Safety and Assessment, pp. 197-211. Springer, Cham, 2017.

Summary of the Paper
The paper discusses the usefulness of learning-based testing for two applications
from the automotive domain. The systems under test were black-box systems, and
a state machine model was learned for these. Four relevant accuracy questions were
studied where the focus was on requirements modeling, learning efficiency and error
discovery capabilities of the approach. It is notable that five faults in commercial
SUTs were discovered with this methodology.

Author’s Personal Contributions
• Formalizing natural language specifications into formal PLTL requirements

formulas.

• The implementation of a test harnesses for the system under test and per-
forming the experimental evaluation of the approach on the case study.

• Writing experimental sections of the paper and general discussions and com-
ments on its improvement.

Paper II:

Hojat Khosrowjerdi, Karl Meinke, and Andreas Rasmusson. “Virtualized-Fault
Injection Testing: a Machine Learning Approach.” In Software Testing, Verifica-
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tion and Validation (ICST), 2018 IEEE International Conference on, pp. 297-308.
IEEE, 2018.

Summary of the Paper
The paper presents a proposal, implemented in a toolchain, for virtualized fault
injection testing of safety-critical embedded systems. This approach tries to fully
automate the processes of test case generation, fault injection, and verdict construc-
tion. It is based on machine learning to reverse engineer models of the system under
test, and it adopts a model checking approach for generating the test verdicts. The
suggested method combines the hardware simulator QEMU and the interactive de-
bugger GDB to systematically induce predefined state changes and/or events that
simulate hardware/software faults in the middle of binary program execution. To
demonstrate the effectiveness, the authors report two studies of the application of
the toolchain to two real-world automotive safety-related programs. However, the
proposal can be extended to different embedded domains.

Author’s Personal Contributions
• Architecture proposal, design and the integration of the fault injection toolchain.

• Background study and literature survey along with comparing the method
with the most relevant approaches.

• The implementation of a test harnesses for the system under test and per-
forming the experimental evaluation of the approach on the case study.

• Formalizing natural-language specifications into formal PLTL requirements
formulas.

• Writing most sections of the paper. However, a few sections are written by
Karl Meinke or edited based on Andreas Rasmusson’s input.



Chapter 9

Conclusion and Future Work

9.1 Summary

This thesis overview has provided a background and literature survey on the rele-
vant aspects of model-based requirements testing, machine learning, hardware em-
ulation and fault injection. We have considered applying the ideas of LBT, mainly,
in the automotive domain of embedded systems. For example, we have shown, us-
ing LBT, the benefits of MBT can be achieved without costly maintenance of SUT
models, along with generating large black-box test suits on the fly. Also, as a side
effect of machine-learning and model-checking (the oracle), the inferred behavioral
models are guaranteed to conform with the SUT response function. Hence, a major
source of false positives and negatives in MBT can be discarded.

One motivation for this licentiate research is the emergence of complex ADAS
ECU applications in parallel with new standards for ECU safety and reliability
such as ISO 26262. These developments suggest that automated testing will be a
necessary complement to manual testing, even if automation does not fully replace
manual methods. Another concern that is addressed is the need for a systematic
fault injection of safety components at various development stages. The goal was
to evaluate learning-based testing (LBT) as a solution to these problems.

One important aspect of LBT is the full adoption of simple propositional lin-
ear temporal logic (PLTL) requirements, e.g., to express low latency behavior of
safety-related ECU applications. This approach is already proven in paper II to be
a viable modeling method for many informal specifications of embedded systems
(automotive). Furthermore, the presented case studies show that the rate of error
discovery and convergence of accurately learning complex SUTs for LBT is quite
high. With respect to the four objective measures defined in paper II to evaluate
the utility of LBT, the following criteria has been assessed:

• Requirements formalization in PLTL is often a straightforward task for an
ECU embedded software, since most behavioral specifications follow the sim-
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ple invariant trigger-response pattern. However, there are exception cases
where refactoring is necessary.

• Refactoring can be used to reduce the complexity of a requirement, resolve
ambiguities and eliminate unnecessary details of informal texts. This is a
quite efficient approach especially when combined with the capabilities of the
SUT wrapper to hide complex computations.

• LBT is s scalable testing method based on active automata learning tech-
niques, which is suitable for small and large embedded systems with hundred
thousands of states and millions of transitions. The granularity of inferred
models is adjustable by tuning input/output sampling/partitioning parame-
ters in a configuration file.

• LBT is a successful black-box testing method at finding discrepancies between
a requirement and its corresponding SUT. Its success rate depends on the
incomplete or ambiguous requirements which can result in false verdicts or
warnings.

Nevertheless, our case studies show that SUT latency issues need to be more
carefully addressed. To this end, we have begun to investigate parallelised testing on
multicore platforms. Initial efforts here have successfully increased test throughput
by executing multiple copies of an SUT in parallel.

In this thesis, a new methodology for automating hardware fault injection test-
ing of embedded systems have been also presented. This approach is based on
the hypothesis to utilize the features of hardware virtualization and LBT to ap-
proach an integrated toolchain for virtualized hardware in the loop and FI called
LBTest-QEMU-GDB. The main characteristics of such a toolchain are summarized
as follows:

• It is non-intrusive because it requires zero to negligible modification to the
SUT, the emulation platform and models in QEMU;

• Conventional fault models such as stuck-at, transient and coupling faults are
supported at locations accessible to GDB and QEMU (e.g., registers, memory,
I/Os, etc.).

• We use LBT technology to automate test case generation, FI, and the Oracle
(verdict). This includes PLTL requirements modeling, machine learning, and
model-checking techniques;

• We adopt traditional debugging technology to emulate faults in QEMU.

The successful application of this toolchain on two safety-critical industrial cases
studies of ECU application is presented in the paper I. This work identified previ-
ously unknown anomalies concerning the tested safety requirements.
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9.2 Future Work

The current technology for LBT can lead to complex models containing hundreds
of thousands of states and millions of transitions. This size and complexity of
the learned model has already reached the limits of many available model-checkers.
Especially, NuSMV [32], which is currently used in LBTest, has difficulties to handle
learned models of a distributed system-of-systems for a platooning scenario [85].
The problem is mainly around the approach (BDD representation) that such model-
checkers take to construct a very large structure with all possible paths included
for a given flat model and a requirement formula. Hence, model-checking of these
systems can either lead to a full stack exception concerning the constraints on the
available memory or will take an unreasonable time to be resolved.

To tackle this problem, we envisage to investigate the use of the SMT-based
model-checking techniques such as the new NuXMV symbolic model-checker. Other
longer-term future research areas include for example multi-core platforms both for
hardware emulation and FI testing at integration and system levels. This is also
useful for parallelized testing of more complicated case studies with high latency in
order to improve the performance and scalability of the LBT technique.
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Appendix A

Formal Language

In Section 3.2, a finite input alphabet and the set of all finite-length strings over it
were defined as Σ and Σ∗. Now, the term formal language (L) refers to a subset of
Σ∗. According to Kleene’s Theorem, a regular language is a formal language that
is accepted by a DFA. This particular language type has many interesting features
including the closure of intersection, union and concatenation operators. In general,
a regular language can be recursively generated by the following rule:

Lreg ::= ∅|ε|a|Lreg1 ∪ Lreg2|Lreg1 ∩ Lreg2|Lreg1.Lreg2|L∗reg
where ∅ denotes the empty language, ε represents the language of empty string,

a ∈ Σ∗ is a singleton and Lreg1 and Lreg2 are each a separate regular language.
Finally, L∗reg is the Kleene closure, i.e., the infinite union of ∪i≥0 L

i
reg where Lireg

is the concatenation of i copies of Lreg [68].
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Appendix B

Paper I (Learning-Based Testing
for Safety Critical Automotive
Applications)

Hojat Khosrowjerdi, Karl Meinke, and Andreas Rasmusson. 5th International Sym-
posium on Model-Based Safety and Assessment (IMBSA), 2017, Trento, Italy.
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Appendix C

Paper II (Virtualized-Fault
Injection Testing: a Machine
Learning Approach)

Hojat Khosrowjerdi, Karl Meinke, and Andreas Rasmusson. In Software Testing,
Verification and Validation (ICST), 2018, Västerås, Sweden.
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