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Abstract 

This report studies the possibilities of minimizing unplanned maintenance work and 

improving the availability of power supply by enabling preventive maintenance in power 

systems, without having to make additional investments in the existing systems. This was 

done using information from COMTRADE files (disturbance recording files) that are 

created in the event of a fault in the power system. The IEC 61850 standard facilitates the 

process of retrieving and analyzing the disturbance files by standardizing their format and 

the way they are stored. By creating a software solution that automatically reads and 

analyses the COMTRADE files, deteriorating performance of the power system equipment 

can be detected and preventive maintenance suggested. 

The result of the project is a software solution that reads and analyses COMTRADE files in 

an automated way. The software identifies fault events (fault start, trip signal sent, circuit 

breaker open, auto-reclose command, circuit breaker closed) from the recorded signals 

using wavelet transform as the main method. It then calculates the times of relay and circuit 

breaker operations. The calculated times are compared to threshold values and warnings are 

generated if they exceed the thresholds. 

Keywords 
COMTRADE file, preventive maintenance, relay protection, automatic post-fault analysis, 

IEC 61850, wavelet transform. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 
 
 
 
 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Sammanfattning 

Denna rapport studerar möjligheten att minimera oönskade underhållsarbeten och öka 

tillgången på strömförsörjning genom att möjliggöra förebyggande underhåll i 

kraftsystemet, utan att behöva göra ytterligare investeringar för sina befintliga system. 

Detta gjordes med hjälp av information från COMTRADE-filer (filer för inspelning av 

störningar) som skapades vid ett fel i elnätet. IEC 61850-standarden underlättar processen 

för att hämta och analysera störningsfilerna genom att standardisera sitt format och hur de 

lagras. Genom att skapa en programvarulösning som automatiskt läser och analyserar 

COMTRADE-filerna, kan försämrad prestanda hos strömsystemets utrustning detekteras 

och förebyggande underhåll föreslås. 

Resultatet av projektet är en mjukvarulösning som läser och analyserar COMTRADE-filer 

på ett automatiserat sätt. Programvaran identifierar felhändelser (fel start, sänd bryt-signal, 

brytare öppen, automatisk återstängnings kommando, strömbrytare stängd) från de 

inspelade signalerna med wavelettransformen som huvudmetod. Därefter beräknas 

driftstiderna för relä och brytare. De beräknade tiderna jämförs med tröskelvärden och 

varningar genereras om de överskrider tröskelvärdena. 

Nyckelord 
COMTRADE filer, förebyggande underhåll, reläskydd, automatisk efterfelsanalys, IEC 

61850, wavelettransform. 
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1 Introduction 

1.1 Problem definition 
Electricity can be considered one of the main necessities of humans. Continuous supply of 

electricity is crucial to the survival of modern civilizations, especially in the urban areas 

where food supply and transportation, among other things, rely heavily on the electrical 

power. 

Securing uninterrupted supply of electricity depends on reliable functioning of the 

increasingly complex power distribution networks with many interdependent components. 

Network owners are required to establish an annual risk and vulnerability analysis, where 

they decide whether the stations and their protection equipment are in good condition or in 

need of repair. Based on this, an action plan for the stations that do not meet the 

requirements is made [1]. 

Electrical power systems consist of many transformers, relays, circuit breakers, 

disconnectors, protective equipment and other equipment important for the proper 

functioning of the system. Relays are used to control and monitor different parts of the 

system. In case of a fault anywhere in the system, relays can make quick decisions and trip 

a circuit breaker to limit the fault and prevent any damage to equipment. Every relay and 

many other parts of the electrical systems are checked once a year, to see if they are 

working properly or not. In case they are not, they must be serviced and checked again [1]. 

If the substation element stops working between the scheduled checks, it would be 

unknown until the next check or, in the worst case, until a failure occurs because of the 

faulty element. In case a fault happens, and the relay does not interrupt, a wider area would 

be taken out of service to get the fault cleared. Alternatively, if a primary circuit breaker 

fails to interrupt the fault current upon an order from the relay, backup protection circuit 

breakers will operate, causing a larger portion of the power system to be isolated and 

affecting more users.  This is very often an expensive scenario. To prevent this from 

happening, the electrical system needs to be continuously monitored and preventive 

maintenance carried out when signs of deteriorating performance are registered. 

Disturbance recordings provide important power system information that can be used in 

post-event analysis to evaluate protection system performance and point out deficiencies 

that need to be addressed through preventive maintenance.  Considering the scale of power 

systems, possible impacts of failures, and the relatively easy access to disturbance data 

information, the possibility to implement efficient and inexpensive ways of continuous 

monitoring with the goal of preventive maintenance becomes obvious. 

1.2 Aim 
The aim of the project is to develop a tool for monitoring protective equipment in power 

systems by developing a software solution capable of automated reading and analysis of 

the COMTRADE disturbance recording files. The software should measure the operate 

times for the protective equipment involved in the fault clearing, save these measurements 

to a database and compare them over time.  
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The times measured will be: 

● relay operate time - from the start of the fault until the trip signal is sent 

● protection chain total operate time - from when the fault starts until it is cleared 

● circuit breaker operating time - from when the trip/open command is given until the 

circuit breaker is open 

● circuit breaker closing time - from when the close command is issued until the circuit 

breaker closes. 

The software should be able to visualize data from the database for chosen equipment in 

graphs that show how these values change over time. 

1.3 Scope 
The project focuses on fault event point identification and calculation of the previously 

described time intervals. The software doesn’t identify the type of fault, which could be 

interesting for statistical purposes. Also, collection of disturbance files from different 

substations and other challenges of automated analysis are not addressed by the software. 

Only files containing shunt fault recordings are used for testing. The saving of analysis 

results to a database is done by using simple text files as a model of database.   
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2 Theory and background 

2.1 Main protection equipment overview 

2.1.1 Relay protection 
Relay protection´s main tasks in an electric power system is to monitor, detect power 

system faults and to issue the correct operate (trip) commands to the correct circuit breakers 

to isolate the fault. In practice, each relay protection has a specific protection area, such as a 

power transformer, power generator, or an overhead line or power cable. When a power 

system fault is detected, the protective relay will send a trip signal to the circuit breaker, to 

eliminate the fault and prevent it from spreading to adjacent parts of the network [2].  

In the event of a fault, the electrical quantities of the network, i.e. voltage and current, 

change. The value of some derived quantities, such as power or impedance for example, 

also change compared to normal operation. If the fault is large enough to isolate a part of 

the system from the rest of the power network, the frequency level will change too. Because 

the relay protection measures one or more of the quantities mentioned above, it must be 

possible to determine whether a fault has occurred or not. A relay protection must be able to 

filter out transients and harmonics from the useful information. It should also be able to 

determine the position and type of fault [2]. 

The operation speed can be considered the most important characteristic of a protection 

relay and the entire protection system. The safety and reliability of power system operation 

depends on relays being able to clear the fault within a very short time interval. The operate 

time of a relay depends on the decision algorithms and the technology used. The type of 

fault can also affect the relay operate time. The operate time for high voltage transmission 

line distance protection relays in zone 1 is expected to average around one to two 

fundamental frequency cycles at 60 Hz, which is between 16 and 32 ms [3]. 

Fault clearing times are typically around 80 ms, with the first 40 ms encompassing fault 

detection, trip decision and communication times and the other half being the mechanical 

operation and arc extension of the circuit breaker. After the fault is cleared, the protection is 

reset [4]. 

2.1.2 Different types of relay protection 
There are different types of relay protection, older electromechanical and modern numerical 

microprocessor-based relay protection [4]. Nowadays, all installed protection relays are 

microprocessor-based. These relays have some form of memory function that can store 

indications, current and voltage levels and disturbance registers. This type of relay 

protection makes it possible to use two-sided communication between the protection and 

the station computer via interference-free fiber optic lines [5]. 

In relay protection, one or more combined measuring relays can be included for an object to 

receive complete protection. Depending on the actuating unit, relay protection can be 

called: 

- voltage protection 

- frequency protection 

- power protection 

- impedance protection [2]. 
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2.1.3 Circuit breakers 
A circuit breaker in the high voltage network has the task to interrupt the currents flowing 

through it upon command from the protection relay. Circuit breaker construction and 

subdivision is based on the containing medium which can extinguish the arc. Examples of 

circuit breakers are: 

- cross-blast circuit breaker (on output) 

- oil circuit breaker 

- SF6 circuit breaker 

- vacuum circuit breaker. 

A circuit breaker is designed to cope with a continuous operating rated current and be able 

to break at maximum short circuit current. It must also be able to withstand high 

temperatures that occur due to the short-circuit current until the trip takes place. A circuit 

breaker should have sufficient breaking and making capacity, which is measured with 

MVA [2]. 

Circuit breaker closing and opening times differ depending on several factors such as: the 

voltage levels, interruption techniques. Disconnector Circuit Breaker (DCB) 420 kV with 

Fiber Optic Current Sensor (FOCS) has closing time ≤  60 𝑚𝑠 and operating time ≤
 50 𝑚𝑠[6]. 

2.1.4 Relay REL670 
A powerful remote protection relay (Intelligent Electronic Device, IED) from ABB for high 

voltage transmission lines, which offers the lines maximum performance and functionality. 

REL670 is capable of protecting several objects simultaneously with only one device [2, 7]. 

The protection device is part of the Relion family for protection and control, which is 

designed and structured according to the standard IEC 61850 [2, 7]. 

Line distance protection REL670 2.0 has for differential protection an operate time at 

0 𝑡𝑜 2 ∗ 𝑈𝑑, 25- 35 ms and reset time 50-75 ms, while for impedance protection the operate 

time is typically 25 ms and reset time 20 - 50 ms [8].  

2.2 Faults in a power system 
Faults can be divided into two categories, shunt faults and series faults. The most common 

faults in a power system are shunt faults. They occur as short circuits, ground faults or as a 

combination of the two. Short circuit faults happen if one or several phases come into 

contact with each other. Ground faults happen when one or several phases come into 

contact with the ground. In general, for high voltage power networks, 80 - 85% of the faults 

are phase-to-ground and the rest of the faults are phase-to-phase and three-phase faults.  

The common characteristics of all types of shunt faults are: 

● increase of current in the faulted phases (overcurrent) 

● decrease of voltage in the faulted phases (under voltage) [9].  

Figure 1 shows different types of shunt faults. 
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Figure 1: Shunt faults in a power system [9]. 

2.3 Effective value of an alternating current (RMS) 
For a discretized time period, the RMS (Root Mean Square) value calculated as follows: 

The RMS value is equal to the square root of the average of the squared samples, taken in 

the interval which starts when the sample becomes larger (alternatively smaller) than zero 

and ends before it becomes, after one or several periods, again larger (alternatively smaller) 

than zero [10]. 

𝐼𝑅𝑀𝑆 = √(
(𝑖1

2+𝑖2
2+𝑖3

2+ .....+𝑖𝑛
2) 

𝑛
)  eq. (2.1) 

𝑈𝑅𝑀𝑆 = √(
(𝑢1

2+𝑢2
2+𝑢3

2+ ..... +𝑢𝑛
2) 

𝑛
)  eq. (2.2) 

Figure 2 shows a sinusoidal current, discretized with equal intervals of t seconds at each 

half-cycle, and the 𝑖1, 𝑖2, 𝑖3, . . . , 𝑖𝑛 are the current mean values during these intervals. 

 

Figure 2: A discretized sinusoidal current [10]. 
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2.4 Standards 

2.4.1 IEC 61850 standard 
IEC 61850 is a global standard for substation automation, offering tools for design, 

protection, communication, and control of substations. The standard addresses 

implementation in the IEDs, configuration of the devices, communication protocols, file 

formats, data structures and conformity testing, with the goal of achieving full 

interoperability between devices. IEC 61850 provides a common language of 

communication regarding topics related to substation operation. It also provides all the 

elements for facilitating post-event analysis by providing these standardized elements for 

all vendors: 

● the file format to store recorded waveforms and binary signals (COMTRADE) 

● the location where the COMTRADE files are stored in the IED 

● the time synchronization method for IEDs with practical order of accuracy of +/-1 ms   

● the definition of Logical Nodes associated to disturbance recorders 

● the ability to trigger the disturbance recorder in one IED by the operation of a function 

in another IED using IEC 61850 GOOSE (Generic Object-Oriented Substation Events) 

● the communication protocol for file transfer, FTP (File Transfer Protocol) or MMS 

(Manufacturing Message Specification) 

● the communication media [2, 11]. 

The value of IEC 61850 for automated disturbance analysis is that the design of disturbance 

analysis software becomes simpler due to the standardized way IEDs operate and the 

common language used. The software can more easily analyze the data from all the 

substations implementing the standard, because the signals related to different fault events 

are easier to anticipate and use in the analysis in an automated way. 

2.4.2 COMTRADE (IEEE C37.111-2013) 
The rapid digitalization of protection and measurement devices in electric power 

substations has increased the number of digital records of disturbances from the power 

system. This has created a need for an international standard format for data exchanging. 

Common format for transient data exchange (COMTRADE) for power systems, is a 

standard defined by IEEE (Institute of Electrical and Electronics Engineers) to facilitate the 

exchange of disturbance data. 

A COMTRADE disturbance recording has up to four files associated with it. Configuration 

(.CFG) and data (.DAT) files are mandatory to be able to get any useful information from 

the recording. Header (.HDR) and information (.INF) are optional. All the files should have 

the same name with different extensions at the end. 

The data file may be written in ASCII or binary format and contains the instantaneous 

values of each input channel for each sample in the record. 

The configuration file is written as an ASCII text, and should be saved in a specific format, 

because the file is intended to be read by computer. The file includes information such as 

sample rate, trigger point which marks when recording was triggered, first sample time 

instant, number of analog and digital (status) channels, channel parameters, format of the 

data file, and other information needed to interpret the data file by the computer. 

The header file is created by the originator of COMTRADE data and is written as an ASCII 
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text. This type of file contains name of the station and length of the faulted line. The 

information file is, like the header file, an optional file containing extra information that the 

COMTRADE originator provides to the user [12]. 

2.5 Protection system monitoring 
Circuit breaker condition monitoring involves monitoring of the current carrying, 

mechanical operation, switching, insulation and control functions of the device. The current 

carrying function monitoring methods involve measuring resistance in the electric contacts; 

measuring noise across the contacts; temperature increase measuring using thermography 

and temperature sensors; and statistical methods for prediction of contact resistance.  

Mechanical operation can be monitored using accelerometers installed on the circuit 

breakers mechanical parts; analyzing of the sound that is produced during a breaking 

operation; measuring motor or coil currents during opening and closing; or through 

waveform analysis of currents in circuit breakers [13]. The main disadvantage of using 

these monitoring techniques is that they require additional sensors to be installed for each 

piece of equipment to be monitored. These sensors also require control and maintenance, 

which increases the workload of the staff. Added monitoring equipment needs to report the 

measurements to a centralized system for analysis, which increases communication 

requirements and complexity. Another weakness of these methods is that the sensors can be 

affected by external factors unrelated to the protective equipment operation, depending on 

the environment they are installed in. 

Relay monitoring is based on self-test information provided by the relays themselves. 

Because most relays are microprocessor-based, they have great self-test capabilities. The 

relays can report self-test information about their operation environment, hardware 

condition, software condition and external circuit condition [14]. However, these self-tests 

do not provide information about the actual performance of the relays during a real fault. 

An alternative method for performance monitoring of protection components is through 

analysis of disturbance data offered by the digital fault recorders (DFR). One method uses 

abrupt change detection in recorded signals during a fault, using wavelet transform for 

signal segmentation. Time instants of abrupt changes corresponding to fault start, circuit 

breaker opening, and auto-reclosing are identified and used to evaluate relay operate times 

[15]. The advantage of using this method is that the data used is readily available as it is 

automatically generated for every fault or disturbance. Hence, no additional equipment 

needs to be installed. Another advantage is that the disturbance data gives information 

about the actual operation of the protection equipment during a real fault, not only relay but 

circuit breakers as well. 

2.6 Digital fault recorders 
Digital fault recorders (DFR) can be either standalone or hosted in the numerical protection 

relays.  

A standalone DFR records fault or disturbance events for the entire station depending on 

number of data acquisition (DAQ) modules it has. DFR records instantaneous values 

(waveforms) of currents and voltages for time periods on the order of a second. The 

sampling frequency is normally at higher intervals (5 kHz) for standalone DFR compared to 

a protection relay (1 kHz). It also records important internal relay device signals and 

positions of primary equipment. Additionally, it can record calculated quantities, such as 
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sum of currents or voltages. The recordings also include a preset interval before the fault 

start called the pre-fault, that can be considered as stable operation interval [14]. 

Relay-based digital fault recorders can also generate fault recordings, depending on the 

individual settings of digital relays. They can be programmed to record situations where 

they do not initiate a trip. The recorded data from these relays are distributed in many 

devices instead of one, as in standalone DFRs, which is a drawback of these relays. 

Gathering, combining and time synchronization of fault recording data from relays is time 

consuming. Relays likely have different settings, which can create differences in recorded 

data. The records are typically limited to the protected zone, and the triggering of the 

recording is programmable and based on elements within the device [14]. 

2.7 Automated disturbance data analysis 
Automated disturbance data analysis is becoming increasingly necessary because of the 

increasing number of IEDs that can generate disturbance data recordings. Analyzing the 

data manually requires time, prolonging the time for locating and repairing the damage. 

Further, the amount of time available from the staff limits the amount of data that can be 

analyzed.  Automating the process of analyzing the disturbance data can decrease the time 

for resolving the problems and save personnel time, decreasing the costs for the company. 

Current efforts to implement automated fault and disturbance analysis are mostly focused 

on automated fault identification and localization with aim of making repair easier and 

faster. The challenges of implementing such a solution are automated disturbance data 

collection, with issues relating to communication with a wide range of different devices and 

cyber security; collecting and  handling the configuration data of power system components 

which is constantly changing; and getting useful information from the data according to the 

current standards [16, 17]. 

The first step of automated disturbance data analysis is the identification of the time 

instants of fault events, which include fault start, circuit breaker opening and circuit breaker 

reclosing. This task can be done by applying techniques of abrupt change detection to the 

analog channel signals of the disturbance recordings. Abrupt changes in the signals 

coincide in time with the required fault events. There is a number of different abrupt change 

detection techniques that can be applied: superimposed current quantities, linear prediction 

error filter, adaptive whitening filter, additive spectral changes, autoregressive modelling 

and joint segmentation, state-space modelling and recursive parameter identification, 

support vector machines, discrete Fourier transform, and wavelet transform.[18] 

 

2.8 Wavelet transform 
 

Wavelet transform has been identified as a very useful method for identifying abrupt 

changes in signals that contain impulse components in addition to periodic components. 

The wavelet transform is obtained by repeatedly multiplying a signal with a special 

function, called the mother wavelet, that is scaled and shifted over the whole signal, and 

integrating the result over the whole duration of the signal. The mother wavelet represents a 

wave of limited duration and an average value of zero. There are many different mother 

wavelets that can be used to obtain wavelet transform. The wavelet transform analysis of a 

signal produces two sets of coefficients, approximation and detail coefficients. Large detail 

coefficients identify large changes in the signal. A threshold is applied to the detail 



 

 

 
 

 
 
                                                                                                                                              9 | THEORY AND BACKGROUND 

coefficients in order to select the abrupt change points. Coefficients that exceed the 

threshold identify the time instants of abrupt changes in the signal. [18]. 

2.9 Normal distribution and the empirical rule 
Data with normal distribution is characterized by producing a histogram that has following 

properties: 

● highest frequency in the middle interval 

● the frequency decreases to both sides of the middle interval 

● it is symmetrical around the median. 

For normally distributed data, the empirical rule states that approximately 68 % of the data 

will be within one standard deviation from the mean, 95 % will be within two standard 

deviations from the mean, and 99.7 % will be within three standard deviations from the 

mean [19]. 

2.10 Economic impacts of power interruptions 
One of the main reasons for automated monitoring of the protection relays is to decrease the 

costs of maintenance. This can be achieved by increasing the availability of the system and 

increase the interval between periodic tests [20].  

The utility may have to pay compensation to the customer if there is an agreement for this. 

Repeated interruptions of power delivery caused by utilities protection system are not 

accepted by the customers [20]. This can lead to revenue losses by the utility, due to the 

customers choosing another utility to deliver their power needs. 

2.11 Environmental impacts of power interruptions 
According to [21], power interruptions have no clear negative environmental impacts that 

can be confirmed. What can be feared is whether power interruptions lead to emissions of 

environmentally hazardous chemicals from the industry. With the presence of treatment 

plants at these industries, which handle environmentally hazardous chemicals, the emission 

opportunities are controlled, and the risk of negative environmental impacts is avoided. 
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3 Methods and results 

3.1 Methods 

3.1.1 Programming language 
The software solution for automated COMTRADE file analysis was programmed in Java 

language. Using Java makes parsing of text files in both ASCII and binary formats easier 

and it allows logical grouping of parsed data into separate objects. For example, grouping 

analog channel data from configuration and data files together, and saving the analysis 

results in the same object makes data analysis code more efficient. Most of the data analysis 

code was written directly in Java, except for the wavelet transform which was done using 

the Java implementation of MATLAB engine. With the help of the engine, data can be 

passed to MATLAB and MATLAB expressions can be evaluated directly from Java 

applications. 

3.1.2 Parsing of COMTRADE files 
Parsing of the COMTRADE file data requires that the configuration file is parsed first, so 

that the data file information can be correctly interpreted. Configuration file parsing creates 

a Java object with fields for each parameter named according to the COMTRADE standard. 

Analog and digital channel parameters are saved in a separate object for each channel and 

the data parsed from the data file is added to the corresponding channel object. 

3.1.3 Selecting the data for analysis 
COMTRADE files from different stations can contain varying numbers of analog and 

digital channels. In order to make the analysis of the files consistent and comparable for all 

the stations, selection of data for analysis needs to be done. Since the naming and order of 

analog and digital channels can differ from station to station and for different DFRs, the 

selection of correct channels to analyze requires input from the user. The analog channels 

used were line current and line voltage channels for each of the three phases, making a total 

of six analog channels. Using these six channels, sum of currents and sum of voltages were 

calculated. The reason for using only the line current and voltage channels is that these 

channels can be expected to be found in all disturbance recording files, while the other 

types of analog channels might not be present in all recordings. The digital channels used 

were general trip signal, circuit breaker open, circuit breaker closed and auto-reclose 

command channel. Before the COMTRADE files from a station can be analyzed, an initial 

“Substation parameters” setting must be made by entering the order number of the required 

analog and digital channels. The order numbers entered tell the software in which order the 

selected channels are found in the COMTRADE file. Figure 3 shows the appearance of the 

“Substation parameters” window for entering the settings. 
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Figure 3: Substation parameters window 

Sum of currents and sum of voltages are calculated as: 

𝑆𝑢𝑚 𝑜𝑓 𝑐𝑢𝑟𝑟𝑒𝑛𝑡𝑠 = 𝑖(𝑡) = 𝑖1(𝑡) + 𝑖2(𝑡) + 𝑖3(𝑡)  eq. (3.1) 

𝑆𝑢𝑚 𝑜𝑓 𝑣𝑜𝑙𝑡𝑎𝑔𝑒𝑠 = 𝑣(𝑡) = 𝑣1(𝑡) + 𝑣2(𝑡) + 𝑣3(𝑡)  eq. (3.2) 

3.1.4 Identifying fault event time instants 
The main method used for identifying fault events was the wavelet transform. The mother 

wavelet used was Daubechies 4 wavelet as suggested by [22]. The reason for choosing the 

wavelet transform among the methods previously mentioned in section 2.7, was that it 

allows performing signal analysis on multiple levels, each offering different level of details 

that can make the location of the fault events clearer and easier to pinpoint. Another 

advantage of the wavelet transform is the large number of different mother wavelets 

available, which can emphasize different characteristics of the signals being analyzed and 

make the fault event points more prominent. The mother wavelets can also be adjusted to fit 

the needs of the analysis better. Since the appearance of the signals found in disturbance 

recordings can vary greatly, the method of analysis must be adaptable in order to produce 

correct results, which the wavelet transform is to a great degree. Another reason for 

choosing the wavelet transform was that the use of the MATLAB engine allowed fast 

implementation of this method, making it appropriate to use considering the projects time 

limitations.  Figure 4 shows wavelet transform of a line voltage signal done in MATLAB. 

Graph s in figure 4 shows the original signal. The wavelet transform of the signal generates 

two sets of coefficients, approximation coefficients visualized in graph a1 and detail 

coefficients visualized in graph d1. The detail coefficients were used to detect abrupt 

changes in the signal, since the coefficients at the points of abrupt changes are significantly 

larger than the rest of the coefficients. A threshold level can be applied to d1 which would 

select only the coefficients at the instances of abrupt changes in the signal, identifying the 

start of the fault, fault clearing and reclosing of the circuit breaker. 
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Figure 4: Wavelet transform of a line voltage signal in MATLAB. 

However, for some signals there is no suitable single threshold level that would select only 

the points of the abrupt changes in the signal. Figure 5 shows the line currents signals from 

a disturbance recording and the wavelet transform detail coefficients for each signal. For all 

of the signals, there is no single threshold level that can select only the detail coefficients 

corresponding to the abrupt changes. Additionally, for the first signal, the detail coefficient 

at the point of circuit breaker reclosing is smaller than many coefficients after this point. 

This makes it impossible to select only the correct reclosing point using the threshold 

method, without selecting the larger detail coefficient points that come after.  
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 Figure 5: Wavelet transform coefficients of disturbance recording signals in MATLAB. 

This type of problem was recognized in [23] with the authors proposing a solution by 

adjusting the mother wavelet used for the wavelet transform. However, this solution was 

too complex to be implemented within the time limitations of this project. 
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Instead, a more practical solution to the above-mentioned problem was using the 

information from the digital (status) channels of the disturbance recordings to divide the 

signal into segments where the fault events were most likely to have happened. The largest 

wavelet transform detail coefficient in that segment were selected as the fault event time 

instant.  Figure 6 shows the graphs of signals used for fault event identification with events 

identified by the vertical lines. 

 
Figure 6: Signals used for the fault event identification. 

For the fault start, the trigger point was used as the limit, searching the segment of the 

signal before the trigger point. The trigger point is the point where the recording of the 

disturbance started. There is always a pre-fault interval before the trigger point that is saved 
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in the recording. Trigger point was chosen under the assumption the fault must start before 

the recording is triggered. The trigger point is not marked in figure 6. The largest wavelet 

transform detail coefficient before the trigger point was selected as the fault start instant. To 

further verify the fault-start point identified by the wavelet transform, the mean and 

standard deviation of the RMS value of the segment were calculated, with a margin of one 

period on both sides of the segment. The margin was applied in order to exclude the part of 

the fault signal before the trigger point from mean and standard deviation calculations. The 

point before the trigger point where RMS value deviates more than three standard 

deviations from the mean was selected as the fault start point. This additional method of 

finding fault start, limits the possibility of error created by deviation coefficients not being 

larger than the surrounding coefficients. 

For the fault clearing point, the trip signal status channel (GENERAL TRIP signal in figure 

6) was used to identify the search segment. The left limit of the segment is the trigger point, 

which excludes the fault start point from the search, and the right limit is the point where 

the trip signal is reset to zero. The reason for using the trip signal reset point as the right 

limit was that the fault must be cleared before the trip signal is reset. The largest detail 

coefficient in this segment was selected as the fault clearing point. An alternative was to 

use the auto-reclose command starting point ( where AR CLOSE CMD signal goes to 1 in 

figure 6) or circuit breaker closing point (where BI CB OPEN signal goes to 0) as the right 

limit of the search segment, but this choice creates an error in cases where the line voltages 

go back to normal levels before the circuit breaker is closed, as shown in figure 7.  
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Figure 7 Fault recording showing voltage returning to normal level before CB reclosed. 

For the circuit breaker closing event, the left limit of the search segment was the auto-

reclose command start point and the right limit was the last sample of the recording. In case 

the circuit breaker doesn’t reclose, the reclose point is set to the last sample point, so that a 

long circuit breaker closing time is calculated which would generate a warning. 

For both clearing point segment and auto-reclose segment a threshold was applied to ensure 

that the fault clearing and auto-reclose of the circuit breaker actually happened. The 

threshold was applied according to the empirical rule of the normal distribution described 

earlier. To verify that the empirical rule is suitable for threshold determination, analysis 

shown in appendix A was done. The analysis showed that the empirical rule is suitable for 

threshold determination and that the threshold should be set at mean plus four standard 

deviations. For the fault clearing point, the largest detail coefficient that was above the 

threshold was chosen as the fault clearing point, in case there was more than one. In the 

case of auto-reclose segment having more than one detail coefficient above the threshold 

level, the coefficient that came first, or visually was furthest to the left in a graph showing 

detail coefficients, was chosen as the circuit breaker reclose point. In case no coefficient 

was above the threshold, the end point of the segment was selected as the fault event point, 

which ensured that the operate times calculated were long enough to generate a warning. 

The methods for identifying the fault event points described above were applied separately 

to all line current signals, line voltage signals and calculated sums of currents and voltages. 

The methods generated 16 estimated points for fault start, 8 points for fault clearing, and 8 
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points for circuit breaker reclosing for each disturbance file. From these estimated points, 

choosing the three fault event points to be used for calculating the operate times was done 

by calculating the mean value and standard deviation of the estimated points for each event, 

selecting the points that were within one standard deviation of the mean point and finding 

the mode of the selected points. The mode was chosen as the actual fault event time point. 

This was another application of empirical rule for normal distribution data. 

Finally, the three selected fault event time points were used together with trip signal start 

point and auto-reclose command start point to calculate the operate times as follows: 

• relay operate time = trip signal start - fault start 

• protection chain total operate time = fault cleared - fault start 

• circuit breaker operating time = fault cleared - trip signal start 

• circuit breaker closing time = circuit breaker reclosed - auto reclose signal start. 

3.1.5 Saving the calculated operate time 
A simple database model was created by saving calculated operating times in comma-

separated values files in ASCII format. A separate file was created for each substation. The 

name of the file was the substations name. Each line in the file contains the operate times 

calculated from a single COMTRADE file. When a new file is analyzed for a station, the 

calculated operate times are added as a new line in the existing operate times file for that 

station. The operate times were saved in the following format: 

Date, relay operate time, prot. chain total operate time, CB operating time, CB closing time<CR/LF> 

3.1.6 Generating a warning if operate times exceed a threshold 
The warning generating was done by setting a threshold for each operate time and checking 

if the calculated operate times exceed the threshold. The operate times are read from 

operate time database files and compared with the corresponding threshold. For each 

occurrence of threshold being exceeded, a line of warning is generated showing the date of 

the fault, which operate time threshold was exceeded, the actual operates time and the 

substation name. The warnings are shown in the main window when the program is started. 

3.2 Results 
The result of this project was a software solution that can parse the COMTRADE files and 

automatically analyze the parsed data to identify the fault event points. The identified 

points are used to calculate the operate times for relays and circuit breakers in a substation. 

The calculated values are saved in a database and used to generate a warning if the operate 

times exceed a threshold value. 

The software was tested on 26 COMTRADE files from four different bays in the same 

substation. All the fault recordings used showed shunt faults on 110 kV transmission lines. 

The relay used in the stations was ABB REL670. Figure 6 shows an example of the results 

of analysis of the test files done by the software produced in this project. The red vertical 

line identifies fault start, the yellow line identifies the clearing of the fault and the green 

line identifies reclosing of the circuit breaker. For all the 26 test files the software identified 

the fault start point, circuit breaker opening point and circuit breaker reclosing point 

correctly, which was verified visually. Appendix B contains the figures showing analysis of 

all 26 COMTRADE files used for testing, where the correct identification of the fault 

events can be verified. The last figure in the file shows a fault with double trip, where the 

relay trips again after the circuit breaker is re-closed. In this figure, the circuit breaker 
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reclosing point is identified as a second fault start and the second fault clearing is also 

identified.  

Each test file analysis produced 16 estimated points for fault start, 8 points for fault clearing 

(circuit breaker open) and 8 points for auto-reclosing of the circuit breaker. In total, for the 

26 test files that makes 416 estimated faults start points, 208 estimated fault clearing points 

and 208 estimated auto-reclosing points. Figures 8, 9 and 10 show the distribution of 

deviations from the mean for each estimated fault event point in the tested COMTRADE 

files. Figure 8 shows deviations from the mean for 416 estimated faults start points. The 

standard deviation of the distribution was 12 ms. Figure 9 shows deviations for 208 fault 

clearing point estimates. The standard deviation of the distribution is 16 ms. Figure 10 

shows distribution of deviations from the mean value for the 208 estimated auto-reclosing 

point. The standard deviation of this distribution is 174 ms. 

 

 

 
Figure 8 Deviation distribution of fault start points for each signal in test files 
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Figure 9 Deviation distribution of fault clearing points for each signal in test files 

 

 

Figure 10 Deviation distribution of fault auto-reclose points for each signal in test files. 
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Table 1 Operate times calculated from the test file 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fault date 
 

Relay 
operate 
time  
[s] 

Protection 
chain total 
operate time 
[s] 

Circuit breaker 
operating time 
[s] 

Circuit breaker 
closing time 
 [s] 

Bay Q1 Main 
protection 

        

[2017-12-15 0.018 0.14 0.122 1.748 

[2018-03-25 0.018 0.068 0.05 0.068 

[2018-8-06 0.018 0.068 0.05 0.078 

[2018-08-07 0.016 0.068 0.052 0.078 

[2018-08-13 0.017 0.068 0.051 0.074 

Bay Q1 Backup protection 

[2018-03-25 0.018 0.078 0.06 0.077 

[2018-08-06 0.018 0.068 0.05 0.078 

[2018-08-07 0.016 0.068 0.052 0.064 

[2018-08-13 0.015 0.068 0.053 0.083 

Bay Q2 Main protection 

[2017-12-17 0.017 0.102 0.085 0.829 

[2018-08-12 0.017 0.076 0.059 0.077 

[2018-08-12 0.015 0.076 0.061 0.079 

[2018-08-12 0.017 0.068 0.051 0.073 

[2018-08-16 0.014 0.068 0.054 0.075 

Bay Q2 Backup protection 

[2017-12-18 0.016 0.1 0.084 0.821 

[2017-12-18 0.016 0.04 0.024 0.723 

[2017-12-18 0.015 0.024 0.009 0.846 

[2017-12-18 0.021 0.04 0.019 0.755 

[2017-12-18 0.019 0.028 0.009 1.754 

[2018-08-12 0.019 0.076 0.057 0.077 

[2018-08-12 0.018 0.077 0.059 0.075 

[2018-08-12 0.018 0.07 0.052 0.077 

[2018-08-16 0.017 0.074 0.057 0.077 

Bay Q6 Main protection 

[2017-12-15 0.018 0.14 0.122 1.748 

Bay Q6 Backup protection 

[2017-12-15 0.018 0.14 0.122 1.748 

Bay Q11 Backup protection 

[2018-11-16 0.015 0.068 0.053 0.077 

[Double trip 0.012 0.09 0.078  - 
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Additional testing was done using the files provided by MEPSO Electricity Transmission 

System Operator of Macedonia. These tests also resulted in the correct identification of 

fault start and fault clearing points. However, the disturbance recordings did not contain 

auto-reclosing of the circuit breakers, which is why the circuit breaker closing times could 

not be calculated. The complete testing of the files and verifying of the results would 

require more time, because of their number and the different types of faults that they show, 

which is why the results are not included in this paper. 
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4 Analysis and discussion 

4.1 COMTRADE file parsing 
The parsing of the COMTRADE files required consideration of the different versions of the 

COMTRADE standard. The development of the standard from the original 1991 version to 

the present 2013 version involved adding new information to the files, without any 

information previously contained in the format being removed. From 1999 version, the year 

of the standard version used was specified in the first line of the configuration file, which 

simplified the parsing of the files. The eventual challenge with the parsing of configuration 

files arise from the provision the standard makes for multiple sampling frequencies in the 

same disturbance recording. This can cause a shift in the order of information that needs to 

be taken into account. Even though the COMTRADE files provided for the testing in this 

project didn’t contain multiple sampling rates, the designed software takes into account this 

provision and can parse even such files correctly. Parsing of the data files is more 

straightforward because the configuration files specify the pattern of the information in data 

files. The challenge was parsing the data in both ASCII and binary format. The parsing of 

both configuration and data files was successful for all of the provided test files. 

4.2 Data analysis 

4.2.1 Fault event identification 
Fault event identification and time localization was the biggest challenge of the project. The 

wavelet transform method proved to be very useful and effective for identifying the fault 

event locations. However, when applying the wavelet transform to the signals from 

different channels in a disturbance recording the limitations of the wavelet transform 

became apparent. The effectiveness of fault event identification depended heavily on the 

characteristics of the original signal. Signals with very large abrupt changes and low levels 

of noise allowed for very clear and reliable identification of the fault events using only the 

wavelet transform and threshold method. This was especially true when the signal levels 

after the reclosing of the circuit breaker were of similar magnitude to the pre-fault levels 

and the fault signal levels differed greatly from the pre-fault levels. In cases where the 

difference between pre-fault and fault signal levels was not large, or where the signal levels 

after reclosing were much higher than the pre-fault levels, applying the threshold method 

failed to identify the correct fault event points. Using additional segmentation of the signal 

with the help of information from the status channels was an effective way of improving the 

fault event identification performance of wavelet transform for signals of varying level 

change characteristics. It allowed applying multiple thresholds to the different signal 

segments, allowing the threshold level to be adjusted to the corresponding signal segment. 

This decreased the number of points potentially selected by the threshold and increased the 

probability of the selected points being the points of abrupt changes and thus fault events.  

Testing the different wavelet transform alternatives for analyzing the signals showed that 

applying different mother wavelets in the wavelet transform can improve the abrupt change 

identification reliability of the method. Due to the projects time limitation, the different 

options for the wavelet transform mother wavelets could unfortunately not be examined 

fully. Examining these options in more detail and testing the performance of different 

mother wavelets would definitely improve the accuracy and reliability of the wavelet 

transform application. The use of multiple mother wavelets in the analysis could potentially 
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give the best result improvement. This is an advantage to using the wavelet transform for 

the fault event identification. 

4.2.2 Selecting the final fault event points 
Applying the fault event identification method to eight different signals individually for 

each disturbance file generated eight potentially different point estimates for each fault 

event. For the fault start point additional eight estimated points were generated by the RMS 

method. In the end, only one point had to be selected for each fault event. Figure 7, 8 and 9 

show that if the outlier values are excluded, the deviations from the mean for estimated 

fault event points have approximately normal distribution. In the case of fault start and 

clearing, the standard deviation of estimate deviation was within one to two fundamental 

cycles at 50Hz and majority of deviations were close to zero, which means that the 

estimated points were generally close to each other. In case of circuit breaker reclosing 

point the standard deviation is much larger, but most of the deviations were still close to 

zero, which made the correct fault event point identification possible. Selecting the points 

within one standard deviation from the mean value filtered out the outliers from the 

estimates. Selecting the mode of the remaining estimated point makes the most frequently 

identified point the final fault event point. The testing showed that in most cases this 

method identifies the correct fault event point, which was verified by visually controlling 

the results of the fault event point identification as seen in Appendix B. Additional methods 

of estimating the fault event points, which would increase the number of estimates to select 

from, would possibly increase the accuracy and reliability of the fault event point 

identification. 

4.2.3 Operate times calculated 
The operate times shown in Table 1 show that calculated relay operate times for the test 

files were between 15-21 ms, except two of them which were 12 and 14 ms. The two 

exceptions can be contributed to possible small errors in fault point identification. This is 

consistent with the operate times found in literature.  

All but 6 of the calculated protection chain totals operate times were below the limit of 80 

ms found in literature. Most of the protection chain total operate times were between 60-80 

ms. There were four calculated times that were shorter than 40 ms. Checking the fault 

graphs, these short operate times were confirmed to be correctly calculated. The cause of 

such short times cannot be deduced from the COMTRADE files and requires additional 

information on the protection system parameters. 

The calculated circuit breaker operates times mirror the variation of total protection chain 

operate times. This means that the protection chain total operate time being under the limit 

of 80 ms depends mainly on the operation of circuit breakers, since the relay operate times 

show much less variation than the circuit breaker operates times.  

The circuit breaker closing times also show variation. Four of the calculated closing times 

are about 1.75 s. In these cases, the auto-reclose command was not even issued, which is 

why the operate times were set to the total length of the disturbance recording. This 

generates a warning that assures that the staff is aware of auto-reclose command not being 

issued and can check the reason for it. Additionally, five closing times were longer than 80 

ms, which are cases where auto-reclose command was sent but the reclosing didn’t happen. 

In these cases, the circuit breaker reclose time instant was set to the last sample of the 

recording, generating circuit breaker closing times of above 700 ms. Such long closing 

times generate warnings that the auto-reclosing of the circuit breakers needs to be checked. 
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The rest of the circuit breaker reclosing times were under 80 ms and in these cases the 

reclosing of the circuit breakers was successful. 

The analyzed files do not show any consistent prolongation of operate times over time that 

could indicate deteriorating performance of the equipment. The reason for this might be 

that the sample of the disturbance files used for testing is not large enough to show this type 

of operate time changes. The similar operate times calculated from different files can be 

considered as a validation of suitability of the analysis method used in this project, 

producing consistent and accurate analysis results. 

4.2.4 Saving results to a database 
Saving of the results to a database was done in a simple way by saving the results to a 

separate comma-separated value for each substation. The database implementation method 

was not considered crucial at this stage, because the values only needed to be saved as they 

were calculated and read in the same order. The database method in real-life 

implementation of the software would depend on the infrastructure and the information 

needs of the implementing company. Hence, the database method would differ from case to 

case. 

4.2.5 Generating warnings 
The method for generating warnings was based on setting thresholds for different operating 

times and checking the calculated times against these thresholds. The challenge with this 

method is choosing the correct level for the thresholds, which was done based on the results 

of the tests with the goal of showing what the warnings would look like. The reason why 

warning generating was done in this simple way was the time limitations of the project. The 

goal of future development of the software should be to generate warnings based on 

comparing calculated operate times over time. However, such a task would require much 

more time, which was not available in the scope of this project. 

4.3 Economic and environmental impacts of automated disturbance 
analysis 

Automatic analysis of COMTRADE files for monitoring and preventive maintenance can 

provide more efficient data analysis that leads to a reduced need for staff. This solution can 

also reduce unwanted and unplanned maintenance work, which leads to increased 

accessibility/availability. This will increase the utilities revenue and reduce its expenses. 

Power interruption not only affects business, but it affects society as a whole. Households 

can be adversely affected by destroyed frozen products during long interruptions. 

As in case of economic impacts the power interruptions might have some environmental 

impact regarding the sensitive products that could be discarded because of power 

interruptions. The amount of these products can be minimized by minimizing the 

unavailability of electricity. 

4.4 Continued work 
Through the course of this project it became apparent that the automated analysis proposed 

by the project was only a small part of the possible analysis that can be generated from the 

disturbance recordings. It can be considered a first step in creating a complete automated 

analysis system that can aid preventive maintenance of power networks.  

Some of the valuable possibilities for further development are: 

● Fault type identification  
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● Fault localization 

● Analyzing if the operation of the protection equipment was necessary or not 

● Analyzing disturbances other than shunt faults 

● Refining the fault event identification method through further exploration of the 

capabilities of the wavelet transform and different mother wavelets used 

● Exploring other statistical methods that can be used for the analysis 

● Improving the warning generating algorithms. 

Regarding the code created in this project, further work is needed to improve execution 

speed, exception handling, automated file handling, user interface and other characteristics 

that affect software performance. 
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5 Conclusions 

The software solution developed in this project successfully reads and analyzes 

COMTRADE disturbance recording files, correctly identifies the fault event time instants, 

calculates the operate times for the protection equipment, saves these times to a database 

and generates warnings if the times are above a threshold value. All of the project’s aims 

have been achieved. The results of the project show that meaningful automated analysis of 

disturbance data can be achieved even with relatively simple methods and without much 

additional information than that contained in the COMTRADE configuration and data files.  

Considering the amount of information about protection systems available from different 

sources, the possibilities of automated analysis are much higher than what was presented in 

this paper. The use of information obtained through automated analysis of disturbance files, 

can aid preventive maintenance and improve reliability and performance of electrical power 

grids. Both users and operators can gain from such improvements, advancing the whole 

society. The software developed in this project is a good first step on that way. 
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Appendix 

Appendix A – Distribution of wavelet transform detail coefficients 

 
Figure 1A: Current and voltage signals from a disturbance recording. 

Figure 1A shows the current and voltage signals from a single disturbance recording that 

were analyzed. Figure 2A below shows the wavelet transform detail coefficients for the 

signals in figure 1A. 

 

 
Figure 2A: Wavelet transform detail coefficients for signals in Figure 1A. 
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Figure 3A: Distribution of detail coefficients from Figure 2A. 

Figure 3A shows the distribution of all the detail coefficients for each signal. The 

distributions meet all the requirements for a normal distribution, with highest frequency in 

the middle, decreasing frequencies to both sides from the middle, and symmetry. Figure 4A 

below shows the detail coefficients between 400 and 800, which are the coefficients during 

the fault cleared segment of the signal. These coefficients can be considered background 

noise in the signal. If there is abrupt change in the signal, showing fault clearing point or 

auto-reclose point, the detail coefficient at that point will be much higher than the 

background noise coefficients.  

 

 

Figure 4A: Detail coefficients from 400 to 800 on horizontal axis in Figure 2A. 
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Figure 5A: Distributions of detail coefficients in Figure 4A. 

Figure 5A shows the distribution histograms of the background noise coefficients shown in 

Figure 4A. These coefficients also show distributions that meet the requirements for normal 

distribution, which means that the empirical rule could be used to filter the abrupt change 

coefficients from the noise coefficients. Table 1A on the next page shows threshold levels 

of three standard deviations and four standard deviations for the noise coefficients. If the 

three standard deviation thresholds were applied to deviations in Figure 4A, several of the 

noise coefficients would be selected because they are above the threshold. In case four 

standard deviations threshold was used, no noise coefficients would be selected, and the 

abrupt change coefficients could be considered high enough to be above this threshold.  For 

this reason, the threshold was set to mean value plus four standard deviations for fault 

clearing and auto-reclose segments. 
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Table 1A: Mean and standard deviations and thresholds for coefficients in Figure 4A. 

Signal Mean (µ) St. dev. (σ) µ + 3 ∙ σ µ + 4 ∙ σ 

𝐼1 -0.001127384 0.463604034 1.39 1.85 

𝐼2 -0.000964221 0.7298244 2.19 2.92 

𝐼3 -0.000300647 0.259214287 0.78 1.04 

𝑉1 0.03738251 31.53767617 94.65 126.19 

𝑉2 0.007763605 28.79050718 86.38 115.17 

𝑉3 0.075025991 27.10640744 81.39 108.50 
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Appendix B -Analysis of all 26 COMTRADE files 

Bay Q1 Main 
2017121502_TRIP.cfg 
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2018032500_TRIP.cfg 
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201808600_TRIP.cfg 
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2018080700_TRIP.cfg 
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2018081300_TRIP.cfg 
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Bay Q1 Backup 
2018032500_TRIP.cfg 
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2018080600_TRIP.cfg 
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20180807700_TRIP.cfg 
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2018081300_TRIP.cfg 
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Bay Q2 Main 
2017121700_TRIP.cfg 
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2018081200_TRIP.cfg 
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2018081201_TRIP.cfg 
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2018081202_TRIP.cfg 
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2018081600_TRIP.cfg 
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Bay Q2 Backup protection 
2017121800_TRIP.cfg 
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2017121801_TRIP.cfg 
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2017121802_TRIP.cfg 
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2017121803_TRIP.cfg 
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2017121804_TRIP.cfg 
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2018081200_TRIP.cfg 
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2018081201_TRIP.cfg 
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2018081202_TRIP.cfg 
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2018081600_TRIP.cfg 
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Bay Q06 Main protection 
2017121502_TRIP.cfg 
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Bay Q06 Backup protection 
2017121502_TRIP.cfg 
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Bay Q11 Backup protection 
2018111600_TRIP.cfg 
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