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Abstract
Maintenance of power system components is fundamental to ensure high qual-
ity operations and avoid malfunctioning. Given the crucial role of the circuit
breakers (CBs) in ensuring quality of the power systems operations, this the-
sis works on the implementation of an automatic retrieval and processing of
fault recordings with the aim compute quantities relevant for maintenance and
preventive maintenance of the CBs. For the scope, a service oriented architec-
ture (SOA) is developed on top of the power system and connected with two
applications able to automatically retrieve, decode and use fault recordings
to obtain indicators on the health of the CBs. Even if the lack of a common
metadata for fault recordings does not permit generalizations on the topic, the
project shows that the resulting layered architecture composed of power sys-
tem, SOA and applications, allows to automatically obtain indicators on the
state of the CBs and consequently to improve maintenance of the analyzed
area of the substation.
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Sammanfattning
Underhåll av strömkomponenter är grundläggande för att säkerställa högkva-
litativa operationer och undvika funktionsfel. Med tanke på den avgörande roll
som strömbrytare (CBs) har för att säkerställa kvaliteten på ställverkoperatio-
nerna, så fokuserar avhandlingen på genomförandet av en automatisk hämt-
ning och behandling av felinspelningar med syftet att beräkna kvantiteter som
är relevanta för underhåll och förebyggande underhåll av CBs. För omfattning-
en, en serviceorienterad arkitektur (SOA) är utvecklad ovanpå elsystemet och
kopplat till två applikationer som automatiskt kan hämta, avkoda och använ-
da felinspelningar för att få indikatorer på hälsan hos CBs. Även om bristen
på en gemensam metadata för felinspelningar inte tillåter generaliseringar av
metoden, så visar projektet att den resulterande arkitekturen som består av
kraftsystem, SOA och applikationer, möjliggör att automatiskt få indikatorer
på tillståndet hos CBs och följaktligen förbättra underhållet av kraftverkets
analyserade område.
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Chapter 1

Introduction

Power systems are networks of components developed for generation, trans-
mission and distribution of electrical energy in which electric power is pro-
duced at power stations, transmitted over large distances with transmission
lines and distributed to consumers through a distribution network. Hence,
power systems are the actual energy suppliers and, considering all the actions
that everyday are made possible by the availability of electrical energy, it is
easy to perceive the importance of power systems together with the relevance
of high quality transmission and distribution of power.

Consequently, electric power suppliers aim at providing adequate and sta-
ble power to a given distribution to ensure power system reliability and reduce
the probability of failure. Indeed, in case of equipment failure or imperfection
in the electrical circuit, the current deflects from the intended path producing
an abnormal flow of electric current and, consequently, a fault. In order to
promptly detect faulty situations and reduce the damages caused by a fault,
power system protection is implemented. The objective of the power system
protection is to isolate a faulty section from the rest of the system so that the
remaining working portion is able to function satisfactorily. For this reason,
the electrical power system is continuously monitored by protective relays,
the Intelligent Electronic Devices (IEDs). The IEDs are devices able to de-
tect abnormal conditions and create records of the identified faulty situations.
Moreover, these device are designed to communicate the state of danger to the
component that actually has the duty to isolate the fault from rest of the system:
the Circuit Breaker (CB). Indeed, in case of a fault, a CB receives a trip signal
from the protective relay and automatically breaks the flow of current avoiding
the enlargement of the faulty area and consequently reducing the number of
devices that can be damaged by the high intensity fault current. This means
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2 CHAPTER 1. INTRODUCTION

that any failure of a circuit breaker can lead to the unavailability of the power
system, supply disturbances can cascade and equipment can be damaged. It
is therefore extremely important that, in case of fault, CBs reliably disconnect
high intensity fault currents within just a few hundred milliseconds.

Thus, the CB’s protection role render it a vital component for the electrical
system and it is imperative to assure its proper operations. The only way to ac-
complish this is the application of suitable maintenance. The implementation
of a valid maintenance plan indeed allows to evaluate and monitor the condi-
tion of the equipment and determine what are the resolvent actions to apply in
order to guarantee an overall high-level performance, safety and efficiency.

Despite the fact that maintenance enables to keep track of the state of health
of a wide range of components in the system, this thesis focuses only on the
CB’s monitoring. CBs are indeed the most critical components for system re-
liability and equipment protection and, for this reason, it is necessary to keep
track of their operations. Moreover, CBs monitoring allows to limit invasive
maintenance intervention, thus reducing the cost of maintenance and increas-
ing to the same level its efficiency.

At this point, it is easy to perceive the importance of the estimation of the
state of the CBs with data taken from the primary substation. Particularly,
since CBs are related to faults and activated by IEDs, the devices in charge for
the creation of the fault recordings, it is interesting to investigate which data
relevant for maintenance and Preventive Maintenance (PM) can be extracted
from these files. These type of files, named comtrade files, are indeed stored
by the IEDs consequently becoming accessible and available. However, even
though they are requested from a third party in some occasions, they are still
not employed for extracting useful data for asset analytic or for a smart PM.
Thus, the idea of using comtrade files for further purposes results to be inno-
vative and represents the starting point of this thesis.

The idea of extracting information useful for maintenance from comtrade
files has been already implemented in [1]. The author of [1] focuses on how to
decode and process the data contained in the comtrade files with the scope to
obtain information for condition monitoring. Despite the apparent similarity
between this project and [1], the same problem has been faced with different
approaches and techniques. First, differently from this thesis, the project pre-
sented in [1] does not focus on the content of the comtrade files discriminating
the files that are records of a fault from the ones that do not contain a faulty
situation. This action is indeed important in order to filter the data and select
only the files that actually contain relevant and explanatory information. In
addition, [1] implements a non-automatic analysis of the comtrade files while
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this project introduces an important innovation allowing the realization of an
automatic analysis: the structured and layered architecture on top of the power
system. This structure permits to automatically retrieve fault recordings from
the data storage and, thanks to the development of some applications on the
top of it, to automatically process comtrade files with the aim to extract the
desired information useful for maintenance and PM.

Thus, the employment of the just mentioned structure represents the main
innovation of this project. The reason behind employing this structure to or-
ganize the flow of information and implement an automatic analysis of data
resides in [2]. [2] demonstrates the feasibility of building a structured and ori-
ented architecture on top of a power system with the aim to extend the use of
digitalization in this area and exploit all the advantages introduced by this.

This thesis is not just a simple comtrade decoding or a simple explanation
of how to compute indicators relevant for maintenance and PM but it is the
proof of what can be done in reality extending the concept explained in [2]
and exploiting some ideas developed in [1].

1.1 Objective and Scope
To compute quantities that work as indicator of the health of the CBs in the
system and, at the same time, enable a better supervision and tracking of the
asset, this study focuses on a set of information collected from the primary
substation: the Common Format for Transient Data Exchange (comtrade) files.

In order to exploit and enhance the employment of the digitalization, the
idea is not only to extract information from the comtrade files but also to im-
plement an automatic processing and analysis of data. Hence, the final goal is
to build a structured and layered architecture, implemented as a Service Ori-
ented Architecture (SOA), with applications on the top able to extract from
comtrade files meaningful information that can be then employed in drawing
conclusions on the CBs’ health and consequently on maintenance. The im-
plementation of this structure starts from the introduction of an Enterprise
Service Bus (ESB), a middleware able to organise the flow of data coming
from different sources. This receives comtrade files and, after the data decod-
ing realized by a dedicated application, sends these to a second application
on the top, which is the final component in charge for computing the relevant
quantities for maintenance. It is important to underline that the contents of the
output of this asset analytic application is designed to be consistent with the
common communication standards - the Common Information Model (CIM).
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This standard is indeed a set of rules developed to define a standardized ex-
change of information between electrical distribution systems.

1.2 Research Questions
This project is therefore expected to understand which type of data included
in the comtrade files can be exploited to compute quantities that are relevant
for maintenance and preventive maintenance of CBs. In addition, this aims
at showing that the introduction of this structured and layered architecture
(i.e. ESB and the applications on the top) is working and advantageous for
the power system in terms of resulting analyses and conclusions drawn on
maintenance and PM. The resulting structure will represent a SOA thanks to
the presence of the ESB.

Consequently, the research questions that the project is expected to answer
are the following ones:

1. What information relevant for maintenance/preventive maintenance of
circuit breakers are contained in the comtrade files?

2. Which conclusions on maintenance/preventive maintenance of CBs can
be inferred from the extracted data?

3. In which sense the ESB is relevant for the scope and what are the im-
provements brought by its introduction?

1.3 Delimitations of the scope of the thesis
Originally, the intended scope of the thesis was supposed to be wider and able
to embrace more aspects related to asset’s maintenance. However, to ensure
the completion of the project and to deepen enough the addressed topics, the
scope of the thesis has been limited in certain aspects.

• Delimitation on the Number of Analyzed Substations
This study is limited to the study of one single substation. Moreover,
since one comtrade file depicts one section of the selected substation, the
real analysis is developed on a selected part of the considered substation.

• Delimitation on Maintenance
This project is not scheduling preventive maintenance or deciding how
to intervene with maintenance but it focuses on the steps that precede
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maintenance and PM. The thesis indeed aims at estimating the oper-
ating conditions of the CBs through the computation of critical health
indicators.

• Simplified Substation Structure
Each substation contains several CBs placed according to the imple-
mented power system protection. Furthermore, one fault can trigger
more than one CB. Hence, in order to correctly associate the computed
indicator with the corresponding CB, this project assumes that the sec-
tion of the substation described in the comtrade file is associated only
with one CB. This assumption provides a simplified protection schema
allowing to remove ambiguities in understanding which CB has cleared
the fault.

1.4 Related work
In order to understand how this thesis is expected to answer the research ques-
tions, a critical discussion of the approaches employed by other researches in
dealing with the topics treated in this project is proposed.

Maintenance of power systems components with focus on CBs monitoring
is an extensively covered topic due to its importance in ensuring reliability of
the power systems operations. Researchers propose many different approaches
for the implementation of an automatic analysis of the CBs operations depend-
ing on the set of data analyzed and on the type of IEDs installed in the substa-
tion.

[16] describes a solution for automated analysis of CB operation based on
the CB control circuit waveforms. Since abnormal behavior of signal wave-
forms implies an existing problem or a developing failure, the proposed so-
lution is based on the detection of abnormalities through the definitions of
parameters related to these irregularities. The automatic analysis of the CBs
condition is then based on a set of parameters-depending rules that become
activated when the parameters overcome their corresponding tolerances. The
activated rules provide result about the CB condition and conclusion about the
overall performance of CB. This analysis, even if valid and intuitive, requires
the presence of expert systems modules to define the rules on which the anal-
ysis is based and a big amount of data related to entire substation to set the
tolerances. Considering that this project works with a data set composed only
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of fault recordings, this method is not applicable. Indeed, comtrade files do
not contain neither information on CB control circuit nor data for defining the
tolerances for the activation of the rules.

Consequently, it is necessary to focus on comtrade files based researches.
For example, [3] focuses on the automated transformation of disturbance data
to information and provides qualitative and quantitative guidelines about the
information to derive out of the fault recordings. This paper shows how to
implement an Automated Analysis System (AAS) able to read and process
comtrade files and to transmit the final report to the network control center.
The directions for extracting information from comtrade files [3] are relevant
for the scope of the thesis but, since the development of the AAS requires the
presence of a communicating channel with the SCADA (Supervisory Control
AndData Acquisition), the proposed way to automatize the analysis is not suit-
able for the considered scenario.

Another strategy for the implementation of an automated analysis of digital
fault recorded data is presented in [17]. Particularly, this paper focuses on how
to use data from different types of IEDs for the development and integration
of new analysis functions. Among the proposed functions, the Circuit Breaker
Monitor Data (CBMA) is implemented with the aim to analyze circuit breaker
operation performance and monitor control signals related to CBs. Software
modules exploited for the implementation of CBMA convert data, perform
signal processing and extract parameters relevant to the operation of CBs. The
extracted parameters are then processed by a rule-based expert system.

Even if [17] describes an efficient procedure for monitoring the CBs, it
proposes a solution working only for substations in which it is possible to in-
tegrate IEDs functions.

[16] and [17] explains two different methods for implementing an auto-
mated analysis of data to extract information for the CBs monitor while [3]
focuses only on the automated analysis of comtrade files. The solutions pro-
posed in these three papers are relevant for the scope of the thesis but are
applicable only in specific conditions. Indeed, [16] require CB control circuit
information, [17] works only with IEDs that can be integrated and [3] autom-
atizes the analysis installing a communication with the SCADA system. Con-
sequently, the information included in these papers are not enough to develop
an automatic analysis of data addressed to CBs monitoring that is feasible for
all power systems and working with available data.



CHAPTER 1. INTRODUCTION 7

The presented project instead automatizes the analysis with the introduc-
tion of a SOA on top of the power systems and works with always accessible
data, the comtrade files. Hence, it produces a solution to the research problems
that is potentially suitable and working for all substations.

1.5 Outline
• Chapter 2 - Background
This chapter focuses on the introduction and the explanation of all the
background concepts necessary for a complete understanding of the struc-
ture of the project. Hence, in order to comprehend the methodology
employed to achieve the goal of the thesis and have a complete picture
of the situation, this chapter discusses the comtrade files in quality of
input data, the employed analysis tools and the theory on maintenance
exploited for the development of the project. In addition, the notions
linked to the implementation of the SOA and the ESB are explained and
general information on the CIM communication standard are provided.

• Chapter 3 - Methods
The method chapter explains all the steps and the procedures used for
the realization of the project providing detailed information on the re-
search design. This explains how to solve the proposed research problem
through the employment of the concepts described in Chapter 2.

• Chapter 4 - Results
This chapter shows what are the results that can be obtained with the
implementation of SOA and explains all steps that allow the computa-
tions of the desired quantities for maintenance and PM. Basically, for
each of the methods explained in Chapter 3, the results chapter presents
the outcome of the implemented methods applied to real data.

• Chapter 5 - Discussion
This chapter proposes a critical evaluation of the described project with
the aim to offer insights about the research problem and explain the im-
portance of the findings together with the meaning of the presented re-
sults. Moreover, the contributions of the project to the existing knowl-
edge and the consequences of this study for theory and practice are ana-
lyzed. All the considerations and the deductions proposed rotate around
the research problem and consequently the research questions of this
thesis.
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• Chapter 6 - Conclusion
This chapter provides a summary of all the critical points of the thesis
underlying the importance of the treated topics and the relevance of this
project for a maintenance-based analysis of power system data.



Chapter 2

Background

This chapter focuses on the introduction and the explanation of all the back-
ground concepts necessary for a complete understanding of the structure of
the project. Hence, in order to comprehend the methodology employed to
achieve the goal of the thesis and have a complete picture of the situation,
this chapter discusses the comtrade files in quality of input data, the employed
analysis tools and the theory on maintenance exploited for the development of
the project. In addition, the notions linked to the implementation of the SOA
and the ESB are explained and general information on the CIM communica-
tion standard are provided.

First of all, since the output and the results of the project depend on the set
of data analyzed, the input data has to be described. In the case in object, the
input data is represented by the fault recordings, the comtrade files.

2.1 Comtrade Files
Power systems are equipped with devices, the IEDs, that work to control and
supervise the system in order to identify critical situations and activate pro-
tection measures. These are able to measure currents and voltages and conse-
quently sense changes that can be dangerous for the system. Then, according
to the measured values and to their configuration, if a fault is detected, the
IEDs trip the CBs that break the current to clear the fault. Then, IEDs au-
tomatically store information on the fault or on the critical situation. Hence,
devices like Digital Fault Recorders (DFRs) and IEDs, after having identified
a possible faulty situation, automatically store data taken from the system and
build the so called comtrade files.

9
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The creation of these files is not arbitrary and has to be compliant with
some standard. Indeed, comtrade is an acronym for Common Format for Tran-
sient Data Exchange and is a file format standardised by the Power System Re-
laying Commitee of the IEEE Power Energy as C37.111. This file format has
to be used for storing data in power system and, for this reason, is adopted by
DFRs and IEDs in building comtrade files.

Consequently, since a comtrade file aims at depicting a faulty situation, it
contains oscillography and status data related to transient power system dis-
turbances that are written in the comtrade predefined format. In practice, a
comtrade file registers all the current and the voltage levels of the considered
portion of the substation as analog channels and records the status of the pro-
tection functions or the condition of the equipment as digital channels. The
only values assumed by the digital channels are 1 or 0, where, in case of status
data on protection function, 1 indicates that the protection function is active
and working and 0 is related to its state of inactivity. Hence, the comtrade
format organizes the time-tagged samples of the digital and analog channels
in rows and columns and then packs these information in binary or ASCII for-
mat. For this reason, comtrade files are not immediately readable and need to
be decoded in order to extract the necessary information.

More in detail, each fault event registered by this type of file is described
by three types of files containing different classes of information [3]:

• *.DAT file. The data file containing the real data and the actual samples
taken from the system. Data values are organized in rows and columns
where each row consists of a set of data values preceded by a sequence
number and the time for that set of data values. Since no other informa-
tion is contained in this file, the data file represents the real content of
the comtrade files.

• *.CFG file. The configuration file is the schema that describes the con-
tent of the data file and how this is organized. It provides a representation
of the content of the comtrade file and the translation guidelines through
which it is possible to decode and extract information about the chan-
nels in the substation. In other words, the configuration file provides the
instructions necessary for a computer program to read and interpret the
data values in the associated data file.

• *.HDRfile. The header file is the third part in the set of comtrade files. It
is optional and not always incorporated in the set of files since it contains
further data on the event. The header file includes additional information
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related to the state of the power system conditions before the disturbance,
station, line, source of data or transformer details.

The figures below shows the structure of a comtrade file for the data and con-
figuration files. Particularly, Figure 2.1 reports an example of an ASCII format
comtrade data file [4] while Figure 2.2 provides an example of a comtrade con-
figuration file [4].

Figure 2.1: *.DAT comtrade file Figure 2.2: *.CFG comtrade file

As mentioned above, in case of detected abnormal conditions comtrade
files are automatically created, stored and made available for retrieval and
analysis. Usually, these files are retrieved and manually processed by com-
trade experts only for the purpose of fault analysis. Comtrade files are indeed
used to analyze outages with the aim to estimate their effects and their loca-
tions, understand which status signal tripped the protection and consequently
which relay is responsible for fault detection and for the opening of the CB
[5]. Moreover, comtrade analysis aims at finding anomalies in the protective
operations and detect general malfunctioning related to the registered fault[5].

Even if the traditional usage of these data is associated with fault analy-
sis, comtrade files potentially include data relevant in assessing the state of
the equipment and contain information useful for maintenance and preven-
tive maintenance. However, the difficulties and the amount of time needed for
the manual processing of their content, prevent comtrade files from being ex-
ploited for this purpose.

At this point, in order to sustain the link between comtrade files and main-
tenance, it is important to deepen the knowledge on this topic, exploring some
notions of the Theory of Maintenance of CBs.



12 CHAPTER 2. BACKGROUND

2.2 Theory on Maintenance and Preventive
Maintenance of Circuit Breakers

The amount of theory behind CBs maintenance is extremely wide and docu-
mented. Indeed, having the possibility to combine data from different parts
of the substation together with information related to components that work
alongside the CBs, it is possible to accurately estimate the state of the CBs
and the quality of operations.

Analyzing the literature on maintenance and preventive maintenance for
circuit breakers it is indeed possible to identify some interesting analyses of
data that are able to provide important information on the health of the equip-
ment considered.

2.2.1 Reliability of CBs
If the set of data to analyze contains a database with the failure occurrences
of the CB for the considered substation, the application of the Failure Mode
and Effect Analysis allows to define the fault location, the failure mode, to
determine the cause, the effects, the severity and, finally, the reliability of the
CBs [6]. Considering that the reliability is generally decreasing over the years
and is influenced by numerous variables, this is a useful indicator to understand
the quality of the CB’s operations.

The Weibull distribution is a widely used failure-time distribution suitable
to represent the the probability of failure at a specific time t [7]:

f(t) =

(
β

η

)(
t

η

)β−1
e−[

t
η
]β (2.1)

The Weilubull cumulative distribution function F (t) of f(t) is the probability
of the failure at a specific time t [7]:

F (t) = 1− e−
(
t
η

)β
(2.2)

where β and η are the shape and the scale parameters, respectively. From this,
the reliability function R(t) in Eq. (2.3), the failure rate λ(t) in Eq. (2.4) and
the Mean Time Between Failure (MTBF) in Eq. (2.5) can be calculated as:

R(t) = 1− F (t) = e−
(
t
η

)β
(2.3)

λ(t) =
f(t)

R(t)
=

(
β

η

)(
t

η

)β−1
(2.4)
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MTBF = ηΓ

[
1 +

1

β

]
(2.5)

where Γ
[
1 + 1

β

]
is the gamma function evaluated at the value of (1 + 1

β
) [7].

[6] and [7] describes two methods that can be used to define the Weibull
parameters and consequently compute the reliability function Eq. (2.3), the
failure rate Eq. (2.4) and the MTBF Eq. (2.5).

Particularly, the rate of failure λ(t) can be exploited to decide the PM plan
[7]. Considering that the failure of each individual CB’s component causes the
entire failure of the CB, the failure rate prior to maintenance at present year t
can be written as:

λtotal(t) =
n∑
i=1

λi(t) (2.6)

where λi(t) is the failure rate of the sub-component i and n is the total amount
of sub-components. This parameter is considered and used to schedule the PM
and updated after any maintenance intervention. The new reduced failure rate
of a CB λCB(t) at the present year t after the replacement of m components
with maintenance is given by:

λCB(t) = λtotal(t)−
m∑
i=1

λi(t) (2.7)

The equation above is based on the definition that deteriorated sub-components
are replaced by new ones before reaching the MTBF and is again used for fu-
ture PM [7].

This method of scheduling PM considering the MTBF of the CB’s compo-
nents is an example of time based maintenance that shows the importance of
gathering information from the power systems. Collection of data indeed al-
lows to compute with more accuracy the MTBF and consequently to improve
maintenance of the equipment.

Moreover, working with a storage of failure data, it is also possible to in-
vestigate the effect of other variables including the same maintenance on the
CB’s failure [8].

2.2.2 Contact Wear with I2t
When a fault happens, the circuit breaker has the role to interrupt the current
opening the contacts fast enough to extinguish the connection between con-
tacts and avoid the flowing of current. However, this necessary action causes
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the deterioration of the same contacts and reduces the quality of the CBs’ op-
erations. Consequently, in order to have an idea of the level of corrosion of the
CB’s contacts, it is important to estimate the amount of energy that has been
interrupted during the trip.

Since neither the voltage across the CB (Varc−bkr) nor the resistance of the
arc (Rarc−bkr) is constant, the estimation of the interrupted energy is not easy
to compute. Indeed, the equations for the estimation of the energy reported
below clearly show that the energy during a fault always depends on Varc−bkr
or Varc−bkr on Rarc−bkr:

Energyarc =

∫
(Iarc · Varc−bkr)dt (2.8)

Varc−bkr = Iarc ·Rarc−bkr (2.9)

Energyarc =

∫
(I2arc ·Rarc−bkr)dt (2.10)

where the value of I is given by Ifundamental i.e. the amplitude of the signal
with the fundamental frequency [9].

Due to the variation of parameters and consequently to the impossibility of
having a proper estimation of the desired quantity, the most common approach
is to assume that the contact wear is proportional to I2 [9]. The real indication
of the contact wear is given by I2t where, theoretically, the time considered
in the I2t is the arcing time of the CB. However, since this time is not easily
calculable, the duration of the fault can be used.

Additional considerations on the resistance can be done. Indeed, if the
comtrade file does not report an interruption of current which means that,
for the recorded fault, the CB related to the considered area of the substa-
tion does not open, the resistance remains constant. In this case, the energy
going through the CB is proportional to

∫
I2dt and, for a discrete signal, can

be calculated as follows:

E(s) =
s∑
i=k

I2i ∆t (2.11)

where s is a sample of the signal, ∆t = 1
f
is the inverse of the sampling fre-

quency and E(s) is the energy flowing trough the CB from a chosen instant
k till the sample s. However, since a CB is damaged by a fault only if it is
the one designated to clear the fault, the calculation described in Eq. (2.11)
is not an indication of the contact wear of the CB related to the considered
area of the substation. Consequently, to render this calculation valuable, it is
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necessary to associate it with the CB that actually cleared the fault. This as-
sociation is feasible using the topology of the substation that can be obtained
as output of the "substation level bad data detection algorithm" presented in
[10]. This algorithm is based on automatically detecting the substation topol-
ogy by parsing the Substation Specification Description (SSD) file, part of the
IEC61850 Standard used in all substations, and online state of circuit breakers
and disconnectors [10].

In this case, the comtrade file reports information for the CB associated
with the analyzed part of the substation and not for the CB that cleared the
fault. Consequently, coupling the information extracted from the comtrade
file with the CB that is responsible for clearing the fault is not exactly correct.
Indeed, to have a precise indication of the contact wear of this CB it is neces-
sary to know the samples of the current that actually flows in it and use them
for Eq. (2.11). However, despite this imprecision, the computation obtained
by the analyzed comtrade file can be used as an approximated indication of the
contact wear of the CB that clears the fault.

In the other case, if the comtrade file records current interruption and con-
sequently the CB extinguishes the arc to stop the flow of current, the resistance
changes. However, even if the the energy going through the CB is not propor-
tional to

∫
I2dt, this can be computed as shown in Eq. (2.11) in order to have

an approximate estimation of the interrupted energy during the fault and con-
sequently of the contact wear caused by the presence of the fault.

Since both the reliability and the contact wear of the CBs strictly depend
on the fault registered in the analyzed comtrade file, it is relevant to extract as
much information as possible on the considered outage. In fact, the analysis of
the fault and the consequent identification of the information related to this, al-
lows to obtain more precise indicators for maintenance and PM. Consequently,
it is extremely important to use a valuable tool for fault analysis. Among the
existent methods for the analysis of the faulty signal, one of the most appropri-
ate and valid is related to the signal processing implemented with theWavelet
Transform.
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2.3 Wavelet Transform and relevance for fault
analysis

The Wavelet Transform (WT), is a mathematical tool for signal analysis. WT
decomposes the signal in different scales, with different resolution levels, start-
ing from a single function and providing local representations in the time and
frequency domain of a given signal [11].

The wavelet transform is defined as the sum over all time of the signal
multiplied by scaled and shifted versions of the wavelet function ψ. For a
signal x(t), is defined as follow:

WT(a, b) =

∫ ∞
−∞

x(t)ψ∗a,b(t)dt (2.12)

where ψ(t) = |a|−1/2ψ((t − b)/a) is the mother wavelet, the asterisk in Eq.
(2.12) denotes a complex conjugate, and a, b ∈ R, a 6= 0, (R is the real con-
tinuous number system) are the scaling and shifting parameters, respectively.
As just said, ψ(t) is the mother wavelet, the transformation function used as
basis of the various transformation realized with the WT. Since several fami-
lies of mother wavelet exist, ψ(t) has to be chosen on the basis of the signals
that have to be processed. For the case of fault analysis, the wavelet family of
Daubechies 4 is one of the most appropriate [12].

In dealing with fault analysis, the wavelet transform is implemented with
a discrete set of the wavelet scales. This implementation is known as Discrete
Wavelet Transform (DWT) and its definition starts from the continuous WT.
Indeed, by choosing a = am0 , b = nam0 b0, t = kT in Eq. (2.12), where T = 1.0

and k,m, n ∈ Z (Z is the set of positive integers), the DWT is obtained as
follows:

DWT(m,n) = a
−m/2
0

(∑
k

x[k]ψ∗[(k − nam0 b0)/am0 ]
)
. (2.13)

After the DWT, the Multi-resolution Signal Decomposition (MSD) and
consequently the Multi-Resolution Analysis (MRA) are applied [12]. The
MRA technique decomposes a given signal into different resolution levels, in
order to provide important information in the time and frequency domain: it
consists in a signal decomposition that is analyzed in two signals, one version
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that contains the details of the signal and another attenuated (or approximated)
by a low-pass filter. Then, the attenuated signal is again decomposed, resulting
in two other new signals, detailed and attenuated, with different frequency lev-
els and able to provide information in the time and frequency domain. After a
certain number of decompositions, an approximated version of the signal and
its details are obtained: from these the original signal can be re-constructed.

The wavelet transform, together with MRA, determines versions of details
and approximations capable to detect any alteration in the signals and to distin-
guish both the normal signal frequency levels and the alterations [12]. For this
ability, WT andMRA are used in fault analysis and, particularly, are employed
in the application of abrupt change detection algorithms. Abrupt change de-
tection is indeed able to perform an event-based segmentation, splitting the
signals in different segments like pre-fault segment, during the fault and after
circuit-breaker opening and estimate time instants for these events.

The change time-instants can be estimated by the time-instants when the
wavelet coefficients exceed a given threshold which is equal to the first-order
approximation of the "universal threshold" of Donoho and Johnstone [13].
This is given by:

T = σ
√

2 loge n (2.14)

where σ is the median absolute deviation of the wavelet coefficients, and n
is the number of samples of the wavelet coefficients. The universal threshold
depends on the wavelet coefficients and not the whole signal; hence, the fre-
quency content of the fault signal and the wavelet filter would not affect the
point the signal reaches the universal threshold [12].

TheWT tool, together with the theory onmaintenance explained in Section
2.2, are exploited by the applications developed for the processing of comtrade
files and for the extraction of quantities relevant for maintenance and PM. As
said in Section 1.1, these applications are built on the top of a Service Oriented
Architecture (SOA), the structure that has the duty to handle communication
and integration. Consequently, since the realization of the just mentioned ap-
plications actually allows the achievement of the intended goal and the same
realization depends on the development of the modular structure proposed in
[2], it is fundamental to explain what a structured and layered architecture
is dealing with the concepts linked to its implementation.
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2.4 Structured and Layered Architecture
A structured and layered architecture is realized to organize the flow of infor-
mation and, for the case in object, to forward data generated at the station level
to the applications developed at the central level. This modular structure can
be developed as a Service Oriented Architecture (SOA).

2.4.1 Service Oriented Architecture
The concept of SOA is an integration paradigm based on the theories and the
methodologies behind the development of software in the form of interopera-
ble services - hence its name. Indeed, in general, a SOA can be used to define
all systems that operate as a collection of interacting services and base the ex-
change of information right on these elements, invoked by the client with the
aim to complete a business function. In other words, when a client needs data,
it does not directly contacts the provider but invokes a service inside the SOA.
This service then establishes a connection with the provider, retrieves the data
and sends the requested data to the client. Hence, the role of the services is
fundamental and avoids the direct communication between the server and the
client.

Thus, in order to have a concrete idea of this structure and how it works, it
is important to understand the concept of a service. A service is a well-defined
section of functions independent from the context or the state of other services
and is basically described by the following characteristics:

• can interact with others independently from the service type and is not
bound to the executed function

• has to be built according to a certain defined registry

• is consistent with determined standards

• adheres to a common defined language

• does not correspond to a complete business operation but just to a single
process inside the operation. This means that each service is module-
based and is realized to execute a particular part of the requested func-
tion.

Even if there exists different kind of services with different standards and rules
of development, the most important thing behind services is the fact that the
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client is not required to know the content or the structure of the service: it is
indeed enough to have the unique name of the service of interest in order to be
able to invoke it. This characteristic implies that services are decoupled from
the client (i.e. the application) that is asking for their invocation.

Consequently, since services are mainly the way through which applica-
tions execute functions or obtain information, a SOA results to be a method of
organizing software based on the ideas of scalability, reusability and decou-
pling of services and applications. Hence, due the SOA’s nature of architec-
tural approach, the next step is to focus on the technical implementation of this
architecture. Following the design proposed in [2], the SOA is realized with
the employment of an Enterprise Service Bus (ESB) platform.

2.4.2 Enterprise Service Bus
The realization of the SOA requires the presence of a middleware, a software
layer able to handle communication. A middleware indeed acts as a bridge
between the applications and the power system allowing the exchange of in-
formation and the interactions among the same applications. Hence, it is nec-
essary to implement a middleware solution that works as integration layer.
This solution is represented by the ESB.

The ESB that perform the function of middleware, is the architectural pat-
tern and integration layer that effectively allows transmission of data and in-
teraction between multiple applications/components/systems following SOA
principles.

The ESB avoids the direct communication between client, entity asking
for data, and server, entity containing the desired data, connecting the requests
generated by the client to the requested data produced by the server. In other
words, the ESB is responsible for exposing and invoking the necessary ser-
vices that allow completion of communication between server and client. In
addition, since sometimes applications need to receive aggregated and summa-
rized information, the ESB selects the necessary services to build a composite
one able to provide the desired set of data to the client.

Figure 2.3 shows the role of the ESB inside the SOA and how the flow of
information is organized. Particularly, the figure shows how the information
is organized when Application 2, that serves as client, asks for data produced
from Application 1 that consequently plays the role of server. The numbers
indicate the order of the steps that need to be done for the completion of the
communication and the arrows represent the direction of the flow of data.
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Figure 2.3: ESB inside SOA: flow of information

1. Application 2 asks for data produced by Application 1. Hence, the first
step is to invoke the service connected to the ESB that has the role to
retrieve the information built by Application 1

2. The invoked service triggers Application 1

3. Application 1 starts running but, since to produce its output needs the
information taken from the power system (located in the database named
DATA), invokes another service to allow the retrieval of data

4. The service invoked in 3. connects to the database containing the data
of the power system

5. The service retrieves the desired data. In order words, the service is now
able to provide the response to the components that invoked it

6. Application 1 obtains the output of the invoked service

7. Application 1 uses the response obtained by the invocation of the ser-
vice. This allows the service invoked in 1. to retrieve the desired infor-
mation

8. Since response provided by the service invoked in 1. is finally delivered
to the client (i.e. Application2).

Figure 2.3 shows a well-organized and service-based flow of information
with the ESB as central point for data exchange. In addition, it is possible
to notice that there is not a direct communication between applications but



CHAPTER 2. BACKGROUND 21

only an indirect exchange of information organized by the ESB through the
invocation of services.

It is clear that services have a fundamental role in the development of the
SOA and of the ESB. For this reason, they deserve to be explained particularly
focusing on the web services.

2.4.3 Web Services
As said in the Section 2.4.1, there exists different types of services with dif-
ferent rules of developments and standards. Among these, because of their
structure and their standard protocol logic, the most popular and used ones
are the web services. Web services owe their name to the fact that they are
made available from a web server, the application service provider, for a web
user on web-connected programs. In other words, a web service is a unit of
code that can be remotely invoked sending a request to the web server in which
this is located. The structure of this class of services allows different types of
applications to talk to each other and share data, making the application plat-
form and technology independent. Moreover, since web services are based on
standard protocols, they ease the development of functionality irrespective of
programming languages.

In the web services field, there are various types of web services that dif-
fer for their implementation and language standards. Among these, SOAP
and REST are the most famous. These two are different because SOAP is
an official protocol while REST consists in a set of guidelines for developing
services. Consequently, since SOAP is an official protocol, it is composed of
strict rules, advanced security features and higher complexity requiring more
bandwidth and resources. On the other hand, since REST was created to solve
the problems of SOAP, it has a more flexible architecture and allows differ-
ent messaging formats [14]. Due to its flexibility, this section focuses on web
services built following the REST guidelines, the RESTful web services.

REST is an acronym for REpresentational State Transfer and can be de-
fined as an architectural style of networked systems consisting of clients and
servers: clients send requests to servers and servers process requests to return
appropriate responses. This architectural style provides standards between
computer systems on the web, easing the communication between systems.
In addition, it is based on HTTP, a protocol that provides definitions for infor-
mation exchange, and on other standards like SSL and TLS allowing to ensure
data integrity and successful transfer of data. Another important advantage of
using web RESTful services is the fact that data are easy to access because
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they are made available as resources i.e. as network accessible documents,
web servers or databases [14]. These characteristics render REST the most
popular choice of developers to build public Application Programming Inter-
faces (APIs), the use of which increases REST’s flexibility.

APIs are specifications that allow two programs written with different lan-
guages to communicate with each other. Moreover, they define how infor-
mation is exchanged and include details on the processing of data. These in-
terfaces provides the guidelines and the tools to integrate application software
and services. In simpler words, APIs render possible to access resources using
the client/server logic and allow the products-services communication elim-
inating the necessity of constantly building new connectivity infrastructure.
Furthermore, thanks to the fact that APIs are able to handle different format,
it is enough for a program to have a unique APIs as point of connection to be
able to communicate with different external components.

In the logic of the SOA, APIs are important because they allow external
application to connect with the ESB and consequently to invoke the desired
web services.

The SOA, together with the two linked applications, is built on the top of
a power system in order to process comtrade files and compute quantities rel-
evant for maintenance and PM. Since the whole structure (i.e. SOA and appli-
cations) has been implemented with the aim to be reused and re-implemented
also for other power systems, this has to provide an output compliant to power
systems’ standards. For this reason, the CIM standard is analyzed.

2.5 Common Information Model - Notions
CIM stands for Common Information Model and is a series of standards de-
veloped to define a standardized exchange of information between electrical
distribution systems. This standard consists in a big set of classes in which
each class has associations describing relationships with other classes. In ad-
dition, most classes also have attributes describing characteristics of the class
[15]. The CIM includes the base power system model, the models of the dis-
tribution system and the operational systems and also the model of the market
systems. Thus, this standard is able to keep track of the contents and rela-
tionships inside power systems providing an object-oriented modelling and
allowing for future vendor extensions.

Since CIM is continuously updated and expanded, its application allows
not only to achieve interoperability between applications but also to obtain
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interoperability between systems. This is the reason why, alongside with the
power system model, CIM provides a description of the payload of exchanges.
Indeed, the use of standards on the content of the communication imparts a
degree of consistency and uniformity that enhances system data integration
activities. In other words, using the CIM as a basis for all exchange payloads
ensures that the exchange content is clearly defined in a standard way [15].
This means that producers and consumers agree upon the meaning of the ex-
changed payload. Furthermore, "the receiver has a clear understanding of how
data from multiple sources, spanning multiple structures of data and exchange
technologies, can be readily and unambiguously composed into a cohesive
model suitable for business analysis" [15].

"CIM supports data exchange between applications or systems and pro-
vide an integration framework to connect disparate systems into a complete
enterprise architecture while enabling full interoperability" [15]. Because of
its ability of providing a centralized data model for data flow, this standard is
important and related to the implementation of the ESB.



Chapter 3

Methods

The methods chapter explains all the steps and the procedures used for the re-
alization of the project providing detailed information on the research design.
This explains how to solve the proposed research problem through the employ-
ment of the concepts described in Chapter 2.

In order to implement the structured and layered architecture, it is neces-
sary to focus on the development of some key points. These are the pillars
on which the concept of the thesis is based and, when linked, they allow the
actual computation of the indicators relevant for maintenance and PM. The
calculation of these quantities is indeed the final goal of this thesis.

Figure 3.1 shows the normal path of the data extracted from the substation
together with the structure built for managing comtrade files analysis. Usu-
ally indeed, data coming from the power system are sent to the SCADA (su-
pervisory control and data acquisition), the control system that has the role
to monitor the power system, notify the presence of malfunctioning and en-
able control actions. The SCADA receives data from the substation through
the RTU (Remote Terminal Unit), the device working as interface between
the power system and the same SCADA. Consequently, the SOA built on the
power system as a tool to improve CB’s maintenance represents an alternative
path for power systems data.

Focusing only on the development of the architecture for comtrade analy-
sis, Figure 3.1 gives a clear idea of what is the resulting design and identifies
the main topics of this project.

24
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Figure 3.1: Resulting structure after the implementation of the SOA and the
development of the applications on top of the power system

1. Service Oriented Architecture Implementation
The possibility of implementing a SOA thRough the employment of a
middleware on top of the substation has already been demonstrated in
the pilot executed by Vattenfall [2]. This pilot includes also the devel-
opment of a gateway leveraging industry standards (referred as GW in
the picture), responsible for the transfer of non-critical data from the
primary substation to a server to which the ESB can connect.

Hence, it is not necessary to focus on the demonstration of the feasi-
bility of the concept but it is enough to explain how the ESB has been
implemented and which software has been chosen for the case in object
(Choice of the Enterprise Service Bus, Section 3.1.1).

Moreover, this section describes the central organization of the flow
of information that enters/exits the ESB (Flow of Information, Section
3.1.2).

2. Set of Data and Limitations
In order to completely understand the development of the project it is
necessary to define the set of analyzed data and underline what are the
limitations. These limitations have indeed shaped and narrowed the
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original scope of the thesismodifying the extent of the information achiev-
able with this project.

3. Comtrade Decoding Application.
Due to their ASCII or binary content, comtrade files are not immediately
readable. For this reason, they need to be decoded in order to obtain a set
of data that can be interpreted, plotted and understood. The application
in charge of this role is implemented and named as Comtrade Decoding
Application.

In addition, since only the comtrade files that show a fault are inter-
esting for the purpose of analysis, the code for comtrade decoding is
programmed to understand if the considered file is actually the record
of a faulty situation or not for the analyzed area of the substation (Fault
Detection, Section 3.3.2).

The Comtrade decoding application is not only able to decode comtrade
files and implement fault detection but is also developed to infer impor-
tant information on the fault. This application allows the computation
of descriptive quantities related to the fault and to its interaction with
the protective asset of the system (Computation of Fault Information,
Section 3.3.3).

4. Computation of Relevant Quantities for Maintenance
The calculation of the indicators for maintenance of the circuit breakers
depends on the analyzed set of data. Consequently, it is important to
understand which quantities can be computed using comtrade files, why
some particular quantities are relevant and what definitions have been
used in their computation.

3.1 ServiceOrientedArchitecture Implemen-
tation

As said in Section 1.1, the scope of this thesis is to extract relevant information
for maintenance and PM from comtrade files through the implementation of
an ESB that serves as SOA.

The validity of this architecture has been proven by the execution of a pilot
[2] that demonstrates the feasibility of the implementation of the ESB and
shows its relevance for the analysis of data. In addition, it introduces a gateway
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responsible for the dispatching of the non-critical data from the substation to
the server linked with the ESB.

Since the ESB serves as SOA to handle communication and integration
between system at central level [2], it is clear that the ESB has a fundamental
role for the scope of this thesis. Consequently, the choice software employed
for its implementation is important and has to be motivated.

3.1.1 Choice of the Enterprise Service Bus
The ESB chosen for the realization of the Service Oriented Architecture is
Zato. Zato is indeed an ESB (middleware) and application server (backend)
that has been developed with the aim to realize a service oriented architecture
(SOA) and perform integration in systems.

One of the reasons behind the choice of this software is the fact that this
solution is both an integration middleware (ESB) and an application server.
Consequently, there is no more the need of having an additional but cooper-
ating tool to run the applications connected to the ESB because Zato concen-
trates these elements into one unique core and deletes the load of installing an
application server that involves coordination actions.

However, the most interesting and particular feature of Zato that is the ac-
tual reason behind this ESB choice, is its Python development environment.
Indeed, integration solutions are usually developed in a Java environment forc-
ing the developer to build up the structure of the application-ESB communi-
cation in this language. Considering that the applications (for example an-
alytic applications) on the top of the ESB are usually written in Python, its
Python environment increases the productivity and, simultaneously, decreases
the complexity of the ESB introduction.

In addition, Zato is completely open-source and able to process numerous
connections and concurrent requests providing guarantee of a correct and suc-
cessful communication for the linked systems. This has to be coupled with the
fact that Zato is able to handle the most common protocols, industry standards
and data formats supporting the creation of JSON, JMS, SOAP and REST
services and the understanding of numerous information types. According to
Section 2.4.3, REST services are flexible and valid solutions for SOA integra-
tion and, for this reason, are the type of services chosen for the project. Since
Zato supports their creation, it directly results to be suitable and appropriate
for the intended outcome.
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3.1.2 Flow of Information
In order to provide relevant quantities for maintenance and PM, that are the re-
sults of a series of calculations on exchanged data, it is important to focus on
the structure and the content of the exchanged information. Thus, considering
that the ESB is responsible for the information flow and for the communica-
tion orchestration, it is necessary to focus on how the middleware has been
developed, implemented and exploited for the purpose.

ZATO ESB

COMTRADE DECODING
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Figure 3.2: Flow of information realized though the ESB

Fig. 3.2 describes how the flow of information is organized by the ESB.

1. First of all, the ESB, through services, aims at retrieving the comtrade
files. The blue box "COMTRADE FILES" represents the FTP server
communicating with the GW introduced in the system in [2] in which
comtrade files are stored. Thanks to the service responsible for file trans-
fer that exploits an outgoing connection, a Zato component able to create
connections with different types of servers and databases, comtrade files
are taken from the server and downloaded. This allows external appli-
cations to access and use comtrade files.

2. Then, these comtrade files are used by the application "COMTRADE
DECODING". This application indeed establishes a connectionwith the
Zato ESB and invokes the service (mentioned in 1.) able to retrieve and
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download comtrade files. COMTRADE DECODING obtains comtrade
files and decodes them extracting analog and digital channels’ samples.
Then, exploiting the output of the decoding, the application understands
if the file is registering a fault or not and computes information on the
potential fault (fault start, fault end, fault duration, channels of the fault,
phase of the faulty channels). Since the information related to the pres-
ence of the fault in the analyzed comtrade files is particularly important,
this is published as a binary variable called fault/no_fault. Conse-
quently, for each comtrade file, the application sends the results to a
database and the dedicated service deployed on the ESB takes care of
their exposition. Indeed, for each comtrade file, this service exposes the
name of the comtrade file together with the fault/no_fault variable
equal to one if the file contains a fault or equal to zero in case of ab-
sence of fault. The exposition of this information is represented by the
fault/nofault yellow arrow that goes outside the comtrade decoding box.

3. The second yellow arrow that comes out of the comtrade decoding ap-
plication box contains all the other information computed by the appli-
cation that, thanks to the connection performed by the application with
the SQL database, are stored in the orange portion of the SQL database.
This first portion of the database includes analog and digital channels
samples and information on the fault:

• sample in which the fault starts

• sample in which the fault ends

• fault duration

• channels in which the fault happened

• phase of the channels in which the fault happened → this infor-
mation is relevant because power systems are three phase systems
and, consequently, a complete set of information is formed by three
channels, one per phase. It is therefore important to define which
and how many phases are affected by the fault in order to com-
pletely have a clear picture of the faulty situations.

In addition, the application defines a boolean variable called warning.
This variable is defined because some comtrade files report not only
information on the three phases but also on neutral one and other files
register fault on this phase i.e. register earth faults. Since these fault are
more complicated to detect and the procedure used by the application
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for fault detection is not completely precise for this case, the warning
variable is used to report the presence of a fault in the neutral phase
and, at the same time, to signal that the output of the comtrade decoding
application has to be double-checked. Following this reasoning, this
variable is set to one in case of a fault in the neutral phase and to zero
in all other cases.

4. The information stored in the orange section of the database are all the
data decoded from the comtrade files including the information com-
puted on the fault. This information is then used as input of the second
application responsible for the "Computation of quantities relevant for
maintenance/preventive maintenance".

5. The second application named "Computation of quantities relevant for
maintenance/preventive maintenance" in Figure 3.2 establishes a con-
nection with Zato. This connection allows the application to invoke the
service in charge for obtaining the decoded comtrade data stored in the
SQL database and use these data to compute the desired quantities de-
fined in Section 3.4. These quantities are then stored in the green section
of the SQL database and, through a service in the ESB, this computed
information is exposed. In this way the information is accessible from
external and if any other application wants to retrieve these data can
connect to ESB to invoke the service responsible for obtaining from the
database the quantities relevant for maintenance and preventive mainte-
nance.

3.2 Set of Data and Limitations
The initial scope of this thesis was to compute quantities relevant for mainte-
nance and preventivemaintenance for a large set of comtrade files coming from
different substations and covering a large period of time. These computations
indeed, if coupled with the use of machine learning could introduce the possi-
bility to detect some trends or find useful statistics for the analyzed substations.
However, after having studied the structure of the comtrade files, the first big
limitation to the extent of the project has been noticed and identified as the fact
that comtrade files are all different. Indeed, their structure depends on the
device that creates them, on the brand of the device itself and on the manual
configuration set according to the characteristics of the device. Consequently,
it is not possible to identify a common unique metadata to support decoding,
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compare different comtrade files and make the necessary generalizations.
The lack of a common format for all comtrade files narrowed the scope of

the thesis to just one type of comtrade file. Thus, the set of data used to ob-
tain the reported results in Chapter 4 is made of comtrade files taken from one
single device depicting the situation of a particular section of the substation.
However, it is not enough to pick a random type of file but it is necessary to
select a proper comtrade file structure and content from which it is possible to
extract the maximum possible amount of data and infer valid conclusions from
the analyses performed. Hence, since working with comtrade files that poten-
tially show a fault in a current channel allows to detect with better precision
faulty situations and to understand from the variations of the faulty channel
the influences and the effects of the faults in the substation, it has been chosen
to work with data related to high voltage fed feeders and transformers.

With the aim to implement an accurate and precise analysis for consid-
ered data, the selected comtrade files have been coupled with the configura-
tion sheets of the IEDs installed in the selected substation. The configuration
sheets are indeed useful to understand how protective devices have been con-
figured and consequently in which conditions they create comtrade files. In
addition, their content has been exploited in the comtrade decoding applica-
tion.

The second limitation imposed to the project comes from the comtrade
decoding application and particularly from the processing of data. As said
in Section 3.1.2, comtrade files are taken from a server thanks to a connec-
tion established by the ESB. Unfortunately, even if the connection between
the FTP server containing the comtrade files and the ESB is stable and secure
for file transfer, it has to be re-established for every single new comtrade file
that has to be transferred. This means that this connection is not able to handle
the processing of multiple files and can process only one file per connection.
Consequently, the output of the entire project represents all the information
extracted from one single comtrade file.

However, it is worth to say that the transfer of all the desired comtrade
files is realizable through the creation of numerous connections but, it is has
not been possible to implement an automatic large scale processing of files in
this thesis.
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3.3 Comtrade Decoding Application
This application is developed for decoding, filtering and extraction of data
from comtrade files. For this reason, the description of the structure of the
application is dived in three steps:

• Decoding: this section explains how comtrade files are translated in a
set of readable data

• Fault detection: this parts describes the analysis done by the application
to understand if the analized comtrade files contain a fault or not

• Computation of Fault Information: this part shows how to process the
content of comtrade files in order to obtain information on the registered
fault.

3.3.1 Decoding
As explained in Section 2.1, the comtrade files are not immediately readable
because of their format. In fact, the standardized comtrade format works with
ASCII or binary codes; this means that, in order to work only with readable
data and extract meaningful information from comtrade files, it is necessary to
decode and translate them. This translation has been implemented in the first
part of the application "Comtrade Decoding" and has been realized thanks to
the pre-compiled Python library "pyComtrade" [18]. PyComtrade has been
built ad hoc for the purpose of comtrade decoding and is able to retrieve the
samples of all the channels inside the file working on the configuration and
data comtrade files. Thanks to this it is therefore possible to manage compre-
hensible and readable data.

3.3.2 Fault Detection
The decoding of comtrade files is necessary to obtain readable data but is not
enough to have a good set of information to work with. Indeed, it is necessary
to identify which comtrade files are able to provide concrete data for analysis.
This necessity arises as a natural consequence of how comtrade files are cre-
ated. Indeed, even if comtrade files are actually built up when control devices
detect anomalies or faults in some parts of the substation, it could happen that
the fault responsible for the creation of the files takes place somewhere else
with respect to the area from which the information is gathered to form the
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comtrade files in object. Consequently, in order to avoid incorrect conclu-
sions, the action of discriminating which comtrade files are recordings of a
fault and which are not, is one of the baseline requirements of the project.

The fault detection analysis is performed by the application "Comtrade
Decoding" and is structured as a three-stage process.

• Detection of possible faulty channels
This first stage works on the samples of the analog channels retrieved
from the comtrade files with the aim to detect possible anomalies in the
trend of the signals. Indeed, in normal operating conditions, currents
and voltages usually have a sinusoidal shape and assume nominal val-
ues, ensuring a safe operation state for the system. However, when a fault
happens, the circuit impedance that normally opposes the flow of cur-
rent, drastically decreases. For this reason, signals are heavily perturbed
and the allowed nominal current and voltage values are consistently ex-
ceeded. This brings the system into a non-safe state that is dangerous
for the components of the power system itself.
In order to detect possible dangerous states, in this first stage the appli-
cation appraises the values assumed by each channel taking into account
their maximum and minimum values. These values become relevant if
compared with an estimation of the nominal value assumed by the chan-
nels. Indeed, under normal conditions, a signal approximately remains
in the boundaries defined by the nominal values v1nom, v2nom and the
only reason for which a signal trend considerably exceeds the allowed
limitations resides in the presence of disturbances or faults.
For each channel, the estimation of the nominal quantity v2nom has been
computed as the average of all points in the signal that are bigger than
the average value of the signal µ (unique numerical value that syntheti-
cally describes the values assumed by a set of data). This computation is
valid because the nominal value of a sinusoidal channel is defined with
respect to the mean µ and, considering that in case of fault the limits are
exceeded just for a short period of time and then the trend of the channel
is restored, this is a good estimation of the nominal value v2nom. More-
over, repeating the same reasoning and considering all the values smaller
than µ, it has been possible to compute v1nom and define an interval of
permitted points around µ as [limit1, limit2] = [v1nom, v2nom]. This
interval is the real yardstick for critical channels identification. Con-
sequently, it is possible to identify a subset of critical channels includ-



34 CHAPTER 3. METHODS

ing all the signals for which the maximum and minimum values exceed
the values limit1 and limit2 computed as estimation of the nominal
values of the channels. Thus, the resulting subset of critical channels
Critical_Ch represents the output of the first-part application analysis.

The described procedure is shown in Figure 3.3.

(a) Non-Critical Channel 6
Trend of the channel 6 with its mean in red and the

nominal values in green

(b) Non-Critical Channel 7
Trend of the channel 7 with its mean in red and the

nominal values in green

(c) Critical Channel 1
Trend of the channel 1 with its mean in red and the

nominal values in green

(d) Critical Channel 2
Trend of the channel 2 with its mean in red and the

nominal values in green

Figure 3.3: First step fault identification

This figure shows four channels from a comtrade file: two channels in
normal conditions in (Figures 3.3a and 3.3b) with a predictable and sta-
ble trend in comparison with two critical ones (Figures 3.3c and 3.3d)
that show a sudden change. It is easy to see that the values assumed by
the first two channels are approximately bounded in the green bound-
aries established by the defined interval [limit1, limit2] = [v1nom, v2nom]

centered in the red line µ. On the other hand, the variation for the second
ones noticeably exceed the permitted threshold. Consequently, thanks
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to this first part, it is possible to identify the possible faulty channels in
the system: in the case shown in Figure 3.3, the possible faulty channels
are the ones depicted in Subfigures 3.3c and 3.3d.

• Wavelet Transform to narrow the subset of faulty channels

The first part of the analysis is necessary to identify an initial setCritical_Ch
of critical channels but, since it focuses only on understanding if the sig-
nal deviates from its normal trend, is not enough to state the presence
of a fault in the comtrade file in object. In fact, not all visible devia-
tions from the nominal values can be related to a fault and, sometimes,
they can just be caused by disturbances inside the power system. Con-
sequently, in order to distinguish a faulty situation from a disturbed one
and narrow the set of critical channels, a second analysis is implemented.

This second step works on the concept that the occurrence of a fault
heavily perturbs the signal, causing an abrupt change. For this reason,
the application implements an abrupt changes detection algorithm using
the wavelet transform that, as explained in Section 2.3, is able to identify
abrupt changes in the signal. The wavelet coefficients are in fact the
changes of the average whichmeans that a coefficient of large magnitude
implies a large change in the original signal.

Thus, discrete WT with five detail levels and a Daubechies 4 as mother
wavelet is applied to the just defined set of critical channelsCritical_Ch
obtaining five groups of detail coefficients. Among these, the fifth group
of detail coefficients D5 is the one with the biggest resolution and, for
this reason, is selected and analyzed with the thresholding method ex-
plained in Section 2.3. Thanks to the universal threshold, it is indeed
possible to identify all the abrupt changes in the signals and the time
instants in which they happen.

Hence, all the biggest-resolution details of the critical channels are com-
pared to the universal threshold T = σ

√
2 loge n (Eq. 2.14) and only

the signals that actually have details coefficients exceeding the limit are
considered possible faulty channels.

This second step analysis allows to obtain a narrower set of critical chan-
nels Critical_2 including only channels characterized by the presence
of abrupt changes in their trend. These are indeed a clue of the possible
presence of a fault. It is important to underline that this analysis is not
providing insights if applied before the critical channels detection. In
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fact, it is possible to identify abrupt changes also in non critical chan-
nels; consequently, the presence of abrupt changes can be linked with
the occurrence of a fault only for channels working outside their nominal
conditions i.e. critical channels.

• Further analysis to identify the fault

At this point, a new set Critical_2 of possible faulty channels is ob-
tained. However, even if these selected channels have shown a devia-
tion from their trend and contain abrupt changes, they still have to be
analyzed in order to understand if they actually contain a fault or not.

To achieve the intended goal of faulty channels detection, this third stage
looks at the amplitude of the perturbation caused by the fault and takes
into account the information contained in the configuration sheets of the
IEDs in the substation. Working on the configuration sheets is indeed
possible to understand when protection devices identify abnormal con-
ditions and consequently define some threshold for allowed values of the
channels. Since the identification of the faulty channels varies accord-
ing to the phase of the considered channels, first of all, for each of the
channels inside the Critical_2 set, their phases are identified.
Then, according to the phase of the channels, two different fault detec-
tion methods are implemented:

1. For channels whose phases are A, B or C i.e. one of three phases, a
normal overcurrent fault detection is implemented. This decision
is based on the fact that protective devices are configured to de-
tect fault if the values assumed by the channels overcome a certain
defined limit. This limit varies according to the different IEDs in
the substation but, in order to consider the worst case scenario, the
chosen threshold is the smallest overcurrent limit inside the con-
figuration sheets, that, for the selected folder, is 300 Ampere.
Consequently, only the channels for which the maximum value is
bigger than 300 A are identified as faulty ones.

2. For the channels with neutral phase representing the residual cur-
rents, fault detection is more complicated and, consequently, less
precise. In order to overcome some of the limitations imposed by
these types of channels, a simplification is introduced. For this rea-
son, the comtrade decoding application ignores the fact that fourth
current signals can contain non-sinusoidal components because of
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measurement faults and considers them as "normal" 50 Hz sinu-
soidal channels. With this simplification, fault detection for resid-
ual current signals is reduced to a normal overcurrent detection and
the phase shift is not controlled or analyzed.
Also in this case, the threshold for overcurrent has been taken from
the configuration sheets and set to 150 A. Consequently, only the
channels for which the maximum value is bigger than 150 A are
identified as faulty ones.
It is important to restate that, in this case, the fault detection is
not precise. Consequently, as said in point 3 of Section 3.1.2, a
boolean variable warning is set as an indication of the potential
inaccuracy of the fault detection implemented.

Unfortunately, conditions 1 and 2 alone are not enough for a proper iden-
tification of the fault and need to be combined with an additional con-
dition that excludes the possibility of including disturbed channels into
the faulty ones. In fact, a channel that is exposed to a strong disturbance
can exceed the allowed nominal values, show abrupt changes and satisfy
condition 1 or 2 on overcurrent detection. The thing that allows to dis-
tinguish it from a faulty channel is the fact that, for a disturbed signal,
these irregularities are visible almost on all samples, while, in case of
fault, the just mention distortions appear only for a restricted amount of
time thanks to the action of the CBs. This is indeed visible analysing the
behaviours of the two critical channels: channel 1 is showing irregular-
ities for a short period of time (Figure 3.3c) while channel 2 is always
working outside the nominal conditions (Figure 3.3d). Even if it clear
that the fault is happening on channel 1 and not on channel 2, both crit-
ical channels detection and abrupt change detection identify channel 2
as a possible faulty channel. In order to distinguish the two cases it is
therefore necessary to understand how much time the irregularities last.
Hence, for all possible faulty signals, the amount of samples that corre-
spond to normal operating conditions is obtained and its ratio φ on the
total amount of samples N is computed as indicator of the duration of
the irregularities.

Putting everything together, it is possible to detect the final set of faulty
signals. Consequently, for a given signal, if the maximum values is big-
ger than the defined threshold of 300 A or 150 A according to the phase
of the channel and the ratio φ is bigger than 0.6, i.e. the signal works at
least 60% of the time in normal conditions and for the remaining time
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non-safe values are assumed, then this is considered a faulty channels.
The threshold of 0.6 for the ratio φ has been chosen as an intuitive in-
dication of the fact that a non-disturbed channels is working more than
half of the time in normal conditions. Thus, the output of this fault-
identification process is a set of channels perturbed by a fault.

At the end of the process it is possible to know:

1. If the comtrade file in question is the recording of a fault or not

2. In case of fault, in which channels the fault happened

3. In case of fault, which is the phase of the faulty channels

As consequence of the output of the application, it is therefore possible to state
if the comtrade file in object is the recording of a fault or not. Indeed, if the
existence of a non-empty set of the channels qualifies the considered comtrade
file as useful for the further analyses, an empty output stands for a free-from-
faults and, consequently non-informative, comtrade file. In fact, any comtrade
file that is not registering a fault does not contain the information that allows
the computation of the quantities relevant for maintenance.

3.3.3 Computation of Fault Information
The comtrade decoding application is not only responsible for comtrade trans-
lation and fault detection but it is also programmed to compute descriptive
quantities for the fault registered in the analyzed file.

Hence, for the detected faulty channels, the last part of the application
exploits the calculations made for fault detection and computes fault timing
information. Thanks to the WT it is indeed possible to exploit the threshold-
ing method explained in Section 2.3 to understand the time instants in which
the abrupt changes occur in the signal and consequently define when the fault
starts, when it ends and its duration [11], [12], [13].
Figure 3.4a displays the highest resolution wavelet detail coefficients for chan-
nel 1 together with the corresponding universal threshold (blue line). Since the
detail coefficients are variation of the average, the two reported peaks repre-
sent considerable changes for the signal and therefore are linked to the abrupt
changes occurring in the signal due to the presence of the fault. These peaks
exceed the universal threshold (Eq. 2.14) and, for this reason, segment the
signal in three parts as shown in Figure 3.4b. In addition, according to the
thesholding theory explained in Section 2.3, the instants in which the wavelet
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coefficients exceed the universal threshold are associated with the beginning
and the end of the fault. Consequently, the duration of the fault is given by
the distance between these two peaks. In other words, the length of the fault
is given by the length of the segment B depicted in Figure 3.4b.

(a) Highest resolution wavelet coeffi-
cients of the faulty channel 1

(b) Segmentation of the signal obtained
with the WT

Figure 3.4: WT coefficients and corresponding segmentation

Thanks to the segmentation of the signal realized with the WT (Figure
3.4b), it is also possible to understand if the fault has been properly cleared.
Indeed, since segment A indicates the pre-fault section and the fault inception,
and segment C the system restore, a comparison of the signal parameters val-
ues of segment A and C shows if the fault has been successfully cleared [12].
In the case shown in Figure 3.4a, segment A and C show the same values and
consequently, it is possible to say that the fault has been successfully cleared.

Moreover, if the analyzed comtrade file is showing a fault and, in addition,
the action of the CB in clearing the fault, the WT can be exploited to compute
the clearing time. In this case indeed, the signal is characterized by a period in
which the samples of the current are all equal to zero because the CB opens its
contacts to disconnect the flow of current. Consequently, if the WT provides
a period of coefficients equal to zero after the fault, the fault duration can be
also considered as the clearing time.

Looking at Figure 3.5 it is possible to see the trip of the CB and use theWT
to compute the clearing time. Particularly, Figure 3.5a reports values for the
highest wavelet coefficients equal to zero after the fault thus showing the trip
of the CB. Indeed, WT coefficients equal to zero correspond to zero current.
Figure 3.5b instead indicates the segmentation of the signal and consequently
the clearing time. Hence, in this case, the clearing time can be considered
equal to the fault duration and computed as the length of the segment B.
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(a) Trip of the CB showed through the
WT coefficients of the faulty channel

(b) Clearing time showed with signal
segmentation

Figure 3.5: Use of the WT to compute the clearing time

3.4 Computation of relevant quantities formain-
tenance and preventive maintenance

This section is important because explains the central point of this thesis and
provides the answers to the first two research questions. The research questions
of interest for this section are:

1. What information relevant for maintenance/preventive maintenance of
circuit breakers are contained in the comtrade files?

2. Which conclusions on maintenance/preventive maintenance of CBs can
be inferred from the extracted data?

This section aims indeed at explaining what information relevant for main-
tenance and preventive maintenance can be extracted from the comtrade files.
As said in Section 2.2, what can be inferred on the state of the equipment and
consequently on the planning of maintenance and preventive maintenance de-
pends on the type and the set of data available. Consequently, since the thesis
works only with comtrade files, it is necessary to fully understand which in-
formation are contained in these type of files and also which other information
can potentially be extracted having the possibility to analyze an high number of
comtrade files. Due to the employment of the SOA that is realized with the aim
to include future extensions and allow changes, the extended scenario includ-
ing processing of multiple comtrade files and machine learning techniques,
has to be considered to show the potentialities of this project. The difficulties
in establishing more than one connection per time between the server contain-
ing the comtrade files and the ESB forced the thesis to focus on a smaller set of
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data but, the numerous analyses and things that can be implemented exploit-
ing the development of this architecture and the ESB’s design deserve to be
noticed.

The output of the comtrade decoding application is exactly representing the
relevant information contained in one comtrade file with a fault. Consequently,
from one fault recording, in relation to the portion of substation depicted by
the protective device that creates the comtrade file, it is possible to extract
information on:

• the number of analog channels, what they represent and the values they
assume for the considered period of time

• the phase of the analog channels

• the number of digital channels, what they represent and the values they
assume for the considered period of time

• the faulty channels

• the wavelet coefficients of the faulty channels

• timing and location information on the showed fault

Considering the content of the comtrade files and taking into account Sec-
tion 2.2 on maintenance, it is possible to say which information useful for
maintenance and preventivemaintenance can be extracted from comtrade files.
A comtrade file shows one single fault and one single CB action of clearing
it and, consequently, is not able alone to provide a database containing cir-
cuit breakers failure occurrences. Hence, the content of comtrade files does
not allow to have a storage of CBs failure to provide a reliability model (Sec-
tion 2.2.1). The remaining indicator on the health of the equipment cited in
Section 2.2.2 is given by the I2t. And this, that provides an indication of the
contact wear of the circuit breakers and therefore allows to estimate the state
of damage of the contacts, can be computed extracting from the analyzed com-
trade files the samples of the analog channels together with the fault duration.
Therefore, the relevant information contained in comtrade files that can
be exploited for the computation of relevant quantities for maintenance
and PM are the samples of the analog channels representing the flow of
current in the substation together with the fault duration necessary for
the computation of the contact wear indicator (Research question 1).
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Particularly, since the real damage on circuit breakers is caused by the ac-
tion of clearing the fault, the samples of the analog channels of interest are
the ones of the faulty channels together with the ones that belong to the same
three phase entity of the faulty channels. In fact, in order to provide a complete
information about three phase systems, it is necessary to consider a complete
set of data composed of three quantities. Thanks to comtrade decoding appli-
cation, it is possible to retrieve the samples of the analog channels of interest
and obtain the duration of the registered fault. At this point, the quantity for
the scope of maintenance and preventive maintenance has to be computed.
Given the available data, this project focuses on the estimation of the con-
tact wear with the I2t computation that evaluates the energy flowing in
the CB during the fault. This indicator can then be used in scheduling
maintenance. (Research question 2).

First of all, it is necessary to explain the definition used for the calculation
starting from the retrieval of data. The application in charge for the compu-
tation of the desired quantity connects to the ESB and invokes the service
responsible for retrieving the output of the comtrade decoding application that
has been stored in the SQL database. Then, when the information have been
retrieved, the application checks the phase of the faulty channels with the aim
to understand which are the necessary signals to consider in the I2t compu-
tation. As defined in Section 2.2.2, the value of I to use for the contact wear
indicator is the fundamental value of I i.e. the value of amplitude assumed by
the signal with the fundamental frequency. Since all signals have a frequency
of 50 Hz and for fault detection it has been assumed that all components of
the signals with frequency different from 50 Hz are ignored, the information
retrieved are already related to the fundamental frequency. This means that the
values assumed by the currents registered in the comtrade files represent the
fundamental values of I. Thus, for three phase channels of interest, the desired
quantity has to be computed with the given values of I for the entire duration
of the fault (Eq. 3.1, 3.2 and 3.3).

EphaseA =

fend∑
i=fbegin

IphaseA(i)2∆t (3.1)

EphaseB =

fend∑
i=fbegin

IphaseB(i)2∆t (3.2)
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EphaseC =

fend∑
i=fbegin

IphaseC(i)2∆t (3.3)

where ∆t = 1
f
with f being the value of the sampling frequency and fbegin

and fend represent the samples in which the fault starts and ends, respectively.
The energy flowing in the CB has to be computed for the entire duration of the
fault i.e. until the sample indicating the end of the fault. Indeed, CB’s contacts
are damaged by the high currents registered during faulty situations.

3.5 Publication of the computed quantities
After the computation of the energy flowing in the CBs as estimation of the
contact wear of this component, the final step is to exploit the potentialities of
the ESB to publish these quantities and render them accessible from external
applications. Indeed, the main aim is to automatically process information ex-
tracted from the primary substation and automatically deduce condition moni-
toring data that can be used from other applications or entities for the automa-
tization and the digitalization of the maintenance and preventive maintenance
processes.

For this reason, the application responsible for the I2t computation packs
data in a format compliant to the CIM model and directly sends the result to a
dedicated portion of the SQL database containing the output of the comtrade
decoding application. Then, through the SQL outgoing connection deployed
in the ESB, the middleware is able to establish a connection with this database
and, thanks to the dedicated service retrieves the output data and exposes the
final computations with a REST channel. At this point, any application can
visualize the resulting calculations and, establishing a connection to the por-
tion of the SQL database containing the I2t values, is able to actually obtain
and retrieve data for further analysis.



Chapter 4

Results

This chapter shows what are the results that can be obtained with the imple-
mentation of SOA and explains all steps that allow the computations of the
desired quantities for maintenance and PM. Basically, for each of the meth-
ods explained in Chapter 3, the results chapter presents the outcome of the
implemented methods applied to real data.

4.1 Specifications
The results provided in this chapter are obtained from the automatic processing
and analysis of one single comtrade file. However, the code has been tested
on almost one hundred different comtrade files with the same structure. These
trials demonstrated that the comtrade decoding application is able to properly
analyze and correctly identify faults for different fault locations and scenarios.
This means that, for all the comtrade files with the same structure, it is possible
to infer valid conclusions on state of the CBs even if the fault recordings belong
to different parts of the same substation.

The validity of the proposed solution is also enhanced by the analysis of the
configuration sheets. Indeed, the overcurrent thresholds employed for fault de-
tection have been computed considering the configuration sheets of all the ar-
eas of the substation described by comtrade files with the same structure. Par-
ticularly, the chosen threshold for channels with phase A,B and C corresponds
with the lowest value of the overcurrent limits reported in all the configuration
files. The same reasoning has been followed for channels with neutral phase.
Consequently, considering the worst case scenario for fault identification, it
has been possible to define overcurrent thresholds valid for different parts of
the same substation.

44
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4.2 Results
First of all, in order to provide a complete overview of the results, it is nec-
essary to review the structure of the developed architecture together with the
applications implemented on the top and the flow of information between dif-
ferent components. Figure 4.1 shows the final structure of the SOA including
the ESB and the deployed services, the applications, the comtrade server and
the SQL database. These are the elements that allow the exchange of data
and consequently the computation of the indicators useful for the CBs main-
tenance.

ESB

S1 S2 S3 S4

S1: obtain-file
Composite Service:

1. get-comtrade-list

2. get-dat-file

3. get-conf-file

comtrade
decoding

application

This application connects to
the ESB, invokes the service
S1 and obtain the comtrade

files.

S2: fault-info.get-fault-info

computation of
relevant quantities for
maintenance and PM

S4: final-data
Composite Service:

1. get-contact-wear

2. get-cimA

3. get-cimB

4. get-cimC

S3: obtain-comtrade-data
Composite Service:

1. get-analog-channels

2. get-digital-channels

3. get-phase-info

4. get-comtrade-settings

5. get-fault-info

This application understands
which channels are of interest

and compute the desired
indicators

Section 2

+ table contact_wear
+ table cw1_cim
+ table cw2_cim
+ table cw3_cim

Section 1

+ table fault_no fault
+ schema comtrade_data
     + analog_channels
     + digital_channels
     + phase_info
     + comtrade_settings
     + fault_info

SQL outgoing
connection
Final_data

FTP comtrade
server

FTP outgoing 
connection

FTP

Figure 4.1: SOA with applications and flow of information

The starting point of the exchange of information are the comtrade files.
The IEDs and the DFRs create comtrade files when anomalies are detected
and then store them in a server. However, since this project is able to handle
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and process one comtrade file per time, this section shows the results of the
decoding and the processing of one single comtrade file. Consequently, one
comtrade file (intended as a set of configuration and data comtrade files) is
taken from Vattenfall’s comtrade server and then analyzed. This means that
the comtrade server shown in Figure 4.1 represents the Vattenfall’s comtrade
server containing just the couple of comtrade files selected for the analysis.

In order to start the analysis, the first action is to retrieve the comtrade files
inside the comtrade server running the comtrade decoding application. When
the application starts, it invokes the service S1 named obtain-file. This ser-
vice is said to be a composite service because it contains other services and
consequently is able to perform more functions simultaneously when invoked.
Indeed, S1 connects to the comtrade server through the FTP connection cre-
ated by the ESB and then obtains the name of the comtrade file inside the server
with the obtain-file.get-comtrade-list service. Moreover, S1 publishes the con-
figuration file on the URL http://localhost:11223/get-conf-filewith the service
obtain-file.get-conf-file and the data file on theURL http://localhost:11223/get-
dat-file with the service obtain-file.get-dat-file. Thus, when the comtrade ap-
plication starts and invokes S1, obtains the name of the comtrade files inside
the comtrade server and accessing to the URLs mentioned above, retrieves the
comtrade files. The retrieved data file has a not readable format and needs
decoding to be exploited as valid set of data. For this reason, the comtrade
decoding application decodes the comtrade files and extract the waveforms
of the analog channels together with other information of the same channels.
The results obtained by the pyComtrade comtrade decoding are represented
by Figure 4.2 that shows the waveforms of the analog channels. Indeed, the
decoding part of the comtrade decoding application allows to obtain a readable
set of data to analyze and, consequently, to plot.

Figure 4.2: Waveforms of the analog channels contained in the analyzed com-
trade file
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From the obtained Figure 4.2, it is clear that some channels are showing
anomalies and these can be linked to the presence of a fault. This is verified
by the fault detection part of the comtrade decoding application that analyzes
data and understands if the comtrade file contains a fault and in which chan-
nels this occurs. As explained in Section 3.3.2, the fault detection analysis is
implemented in three steps:

1. Detection of possible faulty channels: this first part identifies the crit-
ical channels as the ones that assume values exceeding their nominal
values. For the analyzed comtrade file, five channels has been identified
as critical. Figure 4.3 shows the detected five critical channels and, in
addition, includes a non critical one to show the difference in their be-
haviour. The waveform shown in Figures 4.3a, 4.3b, 4.3c, 4.3d and 4.3e
clearly exceed the green boundaries established by the nominal values of
the signals and consequently the corresponding channels are considered
as channels that potentially can contain the fault. Figure 4.3f instead
shows a signal whose values are always close to the nominal ones. For
this reason, the fault detection consider the channel 6 as a non critical
channel.

2. Wavelet transform to narrow the subset of faulty channels: this second
part works on the set of faulty channels identified in the previous point.
For the possible faulty channels, the wavelet transform is applied ex-
ploiting the python library pywt. This library computes the discrete
wavelet coefficient of the input signals after the application of the MRA.
The wavelet transform, exploiting the thresholding method explained in
Section 2.3, understands which critical channels report abrupt changes.
Consequently, for the channels 1,2,3,4 and 5 identified as critical, the
WT coefficients and thresholds are calculated and showed in Figure 4.4.

From figure 4.4 it is possible to see that, for the analyzed case, all critical
channels are showing an abrupt change. Indeed, the wavelet transform
analysis is not always able to reduce the detected set of critical chan-
nels since every channel reporting considerable variations can poten-
tially show an abrupt change. Hence, even this analysis for most of the
comtrade files helps in reducing the set of critical channels, in this case,
confirms the presence of waveform anomalies for the possible faulty
channels. For this reason, all the critical channels identified in point 1
are still considered as possible faulty signals.
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(a) Critical channel 1
Waveform of the channel 1 - critical because it exceeds

the green boundaries

(b) Critical channel 2
Waveform of the channel 2 - critical because it exceeds

the green boundaries

(c) Critical channel 3
Waveform of the channel 3 - critical because it exceeds

the green boundaries

(d) Critical channel 4
Waveform of the channel 4 - critical because it exceeds

the green boundaries

(e) Critical channel 5
Waveform of the channel 5 - critical because it

exceeds the green boundaries

(f) Non-critical channel 6
Waveform of the channel 6 - non-critical because it is

inside the green boundaries

Figure 4.3: First step of fault identification based
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(a) DWT coefficients of channel 1
The universal threshold is exceeded: abrupt change

detected

(b) DWT coefficients of channel 2
The universal threshold is exceeded: abrupt change

detected

(c) DWT coefficients of channel 3
The universal threshold is exceeded: abrupt change

detected

(d) DWT coefficients of channel 4
The universal threshold is exceeded: abrupt change

detected

(e) DWT coefficients of channel 5
The universal threshold is exceeded: abrupt change

detected

Figure 4.4: Second step of fault identification based on abrupt changes detec-
tion with WT coefficients and universal threshold (Eq. 2.14)
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3. Further analysis to identify the fault: in this section, channels are ana-
lyzed and compared with the overcurrent thresholds taken from the IEDs
configuration sheets of the substation. Due to the diverse structure of the
comtrade files, these thresholds are manually inserted in the fault detec-
tion algorithm and exploited for fault detection.

For the case in object, this section identifies channel 1 and 2 as faulty
ones. Indeed, as shown in Figure 4.5 the values assumed by these chan-
nels overcome the defined threshold of 300 A.

(a) Faulty channel 1
Channel 1 overcomes the overcurrent threshold

(b) Faulty channel 2
Channel 1 overcomes the overcurrent threshold

Figure 4.5: Third step of fault identification based

Moreover, as explained in Section 3.3.2, the last part of fault detec-
tion excludes the possibility of evaluating channels that are disturbed
as faulty ones. This analysis is based on the fact that a disturbed chan-
nel is not working in normal conditions for almost all the duration of the
comtrade file whereas a faulty channel reports anomalies just for a short
period. In this case, for channels 1 and 2, the calculated ratio φ indicat-
ing the amount of time in which the channel works in normal conditions
is of 0.948 and 0.947, respectively. This means that they work for the al-
most 95% of the time in normal conditions and for the remaining 5% in
critical conditions. Consequently, channel 1 and 2 are the representation
of the fault occurring in the substation.

The fault detection analysis identifies a faulty situation inside the analyzed
comtrade file. For this reason the variable fault_nofault used as a flag to
indicate the presence of the fault is set to 1.

At this point, the comtrade detection application performs further analyses
to find descriptive quantities for the detected fault. Recovering the discrete
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wavelet transform of the faulty channels, it is possible to find the moment in
which the fault starts, when this ends and consequently the duration of the fault.
These instants are shown in Figure 4.6 and Figure 4.7. Figure 4.6 shows the
abrupt change detection on channel 1 while Figure 4.7 focuses on channel 2.
Since the fault simultaneously occurred on both channels, the abrupt changes
instants detected from the analysis on channel 1 correspond to ones detected
for channel 2.

(a) DWT coefficients of channel 1
Coefficients peaks identify fault timing information

(b) Channel 1 with fault timing info
Information on fault instants are reported

Figure 4.6: Extraction of the timing information on the fault - channel 1

(a) DWT coefficients of channel 2
Coefficients peaks identify fault timing information

(b) Channel 2 with fault timing info
Information on fault instants reported

Figure 4.7: Extraction of the timing information on the fault - channel 2

For the faulty channels 1 and 2, Figure 4.7 shows the peaks in the wavelet
transform (Figures 4.6a, 4.7a) allowing to find the information on the time of
the fault. Moreover, in Figures 4.6b and 4.7b these time instants describing
the fault are reported on the the waveforms of the faulty channels in order to
visually prove the ability of the WT in detecting the starting and ending time
of the fault. Consequently, for the analyzed comtrade file, the fault starts at the
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sample 393 and ends at sample 727. This means that this fault lasts 334 sam-
ples or, in seconds, 0.20875 s considering a sampling frequency of f = 1600

Hz. This frequency is indicated in the configuration comtrade file.

Hence, the comtrade decoding application is able to extract information
in term of phase, type and waveform of the channels included in the com-
trade file, to detect the presence of the fault and to find timing information on
the fault itself. Moreover, this application can derive general information on
the structure of the comtrade file (i.e. sampling frequency, number of sam-
ples, number of channels etc.) and also obtain the waveforms of the digital
channels. In finding information that could be relevant for the calculation of
maintenance, the digital channels included in the comtrade files could be an
important source of information. Indeed they can report the state of the CBs,
the state of other components of the equiment working with the CB or indi-
cate the CB’s working time necessary to clear the fault. However, for the case
in object, the digital channels included in the analyzed comtrade file are not
useful for the purpose. In fact, these signals are related to the state of activ-
ity or inactivity of the protection functions implemented in the substation but
are not registering information on the state of the CBs. Figure 4.8 shows the
digital channels included in the analyzed comtrade file . Particularly, only the
informative digital channels intended as the channels that report a change of
state of the described quantities, are plotted. The legend reports the names
associated with the digital channels considered. For the analyzed case, these
names refer to the protection functions implemented in the substation.

Figure 4.8: Informative digital channels

Once all the necessary information from the analyzed comtrade file has
been obtained, the application connects to the SQL database and store data in



CHAPTER 4. RESULTS 53

the following way:

1. A table named fault_info. This indicates if the analyzed comtrade file
contains a fault or not and it is structured as shown in Table 4.1.

fault_nofault
comtrade_name detected_fault
20170831.06.10.51.8805 1

Table 4.1: Table fault_info

2. A schema named comtrade_fault. A schema contains more tables in
order to associate all the contained tables with the topic of the schema.
The structure of the schema is reported in Table 4.2.

comtrade_data
analog_channels phase_info digital_channels comtrade_settings fault_info
analog channels phase of digital channels information on information on
samples the analog samples the comtrade the registered

channels file fault

Table 4.2: Schema comtrade_data

It is important to notice that this information is stored only if the analyzed
comtrade file contains a fault. Particularly, for the considered case, the
table fault_info is structured as shown in Table 4.3.

comtrade_data.fault_info
comtrade_name 20170831.06.10.51.8805
detected_fault 1
fault_channels {1,2}
neutral {}
fault_start 393
fault_stop 727
fault_duration 334

Table 4.3: Resulting fault_info table for the analyzed comtrade file
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Where neutral is set of neutral channels in which the fault is occurring.
An empty set associated with neutralmeans that the neutral channels are
not faulty channels (i.e. warning = 0). As explained in Section 3.3.2,
the application is not able to detect with precision faults on the neutral
phase and, if the detected fault occurs in a channel with neutral phase,
a variable named warning is set to 1 as indicator of the imprecision of
the application. Thus, in case of faulty channels with neutral phase, the
neutral inside comtrade_data.fault_info reports the number of channels
with neutral phase in which the fault happened.

Hence, at this point, all the relevant information extracted from the com-
trade files is stored in the SQL database and can be easily published or re-
trieved from other components. The results of the fault detection stored in the
fault_nofault table (Table 4.1) are not useful for the computation of indicators
for maintenance and consequently not used from the application that has the
duty to calculate them. However, since comtrade experts have to manually
process comtrade files to understand if they contain a fault or not, they are in-
terested in the automatic results obtained with fault detection. For this reason,
the fault_nofault table is published on a URL through the invocation of the ser-
vice S2. The S2 service, named fault-info.get-fault-info, exploits the SQL out-
going connection Final_data to establish a connection with the SQL database.
When the connection is established, the service accesses the fault_nofault ta-
ble and publishes its content on the URL http://localhost:11223/get-fault-info
rendering these information available for comtrade experts and also for exter-
nal components.

Moreover, since the analyzed case is showing a fault which is cleared by
the CB connected to the considered area of the substation, it is possible to ob-
tain the clearing time as the duration of the fault.

The other extracted information are instead used from the application re-
sponsible for the computation of quantities relevant for maintenance. When
this application starts, it invokes the S3 composite service named obtain-comtrade-
data. The services inside S3 are:

• obtain-comtrade-data.get-analog-channels

• obtain-comtrade-data.get-digital-channels

• obtain-comtrade-data.get-phase-info

• obtain-comtrade-data.get-comtrade-settings
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• obtain-comtrade-data.get-phase info.

S3 connects to the SQL database with the same outgoing connection used by
S2 and accesses the comtrade_data schema inside the database. Then, the
services contained in S3 allow the application to retrieve the information ex-
tracted from the comtrade file necessary for the computation of the desired
CBs contact wear indicator. As explained in Section 2.11, the contact wear in-
dicator has to be calculated as a three phase information. For this reason, the
application performs an analysis of the phase of the faulty channels in order to
identify which additional channels are of interest to provide a complete three
phase information. For the case presented, the faulty channels are channel 1
and channel 2 with phase A and B respectively. Consequently, the additional
channel to include in the computation is channel 3 with phase C. When the
channels of interest are identified, the application computes the contact wear
indicator as explained in Section 3.4 and stores the results in the SQL database
as a distinct table named contact_wear. This information, located in a section
of the database external to the comtrade_data schema. The content of the con-
tact_wear table and consequently the results for the analyzed comtrade files
are shown in Table 4.4.

contact_wear∑
I2t

Channel 1 - phase A Channel 2 - phase B Channel 3 - phase C
1049639 [A2s] 995056 [A2s] 772 [A2s]

Table 4.4: Three phase contact wear indicator stored in contact_wear table

From the results reported in Table 4.4, it is possible to see that channel 1
and channel 2 are reporting considerably higher values for I2t with respect to
channel 3. This is caused by the occurrence of the fault.

In addition, the obtained contact wear indicators are converted in a for-
mat compliant to the CIM standard and organized in the SQL database in the
following order:

• The contact wear indicator for channel 1 with phase A is stored in table
cw1_cim as shown in Table 4.5.

• The contact wear indicator for channel 2 with phase B is stored in table
cw2_cim as shown in Table 4.6.
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• The contact wear indicator for channel 3 with phase C is stored in table
cw3_cim as shown in Table 4.7.

cw1_cim
{ "Measurement " : [ ,

{ " ID " : "13985305" ,
"Name" : f au l t _pha s eA ,
" MeasurementValue " : [ ,

{ " v a l u e " : 1049639 ,
" t imes t amp " : 2 0170831 . 0 6 . 1 0 . 5 1 . 8 805 ,

} ,
] ,

"MeaurementType " : c o n t a c t wear phase A,
" Un i t " : A^2 s
} ,

] ,
}

Table 4.5: CIM format contact wear indicator for channel 1 with phase A

cw2_cim
{ "Measurement " : [ ,

{ " ID " : "59877735" ,
"Name" : f a u l t _ pha s eB ,
" MeasurementValue " : [ ,

{ " v a l u e " : 995056 ,
" t imes t amp " : 2 0170831 . 0 6 . 1 0 . 5 1 . 8 805 ,

} ,
] ,

"MeaurementType " : c o n t a c t wear phase B ,
" Un i t " : A^2 s
} ,

] ,
}

Table 4.6: CIM format contact wear indicator for channel 2 with phase B
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cw3_cim
{ "Measurement " : [ ,

{ " ID " : " 82744924" ,
"Name" : f a u l t _ pha s eC ,
" MeasurementValue " : [ ,

{ " v a l u e " : 772 ,
" t imes t amp " : 2 0170831 . 0 6 . 1 0 . 5 1 . 8 805 ,

} ,
] ,

"MeaurementType " : c o n t a c t wear phase C ,
" Un i t " : A^2 s
} ,

] ,
}

Table 4.7: CIM format contact wear indicator for channel 3 with phase B

Thus, the desired quantities have been computed but, since they have to be
accessible from external applications, they have to be published. The compos-
ite service S4 named final-data, deployed for the publications of the contact
wear indicators, with its internal services exposes the results in the following
order:

• The values of the computed
∑
I2t stored in the contact_wear table are

published by the final-data.get-contact-wear service on the URL
http://localhost:11223/get-contact-wear

• The CIM format of the contact wear for channel 1 with phase A is ex-
posed by final-data.get-cim-a service on theURL http://localhost:11223/get-
cimA

• The CIM format of the contact wear for channel 2 with phase B is pub-
lished by final-data.get-cim-b service on theURL http://localhost:11223/get-
cimB

• The CIM format of the contact wear for channel 3 with phase C is ex-
posed by final-data.get-cim-c service on theURL http://localhost:11223/get-
cimC.

Hence, the final-data service S4, when invoked, connects to the SQL database
and accesses the SQL tables in which the contact wear indicators are stored to
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obtain data and complete the publications of the indicators relevant for main-
tenance.

The operations explained in this chapter show the possibility of implement-
ing an automatic retrieval and processing of data that allows the computation
of indicators of the CBs health. Moreover, it is clear that the ESB, and con-
sequently the SOA, play a fundamental role in achieving the intended goal.
Indeed, the development of this structure is necessary to automatically store
information on comtrade files, on the fault and on the state of the CB and the
services deployed on it render the computed data accessible and available from
external applications. In other words, the ESB is able to organize a cascade
retrieval of information that allows the automatic computation of the desired
quantities. Furthermore, the nature of the SOA permits extensions of the same
structure including the possibility to add new services to the ESB or to link
other applications increasing the type of calculations that can be done with
the comtrade files. This means that any application requiring the

∑
I2t as

input can be connected to ESB to use the structure and the calculations per-
formed in this project. Consequently, it is possible to say that the advantages
of the employment of the ESB together with the possibility for future exten-
sions represent the answer to third research question and motivate the choice
of its implementation.



Chapter 5

Discussion

This chapter proposes a critical evaluation of the described project with the
aim to offer insights about the research problem and explain the importance of
the findings together with the meaning of the presented results. Moreover, the
contributions of the project to the existing knowledge and the consequences of
this study for theory and practice are analyzed. All the considerations and the
deductions proposed rotate around the research problem and consequently the
research questions of this thesis.

This project has the scope to build a SOA on top of the power system in or-
der to implement, through the development of two applications, an automatic
retrieval and processing of comtrade files that allow to analyze the content of
the retrieved data. Particularly, the proposed analysis aims at understanding
how to exploit comtrade files to extract information relevant for maintenance
of CBs. This research problem has been investigated under three aspects, the
three research questions of the project.

1. What information relevant for maintenance/preventive maintenance of
circuit breakers are contained in the comtrade files?

2. Which conclusions on maintenance/preventive maintenance of CBs can
be inferred from the extracted data?

3. In which sense the ESB is relevant for the scope and what are the im-
provements brought by its introduction?

The answers to these questions are providedwith the results presented in Chap-
ter 4. The fourth chapter has indeed the scope to answer to the interrogatives
related to the research problem and, at the same time, to show the validity of

59



60 CHAPTER 5. DISCUSSION

the implemented structure. For this reason, results have to be analyzed and
interpreted.

5.1 Analysis and interpretation of the results
According to the results proposed in Chapter 4, it is possible to make the fol-
lowing considerations and relate finding with the research questions of the
project.

5.1.1 Content of comtrade files relevant for mainte-
nance and preventive maintenance

Comtrade files generally include the samples of the analog and the digital chan-
nels describing the analyzed area of the substation and other information on
the structure of the file itself. However, some files are more informative than
others and contain additional important information. Indeed, as said in Section
3.3.2, even if comtrade files are created when IEDs detect anomalies or pos-
sible faults, not all comtrade files are actually the picture of a faulty situation.
Consequently, it is necessary to discriminate which comtrade files contain a
fault and which do not in order to analyze only the informative files. The fault
detection analysis implemented by the comtrade decoding application allows
to filter comtrade files and select only the files that actually include a fault.
These files indeed contain descriptive and timing information on the fault that
can be exploited for the computation of quantities relevant for maintenance
and PM.

Hence, knowing the values assumed by the faulty channels together with
the duration of the fault, it is possible to calculate the

∑
I2t as indicator of the

contact wear of the circuit breakers.
The computed indicators for the contact wear have to be coupled with the

CB responsible for clearing the analyzed fault. For a correct association of the
contact wear information with the corresponding CB in charge for clearing the
fault, two cases have to be considered.

1. The considered comtrade file shows the action of the CB to stop the flow
of current i.e. it displays current equal to zero after the fault. In this case,
the computed information is valid for the CB related to the considered
part of the substation

2. The analyzed comtrade file does not provide information on how the
fault is cleared. This means that the CB related to considered area of
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the substation has not been the one in charge for stopping the flow of
current. Consequently, the computed information has to be associated
with the CB that actually clears the fault, located in another area of the
substation and identified with the employment of an algorithm able to
recover the topology of the analyzed substation [10].

Moreover, since as explained in Section 2.3 the wavelet transform can be
exploited to detect if a fault has been cleared or not, another consideration can
be done. In fact, having the possibility to overcome the limitation of analyzing
and processing one comtrade file per time, it would be possible to store all the
non cleared faults as events related to the failure of the CB. This gives the
possibility to create a storage of the CBs’ failures that can be used as input for
the computation of the reliability model of the CB described in Section 2.2.1.
In addition, the rate of failure and the MTBF can be calculated and used as
additional information on the the CBs.

To sum up, the comtrade files contain information for the calculation
of the contact wear indicator and, in case of multiple processing of com-
trade files, can be exploited to provide the reliability model of the CBs
together with the failure rate.

5.1.2 Conclusions onmaintenance and preventivemain-
tenance with the extracted data

The indicators of the CBs’ health computed with the data extracted from the
comtrade files, are fundamental in scheduling maintenance of CBs. Indeed,
coupling the I2t with the physical characteristics of the CB, it is possible
to evaluate the meaning of the contact wear indicator for the analyzed CB.
The physical characteristics of the CB include the maximum allowable con-
tact wear that ensure correct operations and guarantee the ability of the CB to
clear the fault. Consequently, if the computed I2t is greater than this limit, it
is indicating that it is necessary to immediately intervene and substitute some
components of the CB or the entire CB. In the other cases, through the com-
parison with the physical tolerance of the CB, can be used for the scheduling
of the PM.

This indicator, being able to quantify the damages on the contacts of the
CB, is fundamental in understanding if the CB is able to clear the fault and
consequently to infer the operational conditions of this component. In addi-
tion, the contact wear indicator reveals when the CB needs to be controlled to
avoid failure and, according to the entity of the damages, suggests when the
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possibility of failure is extremely high. Hence, having the possibility to esti-
mate the quality of the operations of the CB and understand the state of damage
of the contact after a fault, it is possible to drastically reduce the probability
of failure and non cleared faults.

Furthermore, in a scenario in which a storage of the CBs’ failures is avail-
able and obtained from comtrade files, the MTBF and the failure rate can be
used to produce a time-based schedule for maintenance and PM. The idea is
indeed to check the state of the CBs periodically with a period shorter than
the MTBF. This allows to monitor the health of the CBs before the expected
failure and eventually apply intervention actions to reduce the probability of
failure.

5.1.3 Relevance of the enterprise service bus
Chapter 4 shows the possibility of implementing an automatic retrieval and
processing of data that allows the computation of indicators of the CBs health.
In addition, since the the analysis and the computations of the desired quanti-
ties are bounded to the ESB’s operations, it is clear that the ESB, and conse-
quently the SOA, plays a fundamental role in achieving the intended goal. In-
deed, the development of this structure allows to automatically store informa-
tion on comtrade files, on the fault and on the state of the CB and the services
deployed on it render the computed data accessible and available for external
applications. In other words, the ESB is able to organize a cascade retrieval
of information allowing the automatic computation of the desired quantities.
Furthermore, the nature of the SOA permits extensions of the same structure
including the possibility to add new services to the ESB or to link other appli-
cations increasing the type of calculations that can be done with the comtrade
files. This means that any application requiring the

∑
I2t as input can be

connected to ESB to use the structure and the calculations performed in this
project.

Consequently, it is possible to say that the ESB is used as base of the pro-
posed calculations to avoid the decoupling between the retrieval of data and
the analysis of the same data. Indeed, the employment of this structure eases
the implementation of an automatic cascade of operations that directly allows
the computation of the desired quantities and deletes the need of a human pres-
ence as support of the operations chain. Moreover, the possibility for future
extensions support development and innovations to continuously improve the
quality of the obtained results.
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5.2 Influence of the limitations on the results
Even if the proposed results are able to answer the research questions and
demonstrate the feasibility of the development of the proposed architecture
and applications, the limitations on the analyzed set of data actually influence
the real outcome of the project.

First, the fact that comtrade files are all different and there is not a com-
mon metadata, drastically reduce the data set. It is indeed difficult to work
with comtrade files containing completely different information to infer gen-
eral considerations on the substations. Thus, the scope has been narrowed to
the analysis of comtrade files with the same structure in order to obtain con-
sistent and valid data to analyze. This reduced set of data allows to apply the
information for maintenance and PM of CBs extracted from one comtrade file
only on the selected area of the substation, focusing on a particular case in
which particular conditions are analyzed.

In fact, having the possibility to work with more files it would have been
interesting to infer the state of the CBs on large scale and obtain information
for more than one substation. This scenario, coupled with the application of
machine learning techniques, would have given the chance to produce gener-
alizations and draw some conclusions valid not only for the specific case but
also for the analysis of other data. On the other hand, it is important to un-
derline that the developed analysis is valid for all comtrade files with the same
structure coming from the same substation and able to obtain contact wear
information for more than one CB. Indeed, even if the application works on
one comtrade file per time, it is enough to change the input data to retrieve in-
formation for other areas of the same substation. Despite this, the substantial
difference between the content and the structure of the comtrade files drasti-
cally narrows the analysable set of data.

Consequently, one of the main outcomes of this project is related to ne-
cessity of building a common metadata or at least some generalizations on the
structure of comtrade files. For example, it could be interesting to work with
clustering the different comtrade files in one substation in order to group all
the similar comtrade files in terms of structure and content and consequently
extend the level of generalization that can be produced with the information
extracted from these type of files. Hence, exploiting machine learning tech-
niques it could be possible to reduce the differences among comtrade files
moving towards the creation of a common metadata. This is an important in-
sight of the thesis and need to be investigated to produce a proper standards
for fault recordings.
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The second limitation is instead introduced by the ESB used for the de-
velopment of the SOA. This indeed has to establish one connection with the
FTP server for every comtrade file the application on the top wants to retrieve.
Consequently, due to difficulties encountered in simultaneously retrieving a
collection of comtrade files, the analysis proposed is focused just on one com-
trade file. This further reduces the scope of the thesis and provides results that
are valid just for a specific CB inside a specific part of the substation. Con-
sequently, the provided results, even if valid and important for the considered
CB, are too specific to obtain generalizations on the topic.

However, the nature of the ESB allowing for extensions is probably the
right environment to include modifications of the proposed structure with the
aim to expand the amount of analyzed data. These changing actions, based on
the design of this project, can indeed lead to the achievement of the desired
generalizations.

5.3 Evaluation of the method
The methods employed for the development of this thesis are relevant and well
working for the proposed scope allowing to achieve the intended goal and ob-
tain some concrete results. Despite this, some of the chosen methodologies
report imprecision that can be correct in support of an improved solution to
the research problem. These inaccuracies are related to the structure of the
ESB, to the fault detection algorithm and to the definition used for the compu-
tation of the contact wear indicator.

5.3.1 Structure of the ESB
As said in Section 3.2, the structure of the ESB allows to process just one
comtrade file per time. Hence, the design of the chosen middleware imposes
important limitations on the scope and reduces the available set of data to
analyze.

Consequently, in order to improve the proposed solution and obtain re-
sults valid for other general scenario, it is necessary to remove this constraint
imposed by the ESB. Hence, in order to reuse the developed structure, it is
necessary to build an alternative solution around this limitation or change the
structure of the service responsible for the retrieval of data.
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5.3.2 Fault detection algorithm
In order to select the comtrade files that contain a fault to have an informative
set of data to work with, the fault detection algorithm is implemented by the
comtrade detection application.

This algorithm is precise in detecting faults on channels with phase A,B
or C but it is not properly working identifying earth faults, i.e. fault occur-
ring on channels with neutral phase. This is due to the fact that the algorithm
distinguishes faulty currents from non faulty ones looking at the peak values
without considering the phase shift. Consequently, since the channel phase
shift caused by the presence of the fault is not estimated, the algorithm can de-
tect faults on the neutral phase even if these are not actually occurring. Hence,
the algorithm has to be corrected to include the estimation of the phase shift
with the aim to identify the presence of the fault with more precision.

Moreover, it is important to highlight that the fault detection algorithm is
not valid for identifying faults in all comtrade files. The algorithm is indeed
based on the configuration sheets of the IEDs that produce the analyzed com-
trade files in which thresholds are set according to the particular condition
of the considered area of the substation. Hence, to extend the validity of the
algorithm, it is necessary to couple all the type of comtrade files with the over-
current limits of the corresponding configuration sheets. In addition, since
for this project the overcurrent thresholds have been manually extracted from
configuration sheets and inserted in the fault detection algorithm, it would be
interesting to better automatize the analysis processes with respect to this as-
pect. Consequently, it could be possible to include a service able to import
IEDs configuration sheets and extract the required thresholds.

5.3.3 Computation of the contact wear indicator
As explained in Section 3.4, the contact wear indicator has been computed as
the sum of I2t for the entire duration of the fault. However, even if the duration
of the fault is a suitable interval for the estimation of the contact wear, this is not
completely correct and precise. Indeed, the exact evaluation of the damages
caused to the contacts by a fault is related to the duration of the operations
done by the CB. This means that the CB is not actually working and stopping
the flow of current for the entire duration of the fault and consequently, since
it is extinguishing the arc for a period of time shorter than fault duration, the
provided indicator is overestimating the state of damage of the contacts.
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The information on the actual working time of the CB is sometimes in-
cluded as one of the digital channels. Unfortunately, for the case in object,
digital channels do not contain a state channels for this purpose. Thus, con-
sidering also the varying resistance to which the contact wear is related, it is
clear that the computed quantity is not extremely precise. Consequently, in
order to increase the final accuracy of the indicator, it is necessary to estimate
the exact duration of the CB operations to clear the fault.

5.4 Contributions and new insights
The presented project is providing an innovative scenario for the analysis of
the data retrieved from the primary substation. Indeed, this is not limited to
a simple analysis of comtrade files addressed to the computation of quantities
relevant for maintenance and PM but it focuses also on the development of a
SOA as organizer of the flow of data coming from the power system storage of
data. Consequently, if the previous researches aim at computing information
for maintenance and PM with data already retrieved, this project is first ob-
taining the necessary data and then computing the desired information on the
state of the CBs. In addition, thanks to the presence of the SOA, these actions
are designed to be automatized.

Another important innovation of this project is the fault detection algo-
rithm. Thanks to the employment of this, comtrade experts do not have to
open every single file to understand if it contains a fault or not but they just
have to run the application to have an automatic and almost always precise
information. This means that this project is able to reduce the workload of the
comtrade experts, speeding up the process of analysing comtrade files.

Moreover, this algorithm shows a new employment for the wavelet trans-
form. Indeed, for this project the WT tool has a double meaning because it not
just used for the canonical fault analysis but it is exploited also for fault detec-
tion. Hence, the use of the wavelet transform for the purpose of fault detection
can be identified as one of the new insights contained in this thesis.

The other fundamental finding is related to the lack of a standard metadata
for comtrade files. This is indeed one of the focal point of the project that
forced to redesign the scope of thesis and, at the same time, shows the necessity
of developing a standard format for these files.



Chapter 6

Conclusions

This chapter provides a summary of all the critical points of the thesis under-
lying the importance of the treated topics and the relevance of this project for
a maintenance-based analysis of power system data.

6.1 Conclusive summary
This project focuses on the construction of a SOA on top of the power system
and on the development of two applications able to automatically retrieve, de-
code and process comtrade files. Since maintenance plays a fundamental role
in ensuring quality of the power system operations, the final goal is to exploit
fault recordings as input data for the computation of quantities relevant for
maintenance of CBs.

The results of the project show that comtrade files contain important infor-
mation for the purpose and actually allow the computation of indicators of the
state of health of the CBs. It is indeed possible to extract from fault recordings
the samples of the analog channels together with timing information on the
fault and compute with these the contact wear indicators. Moreover, having
the chance to process more than one comtrade file per time, it is possible to
build a storage of the CBs failures and consequently to compute the reliability
model and the failure rate of the analyzed CBs.

The obtained results are exploited for improving the schedule of mainte-
nance and preventive maintenance or to estimate the possibility of failure of
the CBs. Hence, according to the achieved results, it is possible to understand
if corrective actions or interventions have to be applied to the power system
components in order to ensure quality of operations and avoid malfunctioning.

Moreover, the innovative approach of implementing the calculations of the
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desired quantities exploiting the ESB as organizer of the flow of information,
automatizes the processes of retrieving, processing and analysing fault record-
ings data. The employment of the ESB also permits to provide a dynamic and
extendable solution to the proposed research problem leaving space for im-
provements and extensions.

It is important to remember that the lack of a common metadata for com-
trade files together with the difficulties encountered in processing multiple
fault recordings simultaneously with the chosen ESB, does not allow for fur-
ther generalizations. In addition, imprecisions are introduced by the fault de-
tection algorithm and the definition used for the computation of the contact
wear indicators. Despite the impossibility of generalizing the obtained results
and the existence of inaccuracies, the project actually shows that a SOA can
be leveraged to automatically retrieve, process and analyze comtrade files with
the aim to obtain information for maintenance and preventive maintenance of
CBs.

6.2 Future work
As reiterated in Section 6.1, one of the main limitations of this thesis is re-
lated to the lack of a standard metadata for comtrade files. Indeed, the non
standardized structure of these files does not allow to process collections of
fault recordings drastically reducing the size of the analyzed data set. Conse-
quently, it is not possible to applymachine learning techniques, define statistics
or identify trends in order to infer some general statements applicable to other
substations.

For this reason, it would be interesting to investigate the creation of a com-
trade files metadata to which all fault recordings can refer. This is fundamental
for the interpretation of these files allowing to infer general information valid
not only for the analyzed data but also for broader scenarios. The first step
towards the creation of this standard structure could start from grouping all
the similar comtrade files referred to different zones of the same substation:
this in fact permits to obtain information relevant and effective for all the CBs
of the considered substation.

In addition, since the ESB allows for future extensions, it would be appeal-
ing to work on possible expansions of the structure developed in this thesis.
Indeed, extending the ESB it is possible to investigate the further analyses that
can be implemented exploiting comtrade files or generic other data retrieved
from the substation. Moreover, the ESB allows the development of other ap-
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plications that can be connected to the middleware to promote an improved
monitoring of power systems components. Hence, the structure proposed in
this project can be used as starting point for the implementation of analysis
tools and can be exploited to connect and leverage already existing applica-
tions.
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