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Abstract

As Unmanned Aerial Vehicles (UAVs) are getting more popular and their area of

use is expanding rapidly, the security aspect becomes important to investigate.

This thesis is a systematic literature review that examines which type of cyber

attacks are most common among attacks directed at civilian use UAVs and what

consequences they bring. All cyber attacks presented in the report are categorized

using the STRIDE threat model, which risk they pose and what equipment is

required for the adversary to follow through with the attack. The findings are

that Spoofing and Denial of Service attacks are the most common cyber attack

types against UAVs and that hijacking and crashing are the most common results

of the attacks. No equipment that is difficult to access is required for either of the

attack types in most cases, making the result an indicator that the security state

for civilian use UAVs today needs improving.
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Sammanfattning

Obemannade luftburna farkoster (OLF) blir mer vanliga allteftersom deras

användningsområde utökas, vilket innebär att cybersäkerhetsaspekten behöver

studeras. Detta arbete är en systematisk litteraturstudie som undersöker vilka

typer av cyberattacker riktade mot drönare som är vanligast och vilka risker de

medför. Attackerna i rapporten är kategoriserade med hjälp av metoden STRIDE

samt efter vilka mål attackerna haft och vilken utrustning som krävs. Resultatet

är att Spoofing och Denial of Service-attacker är vanligast och att de medför att

attackeraren kan kapa eller krascha drönaren. Ingen svåråtkomlig utrustning

krävs för någon av dessa attacktyper vilket indikerar att säkerhetsläget för civila

drönare behöver förbättras.

Nyckelord

Drönare, OLF (Obemannad luftburen farkost)
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1 Introduction

Drones, usually referred to as UAVs (Unmanned Aerial Vehicles) in scientific

literature [15], are getting more common, bringing both positive and negative

effects. The possibilities with UAVs expand for an array of different

uses and industries as other technologies develop. However, the explosive

increase in production to meet the rising demand has allowed various security

weaknesses/vulnerabilities to enter into their systems. [6]

There are many severe consequences to security flaws in the systems of UAVs.

Some vulnerabilities makes it possible for a potential adversary to crash the

system, making the drone fall which may injure people around it. Serious flaws

can allow the hacker to take control over the steering system completely, enabling

them to steal the UAV itself or whatever it is carrying. [28] Both in industrial use

and private use, drones are often used for recording video or taking photographs,

so any cyberattack might also include integrity issues as consequence, as well as

numerous other risks. [16].

Due to the rapid development there has not beenmuch academic study of software

security issues in UAVs. This thesis will therefor consist of a systematic literature

review of the current security situation for drones in use today.

1.1 Problem Statement

Which types of cyber attacks are most common in attacks against UAVs, how

difficult are they to perform and what risks do they bring?

1.2 Delimitations

The scope of this thesis is mainly delimited by the type of UAVs that are included

in the cyber attacks studied, which are only commercial UAVs. Particularly

two types of UAVs are excluded, namely military and autonomous drones.

There are differences in functionality between the two and commercial drones,

as well as available studies of vulnerabilities and attacks against them. With
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regard to the military drones this is probably because the sensitivity of security

information. Autonomous drones are more expensive than manual which might

be an explanation of the lack of studies including them.

The selected cyber attacks are also delimited by the target of the attack. Only

attacks targeting the UAV itself are included in this thesis. Other attacks, such

as targeting online forums or the UAV server to alter manufacturer settings, are

omitted.
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2 Theoretical Background

2.1 Drone Functionalities and Applications

Drone devices are known in the scientific literature as UAVs (Unmanned Aerial

Vehicles) or together with ground control as UAS (Unmanned Aerial System)

[15]. There are numerous types of UAVs intended for different tasks with separate

functionalities. While most UAVs are steered remotely, some have autonomous

systems. UAVs differ in operational altitudes, type and amount of sensors,

controlling system and many other aspects [9].

Figure 2.1: Korpen in use (Försvarsmakten, 2019).

Uses for drones varies greatly as they are highly versatile tools for many sectors.

The police force in Sweden utilizes the lightweight and cost effective UAVs for

certain operations like reconnaissance missions, rescue and search patrols for

missing people and order management for large music or sport events. There

are reported plans to increase both the amount of UAVs as well as usage of

them in Sweden by the police in the coming years 1 2. The Swedish military

forces have their own models of UAVs currently consisting of Svalan and Korpen

(see figure 2.1) that the military bring on missions to gather information about

surroundings and threats before sending manned vehicles to further investigate.

Swedish military forces do not utilize armed drones; their systems are solely used

to gather information 3.

1StockholmDirekt, Frenker, Clarence, “Polisen hårdsatsar på drönare”, 2018
2(SVD, TT, “Polisen använde drönare vid match”, 2018)
3Försvarsmakten, Svalan/Korpen, https://www.forsvarsmakten.se/sv/information-och-

fakta/materiel-och-teknik/luft/suav-system-svalankorpen/, Accessed: March 2019
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Another important use of UAS technology in Sweden is within crop and forest

surveillance. It is successfully used in data gathering for precision agriculture to

maximize crop yield and minimize environmental damage as a consequence of

extensive farming [19] [13]. Drones might however be best known for aiding film

making with aerial footage and hobby use in photography and racing.

There are many possible uses for UAVs that might be implemented in the future.

At the current technological state the propellers are too strong to deliver small

packages (like pizza boxes) without bothering neighbours with noise or injuring

the package itself. There are nevertheless companies working to refine this

technology to revolutionize the state of delivery services of small goods 4. There

has for example been a successful test in the USA of transporting a kidney for

transplant surgery. This is a good example of a time critical transportation that

UAVs improve greatly; this technique is going to be further developed as the test

was successful 5. Speculations in Sweden also include delivering defibrillators for

people suffering from sudden heart failure and similar conditions that call for a

sudden need of quick treatment with specific equipment 6.

Internationally, UAVs are used to help with medical supplies or tools in areas that

are very difficult to reach otherwise, in case of for example natural disasters. In

some cases, themajority of deaths from a natural disaster (like hurricaneMaria in

September 2017 in Puerto Rico) is not caused by the disaster itself but rather from

lack of supplies. Drones can solve this issue inmany cases 7. Fire departments use

UAVs to track how wildfires spread but there are also UAVs specifically made to

extinguish hard to reach fires by spraying water in development 8. Other uses for

UAVs include archeology, geographic mapping and much more.

Laws in Sweden for uses of UAVs have changed recently. UAVs heavier than 7

kg require permit to be used, otherwise it is allowed as long as it stays below 120

meters of elevation 10. An innate problem with drones is that they interfere with

4NyTeknik, “Wings drönare levererar paket redan 2019 i Europa”, 2018
5Aftonbladet, “Njure levererad med drönare”, 2019
6Sveriges Radio, “Nya regler öppnar för leverans med drönare”, 2017
7Healthcare Innovation, “Delivery drones and disaster relief”, 2018
8Aerones, “Fighting Fire with Drones”, 2018
10Polisen, “Drönare”, https://polisen.se/lagar-och-regler/trafik-och-fordon/dronare/,

Accessed: 2019
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Figure 2.2: DJI Mavic Air Drone, predicted to be the best drone on the market
2019.9

aerial traffic above certain heights and in specific areas. There has been several

incidents where drones flown too close to airports has posed security threats that

has severely impacted international flight traffic 11 12. There are also alarming

trends of delivering items to prisons and across country borders using UAVs 13

14. Private espionage and stalking are also illegal activities that are aided through

the use of UAV technology 15.

2.2 Technical Overview of Drones

The Unmanned Aerial System includes five elements: the UAV; a ground control

station (GCS); the environment in which the UAV operates; the payload; and the

maintenance and support system [20]. The UAV is the aerial vehicle including

all components and sensors needed for navigation and positioning. The ground

control station is the interface for the user to communicate with the UAV, and can

be either (or a combination of) a fixed command station, small handheld remote

11(The Guardian, “Gatwick returns to normality but drone threat remains”, 2019
12Sveriges Radio, ”17 flygstopp med drönare 2017”, 2018
13 BBC, “’Well-organised’ gang flew drones carrying drugs into prisons”, 2018
14Washington Examiner, “Drone activity by drug cartels surges on San Diego’s border with

Mexico”, 2018
15ABC News, “Perpetrators using drones to stalk victims in new age of technology fuelled

harassment”, 2018
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controller, laptop and/or smartphone app. [3, 20] The environment includes the

airspace and may be subject to different laws and directions depending on the

location. The payload can include cameras, sensors (not necessary for navigation)

and dispensable components such as crop-spray fluid or weapons for military

use. The maintenance and support function is required to ensure that UAVs are

operational, for example when used in military or search and rescue missions.

[20] An overview of the most common parts of a UAV can be seen in figure 2.3.

A description of the parts included in the UAV and GCS that can be subject of a

cyber attack is described below.

Figure 2.3: Drone Parts Overview [3]

A. Standard Prop

B. Pusher Prop

C. Brushless Motors

E. Landing Gear

F. Boom

G. Main Drone Body Part

H. Electronic Speed Controllers

I. Flight Controller

J. GPS Module

K. Receiver

L. Antenna

M. Battery

N. Battery Monitor

O. Gimbal

P. Gimbal Motor

Q. Gimbal Controller Unit

S. Sensor
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2.2.1 Communication system

The communication between the UAV and the user is essential for the

functionality of the UAV, and many UAVs have an automatic function to ‘Return

To Home’ in case the connection is lost [3]. The communication system is used

for transmitting commands to theUAV, such as steering and controlling payloads,

and receiving flight telemetry and video or other data from the payload and

sensors. The communication systemoften consists of an up- and downlink using a

Radio Frequency (RF) transmitter and receiver as well as WiFi or mobile network

communication. [16, 20] Drones that are equipped to use mobile internet, such

as 4G / LTE, will provide higher quality of communication between the UAV and

ground control, especially over long distances [3].

2.2.2 Flight controller

The flight controller is also central to the functioning of the UAV, interpreting

input from the receiver, positioning module and sensors as well as regulating

speed, providing steering, triggering cameras and controlling other electrical

components. The flight controller gets information from different sensors,

including the inertial measurement unit (IMU) which consists of gyroscopes and

accelerometers. Gyroscope technology is essential to achieve the steadiness of a

drone. Additionally, it provides navigational data to the flight controller. [3]

2.2.3 Positioning

Most UAVs use Global Navigation Satellite Systems (GNSS) and a magnetometer

for positioning. GNSS includes both GPS and GLONASS. The positioning module

can determine latitude, longitude, elevation and direction. [3]

2.2.4 Sensors for Obstacle Detection and Advanced Mapping

UAVs can be equipped with a range of different sensors to detect objects and

avoid collisions. The sensors are used to scan the surroundings, then software is
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used to analyse the data, allowing the flight controller to sense and avoid objects.

Some UAVs may also have sensors which enables creating 3D maps of buildings

and landscape, or Digital Elevation Maps which include precision data on crops,

flowers, trees etc. These sensors include but are not limited to: vision sensor,

multispectral, infrared, lidar (light detection and ranging), Time of Flight, thermal

vision sensors, monocular vision, photogrammetry, low light night vision and

ultrasonic. [3]

2.3 Cyber Attacks Overview

This section briefly describes methods to implement a cyber attack on a

UAV.

2.3.1 Password theft

Password theft can be performed using various techniques such as dictionary

attacks, brute force attacks and statistical attacks. Dictionary attacks uses

common words, numbers and symbols in different combinations to crack the

password. Brute force attacks can be used on short passwords by trying all

possible combinations. [17] Statistical methods, eg. used by aircrack-ng, use

mathematical statistics to determine the possibility that a key is guessed correctly,

byte by byte. The data that is needed for this technique to work can be obtained

from ‘leaks’ in the initialization vectors in the targeted object, and in the end the

different keys with highest possibility are tested using brute force. [1]

2.3.2 Man In The Middle

Man In The Middle (MITM) is a method where the attacker gets control over the

communication between two parties and gets access to (and may alter) sensitive

data without the attacked users knowledge. There are many types of MITM

attacks, for example active eavesdropping and URL manipulation. [17]
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2.3.3 Denial of Service

In a Denial of Service (DoS) attack the attacker takes control over a device

or network and withholds service for the users. The attack drains the system

resources, for example computing power or memory, by flooding the network

with requests or packets. An DoS attack against an UAV can be deauthentication

requests sent continuously at a fast pace, which can prevent any communication

with the UAV. [6, 28]

2.3.4 GPS Jamming and Spoofing

UAVs can also be hacked indirectly, as is the case of GPS jamming and spoofing

where the UAV is not able to receive the legitimate GPS signals. In GPS jamming,

the attacker generates signals that interfere with the GPS signals, causing the

GPS receiver in the UAV to malfunction. GPS spoofing is a related attack but

more sophisticated; instead of creating interfering signals the attacker creates an

inaccurate signal which can cause the UAV to change its position. [22]

2.3.5 Reverse Engineering

Reverse Engineering is not its own hacking method, but a technique that can be

used in cyber attacks. To reverse engineer means to decompose, which in this

contextmeans to look at a software andunderstanding how itworkswith intention

to alter it or steal information. When reverse engineering software, the softwares

binary code is recreated from a high-level programing language. [26]

2.4 Threat Modelling

Threat modelling techniques are widely used by system engineers to ensure

security in the system being created. They are systematic and structured ways to

identify and prioritize threats to a system in order to eliminate vulnerabilities to

the largest extent possible. [8] There are many different types of models for this

purpose, some examples of popular ones being STRIDE [8], Attack Trees [12],
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PASTA [23], Abuser Stories[25], CORAS[14] and Common Vulnerability Scoring

System (CVSS) [10]. The most used threat modelling technique is STRIDE [8].

The main requirement for the threat modelling technique used in this report is

that it should enable easy categorization of the attacks found. STRIDE fulfils this

requirement and is known by more people since it is the most common threat

modeling technique, therefore we chose it for the literature study.

STRIDE was developed by Microsoft and is an acronym that stands for six

different types of threats: Spoofing, Tampering, Repudiation, Information

Disclosure, Denial of Service, and Elevation of Privilege. All of these threats

violate a, for most systems, desired property which are the following (in the

same order as above): Authenticity, Integrity, Non-repudiability, Confidentiality,

Availability and Authorization (see table 2.1)[11]. Note that sometimes non-

repudiability is not a system requirement, an example being Off-the-Record

Messaging systems. In these cases that aspect is ignored during the STRIDE

analysis [5]. The STRIDE model does not have a tool support but is rather used

manually [8].
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Table 2.1: STRIDE categories [24]

Threat Violated Property Description of

Attack
Spoofing Authenticity Pretending to be

someone else (or

something else).

Tampering Integrity Tampering with

memory, network, disk

or similar.
Repudiation Non-repudiability Claiming non

responsibility for

actions performed.

Information disclosure Confidentiality Giving out information

to unauthorized people

or systems.

Denial of Service Availability Making a machine or

network resource

unavailable by flooding

it with superfluous

requests and

overloading the system.

Elevation of Privilege Authorization Allowing unauthorized

users elevated

privileges, e.g. accessing

certain functionalities

that should not be

accessible for the user.

In STRIDE the process starts with modelling the current system using DFD (Data

Flow Diagram) aiming to be as detailed as possible. The analysis will be more

successful the more accurate the DFD is. Step two is to find possible threats by

going through the STRIDE acronym threats and evaluate each part of the DFD.

Following is prioritization of threats so the more critical threats can be mitigated

first. [24]
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3 Method

This paper uses a systematic approach to the literature review to best reflect the

current state of the field. The used definition for systematic literature review is

that of Both et al. They define it in relation to the traditional literature review that

in some instances has been used as a tool to support certain claims by selectively

picking sources supporting those claims. To avoid this bias, a systematic literature

review does not selectively pick sources but rather considers all the evidence

available. [2] Naturally, there are still bias the authors cannot control such as

publishing bias.

To ensure quality there are inclusion and exclusion criteria to the sources used

in systematic literature reviews. This study only uses instances of cyber attacks

published 2015 or later to make sure the current day relevance is as large as

possible. There also has to be a description of what type of attack was conducted

for it to be categorized after attack type, so any source that lacks that has not

been included in the study. If one source describes exactly the same attack on the

same model of UAV as another source and also is referenced in the other study’s

references, both are not included. This is to keep the result from reflecting a faulty

prevalence of that attack type. Furthermore, only sources written in English or

Swedish are used because of the authors’ language abilities.

Non-scientific, alternative sources (”grey literature”) are valuable but kept

separate from the other references. Grey literature is cited with footnotes on the

same page, while other sources are included in the reference list and cited with

the main system.

Databases and search engine of articles used:

• Google Scholar

• Primo and Diva

• Google (mainly for grey literature)

Search terms used to find articles:

Drone, UAV, cyber attack, hacking, UAS, cyber security
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The method for comparison and analysis of the attacks is STRIDE, explained in

the theoretical background. All the attacks are categorized after the attack type,

the main purpose of the attack and what equipment is required for the adversary

to follow through with the attack.
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4 Known Cyber Attacks on Drones

4.1 Password Cracking Attack

In 2016, Rani et al. performed a cyber attack against an Parrot AR.Drone as

an example of how to take complete control over a UAV, and exposed some

security vulnerabilities in commercial UAVs. In the attack they take advantage

of weaknesses in the communication system to get access to the device and uses

Robot Operating System (ROS) tools for controlling it. [17]

The communication system on the targeted drone in the study is based on aWi-Fi

network installed in the UAV. When users connect to the Wi-Fi they get access

to controlling the device. The authors hack the Wi-Fi using a password cracking

tool called Aircrack-ng, which de-authenticates the user and gives access over the

device to the attacker. After taking control over the vehicle they maneuver it by

using Robot Operating System (ROS), an open source platformwhich can be used

as a operating system for simple devices. [17]

The goal of this attack was to get full control over the UAV. Cracking passwords

to get access to a system is a violation of Authentication and therefore this attack

can be categorized as Spoofing Identity.

4.2 Attacks Against Phantom 4 Pro and Bebop 2

A study by Dey et al. from 2018 examined what the current security state is within

UAV’s today by hacking two types of drones; one was the Phantom 4 Pro from

DJI and the other Bebop 2 from Parrot. They concluded that they are vulnerable

to different types of attacks.

Two separate attacks on the Phantom 4 Pro:

4.2.1 DJI SDK

Using the DJI SDK (Software Development Kit) which allows users to create their

own apps, they changed some of the code that checks authentication of the user,

14



making it possible for a malicious user to take control over the drone from the

authentic user. Through this technique they managed to control the camera by

taking photos and videos. [4] This is an Elevation of Privilege Attack because it

allows unauthorized users to access functionalities that should not be accessible

for them.

4.2.2 Used GPS Spoofing

The Phantommodels use GPS for navigation and because civilian GPS signals are

not encrypted they are easy to spoof. To hack a drone using GPS spoofing the

adversary transmits fakeGPS coordinates to the flight controller. When successful

it leaves the drone completely steered by the attacker. The research team used

the LabSat3 GPS simulator to be able to perform this attack without the system to

detect spoofing. [4] This is an obvious spoofing attack in the STRIDEmodel.

Three separate attacks on the Bebop 2:

4.2.3 Open WiFi

The Bebop drone has open, unencryptedWiFi that also allows for multiple clients

to connect to the network. Connecting to this the team managed to hijack the

drone. Furthermore they point out that the drone could be controlled by several

unauthenticated users because the system allows for multiple client connections.

After this there is no way to validate the owner of the drone. [4] This is also a

spoofing attack.

4.2.4 Deauthenticating Owner

This is a deauthentication attack that disconnects the authenticated owner by

jamming the entire network by continuously sending deauthentication packets to

the UAV. This prevents anyone from connecting to the network but the adversary

that can hijack the drone [4]. This is a DoS attackwith the goal of complete control

over the steering of the UAV.
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4.2.5 Open Telnet

After connecting to theWiFi, an adversary can, using Telnet, kill the main process

causing the UAV to suddenly stop and fall to the ground. This is done by sending

multiple connection requests to the UAV in a short amount of time and thereby

performing a DoS attack. [4]

4.3 Man In The Middle Attack

Rodday et al. performed an MITM attack against a UAV in a study in 2016.

This attack also exploit weaknesses in the communication system, in this case the

radio link. The link can be hacked by knowing selected connection parameters,

however almost all of them are set to default values and hence easy to look up

for anyone. The unknown information is the destination high (DH) address and

destination low (DL) address for the UAV. The addresses can be accessed from

the UAV by sending broadcast packets within the radio network, the UAV will

then send an acknowledgement message including this information. The authors

hacked the link by remotely changing the parameters for DH and DL. This way,

they could control the communication between the vehicle and the remote control.

They reversed-engineered the flight computer and flight planning software, which

enabled them to alter and inject packets to communicate with the flight computer.

[18]

The goal of the attack was to take full control over the UAV. The brand and model

of the UAV is not stated in the article but it is a high-end manufacturer according

to the authors. AMITMattack can be categorized in STRIDE as Spoofing Identity,

since it is a violation of Authentication to control the communication between the

user (remote control) and device (UAV).

4.4 Communication System DoS Attack

Gudla et al. performed an cyber attack on a Parrot AR.Drone in a study 2018,

and used the UAVs communication system for a DoS attack. In the attack, the
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authors disconnect the user by sending a de-authentication command, and then

continuously sending the same command, exhausting the UAVs memory. This

keeps the user from reconnecting to the device and the UAV crashes. The authors

use tools from Aircrack-ng to perform the attack. [6] This is a DoS attack in the

STRIDE model with intention to crash the UAV.

4.5 Mid Air DoS Attack

In 2016 Vasconcelos et. al. performed an experimental DoS attack against an

Parrot AR.Drone 2.0. The research team performed the attack by scanning the

ports of the UAV mid air and applying the DoS attack tools Hping 3, Netwox and

LOIC (Low Orbit Ion Cannon). [27]

4.6 Attacks on AR.Drone 2.0 and Cheerson CX-10W

In a study byWesterlund et al., several hackingmethods was conducted towards a

Parrot AR.Drone 2.0 and aCheersonCX-10Wwith different outcomes. Six attacks

was successful and will be described in this section. For all attacks, a scanning

tool called nmap is initially used to receive the available open ports of the target.

[28]

4.6.1 De-authentication Attack on AR.Drone

In a de-authentication attack towards the AR.Drone, the connection between the

UAV and the controller is de-authenticated using Aircrack-ng tools. The attack

is targeting the control device and the tool sends de-authentication packets until

the controller no longer responds, which means that the attack is successful.

When the connection is lost between the UAV and controller, the controller gets

a message that connection is lost and the UAV lands in the current position. [28]

This is a Spoofing attack type since the attacker targets the legitimate user and can

possibly reconnect to the device after the de-authentication.
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4.6.2 De-authentication Attack on CX-10W

A de-authentication attack is also launched toward the CX-10W with the same

method as described in 4.6.1. When the UAV and controller connection is lost,

the UAV immediately crashes. [28] This is also a Spoofing attack.

4.6.3 MITM Attack on AR.Drone

In a MITM attack against the AR.Drone, the authors use a Wi-Fi Pineapple Nano

to eavesdrop by establishing a connection in the middle of the UAV and the

controller. The Wi-Fi device scans for access points and then imitate the drone

access point which will cause the controller to connect to the Pineapple Nano

instead of the drone. The commands from the user is forwarded to the UAV and

this way the attacker can monitor the activity of the legitimate user without being

noticed. Any other non-secure activity that the user performs can be monitored,

for example visiting websites using HTTP (instead of the more secure option

HTTPS). The Parrot AR Free-flight App is connected to internet and does not use

encryption, data is simply sent over HTTP, and this makes the app vulnerable as

well if it is used in this MITM attack. [28] This is a spoofing attack in the STRIDE

model since the attacker eavesdrops on the communication between the UAV and

controller.

4.6.4 MITM Attack on CX-10W

AMITMattack is also performed on the CX-10Wwith the samemethod and result

as attack 4.6.3. Hence, this is also a Spoofing attack. The risk is slightly lower for

this device, compared to the AR.Drone, since the controller app is not connected

to internet.

4.6.5 Unauthorized Root Access Attack on AR.Drone

The authors was able to access all files and scripts in the AR.Drone, in other

words getting full root access, using open ports without need for credentials. Two
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protocols were used for this attack, Telnet and FTP. The UAV was hijacked using

Telnet, by traversing through the operating system’s (BusyBox) file system. Files

containing user ids and passwords was found, as well as most scripts for running

the drone. The drone could then be hijacked by running the found scripts. Using

FTP made it possible to access the file system as well and transfer files from

the UAV to the attackers computer. [28] This attack can be categorized as an

information disclosure attack since sensitive data is accessed and transferred from

the legitimate user to the attacker and used for hijacking the UAV.

4.6.6 Packet Spoofing Attack on AR.Drone

A packet spoofing attack was performed on the AR.Drone and the authors got

control over the UAV by mimicking the controller using python scripts. First,

a python script is used to parse the communication between the UAV and the

controller, the data packets are inspected and the control packets are identified.

Then, another python script is used to mimic the IP address and MAC address

of the controller. This is all that is needed for spoofing the UAV, since the drone

accepts commands from the attacker when the IP and MAC address is accurate.

[28] The packet spoofing attack can clearly be categorised in the Stride model as

a spoofing attack, in this case the attacker impersonates the drone controller to

hijack the UAV.

4.7 Attacks Against Bebop

In a study by Hooper et al., the authors perform three attacks against a Parrot

Bebop drone. The attacks are Buffer Overflow, DoS andARPCache Poison Attack.

Before any of the attacks they started by looking for open ports using nmap, then

analysed the network traffic using Wireshark. These steps gave the authors the

MAC address and IP address of the device, both needed for a device to request to

become a controller of the UAV. [7]
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4.7.1 Buffer-overflow Attack

In the buffer-overflow attack the authors sends a request to the UAV from their

laptop to be the controller. The request is sent as a JSON record, but in the

wrong format and consists of too many characters in one field. The UAV’s CPU

and memory usage drops to approximately 10%, indicating that the navigational

application crashed, then stops mid-air and crashes. [7] This is a DoS attack since

the attack causes an overflow in the memory of the UAV and stops the user from

accessing the device.

4.7.2 DoS Attack

The authors performs a DoS attack by continuously sending requests to the UAV

to become the controller. Up to 1000 requests are sent simultaneously. Similarly

to the Buffer-overflow attack, the navigational application crashes which causes

the UAV to crash. [7] This is obviously a DoS attack in the Stride model.

4.7.3 Cache Poison Attack

In a Cache Poison attack, a connection signal is sent continuously to the UAV

network. The signal mimics the signal from the legitimate controller using the

MAC and IP address received in the first stage as described above. The UAV

receives both the legitimates signal and the attacker signal which creates a conflict

and the communication is therefore interrupted. The UAV lands after oneminute

of disconnection. [7] This is a spoofing attack since the attacker communicates

with the UAV, imitating the legitimate user signal.

4.8 Maldrone Hacking

This is the only attack found from a non academic source that was detailed enough

to include in the study. Maldrone is a backdoor malware specifically intended for

UAV’s. In this attack the author of the blog conducts an experiment in which he

intends to hijack a Parrot ARDrone 2.0 and aDJI Phantomby installingmaldrone
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on the drones mid flight. This enables him to control the flight path of the drones

and make them crash at will. [21] In STRIDE this is categorized as a tampering

attack because something foreign is installed on the UAV.
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5 Result

In this section are presentations of the results through diagrams and tables. The

results includewhich types of cyber attacks onUAVs aremost common, what goals

those attacks most often have and what type of equipment is needed to perform

them.

5.1 Most Common Type of Attacks

All of the attacks from the literature search are listed in table 5.1 as rows, while the

STRIDE attack types are represented as columns. The type of a specific attack is

marked with an X on the row representing the attack in the column on the type. It

is evident that the most common types of attacks against UAVs are spoofing and

DoS. No attacks of the types Repudiation were found in the literature search. The

distribution of the attacks is illustrated in a pie chart, see figure 5.1.

Figure 5.1: The percentual distribution from table 5.1

Escalation of Privileges

5%

Denial of Service

32%

Information Disclosure

5%

Tampering

5%

Spoofing
53%
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Table 5.1: Overview of where the attacks presented are in the STRIDE categories.

S T R I D E

Attack 4.1 X

Attack 4.2.1 X

Attack 4.2.2 X

Attack 4.2.3 X

Attack 4.2.4 X

Attack 4.2.5 X

Attack 4.3 X

Attack 4.4 X

Attack 4.5 X

Attack 4.6.1 X

Attack 4.6.2 X

Attack 4.6.3 X

Attack 4.6.4 X

Attack 4.6.5 X

Attack 4.6.6 X

Attack 4.7.1 X

Attack 4.7.2 X

Attack 4.7.3 X

Attack 4.8 X

5.2 Goals for Hacking UAVs

The different approaches for hacking UAVs all have different end goals. They

exploit different types of vulnerabilities and can therefore cause varying amount of

harm to the systemanduser. In this study, somegoalswere frequently reoccurring

in the attacks:

• Control over flight path / Hijack

• Crashing/Landing at will

• Access to file system / Access to media files

• Eavesdropping
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5.3 Goals and Gear in Relation to Attack Type

Spoofing - Authentication

The gear required for spoofing attacks and the goals of the attacks are presented

in table 5.2. Hijacking is the goal for 5/10 attacks and hence the most common.

Landing or crashing is the goal for three of the attacks and eavesdropping the goal

for the remaining two. None of the spoofing attacks has the end goal to access

files in the drone. The hardware needed for any of the attacks is small appliances

such as adapters, joysticks, Global Navigation Satellite Simulators (LabSat3 GPS

simulator), radio chips (XBee) and WiFi network auditing tools (Wifi Pineapple

Nano). Software needed is easy to access or purchase online, which is Aircrack-ng,

Robot Operating System (ROS) and a Python interpreter.

Table 5.2: Goals and Gear for each attack in the Spoofing category.

Attack Goal Gear

4.1 Hijack Aircrack-ng software, Wi-Fi Network

Adapter, ROS, joystick

4.2.2 Hijack LabSat3 GPS simulator

4.2.3 Hijack Unknown

4.3 Hijack Python interpreter software, USB to RS232

adapter, XBee 868LP chip

4.6.1 Land Aircrack-ng software

4.6.2 Crash Aircrack-ng software

4.6.3 Eavesdrop WiFi Pineapple Nano

4.6.4 Eavesdrop WiFi Pineapple Nano

4.6.6 Hijack None specified

4.7.3 Land None specified
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Tampering - Integrity

Table 5.3 shows the one tampering attack found, which has hijacking as goal and

uses Maldrone software.

Table 5.3: Goals and Gear for each attack in the Tampering category.

Attack Goal Gear

4.8 Hijack Maldrone software

Information Disclosure - Confidentiality

One Information Disclosure attack was found, see table 5.4. The attack has

both hijacking and file system access as goal. The attack does not require any

equipment.

Table 5.4: Goals and Gear for each attack in the Information Disclosure

category.

Attack Goal Gear

4.6.5 Hijack and

Access file

system

None specified

Denial of Service - Availability

DoS attacks are the second most common attacks and their goals and required

gear are presented in table 5.5. From a total of six attacks, four of them have the

goal to crash the UAV. One attack has hijacking as goal and the last one has no

described goal. In only one of the attacks hardware is needed, which is a Wi-Fi

network adapter. Software is needed for four of the attacks.
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Table 5.5: Goals and Gear for each attack in the Denial of Service category.

Attack Goal Gear

4.2.4 Hijack Aircrack-ng software

4.2.5 Crash Telnet

4.4 Crash Aircrack-ng

software, Kali Linux (testing distribution), a

virtual machine, Wi-Fi Network Adapter

4.5 Unknown Hping 3, Netwox and LOIC software

4.7.1 Crash None specified

4.7.2 Crash None specified

Escalation of Privileges - Authorization

The one Escalation of Privileges attack found has media access as goal and needs

only DJI SDK, see table 5.6.

Table 5.6: Goals and Gear for each attack in the Escalation of Privileges

category.

Attack Goal Gear

4.2.1 Media Access DJI SDK (Software Development Kit)
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Figure 5.2: The percentual distribution from table 5.2

Unknown

5%
Eavesdropping
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Crash
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File or Media access
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Hijack
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Summary

The most common goals for the attacks are hijacking and crashing/landing at

will. Hijacking ismost common for spoofing attacks and crashing/landing ismost

common for DoS attacks. The distribution of the goals of the attacks are found in

table 5.7 and visualised in figure 5.2.

Table 5.7: Table representingwhich goals for the attacksweremost common

Hijack File/Media

Access

Crash/Land Eavesdropping

S 5 0 3 2

T 1 0 0 0

R 0 0 0 0

I 1 1 0 0

D 1 0 4 0

E 0 1 0 0
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6 Discussion

The result shows that spoofing and DoS attacks are the most common types of

attacks against UAVs. The most common goals for hacking UAVs with these

most common methods are to take full control over the flight path (hijacking)

and crashing the UAV at will. These facts have severe implications for the civilian

users of UAVs as well as society at large. A hijacked or crashing UAV can directly

injure someone by crashing into them or indirectly by flying it into something

like a vehicle. An attacker can therefore possibly commit a terrorist attack with

hijacked drone, however a more common objective would be to steal the device

itself or injure a specific person. Another threat is integrity since files on the

hijacked UAV are also stolen.

There are no considerable hindering elements of the abovementioned attacks that

stops people from being able to perform them. The equipment needed to follow

through with a successful spoofing or DoS attack against a UAV is negligible:

all of the required tools are easily accessible for purchase or download online.

Obviously, skills and knowledge are required but detailed instructions can be

found in many places online making these methods very available for general

public.

Note that these results are based on literature about civilian UAVs which means

that it is not implied that the same vulnerabilities or problems exist in military

applications of UAVs. The information, studies and tests of those are not made

official like studies over civilian use UAVs for obvious reasons. Military UAVs

are also more powerful and run on completely different hardware and software.

Note also that this study is based on which hacking methods are most popular in

research studies and published tests, which does not necessarily mean that they

take advantage of the most grave vulnerabilities or use the most common attack

type in real life, though it is strongly implied that that is the case.

Discussed points above have different implications for future applications of

drones. There are many UAVs currently in process of being developed such

as firefighting UAVs and organ and defibrillator carrying UAVs. If these were

hacked it would cause bigger problems than those described above since they are
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emergency applications and lives are at stakemore directly. Also, asUAVs become

more common and powerful, the threats of injuring people or a potential terrorist

attack utilizing them grows.

There is a strong connection between the attack type spoofing and hijacking the

drone, aswell as between crashing the drone andDoS-attacks. Thismeans that the

producers of the UAVs should focus on these vulnerabilities more than any other

vulnerabilities because of the dangers for society they pose. This is a relatively new

topic because the technology itself is new and has created an explosive increase in

demand. Market predictions only show that this demand will grow, which means

that more research needs to be done in this subject to mitigate the possible risks

that a growing use of UAVs could pose to society.

This study only found one grey literature source describing a UAV attack that

was detailed enough to be possible to categorize using STRIDE. It is however

noteworthy that a lot of performed attacks reported by the media revolves around

Elevation of Privilege attacks, where the owner of the UAV hacks it themselves to

make it possible for them to fly theUAV in no-fly-zones. No-fly-zones are added to

UAVs to stop users from flying them close to airports, prisons, borders, big sport

and music arenas or classified military areas. Although detailed descriptions of

this type of attack is hard to access, it poses grave risks to society in forms of

weapon and drug smuggling in prisons or over borders, or as recently shown at

Gatwick airport, as a way to disturb air traffic. There is a need for more studies on

how these attacks are performed and how to prevent them.
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7 Conclusion

This thesis has investigated the biggest threats to civilian use UAVs today through

a systematic literature review. It was found that the most common performed

attacks by far are Spoofing attacks and Denial of Service attacks. They are

easy to conduct and do not require any equipment that is difficult to access.

Spoofing attacks most often give the adversary control over the flight path, while

DoS-attacks more often allow the attacker to crash the UAV at will. Further

investigation should bemade on how to protectUAVs from these common attacks.

The producers of these devices should also use this result as an indication that they

need to develop more secure software in the future.
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