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In memory of Russell Duke-Jackson and Clive Kannemeyer
Sons of the Diamond City who touched more lives than they could have imagined.



I leave Sisyphus at the foot of the
mountain. One always finds one’s
burden again. But Sisyphus
teaches the higher fidelity that
negates the gods and raises rocks.
He too concludes that all is well.
This universe henceforth without
a master seems to him neither
sterile nor futile. Each atom of
that stone, each mineral flake of
that night-filled mountain, in
itself, forms a world. The
struggle itself toward the heights
is enough to fill a man’s heart.
One must imagine Sisyphus
happy.

Albert Camus



Abstract

The electrical transmission and distribution system is undergoing unprece-
dented changes to meet the need for a carbon emission-free global energy sys-
tem. An expected increase in the portion of end-user energy use in the form
of electricity and need to integrate renewable energy sources into the power
grid on a large scale require major changes in how power grids are operated
and controlled.

The systems and methods used to monitor, control and protect the power
grid have developed in a context where the net power flow could be assumed to
originate at large centralised power stations and be transmitted, distributed
and delivered to end-users. The operation and control systems still largely
follow a centralised and hierarchical structure with a control centre extending
a multitude of connections out to automation systems over the geographical
span of the grid. With the large-scale integration of distributed generation
in the power system and the interconnection of grid infrastructures to facili-
tate inter-area trade of electricity, many of the premises on which traditional
control systems were developed are currently changing. As more distributed
generation capacity is integrated into parts of the power grid, efficient meth-
ods for determination of the electrical connectivity, the grid topology, become
essential components for the development of all other control systems.

The systems on which these methods are implemented must interoperate
seamlessly with existing and future infrastructure. One effort to address this
is an internationally coordinated standardisation process for power systems
management and information exchange. The resulting standards, for exam-
ple, IEC 61850 and IEC 61970, provide a framework for the development of
new architectures and methods with a high level of interoperability whilst
remaining applicable to the wide variety of equipment and applications that
will be required.

This thesis aims to test the hypothesis that distributing the application
logic closer to the substation automation systems directly connected to the
electrical process, provides a suitable architecture which can acquire system-
wide knowledge of grid topologies without the assistance of a central entity. To
achieve this, three research objectives are identified; proposing of novel control
system architectures, utilising state-of-the-art structured data and equipment
in substation automation systems and finally to develop a distributed topology
inference algorithm utilising minimum prior knowledge of the grid it is acting
within.

The results firstly demonstrate the use of multi-agent systems as a dis-
tributed control and monitoring architecture. Secondly, the result demon-
strates the application of relevant standardised IEC 61850 data models and
interfaces for data exchange, and how they can be integrated into such ar-
chitectures. Thirdly, the development of work on a multi-agent systems ar-
chitecture and algorithm for distributed topology analysis of power grids is
described and a formal description of the topology inference algorithm is
given. Finally, a validation for the algorithm using a reference power grid
model is presented.





Sammanfattning

Det elektriska transmissions- och distributionssystemet genomgȧr oöver-
träffade förändringar för att möta behovet av ett globalt energisystem utan
koldioxidutsläpp. En förväntad ökning av andelen energikrav för slutanvän-
dare i form av el och behovet av att integrera förnybara energikällor i elnätet
i stor skala kräver stora förändringar i hur elnätet drivs och styrs.

De system och metoder som används för att övervaka, styra och skydda
kraftnätutrustningen har utvecklats i ett sammanhang där nettoeffektflödet
kan antas härröra frȧn stora centraliserade kraftverk och överföras, distri-
bueras och levereras till slutanvändare. Operations- och styrsystemen följer
fortfarande i stor utsträckning en centraliserad och hierarkisk struktur med en
driftcentral som navpunkt med en mängd anslutningar ut till automationssy-
stem över nätets geografiska utbredning. Med den omfattande integrationen
av distribuerad elproduktion pȧ olika punkter i elsystemet samt sammankopp-
lingen av elnätinfrastrukturer för att underlätta elhandeln mellan omrȧden,
förändras mȧnga av de premisser som traditionella drift- och styrsystem ut-
vecklats under.

Eftersom mer distribuerad produktionskapacitet integreras i olika delar av
elnätet, blir effektiva metoder för bestämning av den elektriska anslutningen,
dvs. elnättopologin, nödvändiga komponenter för utvecklingen av alla andra
styrsystem.

De system pȧ vilka dessa metoder genomförs mȧste kunna samverka söm-
löst med befintlig och framtida infrastruktur. Ett pȧgȧende arbete med att be-
möta detta är en internationellt samordnad standardiseringsprocess för styr-
ning av energisystem och informationsutbyte. De resulterande standarderna,
till exempel IEC 61850 och IEC 61970, utgör ett ramverk för utvecklingen av
nya arkitekturer och metoder med hög driftskompatibilitet medan de fortfa-
rande är tillämpbara pȧ ett brett spektrum av utrustning och applikationer
som framgent kommer att krävas.

Denna avhandling syftar till att testa hypotesen att en arkitektur där ap-
plikationslogiken distribueras närmare ställverksautomationssystem som är
direkt kopplade till elöverföringsprocessen, utgör en lämplig arkitektur som
kan förvärva systembred kunskap om elnättopologier utan hjälp av en central
enhet. För att uppnȧ detta har tre forskningsmȧl identifierats; föreslȧ nya
styrsystemsarkitekturer, utnyttja state-of-the-art strukturerad data och ut-
rustning i ställverksautomationssystem och slutligen utveckla en distribuerad
topologi-inferensalgoritm som behöver minsta möjliga förkunskaper om det
nät som det verkar inom.

Resultaten demonstrerar för det första användningen av multi-agent-system
som en distribuerad kontroll- och övervakningsarkitektur. För det andra vi-
sar resultatet att tillämpliga standardiserade IEC 61850 datamodeller och
gränssnitt används för datautbyte och hur de kan integreras i sȧdana arki-
tekturer. För det tredje beskrivs utvecklingen av arbetet med en multi-agent
systemarkitektur och algoritm för distribuerad topologianalys av elnät och en
formell beskrivning av topologiinferensalgoritmen ges. Slutligen presenteras
en validering för algoritmen med hjälp av en referenskraftnätmodell.
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Chapter 1

Introduction

This thesis is a comprehensive summary of work in the field of power systems
control and automation. The thesis is a compilation of 6 refereed papers. The
thesis is divided into an introductory part I which introduces the research and the
context in which it has been undertaken. Part II follows with the research articles
published within the thesis. This introduction to part I states and motivates the
research objectives and related contributions.

The work in this thesis takes place at the intersection between power grid control
and automation, interoperability engineering, and the field of distributed control
systems as illustrated by Region 1 in figure 1.1.

Power system control and automation is an area with an expansive and active
research community which ties into a well-established engineering discipline of more
than a century [25]. The area of interoperability is a regulatory and organisational
activity [90] as well as a field of academic research [35], while distributed control is
a research field which has flourished largely since the turn of the millennium and
has only recently begun to see widespread industrial application [23].

One tool for interoperability is the development, application and maintenance of
standards. Region 2, the nexus between the engineering practice of power systems
operation, and the organisational work involved in standardisation is a familiar
activity for engineers working with utility planning and procurement. This work
often involves a give-and-take dialogue between utilities, vendors and regulators.

The power grid is, by design, distributed. Depending on the service area it
can be a dense urban network with substations and distributions stations near to
one another or a sparse rural network with long feeders between interconnections.
It is thus interesting to examine the properties of, and the methods applicable
to distributed systems. The activity in Region 3 on distributed control systems
in power systems applications is mainly at the research stage with many novel
methods and concepts being proposed. Much of the novelty in this area comes from
the application of methods and algorithms developed recently in the discipline of
distributed control theory to well-understood problems in the power system control
and automation domain. For example, in [70] an algorithm for distributed routing
originally developed use in parallel computing is applied as a solution for calculating
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4 Introduction

Figure 1.1: Showing the intersection of research and engineering domains of interest.

optimal power flow. This thesis posits that a focus on interoperability is essential for
the robust application of work in Region 3 to the practical engineering challenges
in power system engineering. It is for this reason that the goal of this work has
been to contribute in Region 1.

At around 2010 there were several initiatives that aimed to coordinate smart
grid research and development. Much of the funding and direction of the research
fell under the European Commissions Framework programmes and are currently
operating through the Horizon 2020 programme [21]. The output of the research
and development activities served to create, amongst other results, incentives and
routines for the integration of more DG and RES into existing grid infrastructure,
introducing new use-cases for existing infrastructure in combination with these new
components.

Examples of the proposed changes are:

• Integration of micro-generation and other DG

• Integration of fast charging stations for electric vehicles (EVs)

• Aggregation of controllable loads for demand response (DR) applications

• Expanding inter-area transmission capacity

The solutions required by the Horizon 2020 use-cases expand outside of the es-
tablished power system control and automation discipline and will require concepts
and methods from the distributed control systems field as well as to be designed
for compliance with the latest work in interoperability in order to be industrially
applicable.



1.1. Power system control and automation 5

While methods and structures in power systems have been evolving steadily,
major upheavals in the power system as a whole have been on the horizon. Overar-
ching global policy frameworks advocate the direction for sustainable development
and climate change mitigation and adaptation. The Paris agreement states the
need for urgent reduction of greenhouse gas emissions in order to hold the increase
of the global average temperature below 1.5◦ to 2◦ Celsius [84]. This calls for major
changes in the global energy system. Further, the UN 2030 Agenda for Sustainable
Development. [83] presents a number of Sustainable Development Goals (SDGs)
with direct bearing on a transformation of the current energy system, such as Goal
7 Affordable and clean energy, Goal 9 Industry, innovation and infrastructure and
Goal 12 Responsible production and consumption. Clean and affordable energy can
be considered to be fundamental to meeting almost any other of the SDGs. On
a European level, the EU’s Renewable Energy Directive sets binding targets for
the integration of renewable energy sources (RES) [28] for member states, much
of which will be connected to the power grid in the form of distributed genera-
tion (DG).

What follows is a brief background to each of the above-mentioned domains.

1.1 Power system control and automation

The power grid as we use it today is not only made up of the primary equipment
such as power lines, transformers and switchgear; there is an equally expansive
system of secondary equipment, controlling, monitoring, metering and protecting
the primary equipment assets. The primary control tasks include frequency control
in the transmission network, a task of balancing supply from generators with the
aggregated demand at the loads, and voltage control which is a combined process
of power factor correction and tap-changing transformer control in the transmission
and distribution networks respectively [91].

Control and monitoring systems for the power grid have evolved over several
decades and typically have investment cycles that span ten years or more. At its
most fundamental level the grid control system is that of a centralised supervi-
sory control and data acquisition (SCADA) system. A core component of a typical
SCADA system is the communication front-end that maintains point-to-point con-
nections to a multitude of remote terminal units (RTUs) in the field which provide
gateways to protection, monitoring and control devices which together constitute
the SAS. Although inter-operable, the SCADA and SAS are distinct systems with
fundamentally different internal architectures.

In order to provide a formalism for visualisation and discussion of a system as
complex as the power system with associated primary and secondary equipment,
the European regional standards organisation (CENELEC) developed a reference
model called the smart grid architecture model (SGAM) [16]. The SGAM is used
throughout this thesis to orientate the concepts that are discussed. An overview
diagram of the model is shown in figure 1.2. Fundamentally the model defines
three planes, interoperability layers spanning from equipment at the most concrete
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Figure 1.2: High level view of the SGAM framework [16].

component layer to business objectives and regulations at the Business layer. The
second Domain plane spans the traditional physical hierarchy of the power grid
from generation through transmission and distribution to the customer premises.
Finally, a Zones plane provides a systems architecture perspective ranging from
the electrical process zone through to the field, station (substation), operations to
market zone.

Figure 1.3 illustrates the placement of typical control components, that is, sec-
ondary equipment in the component layer in terms of the zones plane of the SGAM.
The illustration shows the SCADA centre in the operations zone communicating
with RTUs in the station zone via a wide-area network (WAN). Within the sub-
station, various multi-function protection relays, usually referred to as intelligent
electronic devices (IEDs), are configured with monitoring and protection functions
which operate on specific primary equipment in the process zone.

The green markings in figure 1.3 indicate relevant communications protocols
(specified in the SGAM communication layer) operating over the network links
(shown in red).

The evolution of these systems has for many utilities been a process of integrat-
ing vendor-specific systems typical of the state of the art at time of purchase often
with earlier generations of equipment still in service. The result of this process has
led to many examples of somewhat organic systems architectures and integration
of legacy and proprietary systems separated by the domains of operations, genera-
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Figure 1.3: Illustrates the SGAM component layer of power system control and
automation.

tor dispatch and protection engineering. The resulting architectures risk becoming
progressively more inflexible and expensive to maintain.

Moreover, large-scale integration of DG will invariably disrupt the traditional
direction of power flow along the SGAM domain axis leaving more dynamic flows
requiring new robust operation and control methods. With the advent of the smart
grid as a blanket term for the many developments required to meet the demands
for new RES and DG there are several drivers pushing for change in systems archi-
tectures for power system control and automation.

In practice, these changes and the associated control and automation applica-
tions introduce a variety of new requirements on the secondary equipment. Stated
in terms of the SGAM model, changes in how the primary equipment is used in
the SGAM process zone require new functions in the field and station zone prop-
agating through the hierarchy to the operations zones. Some applications require
coordination between devices on the same hierarchical level that would typically
not have had any direct interaction in previous applications. These interactions
are referred to as horizontal interactions whereas the more common communica-
tion through the hierarchy levels, for example RTU to SCADA system is referred
to as vertical interaction. The data exchanged in the interactions between devices
include measurements sampled from sensors, status and positions of switchgear,
meter readings, operational states of protection functions and event reports when
some condition, for example, a circuit breaker trip, is met. The new requirements
collectively require a high level of interoperability between the devices and systems
used.
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The introduction of applications making extensive use of both vertical and hori-
zontal interactions exchanging the large amounts of data generated by new types of
primary equipment such as DG, controllable loads has two consequences of interest
here. Firstly, it is driving the installation of substation automation equipment fur-
ther out in the distribution network, closer to the customer premises on the SGAM
domain axis. Secondly, it requires a robust and secure data communication network
of sufficient bandwidth to support these interactions with low enough latency for
the control and automation functions to operate correctly.

The installation and maintenance of grid monitoring, protection and control
equipment as well as the associated data network infrastructure is a labour-intensive
and complex task [65]. Despite the existence of modern data engineering tools and
standards, the data engineering and systems integration process in many cases
remains a difficult process requiring skilled and experienced expert personnel. The
introduction of new equipment, applications and integration of more secondary
equipment at, for example, distribution network level also means that the amount
of data engineering and configuration work may quickly overwhelm these important
human resources unless methods are developed to streamline and automate these
activities. The scale and nature of the newly introduced system components and
functionality arguably challenge the centralised model used in SCADA systems
motivating the investigation of alternative systems architectures.

The domain of power utility automation, more specifically, of substation au-
tomation and protection engineering focuses on the measurement, instrumentation
and local control of substations. Modern substation automation systems evolved
out of the mechanical protection relay era and still today bear the marks of a logical
separation from grid operations and SCADA. In a similar manner to the general
architectures of grid control systems, SAS historically used proprietary interfaces
and were difficult to integrate between vendors. Efforts to bridge these divides and
harmonise SAS architectures has primarily been collected around the IEC 61850
standard.

In summary, the field of power system control and automation is undergoing
an unprecedented expansion and modernisation with many new applications and
equipment being introduced. These changes have implications across the systems
hierarchy, from the operations zones down to instrumentation and data manage-
ment on field zone devices. Utilities, vendors, researchers and regulatory actors all
have a role to play in this development and the application of many novel techniques
will be required in addressing the requirements of the new applications. From a
research perspective, it is thus interesting to investigate the application of novel
systems architectures, algorithmic methods and tools for data management and
processing.

1.2 Interoperability

In 2007 the Strategic Energy Technology (SET) Plan was launched as an initiative
to coordinate the development of energy systems in Europe as part of the Energy
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Union strategy developed by the European Union (EU) [29]. Shortly afterwards the
European Energy Research Agency (EERA) was formed to bring public research
organisations together. Under the SET Plan there were activities to fund and direct
research activities and expand human resources in terms of training engineers and
other industry specialists.

In particular, the European Electricity Grid Initiative (EEGI) sought to promote
market uptake of new technologies and making coordinated use of private and public
funding. Additionally, organisations for both transmission operators ENTSO-E and
distribution operators EDSO were established to represent and coordinate these
organisations’ interests within the SET Plan.

Concurrently, in the USA similar efforts such as the GridWise Alliance under
the auspices of the United States Department of Energy (US DoE) have been per-
forming similar work within their own national regulatory frameworks [33]. While
such activities are run by separate governmental organisations, the discussions in-
volve multiple stakeholders for example, equipment vendors, which are involved in
parallel technology road-map dialogues globally.

As described in section 1.1, the new functionality and applications involved in
the smart grid vision and road-maps above almost all require a significantly higher
level of interoperability between equipment used in control and automation than
has previously been seen.

Due to the fact that the research and development activities are globally dis-
persed it has become important for the development of forums for global coop-
eration on interoperability. Arguably the most relevant such organisation in the
field of power system control and automation is the International Electrotechnical
Commission (IEC) which in 2019 had 86 member states. These member states
are represented by their respective national standardisation bodies working with
electric power systems. Within the smart grid arena there are a number of core
standards being developed and maintained by the IEC:

• IEC 62357: Power systems management and associated information exchange

• IEC 61970: Common Information Model (CIM) / Energy Management

• IEC 61850: Power Utility Automation

• IEC 61968: Common Information Model (CIM) / Distribution Management

• IEC 62351: Security

• IEC 62056: Data exchange for meter reading, tariff and load control

• IEC 61508: Functional safety of electrical/electronic/programmable electronic
safety-related systems

The majority of the standards listed above are maintained by the IEC Tech-
nical Committee 57 who work specifically with Power systems management and
associated information exchange [59].
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Figure 1.4: Showing the applicability of IEC standards at the SGAM information
layer [16].

Figure 1.4 illustrates how two parts of these standards are oriented on the SGAM
information layer. The IEC 61970 common information model (CIM) defines the
data model representation for the operations and enterprise zones and is primarily
for control centre and back-office applications while the IEC 61850-7 series of defi-
nitions cover the data models associated with the utility or substation automation
systems in the SGAM station and field zones.

While there is much overlap between the CIM and the models specified in IEC
61850 in terms of, for example, the equipment and measurements that are modelled,
there are fundamental differences between the two. One such difference lies in
the perspective used in the models. The CIM is based on the unified modelling
language (UML) and captures the structure and properties of equipment and the
interconnections between them. The IEC 61850 models, defined in the Substation
Configuration Language (SCL) are developed from the perspective of the functions
structured in a hierarchy. Activities in the IEC TC57 working group 19 focus on
the long-term harmonisation between these two perspectives and their associated
models.

Until such time as there is a concrete mapping between these two models any
research and development work must focus on one or the other. This choice will
largely be determined by the SGAM zones of interest as exemplified in figure 1.4.
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In the area of protection and utility automation systems the focus naturally lands
on IEC 61850 and therefore also making it the focus of this thesis.

The global standardisation effort rallied around the IEC 61850 banner has in
recent years begun to gain traction among vendors and resulted in an increase in
interoperability between vendor product offering as well as between the types of
automation systems products found in the transmission system all the way down
to local distribution stations.

Two important aspects of these standards and their adoption among vendors
and utilities are of particular interest. Firstly, the specification of data models or
representations and naming conventions providing a self-descriptive structure to the
data. Examples of this are the CIM and IEC 61850-7-4. Secondly, the specification
of communication protocols independent of the data models for exchange of this
structured data such as the extensible markup language (XML) data exchange
specifications in IEC 61970-600 [46] for the CIM and the IEC 61850-90 interface
mappings [45].

The functionality of applications is, in the case of IEC 61850, divided into stan-
dardised logical nodes (LNs) which provide an outwardly-accessible representation
of the functionality of the application. The LNs have a set of associated named
data objects which describe variables and parameters associated with the LN func-
tionality. The data objects are in turn defined in terms of common data classes
which specify the format and metadata of the data objects so that they can be
interpreted by other LNs. The specifications are made in IEC 61850-7-3 and IEC
61850-7-4 [43, 44]. The presence of this structure means that it is possible to read
and interpret the functionality and data in a particular device without requiring an
explicit definition of this information from a manually defined external source.

Figure 1.5: Logical Nodes located on Logical Devices interacting over standardised
interfaces [45].
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Figure 1.5 shows how LNs, units of standardised functionality (white boxes),
are located on specific devices (green boxes) and are able to exchange information
via standardised interfaces (numbered arrows).

Figure 1.6 shows an example of how process data objects associated with a
particular IED can be represented according to IEC 61850-7-4 [44] and by which
data object names. This data is accessible when other devices read or receive data
from the IED or issue commands for control operations. Devices can be polled
or scanned to provide a register of the data objects available. When combined
with the detailed functional definitions of LNs this structured data provides a high
level of functional and structural information which describes how these devices are
connected and what functions they are configured to perform.

The second aspect; specification of standardised protocols or Specific Commu-
nication Service Mappings (SCSM) for data exchange, enables compliant devices to
exchange data, event notifications and commands. These specifications facilitate
interaction both horizontally, between devices at the same functional level, and
vertically between devices at different levels of the system hierarchy as illustrated
earlier in figure 1.3.

In the majority of modern SAS procurement calls, IEC 61850 compliance is a re-
quirement for vendor proposals. The increased prevalence of a well-defined systems
architecture with a standardised data model and interfaces provides a necessary
substrate on for the development of modern grid control and automation systems.
It can also open the field for the application of many concepts from the field of com-
puter science and automatic control which would have been less efficient without
this structure. For research and development in the area of utility and substa-
tion automation, this presents an opportunity for research to take advantage of the
structure defined by the standards and to direct effort on research products which
have a clear path to industrial application. It is for this reason that this thesis
applies IEC 61850 as the formalism for data representations and exchange in the
algorithms and architectures developed.

Figure 1.6: The naming convention of data objects according to IEC 61850-7-4
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1.3 Distributed Control Systems

Since the turn of the millennium, several fundamental works have laid the foun-
dations for the revolutionary changes in control systems that are currently taking
place [23]. This being the case, there exists a multitude of now proven techniques
which can be mapped to some of the core challenges faced in the field of power grid
operations [73].

Amongst the recent developments there have been advances in distributed sys-
tems architectures in the fields of computer science and control theory. Distributed
and multi-agent systems (MAS) map elegantly to the physical construction of the
power system [62, 63] and while the claim can be made that these concepts have
already been applied in the field, this thesis argues that there are great potential
gains to be made, both in dealing with existing challenges as well as in handling
the large-scale interconnection of renewable energy sources now occurring. Concur-
rently, the availability of low-cost processing capabilities in current microprocessor
architectures means that the cost of locating processing power close to the electrical
process has been drastically reduced in the last two decades [30].

While collecting process data and placing the control in a single common lo-
cation, a centralised architecture, has been a reasonable choice and has several
advantages, it also runs the risk of creating bottlenecks, affecting scalability, in
data flow and a central point of failure. The result is that data collected at the
control centre is often time-aggregated and polled asynchronously, thus losing much
of the resolution and value that can be extracted from timely raw data. As more
control and monitoring equipment is installed further out in the distribution net-
work at lower voltage levels as well as the integration of DG, the volume of the
generated data quickly becomes orders of magnitude greater than has been used in
the past. Techniques which are able to process this raw data locally into structured
information that can in turn either be used locally, by adjacent control systems
or sent to centralised control systems. This can increase the efficiency, reliability
and facilitate efficient maintenance of the primary equipment and provide direct
benefits both to the utility operators and their end-users.

An alternative to a centralised architecture is to place more of the data pro-
cessing power and storage capacity closer to the sensors and actuators. In terms
of the SGAM model this means placing application logic and processing power
in the process, field and station zones. There are several reasons for co-locating
computational resources with sensors and actuators, thus distributing the control
applications. The most compelling of which is that it allows applications to perform
in near-real-time with very low latency while still allowing control and coordina-
tion on a large scale [9]. This development is taking place rapidly as substation
automation systems and wide-area monitoring systems advance and follow trends
in the greater industrial information systems sector.

Section 2.1 presents examples of applications which make use distributed control
applications. For many of these applications, a high level of situational awareness is
important for them to operate effectively. The most essential situational awareness
function is maintaining a connectivity model or topology of the grid in its current
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state.

1.4 Research Rationale

Up-to-date topology models of a power system are essential for operation and con-
trol. These systems are, however, often based on centralised estimation methods
which can be unstable in practice and are vulnerable to the effects of bad data or
malicious attacks. This thesis proposes a method for distributed topology inference
using structured process data as an alternative to these methods.

While previously only a small number of aggregate measurements are used at the
control centre in the SGAM operations zone, modern grid control and monitoring
equipment provides a wealth of potential data sources.

A key driver of this potential is the international standardisation effort concen-
trated around standards such as IEC 61850. Where fragmented proprietary systems
had made integration complicated, standardised systems now provide a high level
of interoperability.

In summary, the power grid is changing; how it is used, monitored and con-
trolled is seeing and will continue to see, a high level of integration of new sensors,
controllable loads, distributed energy resources and computing power closer to the
electric transmission and distribution process. The technologies being integrated
into the future power grid will have to consider IEC 61850 and distributed systems
concepts if they are to effectively integrate into the coming power system control
and automation systems.

1.5 Research objectives

The preceding sections have pointed out motivations for research and development,
specifically as stated in the research rationale. The opportunities provided by de-
velopment of robust new methods, algorithms and standardisation of data and
equipment, as well as the challenges being faced in power system control and au-
tomation including proliferation of DER. The motivations and opportunities give
rise to the following research question:

Given the framework provided by current power systems automation
practices and standards as well as the need for more advanced control
of power grids coupled with the data needed for this control being
inherently distributed, how can local control applications effectively
acquire system-wide knowledge of grid topologies without the assis-
tance of any central entity?

To address the overarching research question above, the following three objec-
tives have been identified for the research work. These objectives are defined in the
following sections.
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1.5.1 Research Objective 1
The establishment of distributed systems architectures such as MAS and availability
of application development frameworks facilitates experimentation with distributed
monitoring and control. This work should produce testbeds and platforms for eval-
uation of these concepts in a power system control and automation context. The
research objective is to investigate the suitability of multi-agent systems develop-
ment frameworks.

RO1: Propose novel architectures for control applications

1.5.2 Research Objective 2
To ensure applicability and scalability of the proposed architectures investigated
as part of RO1, a critical component is to access data from heterogeneous systems
in the field. To ensure such access, the work conducted on architectures and al-
gorithms in RO1 and RO3 respectively must comply with the state of the art in
standardisation. It is thus important that the research is conducted with the goal
of both utilising and also complying with the relevant industrial standards. The
objective is to make the architecture and algorithm applicable in an IEC 61850
environment.

RO2: Explore ways of utilising data and equipment in SAS (IEC 61850)

1.5.3 Research Objective 3
Finally, to propose a possible answer to the overarching research question, it would
be of great advantage to design systems in such a way as to minimise the need for
the effort involved in data engineering and configuration. This can be achieved by
utilising standardised self-description and information available from local subsys-
tems in a SAS. The objective is thus to develop a method to realise one of the
core components in power grid management, namely determination of grid topol-
ogy, with a minimum amount of prima facie engineering work and no central entity
by exploiting the inherent structure of the data available in modern substation
automation systems.

RO3: Develop a distributed topology analysis algorithm utilising mini-
mum prior knowledge

1.6 Scope and limitations

The work presented in this thesis can be considered to focus primarily in the
component to function SGAM layer, the transmission to distributed energy re-
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Figure 1.7: The orientation of the work in this thesis in the SGAM.

sources (DER) SGAM domains and the process to operations SGAM zones as shown
in figure 1.7.

This research is presented with cautious acknowledgement of the challenges in
securing any information system, not to mention systems which monitor and control
critical infrastructure such as the power grid. While the contributions in this work
aim for industrial applicability, it would be essential that any implementation for
industrial deployment apply the state-of-the-art in best practices for information
security as well as according to the relevant standards. This has been left outside
the scope of the work, however, the utilisation of industry standards and their
inherent, or developing, security features, is a first step addressing these concerns.

1.7 Methodology

The research activities included in this thesis span a considerable time as well as the
extremities of the disciplines discussed in the introductory sections above. While
the methodological approach used for each contribution varied, the overarching
structure for the work was inspired by the design science method proposed by
Simon [79] and further developed in the information systems context by Hevner et
al. [36].

The design science research methodology was specifically developed in the fields
of information systems and computer science where research strategies attempting
to derive practically applicable results from rigorous theoretical research was not
producing the expected results. A project undertaken according to the design
science research process aims to deliver a research artefact which must be designed,
developed, implemented and evaluated. The developed artefact is considered to
be a container of knowledge in that a clear understanding of the problem domain
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Figure 1.8: The design science research cycles [36].

and the methods and concepts applied in the solution of the research problem are
required and implicitly coded into the artefact.

The process works in three distinct research cycles namely, the relevance cycle,
design cycle and rigour cycle as illustrated in figure 1.8. The three cycles collectively
bridge the contexts of the environment in which the research is being performed,
the design science methodology itself and the knowledge base from which the theo-
retical foundations are drawn and to which the expertise and research products are
committed.

As applied in this thesis, the individual contributions in the form of develop-
ment and validation of concept prototypes and an algorithm represent the research
artefacts. The central design cycle itself concerns the iterative work involved in
designing, developing and evaluating the research artefacts.

From the perspective of the environment, the known problems and opportuni-
ties; the need for scalable applications for monitoring and controlling the increas-
ingly automated power grid is one such problem of interest. Also, the state-of-the-
art in the technical systems used in, for example SAS, and the technical road-maps
of the organisations using these systems provide input to requirements and test
specifications.

The design cycle itself consists of the iterative process of designing the research
artefacts based on the requirements developed in the relevance cycle, applying the
foundational resources from the knowledge base and implementing the artefact for
evaluation. These results provide input to the next iteration of the design cycle of
the particular research activity. In the context of a knowledge base, the theoretical
methods from the fields of distributed control and computer science provide the
basis from which to develop new methods and tools as well as the forum of academic
publications for reviewing and distributing the results.

The design science methodology has informed the research process used through-
out this thesis.
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Figure 1.9: The relationships between the included papers and research objectives.

1.8 Contributions

This section describes the relationship between the research objectives and the
contributions in specific papers included in this thesis. Figure 1.9 illustrates these
relationships.

1.8.1 RO1 Propose novel architectures for control applications
While the use of multi-agent systems concepts in power systems applications has
been investigated in the related works mentioned in section 2.1, there is clearly
additional work to be done to bring it beyond the experimental and pilot project
level.

Paper 2 is a first step toward RO1 and provides a review of such research and
pilot projects as well as places the work in this thesis in the research context. It
describes a snapshot of the work taking place at the time of publication. Specifically,
it describes the development of a testbed platform with 3 layers consisting of a first
layer real-time simulation of the power system network interfacing with IEC 61850



1.8. Contributions 19

substation equipment. Secondly a multi-agent system control layer implements
control and coordination functions while a third communication system simulation
layer emulates the delays and changes in network traffic behaviour between the
agents communicating in the system.

Paper 4 addresses RO1 by making an investigation into how a multi-agent ar-
chitecture can be applied to a particular grid management problem. In the case
of paper 4 the case study addresses the use of a dual-decomposition (DD) optimi-
sation for load scheduling on a distribution feeder using price signals between an
aggregator and distributed DER control agents. The aim was to use an existing
body of work on distributed control solutions and apply it to the test platform
architecture developed as part of the project.

These works have demonstrated examples of how RO1 can be met and provide
a representative sample of the methods proposed in related works but are by no
means exhaustive in how they address alternative architectures for power system
control. Future work will be needed to continue following the latest developments
in the related fields of computer science and information systems research.

Evaluation of systems architectures can only be taken beyond the point of the-
oretical exercise if some actual application based on a particular algorithm is exe-
cuted on the architecture under investigation. One such architecture is selected for
the investigations for RO3.

The collective contribution of these works is that they have specified, imple-
mented and demonstrated the use of multi-agent systems in a variety of contexts
for power systems control applications.

1.8.2 RO2 Explore ways to utilise data in SAS automation and
control applications

In order to realise the architectures proposed in RO1, structured interfaces to power
grid automation, protection and control equipment is needed. The contributions
toward RO2 address integration of standardised substation automation equipment
using the interfaces and data model defined by IEC 61850. The contributions
relevant to RO2 can be divided into two areas. Firstly, paper 1 directly addresses
the application of the IEC 61850 data model at the SGAM information layer and
secondly, papers 3 and 4 focus on the IEC 61850 data communication interfaces at
the SGAM communication layer.

In the first area, applications of the IEC 61850 data model, paper 1 addresses
the data model aspects of RO2 by studying the development of a control system
for a DER system with several controllable components. The control system is
modelled according to IEC 61850-7-420 and related specifications. The applica-
tion components for the control and monitoring system are modelled according to
IEC 61850-7 series with individual data object tags according to the nomenclature
specified in the standard. This work, a practical exercise at the SGAM informa-
tion layer in the station and field zones, provides an example of how standardised
data models can provide a structure for control application development as well
as the data associated with the applications. The design and implementation re-
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quired for the development of the system provided valuable insight into how the
IEC 61850 data model can be applied in the context of a system which has a variety
of heterogeneous components and be applied in a practical software development
process.

The second contribution towards RO2 focuses on IEC 61850 data communica-
tion interfaces. Paper 3 investigates the IEC 61950-9-2 process bus by developing an
implementation from the protocol specification and using this implementation for
developing and testing IED applications. The work on the process bus, as its name
suggests, is oriented in the SGAM process and field zones and at the communication
layer. While paper 4 focuses primarily on an application, the laboratory platform
interfaces with several controllable loads and devices. The integration of these ver-
tical remote control interfaces produced insights into integrating various vertical
communication interfaces at the SGAM communication layer and operations and
station zones.

The outcomes of papers 1, 3 and 4 contribute toward ensuring that the platforms
associated with RO1 are developed with the relevant standards at their core and
thus able to utilise both the structure in terms of the specified data models and the
standardised communication interfaces as specified in RO2.

1.8.3 RO3 Develop a distributed topology analysis algorithm
utilising minimum prior knowledge

The contribution addressing RO3 builds on the work form the preceding research
objectives. Papers 5 and 6 are incremental developments on the earlier papers and
are aimed specifically at RO3. A necessary prerequisite for the proposed algorithm
is a metric for comparing process data collected from IEC 61850 devices. Paper 5
investigates the selection of metrics for comparison of process data for use in the
RO3 algorithm and describes the first proof-of-concept for this method.

Paper 6 follows with a complete specification of a distributed algorithm for
topology analysis developed within the thesis and presents the results of evalua-
tions of this algorithm when tested with a reference model. The algorithm aims to
utilise RO2 contributions by applying the IEC 61850 data model to identify process
data streams which can be used for comparison, then using the relevant commu-
nication interfaces for retrieving the data from the substation equipment. The
contributions toward RO3 in papers 5 and 6 are oriented at the SGAM information
and communication layers and span the field to operations zones.

The core contributions of these works are that they define a robust and scalable
method for determining the topology of distribution networks with no central model
data. Secondly, they describe an algorithm that exploits the spatial distribution of
the electrical network in order to effectively cluster the communication and use a
simple and efficient computational technique for inferring the network topology.
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Related Work

This chapter provides an overview of relevant related work. It is divided into three
sections covering novel architectures and multi-agent systems where relevant to
power systems applications, research focusing on IEC 61850 standardisation and
finally topology processing, being the application studied in addressing RO3.

2.1 Novel control system architectures in power system
applications

In 2007 a MAS working group from the Institute of Electrical and Electronics
Engineers (IEEE) Power and Energy Society’s Intelligent System Subcommittee
published their findings on the potential values of MAS in power systems applica-
tions as well as some approaches and technical challenges facing such developments
[62, 63]. This work provided formal definitions of agency and intelligent agents in
the power and energy systems context. This report came out at a time when MAS
was seen as a architecture of great interest in the computer science and networking
communities. [74]. One activity that is specifically referred to in the subcommittee
report is the Foundation for Intelligent Physical Agents (FIPA) which from 1998
onward had been developing normative and informative specifications for interop-
erability and application design respectively [11].

Control systems used in power systems applications were for a long time, and to
a large degree still are, based on hierarchical and centralised architectures. Typical
SCADA systems comprise the control centre co-located with application servers
and data concentrators. The front end or interface to the remote terminal units
in the field which are often connected to substation automation devices. The SAS
had itself comprised protection relays with specific functions to protect valuable
equipment such as lines and transformers. This architecture holds for transmission
level operations but becomes unwieldy for sub-transmission and distribution system
management which can have several orders of magnitude more items of equipment
to monitor than at the transmission level. The development of microprocessor-
based multi-function protection relays, also called intelligent electronic device, has
meant that more processing power has been co-located with the process. These

21
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two developments have motivated research efforts to investigate alternative control
systems architectures in the power systems field.

Concurrently to this technology pull in the power engineering discipline, there
have been several fundamental developments in the field of distributed control for
power systems applications[13, 38, 75].

In [38] an early series of field tests using software agents to represent producer
or consumer end-point DG or loads. The concept was labelled the Powermatcher
system and was used to balance local supply and demand in a MAS-based electronic
market, an example of MAS economic dispatch and control.

A methodology of MAS application development was described in [75]. This
work succinctly captures the utility of MAS control and automation at the dis-
tribution network level. Software engineering principles such as the specification,
analysis and design of distributed applications in power systems are discussed.
From an implementation perspective [75] also describes how FIPA-compliant mes-
sage exchange should function over an internet protocol network. The development
process is tested and demonstrated performing microgrid control transitioning from
grid-connected to islanded and back after service restoration using a simulated en-
vironment. The two latter works are early examples of MAS applications coming
from the power and energy systems community.

Bolognani et al. [13] addresses the problem of calculating and controlling op-
timal reactive power compensation minimise distribution losses in microgrid ap-
plications. This work utilises methods from the automatic control community by
developing an approximate model of the power distribution network and casting
the reactive power optimisation problem to a convex quadratic, linearly constrained
optimisation problem. The algorithm used for the optimisation is a distributed cal-
culation that can be mapped to a MAS. Information is shared between agents using
a randomised leaderless gossip-like method. This method has the advantage that
agents performing local control of microgenerators only require partial knowledge of
the network parameters and state using local measurements to cooperate. The the-
oretical rigour of the method means that exact conditions for convergence and the
convergence speed can be guaranteed. This work is remarkable in that it describes
a MAS application which is completely independent of centralised coordination.

Distributed control solutions often exhibit stabilising and self-healing properties
when compared to centralised techniques. In combination with the development
of architectures and tools, there have been several works which have presented
formal and robust methods for distributed problem solving and control, a particular
example being [72]. This work for instance provides a formalism and analytic
tools from algebraic graph theory, matrix theory and control theory for handling
consensus problems for networks of dynamic agents with both fixed and switching
topologies.

In [51] the authors posit that MAS in power systems applications failed to gain
traction in a first round of interest which began in about 2005 and now appear
to have a renaissance. This work presents the results of an expert survey on the
industrial applicability of MAS in a time when business processes in many sectors
are showing ever-increasing degrees of digitalisation and with the coordinated de-
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velopments around Industry 4.0. The conclusion of the survey indicates that the
list of factors; design, technology, algorithms, standardisation, hardware, suitability
of application and cost are all of significant importance. Technologies and methods
such as data mining data management, machine learning and autonomous systems
have matured greatly in recent years and consolidate the industrial applicability of
MAS.

Another work toward industrial applicability can be found in [7] where a MAS
of coordinated single-integrator agents are applied to power flow coordination in
interconnected AC/DC grids. This work is an example of the use of real-time co-
simulation of the physical grid model and the communication network in order to
capture changes in the overall system functionality when delays or bit-errors are
introduced in the communication network. The agent logic is implemented on in-
dustrial controllers commonly used in high-voltage direct current (HVDC) control
systems. The ability to analyse the performance aspects of an MAS implemen-
tations using industrial equipment and interfaces is important as there are more
complex factors affecting the timeliness of the data used in the computations than
would be present in centralised systems.

In 2013 in the midst of a high focus on smart grid the IEEE computer Society
Smart Grid Vision Project developed and published a vision statement to guide
development in this area [14]. MAS and autonomous systems are seen to play a
key role in the vision which aims to address the large number of connected devices
that can be expected from a high level of DER as well as to enable interactive
cooperation between these devices which must function autonomously. A three
tiered approach is suggested whereby architectural, functional and technological
concepts and the relationship between these concepts are defined.

The vision statement provided a nomenclature and common basis for research in
distributed systems methods and MAS application in power systems. One particu-
lar benefit is that MAS are fundamentally suited to adaptively handle the changes
both in the structure of the system as well as the process or environment in which
the system is operating and have hence been of interest for adaptive control of
distribution networks. This has developed into the concept known as active dis-
tribution networks (ADNs). In [64] the concepts and high level requirements of
ADNs are discussed, these include advanced measurement capabilities, a high de-
gree of automation and communication infrastructure. Important capabilities of
ADNs include power flow control, islanding, demand-side management and fault-
level control.

The work in [61] is an example of the development of ADN concepts from a
research perspective with the goal of developing tools for DER in ADNs. Using
real-time simulation to model the DER and grid processes including electrical,
thermal and mechanical, integrated with a MAS development framework and run-
time, the platform described in [61] is able to capture the interactions between
physical phenomena, markets and customer behaviour in ADNs.

Similarly, [70] reports on the development of tools to enable the transition from
passive to active distribution networks. Specifically the authors focus on the chal-
lenges associated with bi-directional power flows and uncertainty in forecasting high
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Figure 2.1: Testbed grid (a) and its graph representation (b) from [24].

levels of DER in ADNs. The implementation and performance of a distributed op-
timal power flow algorithm is presented and compared to a conventional centralised
alternative.

Within the class of distributed systems, examples of important concepts in-
clude self-configuring and self-healing systems [19, 24, 98]. These concepts focus on
the ability of MAS power systems applications to recover from fault scenarios or
reconfigure the grid topology in order to improve power flow.

In [19] the problem of voltage and frequency control in distribution networks
with high degree of power converters for DER is addressed. A distribution network
with large amounts of power electronic DER results in a relatively low inertia which
in turn make the configuration of line and feeder protection difficult. This is solved
by the proposed autonomous protection scheme using MAS. The selectivity of
local overcurrent protection functions is controlled by local software agents based
on feeder characteristics and the location of the IEDs.

The work in [24] is an example of this self-healing capability where the task of
fault location, isolation and service restoration is mapped to a distributed adap-
tations of the well-known Prim’s minimum spanning tree algorithm. Figure 2.1
shows how the grid model is mapped to the graphical representation used by the
algorithm. Edges of the graph are mapped to circuit breakers and the graph ver-
tices represent the equipment (lines, busbars, transformers and loads) in between
the circuit breakers and system constraints are modelled on the graph edges. The
distributed version of the algorithm uses three classes of agents representing loads,
substation control and the service restoration function respectively. In the event
of a fault requiring a reconfiguration of the network, the algorithm is executed.
Each restoration agent iteratively grows a sub-tree until constrained. A restoration
negotiation ensues in order to perform the minimum allowable switching actions in
order to reconnect supply to the loads, completing the minimum spanning tree.

In relation to the work discussed above, this thesis aims to develop a funda-
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mental tool, that is a topology processing application that takes advantage of the
methods and architectures discussed above proposing MAS applications in power
system control and automation. The notion of mapping the problem to a graph
representation which is used by the MAS is also utilised here. The focus follows
the work on distributed applications which operate independently of a central co-
ordinator.

2.2 Interoperability, IEC 61850 applications and
standardisation

Standardisation efforts such as IEC 61850 are motivated by the need for utilities to
plan and consolidate their equipment and for vendors to present clear technology
road-maps to their utility customers. In the case of the substation, IEC 61850 fills
a niche in an area where interoperability between devices was difficult to realise.
In terms of this thesis the standard is relevant from two angles, interfaces, more
specifically the process bus and the structure of the data and functions. This section
reviews research activities in interoperability and standardisation withing the con-
text of this theses beginning with a focus on the standards and subsequently work
associated with distributed control system architectures discussed in the previous
section.

The IEC 61850 process bus and merging unit concept involved forgoing con-
ventional copper cabling used in the substation switchyard with an Ethernet-based
field bus. Process bus performance has been under much scrutiny including inves-
tigations such as [48, 56, 95].

In [48] end-to-end performance of the IEC 61850-9-2 process bus is evaluated by
capturing and logging sampled values and generic object oriented substation event
(GOOSE) traffic with time synchronised Ethernet adaptors in order to quantify
the absolute latency that is introduced by network equipment such as switches on
the substation process bus. This work provides a benchmark for use in the design,
testing, commissioning and maintenance of IEC 61850 local area networks.

The use of non-conventional instrument transformers (NCITs) fits hand-in-glove
with application of the IEC 61850-9-2 process bus due to the placement of the
current transducer in the switchyard. The work described in [56] presents a model
of an NCIT which is co-simulated with a network simulation of a merging unit
communicating with IEDs over an emulated process bus. The end-to-end latency
of sampled value (SV) measurement streams compared to GOOSE event broadcasts
are analysed and discussed.

Also, [95] uses a laboratory setup using industrial IEDs and test equipment
to evaluate protection function performance in a multi-vendor SAS using the IEC
61850-9-2 process bus. Test scenarios considering process bus overloading and incor-
rect configuration are considered and showed how at the time of writing there were
still interoperability issues in multi-vendor SAS. A discussion on the challenges
of ensuring full interoperability between devices is essential for realising the full
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benefit of the standard and that all stakeholders need to work toward unambiguous
conformance certifications and tools.

Continuing with the data model aspects of IEC 61850, the IEC 61850-7-420 [42]
section of the standard provides definitions of LNs that are specific to the modelling
and control of DER [20, 66, 85]. The additional LNs provide the designer of DER
control systems with the structures required to model DER components and their
functionality. The additional LN specifications for DER are important because
robust interfaces for controlling these devices and systems will be required as they
become more pervasive in the grid.

A first introduction and motivation for the these additional LNs is given in
[20] where the author lists benefits such as enabling sophisticated market-driven
operation and improving reliability and efficiency. Based on these motivations,
[85] propose and describe additions to IEC 61850-7-420 to model the capability
of bi-directional energy exchange in electric vehicles connected to charging point,
vehicle-to-grid (V2G) functionality, as a form of DER.

A case study of an islanding detection scheme for a microgrid which uses IEC
61850-7-420 LNs is presented in [66]. Such examples provide guidelines for the
development of best practices for the implementation of control interfaces for DER.

The applicability of the IEC 61850-7-420 standard becomes clear in the context
of aggregations of DER into virtual power plants (VPPs) as described in [27, 97]
or in active distribution management as discussed in [82]. The latter method also
being applicable to a the related IEC 61400-25 [47] specifying LNs for wind turbines
as in [81].

The VPP concept as described in [97] aims to aggregate a large amount of DER
with a common interface to the external grid and energy market. As an early work
on the topic, this work provides a generic VPP model outlining the main functions
necessary for the VPP to act on the electricity market. Following on from this, [27]
defines specific requirements for the VPP in terms of communication, information
model and functionality, and provides a comparative study of the state-of-the-art
in communication techniques related to these requirements.

Given the communication interfaces and data models specified in IEC 61850.
There has been much interest in integrating IEC 61850 SAS into intelligent dis-
tributed control systems for power system control beyond conventional SAS [4, 37,
87, 98]. A common theme in these works is the application of the IEC 61499 specifi-
cation for function blocks for industrial automation systems which are explained in
[86] and [101]. This complementary specification has the benefit that it facilitates
the development of platform-agnostic distributed applications. Once an application
is specified in terms of IEC 61499 function blocks, the functionality can be mapped
to devices which could, for instance, be IEDs or software agents in power systems
applications.

An example of the process of developing IEC 61850 applications in this way is
given in [37] which investigates the interplay between IEC 61850 and IEC 61499 and
proposes this combination as a solution for distributed power system automation
and provides an explanation of how this can be achieved. A further application
study using this method is presented in [4] which presents implementation and
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deployment guidelines as well as a simulation study of two cases describing the
implementation and results.

Not all applications are based on the IEC 61944 specification, others have used a
variety of methods and tools for implementing IEC 61850 applications [3, 31, 69]. In
[69] an automatic bus transfer scheme for use in primary distribution stations is pre-
sented along with results of a practical implementation using only IEC 61850 IEDs.
Similarly, Giustina et al. present the development of fault-tolerant SAS functions
based on distributed coordination of protection function selectivity using only the
IEC 61850 functionality in commercially avaliable IEDs [31]. Furthermore, passive
islanding detection schemes using phasor measurement units (PMUs) are presented
in [3] where the PMUs issue trip commands o IEC 61850 IEDs to disconnect and
protect DG connected to the isolated network.

The use of IEC 61850 data models and communication interfaces in MAS appli-
cations on power systems is a concept that has been suggested as early as 2006 in
[5]. In the time since then, this concept has been subject to a number of interpre-
tations and has steadily matured into a more specific and concise architecture, for
instance as described in [98]. This work combines three of the topics discussed thus
far in this review, namely, MAS, IEC 61850 and IEC 61499 with the aim of pro-
viding a pragmatic software engineering framework to facilitate industrial adoption
of agent-based systems for grid automation. The architecture uses IEC 61850 LNs
to define agent functions and data model, IEC 61850 interfaces for communication
with IEDs and other automation system devices while using FIPA agent commu-
nication language (ACL) for inter-agent communication. A similar architecture is
used for ADN control in[18]utilising IEC 61850 where relevant and using FIPA-ACL
for interactions between agents.

One notable motivation for integration with MAS is that IEC 61850 defines
a language for describing the SAS data model which can be used as part of the
common domain representation, or ontology, used by the MAS for interpreting and
exchanging information [62, 63]. Further activities which aim to harmonise the
information models used in IEC 61850 with CIM include [58] and [77]. The exis-
tence of unambiguous translations between information models will be important
for developing distributed control systems that can interact both with low-level
automation devices such as those found in the substation, the station layer of the
SGAM as well as with the control centre equipment in the SGAM operations layer.

In summary the work in this thesis builds heavily on prior and concurrent work
on the application of IEC 61850 as the basis for developing applications for power
system control and automation, being the focus of RO2. The interfaces defined and
data models specified in the standard enable interoperability between devices and
different vendors’ products. Extensions specific to DER, the primary motivator for
the interest in distributed control systems, ensure the applicability of IEC 61850-
based applications to the challenges at hand. In the context of MAS applications in
power system control and automation, the formalism of IEC 61850 and the related
standards provides the developers of MAS applications with the necessary structure
with which to develop applications which can interoperate with adjacent devices
and systems.
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2.3 Distributed Topology Processing

The need for effective and robust control applications for power grids that are faced
with increased levels of non-dispatchable RES has become fundamentally important
[71]. This change has led to technical developments such as increased automation
[57], adaptive protection schemes and real-time power dispatching [5, 34, 54, 67, 76].
Many such methods rely on accurate models of grid topology in order to function
correctly. The grid topology is a connectivity model of a power system reducible to a
bus-branch model [1]. It is a fundamental input parameter for state estimation (SE)
as well as for other analyses such as power and load flow calculations. For the
accuracy of these tools it is essential that the topology is reliable and up-to-date.

Updated topology data in the power system is traditionally only maintained at
transmission level. Such centralised energy management system (EMS) applications
rely on status information from circuit breakers and complete a priori knowledge
of the grid. This is the case since the method for topology processing requires the
maintenance of a complete static connectivity model at the control centre which is
configured according to collected breaker status signals from field devices such as
RTUs [6]. Since the characteristics of distribution networks differ from transmission
networks, e.g. many more feeders per bus and fewer circuit breakers, alternative
approaches to distribution network topology processing have been proposed [26, 49,
52, 60, 78].

Incremental approaches on the traditional weighted least-squares SE use ana-
logue measurements as opposed to circuit breaker status to determine the grid
topology. Considering the size of distribution grids in terms of busses, automated
topology processing reduces the amount of data engineering effort and hence risk of
human error [53, 80]. Other novel approaches use machine learning techniques such
as artificial neural networks (ANN) for pattern matching particular grid topolo-
gies to the analogue measurements [55]. [15] investigates the use of data from
grid-tie inverters intentionally perturbing their power injections coupled with a
graph-theoretic method for topology identification.

A two-stage graph-based topology processor for use in HVDC grids is proposed
in [8]. Here in the first stage, a software agent ascertains the local substation
topology using a graph-based algorithm. A second stage then uses a distributed
method to utilise information on local connectivity from neighbouring agents to de-
termine the overall grid connectivity. This method is applied to islanding detection
in HVDC grids.

Bolognani et al also apply a graph-theoretic method to identify the topology of
distribution networks in [12]. The correlation properties of voltage measurements
are mapped to a sparse Markov random field. This allows the grid connectivity,
which is itself mapped to a graph representation, to be reconstructed from the
voltage measurements using a "best spanning tree search" algorithm.

The vast majority of control methods used in energy and distribution manage-
ment systems require models of the process under control [71, 80]. In the case of
centralised control of systems one of the fundamental models needed is the grid
topology which is commonly determined by method of topology processing prior
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to SE [96]. For the case of distributed control systems, partial or complete models
of the grid topology are also required and hence, for the cases where distributed
control is employed, there is a need for distributed topology processing techniques
to fulfil this requirement [55].

One of the primary strengths of the application of distributed methods is that
they facilitate the development of systems on a scale which would be hampered
by bottlenecks in centralised architectures of similar scales [17, 51, 93]. On the
transmission side multi-agent systems applications using distributed subgradient
optimisation methods are demonstrated for multi-area power systems in [99]. Sim-
ilarly the SE process can be completely distributed to provide SE as a service to
distributed grid management applications as demonstrated in [54].

Similar to [12] but with a focus on the process interfaces and data model, the
work in this thesis aims to combine a fully distributed method for determining
the topology with IEC 61850 interfaces and data model in order to the benefits of
both the distributed methods that can be applied to power systems control and
the standardised data models and interfaces available. The resulting algorithm and
system architecture is intended to provide the important topology processing layer
for distributed grid management applications.





Chapter 3

Research Results

The summary of the results presented in this chapter reuses text and
figures from the relevant papers included in this thesis.

This chapter describes the key outcomes of the research related to the stated
contributions. Three sections discuss this thematically in terms of the main research
objectives.

3.1 Novel architectures for power grid control applications

The first research objective was to assess possible novel architectures for power grid
control applications. During the early stages of the research several projects were
conducted focusing on multi-agent systems as a paradigm for power grid control.
The following subsections cover the research results addressing the state of the
art in testbeds using novel architectures and the development of MAS testbeds
respectively.

3.1.1 Testbed architectures
The results focusing on novel systems architectures in this section are predominantly
taken from paper 2. The work in this thesis is placed in the context of related
projects and describes a snapshot of the work that was taking place at the time of
publication.

A review of testbed technologies and design choices that followed was conducted
and the results were carried through to the development work that followed.

The review of technologies and methods of interest to RO1 revealed a variety
of developments on multi-agent systems applied to distribution system control and
related testbed development. The argument for the suitability of MAS for use in
power systems control. For such multi-dimensional problems with several involved
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Figure 3.1: The generic architecture of MAS framework used in this thesis, appli-
cation functionality and process interface.

actors, multi-agent systems have been brought forward as an appropriate paradigm
for developing the necessary control systems.

This is because MAS are well-suited to decomposition of software into sub-
systems which model actor behaviour i.e. autonomous functions associated with
functions. Some examples of functions of agents include:

• Local equipment control and monitoring

• Generator dispatch control

• Load control

• Market actors for bidding

The generalised MAS architecture used in the context of this thesis is sum-
marised by figure 3.1. A set of software agents interact via a transparent network
infrastructure, an overlay network. Each software agent can have a set of behaviours
implemented which determine how it interacts with others. These agent behaviours
can access a library of application functionality which could for instance consist of
common calculations or distributed algorithm implementations. Individual agents
can also be integrated into process environments with process interfaces using, for
example, IEC 61850 communication interfaces.

The choice of MAS platform or framework is important because the applicability
and adaptability of such tools have important repercussions on the application
development. Some of the specific agent platform technologies and frameworks
investigated include:

• AOS JACK [39]

• JADE [68]

• SPADE [32]

• CORBA [94]

• FIPA [10]



3.1. Novel architectures for power grid control applications 33

A second important outcome at this stage was designing for standardised in-
terfaces and protocols. The use of these tools enables significantly more realistic
testing and validation making the results more industrially applicable. Moreover,
for tests and experiments involving larger models with many physical components,
it becomes unfeasible to physically implement in a laboratory environment. In or-
der to test MAS applications with larger reference models and more software agents
interacting with the process, simulation interfaces were developed for integrating
agents with simulated power systems.

Standardised interfaces facilitate the use of real-time simulators and network
emulators for validation and analysis of the applications of interest. This was in
line with the broader scope of work taking place within the power system dynamics,
operation and control research group. Figure 3.2 illustrates how this architecture
was developed and implemented. From the left, a real-time power system simula-
tion with virtualised sensors and actuators stream measurement and status data
and receive commands using IEC 61850 process bus segments. These process bus
segments are in turn connected to IEDs which are integrated with local software
agents. To emulate the structural effects of a data communication network, a net-
work emulator is used to model the WAN that would be needed for the software
agents to interact.

To illustrate and describe the application of the some of the design choices three
case studies were examined:

• Topology inference

• Inter-substation communication

• Multi-agent reasoning applications enabling comprehension of IED function-
ality

The case study projects reported in paper 2 each represent a different focus area
within the MAS application in distribution grid monitoring and control. In general,
this work set the scene for the type of platforms being used and developed during
the rest of the thesis.

3.1.2 Development of laboratory platforms
Based on the results reported in the previous section, this section mainly concerns
the work in paper 4 and reports on the development of a laboratory platform for
distributed control.

Applying the concepts and technologies from the review of relevant MAS ap-
plications and early experimentation with MAS platforms, further work on RO2
went on to describe in more detail how such a system was implemented in the case
reported in paper 4. An appealing method for developing such systems was us-
ing off-the-shelf technology and readily available tools in order to build laboratory
experiments or prototypes. One such effort was conducted and utilised many of
the MAS concepts discussed in earlier work. In this work, a physical feeder model
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Figure 3.2: The implementation view of MAS applications with emulated network
interfacing SAS devices connected to a real-time simulator.

was constructed using a combination of low voltage loads and resources including
a solar inverter and switched electronic loads.

Experience gathered from this work serves to further underpin the importance
of well-structured architectures as well as the use of robust application development
frameworks and design rules.

The laboratory platform development for the physical feeder model had a spe-
cific focus on investigating the process of distributed application development using
a multi-agent framework and the software management aspects required for such a
system to function reliably. The particular framework used was the smart python
multi-agent development environment (SPADE) [32] due to the fact that it provided
a functionally good fit to the requirements of the project in that it uses FIPA agent
communication language (FIPA-ACL) and semantic language (FIPA-SL) [10] and
was new to all the researchers in the project, providing a new agent framework to
evaluate while still providing the relevant structure.

Having selected the MAS framework, the project also aimed to re-use existing
Matlab implementations of grid management algorithms. This was achieved by
offloading calculation to an external calculation engine separate from the agent
itself. This concept allowed computationally intensive calculations to either be
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Figure 3.3: SPADE agent implementation with process interface to TriPhase con-
verter and application function bridge.

executed locally or offloaded to an external cloud-based host.
The algorithm used in the case study was the dual dual-decomposition (DD)

optimisation system which had previously been implemented and validated [41].
DD is a distributed method which can be applied to grid management problems,
it uses Lagrangian relaxation to incorporate global constraints in local objective
functions. In doing so, instead of solving the main problem as a whole, multiple
sub-problems can be solved individually and in parallel by the agents [22].

A bridge between the SPADE framework agents and calculation engine was
implemented. Figure 3.3 develops on the generic agent illustrated earlier and shows
how the required interfaces where integrated into the SPADE agent framework and
the laboratory equipment used for the project. The SPADE framework was used to
implement the the two classes of agents, aggregator and distributed control agents,
and their behaviours. The implementation of the DD calculations were called by
the agents via the Matlab bridge.

A single-phase feeder model was built to test the system. This physical lab-
oratory model used low-voltage equipment similar to what could be expected in
microgrid installations. The laboratory component models were implemented using
the TriPhase bidirectional power converter modules as shown in figure 3.4. Agents
running on individual hosts were connected to the controllable equipment by third-
party software or analogue interfaces. Abstract interfaces in the SPADE agent code
and code wrappers were used to modularise the integration of third-party interface
code.
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Figure 3.4: High-level overview of the laboratory platform interfaces and connec-
tions.

Figure 3.5 illustrates how the MatlabControl library was used for integration of
a MAS platform with the reference model simulation performed in Matlab Simulink.
An example of application of this architecture can be found in [40] where a MAS
platform is applied to the coordination of electric vehicle charging using market-
based control. A similar process interface to reference model simulation was used
in the work on RO3.

3.2 Using SAS data in automation and control applications

The work in this thesis on RO2 entailed, to a large degree, a process of experimen-
tation with IEC 61850 and developing tools and interfaces using the standard. The
following discussion of the outcomes of this process is divided into subsections on
using the interfaces and using the data model respectively.

3.2.1 Using the IEC 61850 interfaces
IEC 61850 defines three important types of interfaces, namely low-level process
bus, horizontal communication within the substation and vertical communication
usually for remote control and monitoring.
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Figure 3.5: Showing the use of the MatlabControl process interface between MAS
platform and power system simulation.

The work described in paper 3 contributes toward RO2 at the SGAM commu-
nication layer and concerns the IEC 61850-9-2 process bus. At the time of writing
paper 3, sourcing an industrial merging unit (MU) had turned out to be a difficult
task. Moreover, for many of the experiments and investigations in mind, several
MUs would have to be used. This motivated the development of a portable emulator
which could operate either as a standalone tool or an interface to a simulator.

Using the process bus for both event, state (digital I/O) and measurement data
means that all hardware below the process bus could be emulated by interfaces
connected to real-time simulator systems or simulated offline and relayed onto the
process bus with relevant tools, many of which are available as standard network
diagnostic tools. All equipment from the bay level up could therefore be IEC 61850-
compliant SAS equipment allowing for tests and experimentation on industry-grade
equipment. Figure 3.6 shows the logical workflow and architecture of the software
merging unit in the most basic use case for developing simulated fault cases using
Matlab Simulink and replaying the measurement data to the process bus of the
system under test.

Three factory acceptance tests (FATs) are shown as validations and demon-
strating the workflow using the software MU platform. The FATs selected were
for overcurrent protection, transformer differential protection and second harmonic
blocking to avoid unwanted trips during inrush currents. For each test scenario a
simulation was developed with a steady-state base case and a fault/inrush case.
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Figure 3.6: Logical workflow and architecture of the software merging unit platform.

The platform validation system consisted of Linux workstations where the soft-
ware MU is executed, process bus network and the IEDs under test. Separate
workstations were used for the modelling, IED configuration and SV playback for
convenience. An industrial Ethernet switch was used for process bus switching.
Analysis of the process bus traffic was performed using the Wireshark network
analyser tool.

In the test bench as illustrated on the right side of figure 3.6, the software MU
SV stream is read by the IED through the process bus. In, for example, the case
of the second harmonic blocking test, the pre-configured blocking operations will
be performed when the measured current exceeds the pickup value. This scheme is
typically used to prevent overcurrent protection functions from tripping due to the
inrush current which occurs when a transformer is energised. There are four differ-
ent pickup threshold values which the protection engineer performing the protection
function configuration can define. With the second harmonic restraint function en-
abled, the four-step overcurrent protection will monitor the second harmonic in
the measurement. When the second harmonic is detected and is greater than the
threshold, the normal overcurrent protection trip will be blocked.

The results of the validation tests reported in paper 3 show how these protection
functions behave as expected and that the FAT can be replicated using the software
MU. The software MU project was further developed in [92].

3.2.2 Using the IEC 61850 data model
IEC 61850 defines a model for data and functions in SAS. Most of this is explained
in section -7-4 of the standard [44]. The first work in this area applies the model
as a formalism for the program structure of the control system for a small hybrid
renewable energy system (HRES) with a variety of sources and sinks.

The HRES, illustrated in figure 3.7, consists of three sources namely; photo-
voltaic panels, a wind turbine and a hydrogen fuel cell. For energy storage it is
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Figure 3.7: HRES system diagram.

equipped with a battery and an electrolyser with connected hydrogen storage. The
system is grid-connected via an isolation transformer. The possibility of an HRES
local load is also assumed in the design. A DC bus bar is used for interconnection
of all DC components. The DC bus is linked to an AC bus by an inverter. An AC
battery charger is used to charge the battery. The solar and wind energy sources
are able to output both AC and DC.

The HRES control system was designed according to the IEC 61850 functional
hierarchy which is divided into three levels:

• Station level functions - refer to functionality that concerns the substation as
a whole.

• Bay level functions - refers to the group of functions that are predominantly
associated with a specific bay in the substation instance.

• Process level functions - interface directly with the process, namely I/O func-
tions such as data acquisition and issuing of commands.

As explained in the introduction to this thesis, the -7-4 subsections of IEC 61850
relate specifically to the data model and are applied in the context of the HRES
case study application. More specifically it uses the IEC 61850-7-420 section of
the standard as it encompasses component definitions specific to the HRES used
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Figure 3.8: IEC 61850 LN interactions for the HRES battery system.

in the project. This was done by applying -7-4 data model constructs in as much
detail as possible during the modelling of the HRES control application in the
unified modelling language (UML) using the LNs specified by these sections of the
standard. Also, as far as possible, the IEC 61850 interfaces for data communication
were specified in the UML model giving indications of how these interfaces should
be applied if the LN functionality were to be hosted on separate devices e.g. from
IEC 61850-7-4:

Interface 8 supports direct communication between LNs in different
bays, this is used to support functions such as interlocking.

For the grid-connected HRES, the implementation aimed to follow the following
design principle as given in paper 1:

In the case of application specific or embedded control systems, de-
signers who follow these guidelines and make use of the LNs and their
related pieces of information to communicate (PICOMs) relevant to the
functionality they wish to implement can more easily produce a concise
and understandable design. Furthermore, implementations following
the standard using the presented methodology should exhibit a high
level of re-usability, saving development effort in subsequent implemen-
tations.

The development process for the HRES control system was divided into three
phases: an IEC 61850 design step using relevant LN and PICOMs modelling func-
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tions and data exchange, an example of the HRES battery system is shown in figure
3.8.

At station level, several functions such as remote monitoring interface (ITMI),
Human Machine interface (IHMI), Remote Telecontrol interface (ITCI), Alarm han-
dling (CALH), Busbar protection (PBIF), Station-level Automatic process control
(GAPC) and Station level Interlocking function (CILO) were applied.

At the bay level, the Measuring (MMXU), Overvoltage protection (PTOV),
Undervoltage protection (PTUV), Overcurrent protection (PTOC), Bay level Au-
tomatic process control (GAPC), Bay level Interlocking function (CILO), Switch
controller functions (CSWI), Battery system LN (ZBAT), and Battery charger LN
(ZBTC) were used.

The measuring function is typically used to acquire the system data such as
current, voltage, status of switches and devices. Overvoltage and overcurrent pro-
tection are used to protect system devices. Normally, the device specification de-
termines the maximum voltage and current.

The automatic process control (GAPC) is used as the interface between sub-
systems of HRES control system. This LN was used to capture the general logic
required to collect the measurements, status signals, events and alarms from mea-
surement, protection and other functions such as the station level automatic process
control.

The LN for the battery group (ZBAT) was used to give information about the
battery such as battery type, nominal voltage of battery and so on. The LN Battery
charger is implements the functionality to control and monitor the battery charger.

Logical nodes used at the process level included the Generic I/O (GGIO), Volt-
age transformer (TVTR), Current transformer (TCTR), Circuit breaker (XCBR),
Switch functions (XSWI), and Fuse (XFUS). This level is lowest level of the IEC
61850 hierarchy and functions do not communicate horizontally with each other.
Each function interacts with one or more high level functions

From there, a model specified in unified modelling language (UML) was derived
from the IEC 61850-7 schema which provided a developer-friendly structure of the
control system using the IEC 61850-7-420 LNs as the structural basis.

The IEC 61850 model of battery energy storage system UML model is shown
in figure 3.9. The Battery energy storage system is composed of Battery Group
(ZBAT), Battery charger (ZBTC), and DC port of Integrated energy controller.
Battery group is composed of several battery units as the figure shows. Also shown
are the DC ports controlling the charger (ZBTC) for the battery and the inverter
(ZINV) for AC output.

Finally, the implementation on the chosen target development system was per-
formed.

The verification of the HRES system was performed in a series of phases. De-
tailed logs of all measurements and state changes are used throughout all tests for
use in verification and performance analysis. A first step was to provide a bare-
bones manual control interface that allows an operator to manually control basic
system functionality, primarily the breakers on the custom-built circuit breaker and
measurement modules referred to as control modules (CMs). As this step required
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Figure 3.9: Static UML structure of the battery energy management system.

only configuration of the interfaces to the CMs and development of a basic human-
machine interface (HMI), it was completed in a short time and deployed on the
system and used for demonstration purposes as well as for hardware maintenance.
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During the implementation of the LN-mapped functionality, small simulation
unit test were constructed for the LNs. These tests simulated various inputs and
states allowing the developers to analyse the output for malfunctions. The results of
these tests assisted with debugging real-time related problems such as "debouncing"
in the CILO interlocking LNs for example. The simulated unit tests were valuable
for identifying errors before connecting to sensitive equipment that otherwise would
have been damaged by a malfunction or protection failure.

A first round of deployment tests evaluated the functioning of the LN imple-
mentation interfacing with the actual hardware. The conclusions from these tests
were that the implementation of the standard LNs was very successful and that the
effort in unit testing these had been well-spent.

The process of applying the IEC 61850-7-4 series data model to application
development was deliberately intended to be technology-agnostic as the goal in line
with RO2 was to gain experience in using IEC 61850 data and functional model in
structuring control systems. During the HRES project, the choice of LabView as
a development platform provided an intuitive graphical development environment
that fit the system maintainers’ requirements. In this case the IEC 61850-specific
interface protocols were not used.

3.3 Development of a distributed topology analysis
algorithm utilising minimum prior knowledge

With the groundwork established in RO1 and RO2, the contributions toward RO3
return to the original research question of this thesis:

Given the framework provided by current power systems automation
practices and standards as well as the need for more advanced control of
power grids coupled with the data for this control being inherently dis-
tributed, how can local control applications effectively acquire system-
wide knowledge of grid topologies without the assistance of any central
entity?

The concept of distributed topology inference as presented in this thesis was first
presented in paper 2. The results are presented in two stages. . Firstly, identifying
and testing suitable metrics for process data comparison in paper 5 and secondly,
a full algorithm and validation are detailed in paper 6.

3.3.1 Process data comparison
The distributed topology analysis method developed in this thesis is contingent on
both the presence of data that can be compared at different points in the grid as
well as an efficient method for calculating the strength of the comparison. This
section focuses on the development of metrics for comparing streams of process
data needed to realise the goals of RO3 which was ultimately to develop a topology
analysis algorithm using minimum prior knowledge and to provide the basis for



44 Research Results

the subsequent investigations where a later revision of the algorithm is applied to
a larger reference model. The process data comparison investigation did this by
evaluating different metrics for time series comparison of measurement data, what
are referred to as fingerprints, which are the unique time-series of measurements at
an individual measurement point, usually at a feeder at a substation.

The primary aspects considered in order to extract, store, exchange, perform
operations and interpret fingerprint data include:

• interfacing the substation automation system

• sampling rates

• time synchronisation

• time-interpolation

• correlation methods

• units and scale-factors

• geographical location

Although we restrict the design to interfacing with IEC 61850 substation au-
tomation systems, the process data available to the station agent may vary sig-
nificantly. This depends on the conventions used by IED vendor tools and the
automation systems design policies used by network operators themselves.

The rate at which process data can be extracted is also of concern. Much of
this detail is product specific for IED which means that the agent ontology used
must be sufficiently detailed for the station agent to be able to parse, comprehend
and classify process data collected as IEC 61850-8-1 manufacturing message speci-
fication (MMS) queries. The sampling rates used when collecting process data are
dependent of on the capabilities and configurations of the devices in the substation
automation system. It would be unreasonable to expect that the sampling rates
will be universally similar amongst devices across a utility network. It is therefore a
requirement that fingerprint data of varying sampling rates can be accommodated.

It is therefore necessary to consider the requirement of synchronised substation
clocks. global positioning system (GPS) technology is however inexpensive and sim-
ple to integrate into general purpose computers as well as the majority of industrial
systems. Most IEC 61850-compatible SAS are equipped with GPS-synchronised
substation clocks or equivalent time sources.

The samples in the measurement data series that are compared during the fin-
gerprint comparison operations need timestamps that match exactly. There are
two obvious methods for achieving matching timestamps in data series recorded
at different locations. The first would be to establish routines for when times-
tamp data is recorded at the source. For example the first measurement should
be taken at the beginning of a second and subsequent samples should always be
taken at integer multiples of a sampling interval that divides evenly into one sec-
ond. Enforcing sampling regimes such as this however place requirements on the
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automation systems that serve as the measurement data source. In an environment
with heterogeneous automation systems these rules become unfeasible to enforce.
The alternative suggested here is a more flexible approach that aims to make-do
with whatever format the source sample data may happen to have. This is done as
pre-processing to the fingerprint correlation where one of the two input streams is
chosen as the reference stream. We consider the stream with the highest number
of samples and even distribution of samples over the window time.

Depending on the systems available it would be beneficial to use a variety of
process data types as input. For this reason it is important that the data is correctly
identified and classified by the MAS. The agent ontology needs to provide semantic
support for this process in order to select the correct operations for pre-processing
and comparison of process data.

The use of GPS time-synchronisation has a further advantage. It provides a
reference of the geographical location of the substation that is available locally
without any reliance on configuration data. In the case of the topology inference
method as well as further applications which could be developed on the platform,
the presence of verifiable geographical data could be utilised for making conclusions
about network structure as well as for improving algorithm efficiency.

Alternative suitable metrics were considered, however, the focus was limited to
correlation of measurement data streams that are commonly available from IEC
61850-compliant SAS. A standard Pearson time-series correlation [89] was chosen
for the evaluation. A pre-processing step including interpolation of input streams to
match sample times to the chosen reference input stream was explained. This is im-
portant to enable the comparison of input streams from dissimilar or asynchronous
measurement source equipment.

The metric chosen for the evaluation of the process data comparison was positive-
sequence value current magnitudes which were sampled at the bays of all partici-
pating substations at intervals of 0.01ms. This rate, which is impractically high for
real deployment, was then reduced by performing running averages of the sample
streams input to the topology inference test platform at varying rates.

The sampling rates on a standard large sample window were varied from time-
steps of 0.01ms to 500ms repeating the algorithm for each sampling rate. The
objective of the analysis presented here is to perform a rough evaluation of the
range of process data sampling rates that are useful for inference of grid topologies
as well as to examine the analysis outputs form fingerprint data that enable the
station agents to be able to draw conclusions about the presence of lack of an
electrical interconnection and inference of positions along paths in the network.

The utility of geographical information and GPS time synchronisation was dis-
cussed. External time synchronisation and the possibility to improve the algorithm
efficiency by using the location data are easily available using a standard industrial
GPS receiver. Use of this now ubiquitous technology is of great benefit to this type
of application.

The analysis was run under two scenarios, the first immediately after a transient
event has occurred, the other under steady-state.
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Figure 3.10: Distribution of Mean coefficients of determination for 500 iterations
for post-transient (a) and steady-state (b) cases.

The results of this simple proof-of-concept analysis make a reasonable case for
the viability of the methodology. In terms of correlation of current values in finger-
prints there are marked differences in the utility of the result in the post-transient
and steady-state cases.

Running the analysis on fingerprint data recorded directly after a transient made
the stronger case for inference of paths and connections using correlation values,
which tend to be weaker on average but show a clear significance between directly
connected bays and indirect or unconnected bays.

Figures 3.10a and 3.10b show the distribution of mean coefficients of determi-
nation (MCDs) for the post-transient and steady-state cases respectively. Under
steady-state in a network exhibiting few dynamic phenomena, the correlation val-
ues tend to increase to the maximum value of 1 on all bays on the network. In
order to distinguish between them, the use of the arithmetic mean difference of the
fingerprints becomes more effective. This result is thought to be attributed to the
symmetry and lack of dynamics in the simulation model used.

When comparing the arithmetic mean difference of the fingerprint sample val-
ues in a steady state one can clearly distinguish where lines are connected based
on the magnitude. Furthermore, due to the fact the geographical locations of the
substations are assumed to be known, an expected range of difference of the means
between two bays can be calculated from a line impedance model. The standard
deviations of the mean differences in the result sets were large relative to the mean
differences themselves. Especially in the post-transient test, comparison of finger-
prints by mean-difference could be inconclusive.

The results of tests with an early version of the distributed topology inference
algorithm and simulation scenario showed consistent performance in identifying
connections in the model. In the presence of transient phenomena, the correlation
metric clearly distinguished the correct connections. However, the ability to identify
connections using similar load models under steady state was less effective.

The risk of inconclusive results using only correlation metrics at steady state
prompted a discussion of the suitability of combined metrics using a combination
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Figure 3.11: Logical architecture.

of mean difference and time-series correlation. From a simple simulation-based
analysis, a basic proof-of-concept for using current measurements as the primary
fingerprint data was performed. The time-series correlation and mean difference
showed two interesting operators for comparing fingerprint data.

3.3.2 Distributed topology inference
In the second stage of RO3, paper 6 builds on the work in section 3.3.1 by pre-
senting a complete distributed topology inference algorithm and an evaluation of
a prototype implementation using a reference model. The aim of this work is to
provide a deliverable matching RO3 using the outcomes of the work toward RO1
and RO2.

The system architecture is intended to leverage the capabilities and interfaces
of IEC 61850 SAS. The substation-local database and substation agents are shown
in figure 3.11 communicating using an overlay network providing structure network
services over the utility communication network infrastructure based on the work
on RO1 described in section 3.1.1.

A representation of the problem domain and accompanying nomenclature was
developed. The nomenclature was developed in order to simplify the understanding
and discussion of the concept. The key terms are:

• Fingerprint - a timestamped series of current measurements associated with
a substation bay

• Connectivity certainty - a comparative metric of the strength of the rela-
tionship between two fingerprints
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• Friends - agents which a certain agent is able to interact with

• Neighbours - agents with electrical connectivity as determined by the algo-
rithm

A nomenclature based on these terms was introduced in order to keep the ex-
planations concise:
ai a substation agent at bus vi

Bi set of bays connected to bus vi

bp a particular bay in set Bi

Ip fingerprint series of current measurements at bp

κp,q connectivity certainty between bp and bq

Ki connectivity certainty matrix at ai

D̃i agent-local connectivity matrix at ai

d̃p,q agent-local connectivity matrix entry for κp,q

D(Go) global connectivity matrix for network Go

Fi set of agents on the communication graph of ai

Ni set of agents electrically connected to ai

The problem domain representation is divided into three subsections, represen-
tation of the electric grid, the local intelligence as agents and the communication
network. The link between these is shown in figure 3.12. The standard multi-graph
representation G = {V,E} of bus-branch models of electrical process is used where
busses are represented by vertices V = {v1, v2 . . . vn} and lines between busses
are represented by a set of edges E. Each bus vi has a set of neighbouring busses
Ni =

{
vj ∈ V |εvivj ∈ E

}
that are electrically connected to it. The edge set e.g.

E =
{
εv1v2 , εv3v7 ...εvivj

}
represents the existing known interconnections between

busses. This mapping is illustrated in the lower two layers in figure 3.12. The
points of interconnection in the grid are substations which can be described in
terms of busbars and bays representing the ingress and egress points of electric
lines and feeders to and from the substation respectively. In the representation
used here the local substation structure is therefore described in terms the bays
Bi = {b1, b2, b3 . . . bp . . . bm} where m = deg(vi) for each line or feeder connecting
vi to other substations or points in the grid.

The communication channels, shown in the top level of figure 3.12, form the
edge set C between the agents in A and is thus represented as the fully con-
nected graph GComms = {A,C}. In the default scenario all agents are able to
communicate with one another. To exploit the geographical locality of the dis-
tribution network to spatially cluster the communication we define a function
GComms(i,r) =

{
Fi, CComms(i,r)

}
⊆ GComms that returns the communications

graph for all agents within a geographical radius r of ai. The term friend of agent ai

is used here to describe agents for which the clustering function allows interaction
aiaj ∈ CComms(i,r) between ai and aj .

This builds a basis for the proceeding detailed specification of the algorithm
given in the form of pseudocode accompanied by annotated explanations.
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Figure 3.12: Showing the relationships between system and graph-based models.

The algorithm itself follows the state flow of agent functionality as shown in
figure 3.13. Each agent detects the local context of SAS equipment that it is
connected to and proceeds to announce itself on the overlay network.

The information initially available reflects the local context only in the form of
bays of bus Bi = {bi,1, bi,2, bi,3...bi,m} where the goal is to infer the existence of
true edges e.g. εi,j = {bi,mbj,n} between busses in the form of tuples of connected
bays until E is complete for all connected bays.

Once this is done it begins to populate its connectivity certainty matrix by
sending connectivity certainty queries to surrounding agents. Agents receiving these
queries handle requests by comparing the received fingerprint with local compatible
bays and returns connectivity certainty responses to the querying agent.

An agent ai at bus i will exchange fingerprint data Ip for bay bp with nearby
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Figure 3.13: State flow of agent functionality with relevant section of paper 6 in
parenthesis.

friends Fi to locally collect connectivity certainties Ki. Connectivity certainty en-
tries stronger than a threshold value κthres are considered to be strong enough to
infer electrical connectivity and are used to populate local partial connectivity ma-
trices D̃i with elements as follows:

Taking the set of friends F, n ⊆ Bj∈Fi
of agent ai:

d̃i,m,j,n =

 1
0
−1

if
κi,m,j,n > κthres, Īi,m < 0
κi,m,j,n < κthres

κi,m,j,n > κthres, Īi,m > 0
(3.1)

The partial connectivity matrix D̃i of each agent ai will thus have rows repre-
senting local bays bi,m and their orientation in relation to neighbouring bays bj,n

in the form d̃i,m,j,n . The partial connectivity data can be distributed among or
collected by agents and used to infer the existence of labelled edges εvivj

where
d̃i,m,j,n 6= 0 .

This can be used to construct an incidence matrix D(Go) for parts or the whole
of the electrical network graph Go by element-wise mapping dij = d̃i,m,j,n for each
entry εq in the collected labelled edge set. The partial topologies represented by
the agents’ connectivity certainty matrices are distributed which can be compiled
into complete topology.

With D(Go) in hand, a topology of the electrical network has been inferred and
together with line impedance data, known either a priori or also determined from
comparison of measurement data, the graph Laplacian L(G) can be determined and
used as input to state estimators or other grid management applications [96][1].

Over time the connectivity certainties decay, which triggers new requests to be
sent to solicit fresh connectivity certainty results.

The prototype implementation used AOS JACK [39] as the MAS framework.
The prototype interfaced directly with the network model implemented in Matlab
Simulink using the architecture illustrated in figure 3.5. The chosen test system for
the experimental validation was the Roy Billinton Test System (RBTS) Bus 4 model
[2]. The motivation for choosing this model is that it is relatively well-documented
and that it had been used for evaluations with DG integration.
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Figure 3.14: 10s simulation steady-state case with 0.5s fingerprint window.

In a similar vein to the aforementioned work on process data comparison, two
cases were investigated; a steady-state case and a second case showing a topology
change following a fault. A follow-up to the work done when developing the process
data comparison metrics discussed in section 3.3.1, the use of a larger grid model
with some stochastic variability in the load and generator models, the simulation
results in the later work show robust performance in both steady-state and topology
change cases.

The results of the topology inference algorithm execution are collected as values
of the connectivity certainty correlations κ and divided into two sets of connected
bay pairs (∃εi,j ≡ {bpbq}) and unconnected bay pairs (6 ∃εi,j ≡ {bpbq}) respectively.
In the presentation of the results the correlation strengths are generally close to 1
so the κ values are presented by taking the logarithm for clarity. The distributions
of the two κ value sets are shown with the connected bay pairs in the upper row
of distributions and the unconnected bay pairs in the lower row. A level for the
threshold κthresh is also indicated in the threshold region between the connected
and unconnected bay pair κ distributions.

Figure 3.14 shows the result of 10 seconds of the steady state simulation case
with line current values sampled at 50Hz using a fingerprint window length of 0.5s.
From this and other steady state simulation tests, a clear and consistent separation
in the correlation strengths was observable in the order of the 4-nines range for
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unconnected bay pairs and 8-nines range for connected bay pairs. This means
that for the steady-state case in the 11kV portion of the RBTS Bus 4 model, the
topology inference algorithm was capable of reliably determining the connectivity
of the lines. For a discussion of the topology-change case see section V.B. in paper
6.

One of the key factors influencing the efficient convergence of the algorithm is the
small-world properties typically exhibited by electric power grids. The algorithm
efficiency can be intuitively understood in the sense that a worst-case geographical
layout of the grid would entail every agent having to exchange all bay fingerprints
with every other agent. If one considers the basic operation to be the correlation
of two I(t) series, the number of basic operations this would give would have an
upper bound of ∆(V )2|V |2 operations for layout G. For power grids, the maximum
nodal degree ∆(V ) is typically low and remains invariant with network scale, i.e.
the network is sparse [100], and can therefore be considered constant regarding the
asymptotic efficiency. The remaining |V |2 thus gives an O(n2) quadratic efficiency
for worst-case layouts. Power grid topology has been shown to exhibit small world
network properties and are very well connected [88, 100]. These connectivity prop-
erties indicate that significantly better algorithm efficiency than O(n2) is achievable.
Using the geographical heuristic which effectively provides a “small-world sort” [50],
efficiencies closer to Θ(nlogn) should be expected.



Chapter 4

Conclusion and Future Work

This chapter concludes the thesis and provides a brief note on topics for future
work.

4.1 Conclusion

This thesis has aimed to address three research objectives namely, proposing novel
control system architectures, utilising the data and equipment in IEC 61850 SAS
and finally to develop a distributed topology inference algorithm utilising minimum
prior knowledge of the grid it is acting within. To these ends the included papers 2
and 4 cover results relating to RO1 on novel architectures. Papers 1 and 3 focus on
RO2, the utility of IEC 61850 SAS. Papers 5 and 6 describe the results concerning
the development of a distributed topology analysis algorithm for RO3.

The outcomes on RO1 propose and demonstrate the use of multi-agent systems
as a distributed control and monitoring architecture. Paper 2 described the compo-
nents, architecture and applications of a platform for design, development, testing
and analysis of multi-agent based distributed control of active distribution net-
works. The platform addresses the new types of requirements due to the increased
level of interaction between various actors in power grid control and management.

The architecture eliminates the risks associated with a single point of failure and
provides a robust service layer for developing distributed power grid control and
management applications, which become especially important as more distributed
generation is integrated close to end users. This is important in terms of both
robust business-as-usual operations as well as resilience to extraordinary events
such as major storms or malicious cyber attacks.

For RO2 the outcomes presented include using the IEC 61850-7-4 data model as
a foundation for the development of a control system for a hybrid renewable energy
system in paper 1. A platform for testing and evaluating the IEC 61850-9-2 process
bus is described in paper 3. Paper 4 an IEC 61850 SAS integrated with real-time
hardware-in-the-loop simulation in a multi-agent testbed.

In papers 5 and 6 the development of work on a multi-agent systems architec-
ture and algorithm for distributed topology analysis is described. It does this by
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evaluating different metrics for time series comparison of measurement data, what
are referred to as fingerprints, which are the unique time-series of measurements at
an individual measurement point, usually at a feeder at a substation. Primarily,
paper 6 provides a formal description of the topology inference algorithm in pseu-
docode as well as presents a case study for the evaluation using the RBTS Bus 4
model for two simulation-based test cases. The simulation case studies in paper 6
demonstrated consistent performance under both static and transient situations.

The proposed method thus provides a useful complement to current topology-
processing tools and enables a distributed solution based on standard process data
as available from IEC 61850 substation automation systems. The core contributions
of these works are that they define a robust and scalable method for determining
the topology of distribution networks with no central model data. Secondly, they
describe an algorithm that exploits the spatial distribution of the electrical network
in order to effectively cluster the communication and use a simple and efficient
computational technique for inferring the network topology.

4.2 Future work

There are several angles that could be addressed as relevant future work. The first
of which is a further investigation into the multi-agent concept.

The definition of MAS as it is used in the presented work represents a fairly
narrow control-focused approach to software agents and their capabilities. The
IEC 61850 data model and the ability of software agents to perform reasoning and
negotiation actions with other agents would be of interest to develop further. Such
platforms are however, only as valuable as the applications which are developed and
run on them. Experimentation with more complex systems architectures should be
firmly grounded in power system control and automation application needs.

Which the topology inference algorithm and architecture was tested using a
simulation of a reference network. The validation did not use the full architecture
including hardware -in-the-loop interfaces in a real-time simulation environment.
This task requires a large amount of engineering work and equipment. Such a
testbed could well be of interest for a number of related applications hence moti-
vating the cost and effort. A validation using an IEC 61850 integrated real-time
simulation environment is left to future work.

Along this line, an interesting activity would be to apply the work in this thesis
to distributed grid management and control applications as a distributed topology
processing service providing partial or full topology data to the applications using
this service. This activity would demonstrate the topology inference concept as a
component of a larger system.
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