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Abstract

Deep learning is the gold standard for image classification tasks. With
its introduction came many impressive improvements in computer vi-
sion outperforming all of the earlier machine learning models. How-
ever, in contrast to the success it has been shown that deep neural
networks are easily fooled by adversarial examples, data that have
been modified slightly to cause the neural networks to make incorrect
classifications. This significant disadvantage has caused an increased
doubt in neural networks and it has been questioned whether or not
they are safe to use in practice. In this thesis we propose a new defence
mechanism against adversarial examples that utilizes the explainable
AI metrics of neural network predictions to filter out adversarial exam-
ples prior to model interference. We evaluate the filters against various
attacks and models targeted at the MNIST, Fashion-MNIST, and Ci-
far10 datasets. The results show that the filters can detect adversarial
examples constructed with regular attacks but that they are not robust
against adaptive attacks that specifically utilizes the architecture of the
defence mechanism.
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Sammanfattning

Djupinlärning är den bästa metoden för bildklassificeringsuppgifter.
Med dess introduktion kom många imponerande förbättringar inom
datorseende som överträffade samtliga tidigare maskininlärningsmo-
deller. Samtidigt har det i kontrast till alla framgångar visat sig att dju-
pa neuronnät lätt luras av motstridiga exempel, data som har modifi-
erats för att få neurala nätverk att göra felaktiga klassificeringar. Den-
na nackdel har orsakat ett ökat tvivel gällande huruvida neuronnät
är säkra att använda i praktiken. I detta examensarbete föreslås en ny
försvarsmekanism mot motstridiga exempel som utnyttjar förklarbar
AI för att filtrera bort motstridiga exempel innan de kommer i kontakt
med modellerna. Vi utvärderar filtren mot olika attacker och modeller
riktade till MNIST-, Fashion-MNIST-, och Cifar10-dataseten. Resulta-
ten visar att filtren kan upptäcka motstridiga exempel konstruerade
med vanliga attacker, men att de inte är robusta mot adaptiva attacker
som specifikt utnyttjar försvarsmekanismens arkitektur.
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Chapter 1

Introduction

In recent years, deep neural networks have achieved significant suc-
cess on image classification tasks. Most notably the usage of deep con-
volutional neural networks in the ImageNet Large Scale Visual Recog-
nition challenge [21] resulted in drastic improvements in comparison
to earlier state-of-the-art image classifiers. Deep neural networks have
also been empirically shown to be powerful in a wide range of other
tasks such as speech recognition, object detection, and translation ser-
vices [11, 20, 26]. The reason neural networks work so well can be
explained by the massive amount of parallel nonlinear computations
used to make a classification. However, this comes with several flaws
as the networks can have counterintuitive properties and are difficult
to interpret. Even though there is a reason to believe that neural net-
works generalize well there is one counterintuitive property in partic-
ular that reduces the confidence in neural networks. It has been shown
that neural network image classifiers are easily fooled by adversarial
examples [27], data that have been slightly transformed to cause neural
networks to misclassify them while still being visually indistinguish-
able from the original data. Adversarial examples can be constructed
in many different ways, two of which are shown in Figure 1.

1
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Figure 1.1: Output predictions of the VGG16 neural network [25] for
original images (left) and images corrupted with adversarial attacks
(right).

The degree to which an attacker can fool a neural network vastly limits
the domains in which the network can be used. The discovery of ad-
versarial examples has inspired researchers to develop defence mech-
anisms that robustify neural networks to the attacks. Although many
defences have been proposed [15, 29, 33] with methods ranging from
hiding the model parameters to randomizing the neural network the
threat of adversarial examples still remains. The defences are often
easily bypassed with adaptive attacks that make use of the defence
strategies [2]. Recent work [23] have even provided reasons to believe
that adversarial examples are inevitable with probabilistic reasoning.
The reason why adversarial examples exist is an open research topic,
but many researchers tend to agree that the large number of dimen-
sions of the input eases the creation of adversarial examples [9, 23].
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1.1 Research Question

Explainable AI has gained a lot of attention recently as a possible way
to get better insight into how neural networks classifies data. Ex-
plainable AI are models whose decisions are easily understood by hu-
mans [10]. In contrast to black-box models, explainable AI seeks to
provide explanations to predictions. For image classifiers, this could
mean to highlight segments of an image that caused the prediction
to be made. Little work has been conducted on whether or not ex-
plainable AI techniques can be used to filter out adversarial examples.
Wu et al. [31] has shown that the explainable AI metrics are altered
when an adversarial perturbation is added to an image. It is intuitive
to believe that adversarial examples fool neural networks by shifting
the attention regions within an image that are captured with explain-
able AI models. This thesis aims to draw the connection between the
shifted attention regions and adversarial examples by answering the
following research question:

• Can explainable AI techniques be used to identify patterns in ad-
versarially crafted image data?

The interest in finding a robust defence to adversarial examples is mas-
sive. Adversarial attacks pose a critical threat that must be addressed
for neural networks used in situations where safety is a major concern.
As the world becomes more autonomous with large machines using
neural networks for decision making it is of great importance that the
networks cannot be fooled.
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Background

This project has been done in collaboration with the Swedish Defence
Research Agency (FOI). Their vision is to research for a safer and more
secure world by providing cutting-edge research and expertise in de-
fence and security. As there is rapid development and interest in Data
Science and AI it is inevitable that FOI wants to be a part of state-
of-the-art technologies within these fields. With rapid technological
advances, there is always a risk for unwanted exploitation of the tech-
niques that can cause great harm for the world which this project will
highlight. FOI’s interest in this work is to gain knowledge of the flaws
of deep neural networks, how they can be fooled and to what extent
damage can be caused by an attacker. Since deep neural networks are
becoming increasingly present in many systems where safety is criti-
cal there is a need for guidelines and safety measures that ought to be
enforced in order to prevent attackers from causing harm.

4



Chapter 3

Theory

The theory section is split into 5 main parts. An introduction to the
notation used throughout the report and an introduction to adversar-
ial examples are presented in Sections 3.1 and 3.2. Section 3.3 provides
definitions and metrics of robustness. The most prominent adversar-
ial attacks and defences are presented in Sections 3.4 and 3.5. Lastly,
explainable AI techniques are described in Section 3.6.

3.1 Neural Network Notation

A neural network is a function F (x, ✓) = y where x 2 Rn is the input
vector, y 2 Rm is the output vector and ✓ = {(Wi, bi)}li=1 are the pa-
rameters of the network [35]. We consider neural networks with the
property that

Pm
i=1 yi = 1 and 0  yi  1 meaning that the input is

mapped to a probability distribution. The mapping is done through a
number of layers

F (x, ✓) = softmax � Fl � Fl�1 � . . . � F1(x) (3.1)

where Fi(x) = �(Wix + bi) and �(·) is a nonlinear activation function
(ReLU, sigmoid, tanh etc.) [6]. The softmax function maps its input to
a probability distibution with

softmax(z)i =
exp(zi/T )P
j exp(zj/T )

(3.2)

where the temperature T usually is set to 1. The neural network is a
classifier, it assigns a label to each input x with a function C(x) where

C(x) = argmax
i

F (x, ✓)i. (3.3)

5
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Each input has a correct label C⇤(x). The parameters ✓ of F are trained
to make C(x) as close as possible to C⇤(x) for all inputs x [35]. This is
ensured by finding an approximate solution to

argmin
✓

E(x,l)⇠D[J✓(x, l)] (3.4)

where J is a loss function that measures how well the F classifies in-
puts and D = {(xi, li)}Ni=1 is a dataset of inputs xi and their correct
labels li. Moreover we define the input to the softmax function as Z(x)
where F (x) = softmax(Z(x)). These are also called the logits of the
neural network.

In many cases the input x to the neural network is an image. In this re-
port we will represent images as vectors x 2 [0, 1]d where d = h⇥w⇥ c
(height ⇥ width ⇥ number of channels) [28].

3.2 Adversarial Examples

Given an input x with a label C(x) = C⇤(x) = l, an adversarial exam-
ple is an input x0 = x+ � that is close to x under some distance metric
d(x, x0) where C(x0) 6= l [7]. Adversarial examples are constructed to
be misclassified by the neural network while still being visually indis-
tinguishable from the original input x. The attacks are separated in
many different classes. First and foremost the attacks can be targeted
or non-targeted. In a targeted attack, the objective is to create an ad-
versarial example x0 that gets classified as a specifically chosen label
l0 where l0 6= C⇤(x). In contrast to this, nontargeted attacks only aim
to make the adversarial example misclassified with no further restric-
tion on what the misclassified label should be. The targeted attack is
in general a harder problem to solve than the nontargeted attack as
the adversarial examples must satisfy more constraints. Adversarial
attacks are also categorized into white box and black box attacks. In
a white box attack, all of the neural network parameters are known to
the attacker whereas only the output probabilities y are known to the
attacker in a black box attack.

As a measure of proximity between x and x0 the `p norm is used where

||x� x0||p=
 

nX

i=1

|xi � x0
i|p
! 1

p

. (3.5)



CHAPTER 3. THEORY 7

When p = 1, ||x � x0||1= maxi|xi � x0
i| which is the largest dif-

ference between two elements of x and x0. Morover, when p = 0,
||x � x0||0=

Pn
i=1 (xi 6= x0

i) meaning that the `0 norm yields the num-
ber of elements that differs between x and x0. Adversarial examples
are constructed to minimize the `p distance between x and x0 for dif-
ferent values of p while having x0 classified incorrectly by the neural
network. In general, adversarial examples are constructed by solving
the optimization problem

minimize ||�||p
s.t C(x) = l

C(x+ �) = l0

l 6= l0

x+ � 2 [0, 1]n.

(3.6)

However, the constraints in Eq. (3.6) are highly nonlinear making it a
difficult problem to solve. In practice, adversarial examples are con-
structed in many different ways, the most common attack methods
will be presented in Section 3.4.

3.3 Robustness

In order to defend neural networks against adversarial attacks, it is es-
sential to precisely define what attacks the networks must be resilient
to. This section will use the definitions by Madry et al. [18] to do this.
Also, fundamental conditions on when neural networks cannot be ro-
bust will be provided.

3.3.1 Adversarial Robustness
To ensure robustness to adversarial examples with perturbations be-
longing to a set S we aim to train a neural network F (x, ✓)’s parame-
ters such that the saddle point problem

argmin
✓

E(x,l)⇠D


max
�2S

(J✓(x+ �, l))

�
(3.7)

is solved. This objective ensures to minimize the expected maximum
increase in loss that can be caused by an adversarial example in a set
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S . The objective does not only give a clear objective of what a robust
classifier should satisfy but also gives a quantitative measure of how
robust the network is for data (x, l) 2 D. Moreover an input x is de-
fined to be epsilon locally robust to a given norm p if and only if

||�||p " =) C(x) = C(x+ �) 8". (3.8)

This robustness measure ensures that an input x will be classified the
same for all `p-bounded perturbations �.

3.3.2 Bounds on Susceptibility of a Classifier to Ad-
versarial Examples

As no defence mechanisms today are fully robust to adversarial at-
tacks it is natural to raise the question of whether or not adversarial
examples are inevitable. This is discussed by Shafahi et al. [23] where
theoretical bounds on the susceptibility of classifiers to adversarial ex-
amples are provided. In the paper the following theorem was derived:

Theorem 1 Consider a classification problem with m classes, each distributed
over the unit hypercube [0, 1]n with density functions {⇢c}mc=1. Choose a clas-
sifier function C : [0, 1]n ! {1, 2, ...,m} that partitions the hypercube into
disjoint measurable subsets. Define the following scalar constants:

• Let Uc denote the supremum of ⇢c

• Let fc be the fraction of the hyper cube partitioned into class c by C.

Choose some class c withfc  1
2 , and select an `p-norm with p � 2. Sample a

random data point x from the class distribution ⇢c. Then with probability at
least

1� Uc
exp(�⇡"2)

2⇡
(3.9)

one of the following conditions hold:

• x is misclassified by C or,

• x has an adversarial example x0, with ||x� x0||p ".

The theorem explicitly limits the possibility to ensure robustness for
classification tasks where the input data distribution has low values of
Uc. For small values of Uc the probability in Eq. (3.9) will approach 1
even for small values of ".
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3.4 Adversarial Attacks

This section will provide the theory for a wide range of attacks meth-
ods. It will be shown that neural networks are vulnerable to a wide
range of attacks. Not only are the attacks different in how they con-
struct adversarial examples but they also differ in attack objectives. In
the following sections both the theory of the attacks and the objective
the attacks are meant to fulfill will be described.

3.4.1 Fast Gradient Sign Method
The fast gradient sign method (FGSM) [9] is the earliest known at-
tack to be presented. It constructs adversarial examples with `1-norms
bounded by " with

x0 = x+ "sign(rJ✓(x, l)). (3.10)

The attack was discovered by considering the dot product between a
weight vector w and an adversarial example x0 = x+ �:

wTx0 = wTx+ wT �. (3.11)

If � is chosen such that � = sign(w) the distortion wT � grows lin-
early with the dimension of x. By approximating the loss function
J✓(x, l) as a linear function one can find the direction of the distortion
that maximally increases the linearized loss as � = "sign(rxJ✓(x, l)).
This method does not produce minimal adversarial perturbations but
rather produces adversarial examples quickly as this method only re-
quires a gradient to be computed once.

3.4.2 Projected Gradient Descent
The projected gradient descent attack (PGD) is an extension of the
FGSM attack. Instead of taking one step in the direction of the gra-
dient this attack takes multiple smaller steps with

x0
0 = x (3.12)

x0
t+1 = clip[0,1] [x

0
t + ↵sign(rJ✓(x0

t, l))] (3.13)

where clip[0,1](·) is a function that forces its input to be in the range
of [0, 1]. By recomputing the gradient at each step the attack is much
more computationally expensive but also a stronger attack than the
FGSM as it moves the input more precisely along the gradient.
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3.4.3 Carlini & Wagner’s Attack
This attack was constructed by slightly altering the optimization prob-
lem in Eq. (3.6) [6]. Instead of imposing a hard constraint on x0 to be
classified as l0 a soft constraint is imposed instead with the help of a
Lagrangian multiplier. The new optimization problem is

argmin
�

||�||p+cf(x+ �)

s.t x+ � 2 [0, 1]n

where f is an objective function such that if C(x + �) = l0 if and
only if f(x + �)  0 and c is constant that is chosen iteratively. It is
shown empirically that the optimal constant c is chosen as the small-
est value that yields a solution �⇤ such that f(x + �⇤)  0. The box
constraint x + � 2 [0, 1]n can be eliminated with a change of variable
� = 1

2 (tanh(w) + 1)� x giving a new optimization objective

argmin
w

||1
2
(tanh(w) + 1)� x||p+cf

✓
1

2
(tanh(w) + 1)

◆
. (3.14)

This is an iterative attack solved with the gradient descent algorithm.
It is much slower than Eq. (3.10) as it requires a gradient for each itera-
tion of the algorithm but constructs smaller adversarial perturbations.

3.4.4 Expectation Over Transformation
In order for adversarial examples to be a real threat to deep learning
systems they must be robust to natural transformations such as camera
noise, changes in lightning, rotations, etc. This attack which was de-
veloped by Athalye et al. [3] constructs adversarial examples that are
robust over en entire distribution of transformations that are present
in the real physical world. The attack constructs adversarial examples
by finding a solution to

argmax
x0

Et⇠T

h
log(yt|t(x0))

i

s.t Et⇠T ||t(x)� t(x0)||p< "

x0 2 [0, 1]d

(3.15)
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where T is a distribution of transformations. Instead of finding one
instance that maximizes the objective this method finds an adversarial
example that stays adversarial to the transformations defined in T . An
approximate solution to Eq. (3.15) is obtained by using a Lagrangian
multiplier as in Carlini and Wagner’s method giving the new objective

argmax
x0

Et⇠T

h
log(yt|t(x0))� �||t(x)� t(x0)||p

i
(3.16)

that can be solved with the gradient descent algorithm. An example
of the attack is shown in Figure 3.1.

EO
T

PG
D

X X X X X

X

Figure 3.1: The images furthest to the left show two adversarial exam-
ples, the top one constructed with the expectation over transformation
(EOT) attack and the bottom one with the projected gradient descent
(PDG) attack. To the right of both of the adversarial examples are four
different transformations of the images. A checkmark indicates a suc-
cessful attack and a cross indicates a failed attack.

This attack can also be extended to create adversarial patches. Instead
of manipulating the image itself the attack can be used to create a
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smaller patch that will cause the image to be misclassified. One ex-
ample usage of this is creating stickers that will make deep learning
systems missclassify road signs. Let p0 2 [0, 1]n where ||p0||0= d < n
be the adversarial patch, let p 2 [0, 1]n be the image it is aimed to look
similar to and let x be the image that is to be manipulated by the patch.
The adversarial example is constructed by placing the patch on the im-
age

x0 = x� (1� (p0 > 0)) + p0 (3.17)

where � represents an element-wise multiplication. The patch p0 is
optimized to maximize the target output classification of x0 while still
keeping p0 looking visually close to p. The full objective is

argmax
p0

Ex⇠DEt⇠T

h
log
⇣
yt
���x� (1� (t(p0) > 0)) + t(p0)

⌘i

s.t Et⇠T ||t(p0)� t(p)||2 "

p0 2 [0, 1]n.

(3.18)

This attack is in principle the same as Eq. (3.15) where p0 is trained
to be robust over the transformations defined in T . In addition p0

is trained to robustly misclassify multiple images in a dataset D. In
Figure 3.2 six different adversarial patches and their target labels are
shown. The stickers were optimized to make images adversarial to the
VGG16, VGG19, and the Xception neural networks when the stickers
are applied to the images. Similar attacks are shown in Figure 3.3 but
where the stickers are disguised as emojis.
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Analog clock Pineapple Basketball

Cucumber Acoustic guitar Screwdriver

Figure 3.2: Adversarial stickers and their target labels.

Analog clock Pineapple Basketball

Figure 3.3: Adversarial stickers disguised as emojis and their target
labels.

3.4.5 Black Box Attacks
It is rare to find systems using neural networks where the model pa-
rameters are fully accessible to anyone wanting them. In order for
the attacks to be conducted in practice they must work in a black box
setting meaning that only the model output probabilities y 2 Rm are
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accessible to the attacker. Black box attacks work because of the trans-
ferable property of adversarial examples. Given two different neu-
ral networks F 1(x, ✓1) and F 2(x, ✓2) trained to learn the same classes
it is empirically shown that adversarial examples generated with the
parameters ✓1 of F 1 in many cases remain adversarial to the second
network F 2 [17]. This is especially prominent in non-targeted adver-
sarial examples. The same transferability can be enhanced with the
approach by Liu Liu et al. [17] by generating adversarial examples that
are largely model agnostic. Such adversarial examples can be gener-
ated with

argmin
x0
� log

 
NX

i=1

↵iJ✓i(x
0, l0)

!
+ �||x� x0||p (3.19)

where x0 is optimized to be misclassified by N different neural net-
works. In the case of a black-box attack it is therefore often enough to
construct adversarial examples by using any other network that has
been trained to learn the same classes. If such networks are not avail-
able one can be constructed by training a distilled network. A dis-
tilled network F dist(x, ✓d) is trained to output the same output prob-
abilities as the neural network F target it is aimed to replicate, instead
of being trained on hard coded labels. By constructing a dataset D =
{(xi, F target(xi, ✓t)}Ni=1 where the the softmax function Eq. (3.3) of F target

is altered by using a higher temperature T the distilled network’s pa-
rameters ✓d are obtained with Eq. (3.4).

3.5 Defence Mechanisms

As it is clear that neural networks are vulnerable to many different
forms of adversarial attacks it is natural to ask what methods of de-
fence exists to tackle the attacks. This section will provide a descrip-
tion of some of the proposed defence mechanisms in the literature.

3.5.1 Adversarial Retraining
This approach developed by Goodfellow, Shlens, and Szegedy [9] was
the first defence developed to tackle adversarial examples. It works
simply by adding adversarial inputs and their correct labels to the



CHAPTER 3. THEORY 15

training data when training the neural network. In contrast to the orig-
inal objective in Eq. (3.4) a new weighted objective

argmin
✓

E(x,l)⇠D ↵J✓(x, l) + E(x0,l0)⇠D0 (1� ↵)J✓(x0, l0) (3.20)

is used where D0 is a dataset consisting of adversarially crafted inputs
and their corresponding labels. The constant ↵ is used to determine
how much emphasis should be placed on correctly classifying the ad-
versarial inputs.

3.5.2 Obfuscated Gradients
Close to all of the attacks used against neural networks require a gra-
dient to be computed. This defence method aims to mask the gradient
in such a way that it becomes unusable when constructing an attack.
This gradient masking can either cause the gradient to be stochastic or
numerically unstable. Consider a trained neural network F (x, ✓). The
defence works by creating a new classifier F̂ (x, ✓) = F (g(x), ✓) where
g(x) ⇡ x. The function g is constructed to be close to the identify
function while being neither smooth or differentiable thus keeping the
functionality of the original classifier but hiding the gradients.

3.5.3 Convex Outer Adversarial Polytope
This is a defence that provably reduces the adversarial loss

E(x,y)⇠D max
||�||1"

J✓(x+ �, l) (3.21)

for ReLU-based neural networks [13]. It works by considering the set
of logits reachable from a set of perturbed inputs and approximating
it with a convex set. Let

Z"(x) = {Z(x+ �) : ||�||1 "} (3.22)

be the adversarial polytope, the set of reachable logits by perturbing
the input x with � that has an `1 norm bounded by ". As this is a
nonconvex set, a new set Z̃"(x), the convex outer bound of Z"(x) is
considered. Z̃"(x) is constructed with linear relaxations of the ReLU-
function as illustrated in Figure 3.4. Given lower and upper bounds
l, u of the pre-ReLU activations the convex relaxation set is given by

z � 0, z � ẑ, �uẑ + (u� l)z  �ul. (3.23)
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ẑ
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ul ẑ

z

ul

ReLU set Convex relaxation

Figure 3.4: An illustration of the convex relaxation of the ReLU-
function given an upper and lower bound u, l.

Using Z̃"(x) it is possible to verify the robustness of a neural network
by finding a solution to the linear program

min Zl � Zl0 = cTZ

s.t Z 2 Z̃"(x)
(3.24)

where Zl is the logit corresponding to the correct classification and Zl0

is the logit corresponding to some other class. If the objective is larger
than zero for all classes l0 6= l the neural network is epsilon locally
robust with respect to the input x. However, since Eq. (3.24) is not
possible to solve in practice the dual problem is considered instead:

max
↵

J"(x,G✓(c, a))

s.t ↵i,j 2 [0, 1] 8i, j
(3.25)

where

J"(x, ⌫) = �
k�1X

i=1

⌫Ti+1bi � xT ⌫̂1 � "||⌫̂1||1+
k�1X

i=2

X

j2Ii

li,j[⌫i,j]+ (3.26)

and G✓(c, a) is a k-layered neural network defined by

⌫k = �c
⌫̂i = W T

i ⌫i+1, i = k � 1, ..., 1

⌫i,j =

8
>><

>>:

0 for j 2 I�
i

⌫̂i,j for j 2 I+
i

ui,j

ui,j�li,j
[⌫̂i,j]+ � ↵i,j[⌫̂i,j]� for j 2 Ii.

(3.27)
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I+
i , I�

i , Ii denotes the set of activations in layer i where the upper and
lower bounds are both positive, negative and span zero respectively.
Any feasible solution to the dual problem in Eq. (3.25) provides a lower
bound to the primal problem in Eq. (3.24). By setting ↵i,j = ui,j

ui,j�li,j
the entire backwards pass becomes a linear function. For increased
efficiency Eq. (3.25) can be computed for c = I and c = �I to obtain
upper and lower bounds for all coefficients. For c = I the backwards
pass in Eq. (3.27) becomes

⌫̂i = �W T
i Di+1W

T
i+1 . . . DnW

T
n

⌫i = Di⌫̂i
(3.28)

where

(Di)jj =

8
>><

>>:

0 j 2 I�
i

1 j 2 I+
i

ui,j

ui,j�li,j
j 2 Ii.

(3.29)

Before the dual objective can be computed the upper and lower bounds
u, l must be provided with algorithm 1 which computes the bounds
one layer at a time.
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Algorithm 1 Computing Activation Bounds
Require: Network parameters {Wi, bi}ki=1, input x, ball size "

// initialization
⌫̂1  W T

1

�1  bT1
l2  xTW T

1 + bT1 � "||W T
1 ||1,:

u2  xTW T
1 + bT1 + "||W T

1 ||1,:
// ||·||1,: for a matrix here denotes `1 norm of all columns
for i = 2, ..., k � 1 do

form I�
i , I+

i , Ii; form Di as in Eq. (3.29)
// initialize new terms
⌫j,Ii  (Di)IiW

T
i

�i  bTi
// propagate existing terms
⌫j,Ij  ⌫j,IjDiW T

i , j = 2, ..., i� 1
�j  �jDiW T

i , j = 1, ..., i� 1
⌫̂1  ⌫̂1DiW T

i

// compute bounds
 i  xT ⌫̂1 +

Pi
j=1 �j

li+1   i � "||⌫̂1||1,:+
Pi

j=2

P
i02Ii lj,i0 [�⌫j,i0 ]+

ui+1   i + "||⌫̂1||1,:+
Pi

j=2

P
i02Ii lj,i0 [⌫j,i0 ]+

end for
return bounds {li, ui}ki=2

The dual network in Eq. (3.27) can also be used to construct an adver-
sarial loss summarized in the following theorem:

Theorem 2 Let L be the cross entropy loss function. For any data point (x,l),
and " > 0, the worst case adversarial loss can be upper bounded by

max
||�||1"

L(Z✓(x+ �), l)  L(�J"(x,G✓(el1
T � I)), l) (3.30)

where J✏ is vector valued and as defined in Eq. (3.26) for a given " and G✓ is
as defined in Eq. (3.27) for the given model parameters ✓.

Since G✓ is completely defined by Eq. (3.27) a robust loss function can
be created from Eq. (3.30) that can be used to guarantee a reduction in
the adversarial loss in Eq. (3.21) when used in training where

Jrobust = E(x,l)⇠DL(�J"(x,G✓(el1
T � I)), l). (3.31)
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3.6 Explainable AI

When designing machine learning models there is a trade-off between
model complexity and model interpretability. In many cases, the in-
terpretability suffers with increasing model complexity. Explainable
AI are models whose decisions can be understood by humans. These
techniques are used to not only understand the predictions made by
neural networks but are also used to verify that the neural networks
work in the intended way. This section will summarize the most promi-
nent explainable AI models in the literature.

3.6.1 Class Saliency Extraction
One simple way to obtain an explanation to a neural network image
classifier is to use the image gradients [24]. By utilizing the fact that a
scalar function maximally increases in the direction of the gradient one
can find what pixels in an image has the largest impact on the target
logit. Let x0 2 Rn⇥m⇥c be an image and Zl(x) be the logit correspond-
ing to the target class. The class saliency map M 2 Rn⇥m is defined
as

Mij = max
c

abs(rxZl(x)|x=x0)ijc (3.32)

and can be used as a heat-map to visualize pixels of an image with
large image gradient magnitudes.

3.6.2 Grad-CAM
Given any convolutional neural network Grad-CAM provides a gradient-
based explanation for any image classification. It is a generalization of
the class activation mapping method (CAM) [34] which was restricted
to a few convolutional neural network architectures. This method de-
veloped by Selvaraju et al. [22] provides a localization map Lc

Grad-CAM(x) 2
Rn⇥m that spatially explains what parts of an image x were responsible
for a given classification. Let

↵k
c =

1

N

X

i

X

j

@Zc(x)

@Ak
ij

(3.33)

where Ak is the k:th channel of the last convolutional layer. The scalar
weights ↵k

c represents the importance of each input channel. Using
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Eq. (3.33) the Grad-CAM explanations are computed with a weighted
sum as

Lc
Grad-CAM(x) = ReLU

 
X

k

↵c
kA

k

!
. (3.34)

The result is a heat-map with the same size as the channels of the last
convolutional layer. By resizing the heat-map to the size of the input
image it can be used to visualize the regions of the image that caused
the classification to be made.

Five examples of Grad-CAM heatmaps are shown in Figure 3.5.

Figure 3.5: Images of animals and their Grad-CAM heatmaps. The
heatmaps were extracted from the VGG16 neural network.

3.6.3 Layer-Wise Relevance Propagation
The layer-wise relevance propagation (LRP) technique assigns rele-
vance measures Rl

i to each activation xi of each layer l of the neural
network such that

F✓(x) ⇡
VLX

d=1

RL
d =

VL�1X

d=1

RL�1
d = · · · =

V1X

d=1

R1
d (3.35)

where Vl is the number of activations at layer l [4]. The goal is to find
the relevance scores of the first layer R1

i which shows how each ele-
ment of the input contributed to the actual output F✓(x). Let RL =
F✓(x), to obtain the relevance scores of the input the relevance scores
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are backpropagated with

Rl
i =

X

j

xl
iw

+
ijP

i x
l
iw

+
ij

Rl+1
j . (3.36)

for l = L � 1, L � 2, . . . 1 where wij are the weights of the neural net-
work as defined in 3.1.

Five examples of LRP heatmaps are shown in Figure 3.6.

Figure 3.6: Images of animals and their LRP heatmaps. The heatmaps
were extracted from the VGG16 neural network.
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Method

This chapter will describe the details of the experiments conducted to
test the main hypothesis, that explainable AI can be used to identify
patterns in adversarial examples. To evaluate the hypothesis, binary
filter neural networks were trained to detect whether or not an image
is an adversarial example with the help of its explainable AI metrics.
The filters were trained with images constructed using various attacks
and evaluated on images constructed with the same attack methods
but also images created with attack methods not used in the training
set. Furthermore, the filters were trained to detect adversarial exam-
ples for several different models and datasets of varying complexity to
analyze how well the method scales and how sensitive it is to certain
classification tasks.

The intuition behind the approach is discussed in Section 4.1 and the
overall architecture of the filters is described in further detail in Sec-
tion 4.2. The datasets used in the experiments are described in Sec-
tion 4.3 and the metrics used to measure the performance of the filters
is described in Section 4.7.

4.1 Intuition

Since adversarial examples are optimized to remain as similar as pos-
sible to the original inputs, there are reasons to believe that features
from the original and adversarial inputs remain similar too. However,
since their output classifications vastly differ, it is intuitive to believe
that the regions of the images that caused the classifications to be made

22
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are changed. This is illustrated with an example in Figure 4.1.

Original input:
zebra 99% confidence.

Explanation

Adversarial input:
assault rifle 15% confidence.

Explanation

Figure 4.1: Output predictions of the VGG16 neural network [25] for
original and adversarial inputs (left) and their corresponding expla-
nations (right). The adversarial input was constructed with Carlini &
Wagner’s method with an `1-distance of 0.05 from the original image.
The Grad-CAM method was used to extract the explanations for the
classifications.

Even though the inputs are seemingly identical, the explanation of
the classification for the adversarial input is shifted. In the original
input, the pixels that caused classification to be made were the pixels
of the zebra which aligns with the human intuition. However, for the
adversarial input, the pixels of interest for the classifier were not the
pixels of the zebra but instead the pixels of the background which re-
sulted in an incorrect classification. The objective of the experiments
was to test to what extent the heatmaps can be used to detect adver-
sarial examples.
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4.2 Adversarial Filter Architecture

The adversarial filter is an extension of a neural network image clas-
sifier. It extracts explainable AI heatmaps from the original classifier
and uses them as inputs to a second binary network which filters out
heatmaps that were extracted from adversarially crafted inputs from
heatmaps crafted from original inputs. The general architecture of the
adversarial filter model is shown in Figure 4.2.

C
N

N
1

C
N

N
2

(
X Original image

Adversarial image

FC1

FC2

-Tiger

y

c
Explanation

Figure 4.2: Workflow of the adversarial filter. (CNN1, FC1) is the image
classifier, given its classification of an image an explainable AI method
is used to extract an explanation. The explanation is used as an input
to the binary filter neural network (CNN2, FC2) which is trained to
detect if the explanation heatmap was constructed from an adversarial
example or not.

The binary networks were trained with two different input strate-
gies. Firstly, as a benchmark, they were trained without heatmaps. The
original images and their adversarial examples were used directly as
inputs and the networks were trained to directly filter out the adver-
sarial examples without the help of the heatmaps. Secondly, the binary
networks were trained using only the heatmaps extracted with various
explainable AI techniques. The training was done with a Tensorflow [1]
implementation of the ADAM [12] algorithm.
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4.3 Datasets

To train the adversarial filter neural networks, both data and image
classifiers were needed. The experiments conducted in this report
were based on three datasets: The MNIST dataset [16] consisting of
70000 28⇥28 grayscaled images of handwritten digits between 0 � 9,
the CIFAR-10 dataset [14] consisting of 65000 32⇥32⇥3 colored images
belonging to 10 classes (airplanes birds, cats etc.) and the Fashion-
MNIST dataset [32] consisting of 70000 28⇥28 grayscaled images of
clothes belonging to 10 classes. When training filters as shown in Fig-
ure 4.2 the datasets were augmented with an equal amount of adver-
sarial examples doubling the size of the datasets. The datasets were
split into training and validation sets with a ratio of 4/1.

4.4 Constructing Adversarial Examples for
the Filters

To generate adversarial examples used for training the adversarial fil-
ters the CleverHans [19] package in Python was used which among
other things provides implementations of many adversarial attacks
and benchmarks of the vulnerabilities to adversarial examples. Two
attacks were chosen, the FGSM attack and the PGD attack. The FGSM
attack was chosen for its simplicity and PGD attack was chosen since
it is a stronger optimization based attack [6].

4.4.1 Generating FGSM Adversarial Examples
There are two parameters to consider when constructing an FGSM at-
tack. The distortion size ||�||1 and whether or not the attack is targeted
or not. In the experiments the adversarial examples were constructed
with `1-distances of 0.05 and 0.1 from the original images for both
targeted and nontargeted attacks. In the case of targeted attacks, the
target label was chosen randomly for each image.
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4.4.2 Generating PGD Adversarial Examples
Similarly to the FGSM attack the distortion size ||�||1 and the target
label are the parameters of choice when constructing the attack. The
attacks were done with `1-distances of 0.05 and 0.1 from the original
images for both targeted and non-targeted attacks.

4.4.3 Adaptive Attacks
To further test the filters, two adaptive attacks were constructed. Since
the filters are aimed to detect adversarial examples by detecting shifts
in explainable AI heatmaps an attacker with knowledge of this defence
would have two ways to attempt to fool the defence. Firstly, the at-
tacker could construct an attack that aims to make the heatmaps of the
adversarial examples as similar as possible to the heatmaps from the
original images. Such an attack was created with the PGD attack seen
in Equation (3.12) but adding the extra term �||heat(x)� heat(x0)||2 to
the objective where heat(·) is any explainable AI function. The addi-
tional term forces the attack to construct an image that does not alter
the heatmaps as much as a normal attack would.

The second adaptive attack aims to construct images that are adversar-
ial to the original classifier where their heatmaps are adversarial to the
filter neural network too. In comparison to the first attack this attack
does not aim to make the heatmaps of the adversarial examples identi-
cal to the heatmaps of the original data. The attack was constructed by
adding the term � log(yfilter

l ) to the objective of the PGD attack where
yfilter
l is the output of the filter neural network corresponding to the

probability of the input being original data.

4.5 Construction of Explainable AI Heatmaps

The generation of the explainable AI heatmaps was done with the help
of public github repositories from the original creators of the methods.
Two methods were chosen: Grad-CAM and layer-wise relevance prop-
agation. The methods were chosen since they are specifically targeted
for neural network image classifiers. The heatmaps were generated di-
rectly from Equations (3.34)– (3.35) and were scaled to be in the range
of 0–1.
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4.6 Models

The image classifier models used for the experiments were all standard
convolutional neural networks followed by a fully connected layer.
For MNIST and Fashion-MNIST we trained a three layered convolu-
tional neural network reaching 99.1% and 91% accuracy respectively
on test data and for the CIFAR dataset we trained a five layered convo-
lutional neural network reaching 75% accuracy on test data. The filter
neural networks were all two layered convolutional neural networks
followed by a fully connected layer. The filter architectures are shown
in Figure 4.3.

Input N ⇥N 16@N/2⇥N/2

8@N/4⇥N/4

...
...

Figure 4.3: Filter neural network architecture. For the MNIST and
Fashion-MNIST datasets N = 28 and for the Cifar dataset N = 32.

4.7 Evaluation Strategy

To objectively evaluate the effectiveness and robustness of the adver-
sarial filters we have considered several metrics. Firstly, the accuracy
of the filters was measured i.e., the fraction of the images correctly clas-
sified as adversarial or original. The accuracy was evaluated both on
test data containing adversarial examples constructed with the same
attack methods used in the training set and adversarial examples con-
structed using a different attack than the training set. This was to mea-
sure the robustness of the filters to ensure they are not only detect-
ing features in data that are specific to the attack used for the training
set. Lastly, the filters were evaluated on the adaptive attacks from Sec-
tion 4.4.3 to measure to what extent an attacker with knowledge of the
defences could bypass them.
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Results

This chapter will display the results obtained from the experiments.

5.1 Adversarial Filter Performance

In Tables 5.1– 5.3 the performances of the adversarial filters specified
in Sections 4.2 and 4.6 are shown with respect to several parameters.
The first column specifies the attack used to construct adversarial ex-
amples for the training data, the second column shows the inputs of
the filters, the third column shows the distortion size ||�||1 of the ad-
versarial examples and the last two column shows the accuracy of the
filters when evaluating on adversarial data constructed with the PGD
attack and FGSM attack respectively.

28
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Table 5.1: MNIST adversarial filter performance.

Attack Input " PGD-Acc FGSM-Acc

PGD Images only 0.05 0.82 0.85
PGD Images only 0.1 0.85 0.86
PGD Grad-CAM 0.05 0.72 0.71
PGD Grad-CAM 0.1 0.80 0.78
PGD LRP 0.05 0.75 0.74
PGD LRP 0.1 0.77 0.81
FGSM Images only 0.05 0.79 0.85
FGSM Images only 0.1 0.82 0.86
FGSM Grad-CAM 0.05 0.70 0.75
FGSM Grad-CAM 0.1 0.74 0.75
FGSM LRP 0.05 0.75 0.70
FGSM LRP 0.1 0.75 0.73

Table 5.2: Fashion-MNIST adversarial filter performance.

Attack Input " PGD-Acc FGSM-Acc

PGD Images only 0.05 0.94 0.96
PGD Images only 0.1 0.96 0.95
PGD Grad-CAM 0.05 0.82 0.88
PGD Grad-CAM 0.1 0.90 0.89
PGD LRP 0.05 0.85 0.92
PGD LRP 0.1 0.90 0.91
FGSM Images only 0.05 0.92 0.95
FGSM Images only 0.1 0.94 0.94
FGSM Grad-CAM 0.05 0.82 0.86
FGSM Grad-CAM 0.1 0.83 0.89
FGSM LRP 0.05 0.85 0.90
FGSM LRP 0.1 0.86 0.93
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Table 5.3: Cifar adversarial filter performance.

Attack Input " PGD-Acc FGSM-Acc

PGD Images only 0.05 0.91 0.94
PGD Images only 0.1 0.94 0.90
PGD Grad-CAM 0.05 0.82 0.88
PGD Grad-CAM 0.1 0.90 0.89
PGD LRP 0.05 0.87 0.93
PGD LRP 0.1 0.92 0.86
FGSM Images only 0.05 0.91 0.93
FGSM Images only 0.1 0.94 0.95
FGSM Grad-CAM 0.05 0.80 0.83
FGSM Grad-CAM 0.1 0.85 0.89
FGSM LRP 0.05 0.87 0.91
FGSM LRP 0.1 0.82 0.94

5.2 Adaptive Attacks

Adaptive attacks were conducted on the filters. The second adaptive
attack in Section 4.4.3 managed to fool all of the filters in Section 5.1
with a success rate of 100% when using � = 1 for the additional term
in the PGD attack.

In Figure 5.1 an adversarial example constructed with the first adap-
tive attack in Section 4.4.3 for � = 0.05, an original image, and their
Grad-Cam heatmaps are shown.
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Original PGD Adaptive

Figure 5.1: Comparison of heatmaps between a PGD adversarial ex-
ample and an adaptive attack adversarial example. The original im-
age is classified as an impala and both of the adversarial examples are
classified as toilet tissue paper.

How the scalars of the adaptive attack evolve during the iterations of
the ADAM algorithm is shown in Figure 5.2.

0 10 20 30 40 50 60 70 80 90 100
0

0.2

0.4

0.6

0.8

1

Iterations

Adaptive Attack

Confidence
kheat(x)� heat(x0)k2

Figure 5.2: Probability of the target label and the `2 distance between
the Grad-CAM heatmaps of the original image and the adversarial im-
age against the number iterations of the attack.
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Discussion

This section will provide an analysis of the results obtained in Chap-
ter 5. Pros and cons of the method of defending neural networks
against adversarial examples using explainable AI will be highlighted
in comparison to other state-of-the-art methods. Also the overall threat
of adversarial examples with respect to the current defence methods
will be discussed.

6.1 Threat of Adversarial Examples

Adversarial examples are not only a virtual threat. They can very well
be constructed in the physical world and remain adversarial after be-
ing photographed, compressed and altered by many more transforms
that occur in the real world. They can also be very general, meaning
that they can remain adversarial to multiple entirely different neural
network architectures. Even though the creation of such adversarial
examples requires a more sophisticated attack algorithm they can be
constructed without a significant computational cost.

Figure 3.1 shows an adversarial example constructed using the EOT
attack targeted to be classified as a combination lock. Even when sub-
jected to random transformations including rotation change, cropping,
brightness change and additive Gaussian noise the image remains ad-
versarial and gets classified as the target label. It is also seen in Fig-
ure 3.1 that a regular attack such as the PGD method does not re-
tain the adversarial properties when subjected to the same transfor-
mations.

32



CHAPTER 6. DISCUSSION 33

While the EOT attack highlights that adversarial examples can be con-
structed in the real world they are still quite limited as they can only
be used for one purpose. A more effective attack would be to have
an object that can be used classify any input to the neural networks as
a wanted label. This is covered by the adversarial patch attack. Fig-
ures 3.2 and 3.3 shows nine different adversarial stickers. When plac-
ing the stickers on an image the image gets misclassified as the target
label of the sticker. The stickers in the image were optimized to make
any image classified incorrectly as the sticker’s class by any neural net-
work when placed on an arbitrary position on the image. Interestingly
the more robust the stickers were made the more they started to look
like the classes they were targeting. In Figure 3.2 one can clearly see
the features of the target classes of each sticker. These features can also
be hidden by disguising the stickers as seen in Figure 3.3.

6.2 Challenges in Using Correct Training Data

When training the adversarial filters we used inputs originating from
correctly classified data and adversarial data. There is a challenge
in capturing their true distributions and incorrect conclusions can be
drawn when they are not sampled correctly. For instance, in the case
of only using the data from the MNIST dataset and their adversar-
ial examples as training data will yield an accuracy of the filters of
approximately 100%. Unfortunately, this does not necessarily mean
that the filters are learning features present in adversarial examples
but could rather be that the filters, for instance, are discovering that
the black background present in all of the MNIST images are shifted
to a slightly grayer tone for the adversarial examples. The gray tone is
not a defining feature of adversarial examples. To combat this we in-
cluded failed attacks i.e., inputs that were still classified correctly after
an attack were added to the dataset to force the filters to learn harder
features. Adding failed attacks to the training set made the filters able
to detect adversarial examples from more attacks but gives no guaran-
tees that the filters are learning general adversarial features.
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6.3 Is the Hypothesis True?

As shown in Tables 5.1– 5.3 the filter neural networks are capable of
detecting adversarial examples for all of the input strategies. Even
when evaluating the filters on data constructed by a different attack
there was no significant drop in accuracy. The filters trained directly
with images without heatmaps outperformed the filters trained using
the various heatmap input strategies. This shows that the explainable
AI heatmaps do not include further information regarding patterns in
adversarial examples than the original inputs themselves. This is of
no surprise, even though explainable AI would capture critical pat-
terns there is nothing that speaks against the filters from identifying
the same patterns seen in the heatmaps directly from the images them-
selves. However, in terms of human evaluation of the neural networks
the heatmaps still are of great importance as they can in many cases
pinpoint when neural networks do not work as intended. This is seen
in Figure 3.5 where there is a notable shift in the Grad-CAM heatmap
when an image has been distorted with an adversarial attack. In con-
trast, the shift is not as notable for the LRP heatmaps which aligns with
the results by Bach et al. [4].

Both the performance of the filters and the shift in explainable AI met-
rics might point to that the hypothesis is true, that explainable AI met-
rics can be used to detect adversarial examples. However, even though
normal attacks might be easily detectable with an adversarial filter an
attacker can still with little effort bypass the filters with adaptive at-
tacks (see Section 4.4.3). It is a slightly harder problem for the attacker
to solve as there are more constraints that the attack must fulfill but in
practice it is an easy attack to construct. Out of the filters used in this
thesis, all of them failed to detect adversarial examples constructed
using the second adaptive attack in Section 4.4.3. The attacks show a
serious flaw of the method as it is easily bypassed when the attacker
has knowledge of the defence mechanism.

One natural question to ask is whether or not transparency ever can
be used to robustly tackle adversarial examples using the method pro-
posed in this thesis. The method in the thesis is based on the assump-
tion that an adversarial example x0 causes a shift in the explainable
AI metrics that can be captured with a filter. If a significant shift can
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be caused with an adversarial example it means that the explainable
AI technique is very sensitive to small changes of the input. This
makes it likely that the explainable AI technique can also be manip-
ulated as in Figure 5.2 making it possible for an attacker to bypass the
method. Furthermore, if we assume the contrary, that adversarial ex-
amples do not cause a significant shift in the explainable AI heatmaps,
the method proposed in the thesis would also not work. If adversarial
examples do not cause a shift in the heatmaps then there is nothing for
the filter to detect. This is a problem many proposed defence mecha-
nisms have faced and is the main reason some researchers only advo-
cates provable defence mechanisms [5] such as the convex adversarial
defence in Section 3.5.3.

6.4 Difficulties in Achieving Robustness

As done in this thesis and many research papers the `p norm is used as
a measure of proximity between original data and adversarial exam-
ples. There is no evidence that such a norm optimally resembles hu-
man perceptual similarity. Furthermore, to have an objective of mak-
ing a neural network robust to all perturbations S = {� : ||�||p "}
only makes sense if C⇤(x) = C⇤(x + �) 8� 2 S . There is nothing that
speaks against two images x1, x2 of two separate classes that are close
in terms of the distance ||x1 � x2||p, especially for classification tasks
with many classes that are visually close. This speaks against the ob-
jective to forcefully train a neural network to be robust for all `p norms
bounded by ". Consider Figure 6.1. When training a neural network
there will always be points of the input domain that are close to each
other that gets classified as different classes giving room for the ex-
istence of adversarial examples. To get rid of this problem an addi-
tional "do not know" class is required which lies along the borders of
all classes. However, the "do not know" class is very complex and can
be hard to teach to a neural network.

The above points highlights the great difficulty of adversarial defence
mechanisms as there are many aspects to consider. To achieve true
robustness there must be knowledge of the true distribution of the
classes in the input domain which is practically impossible to know.
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Figure 6.1: A visualization of how a neural network hypothetically
would classify regions of the input domain.

6.5 Adversarial Defence Mechanisms in Prac-
tice

There is a conflict in whether or not neural networks should be de-
fended with methods that are empirically shown to work or methods
that provably work with respect to some metric. Some researchers ar-
gue that the provable defences are a necessity as there are no guaran-
tees that defences that work empirically will not be broken by future
attacks. However, the complexity of neural networks halts the practi-
cality of implementing the provable defences present to this date for
larger network architectures such as VGG16, resnet50 and inceptionv3.
Even though progress has been made [30] the provable defences are
still limited to networks aimed at the Cifar10 dataset scale.

Since there is such a vast range of perturbations that can cause neu-
ral networks to be fooled such as additive Gaussian noise, change in
brightness and simple rotations Ford et al. [8] reasons that the exis-
tence of adversarial examples is a direct cause of the lack of robustness
to image corruptions in general. This suggests that robustness to im-
age corruptions implies adversarial robustness. In practice, this points
to the adversarial retraining defence mechanism in Section 3.5.1 as the
way to go to practically implement a solid defence. In contrast to the
provable defences this will make it possible to robustify even neural
networks that are very large as all the defence requires is an augmen-
tation of the training data.
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6.6 Ethics and Sustainability

The research of adversarial examples can seem a bit controversial as
it provides information on many methods to harm neural networks.
This information is accessible to anyone and will most likely draw the
attention of people who seek to cause damage. There are countless re-
search papers that show how to cause unwanted behavior from both
image and audio classifiers. Even though there has been no major in-
cident up to this point there are many indications that they will occur
as deep neural networks gain more popularity. Since the attacks can
be performed in a black box setting there is virtually nothing stopping
attackers from causing harm. However, even without the research it
would be inevitable that adversarial examples would be detected inde-
pendently from the original discoverers. The open research also makes
sure that the information of all of the threats to neural networks are
openly accessible and allows neural network designers to take their
own precautions. In the coming years the knowledge of the threat of
adversarial examples will increase and will put a higher demand on
research related to adversarial defence mechanisms.



Chapter 7

Conclusion

Explainable AI metrics have been used to train filter neural networks
to detect adversarial examples. The objective was to investigate whether
or not the explainable AI techniques could robustly extract patterns in
adversarial examples that are not found in original data. The results
show that the filters with layer-wise relevance propagation heatmaps
as inputs can detect adversarial examples constructed with the pro-
jected gradient descent method with accuracies of 77%, 90%, and 92%
for the MNIST, Fashion-MNIST, and CIFAR10 datasets respectively.
However, the filters do not detect adversarial examples constructed
with adaptive attacks that utilize the architecture of the defence mech-
anism. The results have provided evidence against the adversarial fil-
ters being robust enough to be trusted as a powerful defence. This
thesis has highlighted the immense difficulty of defending neural net-
works against adversarial examples and shows that the proposed de-
fence suffers from the same fragility against adaptive attacks as many
proposed defences mechanisms already have.

7.1 Future Work

There are several areas in this field that need further research since
many fundamental questions remain unanswered. First and foremost,
do the results scale? This thesis has investigated filter neural networks
on smaller neural network architectures and before drawing a definite
conclusion of the research question the same tests should be done on
larger, more complex networks.

38
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Another question to investigate is whether or not it is possible to cre-
ate a metric that resembles human perceptual similarity. With such a
metric it will be easier to define how well an adversarial example is
disguised. Moreover, it will be possible to investigate whether or not
it is possible to construct adversarial examples that can fool humans
as well. Most if not all adversarial attacks to this date are aimed to
fool neural networks. If adversarial examples that fool humans exists
the vital question would be to ask if they share similarities between
adversarial examples constructed to fool neural networks.

In Theorem 1 it was shown that the possibility of ensuring robustness
is limited to the properties of the dataset that the network is trained to
classify. It is likely that there are additional limitations not only on the
dataset but also on the network architecture and the dimensionality
of the input that further restricts the possibility of robustness. Knowl-
edge of these limitations are critical in the future search of robust de-
fence mechanisms.

As most of the defence mechanisms to this date aim to defend against
adversarial examples that are similar to the original inputs there is a
need to further extend defence mechanisms to adversarial examples
that contain larger distortions, like an adversarial patch. Adversarial
examples with large distortions are in many cases even more danger-
ous than regular adversarial examples and should therefore be consid-
ered more. However before this can be addressed properly there must
exist a solid robust defence which currently does not exist.
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