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Abstract 

The	primary	goal	of	this	work	was	to	investigate	an	organisation’s	readiness	to	adopt	a	
new	innovation.	A	framework	was	developed	by	combining	two	well-known	frameworks,	
Diusion	of	Innovation	(DOI)	and	Technology-Organisation-Environment	(TOE).	The	
frameworks	were	chosen	to	give	a	holistic	view	of	the	factors	determin-	ing	an	
organisation’s	propensity	to	incorporate	new	technology.	The	innovation	dis-	cussed	in	this	
thesis	is	a	Role-based	Access	control	(RBAC)	in	the	physical	setting	of	a	data	centre.	

The	research	is	designed	as	a	case	study	and	was	carried	out	at	the	data	centre	group	at	the	
Swedish	Police	Authority.	The	empirical	data	was	gathered	through	both	unstructured	and	
semi-structured	interviews,	as	well	as	observations	made	at	the	site.	The	collected	data	
was	analysed	using	a	developed	composite	framework.		

The	findings	corroborates	previous	research	conclusions	that	TOE	and	DOI	are	compatible	
and	complementary.	The	results	indicate	that	while	RBAC	would	not	resolve	certain	
challenges	within	a	data	centre,	it	could	arguably	simplify	certain	aspects	related	to	access	
management.		
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Sammanfattning 

Detta	arbetes	huvudsaklig	mål	var	att	undersöka	hur	en	organisations	förmåga	att	införliva	
innovation.	Ett	ramverk	utvecklades	genom	att	kombinera	två	välkända	ramverk,	Diffusion	
of	Innovation	(DOI)	och	Technology-Organisation-Environment	(TOE).	Ramverken	valdes	
för	att	ge	en	holistisk	bild	av	faktorerna	som	styr	en	organisations	benägenhet	att	anta	ny	
teknologi.	Innovationen	som	studeras	i	detta	arbete	är	rollbaserad	åtkomstkontroll	i	miljön	
av	ett	datacenter.	 

Studien	är	designad	som	en	fältstudie	och	genomfördes	hos	datacentergruppen	på	
Polismyndigheten.	Den	empiriska	datan	samlades	in	genom	ostrukturerade	och	
semistrukturerade	intervjuer,	samt	observationer	på	plats.	Datan	analyserades	med	hjälp	
av	ett	utvecklat	sammansatt	ramverk.	 

Resultatet	underbygger	tidigare	forsknings	slutsatser	att	TOE	och	DOI	är	kompatibla	och	
komplementära.	Resultatet	visar	att	rollbaserad	åtkomstkontroll	inte	adresserar	vissa	
utmaningar	inom	ett	datacenter,	men	att	det	förenklar	en	del	aspekter	gällande	hantering	
av	accesser.	 
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Chapter 1

Introduction
The purpose of this chapter is to introduce the thesis’ topic, position it within the
current research, and present the problem formulation and the research questions
it sets out to answer. Furthermore, this chapter presents the thesis’ delimitations,
outline, and lists its terminology.

1.1 Background
As society grows increasingly reliant on digital information systems, the field of
IT security has cemented itself as a key area for many businesses, authorities, and
organisations. The area, also called cyber security, refers to the processes and tools
designed and deployed to protect the cyber environment and organisation and user’s
assets [1]. For an organisation, poor IT security can have devastating consequences,
a�ecting everything from a company’s stock price and reputation, to the personal
safety of the individuals whom the breached information might be about.

This became a reality for the Swedish Transport Agency in 2017, when the news
broke that it had made highly sensitive data accessible to foreign powers by mis-
handling access permissions in its IT outsourcing project. Despite objections from
the Swedish Security Service (Säkerhetspolisen), the management of the Transport
Agency had disregarded prevailing regulations protecting personal data. In addi-
tion to the potentially adverse data leak, the poor handling of access resulted in a
parliamentary crisis where two ministers were forced to step down [2].

Within IT security, the sub-component Information and communication tech-
nology security (ICT) deals with the protection of the technology-based systems on
which information is commonly stored and/or transmitted [3]. With all the technolo-
gies and procedures a data centre encompasses, it is a central research subject within
the field.

The perception of threats to ICT systems in general, and data centres in particu-
lar, has changed over the years. Back in 1992, Loch, Warkentin, and Carr [4] ranked

1



CHAPTER 1. INTRODUCTION 2

natural disasters as the top threat to information security within data centres. Since
then, the overall recognition of threats emanating as natural disaster has subsided
[5], mainly due to advances in cloud computing and replication of data. Nowadays,
malicious actions from people with a relationship to the organisation, be they cur-
rent or former employees, contractors, or other legitimately connected persons or
companies, poses a greater threat. As of 2016, IBM [6] reports that 60 percent of
attacks are from insiders.

The insider threat is manifested when human behavior deviates from established
policies, regardless of whether it results from neglect or malice. The types of crimes
and abuse associated with insider threats are significant; the most serious include es-
pionage, extortion, embezzlement sabotage, terrorism, corruption, and bribery [7].
An insider has knowledge of the internal workings of the organisation, and pos-
session of rights and privileges required to mount an attack that an outsider lack.
Consequently, insiders can make their attacks look like normal operations [8].

Research on the subject of insider threat mitigation is quite diverse. For all in-
tents and purposes, the field can be divided into three research areas. The first one
concerns threat detection and prediction. In a systematic review of the field, Gheyas
and Abdallah [8] surveyed research trends in an attempt to point out challenges and
identify the best algorithms for insider threat detection and prediction.

The second category concerns compliance. Siponen, Pahnila, and Mahmood
[9] focus on how employees’ adherence to information security policies can be ex-
plained and improved. Employees’ attitude, normative beliefs and habits were found
to have a significant e�ect on intention to comply with ICT security policy. Kirsch
and Boss [10] elaborates on this, describing the need for managers to focus on be-
havioral solutions in addition to the technical ones in the context of information
security, with emphasis on the concept of mandatoriness. Careful specification of
information security policies and evaluation for non-compliance with those policies,
they conclude, both contribute to perceptions of mandatoriness. Interestingly, the
authors also note that the use of incentives and rewards seem to impact individual
perceptions of mandatoriness negatively.

A third category of the research focus on technical and more practical mitigation
techniques. The research area of Identity access management (IAM) is quite broad
and deals with policies and technologies for ensuring that the proper people in an
enterprise have the appropriate access to technology resources [11]. A central ques-
tion within this field is how access is distributed and administered. Access control
is one of the most pervasive security mechanisms in use today and is present in most
systems, from database management systems to operating systems.

Role-based access control, RBAC in short, is an alternative approach to tradi-
tional access control. With RBAC, roles represent functions within a given organi-
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sation, and authorisations are granted to roles rather than to single users [12]. The
RBAC approach can potentially slash the complexity and costs of access control ad-
ministration while providing high security, reducing the risk of insider threat [13].

With traditional access control, authorisations are granted and revoked on a per
person and resource level. This is also called Discretionary Access Control (DAC)
and is further described in section 2.3. Administering such a system can become
complex and laborious. The complexity grows with the number of subjects and ob-
jects. If the subject population is dynamic, the administrative workload becomes
even bigger. This can result in poor overview, exposing the the system to malicious
actions from insiders. In addition to the administrative challenge, there is a ten-
sion between facilitating an agile work environment with maximal open access and
manage the risk of doing so.

Role-based access control addresses both these challenges in theory. Conceiv-
ably, RBAC models o�er a flexible and reliable approach to managing risks to ac-
ceptable levels without overly constraining the work environment in terms of access.
As roles represent functions within a given organisation, the administrative work-
load can become lighter [14]. Thus, RBAC can potentially o�er cost savings while
making the work environment more flexible.

Data centres are the backbone of modern IT infrastructures. They are particu-
larly susceptible to insider threats given their central role. Inside the perimeter of a
data centre, an intruder or employee with malicious intent e�ectively has physical
access to any information stored on equipment therein unless hindered by protective
measures. Thus, data centres are sites not only concerned with the virtual security
of the software housed, but also with the actual physical security of the equipment.
If unauthorised people gain access it can result in severe, even terminal, damages.

In 2019, Swedish newspaper Computer Sweden [15] exposed a severe breach
of security at a subcontractor providing technical solutions to the National Swedish
Healthcare Advisory Service. Access to servers storing 2,7 million individual phone
calls from citizens to the medical advisory telephone service had been accidentally
made public, exposing confidential and sensitive data. The cause reported by the
company was a breach in physical security, where the storage hardware was acci-
dentally physically connected to the internet during routine maintenance. The com-
pany further elaborated that a major contributing cause to the mishap was lenient
and undi�erentiated access control of persons within the data centre [16]. Access
within data centres thus needs to be restricted e�ectively and physical access control
is an essential element of a data centre’s security strategy. RBAC, through combin-
ing flexibility with rigorous security, could therefore pose an attractive and practical
physical access control model within data centres.

While the benfits of RBAC are quite clear, there are many factors a�ecting an or-
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ganisation’s readiness to adopt new innovations. Technology-Organisation-Environment
(TOE) by Tornatzky and Fleischer [17] and Roger’s Di�ussion of Innovation (DOI)
[18] detail how innovations are adopted within organisations. The frameworks have
been applied in numerous areas and to many technologies, but they have so far have
not been applied to a case on RBAC within a data centre.

1.2 Purpose and problem formulation
The purpose of this work is to investigate whether RBAC could be a suitable access
control model for a data centre and what an organisation can do to improve the con-
ditions for the adoption of such a system. In researching the subject of RBAC as
a system for physical access inside a data centre, this work contributes to a better
understanding of how the working environment, security, and operations of a data
centre can be improved.

Research on the topic of the feasibility of RBAC in a physical environment is
lacking [19]. RBAC and other access control models are mostly applied within
commercially available digital solutions, such as Database Management, Enterprise
Management, and Network Operating Systems [20]. While RBAC would o�er ad-
vantages to a data centre in theory, it has not been studied if it is a viable match.
It needs to be examined what the prerequisites for adoption of a role-based access
control model in the physical setting of a data centre are, if such a system would be
worthwhile, and how the conditions for adoption could be improved.

1.3 Research question
This work draws on the literature of organisational adoption and implementation of
technology in order to examine the incentives and barriers for adoption of RBAC in
the physical setting of a data centre. Analysing the prerequisites for RBAC from a
practical and organisational perspective, this work attempts to clarify how an organ-
isation’s readiness for such a system can be assessed.

• How can an organisation’s readiness to adopt role-based access control within
the physical environment of a data centre be assessed and improved?

1.4 Case study
The research was carried out as a case study at the data centre group at the Swedish
Police authority’s headquarters in Stockholm, between January and May 2019. The
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case will be described in detail in section 4.1.

1.5 Delimitations
This work explores the factors conceivably a�ecting the adoption of RBAC in the
physical setting of a data centre. This thesis does not encompass access control to
the software systems and applications housed within the data centre. Neither does it
examine the perimeter protection of the data centre as a whole.

This work will not examine in detail how an RBAC implementation for a data
centre in this specific case setting should be designed, mainly due to the high level
of confidentiality required. An exhaustive description of specific roles, privileges
and restrictions would in itself constitute a security threat. Thus, topics such as role
engineering and technical choices will not be discussed exhaustively. Fortunately,
this does not impede the exploration of the research question.

The research case for this work in a public authority with dedicated facilities.
How the operations of a private cloud provider serving numerous customers is dif-
ferent, and how that a�ects adoption of RBAC will not be researched.

1.6 Outline
The next chapter, Research context, introduces the basics of access control, paradigms
within the field, and di�erent versions of role-based models. The purpose is to pro-
vide the reader with enough background so that findings and conclusion presented
later in the thesis can be understood. The ensuing Theory and literature review in
chapter 3 focuses on the area of organisational adoption of technology. Findings
from previous research is presented and contrasted, and criticism of the frameworks
are detailed. Chapter 4, Methodology, covers the case in greater detail, the research
approach, how the study was conducted. It further elaborates on the ethics, and the
study’s reliability and validity. Chapter 5 goes through the results and discusses it
in relation to findings detailed in the literature review. Chapter 6 presents the con-
clusions and chapter 7 discusses future research.
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1.7 Terminology

Abbreviation Term

RBAC Role-based access control
ICT Information and communications technology
CIAM Centralised Identity Access Management
IAM Identity Access Management
MAC Mandatory Access Control
DAC Discretionary Access control
TOE Technology-Organisation-Environment
DOI Di�usion of Innovation
SME Small-Medium Enterprises
EA Enterprise Application
PAP Polisens Administrationsportal



Chapter 2

Access control
The goal of this chapter is to provide the reader with information on the research’s
context. The context is thought of subjects adjacent to the research field. This is
an important backdrop for the ensuing chapters of the thesis. The main theoretical
frameworks relating to the organisational adoption of technology will be discussed
in chapter 3.

2.1 Rationale
Access control is presumably the most essential and pervasive security mechanism
in use today. It is present in virtually all systems and imposes both architectural
and administrative challenges. From an operational point of view, access control
has the has the potential to advance the most e�ective way of sharing resources. It
also has the potential to discourage users, levy large administrative costs, and cause
unauthorised disclosure of information.

Access control is generally based on access permits, also called authorisations,
specifying which subjects can access which objects for performing which actions.
On its own, access control does not achieve security but in conjunction with other
mechanisms, it can have a significant impact [21].

Risks to information systems generally concern three aspects, namely confiden-
tiality, integrity, and availability [3]. These categories are described as follows:

• Confidentiality - The need to keep information private and secure.

• Integrity - The concept of protecting information from being improperly al-
tered or modified by unauthorised users.

• Availability - The notion that information is available for use when needed.

7
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Access control is crucial to preserving the confidentiality and integrity of infor-
mation, as the conditions require that only authorised users can access the informa-
tion, and that these users only can alter it in authorised ways. When it comes to
availability, access control can prevent attackers from gaining unauthorised access,
cause damage, and make information and resources unavailable.

2.2 The principle of least privilege
The principle of least privilege is the practice of providing no more permission than
is necessary to a user. By adhering to the principle, the problem of users having the
ability to perform potentially harmful tasks is reduced or avoided [22]. Ensuring that
the principle is followed is mainly an administrative challenge. It requires a mapping
of job functions and the permissions they require, and setting up restrictions so that
a user does not have the permissions of two conflicting functions at the same time.
Often a user needs di�erent permissions at di�erent times depending on the function
being performed. It is important that these permissions do not persist beyond the
time that they are required.

2.3 Discretionary and mandatory access control
Mandatory Access Control (MAC) and Discretionary Access Control (DAC) are two
highly prevalent access control models. The main di�erence between them is how
they provide access to users. DAC provides access by identity of the user, that is,
it regulates access at the discretion of the resource owner. With MAC, on the other
hand, a user is linked with a specific access level and does not have permission to
access resources requiring a higher level. Hence, in MAC access is provided by
permission level [19].

When dealing with a great number of users, one can argue that MAC is an easier
way of establishing and maintaining access since an administrator only needs to
establish a single permission level for each resource and a user. However, if you
have a user with a low permission level who wants access to a specific resource with
a higher security level, you can not provide access to that user without giving him
access to all other resources with the same level. DAC is more flexible as it allows
the user in question to simply be added to the resource’s list of users with access.
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2.4 Role-Based access control
Role-based access control was introduced as a term in 1992 [23]. After 1996, when
Sandhu et al. [12] introduced a number of reference models, the scientific output in
the area increased. The research topics have, to name a few, ranged from investigat-
ing new application areas, providing formal foundation frameworks, to combining
role theory with other technologies in practical usage scenarios [19].

RBAC was proposed as an alternative approach to traditional access control mod-
els such as DAC and MAC. The fundamental idea is to remove the direct link be-
tween the user and his or her permissions. Instead, roles as created for di�erent job
functions, and users are assigned roles based on their qualifications and responsibil-
ities. The roles are then connected with access rights to certain resources [12]. In
other words, an RBAC policy is based on the functions a user is allowed to perform
within the context of an organisation. A user can not typically pass their permissions
onto another user at their discretion. For example, a pilot who has the permission to
operate a plane can not pass that permission to a flight attendant.

The main advantage with RBAC concerns administration and maintainability
[24]. Traditional access control can impose a great administrative workload. RBAC
greatly simplifies this, as user can be easily reassigned from one role to another with-
out modifying the underlying access structure. Furthermore, roles can be granted
new permissions as new resources and actions are incorporated in the system in ques-
tion. Conversely, permissions can easily be revoked from roles. This basic concept
has the advantage of simplifying the understanding and management of permissions.

Organisations operate based on roles, and RBAC takes into account that that em-
ployees change much more frequently than the duties within positions. With roles,
there are fewer relationships to manage and administrators can grant and revoke user
memberships in existing roles instead of explicitly providing access permissions to
a specific resource. In total, this can potentially reduce cost within an organisation
[24, 20].

In addition to administration and maintainability, RBAC makes it clear that it
is the organisation that “owns” the data, not the users with permission to access it.
For certain organisations, discretion on the part of the users may not be appropri-
ate. With RBAC users are unavoidably constrained by the organisation’s protection
policies as their permissions are based on the roles they hold [24].

RBAC has been shown to support many well-known security principles and poli-
cies that are important to both government and commercial enterprises [25]. These
include the specification of competency to perform specific tasks, the enforcement
of Least Privilege for administrators and general users, and the specification of con-
flict of interest rules, meaning that a user can not hold two conflicting roles at the
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same time.
Because of its relevance, RBAC has been widely investigated and several exten-

sions to it have been proposed. In an e�ort to create a unified view, Sandhu et al.
[12] proposed a standard for role-based access control. The standard details three
basic models for RBAC.

2.4.1 Flat RBAC
Flat RBAC is the rudimentary version of RBAC. It includes the essential parts of the
model but excludes many features such as role administration, revocation of roles
and scalability. The reason for not including all of these features is because there is
no consensus in the literature and it is not appropriate to include too many limitations
in a standard model. As depicted in figure 2.1, the basic concept is that users gain
permissions through roles, users are assigned roles, and the roles have permissions
[12]. The components of flat RBAC are described as follows:

• Users - A user is defined as an indivdual or computer system of some sorts.

• Roles - A role is typically a function within the context of an organization.

• Permissions - A permission is an access mode that can be exercised on objects
in the system.

• Sessions - A session is a particular instance of a connection of a user to the
system and defines the subset of activated roles.
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Figure 2.1: A visual representation of flat RBAC model.

Both user assignment and permission assignment are many-to-many relations.
A user can have many roles, roles can have many permissions, and vice versa. The
feature of role review is essential in RBAC, it e�ciently shows which roles belong to
a user and which users belong to a role. Permission-role review is not included in this
model since the task to determine becomes increasingly di�cult in large systems.

2.4.2 Hierarchical RBAC
Hierarchical RBAC (depicted in figure 2.2) is an extension to flat RBAC. The di�er-
ence is role hierarchies which can be viewed as a natural means for structuring roles
in such a way that they reflect the organisation’s structure. In the literature, there
are descriptions of how roles can be inherited. The first interpretation, referred to as
activation hierarchy, states that a user with a role can play all of its descending roles.
The second interpretation, referred to as permission hierarchy, states that each role
inherits all permissions of its descendant roles [20].
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Figure 2.2: A visual representation of hierarchical RBAC model.

2.4.3 Constrained RBAC
Constrained RBAC (see figure 2.2) is another extension to flat RBAC. In broad terms,
it is flat RBAC with added constraints. There are various types of constraints, such
as separation of duties constraints, cardinality constraints and temporal constraints.
Separation of Duties (SOD) concerns reducing the risk of fraud by not allowing any
user to have su�cient authority within the system to carry out fraud on his/her own.
Cardinality is about limiting the number of users with a role. Temporal constraint
may prevent a user from holding certain roles at some hours, or limiting a user to
only hold a role up to a certain date. Constraints can be both static and dynamic con-
straints. Static constraints are enforced when a user is assigned a role, and dynamic
constraints are enforced when a user activates a role in a session.
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Figure 2.3: A visual representation of a both constrained and hierarchical RBAC
model.



Chapter 3

Theory and literature review
This chapter serves to introduce the research field of organisational adoption of
technology. Prominent theoretical frameworks are introduced, outlined and com-
pared. Relevant empirical research using said frameworks is reviewed. The chapter
will result in a composite framework for assessing organisational readiness to adopt
technology presented in the method chapter.

3.1 Adopting innovations as an organisation
An organisation’s readiness for adopting and using new technologies is generally
assumed to correlate with its growth and success [26, 27]. Hence, the topic of how
organisational adoption of innovation can be improved has garnered a lot of atten-
tion in the research, and become of great interest for leaders both in the private and
public sector. Researchers in the field of spread of innovation (a term used inter-
changeably with technology in this field) have tried to identify how innovative and
non-innovative organisations di�er in terms of structure and culture, as well as how
these characteristics can be altered [28].

The following sections will attempt to outline two of the most frequently used
theoretical frameworks in the research on organisational adoption of technology. The
chapter concludes with examples of empirical research on the implementation and
use of these frameworks, as well as appraisal of their respective strengths and weak-
nesses.

3.1.1 Technology–Organisation–Environment
Innovation adoption is thought of as a multidimensional process, including envi-
ronmental factors, characteristics of the individuals and organisations that adopt the
innovation, and characteristics and attributes of the innovation itself. An overar-
ching framework attempting to use these ideas to describe the readiness of an or-

14
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ganisation was described by Tornatzky and Fleischer [17]. Named "Technology,
Organisation, Environment" (TOE), this tool assesses readiness to adopt and inno-
vate through analysis of the contextual factors constituting its name; Technology,
Organisation and Environment. It has, since its introduction, been found useful in
understanding the adoption of innovations in a multitude of industries [29]. The
enduring relevancy of the TOE framework is underscored by its similarity to other
competing frameworks, such as Institutional theory [30]. According to Kurnia and
Johnston [31] most alternative adoption frameworks resemble the TOE framework
through applying a general template using the external environment, characteristics
of technology, and the capabilities of the organisation as its main explanatory vari-
ables.

The technological context

The technological context, in short, analyses the properties of the actual innovation at
hand, and its potential implications for the organisation. It can pertain to both prop-
erties of the existing technology and the one considered for adoption. Technology,
in this instance, can be practices, equipment, or software. Notably, the “technology”
can even be a non-technological innovation, such as a novel administrative practice
[32].

Innovations are often divided into three categories; those that create incremen-
tal, synthetic, or discontinuous change [33]. Incremental innovations are thought
of as new features added to existing technology. Synthetic innovations are existing
technologies applied or combined in novel ways, while discontinuous innovations
are completely new technologies that mark a radical departure from previous solu-
tions. Technological innovations that cause incremental or synthetic change allow
for a slow and gradual adoption process. In contrast, novel and groundbreaking tech-
nologies causing a discontinuous change that require organisations to make quick,
decisive, and often irreversible decisions in the adoption process [34].

Another important factor relating to the technology context in the TOE frame-
work is the technological proficiency required by an innovation from the sta� re-
sponsible for its adoption and implementation. A more proficient sta� yields a
smoother adoption process [35]. The interplay between competence and innovation
is double-sided though, as the adoption of a technology can a�ect the competence of
the sta� following its adoption. Innovations can be either “competence-enhancing”
or "competence-destroying" depending on whether they allow organisations to build
on and develop previous competences or rather require radically di�erent skill sets,
rendering old ones obsolete [36].

While Tushman and Anderson describes these constructs to apply to entire busi-
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ness sectors, they are arguably extrapolate to the context of a single company or
organisation. While it is of course desirable to choose technologies that allows the
skill sets and competencies within a company to organically grow, several examples
from the last century proves that failure to adopt new technology even though it is
discontinuous and competence-destroying may be detrimental to entire companies.
Such failures include the demises of the once world-leading camera manufacturer
KODAK and Swedish typewriter manufacturer Facit, both of which clung on to old
technologies (analogue photography and mechanical typewriters, respectively) and
were swiftly outpaced by competition [37]. These cases underscore the importance
of constant vigilance for innovation in technology-dependent sectors.

The organisational context

The organisational context is focused on how the company or organisation is inter-
nally structured and managed. Size, scope, managerial structure, financial resources,
sta� composition and proficiency and a number of other factors can a�ect readiness
[29].

The e�ect of the size of an organisation on innovation adoption has been a well
researched topic in the field of organisational adoption [38]. Some argue that large
organisations have the potential to be more innovative because they have more fi-
nancial resources, more advanced facilities, a diverse workforce, higher technical
competence and can more easily raise capital when they need to. Small organisa-
tions on the other hand can be more innovative, some argue, through being more
agile, making quicker decisions, having less bureaucracy, and enjoying a greater de-
gree of personal involvement from individual managers and employees than large
counterparts [39].

The empirical data on this issue has yielded support to both hypotheses. Through
a meta-analysis of 54 correlations derived from 21 empirical studies, Lee and Xia
[40] attempted to shed light on these mixed results. Their results show a weak posi-
tive correlation between size and propensity to adopt new technology. Some schol-
ars argue that the positive e�ect of size, through increased financial and human re-
sources, influence all phases of adoption, whereas reasons for the negative e�ect
of size, such as inflexibility and bureaucracy, primarily a�ect implementation [39].
This would explain the somewhat measured overall positive e�ect, and also provide
organisations of di�erent sizes with ideas on which part of the adoption process
to try to improve on. Interestingly, the correlation between size and propensity to
adopt new technology was stronger in for-profit-organisations, while non-existent in
not-for-profit organisations including those publicly funded [40].

Innovation and technology adoption in the information security sector entails



CHAPTER 3. THEORY AND LITERATURE REVIEW 17

specific demands. Organisations successful in this field underscore their security
e�orts with four factors, namely management commitment, accountability, aware-
ness, and thorough training [41]. Management, Dwivedi, Wade, and Schneberger
[42] elaborate, is of paramount importance to the adoption of new technology. Top
management leadership behaviors and communication processes, he argues, should
aim to highlight the role of innovation within the organisation’s overall strategy.
The importance of indicating the indispensable nature of innovation to subordinates,
rewarding innovation both formally and informally, emphasising the history of in-
novation within a firm, and building a skilled executive team that is able to cast a
compelling vision of the firm’s future are also underscored.

In a review article from 2016, Soomro et. al. discusses the importance of man-
agement in the specific setting of information security. The authors conclude that a
“holistic” managerial strategy seems to yield the best security outcomes, and stresses
the importance of managers to move beyond the role of merely ensuring compliance
with security protocols within the workforce [43].

Interrelation between employees, team cohesion, and motivation as well as com-
munication processes are also important. Individuals need an institutional support
for their e�ort to manage new technologies. This means that the ability of the or-
ganisation to support individuals with appropriate tools and an e�ective information
exchange is essential during the adoption of a new innovation. A constructive rela-
tionship with the organisation brings individuals to appreciate the advantages of new
technology [44].

The environmental context

The environmental context looks at external factors a�ecting an organisation’s readi-
ness to adopt new technology. Ownership, whether public or private, competition or
collaboration with other companies or organisations, government regulations, poli-
cies and availability of technology support and acquisition infrastructure are all ex-
amples of environmental factors that can be relevant [29].

Competition as a factor in technology adoption have been extensively investi-
gated. There is a general agreement that intense competition stimulates the adop-
tion of innovation [45]. There are ample studies of this, from a variety of industries.
One example is a study by Saloner and Shepard [46], which provided evidence that
adoption of ATMs by banks in the U.S. was faster in more concentrated markets.

There are, however, also examples in the literature of the contrary. Optical scan-
ners were adopted by food stores at a quicker rate when markets were less concen-
trated, as well as when food stores had greater market shares [47]. Allen, Clark, and
Houde [48] showed that e-banking technologies were adopted by Canadian banks
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earlier in less competitive markets. Milliou and Petrakis [45] suggests that a com-
petitive market might generally stimulate technology adoption through increasing
incentives to acquire a competitive edge, but sometimes creates an opposite e�ect
through pressuring companies financially to the point where investment in new tech-
nology is delayed. Organisations with greater economic health can a�ord to take
more risks and absorb the cost of failure. They thus tend to invest more in inno-
vation [49]. In addition to competition, dominant firms within an industry can in-
fluence partners further down a value chain to innovate or adopt innovation [42].
Weaver [50] presents The overarching hypothesis on the role of collaboration in in-
novation, where he postulates that innovation in information technology, institutions,
and strategic reorientation of technological change have induced a fundamentally
new dynamic in innovation processes labeled collaborative pull innovation. The
research field investigating the interplay between competition and collaboration re-
mains dynamic.

Institutional aspects Government organisations are not subject to competition in
the same way private companies are. They are, however, highly dependent on policy,
legislation and regulations. In an e�ort to describe a factors a�ecting information
security in public organisations for e-government development, AlKalbani, Deng,
and Kam [41] found that in general, two environmental factors a�ecting adoption of
information security technology are suggested: Social pressure and legal pressure.

There are many examples of situations when sudden policy changes or enactment
of new legislation are major driving forces behind the adoption and development
of new technology. Attacks, accidents and other serious and unexpected breaches
of security and safety are often powerful catalysts of changes in policy regarding
protective and defensive measures against such threats, both through social and legal
pressure. In response to the terrorist attacks of September 11, 2001, the US Congress
swiftly ordered the newly formed Transportation Security Administration (TSA) to
adopt an array of new technology, including scanners for explosives for all checked in
luggage in all 429 US commercial airports [51]. Following the Fukushima Daiichi
nuclear disaster, governments across the world di�ered in their responses. In the
UK, policy makers rea�rmed their decision to continue the development of nuclear
power, whereas in Germany, the federal government decided to shut down older
nuclear power plants and instead invest in renewable energy sources [52]. While
these two events are extraordinary occurrences, they serve to exemplify the reactive
nature of government security policies, and the e�ect of such policies on innovation
adoption.

Legal pressure can be less swift and dynamic, but yet powerful. All public or-
ganisations in Sweden are subject to Swedish and European laws for public procure-
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ment. This legislation [53] is meant to ensure that public procurement remains a
transparent, predictable and fair process, devoid of corruption and foul play. While
supporting fundamental mechanisms in the European economic and judicial system,
European public procurement law in some ways seems to serve as an institutional re-
striction on innovation through a number of mechanisms [54]. Public procurement is
in itself complex and subjected to a plethora of contradictory goals and expectations
[55]. Public sector workers and administrators tend to be risk averse and thus, reluc-
tant to deviate from courses of action considered safe and measured, which might
impede innovative technology acquisitions [56]. The process is regarded as com-
plicated and arduous among both government employees tasked with procurement
of technology, and among private companies competing for the contracts. Smaller
organisations, both on the procuring and supplying side, seem to su�er from this to a
greater extent [54]. Some authors have tried outlining innovation-friendly procure-
ment processes, aiming to enlarge the market for a certain type of product or service
of great interest to policy makers. This could help facilitate the emergence of new
standards or help change market structure by making it attractive for new entrances
[57].

3.1.2 Di�usion of innovation
Di�usion of Innovation (DOI) is another frequently cited framework, first drawn
up by Everett Rogers in the sixties, and since refined. In DOI theory, innovation
refers to any technological or administrative product, service or practice that is new
to a potential adopter. According to Rogers, adoption refers to the decision of any
individual or organisation to start using an innovation, whereas di�usion pertains to
the accumulated level of users of an innovation in a context [18]. DOI is a theory
of how, why, and at what rate innovations spread through cultures, operating both at
the individual and organisational level [29].

Rogers himself notes that his DOI framework is for the most part aligned with
the TOE framework. Currently, di�erences between the TOE framework and DOI,
along with most competing theories, has been seen as slight. New ideas and per-
spectives in this field creating tension with TOE and DOI has this far been resolved
by allowing the TOE and DOI frameworks to incorporate competing ideas, rather
than respond to them [18].

Innovation

Similar to the TOE framework, the DOI framework recognises that the properties
of the innovation itself a�ects its potential of successful adoption. Rogers suggests
five attributes of an innovation or technology that are influential in this regard [18].



CHAPTER 3. THEORY AND LITERATURE REVIEW 20

• Relative Advantage - The degree to which an innovation is perceived as su-
perior to a product it replaces.

• Compatibility - How consistent the innovation is with the values, experiences,
and needs of the adopter.

• Complexity - How di�cult the innovation is to understand and/or implement
and use. When key players perceive innovations as being simple to use the
innovations will be more easily adopted.

• Trialability - The degree to which the innovation can be tested or refined
before adopting the innovation. Being able to test an innovation in incremental
steps rather than “buying the pig in a poke” makes the hurdle of adoption less
steep.

• Observability - The extent to which the innovation provides observable re-
sults. Observable results makes for smoother implementation of an innova-
tion, as sta� are more easily motivated.

Time

The passage of time is a recurring theme in Roger’s DOI theory. Firstly, the di�usion
of innovation is described as a process measured as a rate, thus describing not only
on the proportion of a potential user base that has adopted an innovation, but also
how quick the process is. The DOI framework also stresses that the adoption of new
technology, while often portrayed as a binary decision, is in fact a multi-step process.
The recognition of this enables researchers to analyse which step in the process is
a�ected by what specific dimension or context.

Rogers suggests a five-step model where the five steps are: (1) Knowledge, (2)
Persuasion, (3) Decision, (4) Implementation, (5) Confirmation. Several alterna-
tive suggestions on how to describe this process exist, including more as well as
fewer steps [58, 59]. Damanpour and Schneider [39] notes that these phases can
be grouped into three general phases of pre-adoption, adoption decision, and post-
adoption, often referred to as initiation, adoption (decision), and implementation.
The phases of adoption considered in DOI theory are thought to be a�ected by the
properties of the innovation discussed in the previous segment. Damanpour and
Schneider [39] notes that while each of the five attributes of an innovation described
in the previous segment potentially can a�ect any of the phases of adoption, some
phases seem to be a�ected by certain traits to a greater degree than others. For
example, an innovation characterised by a high degree of relative advantage might
predominantly a�ect the pre-adoption and adoption phases, as adopters are more
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concerned with the actual advantages of an innovation while contemplating, plan-
ning, and deciding on an innovation. Observability and complexity are examples of
traits that a�ect the post-adoption phase to a greater degree.

Adopters

The DOI framework also attempts to characterise what traits a�ect the likelihood
of individuals to adopt an innovation. A large array of individual personality traits
have been investigated for their impact on adoption, but with conflicting results [33].
Rogers arrives, however, at a categorisation of adopters, based on their tendency to
adopt new technology.

Rogers identifies five categories, each with its own characteristics. Ranging from
most to least prone to adoption of new technology. The categories are: Innovators,
Early Adopters, Early Majority, Late Majority and Laggards:

• Innovators - Innovators are eager to try new ideas. They are risk-takers willing
to accept the occasional setback when new ideas prove unsuccessful.

• Early Adopters - Early adopters have the highest degree of opinion leadership
among the adopter categories. They are not as risk-taking as innovators.

• Early Majority - The early majority adopt an innovation after some time that
is significantly longer than the innovators and early adopters.

• Late Majority - They adopt an innovation after the average participant. The
Late Majority approaches an innovation with a lot of skepticism and after the
majority of society has adopted the innovation.

• Laggards - Laggards are the last to adopt an innovation. Unlike some of the
previous categories, individuals in this category show little to no opinion lead-
ership.

In research on the di�usion of technology among individuals this categorisa-
tion has won great appeal, driven by a desire among researchers to find ways to
diversify the appeal of an innovation in order to attract interest from each respective
adopter category [60]. This line of thinking has, however, not gone without crit-
icism. Some scholars argue that the inclination to adopt new innovations is more
situational than Rogers lets on, rather than an intrinsic trait, and also tends to be
highly variable from innovation to innovation within a single individual. On the or-
ganisational level, Rogers’ categories have been used to describe roles and dynamics
of individuals within an organisation with respect to technology di�usion, as well
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as categorising entire organisations or firms. As organisations are even more com-
plex than individuals, conclusions made as to the characteristics of a company as an
adopter should be made with some caution [33].

Social systems and communication channels

Rogers et al. [18] defines the social system as: “a set of interrelated units engaged
in joint problem solving to accomplish a common goal”. Thus, in the field of organ-
isational adoption of innovation, the social system is the organisation itself and its
immediate surroundings.

DOI theory states that communication is an absolute prerequisite for the di�usion
of an innovation in a society or organisation. Rogers et al. [18] defines communica-
tion as a process in which a source creates and shares information with a recipient
in order to reach a mutual understanding. A communication channel is a medium
between two communicating parties. As DOI theory aims to be applicable on any
analytical scale, ranging from a societal setting to that of a small group of individu-
als, the complexity of and relationship between the communicating parties can vary
greatly.

The properties of a communication channel is thought to be of greater impor-
tance if the source and the recipient are unfamiliar with one another, than if there
is already an established relationship. A communication channel should be se-
lected with more care when communicating with a recipient with a diverging set
of attributes, including values, experiences, social status etc. Such a relationship
is referred to at heterophilic in DOI theory [18]. Communication between sources
and recipients with identical characteristics, dubbed homophilic, is often smoother,
but does not necessarily promote technology di�usion as no new information is ex-
changed. DOI theory encourages communication channels that enable the exchange
of ideas and thoughts especially in groups with a high degree of heterophily [18].

An appraisal of the communication channels in the setting of a public organisa-
tion might encompass analysis of the routines and practices concerning electronic
correspondence such as e-mail, but also formal and informal meetings, including
their frequency, structure, attendance, and e�ectiveness [61].

3.1.3 Previous empirical research
The empirical literature on organisational technology adoption is described as rather
comprehensive, and comprises a wide field of di�erent innovations in di�erent in-
dustries [17]. There are several exhaustive review articles attempting to evaluate
the empirical research done using the TOE and DOI frameworks in di�erent fields.
Liu [62] summarises the literature on adoption of electronic commerce, reviewing a
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total of 20 studies using either TOE, DOI, or some amalgamated analysis model of
the two. The review notes that most of the included studies preferred questionnaire
methods and were for the most part carried out in developing countries. Liu states
that “many hypotheses” based on the TOE framework and the DOI theory was found
to be significant and positive in the included studies, but fails to convey whether any
particular aspect of each respective framework was more important. The review is
not designed to directly compare TOE and DOI, and its results do not favor any of
the frameworks over the other. Liu concludes, however, that the combination of the
two frameworks seem to compliment each other well.

Oliveira and Martins [29] conducted a review of adoption of information technol-
ogy on the organisational level. The authors note that most empirical studies in the
field make use of the DOI theory and the TOE framework, but also included studies
using the Iacovou, Benbasat, and Dexter [63] model and the Institutional theory [30].
Fourteen studies using the TOE framework were found, and four studies using a com-
bination of TOE and DOI. Questionnaire and/or interview approach were used, and
most studies encompassed several organisations. Though the review meticulously
lists factors found influential pertaining to each context and dimension of the frame-
works, the data is somewhat di�cult to overview. Some factors of greater apparent
importance seem to recur in many studies, including technology competence, organ-
isation size, financial commitment, competitive pressure, and regulatory mileu. The
five factors describing innovation characteristics in DOI theory are found to have an
impact in studies using DOI. The authors argue that it seems advisable to combine
more than one theoretical model to achieve a better understanding of the adoption
of innovation in organisations. It can be summarised, that reviews such as the ones
conducted by Liu and Olivieira et al serves to illustrate the richness and quantity of
studies performed in this field, but that succinct conclusions on what aspects of the
theories are especially relevant can be di�cult to make from them.

Individual original studies can yield a more detailed picture. In a study on En-
glish small to medium sized enterprises (SME), Ramdani and Kawalek [64] inves-
tigated the adoption of enterprise applications (EA) defined as “commercial soft-
ware packages that enable the integration of transaction-oriented data and business
processes throughout an organisation“. The managers and/or owners of a random
sample of 102 SME were subjected to an interview-administered survey. TOE was
used as the main theoretical analysis framework, but DOI-theory was used to analyse
technology characteristics. The study used a partial least squares method (a form of
regression analysis) and found statistically significant impacts of both technology,
organisation, and environment contexts on the propensity to adopt EA. The major
contribution of this study was to empirically explore the TOE factors influencing
SMEs’ adoption of EA. The results from the PLS analysis showed that the TOE
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model is indeed a robust tool for predicting EA adoption in SMEs. Although using
a quantitative rather than qualitative approach, the study is highly relevant to this
thesis, as it provides a successful example of an analysis model merging the TOE
and DOI frameworks.

There appears to be no empirical literature using the TOE and/or DOI frame-
works specifically to investigate the adoption of RBAC on an organisational level.
Bradford, Earp, and Grabski [65], however, investigates the constraints and benefits
of a centralised end-to-end identity and access management system using the TOE
framework in an interview based study of two educational organisations. The access
management system investigated shares many properties with an RBAC system, but
di�ers from the system outlined in this thesis through not being explicitly role based,
and concerned with software access rather than access within the physical environ-
ment.

Bradford finds that, concerning the technology framework, two main factors con-
stitute obstacles to adopting the new access management system: Rouge/ad-hoc sys-
tems already in use, a lack of centralized repository of IDs. Interestingly, both factors
are related to the technology already in use at the investigated organisations, rather
than problems arising from the innovation. Regarding the organisational context,
Bradford notes that adoption is delayed by a lack of agreement on classification of
users, weak executive leadership in IT issues, shortage of committed resources, and
an organisational culture where security is viewed as an IT problem rather than a
business problem. The environmental context was also covered. Respondents men-
tioned that constantly changing fee structures and product support at vendors of the
investigated system slowed down progress in adoption. There was also concerns that
the new system might not keep up with quickly changing demands from third-party
software and changes in government regulations, which made interviewees appre-
hensive about its adoption. Bradford concludes that TOE is a robust framework that
can be applied to the area of identity access management.

Perhaps stemming from the economic and competitive advantages that result
from the spread of innovations, a great deal of the di�usion of innovation literature
is centered on the adopting behavior of individual consumers. On the organisational
level, a number of authors have also empirically examined DOI among commercial
enterprises. The literature with respect to the public sector is relatively limited, and a
search of the literature yielded only a handful of scholarly works on this subject. The
only articles found that investigated adoption of innovation within law enforcement
agencies were two studies examining the adoption of social media platforms amongst
police departments in China and in the USA [66, 67]. These studies were quantitative
in nature, and showed a weak relationship between department size and adoption.
Specific conclusions on properties of individuals police departments were beyond
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the scope of these studies, however.

3.1.4 Criticism
There are several overarching and sometimes recurring problems with research in the
field of innovation adoption. Damanpour and Schneider [39] notes that most empir-
ical studies of organisational adoption of innovation considers adoption a dichoto-
mous decision when measuring. This is contrasted by most theories on innovation
adoption, including DOI and TOE, which posits adoption as a multiphase process.
As failure to adopt an innovation can have di�ering causes depending on which step
in the process has been inhibited, this approach risks overlooking potentially impor-
tant causal factors. There is also, according to some authors, an imbalance in the
emphasis given to each respective dimension or context in the empirical research.
Often the organisational context is the one claimed to be of predominant importance.
There are several examples of studies focusing almost entirely on the characteristics
of the organisation [68] while downplaying the role of technology and environment.
There is also some evidence of imbalance in the literature on aspects of technology.
According to Rogers et al. [18], most studies on innovation have been devoted to
technological innovations rather than administrative ones.

There is criticism of the theoretical contents of the frameworks themselves. While
TOE theory is perceived as broad and easily applied, some authors considers it a
somewhat “generic” theory [69]. This is evident when browsing the empirical liter-
ature, where studies with similar setting and data collection methods might still yield
results that are di�cult to compare, as disparate aspects of the TOE framework have
been applied. The framework has in this regard to an extent become a victim of its
own popularity, where the ever increasing comprehensiveness of its design driven
by its widespread adoption (sic) has generated a multitude of interpretations of what
an “actual” TOE analysis should comprise.

Some aspects of DOI theory is more succinct than corresponding parts of TOE
theory. For example, Rogers characterises adopters into categories, describes dis-
tinct phases of the adoption process in detail and limits the list of aspects of an inno-
vation a�ecting its adoption to five. While these models are generally perceived as
to-the-point and concise, some authors argue that DOI theory in this regard is overly
simplistic [70]. For example, Askarany [38] explores factors beside perceived ad-
vantage, complexity, compatibility, trialability, and observability that have an impact
on the rate of adoption of an innovation. He argues that uncertainty associated with
the technology; the investment required to adopt the technology and the economic
advantage the technology will bring as factors only partially covered by the five tech-
nology aspects of DOI theory. In the same vein of criticism because of simplicity,
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some authors argue that Roger’s discussion on communication channels is some-
what dated [71], as it predominantly considers communication on a greater scale as
a unilateral process. While mass communication in the 20th century largely fit this
description, the modern era of connectedness and interactivity requires a multilateral
view on communication to be relevant [72].

Another recurring criticism of DOI theory is that the emphasis on environmental
factors a�ecting technology adoption is less pronounced. Some authors make sure
to include these aspects in the concept of “social system”, whereas some authors
constrict the definition of the social system to only encompass the most immediate
surroundings of the individual or group studied [29]. The TOE framework is in this
regard more comprehensive.



Chapter 4

Methodology
This chapter describes the case in greater detail and motivates the method used
in planning and executing this study, as well as analysing and presenting its re-
sults. The chapter concludes with a description of a composite framework used in
analysing the gathered empirical data.

4.1 Research case
The Swedish Police Authority is the largest agency/authority in sweden with 31 000
employees. The organisation underwent a large restructuring process in 2015, aimed
at centralising authority. This restructuring process is still, in parts of the organisa-
tion, ongoing. This restructuring is touching every part of the organisation and their
idea is to become “one authority”. The IT-department, employing some 900 per-
sons, has always been a centralised unit of the authority. The data centre group,
comprising roughly ten persons, is part of the IT-department and is tasked with the
structuring, management and maintenance of data centres within the entire police
organisation.

The Swedish Police Authority (Polismyndigheten) is running and maintaining
all of its own IT infrastructure. It is required to do so by law. Due to its nature
as a government organisation concerned with public safety, the requirements on the
operations of its services are especially high. It needs to supply the organisation and
the Swedish population with essential information at all times.

To meet this need, the authority operates several (the exact number and their
locations are confidential) data centres of varying sizes. Due to the sensitive nature
of information stored in these centres, a rigorous access system is set in place. Access
in the data centres are currently distributed on a per person and resource level.

27
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Figure 4.1: A simplified layout inside a data centre. The room has a series of racks
placed in rows allowing the technicians to easily access the equipment. The racks
are symbolised by squares. The grey ones have locks while the black squares have
no locks.

The data centres host applications with varying security levels. A majority of the
applications are run on servers in racks without locks. Racks are can be described
as storage compartments for servers. To access these, an employee within the data
centre simply needs access to the area the server is located. Other applications are
owned by other specific divisions within the authority. The racks for these servers are
locked. To work on these servers, a data centre employee needs to be accompanied
by a representative from the group with ownership. This procedure can be slow.
Figure 4.1 shows a simplified layout for a zone within a data centre.

The range of roles within the data centres stretches from network technicians
with varying areas of expertise, to roles involving maintenance of the facilities in-
cluding cleaners and electricians. Moreover, there are people with supervising and
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administrative duties, as well as both full-time employees and consultants.
A role-based access control system could potentially improve work for both ad-

ministrators and workers in the data centre, providing better overview and enabling
a more e�cient and agile way of working. All while maintaining high security.

4.2 Research approach
In this study, the readiness for the adoption of a role-based access control system for
physical access within the setting of a data centre was investigated. As the main re-
search question implies the need for an in-depth, multi-faceted exploration of a com-
plex issue, a qualitative approach rather than a quantitative one was used. According
to Blomkvist and Hallin [73], a qualitative approach is beneficial when searching for
meaning and understanding of an intricate issue or convoluted series of events.

Since the investigated RBAC-system is thought to replace or improve upon so-
lutions currently already in use, an appraisal of how physical access is addressed
within the context of a modern data centre was deemed necessary. According to Yin
[74], a case study is ideal for studying phenomena or processes in their real-life set-
ting, providing rich and in-depth data relevant to the environment of the case. When
designing a case study, it is important to decide on the level of analysis, or scope, of
the study [74]. Is the authority, company or organisation as a whole under scrutiny,
or just a part of it? Perhaps even just a set of individual employees? Within the case
at hand, the team responsible for the development and coordination of maintenance
of the data centres within the organisation was relatively small, consisting only of
roughly ten people. This group was regarded suitable to constitute the level of anal-
ysis for this case study. Three members of the data centre group were interviews.
Five additional interviews were conducted with people in roles which are greatly
a�ected by the data centre’s desicions and strategy.

Interviews with a selection of people with di�erent roles within this group, along
with people with adjacent roles within the organisation were undertaken as the pri-
mary method of data collection. The specifics of the interview process is further de-
scribed below. In a case study, it is desirable to use more than one source of informa-
tion where possible in order to provide a broader range of data. This method, called
triangulation, allows data to be cross-validated against information from another
source and thus increases its reliability [75]. In this study, triangulation was achieved
in two ways. Firstly, multiple individuals in di�erent roles were interviewed. Sec-
ondly, observations were made during visits at three data centres within the organ-
isation, complementing the qualitative data retrieved through interviews. As the
research question was concerned with circumstances within the physical space of a
data centre, physical visits to these sites were of utmost importance to understand
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the specific challenges of the data centre environment.
The research was divided into three phases; planning, data collection and anal-

ysis. In the planning phase, time was spent reading up on literature, visiting data
centres as well as conducting unstructured interviews in an e�ort to crystallise the
scope, research-contribution and positioning in the field of research. During the
second phase, data collection, the empirical data was collected through interviews.
Lastly, during the third phase, the empirical data collected was analysed according
to the composite framework outlined below in section 4.3.5, and put into words.

4.3 Data collection

4.3.1 Interviews
The qualitative nature of the research led to the primary method of data collection
being interviews. The interviews were carried out in three stages. Patton [76] and
Saunders, Lewis, and Thornhill [77], lists several interview approaches, utilising a
varying degree of structure. Blomkvist and Hallin [73], suggests several combina-
tion of interview strategies, one of which is starting of with one or a few informal
conversational interviews, while then progressing to a more structured variants.

In this vein, three exploratory and unstructured interviews were first undertaken,
aimed at understanding the organisation and the problem at hand, and tailoring ques-
tions for subsequent interviews. The second stage consisted of five semi-structured,
more probing, interviews with selected persons within the organisation. At this stage
it was possible to corroborate findings from the earlier stage, thus achieving a tri-
angulating e�ect [74]. The semi structured interviews provided the main source of
data for this thesis. Lastly, a complementary set of interviews and/or phone/e-mail
correspondence were used to ask follow-up questions or to clarify answers in order
to guarantee the quality of the data [73].

The participants (see table 4.1) were mainly selected from the data centre group
within the IT department of the Swedish Police Authority. There are several methods
available when choosing what sample of persons within a case to interview. Sam-
pling can be done randomly within a group, or purposefully. In this thesis, in order
to maximise the yield of information gathered, a combination of criterion sampling
and snowball sampling was used [76]. Criterion sampling refers to the practice of se-
lecting interviewees based on a set of criteria. Snowball sampling implies allowing
the interviewees to suggest suitable future candidates to be interviewed, thus enrich-
ing the data gathered [76]. This combination was aimed at both providing data from
data centre workers and persons with critical auxiliary or management roles. The
participants had to either have worked in the data centre or in a role related to access
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control for at least a year; this was done to ensure that participants had su�cient
experience within their field and could contribute in greater detail. As few employ-
ees within the data centre group had worked within the organisation for less than
one year, they were excluded from the list of prospective interviewees. In order to
provide an outside perspective, one person from outside the data centre group was
interviewed. This person had an auditing function within the IT-organisation, thus
providing a critical case. The interviewees were approached and briefed with the
intention of the study and asked to give their approval to take part. In total, eight
persons were interviewed. They were assured their names, though not their respec-
tive roles within the organisation, would remain anonymous throughout the thesis.
Figure 4.2 shows the selected interviewees and which part of the organisation they
belonged to.

Figure 4.2: A visual representation of the Police Authority and the selected interview
participants.

Interviews were all carried out one-on-one and tailored to the area of expertise
pertaining to the person interviewed, but also to avoid group e�ect, meaning that
some participants will be inhibited by other more dominant participants [77]. Per-
sons interviewed were asked not to disclose any confidential or sensitive information.
Questions were all open-ended in order to make sure that the participant could de-
cide and shed light on the details that were important to him or her. When RBAC
was brought up, it was discussed with the proposed RBAC solution outlined in sec-
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tion 4.3.5 below as a template. Interviews were between 25 and 60 minutes long and
were carried out in April 2019. All interviews were recorded at the discretion of the
persons interviewed. The recordings were later transcribed verbatim. The partici-
pants were given the opportunity to rephrase, remove or add information and also
to recommend other people that could be interviewed or to request a complimentary
interview or ask additional questions. In a few instances, shorter complementary
questions were asked by phone or email after the interviews.

Interviewee Structure Position Date Duration

A Unstructured Computer security 20/2 2019 25 min
B Unstructured Computer security 22/2 2019 27 min
C Unstructured Access control 7/3 2019 46 min
D Semi-structured Compliance auditor 10/5 2019 28 min
E Semi-structured Data centre technician 10/5 2019 50 min
F Semi-structured Data centre technician 10/5 2019 40 min
G Semi-structured Access control 14/5 2019 59 min
H Semi-structured Supervisor 16/5 2019 25 min

Table 4.1: List of interviewed employees.

4.3.2 A proposed RBAC system
In sociology, interview studies on complex subjects have successfully employed the
method of using vignettes to aid the interviewee in shedding light on the subject
at hand. A vignette is a technique where the interviewer provides sketches of fic-
tional (or fictionalized) scenarios as part of the interview. The respondent is then
invited to imagine, drawing on his or her own experience, how model or scenario
can be expanded, nuanced or improved [78]. In order to provide an inspirational
vignette, the interviewees were presented with an RBAC model proposed to replace
the current access model. The presented model was intended to be relatively simple
in order to facilitate the discussion during interviews, and thus based on a flat RBAC
design with a minimum of complicating elements. Potential weaknesses revealed
during the interviews could therefore be redeemed using additional features of more
intricate RBAC-models presented in section 2.4.

A few prerequisite conditions necessary for the data centre to fulfill, in order to
allow implementation of the proposed model, were identified beforehand. Firstly,
every single rack in the data centre would need to be equipped with a digital lock
and keypad. In this way, the data racks would constitute secondary security zones
within the data centre. This would allow role privileges to be designed, including
roles with no access to the equipment at all, for example cleaning sta�. Secondly,



CHAPTER 4. METHODOLOGY 33

the equipment within the racks such as servers and switches, would need to be sorted
and moved based on the security needs of their content. This would allow segregated
access based on matching the role of the worker with the sensitivity of the equip-
ment, following the principle of least privilege and increasing role granularity. A
simplified view of the model can be seen in figure 4.3.

Figure 4.3: A model of how a proposed model of RBAC could be implemented. The
roles are assigned and the workers are assigned roles.

Roles within the data centre would need to be defined and distributed. The roles
could be very general or very granular, depending on the specific needs of the data
centre. For example, a more general role would be “data centre worker”, whereas a
more granular approach would attempt to define specific roles with di�erent access
privileges within the group of data centre workers. Roles can be assigned based
on several requirements, for example seniority, specific competence or training, and
be designed with varying degrees of overlapping or exclusive privileges. As the
specific needs of the organisation in this regard was unknown prior to the collection
of empirical data, the role-distribution within the proposed RBAC-model was left
open going into the interviews.

4.3.3 Observations
Visits were made to three di�erent data centres run by the Swedish Police Authority.
During these visits, the physical environment with emphasis on access control was
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inspected, aided by sta� on site available to answer questions. In addition to this,
the author shared o�ce space with the data centre group and attended some of their
meetings.

4.3.4 Data analysis
Once all the data was collected from interviews and documents, the analysis stage
started. The overarching goal during the analysis stage was to remain objective and
unbiased. In the following section, a composite framework by which to assess organ-
isational readiness is described. This framework is a product of the literature review
and was chosen to provide the sca�olding around which to structure the results and
discussion.

In analysis of qualitative data, the existence of a framework on which to project
the data allows for a deductive approach [74]. Deductive reasoning, compared to its
inductive counterpart, has the advantage of facilitating the explanation causal rela-
tionships between the concepts and variables being studied [74]. This method was
chosen as it was thought to provide conclusions relevant to the research questions and
at the same time useful to the organisation providing the setting for the case. After
transcription of the interviews, the data was read thoroughly and repeatedly, while
continuously categorising the information extracted using the unified framework.
Quotes thought to exemplify recurring thoughts and views among the participants
were extracted. Relevant information, should it not fall into any of the categories in
the framework, were discussed separately.
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4.3.5 Composite framework for analysis

Figure 4.4: The final composite framework used for analysing the collected data.

The final framework used to design the interviews as well as the analysis of the results
is a composite framework comprising of three contexts according to TOE (see figure
4.4 for a visual representation). TOE was chosen to constitute the foundation of the
framework as it is especially broad, and gives a holistic view of all aspects related
to adoption of innovation, including the environment. However, Roger’s work is
more succinct and detailed in some aspects. As DOI provides depth and structure
to the technology context, this framework is leveraged here. As the frameworks are
generally complementary, aspects and terms from the DOI framework discussed in
the theory section will be used throughout the organisation and environment contexts
as well. The framework has also been instrumental when structuring the results. This
framework aims at giving each context equal weight in data collection and analysis.
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4.4 Research Quality
Relying on interpretation and discussion rather than exact measuring and statistical
analysis, qualitative research is more vulnerable to bias and diligent description of
the methods used for data collection and analysis is paramount. In order to ensure the
credibility of the thesis, the validity and reliability of the gathered data was analysed
and discussed.

4.4.1 Reliability
Reliability refers to the accuracy and precision with which the data is collected and
analysed in a study [79]. In quantitative research, this entails the pursuit of exact
replicability of the processes and the results. In qualitative research, such a defini-
tion of reliability is challenging and, some would argue, epistemologically counter-
intuitive [80].

While carrying out this study, care has been taken to carefully describe and jus-
tify each step taken in order to ensure objectivity and transparency. Interviews as a
data collection method can risk incurring biases through several mechanisms. The
data can be skewed due to deficiencies in the sampling of persons to interview, mis-
communication during the interviews themselves, personal agendas or unwillingness
to speak on sensitive topics among the subjects, among others [76]. These risks were
mitigated through an inclusive approach while selecting who to interview, making
sure that loose ends and uncertainties during the interviews were followed up on,
and carefully addressing confidentiality and consent among the interviewees. Also,
the fact that several people were interviewed and asked similar questions allows for
answers to be cross-checked.

4.4.2 Validity
Validity refers to whether findings truly represent the phenomenon the research is
claiming to measure. Though perfectly precise, accurate and replicable, a study
may measure something irrelevant to the research question, rendering the work use-
less through low validity [73]. Like reliability, the term validity has its origins in
quantitative research, rendering its application to qualitative science cumbersome
at times [81]. Higher validity can be achieved through using well researched and
proven terms, constructs and analysis methods from peer reviewed journals as this
facilitates comparisons between the work being undertaken and previous research.

In this thesis, considerable e�ort was made reading up on theories and frame-
works relating to the measuring of organisational readiness, in order to ensure the
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validity of the analysis undertaken. While the empirical literature reviewed imparted
some concern that the analysis frameworks used risk being somewhat “generic” and
applied di�erently throughout the literature, the predominant view remains that TOE
and DOI are examples of gold standard theoretical frameworks when analysing the
adoption of innovation.

Validity can also be influenced by the data collection method. Patton [76] favors
the use of several parallel data sources in qualitative research, a method referred to as
Triangulation. This allows the data to be compared and cross-referenced, ensuring
its validity.

4.4.3 External Validity
External validity, or generalisability, is a term used to describe whether conclusions
drawn can be extended to apply to a broader perspective. Case studies are generally
regarded to provide less generalisable data than other study designs, as the specific
setting of the case may constitute a bias that a�ects the results in ways the researcher
cannot control [73]. Miguel et al. [82] argues, in an article promoting transparency
in research, that one way to somewhat mitigate this, is to be detailed and transparent
when describing the specifics of the case environment. This helps the reader make
a fair assessment whether the setting applies to the field of his or her interest. This
has been kept in mind while describing the case in this thesis.

4.5 Ethical considerations
This thesis has been conducted aiming to adhere to the four principles of scientific
ethics laid out by the Swedish Research Council [83]. The requirement of informa-
tion was met by thoroughly informing the interviewees on the purpose of their par-
ticipation and the outline of the study. The requirement of consent was met through
obtaining the consent of each participant, while also informing them of their prerog-
ative to withdraw their participation at any time. The Requirement of confidentiality
needed extra attention while conducting this study, as the work is centred around the
security of a government authority handling sensitive information.

Care was taken to protect both the identities of the persons interviewed, as well as
locations of places visited. No specific information about the layout or design of the
data centres useful to a potential intruder was disclosed. Audio files and transcribed
interviews were disposed of following the completion of the thesis. A supervisor
within the organisation was allowed to review the information disclosed within the
thesis before publication to ensure confidentiality. The requirement of necessity or
fair usage, meant to ensure that information generated through science is not used
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in third-party settings for purposes other than the intended, was considered met as
no third-parties were involved in the writing of this thesis. The author of this thesis
has received no external financing or other help, rendering the risk for conflicts of
interests negligible.



Chapter 5

Results and discussion
This chapter contains the results of the thesis, as well as discussion and analysis of
those results. The chapter is sectioned in accordance with the framework of analysis
described in the methods chapter. Results and discussion sections were merged in
order to improve readability.

5.1 Technology

5.1.1 Relative Advantage
The system currently used within the data centres grants all data centre-workers the
same level of access to equipment. The equipment racks, depending on location,
are either locked with various locking mechanisms or completely open. Most of
the racks within the centres are available to access for all workers. Three of the
interviewees (E, F, H) working in the data centres explained that some of the racks
are locked and not accessible to them. Locked racks belong to other functions within
the authority that handle extra sensitive information.

There is currently no central system for access control for the authority’s data
centres, instead each system has its own. The current mechanism for access control is
similar to DAC, with zone owners providing access on a per person and per resource
basis. Interviewee G explained that the current system for access control is not role-
based, instead you apply for access by contacting the owner of the requested security
zone. The zone owner then approve the request by signing a written form. That is,
access is provided at the discretion of the zone owner.

Requesting access was described as both simple and time consuming. Intervie-
wee D said that making the actual request is straightforward, but for people with
occasional visits to di�erent data centres, the experience was described as slow.

The number of people with access to the data centre has decreased substantially
in recent years. Interviewee E explained that the number was close to 200 before, that

39
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there is currently around 40, and that there is a desire within the data centre to limit
it further. This implies that the administrators have felt it necessary to decrease the
number in order to achieve an overview and a better sense of control. If the number
of accesses is on a manageable level with the current system, RBAC’s advantage of
potentially decreasing the number of access relationships becomes less compelling.

The interviewees saw clear limits with the current system, pointing out the ana-
logue steps in applying for access. Interviewee E voiced optimism when describing
future plans to adopt a centralised access system more deeply integrated with their
digital administration system.

A multitude of locking mechanisms are used for the racks within the data centre,
which was described as a source of minor inconvenience and confusion. As inter-
viewee E put it: “There is the problem that some racks are locked with a physical
key, it is a cause for confusion”. With RBAC, the locking systems would need to be
standardised, using digital locks on all racks. Additionally, to access locked racks, a
data centre worker needs to be accompanied by a person from the owning function.
In turn, the owner of the locked rack does not have access into the data centre. Since
neither of the parties have access to the other party’s zone they monitor each other
in order so that neither party cause damage to the equipment. This principle also
applies when external consultants need to access equipment in the data centre.

“When we need to do maintenance we need to contact the owner of certain locked
racks. Since they do not have access to enter the data centre, it becomes such a hassle
for us.” - H

This was perceived as a bottleneck in two ways by the data centre group; firstly,
when personnel of the data centre group is fully occupied, other functions will not
be able to get to their equipment. Secondly, the current system leaves two people
occupied doing a one-person job, and leaves data centre workers feeling mistrusted.

“There are certain departments that consider their equipment more important
than others’. They would probably prefer a role-based solution. That attitude implies
a lack of trust in one another. It’s a relic from before.” -E

However, it can be argued that what is perceived as a bottleneck is in fact a
proven security feature called the two-man rule, mitigating the risk for malicious
actions from insiders through forcing attackers to have an accomplice within the
organisation. There was widespread understanding of this perspective from most of
the data centre group.

The proposed implementation of RBAC (see section 4.3) to replace the current
array of systems was met with varied responses. Some interviewees expressed that
RBAC could provide a slight security advantage for the equipment currently in racks
without locks, through the principle of least privilege, whereas others voiced concern
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that the system would only increase the burden of bureaucracy. Persons E and F did
see advantages with an RBAC implementation since consultants and other persons
temporarily working in the data centre could be given constrained roles granting ac-
cess to a limited set of racks relevant to their job description, while hindered to access
other equipment. This would reduce the risk of unauthorised interference. Person
D, exemplifying an individual who rarely needs to visit the data centre, echoes this
view:

"RBAC would make things easier. The permissions I would have would be up-
dated automatically, and the risk of suddenly having access somewhere unintention-
ally revoked would be reduced. I noticed the other day, for example, that i couldn’t
access a rack I needed to. Those things could be avoided with a central system." - D

While RBAC, with the implementation of a generous role allocation enabling
certain roles to access the data centre and locked racks alone could remedy the bot-
tleneck caused by the two-man rule, this would in turn create potential security issues
within the data centre. Conversely, RBAC is not necessarily incompatible with a sys-
tem using the two-man rule. In fact, with constraints RBAC could o�er a standardis-
ation of the current system, creating better overview and lessening the administrative
workload.

Person F further elaborated that an RBAC model with granular role-based per-
missions would require digital locks on each and every rack to enforce these re-
strictions, possibly limiting immediate access to racks and hindering daily work of
technicians visiting the data centres on a daily basis.

“An RBAC model would be great if, let’s say, I was a consultant and could easily
obtain all the permissions I need. But since we are currently working to keep the
data centre open to employees there is a possible conflict. It is important for us to
be able to fix problems quickly should they arise.[sic] ” - F

Among those interviewed who visited the data centre less frequently - such as
supervisors or other non data centre employees within the organisation - the relative
advantage of an RBAC system to their daily work was perceived as small. Person
D, tasked with auditing, saw a possible secondary advantage in the possibility of
migrating access logs from the RBAC system to the auditing tools, resulting in im-
proved security.
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Figure 5.1: Summary of relative advantage.

5.1.2 Compatibility
While all interviewees were somewhat familiar with the concept of RBAC, none
had previous experience working with administrating such a system. No previous
attempts to introduce an RBAC system to handle physical access within the data
centres had been made within the case organisation. The compatibility of RBAC
vis-á-vis the explicit experience of the data centre group could thus be regarded as
questionable.

The police organisation as a whole was implicitly described throughout all inter-
views as heavily invested in security, considering protection of assets to the organ-
isation as a key value held by the organisation. This factor and its implications are
further developed in the environment segment. With regards to technology, several
interviewees described the IT department as especially keen to adopt innovations
aimed at increasing security. This would imply that the adoption of RBAC, being
an innovation within the security field, could be facilitated. This can be contrasted
against the study made by Bradford, Earp, and Grabski [65], where one of the main
factors found to complicate the adoption of a central access management system was
the view held within the organisation of security not being central to the business of
the organisation studied.

Some interviewees highlighted that there is current work being done to centralise
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and standardise the access management systems throughout the organisation as a
whole. These ambitions are fueled by the recent restructuring of the organisation,
further described in section 5.3.1.

"We would like to integrate the access management system with the digital ad-
ministration system on a deeper level, thus creating a digital, central authorization
model and removing the need for the written forms used today." - G

As centralisation of access management administration and standardisation of
roles and properties of protected objects are central to the implementation of an
RBAC system, the emergence of these ideas can facilitate the adoption of such a
system.

During visits made to data centres as part of the data collection for this thesis, dig-
ital locks on some of the equipment racks were noted to be in use, among other lock
designs. The locks were opened and locked using an individual keycard or keytag.
An RBAC system would rely on such digital locks being in use, and their existence
within the environment already would arguably facilitate the adoption of RBAC. By
making use of technology already in use in the organisation, RBAC could be viewed
by the organisation as a synthetic innovation rather than a discontinuous one, thus
making allowing for a gradual, more paced, and thus easier adoption process.

Another prerequisite of an RBAC system is the existence of a digital ID reposi-
tory within the organisation, upon which the employee roles, permissions and con-
straints can be constructed. In the study by Bradford, Earp, and Grabski [65], the
lack of such a system in the organisation studied proved a massive hurdle for the im-
plementation of a centralised digital access system. Such a system is in place within
the Police Authority, however, as evidenced by observations made in the facilities.

Due to organisational changes described further below, and technology advances
enabling an increased amount of work to be done remotely, the number of people
authorised to access the data centre has decreased markedly in recent years. This
drive to encourage remote access to the data centres potentially reduces the need for
physical access innovation.
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Figure 5.2: Summary of compatibility.

5.1.3 Complexity
The complexity of implementing and managing an RBAC mechanism depends on
the ambition of the adopting organisation. As pointed out in the section concerning
relative advantage, RBAC could be viewed as compatible with the current way of
working. However, if the organisations wishes do incorporate features such as con-
straints, hierarchical roles, and particularly granular roles, implementation would
require a considerable e�ort.

Implementation could be complex in two ways. Firstly, for an RBAC system with
granular roles, there would likely be a need to move racks around and create new
security zones. As the placement of racks is determined by airflow, heat, electricity
consumption, and wiring inside the data centre, this is not a simple task. This was
highlighted by interviewee D:

"We are trying to find the best place for a server based on the airflow, cooling
and power capacity; that is what we take into consideration first." - D

Furthermore, person E explained that a remodeling of the data centre could con-
tribute to disagreements among functions in the data centre.

Secondly, the initial task of defining roles and assigning the right privileges could
be demanding. Person G pointed out that maintaining roles and making sure that they
have the right privileges could be di�cult if the resources within a zone changes.
However, as pointed out in the section on RBAC, roles can have privileges assigned
and revoked gradually.

While it initially would require a considerable e�ort to implement an RBAC
mechanism, the administrative work and maintenance could allow for more flexibil-
ity and make it easier to manage access in the long term once the system is in place.
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As interviewee D points out, an employee’s permissions could be updated automat-
ically through the role, and the risk of suddenly having one’s access accidentally
revoked could be reduced.

The complexity of an RBAC mechanism would be perceived di�erently among
di�erent functions within the data centre. For the technicians working in the data
centre on a daily basis, the changes imposed by an RBAC mechanism would be no-
ticeable as it could a�ect their day-to-day work greatly. For employees who only visit
the data centre occasionally, it would, naturally, be perceived as a smaller change.

Figure 5.3: Summary of complexity.

5.1.4 Trialability
As mentioned in the sections below on the organisational and environmental con-
texts, the Police Authority operates several data centres of varying size, design and
age. Much of the work conducted in the centres is not yet standardised, and dif-
ferent access management solutions are used at di�erent sites. No central access
management system is yet in use, only local systems. An RBAC system, like any
access management system, is scalable and can be evaluated in a smaller environ-
ment before being adopted in a larger one. When queried about the feasibility of
trying out a novel access management system such as RBAC in a smaller data centre
as a trial, respondents saw no specific problems, beyond the general ones discussed
in the compatibility and complexity sections. Person F, though, remarked that the
potential benefit of an RBAC system would be greater when used in a larger setting.

"The system you are presenting would fit better in a larger data centre, where
more people or companies have access." - F

Trialability also refers to the extent to which an innovation can be adapted and re-
fined to fit the needs of the adopting organisation. Several aspects of an RBAC solu-
tion could be individualised to fit the data centre group. The variable most vigorously
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discussed during the interviews was the engineering of roles within the system. The
varying granularity with which an RBAC system can be engineered, ranging from a
flat system with a few broad roles to a hierarchical or constrained one, comprising
more detailed roles, is a characteristic of the technology. This increases the trial-
ability of the system. The respondents, when queried on possible roles within the
group of people accessing the data centres, generally identified broader roles, such
as “data centre worker” or “manager”. This could arguably imply the possibility of
adoption an RBAC system with a few simple roles, and then gradually increasing its
sophistication as needed.

Figure 5.4: Summary of trialability.

5.1.5 Observability
An implementation of RBAC within the data centre at the police authority would
have several implications, that would be observable to varying degrees. During the
interviews, this aspect of the technology context was perceived by the interviewer
as the most di�cult to elicit information on. During the preliminary unstructured
interviews, the point was made that e�ects of any new innovation on security are
inherently di�cult to observe unless the system is challenged by an attacker. This
would indicate a low observability of an RBAC system in this regard.

Other implications are more observable. A new access management system
would have tangible e�ects on the working environment of technicians frequently
visiting the data centres, as evident by their opinionated views during the interviews.
As previously established, an RBAC system should not aim to abolish the two-man
system currently in use for locked racks, due to the security implications of such a
change. Thus, the prospects of limiting the inconvenience caused by the two-man
system to the data centre workers are limited. The data centre workers are central
to the adoption of RBAC, as they would be required to reorganise the data centre
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equipment as well as install and maintain any new locks and other new parapherna-
lia. These tasks would certainly be observable to the data centre workers:

“It would be di�cult. Reorganising the equipment on existing racks would be
di�cult. It would be possible to test this in a new, smaller area in the future, but
starting to use this in the existing data centre would demand a lot of hard work and
toil to make it work.It wouldn’t be worth it.” - F

The potentially observable results of adopting RBAC thus seems to be perceived
as predominantly negative by the data centre workers. While positive e�ects on
the burden of administration and increased ease of access for persons merely visit-
ing the data centres on an infrequent basis are possible, these e�ects would not be
very observable to the data centre workers, who are more instrumental in an adop-
tion process for data centre technology. This distribution of negative and positive
observable consequences is unfortunate with regards to the adoption of RBAC, as
more potentially negative ramifications seem to a�ict the data centre workers than
other groups.

Figure 5.5: Summary of observability.

5.2 Organisation

5.2.1 Size and communication
In this work, the data centre group is considered the organisation. The group has
increased in numbers from a couple to roughly ten in recent years. Although a com-
paratively small organisation, the group is responsible for all data centres within a
large geographical area. When planning new data centres around the country, the
group as a whole have been involved. Several interviewees described the group as
close-knit and with a clear and uncomplicated internal hierarchical structure. The
interviewed workers unanimously expressed a feeling of being listened to, and that
their input with regard to changes in processes or technological solutions is valued
by people higher up in the organisation.
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The data centre group is comparatively small, but it is part of a much larger
public organisation. As such, it becomes di�cult to construe how size a�ects the
organisation’s ability to adopt new technology. As described in section 3.1.1,large
and small organisations can both be successful in technology adoption, drawing ben-
efit from di�erent conditions arising from their organisational structure. As the data
centre group can point to multiple examples of successful adoption of technology,
it is indicated that the group has a strong technical mandate and that it is able to
operate in an independent manner. That is, the data centre group seem to be able to
harness the strengths of being a small, agile organisation, in spite of working within
a large authority which typically implies bureaucracy and inflexibility. Interviewee
H highlights the organisation’s place in a larger context:

“We are a lot of people, close to 30 000. Of course things are slow sometimes.
It can be quite frustrating.” - H

The data centre group’s strong mandate is further exemplified by the fact that it
has been able to cut the number of people with access to the data centre substantially.
Although, as interviewee E pointed out, this is in large part due to the fact that a lot
of the work can be done remotely.

Figure 5.6: Summary of size and communication.

5.2.2 Management
The management of and within the data centre group was generally perceived as
functional and supportive. Unlike the study by Bradford, Earp, and Grabski [65],
the workers in subordinate roles interviewed for this thesis described a setting of
strong executive leadership, and a management where issues central to their work
tasks, such as IT and security, are prioritised. Management was generally regarded
as perceptive and accessible.
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“Ideas are welcomed as long as they are sound and reasonable. When I have
suggestions I always make them to my closest supervisor (H). You shouldn’t circum-
vent him and go to his boss. Our boss listens to me and my colleague F. He listens,
and I never feel run over by him. Absolutely not.” - E

Over the last few years, since the appointment of person H as supervisor, the over-
all work of the data centre group is perceived as more structured and standardised
than previously, which is a welcome change. The number of people granted access
to the data centres has consciously been reduced by the management. Learning and
development among the sta� is encouraged, as evidenced by several interviews.

“H has been given more responsibility, control and insight, this has led to better
cohesion and standardisation.” - G

These managerial characteristics seem to correspond well to the factors drawn
up by Alkabani et al (2014), as underscoring successful security e�orts in an organi-
sation: Management commitment, accountability, awareness and thorough training.

H himself points out, though, that the primary focus of the data centre group
is security, not necessarily being the first to use a product or solution. Well-tried
technology is often preferred over unproven innovations. This unwillingness to ex-
periment unless absolutely necessary can sometimes dampen innovativity within the
group, he states. This managerial strategy requires an innovation to be highly trial-
able in order to facilitate its adoption.

“It’s like steering a supertanker - it’s di�cult to enter every little cove, but some-
times you have to make a turn.” - H

The characteristics of the management arguably share attributes with the late
majority adopter category as innovations seem to be adopted based on utility and
practical benefits rather than newness. This adopter category is generally cautious
before committing, needing more hand-holding as they adopt.

Figure 5.7: Summary of management.
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5.2.3 Competence
The interviewed persons exhibited high confidence in the organisation’s capabilities
to tackle di�cult technical challenges. Person D and E explained that sometimes
when new products are installed, a consultant is needed in order to educate the per-
sonnel to use the new product.

While the members of the data centre group are similar in terms of training and
background, DOI theory consider the group as homophilic and postulates that while
communication in such groups can be smooth, the exchange of knowledge is lessened
by the lack of di�erences. As an organisation they considered themselves to be
open to new solutions and technology, in part due to the fact that they have limited
resources. In the past the data centre group have several successful implementations
of technical solutions, one related to the surveilling the cooling.

The data centre group recognised the importance of exchanging knowledge with
parties from outside the Police Authority. Interviewee H explained that the group
is part of the “The Swedish Data Centre Association” and occasionally partake in
knowledge exchanges with other agencies.

Altogether, the data centre group possesses deep knowledge within its field. This
could potentially mean that the conditions for a well-thought-out definition of roles
and associated privileges are there.

The self-image within the organisation concerning technical competence is con-
sistent with the early adopter category in DOI adoption theory. This category is
characterised by eagerness to try and evaluate new technology, as well as maintain-
ing a reputation of being ahead of the curve.

Figure 5.8: Summary of competence.
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5.3 Environment

5.3.1 Social pressure on the data centre group
As outlined previously, the focus of the case in this thesis has been the data centre
group within the IT department of the police authority. Environment in the context
of this thesis refers to the environment of the data centre group. Thus, it comprises
aspects of society and government as well as e�ects imparted by the rest of the Police
Authority on this relatively small group.

While questions were asked to shed light on all environmental aspects described
in the theory section and outlined in the analytical framework, it soon became evi-
dent that some aspects yielded richer results than others. Generally, the interviewees
were more opinionated on environmental factors pertaining to the immediate organ-
isational surroundings, while their input on legislative pressure was less in-depth.
This finding echoes the tendency in the literature discussed in the theory section,
where environmental factors contributing to innovation adoption are reported with
less frequency than factors relating to organisations or aspects of the innovation it-
self.

When asked about their opinions on the general attitude within the authority con-
cerning IT, security issues and data centres, constituting a social pressure within the
organisation, responses were mixed. Most interviewees regarded the police organ-
isation as a whole as invested in IT issues, and the interest within the authority as
growing. This interest was exemplified by the successful recent adoption of several
mobile applications intended for use by police o�cers in the field.

“The most obvious example is the e�ort to develop mobile applications. O�cers
in the field are fitted with smartphones and can perform tasks, such as looking up a
car registration plate themselves, instead of having to call the headquarters. There
are several examples of IT impacting the daily work of police o�cers.” - D

Some remarked, however, that IT is still seen as an auxiliary service to the core
activities within the Police Authority, and thus can perhaps never be as prioritised as
within a dedicated IT firm. The attitude on data centre issues was generally described
as positive. The interviewees described a well-cemented understanding within the
IT department that data centres constitute an indispensable backbone to the IT in-
frastructure, housing equipment essential to the work of the rest of the department
including for instance the novel mobile applications.

“My view is that the Police Authority prioritises data centres. They are, in a way,
at the very heart of the IT infrastructure. Perimeter security, protection of buildings
and assets, including IT-assets, are a priority.” - G
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The understanding on data centre issues in the police organisation as a whole
was thought to be less well developed though:

"If you were to ask 99 percent of police employees they wouldn’t know what a
data centre is, only the IT department has that knowledge." - G

The workers expressed satisfaction with the support for and availability of sup-
plementary training given by the organisation as a whole, which indicates an open
environment invested in learning and developing.

"If we want to take a course or learn something, no one usually objects or tries
to stop us. They (the management) only express encouragement." - E

There was widespread agreement during the interviews that security issues, in-
cluding issues relating to physical access, are highly prioritised and thought of as
central to the Police Authority. In fact, a recurring view among the persons inter-
viewed was that the organisation as a whole is regarded as a leading player in this
field, and often consulted by other authorities and agencies in related matters.

“The Police Authority is a leading player in access control and logging, so other
authorities and agencies look for inspiration they often look to our organisation. We
are rather outgoing as an organisation in that regard.” - D

Figure 5.9: Summary of social pressure.

E�ects of reorganisation on adoption processes

The Swedish police authority as a whole has undergone major changes in recent
years. Previously, the agency consisted of 21 independent and geographically dis-
tinct agencies, whereas today it is organised as one, centralised agency (Stadskon-
toret). Several interviewees voiced discontent with what they perceive as sluggish-
ness and bureaucracy inherent to the authority as a whole, and its e�ects on the work
conducted by the data centre group.
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"A lot of things a�ect the running of a public organisation. There are several in-
fluential interests: the demands from the operative departments, IT-security, di�er-
ent regulations within the authority, et cetera. It’s a hierarchical and rigid system."
- G

While communication within the data centre group, as discussed in the segment
on the organisation context, were generally perceived as straight-forward and e�-
cient, the process of innovation and technology adoption was regarded as sometimes
being hindered and slowed down when other adjacent departments were involved.
This involvement was described as required by standard procedures within the au-
thority, as technology acquisitions within the data centre a�ects work in other de-
partments, given its central role.

“Complex technology requests, likely to a�ect security issues, must be processed
by the department of asset security or IT security. If the request requires a solution
unavailable at the supplier we are forced to either request its development or do it
ourselves.” - G

The interviewees unanimously described the e�ects of the recent reorganisation
of the Police Authority as positive with regards to processes within the IT department
and data centre group.

"Things (administration, sluggishness, bureaucracy) have improved since the
reorganisation." - H

This was somewhat surprising, as the reorganisation process has garnered sub-
stantial criticism from within as well as outside the organisation, causing major
disruptions in several parts of the police authority organisation (REF svenska dag-
bladet). Whereas the IT department itself was already to some extent a centralised
unit, the reorganisation has reinforced this position, and facilitated its interactions
with the rest of the authority. The reorganisation has thus been perceived as less of
an upheaval for the IT organisation itself than for the authority as a whole.

"It has become easier to push decisions. Previously, every county police depart-
ment was an agency of its own. They had their own systems, there was no national
standard. Nowadays, everything is directed centrally, from the IT department." -D

A general e�ect of the reorganisation hailed as positive is the standardisation of
processes and methods within the police authority. The extent to which standardis-
ation processes appears to have proceeded in di�erent areas of the authority seems
to vary, though. With regards to the physical design and operation of data centres,
the standardisation process not yet complete, but ongoing. The continuing lack of a
common standard for data centres is a source of frustration for some, and results of
the ongoing work to remedy this are anticipated.
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“The focus on data centres has become much better recently. Since the reorgan-
isation, we have greater influence and we now work towards a standard which will
be implemented throughout the country. We have gotten better insight when new
centres are built.” - F

“After the reorganisation, the authority has drawn benefit from the advantages
of being one unified body. Data centres are to an extent an exception to this, so far,
as we are still working towards establishing a standard for them. Di�erent centres
have di�erent layouts and di�erent access practices.” - D

Figure 5.10: Summary of competition and reorganisation e�ect.

5.3.2 Competition and collaboration
In the literature, competition was found to often be integral to the propensity to adopt
new technology. The data centre group, being part of a government authority, is not
subject to competition in this regard. This is further established by the fact that
the Police Authority is required to run its own IT infrastructure by law, limiting the
possibilities of outsourcing. During the interviews, when asked about their thoughts
on this, the interviewees generally didn’t think increased competition would enhance
innovativeness. Instead, they pointed to the deeply rooted collaborative activities
among authorities and agencies within the IT security field.

“We have established forums for government authorities working with security.
We discuss news, problems, current matters and so on. It’s a great source of inspi-
ration.” - D

"We cooperate with other authorities and hold joint meetings. The standards of
our computer centres are pretty good, but there is always room for improvement. The
Swedish Social Insurance O�ce and the Swedish Tax Authority are two cooperation
partners." - H
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As mentioned in the literature review, collaborative pull is an emerging concept
in innovation and adoption research within the private sector. It is plausible that the
same principles are applicable in the setting of collaborating government authorities.

Figure 5.11: Summary of competition and collaboration.

5.3.3 Legal pressure
When queried about environmental factors outside the police organisation a�ect-
ing innovation adoption at the data centre unit, several interviewees mentioned the
Swedish law on public procurement. Sentiment towards this legislation was gener-
ally negative, mainly as it makes technology acquisitions arduous, time consuming,
and slow.

"We must adhere to the law on public procurement. You can’t choose everything
you want, but have to give all bidders an opportunity. It’s a limitation of our freedom
to act independently." - H

“The law of public procurement means we are unable to select technology freely.
We have to agree on demanded specifications related to functions and then trust the
process.” - G

This is consistent with the literature reviewed, where public procurement laws
are commonly associated with a slower technology adoption process. Several in-
terviewees pointed out that while public procurement law a�ects the adoption of
technological innovation, administrative innovations are not a�ected. At least in in-
stances where the innovation can be adopted without soliciting outside expertise.
The adoption of RBAC, being in part an administrative and organisational innova-
tion and not only a technological one, could benefit from this. The negative e�ects of
public procurement law is further mitigated by the organisational size of the Police
Authority, as large organisations tend to navigate the processes associated with this
legislation more easily than smaller public counterparts. This is conjecture from the
literature, though, and not directly evidenced by the interviews.
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Figure 5.12: Summary of legal pressure.

5.3.4 Technology support structure and vendor relations
While larger and more complex technology acquisitions are preceded by a dedicated
procurement process, smaller and less conspicuous equipment is often bought from
vendors as part of a negotiated framework agreement in accordance with procure-
ment laws. In cases where technology adoption pertains to a product encompassed
by the framework agreement between the authority and a vendor, the process is of-
ten regarded as smoother. Interviewees describe the relationship with technology
suppliers as generally positive and collaborative.

"We attend courses with vendors several times per year." - F

Person D, however, was of another opinion, describing purchases as slow, often
due to prolonged delivery times.

“Purchases are often slow. New products are sometimes not encompassed by the
framework deals in place with certain vendors. Also, new products can be poorly
stocked by the vendors, and can take forever to have delivered. It can be a consider-
able bottleneck for software and hardware alike." - D

In line with the high level of in-house technological expertise described in the
organisation section, interviewees described a very limited reliance on external con-
sultants in the acquirement, deployment, and maintenance of data centre technology.
Interviewees described the use of consultants as limited to the commencement of
projects and acquisition processes, which are later taken over by the police authority
proper. Consultants were rarely used for prolonged periods of time.
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Figure 5.13: Summary of technology support structure and vendor relations.



Chapter 6

Conclusions and criticism

6.1 Case conclusions
The results of the undertaken study implies that an RBAC system would provide
a relative advantage over the existing access management system through o�ering
an opportunity to standardise, digitalize and centralise access management admin-
istration. Access administration could become more streamlined while maintaining
security practices and standards already employed. On the other hand, RBAC has
certain disadvantages, such as not resolving the inconvenience of the two-man rule
and implicating a lack of trust in data centre employees through the widespread use
of digital locks.

RBAC was found to be compatible with current technology, standards and values
within the researched case through appealing to the heavy interest in technology
characterising the organisation. RBAC was found to harmonise with current e�orts
to standardise access management systems, and parts of technology currently in use.
Aspects less compatible with RBAC include a lack of experience on working in such
a system previously within the organisation.

While a sophisticated RBAC implementation potentially would require complex
remodeling of the physical environment in the data centre and demanding role engi-
neering, the system allows for di�erent degrees of refinement, reducing complexity.

An RBAC system, being scalable and adaptable in terms of complexity, could
feasibly be tried at a smaller data centre within the organisation. The benefit of
RBAC, however, is more substantial in a larger setting. E�ects of the implemen-
tation of RBAC would be observable to varying degrees from the perspective of
di�erent functions within the organisation. Positive administrative e�ects long term
would arguably be less observable than more tangible and instant e�ects on data
centre workers though increased initial workload. Security implications are di�cult
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to appraise, and thus less observable.
Results pertaining to the organisational context imply that the data centre unit is

characterised by attributes of both a small and a large organisation. Communication
channels and decision making was found to be straightforward and quick in matters
not involving other departments within the authority. The management was per-
ceived as strong, perceptive and accessible, while sometimes preferring well-tried
solutions over novel ones. The organisation displayed a strong confidence in their
own technological proficiency, although possibly characterised by a lack of diversity
in competence and experience.

The environment context found several sources of social pressure acting on the
data centre group. The Police Authority was described as highly invested in asset se-
curity, and increasingly invested in IT issues, thus providing support to the organisa-
tion on these matters. While not subject to competition and the increase in innovation
adoption often associated with this, the organisation exhibited a well established cul-
ture of collaboration with other authorities, enabling collaborative pull to contribute
to innovation adoption. The recent reorganisation within the Authority was found
to have had a significant impact on the data centre group with regards to innovation
adoption. The reorganisation was described as heralding increased standardisation,
centralisation and better coordination within the authority. That being said, aspect
of work within the data centre group was still described as characterised by bureau-
cracy and sluggishness. Legal pressure was found to a�ect innovation adoption at
the data centre group primarily through e�ects of public procurement laws. These
e�ects were primarily found to be negative, but manageable. The technology sup-
port structure was found to be generally sound, with collaborative relationships with
vendors and limited reliance on external consultants.

6.2 Case recommendations
The results suggests limited relative advantage, potential complexity on implemen-
tation, cautious adoption policies and a bureaucratic organisational environment as
important factors limiting the possibility of adopting RBAC. These factors could
arguably be remedied by including RBAC in a broader initiative for addressing ac-
cess management within the authority, increasing the advantageous outcomes. As
RBAC allows for a gradual refinement of the role model, adopting a simple model
in a smaller setting could decrease the hurdle of adoption. It would arguably be im-
portant to involve key job functions such as data centre workers in the planning and
decision-making phase for RBAC, as the implementation phase would be impactful
on their part.
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6.3 Research conclusion
This work set out to investigate the following research question:

• How can an organisation’s readiness to adopt role-based access control within
the physical environment of a data centre be assessed and improved?

This work demonstrates that a composite framework comprising of TOE and ele-
ments of DOI can be used to structure an assessment of an organisation’s readiness to
adopt a new technology, in this case role-based access control. As previous research
has demonstrated, TOE and DOI were shown to be compatible and complementary.

This work attempted to assess the organisational readiness to adopt role-based
access control within the physical setting of a data centre. While the composite
framework used in this study provided a holistic view and sca�olding on which to
structure the gathered data, the results highlighted a number of issues with the model
that are important to have in mind.

Firstly, the framework did not prioritise the contexts and comprising factors in
order of importance. That is, when applying the framework, one needs to appraise
their respective importance for the case in question. This is a clear limitation of the
framework, and challenging to resolve.

Secondly, as the framework takes a holistic approach to the organisational adop-
tion process, a diverse set of data is needed in order to get deep insights to all con-
texts. A homogenous data source might not be able to provide enough understanding
in all areas.

Lastly, the results of this work highlighted that contexts of the TOE framework
are not always clearly delimited and straightforward to apply. In a case study such as
this, where a small group within a larger organisation is studied, there is no clearly
drawn line between organisation and context. The ambiguity in this regard a�ect the
validity of the results.

In summary, this work demonstrates that TOE and DOI, in conjunction, serves as
a comprehensive analytical framework which positively can be applied in cases en-
compassing ICT security innovations. Furthermore, this work higlights limitations
of the framework that future studies need to account for.

6.4 Limitations
In spite of an ambition of being inclusive in finding interview subjects, there were
arguably a lack of diversity among the interviewees. Furthermore, the reliance on
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interviews as the primary data source meant certain aspects were perceived as yield-
ing less insights. This was most noticeable regarding the environmental context in
the composite framework. The number of interviews was limited, mainly due to the
size of the studied organisation. More interviews could o�er greater insight and lead
distinct conclusions. The gathered data could be further corroborated by combining
it with a questionnaire method, providing quantitative data. Examining more data
centre organisations would improve the generalizability of the results, however as
case studies are known to not be externally generalizable, this was expected. In the
specific research case in this study, with its geographical spread and confidential na-
ture, some interviewees could not fully transparent and elaborate on certain aspects.
This a�ected the depth of the gathered information to some degree.

6.5 Implications and future work
This work studied the organisational adoption of technology within a data centre.
The examined technology was role-based access control. The work identified mul-
tiple factors potentially a�ecting the adoption process.

As the composite framework used in this thesis gives a holistic view of the adop-
tion process, a more thorough investigation into one of the three contexts could give
a greater understanding and more detailed insights.

In terms of RBAC, future work could have a more technical and practical focus.
As a suggestion, the role engineering process and needed role definitions for an
implementation in a data centre could be studied.

Furthermore, it would be interesting to make a comparable study of other data
centres in the industry, to highlight and contrast the similarities and di�erences be-
tween organisations. That would be interesting since an organisation that depends
greatly on security, such as the Swedish Police authority, potentially di�ers sub-
stantially from commercial organisation. Additionally, a di�erent research approach
could give new perspectives related to the topic.



Bibliography

[1] Overview of cybersecurity. Tech. rep. Telecommunication Standardization Sec-
tor of ITU, 2008.

[2] IT-skandalen på Transportstyrelsen: Detta har hänt. July 2017. ���: https:
//www.sydsvenskan.se/2017-07-26/it-skandalen-pa-
transportstyrelsen-detta-har-hant.

[3] Rossouw von Solms and Johan van Niekerk. “From information security to
cyber security”. en. In: Computers & Security 38 (Oct. 2013), pp. 97–102.
����: 01674048. ���: 10.1016/j.cose.2013.04.004. ���: https:
//linkinghub.elsevier.com/retrieve/pii/S0167404813000801
(visited on 05/20/2019).

[4] Karen D. Loch, Merrill E. Warkentin, and Houston H. Carr. “Threats to In-
formation Systems: Today’s Reality, Yesterday’s Understanding”. English. In:
MIS Quarterly 16.2 (June 1992), pp. 173–186.

[5] Michael E. Whitman. “In defense of the realm: understanding the threats
to information security”. en. In: International Journal of Information Man-
agement 24.1 (Feb. 2004), pp. 43–57. ����: 02684012. ���: 10 . 1016 /
j . ijinfomgt . 2003 . 12 . 003. ���: https : / / linkinghub .
elsevier.com/retrieve/pii/S0268401203001282 (visited on
08/04/2019).

[6] “IBM X-Force Threat Intelligence Report 2016”. en. In: (2016), p. 23.

[7] Frank L. Greitzer and Deborah A. Frincke. “Combining Traditional Cyber
Security Audit Data with Psychosocial Data: Towards Predictive Modeling
for Insider Threat Mitigation”. en. In: Insider Threats in Cyber Security. Ed.
by Christian W. Probst et al. Vol. 49. Boston, MA: Springer US, 2010, pp. 85–
113. ����: 978-1-4419-7132-6 978-1-4419-7133-3. ���: 10.1007/978-
1-4419-7133-3_5. ���: http://link.springer.com/10.
1007/978-1-4419-7133-3_5 (visited on 08/03/2019).

62



BIBLIOGRAPHY 63

[8] I�at A. Gheyas and Ali E. Abdallah. “Detection and prediction of insider
threats to cyber security: a systematic literature review and meta-analysis”.
en. In: Big Data Analytics 1.1 (Dec. 2016), p. 6. ����: 2058-6345. ���: 10.
1186/s41044-016-0006-0. ���: http://bdataanalytics.
biomedcentral.com/articles/10.1186/s41044-016-0006-
0 (visited on 08/03/2019).

[9] Mikko Siponen, Seppo Pahnila, and Adam Mahmood. “Employees’ Adher-
ence to Information Security Policies: An Empirical Study”. en. In: (2007),
p. 12.

[10] Laurie Kirsch and Scott Boss. “The Last Line of Defense: Motivating Em-
ployees to Follow Corporate Security Guidelines”. en. In: 2007, p. 19.

[11] Mumina Uddin and David Preston. “Systematic Review of Identity Access
Management in Information Security”. en. In: Journal of Advances in Com-
puter Networks 3.2 (2015), pp. 150–156. ����: 17938244. ���: 10.7763/
JACN.2015.V3.158. ���: http://www.jacn.net/index.php?
m=content&c=index&a=show&catid=41&id=194 (visited on
08/05/2019).

[12] Ravi S Sandhu et al. “Role-Based Access Control Models”. en. In: IEEE Com-
puter 29.2 (1996), p. 22.

[13] Joachim Carlsson and Philip Hägglund. “Business Intelligence Access Con-
trol : Utvecklande av en behörighetsmodell för Business Intelligence”. MA
thesis. Luleå universitet, 2015, p. 45.

[14] Alessandro Colantonio et al. “A formal framework to elicit roles with busi-
ness meaning in RBAC systems”. en. In: Proceedings of the 14th ACM sym-
posium on Access control models and technologies - SACMAT ’09. Stresa,
Italy: ACM Press, 2009, p. 85. ����: 978-1-60558-537-6. ���: 10.1145/
1542207.1542223. ���: http://portal.acm.org/citation.
cfm?doid=1542207.1542223 (visited on 05/07/2019).

[15] 2,7 miljoner inspelade samtal till 1177 Vårdguiden helt oskyddade på in-
ternet. Feb. 2019. ���: https://computersweden.idg.se/2.
2683 / 1 . 714787 / inspelade - samtal - 1177 - vardguiden -
oskyddade-internet.

[16] Ansvarig för Vårdguiden-haveriet: Mänskliga faktorn. Feb. 2019. ���: https:
//www.dn.se/ekonomi/ansvarig-for-vardguiden-haveriet-
manskliga-faktorn/?fbclid=IwAR1BF2RstO4mBF4A4ZKGtWKqW94CglntNDgaEfWNhI4u76yqMtwEP6Uoldc.



BIBLIOGRAPHY 64

[17] Louis G. Tornatzky and Mitchell Fleischer. The processes of technological
innovation. Issues in organization and management series. OCLC: 20669819.
Lexington, Mass.: Lexington Books, 1990. ����: 978-0-669-20348-6.

[18] E Rogers et al. “Complex Adaptive Systems and the Di�usion of Innovations”.
In: The Innovation Journal 10 (Jan. 2005).

[19] L. Fuchs, G. Pernul, and R. Sandhu. “Roles in information security – A sur-
vey and classification of the research area”. en. In: Computers & Security
30.8 (Nov. 2011), pp. 748–769. ����: 01674048. ���: 10.1016/j.cose.
2011 . 08 . 002. ���: https : / / linkinghub . elsevier . com /
retrieve/pii/S016740481100099X (visited on 08/05/2019).

[20] Elisa Bertino. “RBAC models — concepts and trends”. en. In: Computers &
Security 22.6 (Sept. 2003), pp. 511–514. ����: 01674048. ���: 10.1016/
S0167-4048(03)00609-6. ���: https://linkinghub.elsevier.
com/retrieve/pii/S0167404803006096 (visited on 08/03/2019).

[21] Ravi Sandhu and Pierangela Samarati. “Authentication, access control, and
audit”. In: ACM Computing Surveys (CSUR) 28.1 (1996), pp. 241–243.

[22] Michael E Whitman and Herbert J Mattord. Principles of Information Secu-
rity. 4th ed. Course Technology, Cengage Learning, 2012.

[23] D. Richard Kuhn and David F. Ferraiolo. “Role-Based Access Controls”. en.
In: National Institute of Standards and Technology, 1992, p. 11.

[24] David F. Ferraiolo, Janet A. Cugini, and D. Richard Kuhn. “Role-Based Ac-
cess Control (RBAC): Features and Motivations”. en. In: (1995).

[25] David Ferraiolo, D. Richard Kuhn, and Ramaswamy Chandramouli. Role-
based access control. en. 2nd ed. Artech House information security and pri-
vacy series. OCLC: ocm85851304. Boston: Artech House, 2007. ����: 978-
1-59693-113-8.

[26] Fariborz Damanpour and William M. Evan. “Organizational Innovation and
Performance: The Problem of "Organizational Lag"”. en. In: Administrative
Science Quarterly 29.3 (Sept. 1984), p. 392. ����: 00018392. ���: 10.2307/
2393031. ���: https://www.jstor.org/stable/2393031?
origin=crossref (visited on 05/07/2019).

[27] M.M. Kamal. “IT innovation adoption in the government sector: identifying
the critical success factors”. en. In: Journal of Enterprise Information Man-
agement 19.2 (Mar. 2006), pp. 192–222. ����: 1741-0398. ���: 10.1108/
17410390610645085. ���: http://www.emeraldinsight.com/
doi/10.1108/17410390610645085 (visited on 05/07/2019).



BIBLIOGRAPHY 65

[28] David Naranjo-Gil. “The influence of environmental and organizational fac-
tors on innovation adoptions: Consequences for performance in public sector
organizations”. en. In: Technovation 29.12 (Dec. 2009), pp. 810–818. ����:
01664972. ���: 10.1016/j.technovation.2009.07.003. ���:
https://linkinghub.elsevier.com/retrieve/pii/S0166497209001059
(visited on 05/07/2019).

[29] Tiago Oliveira and Maria Fraga Martins. “Literature Review of Information
Technology Adoption Models at Firm Level”. en. In: (2011), p. 13.

[30] Pi-Tzong Jan, Hsi-Peng Lu, and Tzu-Chuan Chou. “THE ADOPTION OF
E-LEARNING: AN INSTITUTIONAL THEORY PERSPECTIVE”. en. In:
The Turkish Online Journal of Educational Technology 11.3 (2012), p. 18.

[31] S. Kurnia and R.B. Johnston. “The need for a processual view of inter-organizational
systems adoption”. en. In: The Journal of Strategic Information Systems 9.4
(Dec. 2000), pp. 295–319. ����: 09638687. ���: 10.1016/S0963-8687(00)
00050-0. ���: https://linkinghub.elsevier.com/retrieve/
pii/S0963868700000500 (visited on 09/09/2019).

[32] Rosemary Matikiti, Mercy Mpinganjira, and Mornay Roberts-Lombard. “Ap-
plication of the Technology Acceptance Model and the Technology–Organisation–
Environment Model to examine social media marketing use in the South African
tourism industry”. In: SA Journal of Information Management 20.1 (Apr.
2018). ����: 1560-683X, 2078-1865. ���: 10.4102/sajim.v20i1.790.
���: https://sajim.co.za/index.php/sajim/article/
view/790 (visited on 09/09/2019).

[33] T. Greenhalgh et al. “Introduction of shared electronic records: multi-site case
study using di�usion of innovation theory”. en. In: BMJ 337.oct23 1 (Oct.
2008), a1786–a1786. ����: 0959-8138, 1468-5833. ���: 10.1136/bmj.
a1786. ���: http://www.bmj.com/cgi/doi/10.1136/bmj.
a1786 (visited on 09/15/2019).

[34] Constantinos Markides. “Disruptive Innovation: In Need of Better Theory*”.
en. In: Journal of Product Innovation Management 23.1 (Jan. 2006), pp. 19–
25. ����: 0737-6782, 1540-5885. ���: 10.1111/j.1540-5885.2005.
00177.x. ���: http://doi.wiley.com/10.1111/j.1540-
5885.2005.00177.x (visited on 09/15/2019).

[35] James Y.L. Thong. “An Integrated Model of Information Systems Adoption in
Small Businesses”. en. In: Journal of Management Information Systems 15.4
(Mar. 1999), pp. 187–214. ����: 0742-1222, 1557-928X. ���: 10.1080/
07421222.1999.11518227. ���: https://www.tandfonline.



BIBLIOGRAPHY 66

com/doi/full/10.1080/07421222.1999.11518227 (visited on
09/15/2019).

[36] Michael L. Tushman and Philip Anderson. “Technological Discontinuities
and Organizational Environments”. In: Administrative Science Quarterly 31.3
(Sept. 1986), p. 439. ����: 00018392. ���: 10 . 2307 / 2392832. ���:
https://www.jstor.org/stable/2392832?origin=crossref
(visited on 09/09/2019).

[37] Christian Sandstrom. “Facit and the Displacement of Mechanical Calcula-
tors”. In: IEEE Annals of the History of Computing 35.3 (July 2013), pp. 20–
31. ����: 1058-6180. ���: 10.1109/MAHC.2013.14. ���: http://
ieeexplore.ieee.org/document/6517426/ (visited on 08/04/2019).

[38] Davood Askarany. “Characteristics of adopters and organizational changes”.
en. In: Thunderbird International Business Review 48.5 (Sept. 2006), pp. 705–
725. ����: 1096-4762, 1520-6874. ���: 10 . 1002 / tie . 20117. ���:
http : / / doi . wiley . com / 10 . 1002 / tie . 20117 (visited on
09/05/2019).

[39] Fariborz Damanpour and Marguerite Schneider. “Phases of the Adoption of
Innovation in Organizations: E�ects of Environment, Organization and Top
Managers”. In: British Journal of Management 17.3 (Sept. 2006), pp. 215–
236. ����: 10453172. ���: 10.1111/j.1467-8551.2006.00498.x.
���: https://search.ebscohost.com/login.aspx?direct=
true & db = bsh & AN = 21979954 & site = ehost - live (visited on
08/23/2019).

[40] Gwanhoo Lee and Weidong Xia. “Organizational size and IT innovation adop-
tion: A meta-analysis”. en. In: Information & Management 43.8 (Dec. 2006),
pp. 975–985. ����: 03787206. ���: 10.1016/j.im.2006.09.003.
���: https://linkinghub.elsevier.com/retrieve/pii/
S0378720606000930 (visited on 09/09/2019).

[41] Ahmed AlKalbani, Hepu Deng, and Booi Kam. “A Conceptual Framework
for Information Security in Public Organizations for E-Government Develop-
ment”. en. In: New Zealand (2014), p. 11.

[42] Yogesh Kumar Dwivedi, Michael R. Wade, and Scott L. Schneberger. Infor-
mation systems theory: explaining and predicting our digital society. en. In-
tegrated series in information systems 28-29. New York: Springer, 2012. ����:
978-1-4419-6107-5 978-1-4419-6108-2 978-1-4419-9706-7 978-1-4419-9707-
4.



BIBLIOGRAPHY 67

[43] Zahoor Ahmed Soomro, Mahmood Hussain Shah, and Javed Ahmed. “In-
formation security management needs more holistic approach: A literature
review”. en. In: International Journal of Information Management 36.2 (Apr.
2016), pp. 215–225. ����: 02684012. ���: 10.1016/j.ijinfomgt.
2015 . 11 . 009. ���: https : / / linkinghub . elsevier . com /
retrieve/pii/S0268401215001103 (visited on 08/03/2019).

[44] Massimo Magni and Ferdinando Pennarola. “Intra-organizational relation-
ships and technology acceptance”. en. In: International Journal of Informa-
tion Management 28.6 (Dec. 2008), pp. 517–523. ����: 02684012. ���: 10.
1016/j.ijinfomgt.2008.01.002. ���: https://linkinghub.
elsevier.com/retrieve/pii/S0268401208000066 (visited on
05/07/2019).

[45] Chrysovalantou Milliou and Emmanuel Petrakis. “Timing of technology adop-
tion and product market competition”. In: International Journal of Indus-
trial Organization 29.5 (Sept. 2011), pp. 513–523. ����: 0167-7187. ���:
10 . 1016 / j . ijindorg . 2010 . 10 . 003. ���: http : / / www .
sciencedirect.com/science/article/pii/S0167718710001335
(visited on 08/29/2019).

[46] Garth Saloner and Andrea Shepard. “Adoption of Technologies with Net-
work E�ects: An Empirical Examination of the Adoption of Automated Teller
Machines”. In: The RAND Journal of Economics 26.3 (1995), p. 479. ����:
07416261. ���: 10.2307/2555999. ���: http://doi.wiley.com/
10.2307/2555999 (visited on 09/09/2019).

[47] Sharon G. Levin, Stanford L. Levin, and John B. Meisel. “A Dynamic Anal-
ysis of the Adoption of a New Technology: The Case of Optical Scanners”.
In: The Review of Economics and Statistics 69.1 (Feb. 1987), p. 12. ����:
00346535. ���: 10.2307/1937895. ���: https://www.jstor.
org/stable/1937895?origin=crossref (visited on 09/09/2019).

[48] Jason J. Allen, C. Robert Clark, and Jean-Francois Houde. “Market Structure
and the Di�usion of E-Commerce: Evidence from the Retail Banking Indus-
try”. en. In: SSRN Electronic Journal (2009). ����: 1556-5068. ���: 10 .
2139/ssrn.1276336. ���: http://www.ssrn.com/abstract=
1276336 (visited on 09/10/2019).

[49] Paul C Nystrom, K Ramamurthy, and Alla L Wilson. “Organizational context,
climate and innovativeness: adoption of imaging technology”. en. In: Journal
of Engineering and Technology Management 19.3-4 (Sept. 2002), pp. 221–
247. ����: 09234748. ���: 10 . 1016 / S0923 - 4748(02 ) 00019 - X.



BIBLIOGRAPHY 68

���: https://linkinghub.elsevier.com/retrieve/pii/
S092347480200019X (visited on 09/09/2019).

[50] Robert D. Weaver. “Collaborative pull innovation: origins and adoption in the
new economy”. en. In: Agribusiness 24.3 (2008), pp. 388–402. ����: 1520-
6297. ���: 10.1002/agr.20165. ���: http://onlinelibrary.
wiley.com/doi/abs/10.1002/agr.20165 (visited on 09/09/2019).

[51] Garrick Blalock, Vrinda Kadiyali, and Daniel H Simon. “The Impact of Post-
9/11 Airport Security Measures on the Demand for Air Travel”. en. In: (),
p. 42.

[52] Bettina B.F. Wittneben. “The impact of the Fukushima nuclear accident on
European energy policy”. en. In: Environmental Science & Policy 15.1 (Jan.
2012), pp. 1–3. ����: 14629011. ���: 10.1016/j.envsci.2011.09.
002. ���: https://linkinghub.elsevier.com/retrieve/
pii/S1462901111001444 (visited on 09/09/2019).

[53] Konkurrensverket. The Public Procurement Act. 2016. ���: http://www.
konkurrensverket.se/globalassets/english/publications-
and-decisions/swedish-public-procurement-act.pdf.

[54] Hans Knutsson and Anna Thomasson. “Innovation in the Public Procure-
ment Process: A study of the creation of innovation-friendly public procure-
ment”. In: Public Management Review 16.2 (Feb. 2014), pp. 242–255. ����:
1471-9037. ���: 10.1080/14719037.2013.806574. ���: https:
/ / doi . org / 10 . 1080 / 14719037 . 2013 . 806574 (visited on
08/29/2019).

[55] Robert Dalpé. “E�ects of government procurement on industrial innovation”.
In: Technology in Society 16.1 (Jan. 1994), pp. 65–83. ����: 0160-791X. ���:
10.1016/0160-791X(94)90021-3. ���: http://www.sciencedirect.
com/science/article/pii/0160791X94900213 (visited on 08/30/2019).

[56] Andrew Erridge and Jonathan Greer. “Partnerships and public procurement:
building social capital through supply relations”. en. In: Public Administra-
tion 80.3 (Jan. 2002), pp. 503–522. ����: 0033-3298, 1467-9299. ���: 10.
1111/1467-9299.00315. ���: https://onlinelibrary.wiley.
com/doi/abs/10.1111/1467-9299.00315 (visited on 09/09/2019).

[57] Elvira Uyarra and Kieron Flanagan. “Understanding the Innovation Impacts
of Public Procurement”. en. In: European Planning Studies 18.1 (Jan. 2010),
pp. 123–143. ����: 0965-4313, 1469-5944. ���: 10.1080/09654310903343567.
���: http : / / www . tandfonline . com / doi / abs / 10 . 1080 /
09654310903343567 (visited on 09/09/2019).



BIBLIOGRAPHY 69

[58] Katherine J. Klein and Joann Speer Sorra. “The Challenge of Innovation Im-
plementation”. In: The Academy of Management Review 21.4 (Oct. 1996),
p. 1055. ����: 03637425. ���: 10.2307/259164. ���: http://www.
jstor.org/stable/259164?origin=crossref (visited on 09/09/2019).

[59] Chris Eveleens. “Innovation management; a literature review of innovation
process models and their implications”. en. In: Innovation management (),
p. 16.

[60] Vijay Mahajan, Eitan Muller, and Rajendra K. Srivastava. “Determination of
Adopter Categories by Using Innovation Di�usion Models”. en. In: Jour-
nal of Marketing Research 27.1 (Feb. 1990), p. 37. ����: 00222437. ���:
10.2307/3172549. ���: https://www.jstor.org/stable/
3172549?origin=crossref (visited on 09/12/2019).

[61] Linjuan Rita Men. “Strategic Internal Communication: Transformational Lead-
ership, Communication Channels, and Employee Satisfaction”. en. In: Man-
agement Communication Quarterly 28.2 (May 2014), pp. 264–284. ����: 0893-
3189. ���: 10 . 1177 / 0893318914524536. ���: https : / / doi .
org/10.1177/0893318914524536 (visited on 09/11/2019).

[62] Cinnie Liu. “Adoption at Organizational Level: Literature Review of TOE
Framework and DOI Theory”. en. In: International Journal of Science and
Business (Apr. 2019). ���: 10.5281/zenodo.2631413. ���: https:
//zenodo.org/record/2631413 (visited on 05/09/2019).

[63] Charalambos L. Iacovou, Izak Benbasat, and Albert S. Dexter. “Electronic
Data Interchange and Small Organizations: Adoption and Impact of Technol-
ogy”. In: MIS Quarterly 19 (1995), pp. 465–485. ���: 10.2307/249629.

[64] Boumediene Ramdani and Peter Kawalek. “KNOWLEDGE MANAGEMENT
AND ENTERPRISE SYSTEMS ADOPTION BY SMES Predicting SMEs ’
adoption of enterprise systems”. In: 2009.

[65] Marianne Bradford, Julia B. Earp, and Severin Grabski. “Centralized end-to-
end identity and access management and ERP systems: A multi-case analysis
using the Technology Organization Environment framework”. en. In: Interna-
tional Journal of Accounting Information Systems 15.2 (June 2014), pp. 149–
165. ����: 14670895. ���: 10 . 1016 / j . accinf . 2014 . 01 . 003.
���: https://linkinghub.elsevier.com/retrieve/pii/
S1467089514000049 (visited on 05/07/2019).



BIBLIOGRAPHY 70

[66] M. Anderson, K. Lewis, and O. Dedehayir. “Di�usion of innovation in the
public sector: Twitter adoption by municipal police departments in the U.S.”
In: 2015 Portland International Conference on Management of Engineering
and Technology (PICMET). Aug. 2015, pp. 2453–2464. ���: 10 . 1109 /
PICMET.2015.7273207.

[67] Liang Ma. “The Di�usion of Government Microblogging”. In: Public Man-
agement Review 15.2 (2013), pp. 288–309. ���: 10.1080/14719037.
2012.691010.

[68] A. Subramanian and S. Nilakanta. “Organizational innovativeness: Explor-
ing the relationship between organizational determinants of innovation, types
of innovations, and measures of organizational performance”. In: Omega 24.6
(Dec. 1996), pp. 631–647. ����: 0305-0483. ���: 10.1016/S0305-0483(96)
00031- X. ���: http://www.sciencedirect.com/science/
article/pii/S030504839600031X (visited on 09/05/2019).

[69] Kevin Zhu and Kenneth L Kraemer. “Post-adoption variations in usage and
value of e-business by organizations: cross-country evidence from the retail
industry”. In: Information systems research 16.1 (2005), pp. 61–84.

[70] Kalle Lyytinen and Jan Damsgaard. “What’s Wrong with the Di�usion of
Innovation Theory?” en. In: Di�using Software Product and Process Inno-
vations. Ed. by Mark A. Ardis and Barbara L. Marcolin. Vol. 59. Boston,
MA: Springer US, 2001, pp. 173–190. ����: 978-1-4757-4975-5 978-0-387-
35404-0. ���: 10.1007/978- 0- 387- 35404- 0_ 11. ���: http:
//link.springer.com/10.1007/978-0-387-35404-0_11
(visited on 05/07/2019).

[71] Jason MacVaugh and Francesco Schiavone. “Limits to the di�usion of inno-
vation: A literature review and integrative model”. en. In: European Jour-
nal of Innovation Management 13.2 (Apr. 2010), pp. 197–221. ����: 1460-
1060. ���: 10 . 1108 / 14601061011040258. ���: http : / / www .
emeraldinsight . com / doi / 10 . 1108 / 14601061011040258
(visited on 09/09/2019).

[72] Mohd Irwan Dahnil et al. “Factors Influencing SMEs Adoption of Social
Media Marketing”. en. In: Procedia - Social and Behavioral Sciences 148
(Aug. 2014), pp. 119–126. ����: 18770428. ���: 10.1016/j.sbspro.
2014 . 07 . 025. ���: https : / / linkinghub . elsevier . com /
retrieve/pii/S1877042814039299 (visited on 09/07/2019).

[73] Pär Blomkvist and Anette Hallin. Metod för teknologer. Examensarbete enligt
4-fasmodellen. QC 20170316. 2014. ����: 9789144095141.



BIBLIOGRAPHY 71

[74] Robert K Yin. Case study research and applications: Design and methods.
Sage publications, 2017.

[75] Todd D Jick. “Mixing qualitative and quantitative methods: Triangulation in
action”. In: Administrative science quarterly 24.4 (1979), pp. 602–611.

[76] Michael Quinn Patton. Qualitative research & evaluation methods. English.
3rd ed. Sage Publishing, 2002. ����: 0-7619-1971-6.

[77] M. N. K. Saunders, Philip Lewis, and Adrian Thornhill. Research methods
for business students. en. 5th ed. New York: Prentice Hall, 2009. ����: 978-
0-273-71686-0.

[78] Nicholas Jenkins et al. “Putting it in context: the use of vignettes in qualitative
interviewing”. en. In: Qualitative Research 10.2 (Apr. 2010), pp. 175–198.
����: 1468-7941, 1741-3109. ���: 10.1177/1468794109356737. ���:
http://journals.sagepub.com/doi/10.1177/1468794109356737
(visited on 09/09/2019).

[79] Jill Collis and Roger Hussey. Business research: A practical guide for under-
graduate and postgraduate students. Jan. 2014. ����: 978-0-230-30183-2.

[80] Marian Carcary. “The Research Audit Trial–Enhancing Trustworthiness in
Qualitative Inquiry”. In: The Electronic Journal of Business Research Meth-
ods Volume 7 (Jan. 2009), pp. 11–24.

[81] Nahid Golafshani. “Understanding Reliability and Validity in Qualitative Re-
search”. en. In: (), p. 12.

[82] E. Miguel et al. “Promoting Transparency in Social Science Research”. In:
Science (New York, N.Y.) 343.6166 (Jan. 2014), pp. 30–31. ����: 0036-8075.
���: 10.1126/science.1245317. ���: https://www.ncbi.
nlm.nih.gov/pmc/articles/PMC4103621/ (visited on 09/11/2019).

[83] Vetenskapsrådet. Good research practice. Swedish. 2017, p. 86.



TRITA TRITA-ITM-EX 2019:646

www.kth.se


