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ABSTRACT

Increased use of global satellite navigation systems (GNSS), for applications such as autonomous vehicles, intelligent trans-
portation systems and drones, heightens security concerns. Civil GNSS signals are vulnerable to notably spoofing and replay
attacks. To counter such attacks, cryptographic methods are developed: Navigation Message Authentication (NMA) is one
such scheme, about to be deployed for Galileo E1 Open Service (OS); it allows receivers to verify the signal origin and
protects navigation message integrity. However, NMA signals cannot fully thwart replay attacks, which do not require forging
navigation messages. Classic replay attacks, e.g, meaconing, retransmit previously recorded signals without any modification,
thus highly limiting the capacity of the adversary. Distance-decreasing (DD) attacks are a strong type of replay attack,
allowing fine-grained individual pseudorange manipulation in real time. Moreover, DD attacks counterbalance processing and
transmission delays induced by adversary, by virtue of shifting earlier in time the perceived (relayed) signal arrival; thus
shortening the pseudorange measurements. In this paper, we first analyze how DD attacks can harm the Galileo E1 OS-
NMA service assuming the adversary has no prior information on the navigation message. Moreover,we propose a DD attack
detection method based on a Goodness of Fit test on the prompt correlator outputs of the victim. The results show that the
method can detect the DD attacks even when the receiver has locked to the DD signals.

INTRODUCTION

Civilian use GNSS signals are vulnerable to spoofing attacks, because of their public and predictable navigation messages.
Countermeasures proposed for the infrastructure side contain signal authentication/encryption and navigation data authentica-
tion/encryption. In fact, commercial and military signals use signal encryption and/or navigation data encryption to restrict
the access to the related signals, such as the GPS M-code signals, the Galileo Public Regulated Service (PRS) signals and the
BeiDou authorized signals. But civilian signals have no such protection deployed yet. The European Global navigation Satellite
systems Agency (GSA) has developed and begun testing the Galileo Open Service Navigation Message Authentication (OS
NMA), which will enhance largely the receivers’ ability against spoofing attacks. However, NMA cannot alone effectively
protect receivers from replay attacks, including classic recording-and-replay attacks, security code estimation and replay
attack (SCER) [1] and distance-decreasing (DD) attacks [2], [3]. Different from the classic recording-and-replay attacks, e.g.,
meaconing attack [4], DD attacks and SCER attacks are capable of changing pseudorange measurements for each individual
satellite signal. Moreover, DD attacks can decrease the pseudorange measurements in real time, by a distance corresponding
to a fraction of the bit/symbol length, thus compensating the processing delay introduced by the replaying devices.

Unlike the current unprotected GNSS signals, an attacker cannot spoof a receiver that uses NMA signals for positioning service
because the attacker cannot generate a Message Authentication Code (MAC) [5], [6] without knowing the keys used by the
satellites. The European GNSS Agency has been testing the E1-OSNMA service [7], [8], which is based on a combination of
Time Efficient Stream Loss-tolerant Authentication (TESLA) [9] and public key cryptography. In such scheme, one message-
based secret value, i.e., MAC, is inserted into each message and the key used to generate this MAC is transmitted in the
subsequent message. Thus, the receiver can validate the authenticity of the previous MAC based on the delayed disclosed
key, which changes for each MAC. Therefore, one cannot craft its own signals to launch a spoofing attack since one cannot
generate valid MAC.



A meaconing attacker records signals corresponding to the frequency of the GNSS signal carrier wave and replays them to
the victim later without modifying the signal contents. Consequently, all the signals arrive at the victim with same delay,
which are weak points of the meaconing attack that the adversary cannot arbitrarily change the victim’s position, velocity and
timing (PVT). In contrast, the DD attacks can manipulate each individual signal separately and decrease each pseudorange
measurement arbitrarily, with the adversary acting in two phases: early detection (ED) and late commit (LC). In the late
commit phase, the attacker already transmits signals with a predefined data before having received actual data. When the
actual data arrives, the attacker estimates the data value only based on the early fraction of the bit/symbol, and then switches
to transmitting the estimated data. Consequently, the DD signal arrives at the victim receiver earlier than the actual signal.
Therefore, a sophisticated attacker can leverage the DD attacks and classical replay attacks, to introduce both negative and
positive delays to GNSS signals, to provide the victim with a false position or a false trajectory, without manipulating the
cryptographically protected navigation messages.

The paper discusses how the adversary can possibly launch DD attacks on the Galileo E1OS-NMA services due to its special
signal features and navigation message format. The results show that the adversary can use very short early detection time,
based on the analysis of the symbol error rate in different noise environments, and then adjust the amplitude of the assembled
signals with different approaches for the late commit phase for best adversarial results. The paper also analyzes the DD
attacks to propose a countermeasure based on a statistical test on the prompt correlator outputs. Work based on monitoring
the signal quality [10]–[13] propose test statistics based on checking the symmetric character of early correlator E and late
correlator L. The tests are a function of E +L or E −L, with the null hypothesis that E and L are symmetrically located
around the prompt correlator output in the absence of spoofing attacks. The authors have shown that the proposed hypothesis
testing methods, e.g., sign test, goodness of fit test and ratio test metrics, can detect spoofing attacks during the periods that
the spoofing signal correlator peaks are approaching the authentic peak and trying to take over the tracking lock. However,
these tests are not able to detect the spoofing attacks when the receiver has already locked to the spoofing signals and shifted
the correlator peaks away. In this paper, we have analyzed special mechanism of the DD attacks against the Galileo signals,
with details explained in later sections. Hereafter, we propose a hypothesis testing method based on the analysis. When the
victim has locked to the DD signals, the method can perfectly detect the DD attacks when the adversary wants to shorten a
pseudorange measurement. With reasonable settings that the adversary transmits predefined signals 1.5 ms ahead before the
reception of the authentic signals at the adversary, with early detection time being 500 chips, i.e., 0.5 ms, and the processing
delay being 1 ms, the method detects the attacks for the whole simulation time.

The rest paper is organized as follows: we introduce the DD attacks in next section and shows the adversary model of the
DD attacks on the GNSS signals. Hereafter, we provide a detailed analysis on early detection and late commit phases on the
Galileo E1 OS signals, followed by the simulation results. Furthermore, we propose one DD attacks detection method based
on a statistic test, which leads to conclusions of the paper.

ADVERSARY MODEL

The distance-decreasing attacks are a type of physical layer attacks, as shown in Fig. 1a, to shorten the time-of-flight distance
measurement between the honest signal transmitter (HTX) and the honest receiver (HRX), with the help of two components:
early detection at the adversary receiver (ARX) and late commit at the adversary transmitter (ATX). The ATX starts transmitting
signals based on a pre-defined bit/symbol value during TLC period. When the ARX receives the data, it estimates the data
value only based on the early fraction of the symbol, TED. The ARX conveys the estimated value to the ATX. Upon receipt,
the ATX switches the transmission to that value. Consequently, the DD signal arrives time TDD earlier than the authentic
signal at the HRX, thus shortens the measured distance by TDD ·VC, between the HTX and the HRX. VC is the time speed
and TDD = TLC−TED−Td , with Td being the delay introduced by the adversary, including transmission and processing time.

In order to deploy DD attacks, the adversary needs to mount a pair of ED-LC on each attacked signal, as shown in Fig. 1b.
The ARX is responsible for estimating the symbol value within TED period and conveys the estimated symbol value together
with other signal parameters to the ATX. The ATX is responsible for assembling new signals based on the ARX provided
values, transmitting the assembled signals to the HRX. The communication between the ARX and the ATX is established
with a fast link, which provides very small or even negligible delay, Td .

The Galileo E1 OS signals, generated with Composite Binary Offset Carrier (CBOC(6,1, 1
11 )) modulation, consist of two

components: data component on channel B, eE1B, result of multiplying data with the spreading code, and one dataless
component on channel C, eE1C, result of multiplying the primary code with the secondary code. The composite signal can be
written as [14]:

S(t) =
1√
2

{
eE1B(t)

(
αscE1−BOC(1,1)(t)+β scE1−BOC(6,1)(t)

)
− eE1C(t)

(
αscE1−BOC(1,1)(t)−β scE1−BOC(6,1)(t)

)}
=

1√
2

{
SE1B(t)+SE1C(t)

} (1)
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Fig. 1: Distance-decreasing attacks on GNSS signals

where scX (t) = sgn(sin(2πRS,X t)) is the sub-carrier with rate, RS,X , 1.023 MHz for scE1−BOC(1,1)(t) and 6.138 MHz for
scE1−BOC(6,1)(t), and the composite signal is modulated on a carrier wave for transmission. When the ARX receives the

signals, the baseband signals after the receiver front-end can be written as:

R(t) = ∑
k

√
PkSk(t− τ

k)cos
(
2π f k

d t +φ
k)+N(t) (2)

where P is the power of the signal, k is the satellite number index, τ is the time delay, fd is the Doppler frequency, φ is the
carrier phase and N(t) is the noise. The ARX estimates symbol values and signal parameters based on Eq. 2; the ARX has
information of signal modulation and navigation message format, including preamble code, but not the message contents. The
adversary can deploy the ARX at an open space area with good satellite visibility, in order to have good symbol estimation
with high CN0 and low interference. The ATX can be deployed at a position that is best for transmitting the assembled signals
to the HRX; for instance, the ATX having good view of the HRX and/or close enough to the HRX in order to achieve similar
reception power to that of authentic signals, allowing the ATX to adjust its transmission power accordingly.

Each ARX first needs to lock on one signal it wants to attack; the attacker has a precise estimation of parameters τ , fd ,
and φ , with synchronization to the legitimate signal. These parameters are shared with the ATX, along with each symbol
estimation. At the other side, each ATX broadcasts one signal, whose important parameters are the Doppler frequency and
the bit/symbol value. The carrier phase is not important when the attacker has no intention to mount a phase alignment attack
[15], but rather jams the HRX. One sophisticated adversary can implement a smooth takeover attack [16] without mounting a
jamming attack in prior. However, a smooth takeover attack is hardly possible in practice because the attacker needs to know
very precise information of carrier phase and code phase at the victim receiver location. Finally, the signals at the HRX can
be written as:

RHRX (t) =∑
k

√
PkS(t− τ

k)cos(2π( f + f k
d )t +φ

k)+

∑
k

√
Pk

DDS(t− τ
k
DD)cos(2π( f + f k

d,DD)t +φ
k
DD)+N(t)

(3)

where the terms with DD subscript are for the assembled DD signals, otherwise for the authentic signals. τDD = τ −TDD
indicates that the DD signals arrive TDD earlier than the authentic signals, and PDD is larger than P in order to overshadow
the authentic signals.

EARLY DETECTION AND LATE COMMIT PHASES

We first discuss the data component in R(t), i.e., channel B, for the data estimation. For one satellite signal, the digitalized
data component, with sampling frequency fs, is written as:

rB(n) =
√

PSE1B(n− τ)cos(2π fd/ fsn+φ)+N(n) (4)

This is used for the early detection at the ARX.



Early Detection
The ARX, implementing the early detection phase, has already locked on to the available satellite signals. The adversary
decides to start the DD attack at time t0: the ATX starts transmitting the DD signals at t0, TDD earlier than the actual data
reception at the ARX. t0 should be aligned to the beginning of one symbol and one spreading code sequence, so that it is
easier for the ATX to assemble the DD signals.

At time t0, the ATX has very precise estimation of the Doppler frequency, code phase and carrier phase of last symbol,
conveyed by the ARX. These parameters are used to assemble the signal for the current data, which is not known yet.
Meanwhile, the ARX aims at determining the symbol value only over period TED, a fraction of the symbol duration. This is
also called partial period correlation (PPC) [17], [18], in which one data symbol length is shorter than one spreading code
sequence length. Naturally, the early detection phase degrades the ARX performance due to low SNR, not only due to the short
integration period, but also the interference of other spreading codes due to the short correlation period. In this subsection,
we first analyze the effects caused by the short integration period, then examine the interference among different spreading
codes due to PPC.

The ARX can estimate the symbol value by taking the prompt correlator output as input: energy accumulation over period
TED after wiping off the carrier wave and the spreading code. The observation is a normalized result of baseband signal
multiplying with the locally generated carrier and spreading code over the TED period:

xp =
1

TED fs

p1+TED fs

∑
k=p1

rB(k)SE1B(k− τ̂)cos(2π f̂d/ fsk+ φ̂) (5)

where p1 is the first sample index of symbol p; {τ̂, f̂d , φ̂} are the estimated values obtained from the tracking outputs of
previous symbol. As the receiver has very precise parameter estimation, it is coherent correlation over integration time TED in
Eq. 5, which is also a matched filter [19]. Due to its linearity, xp, used to estimate the value of symbol p, can be written as:

xp = Ebp +n (6)

where E, energy, is a function of TED, bp is the value of symbol p, and n is Gaussian noise with n ∼ N(0,σ2
x ). Three

well-known estimation schemes are considered: maximum likelihood (ML), maximum a posterior (MAP) and minimum mean
square error (MMSE).

The results based on different estimation schemes are derived in Appendices A and B. Having a prior information about the
symbol to be either +1 or -1, MAP or MMSE should be chosen for the early detection process. From Appendix A, we know
that with hard decision, b̂MAP

p = sign(xp) and b̂MMSE
p = sign

(
tanh( xp

σ2
x
)
)
, which the ARX estimates the symbol value based on

the sign of xp for MAP estimator and based on the sign of tanh( xp
σ2

x
) for MMSE estimator. We assume that the navigation

messages have equal probability to be +1 and −1, we see that MAP and MMSE estimators have the same error probability,
based on Eq. 28 and Eq. 34. From the viewpoint of implementing a MAP estimator at the ARX is less complex: because
based on derivation of the estimation results, two non-linear function are needed to implement MMSE: tanh and sign, and
only one for MAP: sign. As the error probability depends on SNR, the longer the integration time, TED, is, the higher SNR
it has, so the better performance the ARX gets.

The early detection performance can also be affected by the interference from other spreading code due to partial spreading
code used for the early detection. We know that the Galileo E1 primary codes are optimized pseudo-noise (PN) sequences
stored in memory, so called ’memory codes’, including E1B and E1C primary codes [14], each set of which consists of 50
members. The PN sequences parameters selected for E1B and E1C are: 1) 4092 chips; 2) 1.023×106 chips/s; 3) same length
as a symbol. The partial period correlation occurs when the spreading code sequence is larger than ’one symbol duration’,
where the symbol duration is TED at the ARX. The optimized PN sequences are designed in a perfect way with properties
to maximize their auto-correlation but minimize their cross-correlation, so that the interference from other PN sequences is
very low. The discrete cross-correlation of PNi and PN j is defined by:

Ci, j(l) =
{

∑
N−1−l
k=0 PNi(k+ l)PN j(k) l = 0

Ci, j(−l) l < 0
(7)

which is normalized by Ci, j,normalized(l) = 1√
Cii(0)C j j(0)

Ci, j(l) [20]. However, these properties become weaker when the length

of PN sequences become shorter, as shown in Fig. 2. We can see that the normalized cross-correlation is less than 5% when
the PN sequence length is 4092, but it is almost 15% when the sequence length is 200. Therefore, when the adversary chooses
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an early detection time TED, it should consider the effect of the interference from other spreading codes. While considering
the interference of other PN codes, the output of the matched filter can be defined as:

ζi =
{ √

Pi/2TED · fsbi +
√

Pj/2TED · fsb jCi, j(l)+n case 1√
Pi/2TED · fsbi +

∫ T 1
0 b∗jPN j(t−T1)PRNi(t)dt +

∫ TED
T1

b jPN j(t−T1)PRNi(t)dt +n case 2
(8)

where n is noise, bi and b j are two symbol values of two signals; case 1: for PN j, b j is the same symbol over period TED;
case 2: for PN j, it goes over two symbols b∗j and b j consecutively. For both case 1 and case 2, the cross-correlation variance
can be added to the noise. The variance is written for the two cases [17]:

Var(ζi) =
{ √Pi/2TED ·bi +∑

J

j 6= i
j = 1

√
Pj/2TED ·b jCi, j(l)+ 1

4 N0TED case 1

PjT 2
ED ∑

J

j 6= i
j = 1[2µi, j(0)+µi, j(1)]

12(TED fS)3 + 1
4 N0TED case 2

(9)

where µi, j(0) = ∑
TED−1
l=0 [C2

i, j(l−TED +1)+C2
i, j(l +1)] and µi, j(1) = ∑

TED−1
l=0 [Ci, j(l−TED)Ci, j(l−TED +1)+Ci, j(l)Ci, j(l +1)].

This leads to a new SNR(signal-to-interference-plus-noise ratio):

SNR =

√
Pi/2TED√
Var(ζi)

(10)

We can see that SNR is a function of TED, the effects of this new SNR on BER will be investigated in future work.

Late Commit
In the late commit (LC) phase, the adversary crafts the DD signals based on the information provided by the ARX. In [3],
four different approaches were discussed, on how to craft the transmitted signals for each bit/symbol/chip. The choices that
can be applied to the Galileo E1-OS signals are: 1) the pre-defined part for each symbol is noise; 2) the predefined part is
the same value as the last symbol.

For the first approach, because the ATX transmits the pre-defined part with noise, the noise power must be very low to avoid
introducing significant interference to the accumulation result of each symbol at the HRX. For the second approach, the
pre-defined LC part being the last symbol value can be same or opposite to current symbol value (±1). The signal assembled
by the ATX is written as:

SAT X (t) =
{ A1 f1(t) 0≤ t < TLC

A2 f2(t) TLC ≤ t ≤ Tb
(11)

where f1(t) is a function of the predefined symbol value, spreading code and carrier, and f2(t) is a function of the ARX
value, spreading code and carrier. For both approaches, because the second part of each symbol is assembled based on the



Fig. 3: Synthesized DD attacks signals

ARX value that matches likely the true symbol value, so the accumulated energy should be dominated by the second part.
So we have:

A2 · (Tb−TLC)> A1 ·TLC (12)

A1 and A2 two parameters that can be configured at the ATX, then Eq. 12 is rewritten as:

TLC <
A2

A1 +A2
Tb (13)

Based on above equation, we can see that TLC should be smaller than half of the generic Galileo integration period, i.e., 4 ms,
when A1 =A2. However, considering to compensate the processing delay and the early detection time, i.e., TDD = TLC−TED−Td
where the processing delay Td could be in the order of a millisecond and the early detection time could be half millisecond,
TLC should be larger than 1.5 ms, otherwise the DD attack would not shorten the distance measurement. Therefore, A1 and
A2 should be configured properly, so that the adversary will have more flexibility to set the early detection time and higher
effect on TDD.

Recall that at the onset of the DD attack, the adversary basically has two options: 1) it jams the reception of the authentic
signals at the HRX to force it lose its tracking, then transmits the DD signals with higher power; 2) the adversary implements
a smooth take-over attack, which, however, is difficult in practice. With jamming, the adversary forces the HRX to do re-
acquisition of available satellite signals. The signal acquisition process at the HRX requires no inner-symbol transition during
one integration period that is one spreading code length, i.e., 4 ms. Therefore, the ATX must take this into consideration while
crafting each symbol to make sure that the HRX acquires the DD signals instead of the authentic signals. For example, the
HRX will not acquire the DD signals if the predefined (LC) part is different from the ARX value, because of the inner-symbol
transition. Consequently, the victim will not be locking to the DD signals. Therefore, the attacker can take advantage of the
known preamble code of the E1 I/NAV message. The ATX starts assembling the DD signals from the first symbol of the
preamble code, in which case the attacker can guarantee that at least the preamble code are transmitted perfectly, because the
code is known in prior.

SIMULATION SETUP

We first present how we synthesize the DD attacks. Hereafter, we evaluate the receiver performance under our synthesized DD
attack. The digitalized RF signal we used for the evaluation is recorded by NT1065 USB3 [21] after the receiver front-end,
with four Galileo E1 satellite signals: PRN[3, 5, 9, 22].

The work flow of synthesizing the attack signals is shown in Fig. 3: the ARX tracks and locks on to one signal; the adversary
decides to start attacking at receiver time T0, the starting edge of one symbol, which is the symbol assembling time at the
ATX. After TDD, the actual data arrives at the ARX. The transmission time of the DD signal is TDD earlier than reception
time of the actual data. The crafted signal is mixed with the original baseband signal that includes all the authentic signals,
then the mixed signal is fed to the HRX.

First, we evaluate the error probability of the early detection phase, for different SNR and TED. The SNR range used here is
not the value estimated directly from the signal with different integration time TED. In contrast, we add simulated Gaussian
noise to the samples during TED to manually change the SNR of the signals used for early detection for the sake of evaluation,
so that we can evaluate the performance based on a large range of SNR. The evaluation process is as follows: we first estimate
the carrier-to-noise ratio (CN0) based on the correlator outputs; then we convert the CN0 to true SNR at the receiver with the
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knowledge of the front-end bandwidth; then, generate Gaussian noise with different SNR based on the true SNR; finally, the
error rate can be evaluated based on the different SNR and TED. Fig. 4a shows that the noise environment, CN0 = 31∼ 45 dB-
Hz, we synthesized in order to evaluate the early detection performance in the ARX, considering that the generally acceptable
CN0 is 30 dB-Hz. In the dataset, the estimated original CN0 of the signal is 47 dB-Hz (dark blue in Fig. 4a). High CN0
situation is more valuable for evaluation since the ARX is mounted at a clear open high location. We evaluate the early
detection performance at the ARX with the synthesized noise environment accordingly, as shown in Fig. 4b. This essentially
provides the adversary a ”look-up table” to choose a proper TED, based on its environment. In principle, the adversary wants
to use as low TED as possible for early detection, so that TLC and TDD have more options, given TDD = TLC−TED. However,
Fig. 4b shows that the early detection introduces errors when TED < 500 chips when CN0 = 40 dB-Hz. When the environment
is noisier, CN0 < 40 dB-Hz, TED needs to be very high in order to avoid introducing errors. Moreover, for CN0 = 31 dB-Hz,
because TED needs to be large for zero-error detection, thus, TLC needs to be large accordingly; consequently, the ATX needs
to transmit a much higher power for the second part of the DD signal, which can be an indication of an attack. By being
deployed at a good location, e.g., CN0 > 45 dB-Hz in Fig. 4b, the ARX will not introduce symbol errors during the early
detection phase even with TED being a couple of hundred chips length.

The simulated ATX assembles the first several symbols with the preamble code of the signal, allowing the HRX to acquire
the DD signals correctly. The preamble code occurs every two seconds for the Galileo E1OS signals, therefore, the ARX has
exact information about when next preamble code will come. This information is provided to the ATX, thus, the ATX can
start assembling the DD signals TDD ahead of the actual preamble code reception time.

COUNTERMEASURE BASED ON GOODNESS OF FIT TEST

We propose one detection method for the DD attacks based on a statistical test, which can be implemented in a Galileo
receiver with a software patch. The method can provide a real-time solution for identifying DD attacks. The DD attack signal
has a special feature that can be used to counter the attack: transition inside each symbol. The reason is that in the late commit
phase, the signal for each symbol has two independent parts, a within symbol transition. For legitimate signals, the prompt
correlator of the HRX provides energy accumulation over the integration period, Tint :

I0
P =

Tint∗ fs

∑
n=1

R(n− τ)∗SE1B(n− τ)cos(2π fd/ fsn+φ)+N

f iltering
======

√
P

2
· fs ·Tint ·b+N

(14)

where b is the data value: {+1,−1}. Therefore, with E =
√

P
2 · fs ·Tint , I0

P follows:

I0
P = b ·E +N (15)
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For the DD signals, the prompt correlator provides:

IDD
P =

TLC∗ fs

∑
n=1

SAT X (n− τ)∗SE1B(n− τ)cos(2π fd/ fsn+φ)+
Tint∗ fs

∑
n=TLC∗ fs+1

SAT X (n− τ)∗SE1B(n− τ)cos(2π fd/ fsn+φ)+N

f iltering
======

√
P

2
· fs ·TLC ·bpre +A ·

√
P

2
· fs · (Tint −TLC) ·b+N

= bpre ·E ·
TLC

Tint
+b ·A ·E · Tint −TLC

Tint
+N

(16)

where bpre is the predefined symbol value. Therefore, IDD
p follows:

IDD
P =

{
b ·E ·

(
A+(1−A)TLC

Tint

)
+N bpre = b

b ·E ·
(
A− (1+A)TLC

Tint

)
+N bpre =−b

(17)

Assuming a binary signal source, bpre has 50% probability to be b or -b, therefore, IDD
p has equal probability to follow either

distribution in Eq. 17. In contrast, I0
p follows the distribution in Eq. 15. The visualization of the difference is presented in

Fig. 5a: we see clearly the distinction. On the right side of Fig. 5a, the inner pair of ’eyes’ are from the DD signals when
bpre = −b and the outer pair of ’eyes’ are from the DD signal when bpre = b. Fig. 5b provides the normalized distribution
of IP, which clearly shows that the IP of the DD signals composes of two normal distributions, as presented in Eq. 17. The
distance between the two normal distributions, i.e., the difference between two means, is:

∆µ =
(
A+(1−A)

TLC

Tint

)
−
(
A− (1+A)

TLC

Tint

)
=

2TLC

Tint
(18)

which tells us that the resolution between two normal distributions does not depend on the configured amplitude A, but only
on TLC. The bigger TLC is, the more distinguishable the two distributions are. Fig. 5b reveals that it is not easy to distinguish
the distributions when TLC = 500 chips. However, as discussed before, TLC should typically be larger than 1500 chips, i.e.,
1.5 ms, with a reasonable setting of the early detection time, TED = 0.5 ms, and processing delay Td = 1 ms, if the adversary
aims a gain TDD > 0, then TLC = TDD +TED +Td > 1.5 m. In such case, the distinction is easy to find (Fig. 5b).

In order to check which distribution the prompt output fits, I0
P or IDD

P , we design a Anderson-Darling Goodness of Fit (GoF)
test to detect DD attacks. The Anderson-Darling test [22] is a statistical test to examine whether observation data samples
are drawn from a given probability distribution. When the hypothesis is that the data samples are drawn from a normal
distribution, it is one of the most powerful tools to detect the most departures from normality. The Anderson-Darling test, a
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Fig. 6: The Anderson-Darling GoF test results for 35 seconds when TLC = 1500 chips: ”1” means no attacks and ”0” implies
existence of the DD attacks

quadratic empirical distribution function (EDF) test, measures the distance between the hypothesized cumulative distribution
function (CDF), F , and an empirical CDF, Fn. The test statistic is written as [23]:

A2 = n
∫ +∞

−∞

(Fn(x)−F(x))2

F(x)(1−F(x))
dF(x) (19)

where n is the number of samples. The statistic is augmented for the case of both unknown mean and variance [24]:

A?2 = A2(1+
0.75

n
+

2.25
n2 ) (20)

As the considered signals are from a binary source, I0
p(n) and IDD

p (n) are symmetric, therefore, we use the absolute value of
the prompt correlator outputs, |I0

p(n)| and |IDD
p (n)|, as the observation for the test. Thus, we have:{ Authentic hypothesis H0 : Ip(n) = E +N

DD attacks hypothesis H1 : Ip(n) does not follows N(E,σ2)
(21)

When A?2 exceeds a critical value based on a pre-defined significance level, the null hypothesis is rejected; this indicates the
detection of the DD attacks. Otherwise, the null hypothesis is accepted, thus implying no DD attack.

In the evaluation, we use a samples size of n = 250 for each test; the test provides one result per second since each IP is
calculated with 4 ms integration period. We choose a typical significance level 0.01 for the evaluation. Fig. 6 shows test
results for both the legitimate/authentic signals and the DD signals: we see that both PRN9 and PRN3 of the legitimate
signals have one test rejecting the null hypothesis during 35 seconds. However, for the DD signals, all the tests reject the
null hypothesis. In practice, a receiver should raise an alarm for a DD attack with test results being ”0” for a consecutive 3-5
tests, i.e., 3-5 seconds, reducing the effect of false positives. The results show that the Anderson-Darling GoF test can detect
the DD attacks based on the prompt correlator outputs nearly perfectly, due to its inner-transition of each symbol. Moreover,
the detection based on the Anderson-Darling GoF test is powerful in a sense that it can defeat the attacks when the victim is
already tracking the adversarial signals. Moreover, the results of the test impose as the adversary modifies the pseudorange
measurements with an increased TLC.

CONCLUSIONS

The DD attacks can greatly harm the GNSS receivers even in the presence of NMA protection. Specifically, we investigated
how the adversary can choose TED for his best benefit in different noisy environments. The result shows that TED can be as
low as 500 chips to achieve extremely low bit error rate when CN0 is larger than 40 dB-Hz. Then, we discussed different
approaches for the ATX. In practice, the adversary would start transmitting the DD signals from the beginning of a preamble
code, in order to be acquired by the HRX during the re-acquisition phase, because the preamble code is known in prior. One
special feature of the DD attacks is exploited to propose the statistical test: inner-symbol transition due to that the predefined
(LC) part might be opposite to the ARX value. Through the proposed GoF test method, we see that the DD attacks can



be detected nearly perfectly when TLC > 1500 chips for the Galileo E1 OS signals. This is also a reasonable value that the
adversary would set for TLC. The reason is that if the adversary aims a gain TDD > 0, with a reasonable setting for TED = 500
chips, 0.5 ms, and a processing delay Td = 1 ms, then we have TLC = TDD+TED+Td > 1.5 ms. The proposed method provides
a good real time detection when the honest receiver is already tracking the DD signals.
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APPENDIX A
THREE ESTIMATION ALGORITHMS

A. Maximum Likelihood (ML) Estimator
The ML estimation is to obtain b̂p of Eq. 6 as follows:

b̂ML
p = max

bp
p(xp|bp) (22)

which gives the symbol estimate that makes the observation xp most likely. Because the ARX attempts to estimate the symbol
value at end of the TED length fraction of each symbol, so there is only one observation of xp for each symbol. Therefore,
the symbol value that makes the observation xp most likely is the observation itself:

b̂ML
p = xp (23)



B. Maximum A Posteriori (MAP) Estimator
The ML estimation does not consider the prior distribution of the symbol value bp, unlikely, the MAP estimator:

b̂MAP
p = max

bp
p(bp|xp) = max

bp

p(xp|bp)p(bp)

p(xp)
= max

bp
p(xp|bp)p(bp) (24)

We have prior information on the symbol value, bp. It can be +1 or −1, thus, Eq. 6 is rewritten as:

xp =
{

+E +n∼ N(+E,σ2
x ) bp =+1

−E +n∼ N(−E,σ2
x ) bp =−1

(25)

Therefore, the MAP estimation can be rewritten as:

p(bp =+1)p(xp|bp =+1)
b̂MAP

p =−1
≷

b̂MAP
p =+1

p(bp =−1)p(xp|bp =−1) =⇒

p(bp =+1)pN(+E,σ2
x )
(xp)

b̂MAP
p =−1

≷
b̂MAP

p =+1
p(bp =−1)pN(−E,σ2

x )
(xp)

(26)

This is a hard decision on the symbol value based on the observation xp.
As this is a binary antipodal signal, i.e., bp = {+1,−1} with probabilities of p and 1− p, respectively, the error probability
is [19]:

Pe = pQ(

√
ETED − rth

σx
)+(1− p)Q(

√
ETED + rth

σx
) (27)

where ETED is the energy of period TED and rth is the threshold used to decide whether bp =+1 or bp =−1.
For a special case, i.e., p = 0.5, which implies rth = 0, the error probability is:

Pe = Q(

√
ETED

σ2
x

) (28)

C. Minimum Mean Square Error (MMSE) Estimator
An MMSE estimator minimizes the mean square error given an observation data:

b̂MMSE
p = min

b̂p

E{(bp− b̂p)
2|xp} (29)

When the mean and variance are finite, the MMSE estimator is [25]:

b̂MMSE
p = E{bp|xp} (30)

which is the conditional expectation of bp given xp. Thus:

b̂MMSE
p = E{bp|xp}

bp=±1
====== (+1)× p(+1|xp)+(−1)× p(−1|xp)

p{bp=+1}+p{bp=−1}=1
================= 2p(bp =+1|xp)−1

(31)

With the posterior probability p(bp =+1|xp) derived in Appendix B, we have:

b̂MMSE
p =

2p(bp =+1)

p(bp =+1)+
(
1− p(bp =+1)

)
exp(− 2xp

σ2
x
)
−1 (32)

The posterior probability distribution can be obtained when the prior probability distribution of p(bp) is known. If the symbol
source generates ±1 with equal probability, i.e., p(bp =+1) = p(bp =−1) = 1

2 , then the posterior probability is:

p(bp =+1|xp) =
1

1+ exp(− 2xp
σ2

x
)

(33)

Based on Eq. 32, given the symmetric binary navigation symbols, we have the MMSE estimation value of the symbol:
b̂MMSE

p = (1− exp(− 2xp
σ2

x
))/(1+ exp(− 2xp

σ2
x
)) = tanh( xp

σ2
x
). The goal of the ARX is to determine the symbol value being +1 or



−1, given b̂MMSE
p that is bounded −1 < b̂MMSE

p < 1. As the symbol is generated by a binary symmetric source, the decision
can be made by the ARX: the symbol is +1 if b̂MMSE

p > 0 and the symbol is −1 if b̂MMSE
p < 0.

With equiprobable messages, the error probability for the above decision is:

Pe = p(bp =+1)p(b̂MMSE
p < 0|bp =+1)+ p(bp =−1)p(b̂MMSE

p > 0|bp =−1)

=
1
2

p(tanh(
xp

σ2
x
)< 0|bp =+1)+

1
2

p(tanh(
xp

σ2
x
)> 0|bp =−1)

=
1
2

p(tanh(
+E +N(n)

σ2
x

)< 0)+
1
2

p(tanh(
−E +N(n)

σ2
x

)> 0)

=
1
2

p(
+E +N(n)

σ2
x

< 0)+
1
2

p(
−E +N(n)

σ2
x

> 0)

=
1
2

p
((

+E +N(n)
)
< 0
)
+

1
2

p
((
−E +N(n)

)
> 0
)

= Q(

√
E
σ2

x
)

(34)

where E is the energy of period of TED, i.e., ETED . The error probability turns out to be equal to the error probability of the
MAP estimation.

APPENDIX B
DERIVES OF POSTERIOR DISTRIBUTION OF SYMBOL VALUE

Given the linear observation model in Eq. 6, the posterior probability distribution of the symbol value given one observation
is calculated based on the Bayes theorem:

pBp|X=xp(bp) =
pBp(bp)p(xp|bp)∫ +∞

−∞
pBp(u)pX |Bp=u(xp)du

(35)

We have the prior information of the symbol value B = {+1,−1}, thus, Eq. 35 is rewritten as:

pBp|X=xp(bp) =
pBp(bp)p(xp|bp)

p(bp =+1)pX |bp=+1(xp)+ p(bp =−1)pX |bp=−1(xp)
(36)

The posterior probability distribution only has two values: pBp|X=xp(bp = +1) and pBp|X=xp(bp = −1) and pBp|X=xp(bp =
+1)+ pBp|X=xp(bp =−1) = 1. Given p(bp =+1)+ p(bp =−1) = 1, together with Eq. 6, we can get the posterior probability
for bp =+1:

p(bp =+1|xp) =
p(bp =+1)p(xp|bp =+1)

p(bp =+1)p(xp|bp =+1)+ p(bp =−1)p(xp|bp =−1)

=
p(bp =+1) 1√

2πσ2
x

exp(− (xp−1)2

2σ2
x

)

p(bp =+1) 1√
2πσ2

x
exp(− (xp−1)2

2σ2
x

)+
(
1− p(bp =+1)

) 1√
2πσ2

x
exp(− (xp−1)2

2σ2
x

)

=
p(bp =+1)

p(bp =+1)+
(
1− p(bp =+1)

)
exp(− 2xp

σ2
x
)

(37)


