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Abstract

IoT platforms enable users to connect various smart devices and online services via
reactive apps running on the cloud. These apps, often developed by third-parties, perform
simple computations on data triggered by external information sources and actuate the
results of computation on external information sinks. Recent research shows that unin-
tended or malicious interactions between the different (even benign) apps of a user can
cause severe security and safety risks. These works leverage program analysis techniques
to build tools for unveiling unexpected interference across apps for specific use cases.

We propose a calculus that models the behavioral semantics of a system of apps ex-
ecuting concurrently, and use it to define desirable semantic policies in the security and
safety context of IoT apps. To demonstrate the usefulness of our framework, we define
static mechanisms for enforcing cross-app security and safety, and prove them sound with
respect to our semantic conditions. Finally, we leverage real-world apps to validate the
practical benefits of our policy framework.

1 Introduction

IoT platforms provide robust application support for automating the interaction and commu-
nication between Internet-connected services and smart physical devices. This interaction is
enabled by simple reactive programs known as IoT apps (or applets) running on a cloud-based
IoT platform, and sensing and actuating data from services and devices on behalf of a user.
These apps, often developed by third-parties, are triggered by external information sources, as
in “if the room temperature exceeds a threshold”, to perform actions on external information
sinks, as in “open the windows”. By exposing devices such as a thermostat and a smart win-
dow to the IoT platform via, e.g., REST APIs, IoT apps can be used to implement desirable
automations like “if the room temperature exceeds a threshold then open the windows”.

Driven by the appeal of end-user programming, IoT platforms such as IFTTT [24] (If This
Then That), Stringify [32], and Microsoft Flow [29] support thousands of smart devices and
services with millions of users running millions of IoT apps. These platforms help users to
build powerful automations by connecting IoT devices (e.g., smart homes, security cameras,
and voice assistants) to online services (e.g., Google and Dropbox) and social networks (e.g.,
Instagram and Twitter). For instance, the IFTTT platform allows to execute IoT applets that
include triggers, actions, and filter code. This latter is used for personalization, e.g., for setting
the temperature threshold. If present, the filter code is invoked after a trigger has been fired
and before an action is dispatched.

∗This is an extended abstract of the paper that we presented at CSF 2019 [5].
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Recently, researchers have shown that popular IoT platforms are susceptible to attacks that
may cause severe security and safety issues for the end users and the physical devices [4]. Ex-
amples of attacks include design flaws due to over privileged permission tokens [18], unexpected
information leaks by seemingly harmless apps [33], and sensitive information disclosure by
malicious apps [7, 11]. To protect the users against these attacks, defensive mechanism rely on
fine-grained access control and capabilities, decentralization [19] or static [6,11] and dynamic [7]
information-flow analysis.

A more subtle vulnerability concerns the unintended or malicious interaction between dif-
ferent apps running on behalf on the same user [13–15, 17, 33, 36]. The distinctive feature of
IoT apps to affect a shared physical environment such as the room temperature, may enable
unintended cross-app interactions between IoT apps that are installed by the same user. For in-
stance, in addition to the above-mentioned IoT app “if the room temperature exceeds a threshold
then open the windows”, a user may also install the app “if I leave my work location then turn
on the thermostat at home”. While the user’s intention is to use these two apps for separate
purposes, the interaction between the latter and the former may open the window while the
user is not at home, thus clearing a way for burglary.

Recent research identifies numerous use cases of cross-app interactions that violate spe-
cific policies, and suggests tracking dependencies across IoT apps to identify policy viola-
tions [13–15,17,33,36]. These mechanisms perform inter-application program analysis to track
dependencies, and (manual or automatic) language processing to identify semantically-related
language constructs, e.g., the fact that temperature and thermostat refer to related semantic
constructs, despite their syntax being different. While these approaches motivate the need for
analyzing security and safety risks in cross-app interactions, foundational questions related to
the interaction semantics of apps, security policies, and soundness of enforcement mechanisms
remain largely unexplored.

This leads us to the following research questions: (i) What is an appropriate formal model
for cross-app interaction vulnerabilities? (ii) Is there a generic policy framework for security
and safety that captures the essence of cross-app interactions? (iii) How do we model implicit
interactions stemming from IoT-specific features like the physical environment? (iv) Can we
harden enforcement mechanisms to prove soundness guarantees in our policy framework?

2 Cross-App Interactions: a Formal Approach

We focus on a formal treatment of both safety and security aspects regarding systems of apps.
The goal of our work is to apply formal methodologies to lay theoretical foundations to reason
about and statically detect unwanted interactions between apps.

In the safety settings we aim at detecting potentially dangerous interactions, like the one
presented in the introduction between the “open the window” app and the “thermostat” app.
Security, instead, concerns information confidentiality (or, dually, information integrity): some
interactions may unintentionally leak sensitive data.

Thus, our goal is to provide an essential stepping stone for formal and automated analysis
techniques for checking safety and security of systems of apps. The contributions of our work
are summarized in the following subsections; we refer to the full paper [5] for further details.

2.1 CaITApp: A Calculus of IoT Apps

The first contribution is the definition of a process calculus, called CaITApp, to formally specify
systems of apps, i.e., sets of concurrent IoT apps running on an IoT platform, and accessing the
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Internet-connected services and devices of a given user. The interface between the IoT apps and
the external services and physical devices, e.g., Dropbox or home security camera, is defined by
APIs that enable communication between the platform and the user services and devices. As
common in IoT platforms like IFTTT, the platform itself maintains a global store (the Cloud)
with data from a user’s services and devices, which gets updated whenever there is a change in
the corresponding services and devices. Each IoT app of a given user has its own local store,
i.e., local view, which may get updated whenever the execution of that app is triggered by a
change in the global store.

An app is a process silently running in background until a trigger occurs. This event fires
the app payload, consisting of a sequence of actions (potentially dispatched after the execution
of some code). Intuitively, our apps keep listening on a number of cloud services: when at
least one of these services changes, the app executes its payload. The payload consists in
performing a number of activities, such as checking the state of some cloud service x via the
read(x) expression, and updating one or more cloud services via the update(x) construct. In our
language, every app contains a services declaration, describing the read and/or write permissions
of the services involved in the execution of the app. For instance, the app “open the window”
we have described in the introduction is specified in our language as:

Win[ tempR; winW1fixX • listen(temp); pld1 ]

with

pld1
def
= temp← read(temp) ;

if (temp > 22) then {win← Open ; update(win)} ;

X

In this case, tempR; winW is the services declaration and listen(temp) is a listener : whenever
the (global) value of temp changes the payload pld1 is executed. The guard (temp > 22) is
the triggering condition: when the latter is satisfied the global service win is updated with the
value Open. As you can see, every app is encapsulated in an iterative construct fixX • . . .X:
when the payload is executed the app returns again in listening mode.

Thus, a system of IoT apps consists of the parallel composition of apps belonging to the a
single user. CaITApp is then equipped with a labelleled transition semantics (LTS) that allows us
to observe the modifications made to global services, namely the real services in the Cloud. Our
LTS is parametric on some (store) configuration C consisting of a pair (G,L), where G denotes a
global store, associating values to cloud services via the update(−) construct, while L represents
local views of cloud services from the point of view of the different apps of the system.

2.2 Safe Cross-App Interactions

In order to capture harmful interactions in systems of apps, we formalize a notion of safe
cross-app interaction based on a bisimulation-based behavioral semantics for our systems.

Intuitively, two apps may interact with each other by acting on some common services
in such a way that the state reached by those services is somehow inconsistent (think of a
thermostat or a valve when activated by different apps designed with different specifications in
mind). However, this is not the only way to yield unsafe interactions between two apps: an app
A might interact with a second app B if the execution of some action of A may affect services in
the cloud whose changes may subsequently trigger activities of B. Those activities of B would
not have been fired if A would not have modified the state of its services on the cloud.
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We provide a semantic characterization of safe cross-app interaction based on some appro-
priate notion of bisimulation. Intuitively, we would like to say that a system of apps S does not
interact with another system of apps R if the runtime behavior of R, when running in parallel
with S, does not differ from its behavior, when running in isolation. A bit more formally, along
the lines of Focardi and Martinelli’s Generalized Non Deducibility on Composition (GNDC) [20],
we would like to say that a system S does not interact with a system R if

S ‖ R 'S R

for some appropriate bisimilarity 'S that hides those (observable) actions of S that modify the
services in the cloud (the global store). Notice that the bisimilarity 'S should only suppress
the capability of the observer to detect writing actions on the cloud services executed by S;
however, these writings must be executed, so that indirect interactions via the cloud between
the two systems can be observed if they trigger a nongenuine behavior in R.

Basically, in the scenario above, if bisimilarity breaks then the system S does interact with
the correct execution of R in at least one of the following ways:

• The compound system S ‖ R might have nongenuine traces containing observables (orig-
inating from the R component) that cannot be reproduced by R in isolation; here the
interaction affects the integrity of the behavior of R.

• The system R might have execution traces containing observables that cannot be repro-
duced by the compound system S ‖ R because they are prevented S; this is a violation of
the availability of the system R.

In order to formalize the concepts described above, we define a slight generalization of
the weak asynchronous bisimulation [3] introduced for the asynchronous fragment of the π-
calculus [22, 28]. In that bisimulation, input actions are made not observable because in an
asynchronous setting the observer cannot directly observe them. Here, we intend to hide modi-
fications on cloud enabled by the interacting system. Considering a set H of hidden actions, the
bisimulation ≈H compares two system configurations by observing all possible actions except
those occurring in H.

Definition 1 (Safe cross-app interaction). Let S and R be two systems of apps in CaITApp.
We say that S is noninteracting with R when for each configuration C

C . S ‖ R ≈HS
C . R

where HS contains the updates made by S on the cloud.

As an example, consider the following two apps SmokeAlarm and Welcome:

SmokeAlarm[ smokeR; alarmW; lightsW1fixX • listen(smoke); pld2 ]

where:

pld2
def
= smoke← read(smoke) ;

if (smoke = yes) then {
alarm← On ; lights← On ; update(alarm, lights)

} ;X
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and
Welcome[ lightR; coffeeMW; heaterW1fixX • listen(light); pld3 ]

where:

pld3
def
= lights← read(lights) ;

if (lights = On) then {
coffeeM← doCoffee ; heater← 22 ; update(coffeeM, heater)

} ;X

When smoke is detected, the app SmokeAlarm will fire the smoke alarm and turn on the lights.
When the lights are turned on the app Welcome will brew coffee and set the heater to 22 degrees.
Here, we have a potentially unwanted interaction between the two apps as SmokeAlarm may
trigger Welcome: when there is smoke, then the app Welcome will brew coffee and set the heater
to 22 degrees. In fact, according to Definition 1:

there exists C such that C . SmokeAlarm ‖ Welcome 6≈H C . Welcome

where H hides the updates of the service alarm and lights performed by SmokeAlarm. It is
easy to see that on the left-hand-side compound system the app Welcome might do a writing on
the cloud services coffee and heater that would not occur if the app was running in isolation.

A proof technique for safe cross-app interaction Although the notion of safe cross-app
interaction in Definition 1 is very intuitive, it is actually quite hard to verify due to the universal
quantification over all possible configurations. Hence, we provide syntactic conditions, easy to
verify, that allow us to enforce the semantic condition of safe cross-app interaction. In order
to do that, we have to formally specify: (i) what are the potential actions that an app may
perform, (ii) what are the services whose changes may trigger an app. The first, denoted act(A),
are given by the services declared in write modality, while the latter, denoted trg(A), are the
services declared in read modality.

Thus, a system S is said not to interact with a system R when:

• the two systems do not write on common cloud services, i.e., act(S) ∩ act(R) = ∅;

• the execution of S may not trigger any app of R, i.e., act(S) ∩ trg(R) = ∅.

For instance, in the prevoius example we have that SmokeAlarm interacts with Welcome.
In fact, even if the two apps do not write on common cloud services, i.e., act(SmokeAlarm) ∩
act(Welcome) = {alarm, lights}∩{coffee, heater} = ∅, the execution of SmokeAlarm triggers
Welcome, since the first app writes on the service lights which is the trigger of Welcome, i.e.,
act(SmokeAlarm) ∩ trg(Welcome) = {alarm, lights} ∩ {lights} = {lights} 6= ∅.

Implicit Interactions and Priorities As possible improvements, we consider implicit cross-
app interactions and the possibility of having priorities between different services.

The former arises whenever two services, e.g., temperature and thermostat, are semantically
related, though they differ syntactically. This may lead to both the semantic condition and the
enforcement mechanism deeming an interaction as safe, while this is not the case in practice.
We propose an extension of our language semantics, as well as a semantic condition and a
syntactic one to reason about such cases.
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The latter may be useful when our semantic condition in Definition 1 becomes too restrictive
for use cases where the end user is willing to accept some interactions on specific services, e.g.,
social networks like Facebook, while avoiding interactions on other services, e.g., the tempera-
ture. By leveraging a lattice order of priorities between services, we discuss how our condition
can be extended to enable such flexibility.

To explain implicit interactions, consider the following example. An app Win manages the
window of a room, depending on the temperature detected: when the temperature is above 22
degrees then the window must be opened. Now, suppose to have a second app Therm, managing
the thermostat of the room, such that when the temperature is below 17 degrees the thermostat
is set to rise the temperature by 3 degrees. When running these two apps in parallel, we may
have an implicit interaction, as the app Therm may indirectly trigger the app Win. This is
because, we know, out of band, that the temperature of the room should somehow change
according to the changes made on the thermostat of the room.

However, since this out-of-band information is not considered by our formalization, according
to Definition 1 we would have a kind of false negative as the app Therm is not directly interacting
with the app Wind. Note that causality dependencies between services, such as those asserting
that thermostat changes may affect the temperature, are not part of the specification of an app
(or of a system of apps). This information comes from the physics of the real system managed
via apps. Thus, by no means we can capture this kind of implicit interactions unless we have
information about causality dependencies.

However, we can assume that, when designing our system of apps we actually get, out
of band, a set of causality dependencies to improve the precision of our analysis ruling out
a number of false negatives. For the sake of simplicity, we define a dependency policy as a
binary relation ∆ ⊆ Service × Service such that (x, y) ∈ ∆ when the service y may be affected
by changes occurring at the service x. Clearly, dependencies can be composed, hence we will
consider the reflexive and transitive closure of ∆ in order to capture all possible dependencies
associated to a service.

Here, it is important to notice that when we act on the thermostat of the room we actually
do not know exactly how the temperature will change (again, this depends on the physics, e.g.,
on the wall isolation of the heated room). Thus, the dependency policy ∆ records only abstract
information relating pairs of services. More precisely, if (x, y) ∈ ∆ we may assume that each
time the service x changes on the cloud then the service y can be somehow affected.

Using this extra out-of-band information ∆ on the causality dependency between services, we
can easily define a labeled transitions semantics, parametric on the set ∆, and the corresponding
semantic/syntactic safety conditions, similarly to what we have done for the basic case.

For what concerns priorities, we envision use cases where users are aware of potential inter-
actions on some services, while disallowing interactions on other services. For instance, an app
managing the fire alarm may have higher priority than an app posting messages to Facebook.
This relative importance of services can be specified with a lattice of service priorities. Suppose
to have a priority policy Π, which associates a priority level p, taken from some complete lattice
〈PL,v〉, with each service used by our system of apps.

Now, we can extend our condition of hiding bisimilarity to define safety of cross-app inter-
ference up to a given priority level. In fact, given a priority level p, we can formally ensure that
two systems have the same behaviour only when looking at observables on services at priority
level greater than, or equal to p. Again, we can formulate semantic/sintactic safety conditions,
parametric on the priority policy Π, similarly to what we have done for the basic case.
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2.3 Securing Cross-App Interactions

It is not hard to imagine that services accessed via an IoT platform may have different security
clearance. For instance, a service to access a smart security camera should definitely not leak
any kind of information to a second service that is used to share nice pictures among friends.

Here, we assume a security policy Σ, which associates a security level σ, taken from some
complete lattice 〈SL,4〉, with each service used by a system of apps. In the simplest case, the
security levels will simply be high (H), or secret, and low (L), or public, although the theory
is developed for a generic complete lattice 〈SL,4〉, of security levels. The goal is to achieve
classical noninterference results stating that a system of apps is interference-free if its low-level
services are not affected by changes occurring at its high-level services. Thus, information can
safely flow from a service x to a service y whenever Σ(x) 4 Σ(y).

As usual, security policies induce equivalence relations between stores. Given two global
stores G,G′, we say that they are σ-equivalent, written G ≡σ G′, if they agree on the values
associated to all services with security level lower than, or equal to, σ.

Similarly to the safety case, we can formalize a bisimulation-based notion of noninterference
parametric on some security level σ ∈ SL. Intuitively, the runtime behavior at security level
σ (or lower) of an interference-free system does not change when executed in two different σ-
equivalent stores G and G′, though it may differ on services with security clearance higher than
σ. Actually, in our notion of noninterference we do not consider relevant the mere initialization
of a high-level service, potentially leaking information about the occurrence/presence of a high
event. Furthermore, we do not consider termination channels, meaning that our definition
is not sensitive to information leaks due to program termination. As usual, we make these
assumptions in order to increase the premissivenes of our enforcement mechanism.

Again, we use the notion of hiding bisimilarity to hide (but not to suppress) actions involving
changes affecting high-level services.

Definition 2 (σ-level noninterference). Let S be a system of apps and Hσ the set of actions
of S with clearance greater than σ. We say that S is σ-level interference-free whenever for each
pair of configurations C1, containing the global store G1, and C2, containing the global store
G2, we have

G1 ≡σ G2 implies C1 . S ≈Hσ
C2 . S

As an example, consider the following two apps Tw2Fb and Fb2Ld:

Tw2Fb[ twR; fbW1fixX • listen(tw); tw← read(tw); fb← tw; update(fb);X ]

Fb2Ld[ fbR; ldW1fixX • listen(fb); fb← read(fb); ld← fb; update(ld);X ]

The first reposts on Facebook messages received on Twitter, while the second publishes, when
there is a new post on Facebook, a new post on LinkedIn with the same content of the one
just appeared on Facebook. Now consider the classic two points security lattice {L,H} where
L means public, H means confidential and flows from H to L are not allowed. The compound

system S
def
= Tw2Fb ‖ Fb2Ld, with Σ(tw) = Σ(fb) = H and Σ(ld) = L, is exposed to a security

interference, as confidential information posted on tw will flow into the public service ld. In
fact, it is not hard to find two configurations C1 and C2, containing two L-equivalent global
stores G1 and G2, i.e., G1 ≡L G2, such that C1 . S ≈HL

C2 . S does not hold.

A proof technique for secure cross-app interaction Again, Definition 2 has a universal
quantification on pairs of configurations and then it requires the verification of a nontrivial
bisimilarity. So, its verification is hard to achieve.
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(Update)
Γ(x) 4 Σ(x)

pc ` Γ
{

update(x)
}

Γ
(Var)

Γ(x) = σ

Γ ` x : σ
(Read)

Σ(x) = σ

Γ ` read(x) : σ

Figure 1: Selected rules of the security type system

In order to provide a syntactic sufficient condition for security noninterference we resort to
a type system, parametric in the security policy Σ, and inspired by the flow-sensitive security
type system of Hunt and Sands [23], adapted to our setting. Intuitively, a judgment of the form
pc ` S says that the system S does not contain information flows from services at security level
higher than pc to services at security level lower than or equal to pc. Here, pc denotes the usual
“program counter” level and serves to eliminate indirect information flows. We write ` S to
denote pc ` S when pc is the least security level, i.e., the bottom element of the lattice SL.

Since the syntax of our calculus is in two levels we also have a different kind of judgments
for processes running inside an app: pc ` Γ

{
P
}

Γ′. Here, as in Hunt and Sands [23], Γ describes
the security levels of services which hold before execution of P while Γ′ describes the security
level of those services after execution of P. Again, pc denotes the “program counter” level and
the derivation rules ensure that only services which end up (in Γ′) with types greater than or
equal to pc may be changed by P.

Here, we wish to remark that, unlike batch-job noninterference models [34], a security
information flow occurs in our setting only if a low-level service x is subject to an information
flow and then x is “published” within the same app on the cloud via an update construct. In
fact, the update operator is the only “exit gate” for potential (direct or indirect) information
flows created within an app. This requires some care in the definition of the typing rule for
updates (see Fig. 1). Basically, we impose that the update of a global service x is possible
only if x is associated to an “original” security level (given by Σ) higher than or equal to the
security level derived by its use (given by Γ) in the previous instructions within the app. On
the other hand, we consider harmless those information flows that remain confined within an
app because no update publishes their effects; this situations will not be ruled out by our type
system. Note that, in Fig. 1 we can see the two different lookup for services’ security typing:
with the rule (Var) we obtain the typing of the service x inferred at runtime, i.e., it depends on
the constructs evaluated; with the rule (Read) we obtain the initial typing of the service x.

As expected, system well-typedness is preserved at runtime (subject reduction) and our type
system is sound, namely well-typed system are interference-free.

We remark that our security type system did not face any permissiveness issues (i.e., false
positives) for the apps considered in the paper. We expect our analysis to scale well and produce
a minimal false-positive rate for user-automation IoT platforms like IFTTT and Stringify. In
these platforms, the code consists of simple snippets matching the syntax of CaITApp closely [7].
For other IoT platforms like SmartThings, the code can be more complex (in fact, SmartThings
apps are implemented in Groovy), hence our analysis would face classical challenges for type-
based approaches due to complex language features, e.g., aliasing.

3 Related Work

Security and safety risks in the IoT domain have been the subject of a large array of research
studies. We refer to recent surveys for an overview of the area [2, 4, 12]. Here, we compare our
contributions with closely related works on security and safety analysis of IoT apps, information-

8



Friendly Fire: Cross-App Interactions in IoT Platforms Balliu, Merro and Pasqua

flow control, and formal models for IoT.

Securing IoT apps Recent research points out the security and safety risks arising in the
context of IoT apps. Surbatovich et al. [33] study a dataset of 20K IFTTT applets and provide
an empirical evaluation of potential secrecy and integrity violations, including violations due to
cross-app interactions. Celik et al. [13,14] propose static and dynamic enforcement mechanisms
for unveiling cross-app interference vulnerabilities. Ding et al. [17] propose a framework that
combines device physical channel analysis and static analysis to generate all potential interaction
chains among applications in an IoT environment. They leverage Natural Language Processing
(NLP) to identify services that have similar semantics, and propose a risk-based approach to
classify the actual risks of the discovered interaction chains. Wang et al [36] develop NLP-based
methods to infer information flows in trigger-action platforms, and check their interactions via
model checking. Chi et al. [15] propose a systematic categorization of threats arising from
unintentional or malicious interaction of apps in IoT platforms. To detect cross-app interference,
they use symbolic execution techniques to analyze the apps’s implementation. Nguyen et al. [31]
design IoTSan, a system that uses model checking to reveal cross-app interaction flows. All
the above-mentioned works provide an excellent motivation for our foundational contributions.
Our policy framework can be used to validate soundness and permissiveness of these verification
techniques.

Another line of work focuses on enforcement mechanisms for checking security and safety
of single IoT apps. Fernandes et al. [18] present FlowFence, an approach building secure IoT
apps via information-flow tracking and controlled declassification. Celik et al. [11] leverage
static taint tracking to identify sensitive data leaks in IoT apps. Bastys et al. [6,7] identify new
attack vectors in IFTTT applets and show that 30% of applets from their dataset can be subject
to such attacks. As a countermeasure, they investigate static and dynamic information-flow
tracking via security types. Fernandes et al. [19] propose the use of decentralization and fine-
grained authentication tokens to limit privileges and prevent unauthorized actions. In contrast,
our work targets security and safety issues in cross-app interactions, and it focuses on the formal
underpinnings of these approaches.

Information-flow control Several works propose information-flow control for enforcing con-
fidentiality and integrity policies in emerging domains like IoT. We refer to a survey by Focardi
and Gorrieri [21] for an overview on information-flow properties in process algebra. Our se-
mantic condition of safe cross-app interaction draws inspiration from Focardi and Martinelli’s
notion of Generalized Non Deducibility on Composition (GNDC) [20], applied along the lines
of [27]. Volpano and Smith [34] study a flow-insensitive type system for imperative languages.
Because in our language the communication betweeen services is handled via explicit update
statements, a flow-insensitive type system would be too restrictive and reject more secure pro-
grams. Hunt and Sands [23] propose a flow-sensitive type system for an imperative language.
Our work extends their type system to ensure security for a system of apps running concur-
rently. Similarly to our definition of termination-insensitive hiding bisimulation, Demange and
Sands [16] propose a weakening of low bisimulation conditions to ignore leaks arising from pro-
gram termination. In contrast, the execution of our app’s payload affects the global store via
a well-defined interface, i.e., listeners and update statements, which makes our systems of apps
more amenable for enforcing security and safety properties.

There are a few approaches that carry out information-flow analysis on discrete/continuous
models for cyber-physical systems. Akella et al. [1] proposed an approach to perform informa-
tion flow analysis, including both trace-based analysis and automated analysis through process
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algebra specifications. This approach has been used to verify process algebra models of a gas
pipeline system and a smart electric power grid system. Wang [35] propose Petri-net models to
verify nondeducibility security properties of a natural gas pipeline system. More recently, Bohrer
and Platzer [10] introduce dHL, a hybrid logic for verifying cyber-physical hybrid-dynamic in-
formation flows, communicating information through both discrete computation and physical
dynamics, ensuring security in presence of attackers that observe continuously-changing values
in continuous time.

Formalizing IoT semantics IoT semantics has been subject to several works aiming at
capturing subtle IoT-specific notions like time and device state. Newcomb et al. [30] propose
IOTA, a calculus for the domain of home automation. Based on the core formalism of IOTA,
the authors develop an analysis for detecting whenever an event can trigger two conflicting
actions, and an analysis for determining the root cause of (non)occurrence of an event. Lanese
et al. [25] propose a calculus of mobile IoT devices interacting with the physical environment by
means of sensors and actuators. The calculus does not allow any representation of the physical
environment, while it is equipped with an end-user bisimilarity in which end-users may: (i)
provide values to sensors, (ii) check actuators, and (iii) observe the mobility of smart devices.
End-user bisimilarity is not preserved by parallel composition. Compositionality is recovered by
strengthening its discriminating power. Lanotte and Merro [26] extend and generalize the work
of [25] in a timed setting by providing a bisimulation-based semantic theory that is suitable
for compositional reasoning. Bodei et al. [9] propose an untimed process calculus, IoT-LYSA,
supporting a control flow analysis that safely approximates the abstract behavior of IoT systems.
Essentially, they track how data spread from sensors to the logic of the network, and how
physical data are manipulated. The calculus adopts asynchronous multi-party communication
among nodes taking care of node proximity. The dynamics of the calculus is given in terms of
a reduction relation. In [8], the same authors extend their work to infer quantitative measures
to establish the cost of possibly security countermeasures, in terms of time and energy. In
contrast, our calculus models constructs that are relevant for our security and safety analysis
of cross-app interactions in IoT platforms, while ignoring details of the physical environment.

4 Conclusion

IoT platforms empower users by connecting a wide array of otherwise unconnected services
and devices. These platforms routinely execute IoT apps that have access to sensitive informa-
tion of their users. Because different apps of a user may affect a common physical or logical
environment, their interaction (even for benign apps) can cause severe security and safety risks.

Motivated by this setting, we proposed a generic foundational framework for securing cross-
app interactions. We presented an extensional condition that captures the essence of safe
cross-app interactions, as well as implicit interactions and priorities. Moreover, we studied
an extensional condition for confidentiality and integrity properties of a system of apps, and
proposed a flow-sensitive security type system to enforce such condition.

Because of the simplicity of the execution model and the relatively-small code size, IoT
apps offer a promising avenue for integrating formal techniques studied by the community to
real-world products. In future work, we plan to implement our techniques for IoT platforms
like Android Things and Node-RED, and investigate their impact on users’ security and safety.
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