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Abstract
For any communication, the conveyed information must be carried by some phys-
ical system. If this system is a quantum system rather than a classical one, its
behavior will be governed by the laws of quantum mechanics. Hence, the proper-
ties of quantum mechanics, such as superpositions and entanglement, are accessible,
opening up new possibilities for transferring information. The exploration of these
possibilities constitutes the field of quantum communication. The key ingredient
in quantum communication is the qubit, a bit that can be in any superposition of
0 and 1, and that is carried by a quantum state. One possible physical realization
of these quantum states is to use single photons. Hence, to explore the possibilities
of optical quantum communication, photonic quantum states must be generated,
transmitted, characterized, and detected with high precision. This thesis begins
with the first of these steps: the implementation of single-photon sources generat-
ing photonic qubits. The sources are based on photon-pair generation in nonlinear
crystals, and designed to be compatible with fiber optical communication systems.
To ensure such a compatibility and to create a high-quality source, a theoretical
analysis is made, optimizing the coupling of the photons into optical fibers. Based
on the theoretical analysis, a heralded single-photon source and a two-crystal source
of entangled photons-pairs are experimentally implemented. The source of entan-
gled photons is further developed into a compact source with a narrow bandwidth
compatible with standard telecommunication wavelength-division multiplexers, and
even further developed to a more stable one-crystal source. The sources are to be
used for quantum communication in general and quantum cryptography in partic-
ular. Specifically, a heralded single-photon source is implemented and then used
for a full test of a decoy-state quantum cryptography protocol.



iv

Sammanfattning
För alla typer av kommunikation måste den förmedlade informationen bäras av
något fysiskt system. Om detta system är kvantmekaniskt i stället för klassiskt
kommer dess beteende styras av kvantmekanikens lagar. Således kommer kvant-
mekaniska egenskaper, så som superpositioner och sammanflätning, att vara till-
gängliga och skapa nya möjligheter att överföra information. Utforskandet av dessa
möjligheter utgör grunden för fältet kvantkommunikation. Den grundläggande be-
ståndsdelen inom kvantkommunikation är qubiten, en bit som kan vara i vilken
superposition av 0 och 1 som helst, och som förmedlas av ett kvanttillstånd. En
möjlig fysisk implementation av dessa kvanttillstånd är att använda enskilda foto-
ner. Således, för att kunna utnyttja möjligheterna med optisk kvantkommunikation
måste enskilda fotoniska kvanttillstånd kunna skapas, transporteras, karakteriseras
och detekteras med hög precision. Denna avhandling börjar med det första av dessa
steg: implementationen av en-fotonkällor som genererar fotoniska qubitar. Källorna
är baserade på skapandet av foton-par i icke-linjära kristaller, och designade för att
vara kompatibla med fiberoptiska kommunikationssystem. För att garantera denna
kompatibilitet och skapa en källa av hög kvalité, görs en teoretisk analys för att op-
timera kopplingen av fotonerna in i optiska fibrer. Baserad på denna teoretiska ana-
lys implementeras experimentellt en betingad en-fotonkälla och en två-kristallkälla
för sammanflätade fotonpar. Källan för sammanflätade fotoner utvecklas ytterli-
gare till en kompakt källa med smal bandbredd kompatibel med standardiserade
våglängdsmultiplexer för telekommunikation, och utvecklas sedan ytterligare till en
mer stabil en-kristallkälla. Källorna ska användas till kvantkommunikation i all-
mänhet och till kvantkryptografi i synnerhet. Specifikt implementeras en betingad
en-fotonkälla som sedan används till ett fullständigt test av ett s.k. “decoy-state”
kvantkryptografiprotokoll.



Preface

This thesis presents research performed at the group of Quantum Electronics and
Quantum Optics at the Department of Microelectronics and Applied Physics at
the Royal Institute of Technology (KTH) in Stockholm during the period 2003 –
2008. The thesis is divided into two parts. The first one gives the background of
the research field and discusses the main scientific results of the thesis. The second
part consists of publications I have coauthored. The papers provide specific details
on the scientific work. Comments on these papers and details on my contributions
are given in chapter 7.
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Chapter 1

Introduction

What is past is prologue.
William Shakespeare

The aspiration of quantum communication is to utilize quantum mechanical sys-
tems to process information. One wants to encode information on quantum states,
then store, transmit, process, and detect this information by manipulating these
quantum states. Due to the different behavior of quantum systems and classical
systems, it is possible to perform tasks within quantum communication that are sim-
ply impossible with classical communication systems. However, having the required
control over individual quantum systems is not an easy task, and a significant devel-
opment is needed before the full potential of a large-scale quantum-communication
system can be reached. The work presented here is part of this development. Specif-
ically, we have generated photonic quantum states that are prepared, characterized,
and utilized for quantum-communication applications. However, before turning to
the specifics of that work, a brief overview of the history of quantum communication
and quantum information will be presented.

The development of the field of quantum communication has not followed a
single straight path. Instead, knowledge, ideas, and concepts from fields as disparate
as quantum mechanics, information theory, statistical mechanics, quantum noise,
computer science, and cryptography have all merged to form its foundation. In the
following, we will look at the development in these different fields of research as a
means to understand the origin and history of quantum communication.

The story of modern information theory can be said to begin with two arti-
cles by Claude Shannon published in 19481 in which he constructs a mathematical
theory for information and communication. He starts by introducing a measure
of information, following some introductory work by Nyquist2,3 and Hartley4, and
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4 Chapter 1. Introduction

names the unit of information a bit after a suggestion by J. W. Tukey†. Shannon
then focusses on mainly two issues regarding communication: what resources are
required to transmit the output from an information source, and how much in-
formation can be sent through a noisy communication channel without error. He
answered these questions by proving two theorems, thereby laying the foundation
for both information- and communication theory. Following Shannon, there has
been immense development in the field of information- and communication theory
which has given a sound theoretical description of our everyday communication
systems. However, this has primarily been considered a part of electronics and
mathematics, not physics.

The development of quantum mechanics started in the early 1920s. The theory
has since then been applied to all kinds of physical systems with unprecedented
success. Despite this, the physics community still struggles with the understanding
and interpretation of the theory, and the well-known words of Richard Feynman
“I think I can safely say that nobody understands quantum mechanics” still seem
to hold true. In light of these conceptual problems, new angles to approach the
theory have always been explored and more and more elaborate experiments have
been performed to test the fundamental concepts of quantum mechanics to see
whether the counter-intuitive consequences of the theory hold true. From this as-
pect, quantum communication and quantum information are new tools with which
we hopefully can understand quantum mechanics better.

The study of quantum mechanics in combination with statistical mechanics and
entropy gave rise to quantum ensembles and quantum entropy, a quantity closely
related to Shannon’s measure of information. However, the formal connection be-
tween information theory and quantum entropy was not made until the 1970s when
Alexander Holevo proved a theorem linking the capacity of an information chan-
nel with the quantum entropy5. Holevo tackled the theorem from a mathematical
point of view and the importance of his work to the physics community was only
truly appreciated with the development of quantum information. Holevo’s early
result is now proven to be one of the key relations between information theory and
quantum mechanics.

Another area of quantummechanics drawing attention was the study of quantum
noise in the context of quantum dynamics since irreversible dynamics is inevitably
accompanied by fluctuations, i.e. noise. This was studied in the 1960s by, e.g., Haus
and Mullen6 who considered the inevitable quantum noise coming from the zero-
point fluctuations in the ground state, due to the canonical commutation relations,
and the quantum dynamics. The theory of quantum noise was then largely devel-
oped in the field of quantum optics. There it became a natural ingredient when
the use of lasers led to extensive studies of optical quantum states, the information
content of such states, and the transmission of them. This led to a connection

†The measure of information chosen was a logarithmic measure with logarithmic base 2. The
unit of information was then called binary digits, words then abbreviated by Tukey to bits. The
units Hartley and nat also exist, corresponding to the measures with logarithmic base 10 and the
natural logarithm, respectively.
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between information theory and quantum mechanics when one began to ask how
to encode classical information on quantum states, send them through a quantum
channel, and decode the information by detection of the quantum states. Capac-
ities of such quantum-information channels could be determined with the help of
Holevo’s theorem and their properties were thoroughly investigated7,8.

Another connection between information and physics was made already in the
1920s when Leo Szilard discussed Maxwell’s demon, relating information to thermo-
dynamic entropy9. This connection was further explored in the 1970s when Charles
Bennett described so called reversible computation, i.e. computation that preserves
information at every step, as a physical process10. Following this, there have been
extensive discussions on reversible computation by, e.g., Bennett11 and Rolf Lan-
dauer12, considering the role of entropy in computing by asking if an increase of
entropy is necessary in order to transmit information or perform computations. In
this borderland between computer science and quantum mechanics the idea of a
quantum analogue to the classical computer was born in the 1980s when, e.g., David
Deutsch discussed computers based on the laws of quantum mechanics13. This idea
of a quantum computer truly started to thrive in 1994 when Peter Shor presented
an efficient quantum computer algorithm for finding the prime factors of an inte-
ger14, a task by many considered impossible to perform efficiently on a classical
computer, i.e. not possible with a computing time growing polynomially and not
exponentially with the size of the integer. Hence, the prospect of a quantum com-
puter with capabilities far beyond a classical computer has immensely contributed
to the development of the field of quantum information.

Peter Shor’s algorithm attracted great interest among cryptographers since
many cryptographic methods base their security on the difficulty to factorize large
numbers into primes. It also largely increased the interest in the field of quantum
cryptography, a field where the fundamental idea to use quantum mechanics to cre-
ate an unbreakable cryptographic system had been thriving since the 1980s. The
first ideas to use quantum mechanics for cryptographic purposes spurred already
in the 1960s by Stephen Wiesner15 but it was not until 1984 when Charles Ben-
nett and Gilles Brassard published their now famous quantum cryptography algo-
rithm16 that the field began to flourish. Here, the apparent limitations of quantum
mechanics such as the probabilistic foundation of the theory, that measurements
always affect the measured system, that there are non-commuting observables, that
unknown quantum states cannot be copied, were the very essence making the proto-
col secure against eavesdroppers. The perceived limitations of quantum mechanics
turned into unexpected strengths. Since the first quantum cryptography protocol
many, more sophisticated ones, have followed, exploring different aspects of quan-
tum mechanics17–19 to, e.g., improve the security in practical implementations of
quantum cryptography systems.

All these fields have contributed to the development of quantum information.
In this thesis however, we will naturally focus on a limited sector of this extensive
field. For much more complete accounts on quantum information and quantum
computing see, e.g., the book by Nielsen and Chuang20, for foundations of quantum
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Figure 1.1. A schematic picture of a source of photon pairs. The correlations
between the two photons remain regardless of the spacelike separation between the
two.

optics see, e.g., the books by Mandel and Wolf21, and Walls and Milburn22, for an
extensive review of quantum cryptography see, e.g., the article by Gisin et al.23,
and for a discussion of photonic entanglement see the article by Tittel and Weihs24.

When implementing a quantum-communication system we need a physical re-
source of quantum states to encode information on. To use quantum states of single
photons has been a natural choice since the first implementations of quantum-
communication applications due to the relative ease by which they are produced,
transmitted through air or optical fibers, and detected. However, in order to have
efficient quantum-communication systems we need to have bright, high quality,
and robust sources of single photons and that is where this thesis begins; with the
production and preparation of single, photonic quantum states for use in quantum-
communication applications. We have analyzed the production of single photon-
pairs, pairs where, in their production, the two photons become correlated in, e.g.,
frequency, direction, and polarization. These correlations are maintained even if
the two photons are separated (cf. Fig. 1.1). The photon pairs produced are both
entangled pairs and pairs used to create single photons. We have also optimized the
pair generation and their coupling into optical fibers. We have made a theoretical
analysis, implemented the photon sources experimentally, and characterized them
thoroughly. These sources are intended to be used mainly for quantum cryptogra-
phy, both single-qubit based protocols and entanglement-based protocols, but can
of course be used for any quantum-communication application.

The thesis starts in chapter 2 with a summary of the fundamental concepts
needed. In chapter 3 we then turn to the development of single-photon sources by
the use of spontaneous parametric downconversion in nonlinear crystals, and we
thoroughly discuss the optimization of such photon-pair sources. In chapter 4 we
focus on the concept of entanglement. We discuss the properties of entanglement,
the generation of entangled photons, and quantum-communication applications us-
ing entanglement. In chapter 5 we then investigate quantum cryptography in more
detail. Finally, in chapter 6 we conclude our findings and make a brief outlook
about where the field of quantum communication is heading.



Chapter 2

Fundamental concepts

Do you wish to rise?
Begin by descending.
You plan a tower that will pierce the clouds?
Lay first the foundation of humility.

Saint Augustine

To build any house you need a foundation, so in this chapter the fundamental
concepts of quantum information is introduced. Starting from a description of
information, both classical and quantum, we turn to light, and more specifically to
photons, as carriers of quantum information. We discuss ways to encode and process
that information and end with a description of a general quantum-communication
system.

2.1 Information - from bits to qubits
The fundamental building block of classical information theory is the unit of infor-
mation: the bit. Being a binary digit it can take on the values 0 or 1 which we refer
to as the two possible states of a bit. The bits can then be represented in a physical
implementation by, e.g., a high and low voltage level in an electrical circuit, or
by two levels of the intensity in a pulse of light. The rigorous theory of classical
information does however not depend on the choice of physical representation of
the bits, but gives a general mathematical description of the laws of processing and
transmitting information.

Likewise, within quantum information, we have a unit of information, now called
a quantum bit or a qubit25. As a classical bit, a qubit can be in one of the states
0 or 1, but it can also, unlike a classical bit, be in any coherent superposition of 0
and 1. Hence, the most general description of the state of a qubit is

|ψ〉 = c0|0〉+ c1|1〉, (2.1)

7
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Figure 2.1. The qubit sphere. Every point on the sphere surface represents a pure
qubit state. Mixed states lie in the interior of the sphere.

where c0 and c1 are complex numbers. The qubit |ψ〉 is now a vector in a 2-
dimensional complex vector space, where |0〉 and |1〉 form a basis for that vec-
tor space. Usually we demand that the qubit vector is normalized to length 1,
i.e., we demand |c0|2 + |c1|2 = 1. Then, upon measurement, the result 0 is ob-
tained with probability |c0|2 and result 1 is obtained with probability |c1|2. Because
|c0|2 + |c1|2 = 1 we can write Eq. (2.1) like

|ψ〉 = cos θ2 |0〉+ eiϕ sin θ2 |1〉 (2.2)

after removing an overall phase factor. With this expression we can visualize the
qubit states as points on a spherical surface with radius 1. The numbers θ and
ϕ can then be identified as the angles defined in Fig. 2.1. This sphere is called
the qubit sphere† and is a helpful visual representation of the qubit states. The
basis states |0〉 and |1〉 are positioned at the north- and south pole respectively,
and the two remaining mutually unbiased bases26 1√

2 (|0〉+ |1〉), 1√
2 (|0〉 − |1〉) and

1√
2 (|0〉+ i|1〉), 1√

2 (|0〉 − i|1〉) are positioned at the equator. In general, any two
opposite points on the surface form an orthonormal basis for the qubit vector space.

As for classical information, the physical system chosen to realize the qubit is
arbitrary; we can choose any two-level quantum mechanical system. In this thesis
we will focus on using properties of single photons, but there are implementations

†This sphere is often also called the Bloch sphere even though originally that name referred to
when it represented the states of atomic levels. Similarly, when representing classical polarization
states the sphere is called the Poincaré sphere.
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using, e.g., nuclear spins or electron orbitals as well. Hence, the true distinction
between classical information theory and quantum information theory lies in the
choice of communication system; is it classical or quantum mechanical. This is
the same decision as always in physics; can the physical system or phenomena be
described by the laws of classical physics or does it need to be described by the
laws of quantum mechanics? In the same way as turning from classical physics
to quantum physics creates new possibilities, turning from classical information to
quantum information creates new means to process information. Hence, with a
quantum-communication system we can perform tasks not possible with a classical
system, as quantum physics possess properties classical physics do not. However, as
new possibilities appear, so do new restrictions. Tasks easily performed classically,
like, e.g., copying a bit, cannot be done with a quantum bit.

2.2 Photons as qubits

Light has always been an elusive element in science, making the exploration of it
a constant driving force for scientists. By the seventeenth century two rival views
were present; one group, following Newton, advocated a corpuscular description of
light, while the other, following Huygens, saw light as a wave phenomenon. The
feud seemed to come to an end in the second half of the nineteenth century when
Maxwell presented his field theory for electromagnetism establishing light as an
electromagnetic wave. Despite the great success of Maxwell’s description some
worries remained, mainly concerning the nature of black-body radiation and the
photoelectric effect. These worries started the quantum development originating
from Planck’s27 quantized description of the black-body radiation, and Einstein’s28
interpretation of the experiments on the photoelectric effect29, both stating the
corpuscular nature of light. Hence, the quanta of light, later named the photon,
had returned to stay. However, the wave picture of light could not be discarded
since it so accurately described interference and diffraction effects, and so the nature
of light was concluded to have both wave and particle characteristics. De Broglie
brought this wave-particle dualism ever further when stating that also matter has
this property.

Following Planck and Einstein, the subsequent development of quantum me-
chanics has given a sound theoretical description of light. Simultaneously, and
rather independently, the development of optics has created the possibility to accu-
rately produce, manipulate, and detect light all the way down to the single photon
level. The main reasons for this development being the invention of the laser and
the refinement of photoelectric detectors. This has given us a remarkable toolbox to
perform optical experiments, making photons a natural choice for testing the very
foundation of quantum mechanics and the new concepts of quantum information.
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Physical realizations of photonic qubits
As previously mentioned, any two-level quantum-mechanical system can be used as
a qubit representation. When using photons, this means a variety of possible qubit
implementations. In this section we will discuss some of these physical realizations.

Polarization

Using the polarization of the photons is a common choice for photonic qubits mainly
due to the relative ease with which polarization can be manipulated in an experi-
mental setup using half- and quarter-wave plates, and polarizers. The logic basis
states |0〉 and |1〉 are, e.g., represented by the orthogonal horizontal and verti-
cal polarization |H〉 and |V 〉. In this case, the diagonal/antidiagonal polarization,
|D〉/|A〉, and the left- and right-circular polarization, |L〉/|R〉, correspond to the
two remaining mutually unbiased bases 1√

2 (|0〉 ± |1〉) and 1√
2 (|0〉 ± i|1〉).

Phase

Phase qubits is also a common choice especially in many quantum cryptography
implementations. Here the logic basis states |0〉 and |1〉 are represented by the
relative phase difference between two arms in an interferometer, where |0〉 corre-
sponds to no phase difference and |1〉 corresponds to a phase difference of π. The
basis states can hence be written 1√

2 (|1〉 ⊗ |0〉 ± |0〉 ⊗ |1〉), where |1〉 ⊗ |0〉 denotes
having one photon in the first arm of the interferometer and none in the other†.
Practically, one interferometer is used for encoding and one for decoding, and the
phase difference is set by phase modulators in the arms of the interferometers. For
this encoding to work the path difference must be kept stable, and the coherence
length of the photons must be longer than the path mismatch of the arms of the
interferometers.

Time

Timing information can also be used as qubits where then two time-bins correspond
to the logic basis states |0〉 and |1〉. Hence, the basis states can be written |1〉 ⊗ |0〉
and |0〉 ⊗ |1〉, where |1〉 ⊗ |0〉 denotes having one photon in the first time-bin and
none in the second. The qubits are created by sending photons through an un-
balanced interferometer creating a superposition between two different time-bins
corresponding to whether the photon traversed the short or the long arm in the
interferometer. Upon decoding, a second interferometer is used similar as to when
using phase qubits (cf. Fig. 2.2). Time coding is usually used for long distance com-
munication over optical fibers since it is fairly robust against decoherence effects in
the fibers.

†The typewriter font is used for logical states |0〉 and |1〉, while the standard font here denotes
number of photons in the given mode.
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Figure 2.2. Creation and detection of time-coded qubits. The variable coupler can
create any superposition of |0〉 and |1〉.

Spatial mode

Another possibility for qubits is to use two spatial modes where then having a
photon in one mode would correspond to the state |0〉 and having it in the other
would correspond to the state |1〉. Hence, the basis states can be written |1〉 ⊗ |0〉
and |0〉 ⊗ |1〉, where |1〉 ⊗ |0〉 denotes having one photon in the first spatial mode
and none in the other. Superpositions between the two are achieved with a variable
coupler, and decoding is done by a reversed setup (cf. Fig. 2.3). This type of coding
has limited practical use since the relative phase between the two paths must be
kept constant, hence the environmental effects on the two paths must be equal,
something which is typically possible only for very short communication distances.

Frequency

Using the frequency of a photon is also a possibility, where the basis states would
be represented by two different frequency states |ω1〉 and |ω2〉. Though there have
been very few, if any, implementations using frequency qubits one can still imag-
ine to create such qubits using wavelength multiplexers. In general, the problem
with dispersion during propagation limits the interest of this particular qubit im-
plementation. For quantum cryptography there have been some experiments using
a type of frequency coding where the qubit is coded in the relative phase between
sidebands of a central frequency30–32.

Multiple qubits and qu-nits
So far we have discussed single qubits, but we can naturally extend it to several.
The simplest case is to have two qubits. The Hilbert space for these two qubits is
then spanned by the four states |00〉, |01〉, |10〉, and |11〉, where, e.g., the notation
|00〉 ≡ |0〉 ⊗ |0〉. Hence, any two-qubit state can be expressed as a superposition of
these basis states

|ψ〉 = c00|00〉+ c01|01〉+ c10|10〉+ c11|11〉, (2.3)
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Figure 2.3. Creation and detection of spatial-mode qubits. The variable coupler
can create any superposition of |0〉 and |1〉.

where cij are complex numbers. The state is normalized so that |c00|2 + |c01|2 +
|c10|2 + |c11|2 = 1. Important two-qubit states are the so called Bell states

|Φ+〉 = 1√
2

(|00〉+ |11〉) ,

|Φ−〉 = 1√
2

(|00〉 − |11〉) ,

|Ψ+〉 = 1√
2

(|01〉+ |10〉) ,

|Ψ−〉 = 1√
2

(|01〉 − |10〉) . (2.4)

The two qubits in these states exhibit correlations. To clarify, we see that the two
qubits in |Φ±〉 are always in the same state, either both in |0〉 or both in |1〉, and
in |Ψ±〉 they are always in opposite states, one in |0〉 and one in |1〉. This type of
correlation is called entanglement and will be discussed in detail in chapter 4.

Instead of enlarging a system by increasing the number of qubits we can stick
with a single qubit but have more than two orthogonal basis states. With n basis
vectors |xn〉 a general qu-nit would be expressed as

|ψ〉 =
∑
n

cn|xn〉, (2.5)

with
∑
n |cn|2 = 1. A qu-nit cannot be encoded using the polarization of a single

photon since this physical property is fully described by a two-dimensional Hilbert
space. However, degrees of freedom such as, e.g., time or spatial modes can still be
used.

Qubit transformations
In order to perform any realistic communication with qubits we must be able to ma-
nipulate the qubits, i.e., we must be able to transform them. As already mentioned,
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the qubits live in a two-dimensional Hilbert space, hence, the qubit transformations
need to be able to access all the states in this space. From group theory we know
that the three Pauli matrices together with the identity operator

σ1 =
(

0 1
1 0

)
, σ2 =

(
0 −i
i 0

)
, σ3 =

(
1 0
0 −1

)
, I =

(
1 0
0 1

)
,

(2.6)
form the generators for the group of 2×2 unitary matrices. Hence, any state in the
qubit Hilbert space can be reached by applying the proper combination of these
operators. In practice, we need to be able to perform rotations around all three
coordinate axes x, y, and z of the qubit sphere, since any unitary qubit operation
U can be expressed as U = eiαRz(β)Ry(γ)Rx(δ), where Rx,y,z are the rotation
matrices around its respective axis and α, β, γ, and δ are angles. Depending on
the specific physical realization of the qubits, these rotations are obtained using
different physical components. For polarization qubits for example, the rotations
are achieved by half- and quarter-wave plates. In Jones matrix form, with

|H〉 =
(

1
0

)
, |V 〉 =

(
0
1

)
, (2.7)

they can be described as

UHWP =
(

cos 2θ sin 2θ
sin 2θ − cos 2θ

)
, UQWP = 1√

2

(
i− cos 2θ − sin 2θ
− sin 2θ i+ cos 2θ

)
, (2.8)

where θ is the angle the fast axis of the wave plate makes with the vertical axis.
For two-qubit transformations, the most important one is the controlled-NOT

(CNOT) operation. The reason for its importance is that any multiple qubit op-
eration can be constructed from CNOT operations together with single qubit op-
erations33. The CNOT uses one qubit as the control qubit and the other as the
target qubit. It operates by, depending on the value of the control qubit, flipping
the target qubit or keeping it the way it was. This can be represented by the state
transformations

|00〉 → |00〉, |01〉 → |01〉, |10〉 → |11〉, |11〉 → |10〉, (2.9)

or in matrix representation, using the basis {|00〉, |01〉, |10〉, |11〉}

UCNOT =


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 . (2.10)

The CNOT is a vital part of many quantum-information applications such as
quantum teleportation and dense coding since it can both annihilate and create
entanglement. To implement a photonic CNOT would require highly nonlinear op-
tical materials, something which is not available presently. Implementations using
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Figure 2.4. A beam splitter with two inputs, a and b, and two outputs, a′ and b′.

only linear optical components have been demonstrated, but the CNOT is then
non-deterministic, i.e., the CNOT operation does sometimes fail34–36.

Another important component in many optical experiment is the beam splitter
(BS). A beam splitter has four ports, and it splits the light in two of the input
ports to two of the output ports (cf. Fig. 2.4). The light in both input ports can be
both reflected and transmitted. For a 50/50 beam splitter there is equal probability
for reflection and transmission. The transformation performed on two of the input
modes by the 50/50 beam splitter can be described mathematically by the relation
between the creation operators for the input modes, â† and b̂†, and the creation
operators for the output modes, â′† and b̂′†, according to

â† = 1√
2

(
iâ′† + b̂′†

)
, (2.11)

b̂† = 1√
2

(
â′† + ib̂′†

)
. (2.12)

If a single photon is sent into one of the input ports, it will after the beam splitter
be in a superposition of exiting the two output ports. If two identical photons are
sent to the beam splitter, one in each input port, they will interfere in such a way
that they can exit in either output port but both of them always exit in the same
output port. Hence, you will never have one photon in each output port.

2.3 Quantum-communication systems
Any communication system, classical or quantum, can be described by three main
parts: a sender where the desired information is encoded onto some chosen physical
system and broadcasted, a channel through which the information is transmitted,
and a receiver where the information is received and decoded (cf. Fig. 2.5). In
communication theory, quantum communication included, the sender is usually
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Figure 2.5. Schematic description of a general communication system.

referred to as Alice and the receiver is referred to as Bob. At the sender there is
an information source which produces a message to be sent to the receiver and a
transmitter which transforms the information into some suitable code and encodes it
onto some physical system for the transmission. At the receiver there is a decoder
which decodes the signal performing the inverse operation of the transmitter to
obtain the original information, and there is a destination to which the message
was intended to be sent. In the ideal case the received signal is identical with the
transmitted signal, but in any real communication system there is noise present
which disturbs the signal during the transmission through the channel. Therefore,
a noise source is also usually included in the description of a communication system.

In quantum-communication systems special requirements appear on the differ-
ent constituents of the system. At the sender a source of single quantum systems is
required, and such a fine control over these systems that information can be encoded
onto one of their degrees of freedom. In an optical quantum-communication system
these quantum systems are single photons. Hence, bright, efficient, and reliable
high-quality sources of single photons are necessary for such a system. The pursuit
to develop such single-photon sources is the topic of chapter 3. At the receiver
the information encoded onto the quantum systems needs to be decoded, again
requiring precise control of single degrees of freedom of single quantum systems,
and the quantum systems need to be detected. In an optical system this means
the manipulation of specific properties of single photons and the need for detectors
capable of detecting light at the single-photon level. Though such detectors exist,
their efficiency differs drastically depending on the wavelength of the photons. For
visible light and up to about 1000 nm, efficient (∼ 60%) detectors with low noise-
levels are commercially available. However, if the communication channel used is
an optical fiber, a natural choice for long-distance quantum communication, the
wavelength should be 1310 nm or 1550 nm to match the windows of minimum at-
tenuation in the fibers. Unfortunately though, at these wavelenghts, the detectors
presently have low efficiencies (∼ 10%) and high noise-levels.
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The natural development of the general communication system described above
is to allow for two-way communication and to connect several systems into a net-
work. This way, any user in the network can communicate with any other user.
Communication networks are, as we all know, very well developed for classical
communication, but quantum networks are still at their infancies and are the topic
of intense research. To present day, it is only within quantum cryptography that
small-scale quantum networks have been, or are just about to be, implemented.



Chapter 3

Single-photon sources

Let there be light.
Genesis 1:3

At the core of creating photonic qubits stands the development of good single-
photon sources. Ideally, we would like to have a source that emits one, and only
one, photon on demand, and that it can operate at a high repetition rate†. Unfor-
tunately, no such photon sources exist. However, several different ideas have been
explored in order to come as close to the ideal case as possible, e.g., molecule or
atom emission39,40, nitrogen vacancies in diamond41,42, and quantum dots43,44. All
these have the advantages that they essentially always only emit a single photon,
the sources are on-demand since the emission of a photon is triggered by a laser
pulse, and the photons have a narrow bandwidth. However, a major disadvantage
is that the photons may be emitted in any direction, making it very difficult to
efficiently collect them for further processing.

A much more simple and straightforward alternative is to simply attenuate a
pulsed laser. If the quality of the laser is good, every pulse constitutes a coherent
state, and if the output power of the laser is low, a pulse can contain a single photon.
However, since the photon-number distribution for a coherent state is poissonian,
most pulses will contain no photons, some pulses will contain one photon and
a small fraction of the pulses will contain more than one photon. This is not
an ideal single-photon source, but because of its easy implementation is has been
widely used for various quantum-communication applications, especially quantum
cryptography45–50.

There is also another often used method to produce single photons, namely
spontaneous parametric downconversion (SPDC) in nonlinear crystals, and this is
the topic of this chapter. The photon pairs generated this way can be used as

†There are quantum-communication applications not requiring single-photon sources,
e.g. continuous-variable quantum cryptography using coherent states37,38.

17
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an approximate single-photon source or to produce entangled photons. Here we
will discuss both, but save the finer details of entanglement for the next chapter.
We will also describe how to optimize such SPDC-based photon sources, both by
manipulating the spatial mode to optimize it for coupling into optical fibers, and
by investigating the temporal distribution of the photon-number statistics.

3.1 Photon pairs from parametric downconversion
Photon pairs from spontaneous parametric downconversion are the result of a non-
linear interaction between an optical field and a dielectric material. To understand
this process we start with a short discussion on nonlinear interactions in general
and second-order nonlinear interactions in particular. For detailed accounts on
nonlinear optics and quantum optics see, e.g., the books by Butcher and Cotter51,
Boyd52, Yariv53, Mandel and Wolf21, Walls and Milburn22, and Klyshko54.

Second-order nonlinear processes
Any dielectric medium interacts with an incident optical beam. This interaction
can be described as a process where the electromagnetic field of the optical beam
induces a dipole polarisation in the dielectric medium which in turn causes the
radiation of a new electromagnetic field. The relation between the electric field E
of the optical beam and the polarisation P of the material is described by

P = ε0χ
(1)E + ε0χ

(2)E2 + ε0χ
(3)E3 + . . . , (3.1)

where χ(n) is the medium’s susceptibility tensor of order n . For sufficiently low
field strengths only the linear term will be significant. However, for high enough
field strengths the nonlinear terms will have an effect. By the invention of the laser
in 196055 such high field strengths became available, and the nonlinear responses
of materials started to be explored. As seen from Eq. (3.1) the nonlinear response
also depend on the susceptibility, hence some materials have stronger nonlinear re-
sponses than other. Also the structure of the dielectric medium plays an important
part. Centrosymmetric crystals for example exhibit no even order susceptibilities.

Here, we will only consider the second-order nonlinear processes, i.e. the ones
governed by the χ(2) tensor. If there are two frequency components ω1 and ω2 of
the input field the resulting second-order polarisation becomes

P (2) = 1
2ε0χ

(2)[E2
1(1− cos 2ω1t) + E2

2(1− cos 2ω2t)

+E1E2(cos (ω1 − ω2)− cos (ω1 + ω2))]. (3.2)

Hence, the possible frequencies of the output fields are 2ω1, 2ω2, ω1 − ω2, ω1 + ω2
and a DC term. When the input fields have different frequencies ω1 and ω2 they
can either add or subtract in frequency hence generating a new field with either
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Figure 3.1. Schematic description of the second-order nonlinear processes sum-
frequency generation (SFG) and difference-frequency generation (DFG).

ω3 = ω1 + ω2 or ω3 = ω1 − ω2. The first case is referred to as sum-frequency
generation (SFG) while the latter is called difference-frequency generation (DFG).
So called second harmonic generation (SHG) is a special case of SFG when the two
input frequencies are the same, ω1 = ω2 = ω, and the generated field has twice the
frequency, ω3 = 2ω. See Fig. 3.1 for a schematic description.

Although this description uses classical fields all these processes occur on the
photon level as well. However, spontaneous parametric downconversion56 cannot
be explained by the classical picture since it is a quantum mechanical phenomenon.
In this process, the input field, usually called the pump, with frequency ωp interacts
with the vacuum field creating two output fields, usually called signal and idler,
with frequencies ωs and ωi, where ωp = ωs + ωi due to the requirement of energy
conservation in the process. The process is spontaneous since the signal and idler
modes initially are in vacuum states. On the single photon level, this means that
one photon with frequency ωp entering the dielectric material is converted into
two photons with frequencies ωs and ωi. Consequently, a photon pair is created
(cf. Fig. 3.2).

The conversion is, in general, highly inefficient due to the limited strength of
the χ(2) nonlinearity. A few of the most commonly used crystals are BBO (β-
BaB2O4), KTP (KTiOPO4), and LiNbO3. However, the main limitation is the
dispersion of the material causing the different photons to travel with different phase
velocities, in turn causing photons created at different places in the material to
interfere destructively, rendering it impossible to generate any considerable amounts
of intensity for the signal and idler. To circumvent this limitation, the fields can be

Figure 3.2. Schematic description of the second-order nonlinear process
spontaneous parametric downconversion (SPDC) with the energy conservation,
ωp = ωs + ωi, and momentum conservation, kp = ks + ki, requirements.
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made to phase match by demanding momentum conservation kp = ks + ki. This
way, constructive interference will occur over the whole length of the crystal. There
are several different ways to obtain phase matching as will be discussed in the next
section.

Phase matching
Any nonlinear frequency-conversion process is in general not efficient unless both
the energy- and the momentum conservation requirements are fulfilled,

ωp = ωs + ωi, (3.3)
kp = ks + ki. (3.4)

The energy conservation dictates the possible frequency combinations of the sig-
nal and idler for a given pump frequency. The momentum conservation gives a
relation between propagation directions and frequencies for efficient generation of
a signal and idler from a given pump. For a non-zero phase mismatch, i.e., for
∆k = kp − ks − ki 6= 0, the dispersion will effectively cancel any generation. How-
ever, for perfect phase matching, ∆k = 0, the intensity of the signal and idler will
grow with the length of the interaction†. Hence, the goal is to minimize the phase
mismatch, preferably make it vanish.

The first method explored to obtain phase matching was so called birefringent
phase-matching where the birefringence of a crystal is used. Birefringence means
that the refractive index depends on the polarization of the optical beam. Having
different polarizations for the pump, signal and idler makes phase matching possible
in two types of situations: first when the pump has extraordinary polarization and
the signal and idler both have ordinary, ep → os+oi, where ordinary and extraordi-
nary polarization refer to polarization in a plane perpendicular and parallel to the
optic axis of the crystal, respectively. This type is called type-I phase matching.
The other is called type-II, which is when an extraordinary pump is converted to
an extraordinary signal and an ordinary idler, ep → es + oi.

In general, satisfying the phase matching condition is difficult. First, the choice
of materials is limited since the material has to be transparent for the frequencies
of interest, the birefringence has to be large enough to give phase matching, and
it is usually not possible to take advantage of the largest components of the χ(2)

tensor because of the geometric requirements of the conversion process. Hence,
only specific frequency combinations of signal and idler will phase match in specific
directions for a given pump, usually resulting in a rainbowlike, cone-shaped emis-
sion for the signal and idler. Since the downconverted photons often are collected
into optical fibers it would be more advantageous to have a spotlike emission. In

†For the simplest case of plane waves traveling in the same direction and a nondepleted pump,
the intensity grows quadratically with the interaction length. For more complex situations, such
as a focussed pump beam, the relation between the generated intensity and the interaction length
is less transparent as can be seen in Paper 2.
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Figure 3.3. Illustration of a nonlinear crystal which is periodically poled for quasi-
phase matching where the sign of the nonlinearity is periodically changed.

general, this can only be achieved for specific frequencies even though these fre-
quencies can be slightly altered by changing the incident angle of the pump and
the temperature of the crystal. Also having collinear emission of the signal and
idler can be desirable since it is often easier to align such an experimental setup.
Collinear, spotlike emission is, however, not possible for type-II processes due to
the different polarizations of signal and idler, and for type-I processes the frequency
combinations will be rather limited. A solution to these requirements is so called
quasi-phase matching.

The idea of quasi-phase matching is to introduce a periodic modulation of χ(2)

in the material bringing the signal, idler and pump back in phase at given intervals.
To recapitulate, for non-perfect phase matching the signal, idler and pump drift
apart because of their different phase velocities. After some distance in the crystal
destructive interference will start to occur. If then the sign of the χ(2) component is
reversed, the fields will drift back in phase. If the sign of χ(2) is reversed periodically
a net flux of the signal and idler will be obtained. This type of periodic modulation
of the crystal is called periodic poling (cf. Fig. 3.3).

The concept of quasi-phase matching was suggested already in the early 1960s57
but was not put to use until the 1990s when techniques for growing and alter crystals
had been adequately refined. The poling is obtained by applying voltage pulses over
the crystal following a photoresist mask58,59. The period of the photoresist grating
is set to obtain quasi-phase matching ∆k = kp − ks − ki −K = 0, where K is the
k-vector of the periodic structure with |K| = 2π/Λ and a direction perpendicular
to the poling boundaries, where Λ is the length of the poling period. To achieve
collinear and spotlike emission for a given frequency combination, the length of the
poling period can simply be adjusted. The flux of the emission does not grow as
rapidly as for perfect birefringent phase-matching, but stronger components of χ(2)

are often accessible for the downconversion process.
In Paper 1, Paper 2, Paper 3, and Paper 4 a periodically poled potassium

titanyl phosphate (PPKTP) crystal is used. This crystal has been poled with a
poling period of 9.6 µm to assure SPDC with collinear propagation from a pump
with a wavelength of 532 nm to a signal and idler with wavelengths of 810 nm and
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1550 nm respectively, and with all three fields having the same polarization. This
crystal has been made at the KTH Laserphysics group60. In Paper 5, Paper 6, and
Paper 7 a commercially available periodically poled MgO-doped lithium niobate
(PPLN:MgO) crystal with a grating period of 7.5 µm is used.

3.2 Optimization of the source

In most communication systems it is desirable to be able to communicate at high
speed, and often over long distances. In quantum communication the same holds
true, constantly driving the development towards long-distance communication and
higher bit rates. The two demands are, however, somewhat mutually exclusive since
long-distance transmission inevitably leads to more total losses. Hence, more qubits
are lost along the way, giving low bit rates. Consequently, there is a point beyond
which no communication is possible because essentially all qubits have been lost
along the communication channel.

The strive towards longer communication distances has pushed the development
for brighter and more efficient photon sources. When using SPDC the first idea is
to simply increase the pump power, since more photon pairs are then created per
second. However, this will generate more multi-pair events which can jeopardize
the security of some communication protocols. A more sophisticated approach is
to try and optimize the emission of the source to ensure that as many as possible of
the created photon pairs are used for communication and not wasted. Since trans-
mission is often done via optical fibers, this means optimizing the spatial emission
mode to couple as well as possible into fibers. With long-distance transmission
through fibers also comes the effect of dispersion, creating a need for narrow fre-
quency bandwidths of the emission. In addition, the use of wavelength-division
multiplexers (WDM), as in Paper 5, also requires a narrow bandwidth. A possi-
bility is to simply filter the emission to the desired bandwidth, but then a large
fraction of the photon pairs go to waste. More efficient is to design the source to
give a narrow bandwidth from the start. These types of optimization is the focus
of Paper 2, where specific details can be found.

Optimization of second harmonic generation was studied already in the 1960s61,
and also investigations for SPDC have been carried out62–67. In the case of SPDC,
however, a thin-crystal approximation has usually been employed, meaning that
the pump beam has been treated as a plane wave in the crystal. With the interest
to use longer crystals to obtain brighter photon sources, such an approximation
is no longer necessarily valid. Hence, to study the scenario of a focussed pump
beam is of interest, and that is the approach in Paper 2. We do indeed find that
the focussing affects the emission mode and the bandwidth, making it possible to
optimize the emission from the source.
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Spatial emission mode
To study the behavior of the emission from SPDC we need to make a full quantum
mechanical analysis of the SPDC process in the nonlinear crystal. The goal is to
obtain an expression for the two-photon amplitude describing the joint state of the
signal and idler in terms of an angular- and frequency spectrum. We do this by, in
the Schrödinger picture, look at the evolution of the quantum state

|ψ〉 = exp
[
−i 1
h̄

∫ t0+T

t0

dtĤ(t)
]
|ψ00〉

≈

(
1 + 1

ih̄

∫ t0+T

t0

dtĤ(t)
)
|ψ00〉, (3.5)

where |ψ00〉 is the state at time t0, T is the interaction time, and Ĥ(t) is the
interaction Hamiltonian

Ĥ(t) =
∫
V

χ(2)Ê(+)
p Ê(−)

s Ê
(−)
i d3r + H.c., (3.6)

in which V is the volume of the crystal, and the three interacting fields of the pump,
signal, and idler are

E(+)
p =

∑
sp

Ap(sp)ei(kpsp·r−ωpt+φp), (3.7)

Ê(−)
s =

∫
dφs

∫
dωsA(ωs)

∑
ss

e−i(ksss·r−ωst+φs)â†s(ωs, ss), (3.8)

Ê
(−)
i =

∫
dφi

∫
dωiA(ωi)

∑
si

e−i(kisi·r−ωit+φi)â†i (ωi, si). (3.9)

We assume that the pump is a classical monochromatic field, hence there is only
a summation over the angular spectrum Ap(sp). For the signal and idler we sum
over both frequency and angular modes as well as the random phase the signal and
idler are created with. A gaussian-shaped bandwidth filter A(ω) is present for both
the signal and idler. We use the notation k = ks where k is the magnitude of k
and s is the unit vector in direction of k.

Solving Eq. (3.5) results in the state

|ψ〉 = |ψ00〉+
∫∫

dωsdωi
∑
ss

∑
siS(ωs, ωi, ss, si)â†s â

†
i |ψ00〉, (3.10)

where S(ωs, ωi, ss, si) is the sought after two-photon amplitude

S(ωs, ωi, ss, si) = χ2f1A(ωs)A(ωi)
∑
sp

Ap(sp)
∫
V

d3re−i∆k·r

× 1
ih̄

∫∫
dφsdφi

∫
dte−i[(ωs+ωi−ωp)t+φs+φi−φp]. (3.11)



24 Chapter 3. Single-photon sources

z

x
X

Z

Y

θ

r
ϕ

y

Figure 3.4. Description of the laboratory coordinate systems x, y, z and r, θ, ϕ, and
the crystal axes X,Y, Z.

Using a spherical coordinate system (cf. Fig. 3.4) and solving the integrals, the
two-photon amplitude is found to be

S(ωs, ωi, θs, θi,∆ϕ) = 4π2χ2f1
ih̄

A(ωs)A(ωi)Ap(θ′p, ϕ′p)Lsinc
[
L

2 ∆k′z
]
δ(ωs +ωi−ωp),

(3.12)
where

∆k′z = ks cos θs + ki cos θi − kZp
√

1− (P 2 +Q2) +K, (3.13)

θ′p = arcsin
√
P 2 +Q2, (3.14)

and

P 2 +Q2 = k2
s sin2 θs + k2

i sin2 θi + 2kski sin θs sin θi cos (∆ϕ)
(kZp )2 , (3.15)

with ∆ϕ = ϕs − ϕi, L being the length of the crystal, and K = 2π/Λ being the
grating constant.

From the two-photon amplitude, the state of the signal and idler can be deter-
mined

|ψsi〉 =
∫∫

dωsdωi
∫∫

sin θsdθs sin θidθi
∫

d∆ϕS(ωs, ωi, ss, si)|ωs〉|ωi〉|θs〉|θi〉|∆ϕ〉,
(3.16)

and hence also the two-photon density matrix

ρsi = |ψsi〉〈ψsi|. (3.17)

If we are looking for the emission mode of the idler (signal) we perform a partial
trace over the signal’s (idler’s) parameters to obtain the reduced density matrix for
the idler ρi (signal ρs). We also perform a trace over ∆ϕ and frequency in order
to only have a spatial dependence of the density matrix left. We would now like
to apply a Fourier transform to ρi to obtain the electrical field. However, since the
reduced density matrix is in general mixed we first need to decompose it into a
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Figure 3.5. Description of the focussing geometry in the crystal, with the Rayleigh
range zR, the crystal length L, the beam-waist radius w0, and the focus offset z0
defined. The beam-focussing parameter is defined as ξ = L/zR.

sum of coherent modes. This is done by finding the eigenvectors and eigenvalues
of ρi, after which it can be expressed as a sum of pure state density matrices (the
eigenvectors’ outer products) each weighted by its corresponding eigenvalue. A two-
dimensional Fourier transform can thereafter be applied to each of the pure states
giving the electrical field En for each component. The total intensity is obtained
by incoherently summing all the electric field modes weighted by their eigenvalues
λn

I(x, y, z) =
∑
n

λn|En(x, y, z)|2. (3.18)

Coupling into optical fibers
When we speak of coupling into optical fibers in the context of photon pair sources,
there are several different quantities of interest. First we have the single coupling
efficiency which is the probability to find an emitted photon in the fiber. In general,
this can be found by calculating the overlap between the emission mode and the
mode of the fiber, traced back to the crystal

γ = Tr(|G00〉〈G00|ρ), (3.19)

where ρ is the density matrix for the emission and |G00〉 is the state describing the
fiber mode†. The true mode of a single-mode fiber is a Bessel function, but can be
closely approximated by the fundamental Gaussian mode. To optimize the single
coupling efficiency we can alter the focussing of the pump into the crystal and the
focussing of the signal and idler into the fibers. The focussing is described by the
beam-focussing parameter

ξ = L

zR
, (3.20)

where L is the length of the crystal and zR is the Rayleigh range of the beam
(cf. Fig. 3.5) entering the standard Gaussian beam formula for the beam waist size

†In practice, the overlap is taken with every eigenmode of the emission and then added
weighted with each mode’s eigenvalue. For a detailed description see Paper 2.
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γc

γiΩp = 1

γs

∆λ

µs|i
µi|s

Figure 3.6. Schematic description of the single coupling efficiencies γs and γi, pair
coupling γc, and conditional coincidences µs|i and µi|s. The total amount of photon
pairs Ωp generated within the bandwidth of the detector filter ∆λ is normalized to
unity.

w(z) according to

w(z) = w0

√
1 +

(
z − z0
zR

)2
, zR = πw2

0
M2λ

. (3.21)

The M2 factor is a beam-quality measure describing how close to the fundamental
Gaussian mode a beam is (the fundamental Gaussian TEM00 has M2 = 1, and it
increases for higher order modes), w0 is the beam waist size at the focus z0, and λ
is the wavelength. The optimal coupling and focussing for the signal and idler are
formally obtained as

γopt
s,i = max

ξs,i
γ(ξpξs,i), (3.22)

ξopt
s,i = arg max

ξs,i
γ(ξpξs,i) (3.23)

As important as the single coupling efficiencies are in order to maximize the
individual photon rates in the fibers, even more important are the pair coupling
efficiency and the conditional coincidences. The conditional coincidences µs|i and
µi|s are the probabilities to have a photon in either the signal or the idler fiber
given that the partner photon of the pair has entered its fiber. The probabilities
are found by first projecting the two-photon amplitude onto the one fiber, and
then calculating the overlap with the other fiber in the same way as for the single
coupling. The conditional coincidences will depend on the focussing of the pump,
signal and idler, and an optimization can be done

µopt
s,i = max

ξs,i
µ(ξpξs,i), (3.24)

ξopt
s,i = arg max

ξs,i
µ(ξpξs,i) (3.25)
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Figure 3.7. The single coupling efficiency of the signal γs. Maximal coupling of
98% is obtained for the optimal focussing ξp = 1.7 and ξs = 2.3.

Finally, the pair coupling efficiency γc is the probability to find both photons
of a pair in their respective fiber. This probability can be derived from the single
coupling and conditional coincidences according to

γc = µi|sγs = µs|iγi. (3.26)

For a schematic description of the different coupling efficiencies and their relations,
see Fig. 3.6.

We have performed the calculations for the the special case of a periodically
poled KTP crystal pumped by a 532 nm laser, creating photon pairs at 810 nm and
1550 nm. The calculations of the spatial mode of the emission and the optimization
of it have been done numerically by a computer. The full optimization is rather time
consuming, but still doable on an ordinary personal computer. The main results
of these calculations are that high coupling efficiencies (∼ 95%) are attainable if
one focusses the pump, signal, and idler correctly, i.e., it is possible to have almost
all the emission in a mode close to the fundamental spatial mode. The optimal
focussing ξ is found to be between 1 and 2 for the pump and between 2 and 3 for
the signal and idler. This means that the relation between the crystal length and
the Rayleigh range of the beams should be kept constant. In Fig. 3.7 we see the
result for the single coupling efficiency of the signal. It is clear that the correct
combination of pump and fiber focussing must be chosen in order to reach maximal
coupling, here they are found to be ξp = 1.7 and ξs = 2.3.
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3.3 Heralded single-photon source
The photon pairs generated by SPDC can be used for a wide variety of applications.
In this section we will discuss the use of them as a source of single photons which
is investigated in detail in Paper 4. In this scenario, the detection of one of the
photons of the pairs is used to announce the presence of the other, which is then a
conditional single photon68 used as a photonic qubit. This type of source is called a
heralded single-photon source (HSPS)35,69–73 due to the fact that the single photons
are not created on demand but rather announced by an external signal. One can
divide HSPS into two categories: synchronous and asynchronous. The former is
obtained when a pulsed pump laser is used for the downconversion process, since
then the single photons may only arrive at specific times. The latter is obtained
when a continuous wave (CW) pump is used, since then the single photons arrive
randomly distributed in time.

The reason for developing a HSPS is mainly that it has some advantages over
using weak coherent pulses for a source of single photons. The photon-number
distribution of a weak coherent pulse is poissonian, so, as previously mentioned,
in order to lower the multi-photon probability the mean photon number must be
kept low, a typical value in many applications is 0.1. This, however, results in
many pulses with no photons at all, which is a clear disadvantage with using weak
coherent pulses. In a HSPS empty pulses (in the case of an asynchronous source the
gate period of the detector corresponds to a pulse) can be avoided to a high degree,
since a single photon is only expected when the “partner” photon has already been
detected, assuring the heralded photon’s existence. In a realistic system there are,
however, always losses, so some of the pulses will still be empty. An additional
advantage, the most important one, is that the photon-number statistics can be
improved compared to the poissonian distribution followed by the weak coherent
pulses. In essence, the heralding alters the original distribution by using information
extracted from the photon pairs, resulting in lower probabilities for multi-photon
and no-photon events.

For photon pairs generated by SPDC the original photon-number distribution
can be either thermal or poissonian. A thermal distribution is obtained when the
coherence time of the photons is as long as (or longer than) the gate period of the
detector (or pulse length for a synchronous source)74, since then a single process of
stimulated emission governs the creation of the photon pair75. If, however, the co-
herence time of the photons is much shorter than the gate period (or pulse length)
there will be a large number of mutually incoherent SPDC processes present, each
giving a thermal photon-number distribution, but collectively resulting in a pois-
sonian distribution75,76. After heralding, both these cases turn into having more
advantageous distributions than a source with weak coherent pulses has. Hence, a
photon source closer to the ideal single-photon source is obtained.
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Characterization of HSPS
To characterize a HSPS it is common to determine the probabilities for zero- one-
and multi-photon events within the gate-period, and to determine the second-order
correlation function at zero delay g(2)(0). The second-order correlation function
describes the amount of correlation in the intensities between two instances of an
optical field. On a single-photon level, it describes the joint probability for the
presence of a photon at time t and another photon at time t+ τ . This is expressed
as

g(2)(t, t+ τ) = 〈I(t)I(t+ τ)〉
〈I(t)〉〈I(t+ τ)〉 , (3.27)

where I(t) is the intensity at time t and 〈•〉 indicates an ensemble average. When
dealing with stationary fields the absolute time t is of no relevance, and g(2) is then
expressed as a function of only the time difference τ , g(2)(τ). This function can also
be expressed in terms of the first-order correlation function γ(t, t+τ) (for a detailed
description see, e.g., the books by Mandel and Wolf21 or Walls and Milburn22)

g(2)(τ) = 1 + |γ(τ)|2, (3.28)

where γ(τ) describes the amount of correlations in the electric field. When de-
scribing classical fields, γ(τ) can only assume values between zero and one giving
1 ≤ g(2)(τ) ≤ 2. We can note that light following a poissonian distribution has no
correlations at all giving γ(τ) = 0 and hence g(2)(τ) = 1 for all τ . Thermal light
on the other hand exhibits correlations for sufficiently short time scales, and for
τ = 0 we have γ(0) = 1 giving g(2)(0) = 2. This means that, when speaking about
photons, the photons are more likely to come several closely together than just one
at a time. As a result, this effect has been named photon bunching. Bunching was
first detected by Hanbury-Brown and Twiss77–79 when they studied the correlation
in starlight between two separated observers. We note that when τ → ∞ any
correlations will disappear and g(2)(τ)→ 1.

For a fully quantum mechanical description of the second-order correlation we
need to modify Eq. (3.28) to

g(2)(τ) = 1 + γ(τ) (3.29)

with −1 ≤ γ(τ) ≤ 1, opening for the possibility for g(2)(τ) to be less than one.
This in turn indicates that for such light that, at some time scale, the photons
are more likely to come separate than close together, i.e. the very opposite of
photon bunching. Consequently, this effect has been named photon antibunching.
Specifically, antibunching is described by g(2)(τ) > g(2)(0), while for bunching
g(2)(τ) < g(2)(0). Antibunching is a purely quantum mechanical effect and thus
not obtainable with the classical description of light.

For HSPS the g(2)(τ) function can be determined experimentally with a setup
like in Fig. 3.8. There, the two downconverted photons are separated by a dichroic
mirror. The detection of the trigger photon (signal) sends a signal to gate the
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Dtrigger
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Figure 3.8. Schematic description of a heralded single-photon source. The correla-
tion function g(2)(τ) can be measured using a Hanbury-Brown and Twiss detection
scheme using two detectors, D1 and D2, or g(2)(0) can be measured using a single
detector, D1, when assuming a Poisson photon-number distribution. DM: dichroic
mirror; BS: beam splitter.

detector for the heralded photon (idler). If two detectors behind a beam splitter
are used the full g(2)(τ) function can be determined. We can express Eq. (3.27) in
terms of photon number probabilities

g(2)(τ) = 2Pm≥2(τ)
P 2
m≥1(τ)

, (3.30)

where Pm≥k is the probability to find k or more photons within the detector gate-
period. When letting τ → 0, the probability for an idler photon conditioned on the
detection of a signal photon will be large (for an ideal system with no losses the
probability would be 1). If the gate-period is also made small, the probability for
multiple photons within the gate-period is small due to the poissonian distribution
of the arrival of photon pairs. Hence, by conditionally gating the idler detector
we sub-select favorable events leading to a change of the original photon number
statistics. To quantify, we are interested in the correlation function for the idler for
τ = 0

g(2)(0) = 2Pm≥2

P 2
m≥1

. (3.31)

Hence, we need to determine the probabilities Pm≥2 and Pm≥1. They can be
determined from detected photon count rates by using a single detector for the
idler (cf. Fig. 3.8) if we assume that the original distribution of the arrival of the
photon pairs is known. This distribution is known from the downconversion process
as discussed above (see Paper 4 for a detailed discussion) and can in our case be
considered to be poissonian. The second-order correlation is then

g(2)(0) =
2
[
1−

[
1− Rc

Rs
+
(
1 + Rc

Rs
e−∆tRi

1−e−∆tRi

)
∆tRi

]
e−∆tRi

]
[
1−

(
1− Rc

Rs

)
e−∆tRi

]2 , (3.32)
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where Rs and Ri are the photon rates in the fibers for the signal and idler, Rc is
the rate of correlated photon pairs in both the fibers, and ∆t is the gate-period for
the detector. For small values of ∆tRi this can be approximated by

g(2)(0) ≈ ∆tRiRs

Rc
, (3.33)

or in terms of fiber coupling efficiencies

g(2)(0) ≈ ∆tγsγiRp

γc
, (3.34)

where Rp is the rate of photon pairs generated in total by the source before cou-
pling into single-mode fiber. To obtain an as good single-photon source as possible,
g(2)(0) should be made as small as possible. Lowering Rp or the coupling effi-
ciencies will give low photon rates, a quality in general not desirable for a photon
source. Decreasing the gate-period will essentially keep the photon rates constant
and simultaneously decrease g(2)(0).

As mentioned above, the probabilities for zero- one- and multi-photon events,
P0, P1, and Pm≥2, within the gate-period are also usually given for a HSPS. Ex-
pressed in photon rates these probabilities are

P0 =
(

1− Rc

Rs

)
e−∆tRi , (3.35)

P1 =
(

1 + Rc

Rs

e−∆tRi

1− e−∆tRi

)
∆tRie

−∆tRi , (3.36)

Pm≥2 = 1−
[
1− Rc

Rs
+
(

1 + Rc

Rs

e−∆tRi

1− e−∆tRi

)
∆tRi

]
e−∆tRi . (3.37)

For small values of ∆tRi they can be approximated by

P0 ≈
Rc

Rs
, P1 ≈ 1− Rc

Rs
, Pm≥2 ≈

1
2
Rc

Rs
∆tRi. (3.38)

The HSPS implemented in Paper 4 and Paper 6 have been characterized using
the above method, and the results for photon-number probabilities and second-
order correlation is presented in Table 3.1. For comparison, the photon number
probabilities for an attenuated laser producing weak coherent states (WCS) with a
mean photon number m̄ = 0.1 and m̄ = 0.5 are included. When comparing with
m̄ = 0.1, we see that the probability for empty gates/pulses is notably reduced when
using a HSPS instead of WCS. In addition, the one-photon probability is increased
significantly, and the multi-photon probability is reduced. When comparing with
m̄ = 0.5, we see that a comparable one-photon probability can be obtained while
keeping a lower probability for empty gates/pulses. However, the multi-photon
probability is simultaneously increased almost two orders of magnitude, which of
course is highly undesirable.
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Source P0 P1 Pm≥2 g(2)(0) Rc/Rs

HSPS 0.510 0.489 0.00151 0.0126 0.487
HSPS 0.698 0.300 0.00166 0.0353 0.298

WCS, m̄ = 0.1 0.905 0.090 0.00468
WCS, m̄ = 0.5 0.607 0.303 0.09020

Table 3.1. Photon-number probabilities and second-order correlation for two imple-
mentations of a heralded single-photon source, and for weak coherent states (WCS)
with a mean photon number m̄ = 0.1 and m̄ = 0.5.

3.4 Source of entangled photon-pairs
As useful as HSPS are, photon pairs generated by SPDC offers a more exciting
resource, namely when they are used to create entanglement. There are several
ways to create entanglement between photons from SPDC processes. In this section
we will only describe two of these ways, while leaving the detailed discussion on
entanglement to chapter 4. Hence, here we will only briefly describe the sources of
entangled photons investigated in Paper 1, Paper 3, Paper 5, and Paper 7.

Two-crystal source
The entanglement created in our two-crystal sources is polarization entanglement,
and the two-photon state is of the form

|ψ〉 = 1√
2
(|Hs〉|Hi〉+ |Vs〉|Vi〉). (3.39)

This is the Bell state mentioned in Sec. 2.2 where the signal and idler photon always
have the same polarization, but that polarization can be either horizontal, H, or
vertical, V .

This entangled state is, in our sources, created by using two downconversion
crystals, one placed after the other and rotated 90◦ relative each other (cf. Fig. 3.9).
This configuration for a source of entanglement was first suggested by Hardy80 and
later implemented by Kwiat81. The idea behind it is that when photon pairs from
the two crystals are made indistinguishable in all but one degree of freedom they will
become entangled in that remaining degree of freedom. In detail, this is achieved
in the following way: each crystal generates photon pairs where the signal and idler
have the same polarization as the pump, and with the precise configuration used, the
first crystal will generate pairs of vertically polarized photons and the second crystal
will generate pairs of horizontally polarized photons. If the two crystals are pumped
by light polarized at 45◦ there is an equal probability for a downconversion event in
the first and the second crystal, hence equal amount of vertically and horizontally
polarized photon pairs is generated. If the photon pairs generated in the first and
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Figure 3.9. Two-crystal source to create polarization-entangled photon pairs. The
first crystal generates pairs of vertically polarized photons and the second generates
horizontally polarized pairs.

the second crystal are made indistinguishable in every other degree of freedom
they will be entangled in polarization, creating the polarization-entangled state of
Eq. (3.39). The interpretation of this state is that neither of the two photons, signal
and idler, is in a determined state, upon measurement the outcome is equally likely
to be horizontal as vertical, but the two photons are always in the same state,
i.e., if one is horizontally polarized then so is the other and likewise for vertical
polarization. The required indistinguishability for the spatial degree of freedom is
attained by coupling the photons into single-mode optical fibers. The fibers also
help with the temporal indistinguishability due to the correlation between spatial
direction and frequency caused by the phase matching condition, this combined
with the timing-resolution of the detectors result in frequency indistinguishability.

One-crystal source
The source of entangled photon-pairs implemented in Paper 7 uses a single down-
conversion crystal that is pumped from both directions (cf. Fig. 3.10). The two
pump beams comes from a single laser beam that has been split into two parts
with equal intensity. Hence, there is an equal probability to cause a downconver-
sion event by the left-going as by the right-going pump beam, and the two processes
will be coherent. As the created signal and idler photons have been separated from
the pump, the two paths of the signal are combined on a beam splitter, as are the
two paths of the idler. This way a spatial-mode entanglement between the output
ports of the beam splitters can be created. The specific entangled state created
depends on the relative phase difference between photon pairs generated by the
left-going pump and photon pairs generated by the right-going pump. This phase
can be set by adjusting the arm-length difference for the two paths travelled by
the signal and by the idler, respectively. For a phase difference of π, the entangled
state

|ψ〉 = 1√
2

(|ls〉|li〉+ |rs〉|ri〉) (3.40)

is obtained, where ls,i and rs,i denote a photon in the left and right path for the
signal and idler, respectively.
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Figure 3.10. One-crystal source to create spatial-mode entangled photon-pairs.
The crystal is pumped from both directions, and the signal and idler is separated
from the pump by dichroic mirrors (DM). The spatial modes are combined by beam
splitters (BS).

In the experimental implementation described in Paper 7 the idler’s encoding
is converted from spatial mode to polarization, while the path encoding is kept for
the signal. This results in a hybrid-encoded entanglement described in more detail
in Sec. 4.2.
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Entanglement

. . . the best possible knowledge of a whole does not
necessarily include the best possible knowledge of all
its parts . . .

Erwin Schrödinger

The concept of entanglement has turned out to be at the very core of understanding
quantum mechanics. Its counter intuitive properties have caused debate since the
1930s and raised questions about the validity of the very foundations of quantum
mechanics. The main issues have been (and maybe still are) the nonlocality and the
contextuality implied by entanglement as first discussed by Schrödinger in 193582.
To explicate, two entangled particles have no determined state of their own prior
to a measurement, but it is only the relation between them which is known, e.g.,
that they are always in the same state. Upon measurement of one of the particles
its state will collapse to one of the possible measurement outcomes, and then the
state of the other particle will be completely determined as well. This holds true
even if the two particles are separated in space, consequently giving a “nonlocal”
influence on one particle by measuring the other. Einstein, Podolsky, and Rosen
were so uneasy with this consequence of quantum mechanics that they in 1935
published their now famous paper83, often referred to as the EPR paradox, where
they argued that quantum mechanics cannot be complete because these type of
nonlocal effects should not be possible. The EPR paper initiated a great deal of
gedankenexperiment but it was not until Bell’s discovery of an inequality in 196484
(Bell’s inequality), and the reformulated version of Clauser, Horne, Shimony, and
Holt (the CHSH inequality)85 that experimental tests of the existence of nonlocality
truly began.

In this chapter we will discuss entanglement in detail, beginning with a survey of
the most commonly used entangled states. We then turn to a description of various
realizations of two-particle photonic entanglement. We also discuss how to measure
entanglement and some tasks possible to perform with the aid of entanglement.

35
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Finally we describe hyperentanglement, i.e., when we have entanglement in more
than one degree of freedom.

4.1 Entangled states
Entanglement can occur in a vast diversity of ways. The simplest situation is
when only two quantum systems, e.g. two particles, are entangled. The general
two-system entangled states are described by

|ψ〉 = c0|00〉+ c1|11〉, (4.1)
|ψ〉 = c0|01〉+ c1|10〉, (4.2)

where c0 and c1 are complex numbers with |c0|2 + |c1|2 = 1. The most common
two-system entangled states are the Bell states

|Φ+〉 = 1√
2

(|00〉+ |11〉) , (4.3)

|Φ−〉 = 1√
2

(|00〉 − |11〉) , (4.4)

|Ψ+〉 = 1√
2

(|01〉+ |10〉) , (4.5)

|Ψ−〉 = 1√
2

(|01〉 − |10〉) . (4.6)

These state are maximally entangled meaning that they all give a maximal violation
of the CHSH inequality. We see that a collapse of any of the two systems to one of
the two states |0〉 or |1〉 completely determines the state of the other system as well.
It is also important to note that a measurement in another basis, e.g. 1√

2 (|0〉±|1〉),
does not affect the correlations between the systems; a measurement of one of the
systems will again completely determine the state of the other system. This is a key
property of entanglement; the correlations remain under local operations. We can
also see that if we perform a partial trace over the first system, this corresponding
to only having access to information about the second system, the resulting state
of the second system is a mixed state, i.e., a state about which we do not have
complete information, despite the fact that the two-system state is a pure state,
i.e., a state we have full knowledge about. This property is also at the heart of
quantum entanglement.

Another important type of entangled states is the Greenberger-Horne-Zeilinger
(GHZ)86 state. This is a state involving at least three quantum systems and has
the form

|GHZ〉 = 1√
2

(|000〉+ |111〉) (4.7)

for the case of three systems. We note that if a partial trace over one system is
performed, the remaining two-system state is in a mixed state.
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The last type of entangled state to mention is the W state. This a three-system
state of the form

|W 〉 = 1√
3

(|001〉+ |010〉+ |100〉) . (4.8)

The special property of the W state is that even after measurement of one of the
systems, the remaining two systems are still entangled. This is unlike the GHZ
state which loses all its entanglement upon measurement of one of the systems.

4.2 Realizations of entangled photonic qubits
Entangled states can be realized in numerous physical systems. Here however,
we will only discuss photonic entanglement created using spontaneous parametric
downconversion in nonlinear crystals†.

Polarization entanglement
The most common choice in experimental realizations of entanglement is to use
polarization entanglement. When using SPDC to generate photon pairs, the en-
tanglement can either be created directly or by post-selection. A typical setup
creating entanglement by post-selection is when a type-I phase matching process
is used. The two downconverted photons are then emitted on two cones centered
around the pump beam. If the polarization of one beam is rotated by 90◦ and the
two beams are subsequently combined on a beam splitter, a polarization-entangled
state is obtained for those events when the two photons exit in separate output
ports of the beam splitter. Alternatively, a type-II source can be used to create
product states where the two photons are then sent to two input ports of a beam
splitter. Selecting the events when the photons exit different output ports give a
polarization-entangled state of the form

|ψ〉 = 1√
2

(|HV 〉+ |V H〉) . (4.9)

Entanglement created directly can be achieved by using non-collinear emission
in type-II phase matching. The signal and idler are then emitted on two intersec-
tion cones with opposite polarization. If the intersection points are selected by, e.g.,
coupling into optical fibers or by irises a polarization-entangled state is obtained.
This type of source was first presented by Kwiat et al. in 199587, who were also
behind first implementation of the type of source we have used in most of our work
creating polarization entanglement81. In this case, as described in Section 3.4, two
crystals with type-I phase matching are placed after each other and with their optic
axes perpendicular. One crystal will generate horizontally polarized photon pairs

†The first sources of photon pairs were based on atomic decay. This type of sources has a
clear drawback since the relative direction of the two photons is completely unknown, making the
collection of the emitted photons highly inefficient.
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Figure 4.1. Schematic description of an experimental setup creating time-bin en-
tangled photon-pairs. The pump laser is sent through an unbalanced interferom-
eter before entering the downconversion crystal. This way the photon pair is ei-
ther created in the early or late time slot, resulting in a time-bin entangled state
(|00〉+ |ll〉)/

√
2.

and the other vertically polarized ones. When made indistinguishable in every other
degree of freedom, polarization entanglement will be obtained. The first implemen-
tation of this type of source had cone-shaped emission which required the crystals
to be thin in order to get the necessary spatial overlap between the emission from
the two crystals. Moving to quasi-phase matching allowed for collinear emission of
any desirable wavelength combination for signal and idler making it possible to use
long crystals hence increasing the brightness of the sources significantly. The state
generated is

|ψ〉 = 1√
2
(|HH〉+ |V V 〉), (4.10)

but by quarter- and half-wave plates any of the four Bell states can be obtained.
Also non-maximally entangled states can be obtained by varying the polarization
of the pump from 45◦.

Momentum entanglement
Momentum entanglement can be created by spatially selecting different emission
cones. If a photon is picked from one specific direction, the direction of the other
is known from the phase-matching condition. If there are two possible spatial
directions for the signal and the two corresponding ones for the idler, momentum
entanglement can be achieved.

Time-bin entanglement
Time-bin entanglement is created by letting a pulse from the pump laser travel
trough an unbalanced interferometer before going into the downconversion crystal,
effectively splitting it into two time slots. This way, the photon pair can be created
in two different time-bins creating a time-bin entangled state (cf. Fig. 4.1).
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Figure 4.2. Schematic description of an experimental setup creating energy-
time entangled photon-pairs. A source emits photon pairs. Each photon is sent
through an unbalanced interferometer. Due to the uncertainty of the creation time
of the photon pair, the events when both photons travel the short or the long path
through the interferometers will interfere resulting in the energy-time entangled state
(|ss〉+ |ll〉)/

√
2, where s and l represent the short and the long path of the interfer-

ometers.

Energy-time entanglement
The first proposition for energy-time entanglement appeared in 1989 by Franson88.
It was introduced as a means to test the existence of local hidden variable theories
by a violation of a Bell’s inequality (see Sec. 4.3 for a discussion of local hidden vari-
able theories and Bell’s inequalities). Franson originally considered atomic systems,
but here energy-time entangled photon-pairs will be considered. The entanglement
is obtained due to that, when using a continuous wave (CW) pump laser for the
downconversion process, the creation time of the photon pair is unknown to within
the coherence time of the pump, while the relative creation time between the two
photons is almost zero, the two photons are emitted simultaneously to within their
coherence time. If the two photons are sent through two unbalanced Mach-Zehnder
interferometers, one each, and then detected, the events when both photons trav-
elled the short or the long path through the interferometers will interfere due to the
uncertainty in the creation time of the pair, hence resulting in an entangled state
(cf. Fig. 4.2). The events when one photon took the short path and one the long
are discarded since they do not cause coincidence detections for the two photons.

Hybrid-coded entanglement
We can also have a combination of different kinds of entanglement in the sense that
one of the photons is encoded in one degree of freedom while the other is encoded
in a different degree of freedom, something we call hybrid-coded entanglement. For
example, in Paper 3 we suggest a scheme where the polarization entanglement of the
idler is converted into time-bin entanglement by sending the idler photon through
an unbalanced interferometer (cf. Fig. 4.3). There the polarization information is
erased and replaced by time information. To analyze the state at Bob’s side a second
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Figure 4.3. Schematic description of the experimental setup creating hybrid-coded
entanglement with polarization and time-bin. Alice keeps the polarization coding,
while, before the long-distance transmission to Bob, the idler’s polarization coding is
converted to time-bin encoding. BS: Beam Splitter, PBS: Polarizing beam splitter,
HWP: Half-wave plate, FM: Faraday mirror.

interferometer is used. This scheme is intended for long-distance communication,
where the source is at Alice’s side and Bob is at a distant location connected by
optical fiber. The idea is that Alice can keep the polarization encoding for the signal,
while the idler is transformed before the long-distance transmission to Bob. The
reason for the conversion of the idler encoding is that it was noted that maintaining
a polarization state during long-distance transmission trough optical fibers is very
difficult. However, in recent years, experiments have shown that in today’s fibers
the polarization dispersion effects are not that severe, hence polarization encoding
is possible even for long-distance communication89.

Also in Paper 7 a type of hyper-coded entanglement is used. Here, the idler
is polarization encoded, while the signal has a spatial-mode encoding. Unlike the
scheme suggested in Paper 3, the polarization-entangled state (|HH〉+ |V V 〉)/

√
2

is never created. Instead, a spatial-mode entanglement is generated and then con-
verted to polarization encoding for the idler, while the spatial information is kept
for the signal (cf. Fig. 4.4).

4.3 Measuring entanglement
When creating entangled states we also need to characterize them to make sure
that we really have generated entanglement and the intended state. Depending on
what we wish to know and how detailed knowledge we aspire to obtain there are
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Figure 4.4. Schematic description of the experimental setup creating hybrid-coded
entanglement with polarization and spatial-mode. Alice has a spatial-mode coding,
while Bob has polarization coding. BS: Beam Splitter, PBS: Polarizing beam splitter,
HWP: Half-wave plate, DM: Dichroic mirror.

different methods to use. Here, we will discuss three different methods: first Bell’s
inequalities which, if violated, indicate the presence of entanglement; then Bell-state
measurements which project the two-particle state onto the four Bell states; and
finally quantum state tomography which determines the complete density matrix
of the state.

Bell’s inequalities
Since the beginning of quantum mechanics its rather counter intuitive consequences,
such as the randomness of measurement outcomes, the nonlocality, the contextu-
ality, and the measurement problem, have all been a source of debate. One of the
great diversities was ignited by the now famous 1935 paper by Einstein, Podolsky,
and Rosen (EPR)83. There they advocate the need for a hidden variable theory,
i.e., a theory underlying quantum mechanics removing the, to EPR absurd, nonlo-
cality of entangled states. Following this paper, the debate for and against hidden
variable theories continued, and in the 1960s Bell derived an inequality that could,
in principle, experimentally test the existence of local hidden variable theories84.
Following Bell, many different versions of this test have been derived, and one of the
most widely used is the one derived by Clauser, Horne, Shimony, and Holt in 196985.
Originally, it was applied to pairs of spin-1/2 particles, but it applies equally well
to photon pairs. Hence, a setup can be implemented as follows (cf. Fig. 4.5): a
source emits photon pairs entangled in, for instance, polarization. Each photon is
sent through a polarizer whose orientation can be varied, described by angles α and
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Figure 4.5. Schematic description of an experimental setup testing Bell’s inequality.
A source emits entangled photons. Each photon is measured with some measurement
setting defined by the angles α and β. For polarization entangled photons these are
polarizers whose orientations can be varied, and which have two output ports labelled
+ and −.

β, and then detected by a detector. Then, the quantity S(α, β, α′, β′) must obey
the following inequality for a local hidden variable theory

S(α, β, α′, β′) = |E(α, β)− E(α′, β)|+ |E(α, β′) + E(α′, β′)| ≤ 2, (4.11)

where

E(α, β) = R++(α, β) +R−−(α, β)−R+−(α, β)−R−+(α, β)
R++(α, β) +R−−(α, β) +R+−(α, β) +R−+(α, β) , (4.12)

and R++(α, β) is the coincidence rate between output port + of the polarizer for
photon 1 and output port + of the polarizer for photon 2.

For a local hidden variable theory S ≤ 2. However, for quantum mechanics the
angles can be chosen such that S is maximally 2

√
2. And indeed, for the four Bell

states with the proper set of angles, S = 2
√

2. Hence, measuring the S-parameter
has become a standard way to establish whether an entangled state is generated
or not. For sources of entanglement it is often customary to state by how many
standard deviations the Bell’s inequality was violated per second.

It should be noted that at the time of Bell’s discovery there was no experimental
evidence to determine whether quantum mechanics or local hidden variable theories
was correct. Over the years, several experiments have been performed, all in favor of
quantum mechanics. However, due to technical shortcomings of sources, analyzers,
and detectors there have been possible loopholes. E.g., with inefficient detectors
only a small fraction of the particles emitted by the source is detected. Hence, one
could imagine that only the detected particles act in favor of quantum mechanics,
while if all could be detected, local realism would be favored. By now, all the
loopholes are in general considered closed, however, they have not all been closed
in any single experiment.
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Bell-state measurement
In many quantum-information applications such as, e.g., dense coding, teleporta-
tion, and entanglement swapping is it necessary to make a measurement determin-
ing the state of the entangled system. For a two-particle system, this means making
a measurement projecting the state onto a basis in the 4-dimensional Hilbert space
of the two qubits. This space is for instance spanned by the four Bell states. Hence,
a measurement distinguishing between the four Bell states, a so called Bell-state
measurement (BSM), is required. A complete and deterministic BSM requires a
nonlinear process, comparable to when entanglement is created by nonlinear pro-
cesses as discussed in chapter 3. However, the nonlinear processes available today
have such low efficiencies a BSM is not quite feasible with current technology. Using
linear processes, it is not possible to perform a complete BSM90–93, it has even been
shown that with only linear operations and classical communication, the best one
can do is to distinguish between two of the four Bell states, as shown by Ghosh et
al.92, or to make a measurement with only 50% efficiency, as shown by Calsamiglia
and Lütkenhaus93. A possible solution to this dilemma is to use entanglement in
additional degrees of freedom to aid in the BSM. This way a complete and deter-
ministic BSM is possible with only linear processes. This is the topic of Sec. 4.5.

Quantum state tomography
In quantum state tomography the goal is to determine the density matrix of the
state under investigation. This can be done, to a reasonable approximation, by a
series of measurements on an ensemble of identically prepared systems. In general,
if the state “lives” in a Hilbert space of dimension d, then the density matrix
contains d2−1 independent parameters that need to be determined and hence d2−1
measurements are required. For a two-qubit state this means 15 measurements.

The first method to determine the state of a quantum system can be considered
to be George Stokes scheme to experimentally decide the polarization of a light
beam. This was developed for classical light, long before the birth of quantum me-
chanics, but applies equally well to a single polarization qubit. In more recent years,
methods for two-qubit state tomography have been developed94. However, a direct
application of the experimental data can result in unphysical density matrices, e.g.,
matrices that are not positive semidefinite. A possible solution to this is to use a
maximum likelihood estimation of the density matrices95–97. In this approach a
likelihood functional is optimized to find the most likely physical density matrix to
have given the obtained measurement results98.

In Paper 3 we apply the tomographic method described by James et al.98 to
determine the density matrix of the polarization-entangled state we produce in our
photon-pair source. The intended generated state is

1√
2

(|HH〉+ |V V 〉) , (4.13)

and the obtained density matrix is indeed very close to this state (cf. Fig. 4.6).
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Figure 4.6. Experimentally determined density matrix using quantum state to-
mography. The state is very close to the maximally polarization-entangled Bell
state |Φ+〉 = (|HH〉+ |V V 〉)/

√
2.

4.4 Power of entanglement
We have seen that entangled systems have correlations different from any correla-
tions between classical systems, but how can these correlations be exploited? In
this section we will discuss a few different schemes using the power of entanglement
to perform tasks not possible with classical systems.

Quantum teleportation
The idea with quantum teleportation is to transfer an unknown quantum state from
one particle to another without any direct interaction between the two particles.
Hence, the quantum state is “teleported” from one system to the other. The setup
is as follows (cf. Fig. 4.7): Alice has a system in an unknown quantum state, e.g.,
a photon with an unknown polarization

|ψ〉 = c0|0〉+ c1|1〉. (4.14)

She wants to forward this quantum state to Bob without actually sending him the
system. This can be done if Alice and Bob share an entangled state, e.g., they have
one photon each of an EPR-pair, e.g. (|00〉+ |11〉)/

√
2. Alice then performs a Bell

state measurement on her two particles, obtaining with equal probability one of the
four possible measurement outcomes |00〉, |01〉, |10〉, or |11〉. She communicates the
measurement outcome to Bob. Conditioned on the information Bob received from
Alice, Bob then performs one out of four unitary operations on his system, which
will transform the quantum state of his system into the state of Alice’s unknown
particle. Note that the teleported state remains unknown to both Alice and Bob
during the whole process, and that the unknown state is destroyed at Alice’s side
in the BSM, prohibiting copying of the unknown state.

Quantum teleportation was invented by Bennett et al. in 199399, and was
first experimentally implemented in 1997 by Bouwmeester et al.100. Other ex-
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Figure 4.7. Quantum teleportation. Alice performs a BSM on the unknown state
|ψ〉 and one of the particles of the EPR-pair. She communicates the result to Bob,
who performs a result-dependent unitary operation U to complete the teleportation.

periments have followed significantly increasing the distance over which the state
is teleported101,102. A limitation of these experiments is the lack of an efficient
BSM as discussed in Sec. 4.3. Regardless, these experiments are beautiful proof-of-
principle of quantum teleportation.

Dense coding
The main feature of dense coding is the possibility to communicate two bits of in-
formation by transmitting a single two-state system. Classically, this is impossible,
but by the use of entanglement it can be done. The scheme works accordingly
(cf. Fig. 4.8): Alice and Bob share an EPR-pair keeping one qubit each. Alice can
apply four different local unitary transformations to her qubit, this way changing
the joint state between the four Bell states. Alice then sends her qubit to Bob, who
performs a BSM on the two systems. Bob will obtain one of four possible mea-
surement outcomes; which one depends on Alice’s choice of unitary transformation,
hence retrieving two bits of classical information. The two bits are indeed conveyed
by the single qubit sent by Alice since the reduced density matrix of Bob’s system
is the identity, hence containing no information.

Dense coding was first suggested by Bennett and Wiesner in 1992103, and im-
plemented experimentally for the first time by Mattle et al. in 1996 using entangled
photons104. An efficient BSM is also here required to reach the full potential of the
scheme.

Entanglement swapping
Entanglement swapping is rather similar to quantum teleportation, but the qubit to
be teleported is now part of an entangled state. The setup is as follows (cf. Fig. 4.9):
there are now three parties involved; Alice, Bob, and Charlie. Alice and Bob share
an EPR-pair as do Bob and Charlie. Hence, Bob has two qubits belonging to
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Figure 4.8. Dense coding. Alice performs a unitary operation on one of the particles
of an EPR-pair, changing between the four Bell states. She then sends her particle
to Bob, who performs a BSM on the two particles. The measurement outcome is one
out of four possible, depending on Alice’s choice of unitary transformation, hence
giving Bob two bits of classical information.

two different EPR-pairs. Bob performs a BSM on his two qubits, which causes
Alice’s and Charlie’s qubits to become entangled though they have never directly
interacted. If Bob communicates his measurement outcome to Alice and Charlie,
they will also know in which of the four Bell states their qubits are.

Entanglement swapping was suggested in 1993 by Zukowski et al.105 and has
only been demonstrated experimentally a few times by e.g. Pan et al. in 1998106,
by Jennewein et al. in 2002107, and by de Riedmatten et al. in 2005108.

4.5 Hyperentanglement
As mentioned above, many quantum-information applications require a Bell-state
measurement (BSM), i.e., a measurement distinguishing between all four Bell states.
Since this is not possible using only linear operations and classical communica-
tion90–93, and the nonlinear processes accessible today are far too inefficient, new
ideas had to be explored. As a result, the idea to use so called hyperentanglement
has been suggested109. The term hyperentanglement simply means that we have
entanglement in more than one degree of freedom. In a BSM this can be explored
by using that extra entanglement to achieve a complete BSM using only linear
optical elements.

The first suggested schemes by Kwiat and Weinfurter109 use entanglement in
polarization and momentum, and polarization and time-energy, respectively. The
one using polarization and time-energy entanglement was experimentally imple-
mented in 2006 and demonstrated by the realization of a dense coding protocol112.
A disadvantage of this scheme is that it relies on two-photon interference at a beam
splitter and require detectors sensitive to photon number. The requirement of two-
photon interference implies that the scheme only works for degenerate wavelengths
for the two entangled photons. The need for photon-number sensitive detectors is
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Figure 4.9. Entanglement swapping. Alice and Bob share one EPR-pair, and Bob
and Charlie share one EPR-pair. Bob performs a BSM on his two qubits, which
entangles Alice’s and Charlie’s qubits.

also somewhat of a problem since today’s single-photon detectors, in general, have
no photon-number resolution.

Other schemes have followed110,111,113 and also some experimental implemen-
tations112–114. The scheme suggested by Walborn et al.110 using polarization and
momentum entanglement seems promising not requiring two-photon interference
or photon-number sensitive detectors, instead all the Bell states are recognized by
coincidence detections between different detectors.

In general, it seems like hyperentanglement can assist with a BSM. However, it is
required that the two photons to be projected onto the Bell basis are entangled in an
additional degree of freedom. Hence, if the two photons come from two independent
sources, like in quantum teleportation, they first need to become entangled in that
extra degree of freedom, in other words, we need a CNOT gate to entangle them,
something still not accessible. Consequently, hyperentanglement gives us some
possibilities performing a BSM, but it does not give us the full potential of a CNOT
gate.





Chapter 5

Quantum cryptography

Be secret and exult,
Because of all things known
That is most difficult.

William Butler Yeats

The need to keep secrets has been a powerful driving force, pushing the develop-
ment in cryptography towards new achievements. In this chapter, we first give a
brief introduction to classical cryptography before turning to quantum cryptogra-
phy. This will give us the tool to understand the differences and fully grasp the
possibilities quantum cryptography offers compared to classical cryptography. In
particular, we discuss three different protocols for quantum cryptography in terms
of implementations and security.

5.1 Classical cryptography
All cryptographic systems are built up in the same way (cf. Fig. 5.1). There is a
message that a sender, Alice, wants to send to a receiver, Bob, without any potential
eavesdropper, Eve, obtaining the information in the message. In order to keep the
message secret, Alice encrypts it by applying a key to the plain text message, that
way obtaining the cipher text message. The encoded message is sent through some
communication channel to Bob, who decrypts the message by in turn applying a
key to it, obtaining the original plain text message. The main feature of the system
is that the encryption should be done so well that if an eavesdropper intercepts the
cipher text message in the channel, the plain text message should not be retrievable
without the proper key to decrypt it.

In the history of cryptography there has been a constant battle between the
encryptors and the code breakers where, on one hand, the encryptors come up with
more and more complicated encryption methods, and, on the other hand, the code

49
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Figure 5.1. Schematic description of a general cryptographic system.

breakers come up with more and more sophisticated ways to break the encryption.
This battle is still going on and it has truly been a catalyst in the development of
cryptography.

Within cryptography there are two main categories of cryptographic systems:
the symmetrical and the asymmetrical115,116 ones, also called secret-key and public-
key systems. In the symmetrical cryptosystems Alice and Bob use the same key for
both encryption and decryption of the message, while in the asymmetrical systems
different keys are used for encryption and decryption. When the same key is used to
encode and decode, this key must be kept secret and only be accessible to Alice and
Bob, hence the name secret-key cryptography. For asymmetrical systems, it is only
the key for decryption that is secret, while the key for encryption is publicly known,
hence the name public-key cryptography. One advantage with the asymmetrical
systems is then that anyone can encrypt a message and send it to the receiver who
can decrypt it, consequently allowing for many-to-one secure communication, while
for the symmetrical systems only one-to-one secure communication is possible.

The security for these two types of cryptographic systems are somewhat differ-
ent. The security of asymmetrical systems is based on mathematical complexity,
i.e., the security is based on some mathematical operation which is hard to perform.
In general, the factorization of large numbers into prime numbers is used. This is
a mathematical operation where the difficulty to find the prime factors grows ex-
ponentially with the size of the number to factorize. This type of encryption is not
everlasting since, with growing computational power, more and more complicated
encryptions can be broken within a realistic time. It is also worth noting that it
has not been proven that the difficulty (i.e. the number of computational steps)
to solve the factorization problem grows exponentially with the size of the number
to factorize, even though it is believed to be so. Hence, there might be some still
undiscovered algorithm factorizing numbers more efficiently.

For symmetrical cryptosystems the situation is somewhat different. For these,
there is one implementation which is proven unconditionally secure, i.e., regardless
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of how much computing power a potential eavesdropper has, the encryption cannot
be broken. This implementation is called the one-time pad or the Vernam cipher
after its inventor Gilbert Vernam117. With the high security comes strict demands;
for the one-time pad to be unconditionally secure three requirements must be met:
the key must be as long as the message, the bits of the key must be random, and the
key must be used only once. With such strict requirements a new problem arise:
how do we distribute the key to both Alice and Bob while keeping it away from any
illegitimate users? This is where quantum cryptography enters the scene because it
gives a secure way to distribute the key between Alice and Bob. Therefore, quantum
cryptography is usually, and more correctly, called quantum key distribution or
QKD. Hence, if QKD is used to distribute the key and then the one-time pad
protocol is used we have an unconditionally secure cryptosystem.

5.2 Quantum key distribution
The story of quantum cryptography begins in the late 1960s when Stephen Wies-
ner15 starts to explore the possibilities of coding taking advantage of the special
properties of quantum mechanics. However, it was not until 1984 that Charles
Bennett and Gilles Brassard16 proposed the first full QKD protocol.

The security of all QKD protocols is based on fundamental properties of quan-
tum mechanics. These properties, that have often been considered as limitations of
the quantum world compared to the classical, are now the very essence providing
the security of QKD. Three such properties essential for QKD are:

• We cannot make a measurement on an unknown quantum system without
perturbing it.

• We cannot make a copy of an unknown quantum state.

• We cannot measure the simultaneous values of non-commuting observables
on a single copy of a quantum state.

The first property implies that an eavesdropper cannot make a measurement in
order to obtain some information about the key without introducing disturbances
that can in turn be discovered by Alice and Bob (unless the measurement is an
eigenoperator to the quantum state being measured, something which of course
is not possible if the quantum state is unknown). The second property (usually
referred to as the no-cloning theorem118) prevents an eavesdropper from simply
intercepting the transmission and making copies of the transmitted quantum states
in order to keep copies to make measurements on, while passing on an unperturbed
quantum state to Bob. The third property ensures that the eavesdropper cannot
construct a measurement that is an eigenoperator to all quantum states used for
the key distribution, i.e., it guarantees that it is impossible for the eavesdropper to
only perform measurements that leave the quantum states unperturbed.
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Figure 5.2. Schematic description of the BB84 quantum key distribution protocol.

BB84 protocol

The first QKD protocol constructed by Bennett and Brassard in 1984 (today called
the BB84 protocol) is as simple as it is beautiful. It will be described here using
the polarization of photons as the qubit realization, but of course any other qubit
realization will do just as fine.

Alice has a source of single photons (cf. Fig. 5.2). She has two different bases:
horizontal/vertical, |H〉/|V 〉, and diagonal/anti-diagonal, |D〉/|A〉, where the two
states of each basis represent the logic states |0〉 and |1〉. Hence, there are two ways
to encode a 0 and two ways to encode a 1. The decision what polarization states
to use and what logic states they represent must have been made beforehand in
concurrence by Alice and Bob. For every photon, Alice chooses randomly which
of the two bases to use and whether to send a 0 or a 1. The randomness of
the basis choice is important to minimize an eavesdropper’s possibilities to obtain
information, and the randomness of the bit values is required for the security of the
one-time pad protocol. Consequently, the photons sent are all in one of the four
polarization states |H〉, |V 〉, |D〉, |A〉 with equal probabilities. When Bob receives a
photon he makes a random choice which of the two bases to make his measurement
in. This means that for, on average, half of the photons Alice and Bob will use the
same basis for encoding and decoding, and the outcome of Bob’s measurement will
give him the correct bit value Alice sent. However, for half the photons they will
use different bases, and then the measurement outcome will be completely random,
since the two bases are mutually unbiased, i.e., a horizontally or vertically polarized
photon measured in the D/A basis will give measurement outcome D and A with
equal probabilities.

When all the photons have been sent by Alice and detected by Bob, they com-
pare their bases choices for encoding and detection but do not reveal the bit values.
The information about the bases choices does not need to be protected but can
be conveyed via a public channel. The bits where they have used different bases
are discarded. This process is called sifting and reduces the key to about half the
original length. If the system was ideal and no eavesdropper was present the two
bit strings that Alice and Bob now possess, the so called sifted key, would be iden-
tical and could be used as a key. However, Alice and Bob need to check that no
eavesdropper has intercepted their transmission, and they do this by comparing the
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bit values of a randomly selected subensemble of the bit strings, since any inter-
ference by an eavesdropper will cause errors in Bob’s bit string when compared to
Alice’s. To explain, let us look at the eavesdropper’s strategy more closely. If an
eavesdropper intercepts the transmission she still has to send some photons on to
Bob to try and avoid detection. So, the most obvious strategy is then to make a
measurement on the photons Alice sends and then prepare a photon in the state
of the measurement outcome to send to Bob. However, since Eve does not know
the bases choices Alice used she must guess, and in about half the cases she will
then use the wrong basis for her measurement, hence obtaining a random result.
In these cases she will then pass on a photon to Bob encoded in the wrong basis, so
when Bob makes his measurement he will for half of these cases obtain the wrong
bit value. Hence, when Alice and Bob compare their sifted bit strings they will have
25% non-corresponding bit values, and thus can conclude that an eavesdropper is
present. Eve can of course measure only a subset of the photons sent; she then ob-
tains less information about the key but also generates a lower error rate for Alice
and Bob, therefore decreasing the risk of being discovered. In practice no commu-
nication channel is perfect, i.e., there will be bit errors in the sifted key regardless
whether an eavesdropper is present or not. Alice and Bob must however, from a
security point of view, always assume that any error is a result of an eavesdropper.

At this stage of the QKD protocol Alice and Bob share a sifted key which
contains some errors, and consequently Eve has some information about the key.
The amount of errors is estimated by Alice and Bob by comparing the bit values
in a subset of their bit strings; these bits then being discarded. The error rate
obtained is called the quantum bit error rate, QBER, and is usually a few percent.
However, this error rate and the amount of information Eve has about the key
can be reduced by applying two classical algorithms: so called error correction and
privacy amplification119,120. The first algorithm, as indicated by its name, removes
errors from the keys, the cost being that the length of the key is reduced. Privacy
amplification then decreases the amount of information Eve can have about the
key, also this by effectively shorten the length of the key. It should be noted that a
secret key cannot always be obtained; in general, if Eve possesses more information
about the sifted key than Bob, then no error correction or privacy amplification
that Alice and Bob can perform will give them a secret key45, but they must instead
discard the key.

The BB84 protocol has been implemented experimentally numerous times by
different research groups. The very first time by Bennett et al. in 1989 using
polarization encoding45. Since then, several other implementations have followed
using polarization47,121, phase48,49, or frequency30,32.

Entanglement-based protocol
The first entanglement-based QKD protocol was presented by Artur Ekert in 199117.
Here, the basic idea is that instead of Alice sending qubits to Bob, both Alice and
Bob obtain one entity each of an EPR pair. When implemented with polarization
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Figure 5.3. Schematic description of the Ekert entanglement based quantum key
distribution protocol.

of photons this means that from a source of polarization entangled photon pairs one
photon is sent to Alice and the other is sent to Bob. They both independently make
a random choice of measurement basis and obtain some measurement outcomes. In
contrast to the BB84 protocol, they choose between three different measurement
bases |H〉/|V 〉, |D〉/|A〉, and |L〉/|R〉. After the transmission they publicly an-
nounce their bases choices and based on this they separate the outcomes in two
groups: one where they used the same measurement basis and one where they used
different measurement bases. Using the measurement outcomes of the latter group
they can check if Bell’s inequality84 in the CHSH85 version is violated. If so, they
know that the measurement outcomes in the first group will be correlated accord-
ing to the specific entangled state used. These bit strings can then be used as the
key. Hence, for this protocol a measurement of Bell’s inequality tests whether an
eavesdropper is present or not. A maximal violation of Bell’s inequality corresponds
to a QBER of zero indicating that no eavesdropper is present. If the violation is
not maximal a secure key can still be obtained after error correction and privacy
amplification.

Decoy-state protocol
However beautiful the BB84 protocol is it still has some weaknesses when imple-
mented in an actual physical system. One of the most severe limitations is caused
by the fact that there does not exist any perfect single-photon sources, hence, there
is a nonzero probability that more than one photon is sent at a time. This opens
up a possibility for Eve to perform a so called photon-number splitting attack (PNS
attack)122–124. This type of attack is executed accordingly: Eve measures the num-
ber of photons in every pulse. If there is more than one photon in the pulse Eve
splits the photons keeping one and sending the others onward to Bob. Eve stores
her photons in a quantum memory until the bases choices are announced, she can
then measure all her photons in the correct basis obtaining information about the
key without introducing any errors in Alice and Bob’s bit strings, and consequently
stay undetected. Even more devastating is the case when there are losses in the
communication channel. Then, Eve can block all single photon pulses, keep one
photon of the multi-photon pulses, and consequently obtain complete information
about the key. While a simple PNS attack can be detected by observing a change in
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the photon-number statistics, more sophisticated PNS attacks still put a limitation
on the total loss in the channel acceptable to keep the security of the key18,125. In
practice, a limitation on the total loss in the channel imposes a limitation on the
distance over which the QKD protocol can function, since the longer the commu-
nication distance the higher the total loss.

A countermeasure for the PNS attack in a realistic QKD setup was first pre-
sented by Hwang in 200319. This protocol was named decoy-state QKD, and the
main idea is that Alice deliberately sends multi-photon decoy pulses mixed with
the signal pulses, where the decoy pulses are used to detect an eavesdropper by re-
vealing photon-number dependent attenuation, while the signal pulses are used for
key generation. Using the decoy-state protocol significantly diminishes the effect of
the PNS attack resulting in an increase of the communication distance.

Since the first conceptual idea was presented a rapid development has followed
both theoretically126–128 and experimentally129–131, resulting in a well analyzed
and tested secure QKD protocol. The first analysis investigated the situation when
weak coherent pulses were used as an approximation of a single-photon source. The
main idea is then that Alice uses three different states to send to Bob, classified by
the average photon number of the states, µ, µ′ and vacuum. She chooses randomly
which state to send, and after the transmission Bob announces which pulses he
detected. Alice can from this information calculate the counting rate of each of
the three classes of states, i.e., the probability for a detection at Bob’s when states
from each class, respectively, was sent from Alice. As in any other QKD protocol
they can also determine the QBER for each set of states separately. From these
experimental values, one can derive a lower bound for the counting rate of single-
photon states and an upper bound for the QBER of single-photon states. In turn,
from these quantities, one can then determine a lower bound for the key generating
rate as a function of the total losses of the cryptosystem. In general, the distance
for secure QKD is found to be of the order of a 100 km.

The principle of the decoy-state protocol has been extended to the case when
heralded single-photon sources (HSPS) are used. The results for the key rate is
then further improved as a consequence of the more advantageous photon-number
statistics of a HSPS compared to a weak coherent pulse source. An experimental
implementation of a decoy-state protocol using a HSPS is presented in Paper 6. This
proof-of-principle experiment indeed shows that this QKD system can, in principle,
tolerate the highest losses or give the highest secure key generation rate under fixed
losses compared to other practical schemes. In Fig. 5.4 a comparison between using
a source of weak coherent states (WCS) and a HSPS is made in the cases of the
standard BB84 protocol and the decoy-state protocol (for a detailed account see
Paper 6). Our implementation uses SPDC in a PPLN crystal to produce photon
pairs with wavelengths of 809 nm and 1555 nm, respectively. The 809 nm photons
announce the presence of the heralded single photons at 1555 nm, photons that
have travelled 25 km through single-mode optical fiber from Alice to Bob before
detection. During a typical measurement of 200 min, with a total loss in the system
of 36 dB, we obtain a secure key of 3.77 × 103 bits. This is a lower final key rate
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Figure 5.4. The key generation rate vs the total losses comparing different schemes.
Numerical simulations are done in the case of: (a) WCS without decoy-state method;
(b) HSPS without decoy-state method; (c) WCS with decoy-state method; (d) HSPS
with P cor = 30% using decoy-state method; (e) HSPS with P cor = 70% using decoy-
state method; (f) ideal single-photon source .

than in many other systems, and the reason for it is the presently large losses
in our system. However, these losses can be significantly decreased (for a detailed
discussion see Paper 6), consequently making this HSPS-based decoy-state protocol
a promising and realistic candidate for future QKD systems.



Chapter 6

Conclusions and future directions

I have but one lamp by which my feet are guided, and
that is the lamp of experience. I know no way of
judging of the future but by the past.

Edward Gibbon

Coming to the end means it is time to summarize and to look forward. Hence, in
this chapter we make some conclusions about the research presented in this thesis,
and discuss the future directions of the field of quantum communication.

6.1 What have we achieved?
To build a quantum-communication system offers an abundance of challenges, both
conceptual and technological. Through research, the limit of what we understand
and can implement is constantly pushed forward. In the work presented in this
thesis, we started with the very source in a photonic quantum-communication sys-
tem: a single photon source. We have designed photon-pair sources based on the
process of spontaneous parametric downconversion, and we have focussed on opti-
mizing such a source regarding its spatial emission in order to couple the photons
as efficient as possible into optical fibers. This has been thoroughly investigated
in Paper 2 where we present a analysis of the spatial emission from SPDC in a
quasi-phase matched, bulk KTP crystal. To our knowledge, this is the first such
analysis taking into full account the focussing of the pump beam, i.e. making no
thin crystal approximation, and the focussing of the fiber collection optics to opti-
mize the coupling efficiencies. Our conclusion is that nearly perfect fiber coupling
can be achieved if the experimental setup is designed properly.

We have used these results to build a source of polarization-entangled photon-
pairs (Paper 1 and Paper 3). We have used two orthogonally oriented quasi-phase
matched KTP crystals giving collinear propagation for the wavelength combination
810 nm and 1550 nm for the signal and idler. This choice combines the best of two
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worlds: efficient single-photon detectors at 810 nm, and low attenuation in optical
fibers at 1550 nm, enabling long-distance communication. To our knowledge, this
is the first implementation of such a source.

Apart from the optimization of the spatial emission, in Paper 2 we also discuss
the spectral properties of the emission. We come to the conclusion that using longer
downconversion crystals is beneficial. Longer crystals generate more photon pairs
due to the longer interaction length, but it decreases the amount of photons within
the bandwidth that can couple into single-mode fibers. However, the increase is
larger than the decrease, resulting in a net increase of the photon flux in the fibers
with growing length of the crystal. Hence, it is advantageous to use longer crystals
as long as the focussing configuration is adapted to the crystal length.

Having a narrow bandwidth is also beneficial by itself since this, e.g., gives less
chromatic dispersion when traveling trough fibers, opens the possibilities to ad-
dress atomic transitions, and makes it possible to use standard telecommunication
components. When it comes to addressing atomic transitions, the prospect is to
be able to build quantum memories. Our sources do not have sufficiently narrow
bandwidths required for such an application, however, using even longer crystals,
most likely in a waveguide structure, will decrease the bandwidth further without
sacrificing high photon flux. The possibility to use standard telecommunication
components have we already explored. In Paper 5 we use wavelength multiplexing
to send both the single photons and a strong reference signal through the same
fiber. By using long crystals, the bandwidth is small enough to use a standard
WDM environment with a channel spacing of 0.8 nm and still keep the necessary
isolation between the quantum and the synchronization channels. Consequently,
this source is compatible with current optical networks. To our knowledge, there is
only one other group worldwide who has reported such a narrow spacing between
quantum and classical channels.

The source of Paper 5 is further improved in Paper 7 where we move from a
two-crystal configuration to a single-crystal one. The motivation is that having
such long crystals makes the setup highly sensitive to temperature fluctuations
since these affect the refractive indices, thus the phase of the output state and the
quality of the entanglement. The solution is to use a single crystal and pump it
counter directionally. This gives us a compact and robust source with a brightness,
to the best of our knowledge, significantly exceeding any previously reported bulk-
crystal sources. The narrow bandwidth and the high brightness makes it ideal for
long-distance quantum communication, and a promising candidate for entanglement
transfer from photonic to atomic qubits.

In addition to investigating the spatial properties of the SPDC emission we
have also considered the temporal distribution of the generated photons. We have
investigated this in Paper 4 in the context of a heralded single-photon source; a
source where the detection of one of the photons of a pair is used to announce
the presence of the single photon. The photon-number distribution of the single
photons are then improved significantly compared to a weak coherent-pulse source.
We present a thorough analysis of HSPS concerning photon-number distribution,
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and describe, to our knowledge, for the first time how factors such as fiber coupling
efficiencies, photon rates, detector gate-period, and system losses all affect the
photon-number distribution of the source. We also implement a HSPS and do
indeed obtain a source of highly sub-poissonian photon statistics.

Despite all efforts, there still does not exist any ideal single-photon sources. This
causes, in the context of quantum key distribution, a problem since the uncondi-
tional security is based on the assumption that each qubit is encoded onto a single
quantum system. Having a nonzero probability for multi-photon events jeopardizes
the security by allowing for an eavesdropper to stay undetected. A countermea-
sure was the invention of the decoy-state protocol where the use of decoy states are
used to detect an eavesdropper by revealing photon-number dependent attenuation,
while the signal pulses are used for key generation. Using the analysis from Paper
4 we have built an additional HSPS to generate photons for an implementation of
a decoy-state QKD protocol. This implementation is presented in Paper 6 and this
is, to our knowledge, the first full QKD experiment where a HSPS has been used
together with a decoy-state protocol.

6.2 Where are we going?
Quantum communication has undergone a revolutionary development during the
little over 20 years it has been around. From the first theoretical suggestions to
full experimental implementations. This progress has not only created a new field
of research, but has also changed our view of quantum physics by expanding our
understanding of the full potential of pure quantum mechanical effects such as
entanglement. With these great achievements behind us, the question is where
we are going; what do the future hold in store? Agreeing with Bohr when he
said “Prediction is very difficult, especially about the future”, I will still give some
comments about where I think we might be heading.

If we look at photon-pair sources based on SPDC to use for quantum communi-
cation, they are constantly getting brighter and brighter. Today, generating enough
pairs is hardly ever the problem, instead one often has to limit the pump power
to not increase the probability of multiple pairs within the gate-period too much.
However, it is increasingly important to really be able to use all the generated pairs.
Hence, optimizing the design of the source for efficient fiber coupling becomes more
and more important. A natural development is then to move from bulk crystals
to waveguides where the emission automatically is in a single mode. Even more
interesting would nonlinear optical fibers be where the downconversion would take
place inside the fiber. This is, however, not quite a reality yet.

The sources are also becoming more and more compact, robust, and inexpen-
sive. This means that the sources can be brought out of the lab and used in real-life
applications incorporated into existing optical communication systems. However,
stepping out in the real world means being exposed to real world weaknesses. By
this I mean that, e.g., for quantum cryptography, we are likely to see more eaves-
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dropping attacks especially designed to take advantage of some weakness of the
specific system where it has been implemented. The security analysis must then
take into account the technical specifications of the specific components in that
system to make sure that they cannot be exploited. The real test of the security
of quantum cryptography will probably not come until the day it is more widely
spread.

As a natural development of quantum communication we now move from one-
to-one communication towards quantum networks. There, several users should be
able to communicate with each other over a, in the end, worldwide network. For
this there is, due to the limitation in communication distance, a need for such things
as quantum relays, quantum memories, and quantum repeaters.

A quantum relay is based on entanglement swapping to create entanglement
between systems with no common past. Hence, it relays qubits from one segment of
a communication channel to the next. It cannot increase the overall communication
distance, but it can limit the effects of detector noise. In order to increase the
communication distance, quantum repeaters are needed. The basic idea is that a
quantum repeaters can store qubits and also purify the state. So, if the quality
of the entanglement of a state has decreased due to the transmission through the
communication channel, a quantum repeater can purify the entanglement, thereby
restoring the original state, that can subsequently be transmitted onward. Today,
no fully operational quantum repeaters exist, but they are the goal of extensive
research. As mentioned, quantum repeaters require the ability to store qubits,
i.e., they require quantum memories. The simplest idea for photons is just a loop
of optical fiber. However, this is not a practical solution for most applications,
hence other ideas have been explored. One of them is to use atoms to store the
photonic qubits. Then, the photons must have a wavelength compatible with some
atomic transition, a very narrow bandwidth, and a pulse shape compatible with the
atomic absorption. Hence, sources producing photons with a narrow bandwidth will
become more and more important.

However, even without components like quantum relays, quantum memories,
and quantum repeaters, quantum-communication networks are being developed.
A network for quantum cryptography is presently the goal of a European Union
funded project. There, in lack of the aforementioned components, the nodes of the
network must be kept secure from a third party in order to maintain the security of
the communication. This is an acceptable assumption in practice if a single service
provider operates the network, but from a rigorous security point of view, it of
course jeopardizes the security.

It is desirable for these optical quantum networks to be compatible with current
fiber optical networks. This means working at a wavelength of 1550 nm, where we
have a variety of standard telecommunication components, and to work with narrow
bandwidths. With the design of single-photon sources for emission at 1550 nm, and
optimized for narrow bandwidths this is achievable. Instead, the main limitation
today is, as I see it, the rather inefficient single-photon detectors for 1550 nm. The
InGaAs-based APDs used today with detection efficiencies around 10%− 20% and
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low repetition rates constitute a bottle neck when striving for high communication
rates. Possible solutions have been suggested, such as using upconversion to convert
the 1550 nm photons after transmission to wavelengths where high efficiency Si-
based detectors can be used, and also detectors using superconductivity.

In conclusion, the field of quantum communication is very much alive and flour-
ishing. There are many challenges to overcome before we can fully employ quantum
communication as a part of everyday life. However, in the meantime it will supply
us with a rich field of scientific discoveries, and further increase our understanding
of quantum physics.





Chapter 7

Introduction to the papers

Paper 1: Bright, single-spatial-mode source of frequency non-degenerate,
polarization-entangled photon pairs using periodically poled KTP

The paper presents a source of polarization-entangled photon pairs. The photon
pairs are almost exclusively generated in a single Gaussian spatial mode enabling
efficient coupling into single-mode optical fibers. The photons are non-degenerate
having wavelengths of 810 nm and 1550 nm taking advantage of high efficiency de-
tectors at near-infrared and low attenuation in fibers at telecommunication wave-
lengths. The source consists of two perpendicularly oriented crystals of periodically
poled KTP quasi-phase matched to produce collinear emission resulting in a direct
generation of entanglement.

I collected the final data after a major rebuild of the source together with
P. Marsden and D. Ljunggren. Preliminary results obtained jointly with D. Ljung-
gren from Paper 2 were contributed.

Paper 2: Optimal focusing for maximal collection of entangled narrow-band
photon pairs into single-mode fibers

The paper presents a thorough theoretical and experimental analysis of the emission
of photon pairs generated by SPDC in quasi-phase matched crystals. The goal of
the analysis being to optimize the spatial mode of the emission to couple it as
well as possible into single-mode optical fibers. Altering experimental parameters,
such as the focussing of the pump beam into the crystal and the focussing of the
signal and idler into the fibers, a close to perfect coupling can be achieved. An
extensive numerical implementation of the SPDC process in PPKTP is performed
giving predictions, and subsequently compared to experimental data.

I and the coauthor jointly developed the theory and made the experimental
work. My coauthor wrote the first draft of the paper and we then completed it
together.
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Paper 3: Theory and experiment of entanglement in a quasi-phase-matched
two-crystal source

The paper presents a theoretical and experimental investigation of a source of
polarization-entangled photon pairs generated by SPDC. The source is optimized
for collection of the emission into single-mode optical fibers resulting in high photon
rates. The source is carefully characterized showing, via quantum state tomogra-
phy and a strong violation of Bell’s inequality, that high quality entanglement is
produced.

I together with D. Ljunggren developed the theory and finalized the paper. The
experimental work was initialized by the last two authors, but I and D. Ljunggren
significantly rebuilt the source and performed the vast majority of the experimental
work.

Paper 4: Characterization of an asynchronous source of heralded single
photons generated at a wavelength of 1550 nm

The paper presents a thorough analysis of heralded single-photon sources, inves-
tigating how factors such as photon rates, detector gate-periods, fiber coupling
efficiencies, and losses affect the performance of the source. We also make a com-
parison between synchronous and asynchronous HSPS. We apply the theory to an
experimental realization of a HSPS based on SPDC in a periodically poled KTP
crystal.

The preliminary theory was developed jointly, and then further extended by
myself. I wrote the main part of the paper and did the experimental work.

Paper 5: Narrowband polarization-entangled photon pairs distributed over a
WDM link for qubit networks

The paper present a compact, narrowband source of polarization-entangled photon
pairs. The photon pairs are generated in two orthogonally oriented periodically
poled MgO-doped LiNbO3 crystals and subsequently coupled into single-mode op-
tical fibers. The use of long crystals gives a narrow bandwidth of the photons
making it possible to transmit them over long distances in optical fibers without
significant chromatic dispersion. The narrow bandwidth also allows for wavelength
multiplexing of the quantum and the synchronization channel in the same fiber
making the source compatible with current optical networks.

I together with D. Ljunggren contributed with a theoretical analysis of the design
of the source using the theory developed in Paper 2 and Paper 3 but modified for
the new type of crystal used in this source. I also took part in the initial design of
the experimental setup.
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Paper 6: Experimental decoy-state quantum key distribution with a
sub-poissonian heralded single-photon source
The paper presents an experimental implementation of decoy-state QKD using
a HSPS. The HSPS is based on SPDC in a periodically poled LiNbO3 crystal
and produces a strictly sub-poissonian photon-number statistics. The implemented
protocol is a one-way BB84 with a four-state and one-detector phase coding scheme
which is secure against a large set of eavesdropping attacks.

I discussed the characterization of the heralded single-photon source based on
the theory from Paper 4, and took part in the initial buildup of the experimental
setup of the heralded single-photon source.

Paper 7: A single-crystal source of phase-polarization entangled photons at
non-degenerate wavelengths
The paper presents a bright, narrowband, and compact source of entangled photon-
pairs. The photon pairs are generated by SPDC in a single PPLN:MgO crystal
by two counter-propagating pump-beams. The source produces a hybrid-coded
entanglement in phase and polarization, where the signal is phase-encoded and the
idler is polarization-encoded.

I discussed the theory of this implementation of entanglement generation with
the coauthors, and performed theoretical calculations for the quantum state created
by this setup.
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