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Abstract 

In the era of Industry 4.0, the Internet-of-Things (IoT) plays the driving role comparable to steam 

power in the first industrial revolution. IoT provides the potential to combine machine-to-machine 

(M2M) interaction and real time data collection within the field of manufacturing. Therefore, the 

adoption of IoT in industry enhances dynamic optimization, control and data-driven decision 

making. However, the domain suffers due to interoperability issues, with massive numbers of IoT 

devices connecting to the internet despite the absence of communication standards upon. 

Heterogeneity is pervasive in IoT ranging from the low levels (device connectivity, network 

connectivity, communication protocols) to high levels (services, applications, and platforms). The 

project investigates the current state of industrial IoT (IIoT) ecosystem, to draw a comprehensive 

understanding on interoperability challenges and current solutions in supporting of IoT-based 

smart manufacturing.  

Based upon a literature review, IIoT interoperability issues were classified into four levels: 

technical, syntactical, semantic, and organizational level interoperability. Regarding each level of 

interoperability, the current solutions that addressing interoperability were grouped and analyzed. 

Nine reference architectures were compared in the context of supporting industrial interoperability. 

Based on the analysis, interoperability research trends and challenges were identified. 

FIWARE Generic Enablers (FIWARE GEs) were identified as a possible solution in supporting 

interoperability for manufacturing applications. FIWARE GEs were evaluated with a scenario-based 

Method for Evaluating Middleware Architectures (MEMS).  Nine key scenarios were identified in 

order to evaluate the interoperability attribute of FIWARE GEs. A smart manufacturing use case 

was prototyped and a test bed adopting FIWARE Orion Context Broker as its main component was 

designed. The evaluation shows that FIWARE GEs meet eight out of nine key scenarios’ 

requirements. These results show that FIWARE GEs have the ability to enhance industrial IoT 

interoperability for a smart manufacturing use case. 

The overall performance of FIWARE GEs was also evaluated from the perspectives of CPU 

usage, network traffic, and request execution time. Different request loads were simulated and 

tested in our testbed. The results show an acceptable performance in terms with a maximum CPU 

usage (on a Macbook Pro (2018) with a 2.3 GHz Intel Core i5 processor) of less than 25% with a load 

of 1000 devices, and an average execution time of less than 5 seconds for 500 devices to publish 

their measurements under the prototyped implementation. 
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Sammanfattning 

I en tid präglad av Industry 4.0, Internet-of-things (IoT) spelar drivande roll jämförbar med 

ångkraft i den första industriella revolutionen. IoT ger potentialen att kombinera maskin-till-

maskin (M2M) -interaktion och realtidsdatainsamling inom tillverkningsområdet. Därför förbättrar 

antagandet av IoT i branschen dynamisk optimering, kontroll och datadriven beslutsfattande. 

Domänen lider dock på grund av interoperabilitetsproblem, med enorma antal IoT-enheter som 

ansluter till internet trots avsaknaden av kommunikationsstandarder på. Heterogenitet är 

genomgripande i IoT som sträcker sig från de låga nivåerna (enhetskonnektivitet, 

nätverksanslutning, kommunikationsprotokoll) till höga nivåer (tjänster, applikationer och 

plattformar). Projektet undersöker det nuvarande tillståndet för det industriella IoT (IIoT) 

ekosystemet, för att få en omfattande förståelse för interoperabilitetsutmaningar och aktuella 

lösningar för att stödja IoT-baserad smart tillverkning. 

Baserat på en litteraturöversikt klassificerades IIoT-interoperabilitetsfrågor i fyra nivåer: 

teknisk, syntaktisk, semantisk och organisatorisk nivå interoperabilitet. När det gäller varje nivå av 

driftskompatibilitet grupperades och analyserades de nuvarande lösningarna för adressering av 

interoperabilitet. Nio referensarkitekturer jämfördes i samband med att stödja industriell 

driftskompatibilitet. Baserat på analysen identifierades interoperabilitetstrender och utmaningar. 

FIWARE Generic Enablers (FIWARE GEs) identifierades som en möjlig lösning för att stödja 

interoperabilitet för tillverkningstillämpningar. FIWARE GEs utvärderades med en scenariebaserad 

metod för utvärdering av Middleware Architectures (MEMS). Nio nyckelscenarier identifierades för 

att utvärdera interoperabilitetsattributet för FIWARE GEs. Ett smart tillverkningsfodral tillverkades 

med prototyper och en testbädd som antog FIWARE Orion Context Broker som huvudkomponent 

designades. Utvärderingen visar att FIWARE GE uppfyller åtta av nio krav på nyckelscenarier. 

Dessa resultat visar att FIWARE GE har förmågan att förbättra industriell IoT-interoperabilitet för 

ett smart tillverkningsfodral. 

FIWARE GEs totala prestanda utvärderades också utifrån perspektivet för CPU-användning, 

nätverkstrafik och begär exekveringstid. Olika förfrågningsbelastningar simulerades och testades i 

vår testbädd. Resultaten visar en acceptabel prestanda i termer av en maximal CPU-användning (på 

en Macbook Pro (2018) med en 2,3 GHz Intel Core i5-processor) på mindre än 25% med en 

belastning på 1000 enheter och en genomsnittlig körningstid på mindre än 5 sekunder för 500 

enheter att publicera sina mätningar under den prototyperna implementateringen. 
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1 Introduction 

This chapter firstly presents the general background for the area and the detailed motivation of the 

project. Section 1.2 describes the specific problem that this thesis addresses. The purpose of the 

work is described in Section 1.3. The proposed research question is described, along with the goals 

and expected objectives are listed in Section 0. In Section 1.5 the research methodology is 

introduced briefly. In Section 0 the delimitations of the work are stated. The chapter ends with an 

outline of the structure of the thesis. 

1.1 Background 

During the last decade, numerous smart physical objects (so called “things”) have been connected 

and communicate through the internet and form the global network of connected devices called the 

Internet of Things (IoT). According to Cisco’s forecast, 500 billion devices are expected to be 

connect to the Internet by 2030 [1]. The smart physical devices usually contain sensors that can 

sense, collect, and communicate data, and/or actuators that can react to internal and external 

control signals. The features of connected devices enable IoT applications to monitor, aggregate, 

analyze, deliver business insights, increase efficiency, and providing more informed decisions.  

The IoT technologies are permeating ubiquitously in a wide range of applications in multiple 

domains and revolutionizing almost all aspects of society, such as healthcare, agriculture, 

transportation, weather forecasting, smart home and smart city, etc. For industry, IoT provides the 

potential to combine machine-to-machine (M2M) interaction, real time data collection, and big data 

analyzation within the field of manufacturing. This would further enhance dynamic optimization, 

control, and data-driven decision making [2]. 

A cyber-physical system (CPS) is a mechanical system where physical components (mechanical 

systems, electrical systems, human operators, etc.) and cyber components (communication, 

computation, control, etc.)  are deeply intertwined, and different components interact with each 

other to exchange information [3]. There is tremendous adoption of CPSs in manufacturing industry, 

occasionally referred to as cyber-physical production system (CPPS). A CPPS usually consists of a 

physical shop-floor coupled with a digital twin, which uses the monitoring data collected from the 

shop-floor to build a digital replica as a “twin” of the physical shop-floor. Therefore, CPPS supports 

more informed decision making by combining the knowledge from both available physical shop-

floor conditions and big data analysis. 

The concepts of IoT and CPS have distinct origins, with IoT mainly emerging from an 

information and communication technology (ICT) perspective, while CPS has primarily emerged 

from system engineering and control [4]. Despite their origins from different domains, there are 

overlaps between the concepts of IoT and CPS, since they both are concerned about connecting & 

interacting with the physical objects and with digital entities to realize functionality and to enhance 

performance. The industrial Internet of Things (IIOT) and CPS together are key enablers for 

accelerating the ongoing digital business transformation in the so called fourth industrial revolution 

(Industry 4.0) [2].  

Figure 1-1 presents a unified perspective of IoT and CPS. The lower half of the figure represents 

the physical part of the IoT/CPS, which usually includes machinery, equipment, and smart devices. 

These devices capture the data about the physical state of the engineered system and send it via 

networks for further use. The upper half of the figure represents the virtual realm of the ICT systems, 

where the core functionality is communication, computation and control (3C). The data collected 

from various sources are fused and analyzed to support overall decision making. Control decisions 

can be made, and actuating signals can be sent via networks to actuate effectors on the physical state. 
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In another words, CPS/IoT aims to integrate the physical world with the digital world by using 

Internet as media to communicate and exchange information. 

 

Figure 1-1: Components model showing a unified perspective of IoT and CPS (Inspired by Figure 8A on page 

19 of [4]) 

1.2 Problem 

Large numbers of IoT devices are being connected to the internet, despite the fact that no worldwide 

accepted standardization of protocols nor ecosystems have been made [5]. Apart from connecting 

smart devices via an internet infrastructure, there is also a need to understand and utilize the large 

volume of data from dissimilar sources. IoT’s heterogeneity has various dimensions, including 

heterogeneous smart devices, communication technologies, protocols, data format, etc.  

To overcome this heterogeneity, academia and industry are emphasizing the importance of 

“interoperability”, a concept can be generalized as seamless information exchange, the 

understanding of the shared information, and utilization of the shared knowledge to enable services 

and improve performance. Interoperability remains a big challenge for both IoT application users 

and providers. The lack of interoperability is harmful for both users and providers: 

 From a users’ perspective, lack of interoperability means that the services are bound to the 

devices and software provided by a single vendor, which leads to a substantial threat of being 

forced to stick with the vendor and higher costs later on [6].  

 From a providers’ point of view, the incompatibility between different platforms may 

temporarily protect the internal environment but it is harmful for the overall IoT market, since 

the trend is that more and more applications operate on multiple platforms and utilizing 

services across domains. 

Various standard organizations and groups try to enrich interoperability by promoting common 

reference frameworks. A reference framework is created by considering the current state and future 

opportunities in specific technologies to draw guidance for the involved stakeholders [7]. However, 

as a common standard has not yet been agreed upon, a variety of reference frameworks have 

emerged, each defined by experts from different countries and domains. Unfortunately, the variety 

of the approaches is becoming another source of heterogeneity and complexity, despite the fact that 
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the goal of each standardization effort is to overcome the current confusion [7]. Today’s developers 

are overwhelmed with choices for an interoperable solution due to a large amount of published 

recommendations. 

Increasing attention is being placed on the interoperability issues in IoT. As there are several 

research papers and surveys very newly published [2, 6, 8-10], each of them focusing on either IoT 

domain or manufacturing domain. However, there has been no study focused on IoT-based 

manufacturing interoperability, nor has any evaluation been made of the surveyed interoperability 

solutions. This research gap is what this project aims to fill. 

This thesis project intends to investigate the current state of the IIoT infrastructure and focuses 

on the interoperability problem in IoT-based smart manufacturing. The proposed solutions and best 

practices will be evaluated to help understand the possibilities and challenges of interoperability. 

The result should enable more informed decision making within manufacturing industry. The main 

research questions regarding the heterogeneous IIoT systems are: 

1. How do current reference architectures address interoperability?  

2. What solutions will enhance the interoperability of smart manufacturing? 

1.3 Purpose, Ethics and Sustainability 

Considering the problem stated in the previous section, the purpose of this project is to investigate 

incompatibility issues of IIoT systems, and then to evaluate the potentials and possibilities brought 

about by adopting different solutions in the context of IoT-based smart manufacturing. 

This research aims to accelerate digitalization and standardization in the context of the Industry 

4.0 paradigm. The project is expected to contribute to finding interoperability solutions for 

IoT-based manufacturing. Through a structured classification of interoperability issues and best 

practices, the work helps reduce the time spent in searching for related work; therefore, helping IoT 

users and developers define their problem more easily and then quickly find potential solutions. 

The ethical concerns in this area are usually associated with information security and privacy. 

As IoT devices produce huge volumes of data and IIoT applications collect and process this data, 

there have been some massive leaks of personal information. Since IoT devices are usually resource 

constrained, security was usually not a primary concern when developing IoT systems. As threats of 

personal information leakage increase and this trend is further driven by industrial and national 

espionage (due to the sheer number of connected IoT devices), cyber security should be built into 

devices and systems at the outset, instead of as being added as an afterthought. 

Sustainability is one of the concerns when developing technologies. Today, many IoT related 

projects aim to reduce energy consumption and thus lead to a more sustainable future. Moreover, 

Industry 4.0 addresses sustainability by adopting smart solutions and therefore saves nature 

resources. 

1.4 Goals 

This thesis project is taking place in the context a research project in collaboration with Research 

Institutes of Sweden (RI.SE), Ericsson, and several other industrial partners. The overall project 

investigates the state of the IIoT ecosystems to identify a realizable smart solution for accelerating 

the digitalization of the manufacturing industry. The goal is to gain a perspective on the various 

dimension of interoperability in the context of IoT-based smart manufacturing and analyze how 

existing efforts fulfill industrial requirements.  
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The goal of the project has been divided into the following four sub-goals: 

1. Review the enabling technologies, emerging concepts and paradigms in IoT and smart 

manufacturing; 

2. Identify the different levels of interoperability and research existing efforts towards a more 

interoperable IoT ecosystem; 

3. Prototype a manufacturing scenario and then evaluate one possible solution & its approaches 

towards interoperability; and 

4. Identify open challenges and recommendations for IoT-based smart manufacturing. 

 

The expected objectives and deliverables of the investigation are: 

1. A review on related work about enabling techniques, emerging concepts and paradigms in 

IoT and Industry 4.0.  

2. A taxonomy of interoperability issues in IoT-based smart manufacturing. A comprehensive 

analysis of the current efforts addressing interoperability.  

3. Prototype a smart manufacturing scenario adopting one of the studied solutions. Evaluate 

and compare the interoperability performance in the case study. 

4. A thorough analysis of the possibilities and future research directions regarding the 

interoperability challenges in IIoT. 

1.5 Research Methodology 

In order to gain deep insight into the current state of IoT ecosystem (specifically those applied 

in the manufacturing industry), the project will be carried out by using a mix of qualitative and 

quantitative research methods. 

In order to answer the first research problem, the project will mainly employ a set of qualitative 

methods, which includes a review of related literature, a descriptive study, and a comparative study 

to achieve the first and the second sub-goals (stated in the previous section).  

To answer the second research problem, a mixture of qualitative and quantitative methods is 

used in a third and final phase of this project. This work starts by prototyping a case study. 

Experimental research will be conducted using a scenario-based method. A set of quality metrics 

and scales are defined. The evaluation and comparisons of the solutions will be presented using 

quantitative patterns and qualitative analysis. This will complete the third and fourth sub-goals 

(stated in the previous section). 

1.6 Delimitations 

The thesis project is limited to interoperability issues in the context of supporting decision making 

in industrial manufacturing; therefore, other important concerns in the domain (such as security 

and energy consumption) mentioned in the literature review are not further investigated. As a 

result, security, decision making algorithms, business process, machine learning models, big data 

analytics, and hardware deployments are outside the scope of this thesis; despite the fact that in 

practice these aspects could affect the results of this thesis project. 

Interoperability challenges and solutions are addressed from multiple approaches in this work. 

However, due to the complexity of IoT ecosystems and reference architectures, it is impractical to 

survey all the related work in the area nor draw a complete conclusion regarding the research 

questions. Due to the large number of publications and the rapid changes in the IIoT domain, the 

analysis is incomplete by its nature. 
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The prototyped testbed in this case study is implemented using a docker containers and the 

performance experiments are based on simulations, which cannot fully represent the real-world 

implementation.  

1.7 Structure of the thesis 

The reminder of the thesis is structured as follows: Chapter 2 presents relevant background 

information about IoT enabling technology, smart manufacturing, industrial reference frameworks, 

and related work in the area. Chapter 3 presents the detailed methodology and method used to 

investigate the addressed research question. Chapter 4 explain the work that was done. The result 

and the analysis are presented in Chapter 5. The thesis concludes in Chapter 6 with a conclusion and 

suggestions for future work.  
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2 Background 

This chapter provides basic background information about the topic addressed in this thesis. An 

overview of IoT is introduced, followed with an explanation of IoT stacks and protocols. A popular 

development trend of IoT is mentioned and a taxonomy of interoperability in IoT is stated. Section 

2.2 briefly introduced smart manufacturing in Industry 4.0 with key concepts of CPS, OPC UA, and 

key enablers for Industry 4.0. Section 0 briefly introduces several industrial reference frameworks. 

Next, Section 0 goes into greater depth about one of these frameworks. Finally, the chapter ends 

with an analytical summary of related work in the area of this thesis. 

2.1 Overview of Internet of things 

The phrase “Internet of Things” was first proposed by Kevin Ashton in 1999 and refers to connected 

objects using radio-frequency identification (RFID) technology. The emergence of the IoT concept 

within the RFID community reflects its very early utilization trend in tracking and locating physical 

objects, or “things”, which was enabled by RFID tags and is widely adopted in the supply chain. 

However, with IoT’s rapid development during the last two decades, the concept of IoT has evolved 

to be both much more abundant and inclusive. One of the more up-to-date and comprehensive 

definitions of IoT recommended by International Telecommunication Union (ITU) is described as 

follow: 

Internet of things: A global infrastructure for the information society, enabling advanced 
services by interconnecting (physical and virtual) things based on existing and evolving 
interoperable information and communication technologies [11]. 

From the above definition, the ability to interconnect physical and virtual worlds is a critical 

feature of IoT. Unlike in the conventional wired network, the “things” in IoT today are mostly 

resource-constrained smart devices connecting to the internet through wireless networks [5]. To 

accommodate these constrained devices and perform efficient communication even over lossy 

networks, new technologies and protocols have been designed and play key roles in enabling 

IoT [12]. 

The following subsections describe an IoT stack and several common protocols used in IoT. This 

is followed with an introduction to a popular development trend related to IoT. 

2.1.1 Internet of Things stack and protocols 

Since the interconnection of numerous “things” is a key requirement in IoT, network connectivity 

among heterogenous devices is required. Many protocols and standards have been introduced to 

enable connectivity in IoT paradigms. Due to the flexibility and diversity in IoT applications, there is 

no universal agreement on a standard IoT network architecture [5]. Emerging layered IoT 

architectures range from a basic three-layer architecture up to a seven-layer architecture. To serve 

as a guide, a four-layer architecture similar to the four-layer Internet protocol suite (also known as 

the TCP/IP protocol suite) is shown in Figure 2-1. This figure lists popular protocols in each layer to 

provide example. 
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Figure 2-1: An example of a four-layer IoT protocol stack 

 

At the layer providing link layer connectivity, IEEE 802.15.4 is one of the most commonly used 

data link standards for low-rate wireless personal area networks (LR-WPAN) [13]. The IEEE 

802.15.4 was firstly published by Institute of Electrical and Electronics Engineers (IEEE) in 2003 

[14]. It defines the frame format, headers, addressing suitable for power constrained IoT devices. 

The signature feature of IEEE 802.15.4 is to achieve low-cost, low-speed ubiquitous communication 

between devices without requiring an expensive underlying infrastructure. IEEE 802.15.4 provides 

physical (PHY) layer and medic access control (MAC) layers and serves as a basis for later standards 

with their own specific higher layers, such as ZigBee, 6LoWPAN, WirelessHART, etc. [13]. The basic 

standard provides communication between devices at distance up to 10 meters and a maximum data 

rate of 250kbps with possible operation in 868/915/2450 MHz frequency bands [14]. 

ZigBee is one of the most widely used IEEE 802.15.4-based specification with its own suit of 

high level protocols [15].  Based on IEEE 802.15.4, its low speed and low power consumption makes 

it suitable for low data rate applications that require long battery life, such as wireless remote 

control in smart homes [16]. It has a transmission distance around 10-100 meters light-of-sight. 

However, Zigbee device can reach distant ones through its mesh network of intermediate 

devices [15]. 

WirelessHART is also based on IEEE 802.15.4 while with its application focus in automation 

and control systems [17]. It is designed in a backward compatible manner to offer its compatibility 

with wired Highway Addressable Remote Transducer (HART) protocol at application lever [16]. It 

was the first wireless international standard approved by International Electrotechnical 

Commission (IEC) as IEC 62591, in 2010 [17]. 

Wi-Fi, based on IEEE 802.11 standards, is the most commonly used wireless standard for 

traditional wireless local area network (WLAN) [18]. With its seamless interworking with wired 

Ethernet, it has been widely adopted by most power-rich digital devices, such as laptops and 

mobiles. With its almost ubiquitous coverage and its easy deployment, it is an obvious choice for IoT. 

However, it is not preferable in some scenarios, due to its high-power consumption and moderate 

range (a typical transmission range of an access point is around 20m indoors and 100m outdoors). 

Hence, the IEEE 802.11 group addressed the shortcomings of IEEE 802.11 by initiating Wi-Fi 

HaLow (802.11ah), which operates in the 900 MHz band comparing to traditional Wi-Fi in the 2.4 

GHz and 5 GHz bands. IEEE 802.11ah offers an extended range and lower energy consumption [18]. 
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Bluetooth Low Energy (BLE) is a wireless personal area network (WPAN) technology which 

aims to provide reduced power consumption over a similar range as classic Bluetooth (theoretical 

maximum range of 100m at 2400 MHz band) [19]. Comparing to classic Bluetooth, the bit rate of 

Bluetooth Low Energy is lowered from 3Mbits/s to 1Mbits/s (with an option of 2 Mbits/s) in order 

to reduce transmit power. It also has a lower latency (6ms) than the traditional Bluetooth latency 

(100ms) [19]. Similar to Bluetooth, Bluetooth Low Energy is natively supported by most mobile 

operating systems (OS). With its user convenience on mobile devices and its reduced energy 

consumption, Bluetooth Low Energy gains popularity in health care, building automation and smart 

home applications. 

When it comes to supporting IoT in a wider area, cellular network technologies are often 

adopted for low power wide area network (LPWAN). LPWAN technologies can be divided into 

licensed and unlicensed technologies [20]. There are three licensed LPWAN technologies by 3GPP: 

EC-GSM-IoT based on legacy GSM, enhanced machine type communication (eMTC) deployed at 

long-term evolution (LTE) band, and newly launched narrowband IoT (NB-IoT) with lower 

cost [20]. To meet the low-cost requirement of constrained IoT devices, narrowband IoT (NB-IoT) 

is emerging as a subset of the LTE standard. NB-IoT offers a single limited narrowband and 

supports low cost, high coverage, and high connectivity. Other unlicensed LPWAN technologies 

includes LoRaWAN, SigFox, etc. The further comparison and analysis of the aforementioned 

wireless network technologies are presented in Section 4.1.1. 

At the network layer, the Internet is running out of unique IPv4 address [21]. As a result, Ipv6, 

the version six of Internet Protocol (IP), was introduced as a successor of IPv4 [21]. IPv6 increases 

the size of the IP address from 32 bits to 128 bits [21]. While with the massive numbers of devices 

expecting to connect to Internet, additional IP addresses are a crucial need. IPv6 over low power 

wireless personal area network (6LoWPAN) is a standard that efficiently encapsulates IPv6 long 

headers into IEEE 802.15.4 MAC frame and addresses the problem of fitting the IPv6 address into 

lightweight IoT data link frames [22]. 

At the transport layer, TCP and UDP are the dominant protocols (from the TCP/IP stack) [6]. 

Additionally, there are several emerging IoT application layer protocols that have been proposed by 

different standardization organizations. These application protocols have different features. Four of 

these protocols are described in the following paragraphs. 

Message queue telemetry transport (MQTT) is a lightweight application layer protocol over TCP. 

MQTT is designed for resource-constrained networks using topic-based publish-subscribe 

architecture developed by IBM in 1999 [23]. The publish-subscribe model enables multiple clients 

to connect to the MQTT broker as publishers or subscribers. A subscriber subscribes to a topic at the 

broker and receives messages whenever the publisher of that topic posts messages to the broker. 

This type of data model is effective for push-based communication to the multiple clients and makes 

MQTT a good fit for monitoring purposes. MQTT supports three level of quality of service 

(QoS) [23]. There is also an extension to MQTT called MQTT for Sensor Networks (MQTT-SN), 

which uses UDP as the transport protocol to reduce the size of message payload to further support a 

more constrained wireless environment. 

The constrained application layer protocol (CoAP) [24] is a protocol designed for constrained 

devices by Internet Engineering Task Force (IETF). CoAP adopts the Representational State 

Transfer (REST) model which is widely used in today’s web applications. Details of the RESTful 

services protocol are introduced in Section 2.1.2. Similar to HTTP, CoAP originally supported a 

request/response architecture. CoAP clients sent requests with methods (GET, PUT, POST and 

DELETE) to be applied to the resources at CoAP servers. CoAP was extended to support a publish-

subscribe model utilizing the advantages of CoAP’s simplicity. CoAP runs over UDP using a 

lightweight mechanism and makes IoT applications adaptable for RESTful services. 
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The extensible messaging and presence protocol (XMPP) is a communication protocol based on 

XML over TCP that enables near-real-time exchange of structured yet extensible data between any 

two or more network entities [25]. It originally supported a distributed client-server architecture 

similar to email and is widely deployed over the Internet. Recently, XMPP was extended for IoT 

applications and supports a publish-subscribe model. Due to the use of XML. XMPP has a higher 

overhead than would a binary encoding. Moreover, there is no QoS support in XMPP. 

The advanced message queuing protocol (AMQP) [26] is an application layer protocol designed 

to providing interoperability among multiple middleware implementations at a message level. 

AMQP arose from the finance community in early 2000s. It runs over TCP and supports message-

oriented communication with queuing, routing, reliability, and security. Similar to MQTT, AMQP 

uses a publish-subscribe model but also supports more complete message behaviors. As it was not 

originally designed for constrained scenarios, AMQP is more complicated and has higher overhead. 

Moreover, it supports more features than the other three protocols. AMQP is usually used as an 

asynchronous complement of HTTP. 

Apart from the protocols listed in the example stack (shown in Figure 2-1), there are several 

other important protocols in the adaption layer between these layers. For example, RPL is an IPv6 

routing protocol for low power and lossy networks (LLNs) to provide mechanism whereby point-to-

point (between devices), point-to-multipoint (from a central control device to a subset of devices), 

and vice versa (multipoint-to-point, from devices to a central control device) traffic inside a 

LLN [27]. Lightweight M2M (LWM2M) is a device management protocol designed for constrained 

devices in a M2M environment, defined by Open Mobile Alliance (OMA) [28]. LWM2M defines a 

layer above CoAP to support device management and service enablement [28]. It adds a new 

binding of CoAP over SMS. With the well-defined resource and object models of LWM2M, there is a 

growing interest by enterprises in adopting LWM2M to enable M2M communication. 

2.1.2 RESTful 

Representational state transfer (REST) is an architecture style with a set of guidelines and 

constraints for building distributed hypermedia systems firstly defined by Roy Fielding in 2000 in 

his doctoral dissertation [29]. When the design of a system meets all of the constraints of REST, the 

system can be called as RESTful and an API following the principles can be called a RESTful API. 

The six REST constraints that a RESTful system must adhere to are [29]: 

Client-Server A client-server architecture separates the components by separating the user 

interface concerns from data storage concerns. The separation allows the 

components to evolve independently, thus improving portability and 

scalability. 

Stateless All the client-server operations should be stateless, which means the session 

state is kept entirely by the client. 

Cache In order to improve efficiency, the data within a response to a request must 

be implicitly or explicitly labeled as cacheable or non-cacheable. If a response 

is cacheable, then a client cache is given the right to reuse that response data 

for later, equivalent requests.  
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Uniform Interface A uniform interface between components is the central feature that 

distinguishes the REST architectural style from other network-based styles. 

REST defines four interface constraints: identification of resources; 

manipulation of resources through representations; self-descriptive 

messages; and hypermedia as the engine of application state. While for a 

RESTful API, resources should be uniquely identifiable through Uniform 

Resource Identifiers (URLs). 

Layered system REST allows an architecture of hierarchical layers of multiple servers, while 

the client will not know whether it is interacting with an actual server or an 

intermediate. 

Code-on-demand Clients can get a response including executable code in the forms of applets 

or scripts from the server. This code-on-demand feature enables the client to 

extend its functionality without pre-deployment of the code. 

Examples of the most commonly used protocols used to implement RESTful systems are HTTP 

and CoAP. HTTP and CoAP have similar methods (GET, POST, PUT, and DELETE) and these are 

used by the client to request actions on the resources on the server. RESTful has become a de facto 

style for web services and IoT APIs, since it is often simple and lightweight. Recently, there is an 

emergence of GraphQL originally developed by Facebook [30]. GraphQL provides a way of 

developing web APIs as a competitor to RESTful. In the IoT domain, GraphQL has the potential to 

become a future choice, but at the moment RESTful is still the mainstream for IoT APIs. 

2.1.3 Dimension of IoT interoperability  

According to the IEEE Standard Computer Dictionary, interoperability in Information Technology 

domain generally means “The ability of two or more systems or components to exchange 

information and to use the information that has been exchanged” [31]. Several works specify and 

classify the interoperability challenges in IoT and industry 4.0 with different focus [2, 6, 8-10].  

Based on a white paper published by The European Telecommunications Standards Institute 

(ETSI) on interoperability [32], European Research Cluster on the Internet of Things (IERC) split 

IoT-specified interoperability into four levels/categories [9]: 

 Technical Interoperability is usually associated with communication protocols and 
infrastructure needed for those protocols to operate. 

 Syntactical Interoperability is usually associated with data formats, syntaxes and 
encodings, regardless of the meaning of the data transferred, e.g., HTML, XML and 
JSON.  

 Semantic Interoperability is usually associated with the common understanding of 
the meaning of the information being exchanged. 

 Organizational Interoperability is associated with the ability to effectively 
communicate and transfer information even between different systems over 
heterogeneous infrastructures, possibly even across different geographic regions and 
cultures.  

Some of examples and common solutions to map different levels of interoperability into IoT 

stack are shown in Table 2-1. These solutions are further discussed in Section 4.1. 
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Table 2-1: Different levels of interoperability example and solutions mapping to IoT stack 

IoT stack Examples Interoperability levels Solutions 

Services/ 

Applications 
 

Semantic, 

Organizational 

Semantic web 

technologies, Fog 

computing 

Data format 
HTML, XML, JSON, and 

Binary 
Syntactical 

Converters, middleware, 

adapters 

Application layer 
HTTP, CoAP, MQTT, 

XMPP, AMQP 

Technical 

Gateways, middleware, 

adapters 

Transport layer TCP, UDP  

Network layer 6LoWPAN, IPv4/IPv6 Gateways, Software-

defined networking 

(SDN), Software-defined 

radio (SDR) 

Link layer IEEE 802.15.4, Ethernet, 

Bluetooth, Wi-Fi, Cellular 

network  

 

2.2 Overview of smart manufacturing 

Modern industrial manufacturing has experienced three revolutions so far. Dating back to late 18th 

century, the use of steam power and waterpower enabled the transition from traditional hand 

production to mechanized manufacturing factories. The second revolution lead a phase of rapid 

industrialization in mass manufacturing using assembly lines in early 20th century. The third 

industrial revolution enables automation and was powered by the development of electronics and 

information technology in the 1970s. 

Today’s manufacturing automation systems are mainly shaped during the third industrial 

revolution [33]. The hierarchical ISA-95 architecture is currently the de facto architectural style for 

building industrial production and control systems [4]. The automation pyramid of the ISA-95 

architecture is illustrated in Figure 2-2. Five layers are defined by ISA-95, from the lowest layer of 

the actual physical production process to the first layer of status monitoring and data acquisition 

using sensors/actuators and controlling with programmable logical controller (PLC). The 

information collected from level 1 goes to the distributed control system (DCS), supervisory control 

and data acquisition (SCADA) which realize supervisory control of the production process in level 2, 

and up to third level of manufacturing execution and towards business level resource planning 

(enterprise resource planning - ERP) in the top level. 
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Figure 2-2: The traditional automation hierarchy of ISA-95. (Inspired by Fig.5 in [4]) 

In 2011, the Germany federal government first used the term “Industrie 4.0” in a technical 

strategy to promote the computerization of traditional industries, such as manufacturing [33]. 

Subsequently, the term “Industry 4.0” is usually used to describe the ongoing fourth industrial 

revolution. Similar to Germany’s “Industrie 4.0” which promoted the digitalization revolution in 

Europe, “smart manufacturing” is yet another term with a similar essence. This latter term was 

introduced by the United States National Institute of Standards and Technology (NIST). Despite the 

dissimilar terms used by different initiatives from several nations, all the terms have a similar 

essence of supporting the transition to smart manufacturing and can be all described under the 

umbrella of the fourth industrial revolution. To simplify the usage of different terminologies, this 

project uses “Industry 4.0” and “smart manufacturing” to refer to the current worldwide 

digitalization revolution in manufacturing industry. 

Smart manufacturing includes a set of technologies, among which the major components are 

IoT, CPS, cloud computing, fog computing, and machine learning. As previously mentioned, the 

technological foundation of smart manufacturing is IoT and CPS, which together aim to integrate 

the physical world with the digital world by enabling seamlessly information exchange and 

communication through the network infrastructure. The adoption of IoT and CPS concepts in 

manufacturing has evolved control systems from their classic centralized hierarchy to a more open 

decentralized approach with the possibility of information exchange between multiple applications 

and systems.  

To present an overview of smart manufacturing, several key terms and enabling technology will 

be introduced in the following subsection, with more detailed insight about de facto industrial 

communication standard OPC UA in Section 2.2.2. 

2.2.1 Key enablers in Industry 4.0 

Over the last decades, a lot of new terms have emerged within Industry 4.0. As already mentioned in 

the previous sections, all these paradigms are built around the concept of CPS through digitalization 

and integration between engineered systems and ICT systems. In this section, some key terms and 

enabling technology in smart manufacturing are briefly introduced: 
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Cloud manufacturing Cloud manufacturing was first introduced in [34] by Xun Xu. It utilizes 

cloud computing and shifts the focus from production-oriented 

manufacturing towards service-oriented manufacturing. Cloud 

manufacturing can be defined as “a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of 

configurable manufacturing resources (e.g., manufacturing software 

tools, manufacturing equipment, and manufacturing capabilities) 

that can be rapidly provisioned and released with minimal 

management effort or service provider interaction” [34]. 

Predictive Maintenance Maintenance of machine components and manufacturing systems are 

usually based on diagnosis and prognosis. Diagnosis relates to the 

detection and identification of fault, while prognosis refers to the 

prediction of possible failures or forecasting of likely outcomes [35]. In 

the context of manufacturing, prognosis is realized by calculating the 

remaining useful life (RUL) of machine tools or systems. Predictive 

maintenance (or condition-based maintenance) refers to maintenance 

process before a detected fault and includes the steps of data 

acquisition, data processing, and maintenance decision making [36]. 

Predictive maintenance is enabled by cloud manufacturing and 

massive data analysis. According to D. Mourtzis and E. Vlachou, 

maintenance accounts for as much as 60 to 70% of a production 

lifecycle’s total costs [37]. Comparing to traditional periodically 

performed scheduled maintenance or corrective maintenance after 

detection of a fault, predictive maintenance significantly increases 

product quality, system safety, and maintenance efficiency while 

minimizing machinery downtime and possible loss due to equipment 

or system failures. 

Fog/edge computing 

 

To expand the capabilities of cloud computing, fog computing (also 

known as edge computing) was introduced as a distributed architecture 

that bridges the connected things to the cloud. Fog computing moves 

the storage, computation, and networking services from the cloud of 

the edge of the network. In the context of smart manufacturing, fog 

computing can flexibility be located at different levels. The benefits of 

adopting fog computing in manufacturing includes many aspects. For 

example, fog nodes support real-time services for latency-sensitive 

applications by storing data close to the data sources. By storing data 

locally, fog computing can also enhance security and reduce network 

loads compared to sending everything directly to the cloud. Fog 

computing can also enhance data fusion and advanced analytics by 

sharing computational power at the network’s edge [38]. 

2.2.2 OPC Unified Architecture (OPC UA)  

Open Platform Communications Unified Architecture (OPC UA) is a data exchange protocol 

designed for manufacturing and automation communications. It was introduced as a successor of 

the classic Object Linking and Embedding (OLE) for Process Control (OPC) model, which is a 

client/server communication model first designed in 1996 by Microsoft as a Microsoft Windows 

COM/DCOM (Distributed Component Object Model) bounding to standardize communication 

between software components in industrial environment [39]. The OPC classic specifications, 

namely OPC Data Access (OPC DA), OPC Alarms &Events (OPC AE), and OPC Historical Data 
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Access (OPC HDA), provide separate definitions for accessing process data, alarms and events, and 

historical data [40]. IT spread widely in the automation industry through the past decades. 

As the technology evolves, the OPC foundation introduced platform independent OPC UA 

Service-Oriented Architecture (SOA) a decade ago [41]. OPC UA dose not rely on Microsoft OLE nor 

DCOM technology as classic OPC does [39]. Therefore, OPC UA is operating system independent 

and hardware platform independent. It is designed to be backward compatible with OPC classic 

specifications yet offers more capabilities. 

The OPC UA specifications are layered and independent of the underlying transport protocols 

and computing technology, which opens the possibilities of mapping to future technologies. Figure 

2-3 presents the OPC UA stack. As for transport layer, OPC UA TCP, SOAP/HTTP, OPC UA HTTPS, 

and WebSockets are supported for the users to choose from. To provide a secure channel layer, 

several security protocols can be personalized to secure a communication channel to realize 

application level security. Three data encodings are defined: OPC UA Binary, OPC UA XML, and 

OPC UA JSON. 

 

Figure 2-3: OPC UA stack overview (Inspired by [42] page 5 Figure 1) 
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The OPC UA system is based on the client-server architecture [42]. Applications use the OPC 

UA Client API and/or Server Application Programming Interface (API) to exchange messages. The 

client/server API handles the request and response messages between the servers and clients. It 

isolates the OPC UA application code from the underlying communication entity. In the most recent 

OPC UA specifications, the OPC UA PubSub model has been added – and supports either a broker 

mode or a brokerless mode in order to support message exchange in several scenarios that do not 

require the system components to acknowledge each other. 

In OPC UA, address space provides a standard way for servers to represent objects to clients. In 

address space, every entity is represented as a node. OPC UA defines eight non-extensible node 

classes: Object, Variable, Method, View, ObjectType, VariableType, ReferenceType, and 

DataType [42]. A node is uniquely identified by a NodeId and is described by a set of attributes and 

connected to other nodes by references. 

Security is a major concern of OPC UA. A suite of controls is provided to address security at 

different levels. Encryption and OPC UA provides a security model where security settings can be 

configured by the user to meet different security requirements. Encryption and signatures assure 

integrity and confidentiality at the transport layer. The security mechanism of the communication 

layer is to establish a secure channel utilizing X.509 to provide application layer authentication. The 

application layer manages the authorization and authentication of the servers and clients. 

Another important feature of OPC UA is that it offers an information model to represent 

structure, behavior, and semantics. The multi-lever information modeling framework of OPC UA is 

shown in Figure 2-4. The OPC classic specifications can be extended with industry standards. With 

close collaboration with many standards organizations from different domains (for example, 

MTconnect, ISA-95, PLCopen, IEC6186, …), the OPC Foundation created different OPC UA 

information models to support semantic interoperability. The UA information models can also be 

extended by users to create personalized vendor information models. 

 

Figure 2-4: OPC UA information modeling framework (Inspired by [41]) 
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2.3 Industrial Reference Architecture 

Numerous reference models and architectures have been developed to fulfill the highly dynamic 

requirements of IIoT. Most reputable ICT vendors have developed their own commercial cloud IoT 

platforms based on public cloud approach, to name a few: AWS IoT by Amazon, Azure IoT suit by 

Microsoft, Google Cloud IoT by Google, Prefix IIoT by GE Digital and Watson Internet of Things by 

IBM. 

Following part of this section gives a summary of several popular emerging IoT frameworks for 

industrial applications. Note that the frameworks are presented in alphabetical order, hence there is 

not any ranking. 

2.3.1 Arrowhead 

The EU Arrowhead project started in 2013 and recently continued as a part of the ongoing EU 

project called Productive 4.0 [43]. The resulting Arrowhead framework is a SOA based framework 

for building scalable and interoperable IoT-based automation systems. In Arrowhead, a service can 

be implemented to use a number of SOA protocols, such as MQTT, CoAP,  XMPP and OPC UA [44]. 

Arrowhead features a local cloud approach as its key concept to provide core automation 

services in a protected manner [43]. A minimal local cloud includes three mandatory systems: 

service registry and discovery system, orchestration system, and authentication and authorization 

system. These systems enable data exchange between two applications within a local cloud. To serve 

all the automation demands, simultaneously interactions between multiple clouds are required. The 

GateKeeper handles the communication between these local clouds. Additional automation systems 

and services are also available, such as plant description, QoS manager, event handler, and 

translation. 

2.3.2 FIWARE 

FIWARE is an open source framework of a set of standards for context data management to support 

the development of smart solutions beyond IoT use cases [45]. Figure 2-5 shows the principle 

components of FIWARE. The core feature of FIWARE is the handling and management of context 

information. The FIWARE Context Broker is the main component used to achieve this feature. 

Around this broker there is a suit of complementary FIWARE components available. 

 

Figure 2-5: The FIWARE principle components (From FIWARE Developers [46]) 
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The Next Generation Services Interface (NGSI) is a standardized API for RESTful interactions 

between the Context Broker and other components [47]. The NGSI API defines a data model, a 

context data interface, and a context availability interface. The current specifications of FIWARE 

reference data models are NGSI-v2 [47] and NGSI-LD [48]. For IoT use cases, FIWARE describe a 

FIWARE I0T architecture, which consists of the Orion Context Broker (OCB) and IoT Agents. IoT 

Agents bridge between NGSI and typical IoT protocols, such as HTTP/MQTT, LWM2M, LoRaWAN, 

and OPC UA. The specifications of the FIWARE APIs and reference implementations of FIWARE 

components are publicly available for developers to use. Additional details about FIWARE are given 

in Section 0. 

2.3.3 Industrial Internet Reference Architecture (IIRA) 

IIRA is an open architecture published by Industrial Internet Consortium (IIC) for IIoT systems 

regardless of specific their domains. It has four viewpoints: Business, Usage, Functional, and 

Implementation [49]. Three typical example architecture patterns are introduced: three-tier 

architecture pattern, gateway-mediated edge connectivity and management architecture pattern, 

and layered databus pattern. However, concrete open source implementations of this architecture 

are lacking. In their connectivity framework [49], DDS, OPC UA, MQTT, CoAP, and HTTP are the 

recommended connectivity standards. Among the standards, OPC UA is regarded as originated 

from the manufacturing industry while MQTT and CoAP are based on telecommunication vertical. 

DDS and Web service are regarded as general-purpose; hence, they are usually applied to multiple 

domains. IIRA addresses interoperability by introducing core gateways to connect the 

recommended core standards. 

2.3.4 Kaa IoT Platform 

Kaa is an open source middleware platform based in the US and it is designed for multipurpose 

enterprise IoT development [50]. The concept of the Kaa platform is to break the features of the 

platform into different components, or in other words, into a range of microservices that are 

functionally packaged in Docker images. The flexibility of this microservice architecture helps the 

Kaa platform support plug and play when implementing different use cases; therefore, reducing 

development time and cost. The core features of Kaa include device management, communication, 

data collection, data visualization, and configuration management. Kaa adopts MQTT as its default 

protocol while also offering possibilities of future CoAP bindings. Kaa currently supports transport 

using plain MQTT, MQTTS, and MQTT over Websocket [50]. 

2.3.5 Open Connectivity Foundation (OCF) 

OCF is an American international industry group promoting interoperability for industrial 

connectivity. The core specification is based on a RESTful architecture and adopts a specific 

transport protocol suite (CoAP over UDP over IPv6) [51]. OCF has a Concise binary object 

representation (CBOR) based on the JSON data model as the default encoding scheme. 

An implementation of the OCF specification called IoTvity and a lightweight version IoTivity-

Lite are available [51]. The ancestor of IoTivity is another open source software framework called 

AllJoyn, which was initially designed for industrial lighting and smart homes. Detailed 

specifications of the OCF core and tutorials about IoTivity tools are available online for developers. 

With a fixed transport protocol suite and a rather fixed structure, OCF is more of a technical 

standard for a developer than a general-purpose industrial reference architecture. 
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2.3.6 Reference Architecture Model Industrie 4.0 (RAMI 4.0) 

RAMI 4.0 is an SOA proposed by the German Plattform Industrie 4.0 especially for smart 

manufacturing and CPS [52]. This model consists of a three-dimensional map combining a six-layer 

architecture (namely asset, integration, communication, information, functional, and business) with 

the product life circle axis (namely development, maintenance usage, production, and maintenance 

usage) and the factory hierarchy axis (namely product, field device, control device, station, work 

centers, enterprise, and connected world). 

RAMI 4.0 mainly serves as guidance for entrepreneurial and technical concerns in industry 

internet. RAMI 4.0 does not propose a detailed technical implementation but rather recommends 

standards for each layer with a focus on the manufacturing domain. Architecture alignment and 

cooperation between RAMI 4.0 and other similar frameworks (such as IIRA) are available. 

2.3.7 ThingsBoard 

ThingsBoard is another open source platform for data collection, processing and visualization for 

IoT solutions [53]. It enables the developer to customize rich real-time IoT dashboards for data 

visulisation and device remote control.  The ThingsBoard Rule Engine allows user to create complex 

rule chains in order to process data and build event-based workflows that suit different use cases. 

ThingsBoard Inc. is a Ukraine-based US corporation founded in 2016. The ThingsBoard IoT 

platform has gained popularity over the past few years. It supports connectivity via MQTT, CoAP, 

and HTTP. Integrations with OPC UA server, the SigFox backend, and the LoRaWAN backend are 

also available to convert payloads into the ThingsBoard format [53]. Devices connecting to AWS IoT 

broker, IBM Waston IoT broker, and Azure Hub can also be accessed through ThingsBorad. 

ThingsBorad has been successfully applied in fleet tracking, smart metering, smart farming, and the 

smart energy domain. 

2.3.8 ThingSpeak 

ThingSpeak is an IoT analytic platform for data aggregation, data analysis, and data 

visualization from Mathworks [54]. Its main features are advanced data analysis and visualization 

directly using Matlab.  ThingSpeak allows devices to update and receive update via MQTT API or 

REST APIs.  

2.3.9 ThingWorx 

ThingWorx is an IIoT platform designed by PTC Inc. for rapidly development of IoT solutions with 

adequate capability and flexibility [55]. The ThingWorx platform offers a complete set of IIoT 

functionalities including connecting, building, analysis, management, and experience. ThingWorx 

proposed a data model defining three entities (including Things, Thing Template, and Thing Shapes) 

and four components (including Properties, Services, Events, and Subscriptions) to describe 

connected devices. 

To connect devices with ThingWorx, the major connectivity methods are a REST API and Edge 

MicroServer [55]. The ThingWorx Edge MicroServer is available as a binary executable for Linux 

and Windows. It establishes an always on bidirectional connection with the ThingWorx platform. 

For IoT devices that cannot run Edge MicroServer, there are MQTT and CoAP protocol adapters to 

communicate with native protocol devices and ThingsWorx. To integrate with existing 

infrastructures, ThingWorx offers IoT connectors to connect devices using AWS or Azure cloud. As 

an industry oriented IIoT platform, ThingWorx offers a suite of 150+ industrial device drivers to 

connect with multiple types of industrial equipment via Windows clients. 
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Notably, ThingWorx offers three pre-built manufacturing applications to help improve 

operational efficiency and productivity. These applications are role-based: Controls Advisor offers 

seamlessly connectivity with PLCs and assets via the OPC server; Asset Advisor provides real-time 

monitoring of asset status and health to improve maintenance efficiency; and Operator Advisor 

helps increase workforce productivity [55]. 

2.4 FIWARE Generic Enabler (FIWARE GE) 

FIWARE is a project sponsored by the European Commission with ICT industry to accelerate 

the deployment of smart solutions in various domain as a part of their Future Internet programme. 

As mentioned in Section 2.3.2, the core feature of FIWARE is context management. The Context 

Broker is the core and only mandatory component for developing any “Powered by FIWARE” 

solutions. Around the core context management, there is a rich suite of complementary FIWARE 

Generic Enabler (GEs) that can be added to build smart solutions, as shown in Figure 2-5 (on page 

17). For example, in the catalogue of context processing, analysis, and visualization using, FIWARE 

GE Cosmos supports big data context analysis, Kurento supports real-time processing of media 

streams, Knowage offers business intelligence and data visualization, and FogFlow [56] can be used 

for building IoT edge computing networks. In the catalogue of context data/API management, 

publication and monetization, GEs such as Keyrock, Wilma, and AuthZForce PDP/PAP offers 

add-on security to a smart solution. FIWARE offers interfaces to connect to IoT devices, robotics, 

and third-party systems to gather context information or trigger actuations. For example, the IDAS 

GEs offers a wide range of IoT-agents with interfaces to the most used IoT protocols. Fast Real Time 

Publish-Subscribe (RTPS) is an incubated GE that helps interface with robotic systems. 

The following subsections gives details about the main components and key concepts of 

FIWARE GEs. 

2.4.1 Core Context Management GE 

To support smart solutions, the FIWARE provides means of produce, collect, publish and 

consume context information. The FIWARE core context management is based on OMA Next 

Generation Service Interface (OMA NGSI) specifications using NGSI-9 and NGSI-10 interfaces. The 

NGSI-10 interface is used for exchanging entities and attributes. The NGSI-9 interface is used for 

exchanging availability information about the entities and attributes. 

The context information is characterized by entities with their attributes and the values of the 

attributes using the FIWARE context data model. FIWARE harmonized data models offer 

guidelines and predefined data models for several use cases (devices, alerts, point of interests, 

environment, key performance indicator, etc.). The FIWARE context data model is introduced in 

section 2.4.2.  

Orion Context Broker (OCB) is an open source C++ implementation as part of FIWARE 

platform [57]. OCB offers management of context information including updates, queries, 

registration and subscription. The Context Broker holds only the latest value of the entities and 

attributes. In order to store and get historical context information, other FIWARE GEs like 

QuantumLeap, Cygnus and Daraco can connect with OCB to generate context history and store 

historical data. 

2.4.2 NGSI context data model 

The FIWARE NGSI context data model is defined in NGSIv2 Open API specifications [47]. As 

summarized in Figure 2-6, NGSI data model consists of three major elements: entity, attribute, and 

metadata. Entities and attributes in NGSIv2 are represented by JSON Objects.  
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An entity is the core element of NGSI context data model. An entity represents a physical or 

logical object (e.g., a sensor, a machine, a room, an alarm in a system, etc.). Each entity is uniquely 

identified by a combination of entity id and entity type. Entity type describes the type of the thing 

represented by the entity. For example, an entity with id “KistaObserved_001” could be of type 

“EnviromentObserved”. 

Context attributes describe the properties of a context entity. An entity can have multiple 

attributes. For example, “Temperature” and “Humidity” can be the attributes of the entity 

“KistaObserved_001”. An attribute is characterized by its name, type, and value. The attribute type 

is the NGSI value type of the attribute value. NGSI has its own value type system for attribute values, 

so that NGSI value types are not the same as JSON types. Finally, attribute values contain the actual 

data of the attributes. Optional metadata can also be added to an attribute value when needed. 

Context metadata describes the properties of the attribute. The context metadata is 

characterized by its name, type, and value similar to context attributes. Multiple metadata can be 

optionally included in the value part of an attribute. For example, the “Temperature” attribute can 

have “accuracy” and “timestamp” metadata within its value. The metadata type is a NGSI value of 

the type of the metadata value. 

 

Figure 2-6: NGSIv2 data model conceptual diagram (From [47]) 

To further support linked context data, an extension of NGSIv2 called NGSI-LD is defined using 

JSON-LD by ETSI Context Information Management (CIM) [58]. It supports more complex context 

data management by using linked data. The UML representation of NGSIv2 data model is shown in 

Figure 2-7. A simple mapping script between NGSIv2 and NGSI-LD is offered by FIWARE 

Community [59]. 
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Figure 2-7: UML representation of NGSI-LD information model (From Page 23 of [58]) 

The main elements of NGSI-LD are entity, property, and relationship. In the context of 

traditional NGSIv2, attributes and their value in NGSIv2 can been migrated to properties in 

NGSI-LD. Relationships establish associations between instances by linked data. The core class is 

entity. An entity can be the subject of properties and relationships while relationships and 

properties can be the subject of other relationships and properties (called “relationships-of-

relationships” or “properties-of-relationships” or “relationships-of-properties” or “properties-of-

properties”). All elements are identified with an ID and type by using Uniform Resource Identifiers 

(URIs). 

2.4.3 IDAS IoT Agents 

As mentioned in the previous section, one big challenge in IoT is to overcome the heterogeneity of 

devices talking different protocols. Instead of trying to solve the battle of protocols at the device 

level, FIWARE offers solutions which allow coexistence of standards.  

The simplest and most common FIWARE IoT use case scenario is represented in Figure 2-8. In 

this use case, the FIWARE Context Broker manages the context information. Applications and 

services can reach the Context Broker through its northbound interface using NGSI. On the 

southside of the Context Broker, different IDAS IoT Agents are connected using NGSI. These IoT 

Agents allow a group of devices to talk to the Context Broker while using their own native protocols, 

i.e., an IoT Agent translates an IoT specific protocol into or from the NGSI context information 

model. Currently, most widely used IoT protocols (such as HTTP, MQTT, and LoRaWAN) have 

ready to be used official FIWARE IoT agents. For unsupported protocols, costume agents can be 

built using a FIWARE IoT Agent Node.js module [60]. By mapping different protocols into the 

NGSI context model, IoT agents offer interoperability without requiring the devices or gateways to 

support NGSI natively.  
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Figure 2-8: FIWARE IoT stack (Inspired by FIWARE Tour Guide [61]) 

In FIWARE, all IoT end nodes and resources are represented in the end as NGSI context entities 

and related attributes in the Context Broker. Third party users can access measurement data or send 

commands to devices via the Context Broker — regardless of the underlying devices or protocols. 

Figure 2-9 shows a sequence diagram of different interactions between IoT agents and the Context 

Broker. When a device connects to the IoT Agent, it needs to be provisioned with the IoT agent. The 

IoT agent will register the device with the Context Broker. Measurements are readings from the 

sensors that can be grouped into active attributes and lazy attributes. Measurements are sent to the 

IoT Agent using the devices’ native protocols and pass through the southbound to the Context 

Broker using the NGSI protocol. The transmission of active attributes is initiated by the device. The 

active attribute’s value is sent to the IoT Agent and then updated to the Context Broker. Lazy 

attributes can be accessed by third-party users via a query from the northbound interface of the 

stack. Commands to actuate devices propagate from the north port of the Context Broker and flow 

south down to the north port of the IoT Agents using NGSI. Commands are translated to different 

protocols by IoT Agents and then sent to the device using the device’s native protocols. Once the 

device performs the command, the device can send an acknowledgement (ACK) to the IoT Agent 

who will in turn update the device’s status information in the Context Broker. 

Details of several IoT Agents used in this project will be illustrated in the following subsections. 
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Figure 2-9: Device to NGSI mapping interactions 
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2.4.3.1 IoT Agent-JSON 

The IoT Agent for JSON based protocol provides the bridge between the Context Broker NGSI 

interface and JSON. It acts as a gateway for devise talking the JSON-based protocol (such as MQTT, 

HTTP and AMQP) and the NGSI Context Broker [62]. 

 

Figure 2-10: MQTT binding interactions of IoT Agent-JSON 

For communication using MQTT protocol, provision of the devices is needed in order to let the 

IoT Agent know which topic it should subscribe to. Each MQTT topic has the prefix following the 

form: /<apiKey>/<deviceID>/topicSpecificPart. Where the “apiKey” is an alphanumerical 

string used to group devices and “deviceID” is the ID identifies the device. The device id and API 

keys must be provisioned in the IoT Agent before sending any information. The “topicSpecificPart” 

where different topics are used to separate the different types of messages. For instance, MQTT 

interactions are grouped into three types: measure reporting, configuration retrieval, and 

commands. The MQTT interactions’ sequence diagram is shown in Figure 2-10. 

Measure reporting results in northbound traffic initiated by the sensors. Sensors publish 

measurements as MQTT JSON payloads to the topic using the format 

/<apiKey>/<deviceID>/attrs on the MQTT broker. Devices can also publish a single 

measurement by publishing a value directly to the related MQTT topic using the format 

/<apiKey>/<deviceID>/attrs/<attributeName>. 

To receive commands from the Context Broker, the devices (act as actuators in this case) will 

subscribe to the /<apiKey>/<deviceID>/cmd topic. When a command arrives at the north port of 

IoT Agent, the command is published as a plain JSON object to the topic 

/<apiKey>/<deviceID>/cmd. After the execution of commands, the device will update its execution 

result via the related topic /<apiKey>/<deviceID>/cmdexe. 



26 | Background 

 

 

In the testbed, the JSON Agent is connected by its northbound to the Orion Context Broker and 

southbound to a MQTT broker Mosquitto (further details are given in Section 3.3). FIWARE GEs 

also provide another IoT Agent for MQTT and HTTP called IoT Agent-UL. Similar to IoT Agent 

JSON, IoT Agent-UL maps devices using an Ultralight 2.0 syntax into NGSI. Ultralight 2.0 is a 

lightweight text-based protocol for resource constrained devices defined by FIWARE community 

[63]. 

2.4.3.2 IoT Agent-OPC UA 

As introduced in Section 2.2.2, OPC UA is a widely adopted by industry client-server protocol. 

On the factory floor, an OPC UA server is responsible for gathering data from machinery and 

making this data available to OPC UA clients. In the case of FIWARE, the IoT Agent-OPC UA acts as 

an OPC UA client and bridge between the OPC UA server and the Context Broker [64]. 

Before the IoT Agent-OPC UA can interact with the OPC UA server, it needs to become aware of 

the variables and methods that are available at the OPC UA server. Provisioning can be done by 

retrieving a configuration file via the REST API. The OPC UA variables will be mapped into NGSI 

active attributes and OPC UA methods will be configured as commands. 

2.4.3.3 Context provider 

Apart from storing data in Orion’s internal database, FIWARE context availability management 

can record entities and attributes sources via registration operation. 

The registration operation registers the context (entities and attributes) with context provider.  

A context provider is a URL that identifies the source of context data information. When Orion 

receives a context query or update with its targeted context unfindable locally. The Orion will look 

up its registration to check if there are any context providers registered for the targeted element. In 

other words, context provider should be registered before any context query or update request is 

made. 

Figure 2-11 shows the requesting forwarding diagram of context provider. Firstly, the 

registration is made by a POST operation to /v2/registrations/ specifying the context 

provider’s URL, entity and attribute being provided. Then, the request forwarding is triggered by a 

GET request from context consumer. The Orion will forward a query via a POST /v2/op/query to 

the context provider. The context provider will respond the Orion with payload. Lastly, The Orion 

will forward the response to the context consumer. To be noted, the context provider should 

implement NGSI API in order to handle the query from the Orion. In our testbed (later introduced 

in 4.3.2), a NGSI proxy is used to enable communication between Orion and the context provider. 
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Figure 2-11: Request forwarding diagram of context provider 

2.4.4 FIWARE for smart industry 

With the efforts of FIWARE to breaking up the information silos and simplifying data management, 

FIWARE’s reference architecture is expected to accelerate the digital transformation of 

manufacturing industries. Based on the existing industrial reference architectures (such as IIRA and 

RAMI 4.0), a FIWARE-powered smart industry reference architecture is presented in Figure 2-12. 

From a CPS shop floor, IDAS IoT Agents connect to sensors and machinery in the physical 

world. IoT Agents handle data via multiple IoT and industry protocols (such as MQTT, LwM2M, 

OPC-UA, oneM2M, etc.). Fast RTPS works as middleware in robot operating systems 2 (ROS2) and 

offers interface for robotic systems [65]. There are also other incubated system adapters are under 

development that can offer additional connectivity alternatives from the physical shop floor to the 

information cloud. An example of such an alternative is FIROS which works as a translator between 

ROS and the cloud [65]. It transforms ROS messages into NGSIv2 and vice versa. 

The FIWARE OCB integrates the data coming from machinery, sensors, robotic systems, 

coordinate-measurement machine (CMM) systems with management information from information 

systems; therefore, breaking the previous information silos. Historical data can be processed using 

processing engines (such as Flink, Hadoop, or Spark) and be fed to advanced AI, big data analysis, 

and complex event processing services to deliver more valuable insights. Knowage enables KPI 

monitoring and other business intelligence functions. Operational dashboards can be created using 

FIWARE GE WireCloud mashup platform [66]. 

A FIWARE OCB can also integrate with another OCB or connect to third organizations’ 

applications. To address security, access control ensures that the context data are only accessible by 

authorized parties. API management and business support frameworks audit the system. 



 Background | 28 

 

 

 

 

 

Figure 2-12: A reference architecture for smart industry powered by FIWARE (From FIWARE Industry brochure [45])
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2.5 Related work 

Previous work related to the project includes surveys focusing on interoperability and on IoT 

reference architectures. Interoperability solutions adopting FIWARE and IoT interoperability 

testing are also related to the topic area of this thesis. 

A number of surveys of IIoT related standards and frameworks have been published. For 

example, S. Kuila et al. studied several popular and commercially used IoT frameworks and 

platforms in [67]. In 2015, H. Derhamy et al. surveyed 17 commercial IoT frameworks and 

compared them in terms of their architectural approaches and supporting protocols in [68]. A more 

in-depth survey of eight IoT frameworks by major players was presented by M. Ammar in [44], with 

the emphasis on the security mechanisms employed. Reference architectures for interoperable 

manufacturing are discussed in [10], with a focus on interoperability challenges in smart factories. 

M.Fahmideh and D.Zowghi presented a detailed analysis on 63 IoT approaches using a proposed 

evaluation framework, in which the characteristic like context, lifecycle coverage, roles and 

modelling are addressed [69]. To present relations among different frameworks, a visual 

methodology to structure, align and compare existing reference architectures in IIoT domain is 

introduced in [7]. This work presents a configurable visual view showing the relations and 

characteristics between the surveyed reference frameworks [70]. 

The following subsections introduce related work in industrial solutions that have been adopted 

by FIWARE and are suitable for IoT interoperability testing. 

2.5.1 Solutions adopting FIWARE 

This subsection presents four related industrial solutions that have adopted FIWARE GE, with two 

solutions in the manufacturing domain, one in the agriculture domain, and the last one related to 

cross-domain interoperability. 

MASAI is a middleware designed to support IoT data collection and pre-filtering in 

manufacturing environment. The approach is presented using FIWARE IoT Hub in [71]. The 

solution consists of two main components: FIWARE IoT hub and IoT gateway. Factory floor devices 

integrated with the IoT hub through an IoT gateway using MQTT. The data coming from the devices 

is then filtered and streamed to a cloud platform called Cloud Collaborative Manufacturing 

Networks(C2NET) using WebSocket. A use case with MASAI deployment is conducted in a 

laboratory with an assembly line. The case study verified the proposed approach enables the 

collection and monitoring of the factory floor data streams from the cloud platform. According to 

the roadmap on MASAI’s factsheet [72], more manufacturing-oriented protocols (such as OPC UA) 

are being added to the MASAI. 

Alonso et al. [73] presents an implementation of the Industrial Data Space (IDS) Association 

Reference Architecture using the FIWARE GE. The core component of the proposed solution is an 

IDS Connecter, which is implemented by a conjunction of OPC UA IoT Agents and FIWARE OCB. 

The OPC UA IoT Agents map between the objects from the OPC UA servers on the shop floor and 

the domain specific data model defined by NGSI. A zero-defects manufacturing use case is deployed 

for analysis and the required data is retrieved from the milling machines and CMMs. The results 

showed improvements via a quality control service on produced objects, and a predictive 

maintenance system on the milling machine. The solution ensures confidentiality and authenticity 

of the exchanged data by using encryption, identity management, and access control. 

To explore the challenges in IoT enabled precision agriculture, R. Martinez et al. designed a 

FIWARE-based farm management system as a use case scenario in [74].  A comprehensive testbed 

was implemented to test the performance of the FIWARE platform in the context of supporting 
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agriculture applications. The testbed represents the most important part of the use case, with virtual 

IoT nodes acting as context generating nodes, FIWARE OCB and Cygnus acting as the IoT 

middleware connecting to the Cosmos big data analysis, and a sample application querying context 

from Cosmos. Latency and throughput of Orion were evaluated and showed positive result of 

FIWARE supporting scalability in agriculture domain. 

In supporting decision making, a platform for early wildfire detection was designed by N. 

Kalatzis et al. [75]. It realizes cross-domain and cross-platform organizational interoperability by 

utilizing data from various different sources (such as sensors, cameras, weather forecasts, and 

twitter). It introduces an interoperability IoT2Edge agent between the underlying platforms and 

server. The IoT2Edge agent translates the data derived from different platforms into a NGSI-LD 

context information model. Next the NGSI-LD data is sent to the server through an NGSI API and 

stored in the IoT2Edge server. The IoT2Edge server mainly consists of FIWARE OCB, FIWARE 

Cygnus, and decision-making algorithms. Intelligent decision making to estimate the wildfire’s 

danger level is based on the semantic reasoning over the collected data. The system succeeded in 

detecting an actual wildfire incident in Greece (on 23 July 2018). 

2.5.2 IoT interoperability testing  

Testing and evaluation of IoT systems has always been a challenge. Among the testing efforts in IoT 

domain, the following works were identified to be most relevant to address IoT interoperability. 

ETSI has conducted a series of plug test events to validate standards in IoT domains [76]. 

According to the ETSI specification, interoperability testing aims to prove the end-to-end 

functionality of at least two communicating systems. The testing method is referred to as passive 

interoperability testing  [77], which means only observing the behavior of the system undertest at 

the interface that offer only normal user control. S. Datta et al. proposed an approach for semantic 

interoperability testing between IoT systems [78]. In their study, two scenarios regarding semantic 

interoperability testing are defined: interoperability tests between two systems and interoperability 

tests at data level. 

With regard to testing a specific IoT platform – such as FIWARE, the performance of FIWARE 

has been tested using functional testing and stress testing during its quality assurance activities [79]. 

V. Aaujo et al. evaluated performance of FIWARE deployment considering vertical and horizontal 

scalability [80]. A conformance testing of FIWARE was conducted by A. Ahmad et al. who adopted 

model based testing in IoT systems [81]. 

While the ETSI approach in interoperability testing can be used to validate the interoperability 

of protocols and standards, when testing IoT platforms and middleware, efforts have mainly focused 

on functional and performance testing, with a few tests addressing interoperability. 

 



 Methodology | 31 

 

 

3 Methodology 

This chapter provides an overview of the methodology in this project and illustrates how the 

research questions is answered. Section 3.1 describes the research process with underlying reasons 

of why the methods are chosen. Section 3.2 explains the steps in the case study. Section 3.3 presents 

the experimental design in terms of testbed design, hardware and software used, and the planned 

measurements. Section 3.4 explains the assessment of the reliability and validity of the research 

process.  

3.1 Research Process 

The research aims to carry out a throughout analysis of the current state of IIoT ecosystems with a 

focus on interoperability challenges in smart manufacturing. To answer the research questions 

proposed in Section 1.2, the research is designed to use a mix of qualitative and quantitative 

research methods. Figure 3-1 presents the steps conducted in order to carry out this research.  

In order to answer the first research problem, the project utilized a qualitative approach. 

Starting with a background study of IoT and Industrial 4.0, then the related literature was identified 

and reviewed on topics in emerging reference architectures, interoperability surveys, and 

interoperability approaches. The background study and literature review are presented in Chapter 2. 

Based on the understanding gained from studying these earlier efforts, a comprehensive analysis of 

the current interoperability approaches is presented in Section 4.1 where different solutions are 

grouped into concerning about interoperability on different layers. From the analysis of emerging 

solutions, open interoperability challenges in IIoT are outlined in Section 5.1. 

After answering the first research problem, FIWARE was found to be a suitable candidate to 

carry out the case study. With FIWARE’s ability to support interoperability on several levels and its 

IoT agents mapping several popular industrial protocols (such as LWM2M, OPC UA, MQTT, CoAP, 

etc.), FIWARE GEs appears to be a promising candidate for large scale IoT-based industrial 

applications. Moreover, there are several successful ongoing use cases and very active research 

communities powered by FIWARE. Therefore, a case study around FIWARE GEs was motivated. 

In order to answer the second research problem, a mix of qualitative and quantitative methods 

is used. Based on the studied reference architectures and an understanding of the IIoT ecosystem, a 

case study using FIWARE GEs to support interoperability in a manufacturing industry is conducted 

using the method for evaluating middleware architectures (specifically MEMS). After prototyped the 

case study, interoperability testing was conducted using a scenario-based method. Finally, the 

evaluation of the solution is presented quantitatively using a Requirements Traceability Matrix 

(RTM) – see Section 0, starting on page 60.  

 

Figure 3-1: Research Process of this project 
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3.2 Case study method  

In order to test the ability of FIWARE GEs to support interoperability in IIoT, a scenario-based 

method similar to MEMS is used. The main steps of the method and how they are applied to this 

project are explained in the following paragraphs. The case study steps are shown in Figure 3-2. 

 

Figure 3-2: Steps of the case study (Inspired by Fig.1. of [82]) 

The first step is to determine the quality attributes. As MEMS indicates [83], instead of 

requirements derived from business goals, the quality attributes chosen for evaluation should be 

general requirements, such as availability, scalability, security, and performance. In this project, 

with its focus on interoperability, the chosen quality attributes are interoperability and 

performance. 

The second step is to generate key scenarios. Since quality attributes are too abstract to evaluate, 

the scenarios are designed to describe concrete quality attributes requirements. For each quality 

attribute, several scenarios can be identified to identify the sub-concerns regarding each attribute. 

An approach called utility tree [82] is used to provide a top-down structure for explaining the 

quality attributes using concrete key scenarios. The root of the utility tree is a quality attribute. The 

root grows into specific sub-factors as the description of the concrete context of a quality attribute is 

further refined. Finally, the leaves are the key scenarios f0r analyzing the sub-factors. The key 

scenarios, together with the relevant quality attributes sub-factors will be recorded using an RTM. 

The third step is to define quality attribute metrics and scales. For each key scenario, quality 

metrics or scales should be defined. The metrics and scales should reflect how well the system under 

test fulfills each sub-factor of a given quality attribute. Quantitative metrics (such as throughput, 

memory usage, packet drop rate, response time, etc.) can be used to evaluate quantitative attributes 

(such as scalability, reliability, latency, etc.). For qualitative attributes, a common method is to 

define a rating scale. This rating scale indicates how well the sub-factors are fulfilled in each key 

scenario by giving weights or scores according to the definition of the rating. In this project, 

qualitative scales are mainly applied since interoperability is a qualitative quality attribute. 

Qualitative scales can better demonstrate how well FIWARE fulfils the sub-concerns of 

interoperability. Quantitative metrics are used to present the performance of FIWARE. 

The fourth step is the prototype. A prototype is tested in a testbed that has been implemented to 

realize the key scenarios. Experiments are executed and results are measured according to the 

quantitative metrics and qualitative scales. In this project, the prototype testbed considers the most 
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important elements of a FIWARE-based IIoT scenario. Rather than implementing a full function 

manufacturing system, the testbed serves as a minimal representation of a FIWARE-based smart 

factory system. Each component necessary to realize the key scenarios must be implemented in the 

testbed in order to evaluate the interoperability quality of FIWARE GEs. 

The last step is to analyze and present the evaluation results. These results should be presented 

clearly with regard to the individual sub-factors. The results of the testing the prototype are then 

analyzed and after reflecting on the quality attributes investigated a conclusion is drawn. The 

advantages, disadvantages, and tradeoffs of the system under test are analyzed. The results of the 

evaluation are presented in Section 0. 

3.3 Test environment 

This section firstly gives an overview of the testbed. Secondly, the hardware and software used are 

explained. 

3.3.1 Testbed overview 

According to ETSI, interoperability testing are based on functionality experience as a user at 

functional interfaces [77]. In order to test how well the FIWARE GEs meet interoperability 

requirements, testing should prove the end-to-end functionality among at least two systems. A 

schematic overview of the testbed is given in Figure 3-3. This overview highlights the main 

components of the test environment. As was introduced in Section 0, interoperability support in 

FIWARE GEs mainly comes from IoT Agents. The IoT devices act as senders or receivers that 

communicate using their native protocol with the IoT Agent. If the IoT Agent passes the 

interoperability testing, applications or users should be able to interact with the IoT devices through 

FIWARE GEs. The interaction should be bi-directional and include at a minimum sending 

measurement to the OCB and receiving commands from the OCB.  

 

Figure 3-3: Schematic overview of the testbed 

3.3.2 Hardware used 

The testbed is deployed and executed on a Macbook Pro (2018) with a 2.3 GHz Intel Core i5 

processor and 16GB of 2133MHz LPDDR3 RAM running macOS High Sierra v10.13.6 (17G6030) 

and the Darwin 17.7.0 kernel. 
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3.3.3 Software used 

The FIWARE Context Broker is the core component of any FIWARE-based systems. The FIWARE 

OCB runs only on CentOS/RedHat OS. Due to the available hardware used for the test environment, 

this prototype testbed uses Docker containers to implement the services of FIWARE GEs. 

Container technology is an emerging technology which packs applications and their 

dependencies regardless of the underlying OS. Unlike traditional virtual machines (VMs), 

containers virtualize only the OS instead of virtualizing the hardware. Multiple containers can be 

run on top of the host’s OS while sharing the host OS’s kernel and other OS resources. Therefore, 

containers are faster, more lightweight, and more portable than VMs. In this testbed 

implementation, a Docker container wraps the services of FIWARE GEs and makes their execution 

possible regardless of the host’s OS. 

Docker is one of the most popular container platforms for developing, shipping, and running 

applications [84]. The Docker engine follows a client-server architecture. The Docker server is a 

long-term running service called the Docker daemon and it is responsible for building, running, and 

distributing Docker containers. The Docker daemon exposes a REST API so that Docker clients can 

interact with it through scripting or direct command line interface (CLI) commands. In Docker, a 

container is a runnable instance of images [84]. Images can be created or be pulled from a registry. 

A Docker container is by default isolated from other containers and its host machine. Network 

interfaces, storage, and other underlying subsystems can be configured when starting a container. 

In this testbed, docker daemon version 19.03.2 version is used. The set of Docker 

containers are listed in   
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Table 3-1 and Table 3-2 with information about their images and ports. The resource limit for 

docker engine is set to 4 CPUs, 2 GB memory, and 1 GB swap memory.  

Apart from the FIWARE GEs that have been introduced in Section 2.4, there are also some 

other software components being used in this testbed. Those components will be introduced briefly 

as following. 

Eclipse Moquitto is a lightweight open source MQTT broker [85]. It listens to MQTT publish or 

subscribe messages on TCP port 1883 by default. In our testbed, mosquito is running inside a 

docker container pulled from eclipse-mosquitto latest official image. MQTT clients are running 

outside of docker on localhost. They publish or subscribe to mosquito to simulate IoT devices as 

sensors or actuators. 

OPC UA car server is a simple dummy OPC UA server that represents a car object with several 

attributes and methods [86]. In our testbed, this car server is running in a docker container to 

represent an OPC UA server in the factory floor.  

Container advisor (cAdvisor) is a running daemon that collects the resource usage and 

performance characteristics of running containers [87]. It also aggregates, analyzes, and exports the 

information to Prometheus. Prometheus is an open source toolkit for systems monitoring and 

alerting [88]. Prometheus and cAdvisor both offer native support for docker. 

MATLAB is a system for numerical computation developed by MathWorks [89]. In our case 

study, MATLAB_R2018a [90] was used to process the collected data and to generated plots. 

Specifically, Figure 4-1, Figure 5-1 to Figure 5-6 were plotted using MATLAB. 
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Table 3-1: FIWARE component’s containers 

FIWARE GEs Container Image Port 

Orion Context 

Broker 
fiware_orion fiware/orion:latest 

NGSIv1 and NGSIv2 port: 

TCP 1026 

IoT Agent-

JSON 
fiware_iot-agent fiware/iotagent-json 

Provision API: TCP 4041 

HTTP Port: TCP 1896 

IoT Agent-

OPC UA 
fiware_iotage 

  

iotagent4fiware/iotagent-

opcua:1.3.4 

Provision API: TCP 4001 

Administration API: TCP 

8080Host TCP 4081 

 

Table 3-2: Other supporting component’s containers 

Components Container Image Port 

MQTT broker fiware_mosquitto eclipse-mosquitto TCP 1883 

OPC UA server fiware_iotcarsrv iotagent4fiware/opcuacarsrv:1.3.4 TCP 5001 

NGSI proxy fiware-tutorial fiware/tutorials.context-provider TCP 3000 

cAdvisor cAdvisor google/cadvisor:latest TCP 8080 

Prometheus Prometheus prom/prometheus:latest TCP 9090 

MongoDB 

fiware_orion_mongo; 

fiware_jsonmongo; 

fiware_iotmongo 

mongo:3.6 TCP 27017 

 

3.4 Assessing reliability and validity of the data collected 

In the case study, the behavior of the processing requests is observed for the interoperability 

evaluation. For performance evaluation, ten identical trials were run for each test case. The data is 

collected from the Prometheus and further plotted using MATLAB.  

The following subsections describe the assessment of reliability and validity of the research 

process in this project. 

3.4.1 Reliability 

Regarding the analysis and discussion of the current interoperability approaches, this thesis is based 

on major scientific publications founding using search services (specifically Scopus, Google scholar, 

and Primo (from Ex Libris Ltd.)). The reliability of the qualitative process is enhanced by 

identification of relevant publications, systematic classification, comprehensive analysis, and use of 

tables. 

Regarding the case study considering adopting FIWARE GEs for supporting interoperability in 

Industry 4.0, the simulation scenario has certain limitations to reproduce the real-world 

deployment. However, the case study does give a reflection of real-world manufacturing use case by 

following the research process illustrated in Figure 3-2. In the case study, qualitative scales are 

mainly used to assess the interoperability of FIWARE GEs. In addition to qualitative test cases, 
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performance tests are conducted to add a quantitative basis to the discussion of FIWARE GEs. To 

enhance the reliability of the data collected, ten identical trials are run for each performance test. 

3.4.2 Validity 

Regarding the validity of the case study, RTM is used to document the key scenarios generated from 

the quality attributes and the test results of the key scenarios. The prototype case study focuses on 

two major protocols (MQTT and OPC UA) as representatives of an IoT domain and a manufacturing 

domain. The designed key scenarios are meant to evaluate how well FIWARE GEs deal with the 

heterogeneous data coming from the two information silos. The validity of the test cases is ensured 

by setting the qualitative scales and documenting the results using RTM. For the performance tests, 

performance metrics such as CPU usage, memory usage, maximum throughput, and execution time 

are used in order to understand the performance of FIWARE GEs under the test setup. The statics 

of the data collected are calculated and analyzed. The results are provided as tables, plots, and 

discussions in Section 5.2. 
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4 Analysis & Case study implementation 

This section presents the work has been down during the project. Section 4.1 gives an analysis of 

current interoperability approaches. Section 4.2 presents the selected case study. Finally, Section 0 

presents the evaluation plan used to collect data from the testbed. 

4.1 Interoperability approaches analysis  

The following subsections presents emerging interoperability solutions and analyzes them. The 

interoperability approaches are grouped into different levels following the taxonomy given in 

Section 2.1.3. 

4.1.1 Technical interoperability approaches  

An IoT network is composed of a variety of devices that are usually connected through wireless 

technologies. As stated earlier in Section 2.1.3, technical interoperability is the first level of 

interoperability. Due to the different requirements of diverse IoT use cases, several communication 

technologies and protocols emerged and are preferred for different scenarios as described in Section 

2.1.1.  

A comparison of current popular connectivity technologies is displayed in Figure 4-1. The x-axis 

represents the coverage range in terms of distance in a line-of-sight environment. The y-axis 

represents the maximum transmission data rate of each technology. Power consumption is 

classified into three levels (namely low, medium, high), and this level is represented by the fill color. 

In order to simplify the result, the edges and the exact values of each shape are generalized as 

rounded rectangles.  

Figure 4-1: Comparison of different connectivity technologies 
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From Figure 4-1, we can understand three characters of each technology and why they are 

preferred in different use cases. For example, early stage IoT applications were usually RFID-

enabled tracking systems and these only operate over a short range and at a low data rate. In 

contrast, most IoT applications require connectivity within a personal area (10~100m). Among 

WPAN technologies, IEEE 802.15.4-based standards have the lowest power consumption. Therefore, 

IEEE 802.15.4 transceivers are favored by power constrained devices, such as environmental 

sensors running on battery power. Bluetooth is supported by most OSs and is frequently used in 

smart wearables and smart home devices that connect to users’ phones or tablets. Similarly, BLE is 

used mostly for fitness wearables and home automation devices as it further reduces the require 

power. In contrast, Wi-Fi (IEEE 802.11) is usually supported by power rich devices with high data 

rate requirements, such as security/monitoring cameras. Finally, LPWAN technologies are often 

used to support IoT scenarios that require long range transmission (such as a smart city, smart 

framing, and long-range smart manufacturing). The technical differences and cost of each LPWAN 

technology determines their feasibility for different scenarios. For example, for manufacturing 

automation and electric metering, cellular systems over wide area coverage and can support 

frequent software updates; hence, in such a setting NB-IoT might be better solution than SigFox and 

LoRaWAN [91]. In contrast, logistic tracking might favor LoRaWAN or SigFox when there is no LTE 

cellular coverage in rural areas. 

For mostly used IoT application layer protocols, a comparison is shown in Table 4-1. 
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Table 4-1: A comparison of IoT application layer protocols 

 Automatic 

discovery 

Addressing Underlying 

protocol 

Communication 

model 

Security QoS Semantic 

data 

Scenario 

MQTT - Topic TCP Publish-Subscribe 

 

 

SSL/TLS; 

Encryption, 

authentication, 

authorization.  

3 QoS 

levels 

No For constrained devices 

reporting measurements  

CoAP Yes URI UDP Request/response 
Publish-Subscribe 

(CoAP Pub/sub） 

DTLS; 

Encryption 

- No For constrained devices 

that require integration 

with web 

HTTP - URI TCP Request/response HTTPS; 

Encryption, 

authentication, 

authorization. 

- Yes Mostly used for web 

pages 

OPC 

UA 

Yes Address 

Space 

TCP Request/response 

Publish-Subscribe 

(OPC UA PubSub) 

X.509; 

Encryption, 

authentication, 

authorization, audit 

- Yes For industrial 

automation, integration 

with enterprise 

applications 
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Practically, an IoT system usually adopts multiple technologies and protocols. To enable 

machine-to-machine data exchange, seamless communication, and cooperation across different 

infrastructure are basic interoperability requirements for environments of heterogeneous devices. 

Gateways, adapters, or middleware are usually deployed to realize technical level interoperability. 

For example, P. Desai, A. Sheth, and P. Anantharam [92] proposed a Semantic Gateway as Service 

(SGS) architecture to allow translation between application level messaging protocols (such as 

MQTT, CoAP, and XMPP) via a multi-protocol proxy. SGS provides semantic interoperability by 

utilizing W3C’s Semantic Sensor Network (SSN) ontology for semantic annotations of sensor data. A 

comparison of current implementations of IoT gateways and their supporting technologies and 

protocols is presented in [93]. Real-Time Innovation (RTI) Connect Data Distribution Systems 

(DDS) is a DDS-based software framework which follows the IIRA connectivity 

recommendation [94]. It announced to have a software gateway implementation to integrate 

between OPC UA and DDS applications. 

SDN and SDR are two solutions to handle the heterogeneity of networks by using a software 

controller to manage the network and realizing a large part of a radio via software rather than fixed 

purpose hardware (respectively). For example, R. Kunst, et al. [95] propose a QoS-aware resource 

sharing CPS architecture for Industrial 4.0 wireless connectivity. They offer a solution with resource 

pricing to balance the load among available network technologies (such as Wi-fi, 4G, and 5G). Their 

simulations show performance improvements in terms of reduced average delay and average jitter 

compared to using a single network technology. 

4.1.2 Syntactical interoperability approaches 

Syntactical interoperability refers to the incompatibility of data formats regardless of the 

understanding of the information. With the wide adoption of REST APIs, encoding formats (such as 

XML, JSON, CSV, etc.) are mostly used by IoT services.  

When exchanging data between various devices, interoperability problems at the syntactical 

level arise if the encoding formats of the sender and the decoding rules of the receiver are 

incompatible. Conversions between different data formats are usually required to solve this. For 

example, syntactical interoperability is addressed by the work of G. Mezei, et al. [96] by introducing 

a script language to convert raw data from sensor inputs into a unified output data format. Various 

machine-supported converters between XML and JSON are available. While both XML and JSON 

are human readable and thus might be considered as verbose, hence inadvisable for extreme 

resource constrained scenarios; there are many emerging binary encodings (with compression) that 

improve the efficiency of data transmission. For example, an efficient communication approach is 

proposed in [97] by using binary delta to compress a series of monitoring events, resulting in a up to 

90%-95% data reduction.  

4.1.3 Semantic interoperability approaches 

In most cases, the successful execution of lower levels of interoperability is the base stone of 

handling higher levels of interoperability. In other words, the understanding and utilization of IoT 

data (a concern of semantic and organizational interoperability) depends on connectivity, 

communication (technical interoperability), and the collection of data (syntactical level).  After 

collection and storage of the IoT data, understanding the collected data is the foundation for further 

data mining and analysis. Thus, semantic interoperability turns out to be a major concern of 

industrial applications. 

It should be noted that the semantic web has faced similar semantic interoperability issues 

before. Therefore, semantic web technologies developed by W3C, such as Resource Description 

Framework (RDF) [98], Web Ontology Language (OWL) [99], and SPARQL Query Language for 
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RDF (SPARQL) [100], can also be used as semantic interoperability providers in a heterogenous IoT 

environment, by enabling semantic annotation of IoT data and devices [101]. Best practices for 

lightweight IoT ontologies are schema.org [102], W3C SSN, ETSI SAREF, to name a few.  

Recent research shares a common conclusion that semantic web technologies can be regarded 

as a main driver towards a Semantic Web of Things (SW0T) [6, 8, 9, 101, 103]. A number of 

ontologies have been proposed in different sub domains of IoT. F. Lelli surveyed the scientific works 

about using ontology-based approaches to describe devices and therefore the possibility of 

supporting “intelligent interoperability” in IIoT. This work pointed out that one of the principles of 

ontology design is to reuse existed ontologies. According to LOV4IOT [104], 517 ontology-based 

research projects for IoT have been collected and categorized (as of 19th June 2019). Due to the 

heterogeneity of systems and use cases, most ontologies are designed for specific applications hence 

it is difficult to reuse them. Recent efforts regarding reusing ontologies in the context of IoT 

ecosystems includes the work by N.Kolbe et al. [103] who reviewed the vocabulary recommendation 

process and then they specified an evaluation framework to evaluate 40 linked vocabulary 

recommendation tools (VRTs) which help IoT developers find and select the most suitable exiting 

ontology for a specific circumstance. Their conclusion is that Domain-independent VRT tools is 

more likely to be adopted with their specific domain knowledge (such as in biomedical domain). 

Among their surveyed VRTs, there are several successful biomedical VRTs and a marine domain 

VRT that have been adopted; however, no tool for the manufacturing domain has been found.  

4.1.4 Organizational interoperability approaches 

As we mentioned before, the early wild fire detection systems designed by K. Nikos et al. [75] 

realized organizational interoperability. The work succeeded in breaking the information silos since 

the decision making is based on data coming from different sources (such as a geographical map, 

monitoring cameras, sensor boards, social media, and weather forecasts). All the data was collected 

and mapped into the NGSI-LD context model and stored in the FIWARE OCB. FIWARE GEs 

support APIs and plugins from various domains. Therefore, FIWARE GEs have shown the 

possibility of supporting organizational interoperability. 

4.1.5 Other interoperability approaches 

Several works have tried to bridge the gap between OPC UA and IoT ecosystems [12, 43, 105, 106]. 

The Arrowhead framework [12, 43] proposed a protocol translator between OPC UA and HTTP, 

MQTT, and CoAP to allow RESTful requests to access the contents of an OPC UA server. To further 

enhance the interoperability of OPC UA in the IoT domain, S. Cavalieri, M. G. Salafia, and M. S. 

Scroppo [105] presented a mapping between OPC UA and OCF information models and they also 

proposed a web platform offering lightweight access to OPC UA servers through a RESTful 

architecture [106]. The FIWARE community also offers an IoT Agent for OPC UA to bridge between 

the OPC UA protocol and NGSI [107]. 

As computing and storage move from centralized cloud servers to the edge of the network, fog 

or edge computing is another paradigm that offers opportunities to deal with interoperability issues. 

The distributed computing model brings benefits (such as less latency and reduced network traffic), 

it also enables pre-process of data before transmitting it to the cloud and multiple access modes can 

be used to deal with interoperability issues [38]. Simulations of fog-based architectures in the health 

care [108] and manufacturing domain [109] indicate there are performance improvements with a 

fog-based scheme comparing to a traditional centralized cloud architecture. Adopting fog 

computing can also help enhance data fusion at the edge level and therefore enabling further data 

analytics and decision making.  T. Cerquitelli et al. designed a lightweight architecture for predictive 

maintenance in a robotic industry use case [110]. In their work, monitoring data generated by 
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sensors was translated and pre-processed to a JSON format. In addition, the execution of the 

machine learning model was moved from cloud to edge gateways by using Docker containers to 

make the system lightweight. Another fog-based framework was proposed by D. Wu et al. in [111]. 

This framework executed online diagnosis and prognosis in a private edge cloud using real-time 

streaming datasets and models, which were trained at a remote public cloud through parallel large-

scale machine learning.  

When it comes to real world deployments, systems needing big data management and analysis 

usually must address interoperability and understanding of data as one of their vital concerns 

(otherwise they could not analyze the data). In the healthcare domain, S. Jabbar, et al. [112] 

proposed an IoT based Semantic Interoperability Model (IoT-SIM) using RDF and SPARQL to 

annotate and query the data. Therefore, IoT-SIM provides semantic interoperability among 

physicians and patients using heterogeneous IoT devices. In the manufacturing domain, Lihui Wang 

et al. in [113] proposed a semantic framework to support context-aware diagnose and prognosis in 

cloud-based maintenance. They utilized an ontology to map between disparate data sources and 

utilized semantic querying to retrieve relevant data. NGS-PlantOne, an IIoT monitoring solution, 

was designed in [114] for a predictive maintenance purpose. This solution utilized battery powered 

IoT devices and was deployed in testbeds. It used a gateway to reach sensor nodes via 6LoWPAN 

and exhibited acceptable delay. Subsequently, the data was stored in an OPC server in order to 

interoperate with industrial standards.  

4.1.6 How different reference frameworks address interoperability 

The reference frameworks and platforms were introduced in Section 0 from a high-level point of 

view. This section will discuss how the studied reference frameworks address interoperability. 

Table 4-2 compares the studied platforms in terms of their supporting protocols and models. 

From the results, HTTP and REST are supported by all of these platforms. MQTT, a popular IoT 

protocol, is also supported by most of these platforms except for IoTivity (since IoTivity is based on 

a CoAP protocol suite). CoAP is also supported by most of these platforms. OPC UA, SigFox, and 

LoRaWAN are sometimes supported by these platforms. 

For each of these platforms, there are significantly different focuses and strengths. This is also 

reflected in the differences in protocols or models that are supported. For example, ThingSpeak only 

supports MQTT and HTTP due to its focus on analytic features using MathWorks. In the case of 

IoTivity, CoAP is the base protocol because of its OCF specification base. Kaa only supports MQTT 

and HTTP in its latest release (v1.1.0); although it will possibly add support for CoAP and OPC UA 

in the future. 

Among the studied platforms, Arrowhead, FIWARE, ThingsBoard, and ThingWorx were found 

to support most of the desired protocols and models. Arrowhead adopts a private cloud approach 

compared to the other three that adopt both cloud and hybrid approaches. Among these platforms, 

SigFox and LoRaWAN backends are only supported by FIWARE and ThingsBoard. In addition to 

the listed protocols, Arrowhead supports XMPP. ThingsBoard and ThingWorx platform can connect 

to several commercial IoT cloud devices. As an industry-oriented platform, ThingWorx supports 

industrial connectivity by offering 150+ drivers to integrate equipment or systems using industrial-

standard protocols, such as OPC servers and PLCs. FIWARE also has several interfaces to 

third-party industrial systems. 

In addition to supporting adaptation of several protocols, FIWARE, ThingsBoard, and 

ThingWorx all offer components for data analysis and visualization. Rule engines, IoT dashboards, 

mashup builders, and widget libraries with abundant functionalities are included in each of these 

three platforms. Some of these platforms define their own data models to represent resources or 

devices, such as FIWARE, OCF, and ThingWorx. The data model is usually adaptable to cover 
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diverse IoT use cases. Moreover, these data models provide mechanisms for semantic 

interoperability.   

Table 4-2 Studied reference frameworks and their supporting communication protocols & models 

 (“✓”: supported “-”: not supported/ not mentioned) 

 MQTT CoAP HTTP SigFox 
LoRa-

WAN 

OPC 

UA 

REST 

supported 

Pub/Sub 

supported 
Other 

Arrowhead ✓ ✓ ✓ - - ✓ ✓ ✓ ✓ 

FIWARE ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

Kaa ✓ - ✓ - - - ✓ ✓ - 

OCF IoTivity - ✓ ✓ - - - ✓ - - 

ThingsBoard ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 

ThingSpeak ✓ - ✓ - - - ✓ ✓ - 

ThingWorx ✓ ✓ ✓ - - ✓ ✓ ✓ ✓ 

 

Among our studied platforms, we found that FIWARE, ThingsBoard, and ThingWorx are 

relatively better at addressing interoperability. Although ThingWorx has quite mature support 

especially for industrial scenarios owing to PLC’s industrial legacy, most of ThingWorx’s 

components and functionalities are bound to the Windows OS and it does not support direct 

integration with constrained devices. 

From our study and discussion, we found that the FIWARE community is very active and the 

FIWARE GEs look promising for supporting interoperability for several use cases, including smart 

manufacturing. This motivated a case study of a smart factory based on FIWARE. The case study 

scenario and evaluation plan are presented in the following two sections. 

4.2 Case study scenario 

Based on FIWARE industry brochure [45], a simplified case study scenario is built to evaluate the 

interoperability of FIWARE GEs in supporting smart industry. The case study scenario is illustrated 

in Figure 4-2. 

The main component of the case study scenario is an OCB who is in charge of context 

management. Devices are acting as sensors or actuators and attached to assembly belts, robotic 

arms, and delivery trucks, etc. in the factory floor. Devices are talking different protocols natively. 

They generate context information. NGSI native devices communicate directly with the OCB. Other 

devices interact with the OCB via IoT Agents. Other third-party APIs, such as Open Weather Map 

API and Twitter API, are also context providers that feed context data into the OCB. After collecting 

context information, context consumers can access, observe, and analyze the context data as well as 

control the factory floor devices. 

Figure 4-3 shows the entities and their relationships in this smart manufacturing scenario. 

Factory is the parent entity which can have multiple child entities. Assembly belts, robotic arms, and 

trucks are the child entities whose parent relations are represented using “refFactory”. Each entity is 

characterized by its time and a unique id. The symbol “△” means attribute comparing to the symbol 

“○” means command. 
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Figure 4-2: A simplified case study scenario on smart manufacturing 

 

 
Figure 4-3： Entity relationships in the case study scenario 

  



Analysis & Case study implementation | 47 

 

 

4.3 Evaluation plan 

This section presents how the case study method introduced in Section 3.2 was evaluated. This 

section describes the key scenarios, the metrics and scales, the prototype testbed, and the 

implementation of the testbed. 

4.3.1 Key scenarios and scale 

To generate key scenarios, the first step is to select the quality attributes to be tested and to 

identify the sub-concerns of each of these quality attributes. For IoT middleware, quality attributes 

usually include interoperability, adaptability, scalability, effectivity, security, and privacy. In this 

project, we focused on evaluate the interoperability of FIWARE-powered smart manufacturing 

systems. 

The key functional requirements of IoT middleware are: Resource Discovery, Resource 

Management, Data management and Context Awareness. 

In FIWARE, all resources are treated as context entities and context management is the core 

feature of FIWARE GEs. Therefore, in FIWARE, the functional requirements of resource 

management and data management together can be regarded as context management. The FIWARE 

components concerning interoperability are: 

 NGSI context model, 

 IoT Agents, 

 Orion Context Broker, and 

 NGSI interactions: CRUD operations, and context provider 

The sub-concerns of interoperability can be identified as different layers of interoperability. 

Based on these sub-concerns and functional components, nine key scenarios are defined for 

interoperability testing. The sub-concerns and identified key scenarios of interoperability are 

presented as a utility tree in Figure 4-4. Note that, device A and device B are two kinds of devices 

and they speak different native protocols. Device A and device B do not support NGSI.  

For each key scenario, two criteria are used to prioritizing the scenarios. The first criteria is the 

importance of the key scenario to system success using a three-level scale (H-High, M-Medium, and 

L-Low). The second criteria is the difficulty/risk in realizing the key scenario (again using a three-

level scale: H-High, M-Medium, L-Low). 
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Figure 4-4: Utility tree showing key scenarios identified for interoperability
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The quality attribute scale was chosen to score the result of interoperability in the key scenario 

testing. This is necessary since interoperability is a qualitative attribute and there is no common 

reference value to present the result.  

In addition to the key-scenario testing, testbed launch time and CPU/memory usage in the 

empty state are chosen as metrics to give a quantitative basis for the discussion of the performance 

of this tested. Key scenario #1 to key scenario #5 are tested under different loads 

(1,10,100,500,1000 active entities in the OCB) to evaluate the overall performance of FIWARE GEs. 

Due to the restriction of the testbed, the performance tests under loads are not tested with OPC UA 

IoT agent. Maximum CPU usage and maximum throughput of the OCB and IoT Agent JSON are 

observed. Execution time of requests is calculated by the time duration between the first request 

being sent and the last request receiving response. The detailed definitions of execution time with 

different request types are further explained in Section 5.2. The performance tests first adopt a 

blocking method, which means that a new request is sent as soon as the previous one has been 

delivered completely. Non-blocking method is also used to compare with the blocking method. The 

scales and metrics are listed in Table 4-3. 

Table 4-3: Metrics and scales for the key scenarios 

Metric 
Scale Key 

Scenarios Pass Fail 

Percentage of requests successfully processed 100% <100% #1-#9 

Time required when first launching the 

testbed 
<2 minutes ≥2 minutes - 

CPU usage of OCB in an empty state <0.1% ≥ 0.1% - 

Memory usage of OCB in an empty state <5MB ≥5MB - 

CPU usage of OCB and IoT Agent Maximum usage in percentage. 
#1-#4 under 

loads 

Throughput of OCB and IoT Agent Maximum data rate in KB/s. 
#1-#4 under 

loads 

Execution time of requests 

The execution time of requests in 

milliseconds with a blocking and 

non-blocking methods. 

#1-#4 under 

loads 
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4.3.2 Prototype testbed 

Given the identified key scenarios, a simple prototype testbed was designed and implemented. The 

design of this testbed is shown in Figure 4-5. The testbed includes the core FIWARE components 

identified as relevant to interoperability in Section 4.3.1: Orion Context Broker and IoT Agents. 

  

Figure 4-5： The prototype testbed 

In this prototype testbed, two FIWARE IoT Agents (IoT Agent-JSON and IoT Agent-OPC UA) 

are tested. Additionally, two protocols (MQTT and OPC UA) are used to implement the key 

scenarios. As introduced in the background chapter, MQTT is one of the most popular IoT 

communication protocol while OPC UA is the most adopted communication protocol for industrial 

applications. By using these two protocols as representative of the IoT and industry domains, the 

prototype testbed aims to represents an IoT-based smart manufacturing system. 

Based on this prototype testbed, the test cases were defined according to the key scenarios. 

The key scenarios, the test cases, and how they should be executed are described in Table 

4-4 to Table 4-12. 
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Table 4-4 Description of the Key Scenario #1 

Key Scenario #1 Provision devices to the IoT Agent and OCB 

Quality attributes Technical interoperability 

Functional requirements Resource discovery/Context management 

Test purpose Provision a device through IoT Agents’ provision API. Then at the 

OCB GET entity to verify that the device entity is correctly registered 

at the OCB. 

Importance High Difficulty/Risk Low 

T
es

t 
ca

se
 

#TC01 Provision devices through the IoT Agent-JSON  

Testbed components IoT Agent-JSON, Orion Context Broker, cURL 

Pre-test conditions Start IoT Agent-JSON and Orion Context Broker in an empty state 

(No entities in the database); The Orion Context broker connect 

correctly to the north port of IoT Agent-JSON. 

Steps  1. Provision a service “factory”. 

2. Provision a device “urn:ngsi-ld:belt:1”. 

3. GET device at IoT Agent-JSON. 

4. GET device at OCB. 

Pass/Fail Criteria The OCB returns a list of contexts including the information about 

“urn:ngsi-ld:belt:1” with no error code. 

#TC02 Provision devices through the IoT Agent-OPC UA 

Testbed components IoT Agent-OPC UA, Orion Context Broker, cURL, OPC UA car server 

Pre-test conditions Configure the configure file to connect OPC UA server with the IoT 

Agent-OPC UA; The OCB connect correctly to the north port of IoT 

Agent-OPC UA; Start IoT Agent-OPC UA and Orion Context Broker 

in an empty state (No OPC UA devices registered in the database); 

Steps  1. Provision a device “age01_Car” according to the OPC UA car 

server to the service “factory”. 

2. GET device at IoT Agent-OPC UA. 

3. GET device at OCB. 

Pass/Fail Criteria The OCB returns a list of contexts including the newly registered 

device “age01_Car” with no error code. 
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Table 4-5 Description of the Key Scenario #2 

Key Scenario #2 Report/update device's measurement to the OCB 

Quality attributes Technical interoperability 

Functional requirements Context management 

Test purpose Device sends/updates measurement up to the OCB. Then client sends 

GET request to the OCB to get the measurement. 

Importance High Difficulty/Risk Low 

T
es

t 
ca

se
 

#TC03 Publishing/update measurement using MQTT 

Testbed components IoT Agent-JSON, Orion Context Broker, mosquitto MQTT broker, 

MQTT devices (dummy), cURL 

Pre-test conditions IoT Agent-JSON is correctly connected with OCB and mosquitto 

MQTT broker; The device “urn:ngsi-ld:belt:1” has been 

provisioned successfully at “factory” service. 

Steps (or test 

description) 

1. Use MQTT dummy device to publish a measurement to 

mosquitto. 

2. Client GET v2/entities/urn:ngsi-ld:belt:1 at the OCB to 

check the value of its attributes. 

3. Use MQTT dummy device to update a measurement to 

mosquitto. 

4. Client GET v2/entities/urn:ngsi-ld:belt:1 at the OCB to 

check the value update. 

Pass/Fail Criteria The OCB returns the value/the updated value of the device’s 

attributes. 

#TC04 Publishing/update measurement using OPC UA 

Testbed components IoT Agent-OPC UA, Orion Context Broker, cURL, OPC UA car server 

Pre-test conditions IoT Agent-OPC UA is correctly connected with OCB and OPC UA car 

server; The device “age01_Car” has been provisioned successfully at 

“factory” service. 

Steps (or test 

description) 

1. GET device at the OCB to check the value of attribute 

“EngineStopped”. 

2. Use OPU CA server to update a measurement: change the state of 

the engine by starting or stopping it. 

3. GET v2/entities/age01_Car at the OCB to check the updated 

value of attribute “EngineStopped”. 

Pass/Fail Criteria The OCB returns the value of the OPC UA server’s attributes. The 

value returned in step 3 is updated from the value obtained in step 1. 
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Table 4-6 Description of the Key Scenario #3 

Key Scenario #3 Subscribe to device's updates at the OCB 

Quality attributes Technical interoperability 

Functional requirements Context management 

Test purpose Device updates measurement up to the OCB. Client subscribes to the 

attributes’ update at the OCB. 

Importance Medium Difficulty/Risk Medium 

T
es

t 
ca

se
 

#TC05 Subscribe to MQTT updates 

Testbed components IoT Agent-JSON, Orion Context Broker, mosquitto MQTT broker, 

MQTT devices (dummy), cURL, a dummy accumulator server 

Pre-test conditions IoT Agent-JSON is correctly connected with OCB and mosquitto 

MQTT broker; The device “urn:ngsi-ld:belt:1” has been 

provisioned at “factory” service; The dummy accumulate server is 

running. 

Steps (or test 

description) 

1. Run an accumulate server to capture notifications. 

2. Subscribe to “clampPressure” attribute from OCB using cURL 

by sending a POST /v2/subscriptions operation.  

3. Use MQTT dummy device to update the measurement of 

“clampPressure” to mosquitto. 

4. Observe the notification using the accumulate server. 

Pass/Fail Criteria The dummy server gets notification of the changed value. 

#TC06 Subscribe to OPC UA updates 

Testbed components IoT Agent-OPC UA, Orion Context Broker, cURL, OPC UA car server,  

a dummy accumulator server 

Pre-test conditions IoT Agent-OPC UA is correctly connected with OCB and OPC UA 

server; The device “age01_Car” has been provisioned at “factory” 

service; The dummy accumulate server is running. 

Steps (or test 

description) 

1. Subscribe to the “Oxigen” attribute from OCB using cURL by 

sending a POST /v2/subscriptions operation. 

2. Use OPC UA sample server to start the car engine. 

3. Observe the notification using the accumulate server. 

Pass/Fail Criteria The dummy server gets notification of the changed value. 
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Table 4-7 Description of the Key Scenario #4 

Key Scenario #4 Devices receive information/commands from the OCB 

Quality attributes Technical interoperability 

Functional requirements Context management 

Test purpose Send a command to the OCB. The command should be sent 

southbound down to the IoT devices. 

Importance High Difficulty/Risk Medium 

T
es

t 
ca

se
 

#TC07 Send commands to MQTT devices  

Testbed components IoT Agent-JSON, Orion Context Broker, mosquitto MQTT broker, 

MQTT devices (dummy), cURL 

Pre-test conditions IoT Agent-JSON is correctly connected with OCB and mosquitto 

MQTT broker; The device “urn:ngsi-ld:belt:1” has been 

provisioned at “factory” service; The dummy device is running. 

Steps (or test 

description) 

1. MQTT dummy device subscribes to topic “/AAPP2019/ 

belt1/cmd” by running mosquito-sub. 

2. Send an “emergencyStop” command to the OCB via a PATCH 

operation. 

3. Check the dummy MQTT device subscription window after the 

command operation. 

Pass/Fail Criteria The dummy MQTT device subscription window gets an update after 

the command operation. 

#TC08 Send commands to OPC UA devices 

Testbed components IoT Agent-OPC UA, Orion Context Broker, cURL, OPC UA car server 

Pre-test conditions IoT Agent-OPC UA is correctly connected with OCB and OPC UA 

server; The device “age01_Car” has been provisioned at “factory” 

service; The OPC UA car server’s configuration enables the accelerate 

command.  

Steps (or test 

description) 

1. GET the speed attribute of the “age01_Car” to check the initial 

“Speed”value of the OPC UA server. 

2. Send accelerate command to the OPC UA server through OCB by 

sending a PUT request. 

3. GET the speed attribute of the “age01_Car”. Check the updated 

“Speed” value after the operation 

Pass/Fail Criteria The value of the attribute “Speed” after the command should be 

greater than the initial value of the speed. 
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Table 4-8 Description of the Key Scenario #5 

Key Scenario #5 Update context from syntax A and B. 

Quality attributes Syntactical interoperability 

Functional requirements Context management 

Test purpose Update context to the OCB using different syntax. 

Importance Medium Difficulty/Risk Medium 

T
es

t 
ca

se
 

#TC09 Send measurements to OCB using different syntax 

Testbed components IoT Agent-JSON, IoT Agent-UL, Orion Context Broker, mosquitto 

MQTT broker, MQTT devices (dummy), cURL 

Pre-test conditions IoT Agent-JSON is correctly connected with OCB and mosquitto 

MQTT broker; The device “urn:ngsi-ld:belt:1” has been 

provisioned at “factory” service. 

Steps (or test 

description) 

1. Send measurements by sending plain JSON payload from the 

MQTT device. 

2. GET device from the OCB to check if the measurements process 

successfully. 

3. Restart the testbed, change the IoT Agent-JSON into IoT Agent-

UL. Provision a device “urn:ngsi-ld:belt:2” to the “factory” 

service from the IoT Agent-UL. 

4. Send measurements by publishing a UL syntax payload from the 

MQTT device. 

5. GET device from the OCB to check if the measurements process 

successfully. 

Pass/Fail Criteria The IoT Agents and OCB successfully process the context update 

from different syntax with no errors. 
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Table 4-9 Description of the Key Scenario #6 

Key Scenario #6 IoT Agent maps data from different sources into NGSI context data 
model   

Quality attributes Semantic interoperability 

Functional requirements Context management/ context awareness 

Test purpose IoT Agents successfully map data from different protocols into NGSI 

data model. 

Importance High Difficulty/Risk High 

T
es

t 
ca

se
 

#TC10 Send measurements to OCB from MQTT, OPC UA and NGSI 

Testbed components IoT Agent-JSON, Orion Context Broker, mosquitto MQTT broker, 

MQTT devices (dummy), IoT Agent-OPC UA, OPC UA car server, 

cURL 

Pre-test conditions All the testbed components are correctly connected; #TC01-#TC04 

have been conducted successfully. 

Steps (or test 

description) 

1. Provision a dummy NGSI device “urn:ngsi-ld:robot:1” using 

curl POST. 

2. Update measurement from the dummy device. 

3. GET entities from the OCB. 

4. Check the response to see if the entities are correct at OCB. 

Pass/Fail Criteria The OCB returns a list of entities including “urn:ngsi-ld:belt:1”, 

“urn:ngsi-ld:robot:1”, and “age01_Car” with current values 

about their attributes; All the entities in the OCB should follow NGSI 

format. 
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Table 4-10 Description of the Key Scenario #7 

Key Scenario #7 Entities from different sources link to a parent entity 

Quality attributes Semantic interoperability 

Functional requirements Context awareness 

Test purpose A parent entity includes child entities representing device 

provisioned from different protocols. 

Importance Low Difficulty/Risk High 

T
es

t 
ca

se
 

#TC11 A parent entity links with entity A and entity B 

Testbed components IoT Agent-JSON, Orion Context Broker, mosquitto MQTT broker, 

MQTT devices (dummy), IoT Agent-OPC UA, OPC UA car server, 

cURL 

Pre-test conditions All the testbed components are connected and are running correctly; 

The device “urn:ngsi-ld:belt:1”, “urn:ngsi-ld:robot:1”, 

“age01_Car” has been provisioned at “factory” service 

Steps (or test 

description) 

1. Provision a parent entity “urn:ngsi-ld:factory:1” using 

NGSI. 

2. Send a POST 1026/v2/op/update request to associate the 

“urn:ngsi-ld:belt:1”, “urn:ngsi-ld:robot:1”, and 

“age01_Car” entities as child entities of the parent entity 

“urn:ngsi-ld:factory:1”. 

3. Query the “urn:ngsi-ld:belt:1”, “urn:ngsi-ld:robot:1”, 

and “age01_Car” entities to check their relationship with 

“urn:ngsi-ld:factory:1”. 

4. Query the parent entity “urn:ngsi-ld:factory:1” to check its 

relationship with its child entities 

Pass/Fail Criteria The response to step 3 returns its context including a link to 

“urn:ngsi-ld:factory:1”. The response to step 4 returns a list of 

child entities. 
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Table 4-11 Description of the Key Scenario #8 

Key Scenario #8 Device A and B interact with each other. 

Quality attributes Semantic interoperability 

Functional requirements Context management/ context awareness 

Test purpose Device B sends its measurement to device A. 

Importance Low Difficulty/Risk High 

T
es

t 
ca

se
 

#TC13 OPC UA device send its update to MQTT device 

Testbed components IoT Agent-JSON, Orion Context Broker, mosquitto MQTT broker, 

MQTT devices (dummy), IoT Agent-OPC UA, OPC UA car server, 

cURL 

Pre-test conditions All the testbed components are correctly connected; #TC07 has been 

conducted successfully. 

Steps (or test 

description) 

1. Update the entity “urn:ngsi-ld:factory:1” with a new 

command “car_status”. 

2. MQTT dummy device subscribes to topic “/AAPP2019/ 

belt1/cmd” by running mosquito-sub. 

3. Register “car_status” with a context-provider from the 

attribute “Speed” entity “age01_Car” by sending a POST 

'http://localhost:1026/v2/registrations'. 

4. Start the car engine by sending a accelerate command. 

5. Check the dummy MQTT device subscription window after the 

command operation. 

Pass/Fail Criteria The MQTT dummy device receive a “car_status” command with 

value. 
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Table 4-12 Description of the Key Scenario #9 

Key Scenario #9 Collect context data from different domains 

Quality attributes Organizational interoperability 

Functional requirements Context management/ context awareness 

Test purpose Apart from collecting data from industrial domain (Key Scenario#1, 

#2), Orion Context Broker is able to collect data from other domains 

for further data digestion. 

Importance Medium Difficulty/Risk High 

T
es

t 
ca

se
 

#TC13 Orion collects weather reports and twitter data 

Testbed components Orion Context Broker, NGSI proxy, Twitter API, Open Weather Map 

API, cURL 

Pre-test conditions NGSI proxy is correctly connected with Twitter API, Open Weather 

Map API, and OCB; API key for Open Weather Map API is entered. 

Consumer key and consumer secret of Twitter API are obtained and 

entered. 

Steps (or test 

description) 

1. Check the health of the Twitter API by GET 

localhost:3000/health/twitter. 

2. Check the health of the Open Weather Map API by GET 

localhost:3000/health/weather. 

3. Register a context-provider with Open Weather Map API by 

sending a POST 

'http://localhost:1026/v2/registrations'. 

4. GET entity at the OCB. 

Pass/Fail Criteria The OCB returns the queried entity with attribute value from the 

context provider with no error code. 
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5 Results and Analysis 

In this chapter, the results of this thesis project are presented and discussed. To answer the first 

question, Section 5.1 discusses the open challenges regarding interoperability. The results and 

discussion of the interoperability evaluation using FIWARE GEs are presented in Section 5.2. 

5.1 Open challenges regarding interoperability 

From the material and analysis presented in the previous chapters, we can say that although a lot 

effort has been made and there is progress towards a more interoperable IIoT ecosystem, there 

remain a lot of open challenges that need to be addressed by further research regarding the topic of 

IoT interoperability. Some of these open challenges are: 

a. Without a common understanding having been reached, there have been a nearly 

uncountable number of efforts to overcome this by purposing “standard” models. 

Unfortunately, the large number and the variety of published reference architectures have 

become yet another source of heterogeneity. Instead of creating a new framework trying 

to capture all aspects of an IoT ecosystem, efforts should be made to increase the 

applicability and interoperability among existing frameworks in order to accelerate the 

introduction of a more compatible and open IoT ecosystem. 

b. Due to the ubiquitous incompatibility of the existing IoT domain, it is unlikely that any 

single technology or protocol will be universally accepted as a standard. However, there 

are some popular trends in IoT that are good to follow, such as providing a RESTful API. 

c. Semantic web technologies can be a starting point to understand the meaning of data. 

While most of the developed ontologies are not reused, standardization and alignment of 

ontologies in a domain-dependent manner could help reduce development time. 

d. Most of the solutions surveyed only solve interoperability from a certain perspective and 

for a certain use case. Cross domain and cross platform interoperability is mostly lacking 

from the popular frameworks. 

e. Most of the solutions surveyed lack concern for devices operating in a resource 

constrained environment and they do not address the security issues of IoT. Since energy 

efficiency and security are both vital concerns of IoT, developers should try to address 

these concerning in their development and testing. 

f. Fog computing technology could be a future trend to enhance interoperability and further 

support big data analytic technologies. The adoption of artificial intelligence in data 

analysis is frequently mentioned; however, best practices in applying it requires further 

investigation. 

g. Interoperability evaluation and validation of solutions and standards is still a challenge. 

Negative aspects and drawbacks for each of the frameworks are usually not covered in 

published descriptions of these proposed solutions. 

5.2 Results and discussion of the case study 

This section gives the results of the interoperability evaluation. After the key scenarios were 

identified, an RTM was generated and was used to record the performance during the evaluations. 

The RTM of interoperability evaluation is presented in the Table 5-1. 

From Table 5-1 we can tell that most of the test cases identified with our 9 key scenarios are 

passed except for key scenario #8. Key scenario #1-#7 and #9 were past with 100% of the requests 
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correctly processed. In Figure 4-4, the priority in key scenario #8 was identified as of low 

importance to system success. This is due to the fact that in a real world deployment, it is generally 

unnecessary for low level devices utilizing different protocols to communicate directly with each 

other. In the test case TC 12 identified for key scenario #8, the implementation was meant to send 

the OPC UA server’s update as a command to MQTT device. In order to receive a value, the MQTT 

device needs to subscribe to the specific topic. Unfortunately, with the current version of NGSI v2, it 

is impossible for direct interactions among devices speaking different protocols without adding 

additional application logic. FIWARE core context management and FIWARE IoT Agents address 

semantic interoperability by mapping different protocols in to the NGSI context data model.  

The interoperability evaluation in this case study is conducted in a prototyped smart 

manufacturing scenario. MQTT and OPC UA protocols, as representations of the IoT domain and 

manufacturing domain, are tested. By mapping MQTT and OPC UA data into the NGSI data model, 

FIWARE IoT Agents support interoperability at the technical and syntactical levels. Entities from 

different sources can be fed, stored, and managed at the OCB following the NGSI v2 data model. 

FIWARE OCB, as the core context management component, supports semantic interoperability of 

the system. The successful mapping from the Open Weather Map API into the NGSI data model 

shows the possibility of FIWARE GEs to break down the barriers between different information 

silos and therefore enhance organizational interoperability. 

The results show that FIWARE GEs provide basic interoperability for smart manufacturing 

applications at the technical, syntactical, semantic, and organizational levels, at least for the 

prototyped scenario. 

Table 5-1: RTM of the FIWARE GEs interoperability evaluation 

Sub concerns  Key Scenario Testcase ID Status 

Technical  #1: Provision devices to the IoT Agent and OCB TC01, TC02 Pass 

#2: Report/update device's measurement to the 

OCB 

TC03, TC04 Pass 

#3: Subscribe to device's updates at the OCB TC05, TC06 Pass 

#4: Devices receive commands from the OCB TC07, TC08 Pass 

Syntactical  #5: Update context from syntax A and B TC09 Pass 

Semantic #6: IoT Agent maps data from different sources 

into NGSI v2 context data model  

TC10 Pass 

#7: Entities from different sources link to a parent 

entity 

TC11 Pass 

#8: Device A and B interacts with each other TC12 *Fail 

Organizational #9: Collect context data from different domains TC13 Pass 

 

Table 5-2 shows the result of performance testing starting with an empty state. The testbed is 

launched by a docker compose file. The time required when first launch the testbed is calculated by 

the timestamp of when first bringing up the docker compose file with the timestamp of the OCB 

showing its up and running. The CPU and memory usage of the OCB are calculated by the average 

value when running the testbed with no active entities in the OCB. The result shows that less than 

one minute is required when first launch the entire testbed in docker, which is considerably quick. 

The results indicate that FIWARE OCB is lightweight with an average CPU usage of approximately 

0.002% and a memory usage of 2.46 MB when running in an empty state. 



62 | Results and Analysis 

 

 

Table 5-2: RTM of the FIWARE GEs performance test 

Performance metrics Status Detailed result 

Time required when first launching the testbed Pass 56.35 s 

CPU usage of the OCB in an empty state Pass 0.002% 

Memory usage of the OCB in an empty state Pass 2.46 MB 

 

To further test the performance of FIWARE OCB and IoT Agent under loads, 1, 10, 100, 500, 

and 1000 MQTT devices were simulated for key scenario #1-#4. Four core context management 

interactions were examined: provisioning devices, device update measurement, subscription request, 

and send command to devices. To enhance the reliability of the data collected, each test was run for 

ten independent trails. 

Figure 5-1 shows the CPU usage of the OCB and IoT Agent JSON under different loads. CPU 

usage is the maximum CPU usage during the request processing time*. The median value of the 10 

trails is calculated to draw the plot. Liner fittings are used to fit the curve and the R squared are 

calculated. From the obtained result, with the number of active entities increase, the CPU usage of 

FIWARE OCB increase almost linearly. Under heavy loads (1000 active entities registered in the 

OCB), the maximum CPU usage of FIWARE OCB remains less than 15% when requests are made 

with a blocking method. This behavior can be considered scalable. For IoT Agent JSON, the 

maximum CPU usage of IoT Agent JSON reaches an average of 23.4% when 1000 provision 

requests are sent. This performance limitation may be solved by deploy more IoT agents for 

scenarios with large numbers of devices. Additionally, if the deployment requires heavier loads, 

more OCB can be implemented and connected. 

 

Figure 5-1: CPU usage of the OCB and IoT Agent with different number of active entities 

                                                 
* Note that the CPU used is describe in Section 3.3.2 on page 34. 
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Network traffic between the OCB and IoT Agent JSON was also observed.  Figure 5-2 shows the 

maximum throughput of the OCB and IoT Agent JSON under different loads. The maximum 

throughput grows linearly with the number of active entities. The result shows that with our testbed, 

the OCB and IoT Agent do not experience bandwidth bottleneck. 

 

Figure 5-2: Throughput of the OCB and IoT Agent JSON versus number of active entities 

 
In real life applications, sensors usually do not want to wait for the response of the server, as 

this would consume more energy. Therefore, a non-blocking communication method better suits the 

behavior of resource constrained IoT nodes. We simulated a non-blocking communication method 

to compare the CPU usage with the blocking communication method in a scenario with 500 active 

entities. The result is presented in Figure 5-3. From the boxplot we can clearly see that when 

sending provision, command, and subscription requests, the non-blocking method’s maximum CPU 

usage exceed that of the blocking method. While for reporting measurements, the non-blocking 

method uses slightly less CPU resources than the blocking method. The reason behind this behavior 

could be that unlike the other three types of requests which are sent as an HTTP POST to the IoT 

Agent JSON or the OCB, measurements are reported as MQTT messages published to the MQTT 

mosquitto broker and fed upwards to the OCB and processing these messages is more lightweight 

than processing the messages of other three request types. 
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Figure 5-3: Percentage CPU Usage of the OCB and IoT Agent JSON with 500 active entities 

 
To evaluate the delay of FIWARE GEs, execution time of requests is analyzed with blocking and 

non-blocking method under 500 active entities. Execution time for different request is defined as 

below: 

Provision The time when the first provision device request is sent till the time 

when the IoT Agent JSON show provisioning request success 

message for the last device. 

Measurement The time when the first provision device request is sent till the time 

when the IoT Agent JSON show measurement update success 

message for the last device. 

Command The time when the first command request is sent till the time when 

the last device receive the command. 

The results are shown in Figure 5-4, Figure 5-5, and Figure 5-6 for 10, 100, and 500 active 

entities. As these results indicate, a non-blocking method has a smaller delay. For the provision and 

command requests, the execution time of non-blocking method is less than half the execution time 

of the blocking method. For measurement update requests, the non-blocking method also shows 

lower execution time than the blocking method.  

During the tests, all packets were delivered as expected, i.e., no packets were dropped. All 

requests were handled correctly, i.e., success rate 100%. These results show that with a blocking 

method, FIWARE GEs can handle 500 provision device requests with an average of 23.06 seconds 

execution time. With a non-blocking method, 500 provision device requests can be handled by 

FIWARE GEs within 10 seconds. It takes around 35 seconds to send command requests to 500 

devices when using blocking mode, but only 13.65 seconds in non-blocking mode. When updating 

device measurements, less than 5 seconds are needed for 500 devices to send their measurements to 

the FIWARE OCB with a non-blocking method.  
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Figure 5-4: Execution time for different types of requests with 10 active entities in the OCB 

 
Figure 5-5: Execution time for different types of requests with 100 active entities in the OCB 
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Figure 5-6: Execution time for different types of requests with 500 active entities in the OCB  

5.2.1 Summary of measurements and analysis 

Based on the result analysis, FIWARE GEs meets 8 out of 9 key scenarios and shows support for 

multi-level interoperability in this case study. The testbed is lightweight in terms of quick launch 

time and small CPU/memory usage. 

For performance evaluation under loads, it is important to note that most of the communication 

between IoT nodes and the FIWARE OCB will be updating measurement requests reporting results. 

The execution time per measurement request is 8.7 ms in a non-blocking method. From a practical 

point of view the performance for provisioning requests has little importance, since this will only 

needed to occur when new devices are added to the environment. The time to execute commands of 

27.29 ms (in a non-blocking method) or 70.93 ms (in a blocking method) per device may be a 

serious problem in some settings; for example, when a control loop is running faster than 37 Hz or 

14 Hz. However, this performance may be due to the fact that the testbed was deployed inside a 

docker engine which ran on the same host machine as the MQTT dummy devices. For performance 

testing under loads, the OS has to switch between processes and this causes large delays. Therefore, 

the execution time results obtained in this simulation do not reflect the real delay of FIWARE GEs. 
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6 Conclusions and Future work 

This chapter concludes this thesis and suggests potential future research directions. Section 6.1 

describes the conclusions of this thesis work. The limitations of this thesis work are identified in 

Section 6.2. Section 6.3 identifies some possible future work that could build upon this thesis. 

Finally, Section 6.4 concludes with some reflections made in the course of carrying out this thesis 

project. 

6.1 Conclusions 

This thesis aimed to investigate interoperability issues of IIoT systems and to evaluate the 

possibilities of adopting a proposed solution in the manufacturing domain. Interoperability was 

grouped into four levels. The thesis gives a comprehensive analysis of current efforts at these 

different levels. Nine industrial reference architectures and platforms were examined in detail as to 

how they address interoperability problems. Based on the knowledge gained during this project, we 

found FIWARE can be a potential solution to enhance interoperability for smart manufacturing at 

multiple levels. A case study using FIWARE GEs in a smart manufacturing scenario was conducted 

to evaluate how well FIWARE meets the interoperability requirements and to measure its overall 

performance. The conclusion is that FIWARE meets most of the interoperability requirements at 

different levels and does so with high performance. 

Based on the results and analysis presented in the previous chapter, we can answer the 

proposed research questions:  

Q1: How do current reference architectures address interoperability?  

Regarding the incompatibility issues in IIoT, interoperability can be classified into technical, 

syntactical, semantic, and organizational levels. There have been many efforts and attempts realize 

greater interoperability by pursuing standardization of technologies, using gateways or middleware, 

adopting semantic web technologies, developing compatible platforms, etc. We studied nine 

industrial frameworks as a sample of the current IIoT ecosystems. Among these nine frameworks we 

found that most IoT platforms address interoperability by adding support for more communication 

technologies and protocols. Some platforms (such as ThingWorx and FIWARE) define data models 

to support semantic interoperability. Most platforms are domain-based with only a few pursuing 

cross-domain organizational interoperability. The IoT domain and industrial domain are still mostly 

isolated. The conclusion is that we are still at an early stage of IIoT interoperability; therefore, it is 

vital for standardization organizations and major industrial players to work together to increase the 

interoperability of existing solutions rather than proposing numerous new (isolated) platforms. 

Additionally, it is important for developers to take interoperability into consideration when 

developing IIoT applications. 

Q2: What solutions will enhance the interoperability of smart manufacturing? 

Based on the knowledge gained from the solutions that have been studied during this project, 

FIWARE was identified as a potential platform to support IIoT interoperability. In the specific 

scenario used for our case study, the FIWARE OCB offers core context management for the 

proposed smart factory scenario while FIWARE IoT Agents serve as interoperability providers for 

IoT devices. The MQTT and OPC UA protocols were chosen and tested as representatives of the IoT 

domain and the industrial domain. IoT Agent JSON and IoT Agent OPC UA map MQTT messages 

and OPC UA messages into the NGSI v2 data model and interact with the OCB. Among our 

proposed nine key scenarios for testing interoperability of FIWARE GEs, our testbed meets the 

requirements in eight out of these nine key scenarios. The results show that FIWARE GEs have the 

potential to support interoperability for Industry 4.0. 
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Regarding the performance metrics defined in the case study, all the requests resulted in no 

error codes. It took less than 1 minute to launch our testbed using docker engine. Additionally, the 

CPU usage of OCB was less than 15% when there were 1000 active entities registered while using a 

blocking communication method. The highest CPU usage occurred in the IoT Agent JSON at 23.4% 

when provisioning 1000 entities. This may be addressed by provisioning devices in groups or adding 

more IoT Agents to deployments. However, the details of this scaling have not been addressed in 

this thesis. Moreover, the execution time of requests can be reduced by adopting a non-blocking 

communication method. Our results show that the testbed could handle 500 provisioning requests 

in a burst within 10 seconds. An average execution time of 13.46 seconds was needed to send 

commands to 500 devices using a non-blocking communication mode. It took less than 5 seconds 

for 500 devices to publish their measurements to the FIWARE OCB. In summary, FIWARE GEs 

show an acceptable performance in terms of CPU usage and execution time as measured in our 

testbed. 

From all the results above, we can conclude that FIWARE GEs is a promising solution to 

enhance interoperability for IoT-based smart manufacturing applications. 

6.2 Limitations 

There are some major limitations in the scenario-based case study utilized in this thesis project. Due 

to the limited time available for this study, a simplified smart factory use case was prototyped as a 

representation of an IIoT-based manufacturing factory in the Industry 4.0. This used case is by its 

nature impossible to cover the complete perspectives of the industrial domain. The experiments are 

based on simulations due to the limitations of hardware resources and time. It would be highly 

desirable to test the performance of FIWARE GEs in a real-world deployment. Additionally, due to 

the limitations of hardware, the testbed was built inside a docker engine on the same host machine 

of the dummy devices. Unfortunately, this deployment as well as the use of docker containers may 

negatively influenced the performance of the FIWARE GEs. Therefore, the results cannot reflect the 

real performance of FIWARE GEs. 

Currently, FIWARE IoT Agents support only NGSI v2. As a result of this limitations, our case 

study was conducted only under NGSI v2. However, OCB supports NGSI-LD and the FIWARE 

community is working towards supporting NGSI-LD. With the linked data relationships of NGSI-LD, 

it may be possible to interrogate and navigate from one entity to another. This could help tackle the 

failure in key scenario #8. Moreover, this would be a good future research direction as it would be 

desirable to further test NGSI-LD’s support for semantic interoperability. 

6.3 Future work 

Based on the conclusions and limitations stated above, here are some suggestions for future 

research: 

1. There have been numerous ontologies that have emerged which offer semantic 

interoperability in IoT. The key to supporting semantic interoperability lies in reusing 

existing ontologies. With some ontology recommendation tools having been successful in 

healthcare domains, a tool for collecting and recommending ontologies for the smart 

manufacturing domain could be a future research direction. 

2. With future support for NGSI-LD in IoT Agents, the interoperability tests conducted in this 

project with this testbed could be conducted using the NGSI-LD data model. The results of 

such a study might offer further support for semantic and organizational interoperability. 
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3. Our testbed represents a proposed smart manufacturing scenario and the results consider 

the performance of this scenario using simulations. However, it would be interesting to re-

evaluate the test cases with real sensor nodes and in an actual factory deployment. 

4. The FIWARE community is actively developing; hence, there are an abundant set of GEs 

available for future research and development. Although our testbed was designed to test 

the interoperability and performance of FIWARE OCB and IoT Agents, it could be extended 

to include other features by attaching additional FIWARE GEs. For example, the newly 

released FogFlow GE, an edge computing IoT framework to reduce internal bandwidth 

consumption with low latency, could be applied to build more complicated distributed IoT 

systems for further investigation. Other FIWARE components, such as Fast RTPS, Cygnus, 

Knowage, etc. could be attached to the testbed to further support interoperability by using 

ROS2, to support historical data access, and to deliver business intelligence via data 

visualization. 

6.4 Reflections 

This project aims to accelerate digitalization and standardization in the context of Industry 4.0 by 

examining IIoT interoperability issues. The project concluded that the current best practices with 

respect to interoperability issues based on the current research recommendations, provides a useful 

guide for developers to quickly identify interoperability problems and to find potential solutions. 

The case study evaluated FIWARE GEs in a smart manufacturing scenario. This case study provides 

an example for the FIWARE community members to develop FIWARE-enabled applications. The 

case study also gives an example for platform testers of how to conduct similar evaluations 

regarding interoperability. 

By addressing interoperability in IIoT, this project shares its knowledge to accelerate the 

digitalization in the industry towards a smarter, a greener, and more sustainable future. This project 

supports the “industry, innovation and infrastructure” United Nations (UN) Sustainable 

Development Goals by promoting inclusive and sustainable industrialization and fostering 

innovation. 
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Appendix A: docker-compose.yml for the testbed setup 

version: "3.7" 

services: 

  ################ OPC UA ################ 

  iotcarsrv: 

    hostname: iotcarsrv 

    image: iotagent4fiware/opcuacarsrv:1.3.4 

    networks: 

      - hostnet 

    ports: 

      - "5001:5001" 

 

  iotage: 

    hostname: iotage 

    image: iotagent4fiware/iotagent-opcua:1.3.4 

    networks: 

      - hostnet 

      - iotnet 

    ports: 

      - "4001:4001" 

      - "4081:8080" 

    depends_on: 

      - iotcarsrv 

      - iotmongo 

      - orion 

    volumes: 

      - ./AGECONF:/opt/iotagent-opcua/conf 

    command: /usr/bin/tail -f /var/log/lastlog 

 

  iotmongo: 

    hostname: iotmongo 

    image: mongo:3.6 

    networks: 

      - iotnet 

    volumes: 
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      - iotmongo_data:/data/db 

      - iotmongo_conf:/data/configdb 

 

  ################ OCB ################ 

 

  orion: 

    hostname: orion 

    image: fiware/orion:latest 

    networks: 

      - hostnet 

      - ocbnet 

    ports: 

      - "1026:1026" 

    depends_on: 

      - orion_mongo 

    #command: -dbhost mongo 

    entrypoint: /usr/bin/contextBroker -fg -ipv4 -multiservice -ngsiv1Autocast -

statCounters -dbhost mongo -logForHumans -logLevel DEBUG -t 255 

 

  orion_mongo: 

    hostname: orion_mongo 

    image: mongo:3.6 

    networks: 

      ocbnet: 

        aliases: 

          - mongo 

    volumes: 

      - orion_mongo_data:/data/db 

      - orion_mongo_conf:/data/configdb 

    command: --nojournal 

 

 

  ################ API ################ 

  tutorial: 

    image: fiware/tutorials.context-provider 

    hostname: context-provider 

    container_name: fiware-tutorial 
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    networks: 

        - hostnet 

        - apinet 

    expose: 

        - "3000" 

    ports: 

        - "3000:3000" 

    depends_on: 

      - orion_mongo 

    environment: 

        - "DEBUG=tutorial:*" 

        - "PORT=3000" 

        - "CONTEXT_BROKER=http://orion:1026/v2" 

        - "OPENWEATHERMAP_KEY_ID=<Your Open Weather Map KEY IP>" 

        - "TWITTER_CONSUMER_KEY=<Your Twitter Consumer KEY> " 

        -"TWITTER_CONSUMER_SECRET=< Your Twitter Consumer SECRET> " 

 

  ################ JSON-MQTT ################ 

  mosquitto: 

        image: eclipse-mosquitto 

        hostname: mosquitto 

        #container_name: mosquitto 

        networks: 

          - hostnet 

        expose: 

          - "1883" 

          - "9001" 

        ports: 

          - "1883:1883" 

          - "9001:9001" 

        volumes: 

        - ./mosquitto/mosquitto.conf:/mosquitto/config/mosquitto.conf 

 

  iot-agent: 

        image: fiware/iotagent-json 

        hostname: iot-agent 

        #container_name: fiware-iot-agent 
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        networks: 

          - jsonnet 

          - hostnet 

        depends_on: 

            - jsonmongo 

            - mosquitto 

            - orion 

        expose: 

            - "4041" 

            - "7896" 

        ports: 

            - "4041:4041" 

            - "7896:7896" 

        environment: 

            - "IOTA_CB_HOST=orion" 

            - "IOTA_CB_PORT=1026" 

            - "IOTA_NORTH_PORT=4041" 

            - "IOTA_REGISTRY_TYPE=jsonmongo" 

            - "IOTA_MONGO_HOST=jsonmongo" 

            - "IOTA_MONGO_PORT=27017" 

            - "IOTA_MONGO_DB=jsonmongo" 

            - "IOTA_HTTP_PORT=7896" 

            - "IOTA_PROVIDER_URL=http://iot-agent:4041" 

            - "IOTA_MQTT_HOST=mosquitto" 

            - "IOTA_MQTT_PORT=1883" 

        

  jsonmongo: 

        hostname: jsonmongo 

        image: mongo:3.6 

        networks: 

            - jsonnet 

        volumes: 

            - jsonmongo_data:/data/db 

            - jsonmongo_conf:/data/configdb 

 

 

volumes: 
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  iotmongo_data: 

  iotmongo_conf: 

  orion_mongo_data: 

  orion_mongo_conf: 

  jsonmongo_data: 

  jsonmongo_conf: 

 

networks: 

  hostnet: 

  iotnet: 

  jsonnet: 

  ocbnet: 

  apinet: 
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