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Abstract 

Device Firmware Upgrade (DFU) is now widely used on PC and smartphones for users to enjoy the 

latest applications. The project is derived from the new device of Yohoo and the firmware embedded 

in the system. This system can guide users on how to breathe through multiple sensory effects to 

reduce the harm from excessive stress. In order to be applied by different people, some breathing 

courses and personal settings will be used in the system, which makes the upgrade of the internal 

firmware of the device more important. However, the firmware upgrade for some embedded devices 

is not as rapid and convenient as PC and smartphones, which is still erasing and then programming 

the whole storage. This is a waste of time and meaningless wear to the entire device. In order to 

solve this problem and improve the efficiency of the firmware upgrade, the partial firmware upgrade 

is proposed in this project, and the storage method of new codes is improved to get better 

performance during the partial DFU process. The idea of wear leveling is introduced to extend the 

lifetime of the internal storage.  

As a result, the partial firmware upgrade feature was successfully designed and implemented, 

and integrated and tested on new devices. At the end of this work, the prototype system of the 

embedded software based on the nRF52832 microcontroller has basically been designed, improved 

and tested, and some functions which need to be updated instead of the whole firmware can be 

transmitted via Bluetooth and work normally. For the specific case of partial DFU, the firmware 

package size that maximizes the update efficiency is obtained through testing. In addition, the flash 

module in the chip has been divided into multiple portions for the update. The wear-leveling 

method ensures that when a certain function is updated multiple times, one certain part of the flash 

will not be overused, but the entire block will be used uniformly to alleviate the adverse effects of 

data abnormality or loss caused by damaged bits of the flash memory. In addition, the lifetime of the 

flash memory is prolonged and the industrial waste is reduced at the same time. 

Keywords 

Device Firmware Upgrade, Microcontroller, Bluetooth Low Energy, Flash Memory, Wear Leveling 

 





 Sammanfattning| iii 

 
 

Sammanfattning 

Device Firmware Upgrade (DFU) används nu allmänt på PC och smartphones för att användare ska 

kunna njuta av de senaste applikationerna. Projektet kommer från den nya enheten till Yohoo och 

den inbyggda programvaran i systemet. Detta system kan vägleda användare om hur man kan andas 

genom flera sensoriska effekter för att minska skadan från för hög stress. För att kunna tillämpas av 

olika personer kommer vissa andningskurser och personliga inställningar att användas i systemet, 

vilket gör uppgraderingen av enhetens interna firmware viktigare. Firmwareuppgraderingen för 

inbäddade enheter är dock inte lika snabb och bekväm som PC och smartphones, som fortfarande 

raderar och sedan programmerar hela lagringsutrymmet. Detta är slöseri med tid och meningslöst 

slitage på hela enheten. För att lösa detta problem och förbättra effektiviteten för uppgradering av 

firmware föreslås partiell uppgradering av firmware i detta projekt, och lagringsmetoden för nya 

koder förbättras för att få bättre prestanda under den partiella DFU-processen. Idén om slitstyrning 

införs för att förlänga livslängden för den interna lagringen. 

Som ett resultat designades och implementerades delvist  firmware uppgraderings funktionen 

och integrerades och testades på nya enheter. I slutet av detta arbete har prototypsystemet för den 

inbäddade programvaran baserat på mikrokontrollern nRF52832 i princip utformats, förbättrats 

och testats, och vissa funktioner som måste uppdateras istället för hela firmware kan överföras via 

Bluetooth och fungera normalt. För det specifika fallet med delvis uppgradering erhålls 

firmwarepaketets storlek som maximerar uppdateringseffektiviteten genom testning. Dessutom har 

flashmodulen i chipet delats upp i flera delar för uppdateringen. Slitstyrningsmetoden gör att när en 

viss funktion uppdateras flera gånger kommer en viss del av blixt inte att överanvändas, men hela 

blocket kommer att användas enhetligt för att lindra de negativa effekterna av data i normalitet eller 

förlust orsakat av skadade bitar av flashminnet. Dessutom förlängs flashminnets livstid teoretiskt 

och industriavfallet minskas samtidigt. 

Nyckelord 

Enhet Firmware-uppgradering, Mikrokontroller, Bluetooth Low Energy, Flash-minne, Slitstyrka 
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1 Introduction 

With the development of society, people's income has increased, and the requirements for living 

standards have also increased. In the era of the rise of the Internet, the intelligent Internet of Things 

(IoT) has also entered thousands of households. The project is based on the Swedish company 

Yohoo's products. The forthcoming product, a Walkman for mindful breathing, can imitate human 

breath and guide breath meditation for people under high stress. The firmware inside the device, 

which can create a perfect environment for breathing, needs to upgrade according to the 

requirements of users through Bluetooth with the app on smartphones. 

In this thesis, I hope to implement and optimize the firmware upgrade algorithm based on this 

product, as well as the analysis of the efficiency of the optimized algorithm, including the 

comparison of parameters such as transmission time and update rate. The goal is to implement the 

partial upgrade to the firmware and propose a way to achieve wear leveling for partially upgraded 

flash. 

1.1 Background 

The development of electronic technology brings great convenience for human beings to pay more 

attention to their health. Electronic health technology (e-health) has reduced the price of medical 

devices and the smaller size makes the handheld devices become more popular. These devices use 

advanced technologies such as the Internet of Things to store and process the user's body index. 

They make people pay more attention to their health gradually and can help them monitor their 

physical condition and adjust their lifestyle at home. Besides, these devices can also play a greater 

role as shown in Figure 1-1. These electronic devices not only can be applied by users themselves, 

but also are more and more sophisticated, and gradually become a reference of the patients' body 

values for doctors and hospitals to help them make a more accurate diagnosis. 

 

 

Figure 1-1: Some application scenarios of e-health devices 
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Nowadays, more than 77% of the population regularly experience physical symptoms of stress. 

The forthcoming e-health product of Yohoo, a Walkman for mindful breathing, can imitate human 

breath and guide breath meditation for people under high stress. The firmware inside the device, 

which can create a perfect environment for breathing, needs to be upgraded according to the 

requirements of users through Bluetooth with the app on smartphones. 

The main direction of this project is the update and upgrade of the device firmware. The 

firmware upgrade technology is widely used in mobile devices such as computers and mobile 

phones now. The technology can fix bugs in the old firmware and add advanced functions.  It not 

only allows manufacturers to remotely update versions of high-volume devices but also enables 

users to personalize the devices in their hands. In the area of embedded systems, the technology has 

also become a research hotspot. The new firmware package can be programmed to the specified 

device via USB or serial port, or it can be transmitted over the air (OTA) via Bluetooth, which is 

convenient and practical. 

With the continuous advancement of technology, the memory used in embedded development is 

gradually using the flash directly. Because the flash memory is cheap, the storage space is large, and 

additional storage peripherals are not required. However, due to the increase in flash space, more 

user functions can be accommodated, resulting in an increasing firmware size. Since the DFU 

algorithm of some embedded devices, such as a coffee machine, can only support collective erasing 

and update of all firmware in flash memory, the firmware size will seriously affect the efficiency of 

the update process, including transmission time, verification cost and installation time. This project 

is based on this issue and the main goal is to optimize the DFU algorithm. The handheld embedded 

device can update one function alone like a smartphone or a personal computer and it will improve 

the efficiency of the update process. 

1.2 Problem 

The project is aiming to achieve specific functions using an embedded microprocessor, in this case, 

an ARM microcontroller. Besides, the solution will be found out to upgrade certain parts rather than 

all of the original firmware and improve the efficiency of DFU. Besides, the usage of flash memory is 

also an important research content. Two different methods will be created to reduce the number of 

erasing and programming and achieve wear-leveling to extend the useful life of the flash. 

 How to upgrade certain functions of the original firmware instead of all? 

 How to achieve wear-leveling of flash memory? 

1.3 Purpose 

The purpose of this project is to implement a new DFU method that can make the upgrade process 

of embedded devices efficient and stable. For e-health products, some meditation courses and user's 

personal preferences can be updated into the firmware without affecting the rest of the firmware 

that cannot be changed. The implementation of this technology will also bring convenience to some 

industries that need a large demand for firmware updates. For example, in the automotive industry, 

in order to ensure safety and reliability, the mutual correlation between different electronic parts is 

weak, and the size of the firmware is relatively large. The update cost, including verification fees and 

installation time, is also relatively high. If the partial firmware update can be used, the time and 

money will be saved. Besides, extending the lifetime of the flash memory will greatly extend the 

lifetime of the embedded devices and reduce the production and maintenance costs. 
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1.4 Goals 

The goals of this project are to complete the DFU algorithm and optimize the algorithm according to 

the requirements of different application scenarios. The goals mainly include the following five 

points: 

1. Develop firmware for the product based on ARM Cortex-M to control the e-health device. This is 

the basic demand of Yohoo for the new version product. 

2. Understand the operating mechanism of the bootloader and application and apply the DFU on 

the new version firmware. A service interface example of Heart Rate Measurement with DFU is 

shown in Figure 1-2. 

3. Perform the partial firmware upgrade to improve the upgrading efficiency based on existing DFU 

methods. Compare the performance of the partial and complete DFU algorithm. 

4. Find out the most suitable firmware package which can maximize the efficiency of the partial 

DFU. 

5. Design the flash structures and implement wear-leveling of the embedded flash to average the 

wear level and extend the lifetime of flash memory during the partial DFU process. 

 

 

Figure 1-2: A service interface example of Heart Rate Measurement with DFU 

 

1.5 Research methodology 

It is necessary to select a suitable method for research. Based on this issue, learning about previous 

research plans and procedures is an indispensable preparation. It is important to know the details 

about the research by referring to previous work, including philosophical assumptions, methods or 

experiment ideas. Therefore, the literature review is an important step before working. 

Research methodologies are mainly divided into two types: "Qualitative" research and 

"Quantitative" research. Quantitative research is primarily based on experiments, by collecting and 



4|Introduction 

 
 

analyzing results measured in experiments to verify that the hypothesis or previous theory is correct. 

Therefore, when applying this method, a large amount of statistical data is required as support. 

Another type is qualitative research. This approach focuses more on understanding the hypothesis. 

Also, when the amount of data is small, this method can be used to analyze the correctness of the 

hypothesis. 

Since this work is an optimization for existing methods and systems, it is necessary to conduct 

many tests on the performance of the new version software. During this period, a lot of data will be 

collected and compared with the previous data. So I plan to choose quantitative research instead of 

qualitative research as the research methodology. This methodology will help me get more rigorous 

and accurate conclusions based on experimental data. Also, the analyzation of results can be helpful 

for the evaluation and improvement of the new system in the future. 

How to improve the software project based on the existing device (e.g. the hardware, Bluetooth 

and the ARM-MCU nRF52832) and achieve better functionality requires extensive test, 

modification, and comparison in an experimental method. Therefore, "Positivism" is selected as the 

philosophical assumption in the process of research. 

As mentioned above, the main idea in this research is to test different kinds of software designs. 

Therefore, "Experimental" is selected as the research method of this study. Testing needs to cover 

multiple aspects of the whole system, for example, code implementation efficiency and time cost. 

The conclusions can be enriched and revised based on the results of the test and evaluation. Finally, 

the most accurate conclusions and the most proper solutions for this project will be proposed. 

1.6 Delimitations 

This project requires some specific modules and hardware devices. All deliverables of this project, 

such as C-codes and configurations, are applicable to the components being applied. All of the 

hypothesizes that need to be validated finally are based on the fact that all selected modules will not 

be replaced during the project. 

All of the delivered software and the features implemented in this project will match the 

selected components. For example, the device firmware upgrade (DFU) function corresponds to the 

nRF52 series ARM-MCU. The software development kit (SDK) used in this project is provided by 

the hardware manufacturer, Nordic Semiconductor, and the version of SDK is applicable to this type 

of microprocessor. It is also true when it comes to other components of this e-health device, such as 

LED and atomization controller. If readers use the same hardware device like the one used in this 

article, the results of the project can be repeated, tested, and evaluated. If readers need to 

implement the delivered software on different devices, the modification of the code format and 

configuration information will be necessary to match the replaced hardware. The final changes to 

the hardware and software should maintain consistency between all components. 

1.7 Ethics and sustainability 

In this project, the key ethical issue is scientific misconduct. I promise that I will not make up the 

results and report them in this project, or manipulate research materials or any other relevant 

issues. Also, all the cited materials will be marked in the Reference. 

 About sustainability issues, to improve the efficiency of the firmware upgrade process is one of 

the goals of this project. The partial DFU will be helpful to save a lot of time, which means the 

upgrade process will not need to use that long time and will waste less energy. In addition, the 

uniform use of flash will extend the lifetime of embedded devices and reduce replacement times. It 

will avoid much unnecessary waste, which will also reduce industrial production pollution and 

protect the environment. 
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1.8 Structure of the thesis 

A linear structure has been chosen to finish this thesis. Chapter 2 introduces the technical 

backgrounds that help readers understand the details of the work. There are some brief 

introductions and development status of the field in this chapter. Besides, Chapter 2 provides some 

related works and discusses different ideas. 

Chapter 3 describes the methodologies and methods of this project. The whole research process 

is introduced at first. How to do the literature review and how to design the test process are 

described after the research process. The collection and analysis of different types of results in this 

work will also be available in this chapter. 

At the beginning of Chapter 4, the entire system which contains sub-systems will be introduced. 

Since the system consists of hardware and software, another two parts, which are called hardware 

implementation and software implementation, will illustrate the working process in detail 

respectively. 

Chapter 5 analyses and evaluates the obtained result. Also, the advantages and disadvantages of 

the results will be reviewed in Chapter 5. 

Chapter 6 gives the final conclusion of this project. There are also introductions and suggestions 

for future work to improve the results of this work. 
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2 Background 

In this section, the whole work and the modules used in the project are described. Due to the 

gradual property of the project, it is actually simple to divide the entire work into some small parts 

and make research on each part separately. This chapter provides some basic background 

information about the Internet of Things, Wireless Data Communication, Device Firmware Upgrade, 

and Flash Memory. Through this information, readers can learn about some of the techniques that 

are used in this project and the main research directions. In addition, this chapter also describes 

some related work about device firmware updates and flash wear leveling. 

2.1 Internet of Things (IoT) 

Internet of Things (IoT) is an information carrier like Internet and traditional telecommunication 

networks. The theory was first proposed by Professor Ashton at the MIT Auto-ID Lab in 1999 when 

studying RFID [1] and is widely recognized by the world. With the development of technology, the 

definition of the Internet of Things has been changed in 2005, and the coverage has been greatly 

expanded. It is no longer just an Internet of Things based on RFID technology. IoT enables all 

ordinary objects that seem to be independent and have different functions to connect with each 

other. Generally, the Internet of Things is a wireless network. Since the number of devices around 

each person can reach one thousand to five thousand, the Internet of Things may contain 500M to 

1G of different objects. Everyone can connect real objects with electronic devices and communicate 

with others through the Internet. Through IoT, the central computer can manage and control 

machines, equipment, and personnel. It can help people remotely control our home appliances and 

prevent theft of items. It can also collect data from these small things and the data can finally be 

aggregated into a big database. The new database can be applied in different fields, such as building 

infrastructure, predicting disaster, social security, and so on. 

Every device within the Internet of Things is composed of two parts. The first one, also the most 

essential one, is the internet connection. Any IoT device cannot work without the network. The 

second is an electronic device. Each IoT device requires another device or devices to exchange data 

with each other in order to ensure that its state is normal. If one device has problems, the others can 

get the wrong response and report this situation to users. When users need to use a smartphone to 

control IoT devices, a dedicated application is also necessary and users can send commands to 

manage and control the device. 

The Internet of Things digitizes the real world and has a wide range of applications. It makes all 

the things interconnect and gathers all of the digital information. The information is shared through 

multiple channels. For example, people are now using WIFI or Bluetooth, the wireless network 

technologies which are used most commonly. In addition, there are some electronic devices 

connected to the Internet of Things through LTE and satellite signals. The application areas of IoT 

mainly include the following aspects: transportation, industrial manufacturing, health and medical, 

education, etc. It has a very broad market and application prospects. The development of the 

Internet of Things has raised the standard of living of human beings to a new height and has greatly 

promoted the production efficiency of society. 

2.2 Wireless data communication 

Wireless data communication is a communication method that transmits data information by radio 

waves. It develops on the basis of wired data communication and achieves communication between 

people and computers and between computers and computers in a mobile state. Wireless data 

communication system is an extension and complement of wired data communication. It consists of 

a base station and a wireless terminal, which can be a laptop or various kinds of mobile devices. 
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Nowadays, the types of wireless data communication are rapidly increasing, such as Wi-Fi, 

Bluetooth, and LTE. The wireless mobile network is applied in various regions and industries 

through interconnection with wired data communication network. 

In this project, Bluetooth is chosen as the method of wireless data communication. Bluetooth® 

is a kind of widely used wireless data communication technology. It is a wireless technology 

standard that enables short-distance data exchange between fixed devices, mobile devices, and 

people. Bluetooth technology was originally created in 1994 by the telecom giant, Ericsson, as an 

alternative to the RS232 data wire. The naming idea of Bluetooth was originally proposed by Jim 

Kardach in 1997 [2], who developed the system that enables mobile phones to communicate with 

computers. Bluetooth technology can connect multiple devices and overcome the challenge of data 

synchronization. The frequency range of Bluetooth is from 2400MHz to 2483.5MHz (including the 

guard band). This is a short-range radio band for applications of industrial, scientific and medical 

(ISM) all over the world. 

Bluetooth is a protocol based on data packets and master-slave architecture. A master device 

can communicate with up to seven slave devices in the same network. All devices share the clock of 

the master device. Packet switching is based on the clock defined by the master device that runs at 

312.5μs intervals. Two clock cycles form a 625μs slot, and two slots form a 1250μs slot pair [3]. The 

packet capacity can be 1, 3, or 5 time-slots, but in either case, the master device transmits 

information in the even slot and accepts information in an odd slot [3]. The slave device is just the 

opposite. Bluetooth uses the Frequency-Hopping technology to split the transmitted data into 

packets and transmit these packets separately through specified Bluetooth channels [3]. Each 

channel has a bandwidth of 1MHz. 

In 2016, the Bluetooth SIG released the newest version of Bluetooth standard officially in 

London. Bluetooth 5.0 has made a great improvement and optimization in low-power and 

transmission speed. Bluetooth 5.0 combines Wi-Fi to improve the positioning ability of indoor 

locations and increase transmission speed and effective working distance. The maximum 

transmission speed is 2 Mbit/s, which is twice the previous 4.2 version. The effective working 

distance is up to 300 meters, which is four times the previous 4.2 version. The specific properties of 

three common wireless data communication systems are shown in Table 2-1. 

 

Table 2-1: Comparison between Bluetooth 4.0, Wi-Fi, and Bluetooth 5.0 

 Bluetooth 4.0 Wi-Fi Bluetooth 5.0 

Frequency range 2.4GHz 2.4GHz 2.4GHz 

Distance 20~40m 20~200m 20~300m 

Power Low High Low 

Mutual interference Low High Low 

Speed 1 Mbit/s 11~150 Mbit/s 2 Mbit/s 

Safety High Low High 

Profit Low High Low 

 



Background|9 

9 
 

2.3 Device firmware upgrade (DFU) 

Embedded systems are application-centric [4] computer systems, with embedded dedicated 

hardware and software. Most embedded systems today run on SoC (System on Chip) chips based on 

ARM, which have separate operating systems. Ascher Opler created the word "firmware" in 1967, 

and software that resides in embedded devices is now commonly referred to as firmware. The way of 

device firmware upgrade can be divided according to the source of the firmware upgrade package, 

which is the local upgrade and the remote upgrade. 

OTA DFU is the meaning of device firmware upgrade over the air, and it is a kind of remote 

DFU. In addition to being upgraded via the wireless method, firmware can also be upgraded by wire, 

such as UART, USB or SPI communication interface. 

The DFU needs to work in Bootloader. To jump from the Application to the Bootloader, either 

the physical button or the BLE command can be used to trigger this feature directly. This method 

using BLE is called buttonless DFU. The buttonless DFU means that a signal to the device via a 

wireless method such as Bluetooth or Wi-Fi will be sent to make the device get into DFU mode. 

Regardless of how the DFU service is triggered, the principle and process of DFU are the same. The 

specific DFU process is shown in the following flow chart: 

 

 

Figure 2-1: Flow chart of the DFU process [5] 
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The DFU function based on the nRF52832 chip can be transmitted via USB, serial or Bluetooth. 

For some devices that need to be connected to the user for data or effect feedback, it is best to 

choose the OTA update method. The nRF52832 SoC is a powerful, highly flexible, low-power, multi-

protocol SoC Bluetooth single-chip, embedded 2.4GHz transceiver. It is an ideal chip for Bluetooth 

low energy, ANT and 2.4GHz ultra low power wireless applications. The chip has 512KB of Flash 

and 64KB of RAM, which has large storage space and abundant resources and is beneficial to the 

flexible use and development of multi-functional application scenarios. The firmware structure of 

the chip is also very unique, divided into three parts: SoftDevice, application, and bootloader. The 

specific functions of each part are shown in Table 2-2. 

 

Table 2-2: nRF firmware components 

 

By default, nRF52832 uses the Dual-Bank mode to execute DFU. The new firmware data is 

saved in another area of the Flash instead of directly overwriting the current firmware. Only when 

the new firmware is verified, it will be copied to the current firmware space. This ensures that the 

update process will not affect the original program. 

Regardless of whether it adopts OTA or wired communication, DFU includes two modes: 

background and non-background mode. The current Android or iOS smartphones adopt 

background DFU mode. The new firmware is downloaded in the background, and when the 

download is successful, the user is guided to upgrade. The entire upgrade process has no effect on 

using the device. The earlier feature phone and single-function embedded devices use non-

background DFU to upgrade the operating system. When upgrading, the user needs to press some 

buttons to enter the bootloader mode and begin the upgrade process. During the whole process, the 

normal function of the device cannot be used. The DFU can also be divided into dual bank mode and 

single bank mode. Background DFU must be upgraded in dual bank mode, instead, the non-

background DFU can be used in either dual bank mode or single bank mode. In the dual bank mode, 

the old firmware and the new firmware each occupy a storage area. During the DFU process, the 

device enters the bootloader first, then downloads the new firmware and verifies it. Only when the 

new firmware is verified successfully, the old firmware will be erased and replaced by the new 

firmware. The above process can be illustrated in Figure 2-2. The dual bank method sacrifices a lot 

of storage space, but in exchange for a better upgrade experience. The single bank method is also to 

enter the bootloader first, but erase the old system immediately, and then directly download the 

new firmware to the area of the old version. Compared with the dual bank method, the single bank 

method will greatly save the flash storage area. When the system resource is tight, it is 

recommended to use the single bank method. However, the dual bank method has an advantage 

that if there is a problem during the upgrade or if there is a problem with the new firmware, it can 

Component Description 

Bootloader Settings Save firmware information, such as CRC, size, etc. 

MBR Parameters Store MBR parameters. 

Bootloader Execute DFU. 

Application Implement the specific functions of the firmware. 

SoftDevice Protocol stack. 

MBR Master Boot Record. 
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choose the old version to roll back and normal functions can still work. When the single bank 

encounters this situation, it will only stay in the bootloader, and then wait for another upgrade. 

Meanwhile, the normal functions of the device cannot be used. From the perspective of users, the 

device has already become a "brick".  

 

 

Figure 2-2: The dual-bank DFU process 

 

2.4 Flash memory 

Flash memory is a long-life, electronically erasable programmatic read-only memory, which allows 

multiple erases or writes during operation. As a non-volatile memory, it can retain the data 

information stored inside before. Although flash has the feature that data will not be lost when the 

power-off, it cannot rewrite data in bytes like RAM (random access memory) and cannot replace 

RAM. 

This technology is primarily used for general data storage and data exchange between 

computers and other digital products. Flash Card is a memory that uses this technology to store 

electronic information. It is generally used as a storage medium in some small digital products such 

as digital cameras. According to different manufacturers and different applications, flashcards can 

be probably Smart Media (SM card), Multi-Media Card (MMC card), Secure Digital (SD card), 
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Memory Stick (Memory Stick), or micro hard disk (MICRODRIVE). Though these flashcards have 

different appearances and features, the technical principles of them are the same. 

Flash memory has many advantages. It has fast access speed and low heat dissipation, also no 

noise. However, the capacity is still relatively small. If the consumer needs a large capacity, such as 

500GB, a hard disk will be a good choice, which is cheaper and can meet the requirements. 

Flash can be mainly divided into two types: NOR type and NAND type. There is a big difference 

between these two types of flash memory. NOR flash is more like memory, which has separate 

address wire and data wire. However, the price is more expensive and the capacity is smaller. NAND 

flash is more like a hard disk. The small data blocks in it operate very slowly, while the big data 

blocks operate fast. The address and data share one I/O wire, so all information is transmitted 

through the same information route. Besides, NAND flash has a lower price and a much larger 

capacity than NOR flash. Therefore, NOR flash memory is more suitable for frequently random read 

and write and usually used to store codes and run directly in flash memory. The mobile phones are 

the main users of NOR flash, so the memory capacity of mobile phones is usually small. NAND flash 

memory is mainly used to store data, such as USB flash disk and digital memory cards. However, 

the speed of flash memory is very limited. Its operation frequency is much lower than the memory. 

Although the working mode of NAND flash memory is similar to the hard disk, it is still much 

slower than the direct access method of memory. Therefore, the performance bottleneck of the flash 

still exists. 

As a carrier of information, the most important feature of flash is to erase and write data. The 

flash is generally divided into a number of sectors and each sector includes a certain number of 

storage units. For some large-capacity flash memories, they may be divided into different banks and 

each bank includes a certain number of sectors. When writing data to flash, each bit can be changed 

from 1 to 0 by programming, but 0 cannot be changed to 1. In order to ensure the correctness of the 

write operation, the erase operation must be performed before the write operation. The erase 

operation generally happens on the entire sector, bank or the whole piece of flash. It will change the 

bits of a sector, a bank or the entire flash to 1 (0xFF). Thus, the write operation can be completed 

correctly. Since some flash memories have no local bad area management mechanism, once the 

storage block is damaged, the software or driver must deal with this problem. Otherwise, the stored 

information may be damaged and the device may be abnormal. Although NOR flash has a lifetime of 

100,000 times for P/E (program and erase) operations, and NAND flash can even reach one million 

times in theory, the number of P/E times of flash memory is limited and often cannot reach the 

maximum theoretical number of usage times in practical applications. How to extend the lifetime of 

flash has become a research focus in the embedded field. 

2.5 Related work 

In this section, some current studies about device firmware upgrade and flash wear leveling will be 

introduced in detail and discussed. 

2.5.1 Current study about device firmware upgrade 

The device firmware upgrade is an important function of IoT devices. It has a wide range of 

applications in the IoT industry and has attracted extensive attention in the technology industry. 

Different DFU methods are generated for different needs. 

The local upgrade means that the firmware upgrade package is copied to the storage of the 

device directly by the user. The existing researches of this method usually focus on the process of 

new firmware writing. It includes two types, JTAG (Joint Test Action Group) programming and 

computer tool programming. JTAG programming is that the new firmware is copied to the device 
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through a JTAG tool. This approach requires the device to have an external dedicated JTAG 

interface [6]. The computer tool programming means that the device is connected to the computer 

through USB, serial port or other interfaces, and then the firmware programming tool in the 

computer program the firmware into the device [6], such as the research of Karule [7]. This method 

requires the support of computers, the installation of the dedicated driver, and the programming 

software for different interfaces. Whether it is direct writing of the JTAG programmer or the 

computer tool programming, the device is in a state, where the device cannot be used normally 

during the entire upgrading process. 

The remote upgrade means that the firmware upgrade package is transmitted to devices 

through various wireless data communication methods. This method can meet different 

requirements in the actual scenarios, and it is not necessary to take the device to a specific site for 

the upgrade. For this DFU method, the existing research is mainly aimed at the upgrade packages 

and network protocols. Von Platen C. [8] optimized the generation of upgrade packages, Tijs van der 

Storm [9] proposed a solution for the software management of the upgrade package, and Andrew 

John Poulter [10] was concerned about the upgrade protocol of the embedded device interacting 

with the remote server in the IoT environment. However, the research for the upgrade mechanism 

of embedded systems is relatively less. 

The remote upgrade of the firmware needs to be done in the bootloader of the embedded device 

[11]. Firstly, it receives the firmware package through the network. Then the bootloader starts and 

the firmware begins to be upgraded. The device will not work normally during the upgrade process, 

and can only continue to be used after the upgrade is completed. The research for this kind of 

firmware upgrade has not yet resulted in a common solution for embedded devices. 

2.5.2 Current study about flash wear leveling 

Flash memory has been widely used in mobile electronics products such as mobile phones and 

tablet computers because of its large storage capacity, small size, difficulty in data loss during 

power-off, and multiple erasing. For the study of Flash storage, in addition to the study of its storage 

capacity and writing-reading speed, how to extend its service life is also an important research 

direction. Many scholars around the world have made some research on extending the life of Flash, 

and the wear leveling algorithm is one of the ways to solve this problem. The wear-leveling 

algorithm is generally implemented in two aspects: on one hand, control data writing, that is, the 

block that is used least will be applied to do the writing and erasing operations each time; on the 

other hand, that is, based on the idea of wear leveling, many garbage collection strategies have been 

proposed . For example, the Cost-Benefit strategy proposed by Kawaguchi [12], the strategy which 

considers the recycling efficiency and wear leveling proposed by Well [12], and the CAT strategy 

proposed by Chiang [12]. 

The common wear-leveling algorithm is usually divided into static wear-leveling algorithm [13] 

and dynamic wear-leveling algorithm [14]. These two algorithms are designed for data that has 

different update frequencies. The data with higher update frequency is called the hot data, and the 

data with lower update frequency is called the cold data [15]. The static algorithm is applied for cold 

data in the flash memory. These data may not change over a long time, and some of them may even 

have a life as long as the flash memory. If the wear leveling is only applied to the hot areas, these 

static areas will never have write operations. Besides, if the flash memory contains a large amount of 

cold data, the utilization of flash memory is greatly reduced. The static wear-leveling algorithm 

forces cold data and hot data to exchange storage areas when the number of erasing in hot areas 

exceeds a preset threshold. This allows the entire flash storage to have a uniform utilization. The 

dynamic algorithm only cares about the hot data, that is, when the data is programmed to the flash 

memory, the corresponding storage space will be selected and allocated to balance the write and 

erase times of all the parts in the entire flash [16]. 
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In general, regardless of static algorithm or dynamic algorithm, the main mechanism of wear 

leveling algorithms aims at extending the flash memory life expectancy by redistributing blocks 

having a higher P/E (program and erase) frequency with lower frequency ones to balance the 

frequency of usage. For the realization of this idea, there are have also some different solutions 

proposed in the existing studies. For example, Chang et al. have proposed a new scheme to improve 

the wear-leveling efficiency based on hot/cold data exchange. The main idea of their research is to 

divide the data blocks into different groups in advance [17]. Yang et al. have proposed a reliability 

error equalization algorithm. The strategy of the algorithm is to balance the error rate among all 

flash blocks to get more amounts of good blocks [18]. Murugan et al. propose a static wear leveling 

algorithm, Rejuvenator, that is, to actively distribute different data to young or old blocks according 

to their usage frequency [15]. This method can minimize the cost of data migration. Liao et al. 

propose an adaptive wear leveling scheme that the data will not be migrated until the hot block 

reaches the threshold [19]. It can reduce the sum number of P/E operations and extend the lifetime 

of the disk. In this design, the P/E cycle is the standard of wear degree. 

These methods can effectively achieve the wear leveling, however, all of the methods need to 

record the time parameters of data storage and the calculation is very complicated. For embedded 

systems, there are usually not enough resources for these methods. JFFS (the improved version is 

JFFS2) and YAFFS (the improved version is YAFFS2) are two specialized Flash file systems for 

embedded Linux. Some special kernel threads are used to manage garbage collection and achieve 

wear leveling in JFFS2 [20]. However, for general applications, the background threads make the 

system more complex and the design harder. YAFFS uses a special algorithm for garbage collection. 

Many strategies such as the greedy strategy and the random selection strategy are combined and 

coordinate with each other [20]. This method simplifies the design to some extent but cannot 

guarantee the wear leveling effect. 
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3 Methodology 

This chapter provides an overview of the research method used in this thesis. The research method 

is used to perform this project, focusing on achieving some specified goals. In this project, it is 

necessary to control all factors which can affect the results of the work. Besides, the connections 

between independent and dependent factors need to be considered during the design. So the 

experimental research method will be chosen because at least one variable can be artificially 

controlled and changed by the researcher in this method. The process of adding and integrating a 

new module is shown in Figure 3-1. 

 

   

Figure 3-1: The process of adding and integrating a new module 

 

 In this chapter, the entire research process will be introduced and illustrated in detail. The 

research work of the master thesis is separated into four different parts: 

 Literature review 

 System implementation 

 Testing 

 Data collection and analysis 

3.1 Literature review 

I started this master thesis with the literature review to get enough related information about the 

field of the project. In the process of embedded design, there are many factors and parameters that 

need to be specially considered and controlled. Therefore, in the literature review stage, the most 

significant thing is to understand the usage rules and specifications of the modules selected in the 

project. Also, the official user manuals and the related websites are available to gain enough 

information. At the same time, some early research works are also very useful and have much 

reference value. So it is necessary to summarize and analyze the methods and conclusions of these 

existing works. Some papers and articles about topics such as Microcontroller Unit (MCU), 

embedded systems, and flash memory are reviewed as shown in section 2.5. Besides, the Sweden 

DEMO Day in Stockholm has been scheduled in the timetable. Some advanced design ideas about 

the project and useful information regarding electronics development can be learned from the 

exhibition. In addition to the papers and experiment results of other researchers, some notes and 

blogs of other developers are also used as a reference for system design. Some records such as 
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datasheets and operations manuals consist of a number of detailed information. This information 

usually focuses on a particular part or some certain specific functions, not the whole system.  More 

related details can be known by studying this information and very helpful when integrating 

multiple functions into the bigger system. 

3.2 System implementation 

This section includes the building of the hardware environment and the development of the 

software. In general, an embedded system always consists of two main parts, MCU and modules. 

The connection between the two parts can be treated as interfacing with two abstraction layers, 

which are physical layer and drivers shown in Figure 3-2. The physical layer consists of pins and 

wires and it is the actual connection for the system to pass current. It provides a stable hardware 

environment for different sub-systems to transmit signals. The signals are in the forms of digital or 

analog voltage levels. The other layer is called drivers, which is based on software and can combine 

MCU and modules. The physical layer is used by drivers to receive and send data or information 

between the two parts. They are also important for MCU to control the entire system with 

commands and make an appropriate response to different situations. 

 

 

Figure 3-2: The connection between MCU and modules 

 

For the development of embedded systems, the choice of the toolchain is the key to the success 

of the entire project. As an important part of the toolchain, the proper debugger to the project will 

make the work of developers smoother. The debugger generally needs to integrate multiple 

functions, such as assembly, compiling, linking and debugging. It needs to cooperate with the 

integrated development environment on the host, support multiple embedded development 

languages, and allow users to configure or modify the memory, data, and registers. It can also set 

program breakpoints and run the programs in single-step, breakpoint or full-speed modes. As the 

official debugger for the MCU selected in the project, J-Link is selected as the debugger for the 

project. In this project, J-Link connects the microcontroller to the computer and is responsible for 

the communication between these two parts. The hardware connection of the project is shown in 

Figure 3-3. 
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Figure 3-3: The hardware connection of the project 

 

At the software development level, some requirements need to be collected from different kinds 

of communications with managers and users. Requirement gathering and analysis will focus on the 

people who will use this system and how to use this system [21]. During design, the input and 

output related to the system is the most important part which needs more extra attention. After 

designs, the actual coding will be programmed by the developer during the implementation stage. 

The test phase will be performed when the implementation is finished. It can be divided into two 

parts, non-functional testing and functional testing, and it is the last step before delivery. Though 

the software is arranged and working, continuous maintenance is still necessary. The developers 

still need to regularly update the software in order to meet the new requirements from the users. 

The whole process of software development is shown in Figure 3-4.  

The entire project is implemented in the C language. The tool used in this part, also called the 

integrated development environment (IDE), is Keil μVision5. The IDE is located upstream of the 

toolchain and is designed to make development faster and easier, which can save much time and 

effort. The IDE aims to help users organize resources and reduce errors. Besides, it provides 

programming templates that make different developers in the same team to form a unified standard. 

However, since the IDE is a relatively complicated tool, it needs an amount of time and patience for 

better proficiency. This step takes some time since the new version Keil was never used in the past. 

In addition, the example software for the microcontroller also takes some time since it is necessary 

to be familiar with the API of different functions and properties. After programming the software, 

the microcontroller can process the parameters and data related to the features of different modules 

and communicate with the other modules. 
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Figure 3-4: The whole process of software development [21] 

 

3.3 Testing 

This section includes literature reading and obtaining relevant information, based on some existing 

test cases on the Internet. In order to verify the transmission efficiency improvement and the update 

function of partial DFU, multiple tests should be performed in the same testing environment. These 

tests are primarily quantitative tests for different sizes of the firmware packages. Besides, tests for 

the flash memory is to apply different wear leveling methods to two identical chips for the same 

number of operations. The infrastructure provided by KTH and Yohoo is used and it is enough to 

finish this work. 

All of the tests should be based on the international standard to ensure the best quality of 

results during the testing stage. The control variates method is used in the experiments to make the 

conclusions more reliable. 

3.4 Data collection and analysis 

In this section, two types of data will be mainly collected and analyzed. The first type is the technical 

details, like some attributes and parameters belonging to the system and modules. Such data and 

information about the project can be obtained by searching datasheets and user manuals. These 

materials can be found on the websites of the manufacturers or companies. The version of the data 

and information needs to be up to date and matched with the modules to be used. 

The other kind of data is the data generated during the test process. Regardless of whether the 

test is successful, we can always get a set of results corresponding to this experiment. Such data will 

be treated as descriptive and inferential data that describes the performance of the function being 

tested and acts as a reference or comparison for the rest sets of data. 
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Then, the Statistical method is a proper way that will be used to analyze data in this project. 

After all the experiments, the two types of data are collected for selections, corrections, and 

processing. These steps make sure that all results can be put together and form a more consistent 

regularity. After that, the R language is used to analyze and plot figures according to the data, which 

is a more intuitive way to get an accurate conclusion. The final step is to compare the obtained 

conclusions with the previous hypothesizes and make a summary of the project. 
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4 Embedded system design 

In this chapter, the whole project and its technical details will be introduced. Firstly, the system 

architecture will describe all the parts of this project. The connection and integration between 

different parts will also be reviewed. Furthermore, this chapter will include other parts, Hardware 

Implementation and Software Implementation. The hardware part will introduce the properties of 

the components used in this work and the circuit connections. The software implementation mainly 

explains the structure of the code and the optimization of the functions. There is a strong connection 

between these two parts. 

4.1 System architecture 

In Chapter 2, a brief description of the technology involved in the project has been made. In this 

section, the connections between some components will be illustrated. Since in this project, the 

nRF52832 development board from Bluefruit is chosen as the main microcontroller system, all of 

the research work is realized through wireless communication between the Bluetooth chip and 

mobile devices with Bluetooth connection function and the smartphone is a necessary part. 

Obviously, the original software project of the current SDK is not enough to meet the requirements, 

it needs to be improved and upgraded. For the latest version of the bootloader, there are still some 

areas for improvement, such as changing the check method of firmware package integrity. The new 

partial upgrade feature is also limited to the software system of the nRF-series MCU. Although the 

necessary modifications are required for different MCUs to make them work properly, the using 

method and the basic working principle are the same. Figure 4-1 shows the main hardware structure 

for this e-health product. In this structure, the connection of the power source is neglected (the 

battery DC power supply) and most of the communications between MCU and each module are 

through digital signals. 

 

 

Figure 4-1: Structure of the e-health system 
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The entire system is powered by an external battery. The 3.7V battery can provide continuous 

direct current to the entire system to ensure the proper operations of the MCU and each module. 

MPR121 is chosen as the touch key module, which is a 12-channel independent capacitive touch 

panel. The MPR121 only supports I2C (Inter-Integrated Circuit) and can be implemented with 

almost any microcontroller. The ADDR pin can be used to select one of four addresses. It is much 

easier to use this module for capacitive sensing than others with an analog input because it can 

handle all filters and can configure for different degrees of sensitivity. This refers to a sensor for 

detecting pulse related signals. In this project, a photoelectric pulse sensor is applied. The sensor 

uses photoplethysmography (PPG) [22], which is normally applied to most wearable devices, to 

measure heart rate and other biometric indexes. PPG is a method of illuminating light into the skin 

and measuring the scattering due to blood flow. The pulse or heart rate sensor is based on a similar 

working principle, that is, when the force of blood flow changes, such as pulse rate (heart rate) or 

blood volume changes, the light in the body will have a predictable scattering. The measurement 

data as an analog output will be fed back to the MCU and processed. 

The above-mentioned is a general introduction to the whole system which will be used in this e-

health product. In the next sections (Hardware Implementation and Software Implementation), 

more details about MCU and software development will be available. 

4.2 Hardware implementation 

In this section, more details about the hardware structure will be reviewed. As an important part of 

embedded design, MCU should be highlighted as the core component of the embedded system. 

The MCU board used in this project is general-purpose hardware.  All I/O ports and 

programming interfaces can be accessed. This MCU board is designed based on nRf52832, a BLE 

chip from Nordic Semiconductor. At present, many chip manufacturers have released their own 

BLE SoC chips, of which Nordic Semiconductor's nRF52832 is a follow-up work of the famous 

nRF51822. This new microcontroller has a higher performance, lower power consumption, and 

more features, bringing the BLE SoC to a new level. As an upgraded version of nRF51822, nRf52832 

has been improved in many aspects. For example, the nRF51822 has a Cortex-M0 core running at 

16 MHz; the nRF52832 used in this project is upgraded to the Cortex-M4F core and has 512KB 

Flash and 64KB RAM for larger storage space and a better RF performance. 

In terms of power consumption, the nRF52832 is also optimized based on the original version, 

reducing power consumption by almost half. The comparison of power consumption between 

nRF52832 and nRF51822 is shown in Table 4-1: 

 

Table 4-1: Comparison of power consumption between nRF52832 and nRF51822 

 nRF52832 nRF51822 

Active-mode RX 5.5 mA 5.5 mA 

Active-mode TX @ 0dBm 5.5 mA 10.5 mA 

Active-mode TX @ 4dBm 7.7 mA 16 mA 

 

Although the power consumption in actual use depends on many other factors, such as the 

working frequency or the parameters of BLE (connection or broadcast interval), it is still very 

advantageous with these power consumption data when compared with other manufacturers' 

products. 
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The internal structure of nRF52832-QFAB is shown in Figure 4-2. As the central module of the 

microcontroller, the Cortex-M4F core is used in the nRF52832. The Cortex-M4F adds a floating-

point unit to the original Cortex-M4, which enables more powerful computing and floating-point 

arithmetic. Since most of the current wearable devices require very complex built-in algorithms, 

MCUs need to run faster. The Cortex-M4F core runs at 64 MHz, which is enough to handle a large 

amount of sensor acquisition and data processing. There is a 32.678 kHz oscillator used for running 

internal RTC (Real Time Clock). The RTC module features a 24-bit COUNTER, a 12-bit (1/X) 

prescaler, capture/compare registers, and a tick event generator for low power, tickless RTOS 

implementation [23]. 

 

 

Figure 4-2: Internal structure of nRF52832-QFAB [24] 

 

The memory of SoC is 512KB of Flash and 64KB of RAM, which provides developers with 

enough storage space. In the default project, the SoftDevice area where the BLE protocol stack is 

located occupies 152 KB of space. In this case, more than 300KB of Flash is still available for the 

application. For e-health devices, sensor acquisition is one of the most important tasks. Such a rich 

Flash space is tremendously helpful for data collection and processing. Besides, the extra Flash and 

RAM space also mean that nRF52832 can support multiple protocols and automatically switch 

when working. Due to the fact that different protocols tend to be used in different application 

scenarios, automatically switching brings the possibility that the device can work normally in 

different environments. The nRF52832 supports Bluetooth Smart (Low Energy), ANT/ANT+ and 

proprietary 2.4GHz protocols, allowing connection to different kinds of products such as nRF51 and 
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nRF24AP.  It is also a single-core SoC, which means that the BLE protocol stack is at the highest 

priority after it is started. The application priority will be lower than the protocol stack. However, it 

does not support Zigbee or Thread, which have a greater advantage in long-distance transmission. 

In addition, the RF module, which all the data needs to go through, is the core of wireless 

communication. The efficiency of it has become an important indicator of SoC chips. The nRF52832 

provides a higher receive sensitivity of -96dBm than -92.5dBm of nRF51822, which means it has a 

long transmission distance. Also, the Balun chip is embedded in nRF52832. Compared with the 

previous version, the additional matching circuit is needed in use. Only one extra inductor and one 

capacitor are needed for adjusting parameters and 5-6 external resistors can be saved in total, which 

reduces both space and cost. The circuit connection of RF matching components can be seen in 

Figure 4-3. 

 

 

Figure 4-3: Hardware of MCU board [25] 

 

In this project, J-Link is selected as the connector to do P/E (program and erase) operations to 

the chip, and connect the debug signal to the microcontroller debug port. Although ST-Link can also 

be used as a connector for this project, it is necessary to modify the default programming mode of 

the IDE, and as an official match with nRF52832, J-Link is much more convenient to use than ST-

Link for this project. J-link has a 20-pin male connector which provides connections to JTAG (Joint 

Test Action Group) debugging signals on the microcontroller. J-Link can also be compatible with 

the SWD (Serial Wire Debug) protocol. SWD is another debug interface proposed by ARM that uses 

fewer pins than the JTAG interface. The four signals that must be accessed in the SWD mode are as 

follows [26]: 

Vref: Target board reference voltage signal. It is used to check whether the target board is 

powered. It is directly connected to the VDD on the target board, and there is no output voltage; 

GND: Common ground signal; 
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SWDIO: Serial data of input and output. It can be treated as a two-way data signal route for the 

simulation signal; 

SWCLK: Serial clock of input.  It can be treated as the clock of the simulation signal. 

In addition, there are two pins that can be selectively accessed: 

SWO: Serial data output pin. The CPU debug interface can output some debugging information 

through this pin; 

RESET: The system reset signal is sent from the debugger to the target CPU. It can reset the 

device to obtain a better initial state for simulation. 

The SWD mode is a different programming mode and more reliable than JTAG in the high-

speed circumstance. In the case of large amounts of data, the JTAG downloader will fail but the 

probability of SWD failing will be much smaller. If the emulator supports both modes, the JTAG 

mode can be directly replaced with the SWD mode. Also, when there are fewer GPIO ports, the SWD 

mode is better, which needs fewer pins. In this project, as a handheld device, the PCB size for the e-

health product is limited. The SWD mode seems to be a good choice due to its less space demanding. 

The debug interface diagram of JTAG and SWD can be seen in Figure 4-4. 

 

 

Figure 4-4: Debug interface of JTAG and SWD [26] 

 

4.3 Software implementation 

In the previous chapters, the selection and connection of the hardware used in the embedded e-

health product in this project have been introduced in detail. The entire device and modules are 

controlled and managed by the firmware which is programmed and executed in the microcontroller. 

The software of this project is written by standard C code and Keil-Uvision5 is chosen to be the IDE 

for compiling and debugging. 



26|Embedded system design 

 
 

Since the microcontroller needs to control and manage the entire system and the operation of 

each module, the size of the firmware will be relatively large in this project. It is also very hard for 

users to operate the registers of MCU at the beginning of development. To solve this problem, 

Nordic Semiconductor offers different kinds of software development kits (SDK) for peripherals and 

different features while introducing chips. In this work, the SDK15.2.0 is the basis of software 

development. In this version of SDK, the library has a large number of functions with the 

corresponding file pairs of C codes and the header file. In addition, some modules have been 

completely packaged and the interface can be called by specific commands directly. These modules 

also have dedicated drivers and unique names, which make users understand the usage scenarios 

easily. The modules and examples offered by Nordic Semiconductor cover all the functions and 

features of the MCU, such as Bluetooth Low Energy (BLE) applications, Device Firmware Upgrade 

(DFU), GATT serializer and driver support. The benefit of using these functions is that users do not 

have to know the details of the registers and the written values when the function is called. 

Including these header/source files to the project allows users to access their features and modify 

them according to their needs. According to the introduction in Chapter 2, Background, the 

firmware structure of nRF52832 is quite special, mainly divided into three parts: software, 

application, and bootloader. The address range and size of each component of nRF52832 firmware 

is shown in Table 4-2. Since the SoftDevice mainly stores the Bluetooth protocol stack and related 

setting information and it is not involved in the modification of this part in this project, it will not be 

described in detail in this section. Therefore, in the following content, the functions and drivers of 

Application and Bootloader used in this project will be described and introduced. 

 

Table 4-2: Address information on different components 

Component Address range Size 

Bootloader Settings 0x0007 F000 – 0x0008 0000 4KB 

MBR Parameters 0x0007 E000 – 0x0007 F000 4KB 

Bootloader 0x0007 8000 – 0x0007 E000 24KB 

Application + Free area 0x0002 6000 – 0x0007 8000 352KB 

SoftDevice 0x0000 1000 – 0x0002 6000 148KB 

MBR 0x0000 0000 – 0x0000 1000 4KB 

Total 0x0000 0000 – 0x00080000 512KB 

 

4.3.1 Transplantation of buttonless DFU service 

It can be seen from the table that the application occupies the largest space in the flash memory of 

nRF52832. Its function is to realize the features of the predetermined design, including controlling 

peripherals and data processing. Since there is no DFU service in the general sample project and it 

is necessary to modify the type of services according to the requirement before delivery, this DFU 

service needs to be added manually. In this project, the existing firmware will be updated via 

Bluetooth, so the buttonless DFU service is chosen to be used. The buttonless DFU is a custom 

service that includes the following features shown in Table 4-3: 
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Table 4-3: Characteristic of buttonless DFU 

Attribute UUID Property 

Secure DFU Service 0xFE59 - 

Buttonless DFU 

Characteristic 

 0x8EC90003-F315-4F60-9FB8-

838830DAEA50 
Write, Indicate 

 

As a type of DFU, the buttonless DFU is a custom service whose main responsibility is to enter 

DFU Mode from Application. DFU Mode means that the chip is staying in the bootloader and is 

ready or performing some actions of the DFU process. DFU Controller sends an Enter DFU Mode 

command, which needs a response, then jumps from the Application to the Bootloader and enters 

the DFU Mode. The specific process is shown below: 

 

 

Figure 4-5: The process of buttonless DFU 

 

At the code level, the Enter DFU Mode command writes a flag to the GPREGRET register and 

then restarts. This flag is checked when the bootloader starts up. This flag will indicate the 

bootloader whether to update the firmware or to enter the application and work normally. The 

specific code is: 

1. uint32_t ble_dfu_buttonless_bootloader_start_finalize(void)   
2. {   
3.     err_code = sd_power_gpregret_clr(0, 0xffffffff);   
4.     err_code = sd_power_gpregret_set(0, BOOTLOADER_DFU_START);   
5.     ...   
6.     NVIC_SystemReset();   
7. }   

In SDK 15.2.0, Nordic Semiconductor provides developers with a template project that can be 

utilized through the buttonless method: ble_app_buttonless_dfu, which can be used to develop 

their applications based on this template. In this project, since the e-health device has to 

communicate with the mobile phone to exchange messages, the ble_app_uart template project is 

chosen to be the basis and the buttonless DFU service is added in it. 

The source files for the DFU service are needed to be added to the library, including ble_dfu.c, 

ble_dfu_bonded.c, ble_dfu_unbonded.c, and nrf_dfu_svci.c. The first of these functions is to add 

the basic features of DFU. The application of the following two C code files depends on the setting of 
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the NRF_DFU_BLE_BUTTONLESS_SUPPORTS_BONDS parameter in sdk_config.h. When 

NRF_DFU_BLE_BUTTONLESS_SUPPORTS_BONDS is 0, after entering DFU mode, the bootloader will connect 

to the mobile phone in a normal mode. This mode has good compatibility and high reliability, but 

the security level is a little lower. When NRF_DFU_BLE_BUTTONLESS_SUPPORTS_BONDS is 1, the 

bootloader will share the bonding information of the application. That means even if the device 

enters the bootloader mode, the device will still be in the bonding state with the mobile phone. This 

mode has a higher security level, but it is easy to cause compatibility problems. In some extreme 

cases, if the user deletes the bonding information of the mobile phone during the DFU process, the 

system will become bricks and cannot be recovered. In this project, 

NRF_DFU_BLE_BUTTONLESS_SUPPORTS_BONDS is set to 0 for best compatibility and reliability. SVCI is an 

abbreviation of the Signaling Virtual Channel Identifier, which provides an information channel for 

the DFU service. Since the buttonless DFU is a Bluetooth service, you need to start the service and 

increase the UUID of this service in sdk_config.h, and make the following changes to the settings: 

1. BLE_DFU_ENABLED = 1   
2. NRF_SDH_BLE_VS_UUID_COUNT += 1   

After adding the header/source file and setting the macro switch, some specific functions are 

also needed to be added to the main.c of the UART project. The functions are as follows: 

 static bool app_shutdown_handler(nrf_pwr_mgmt_evt_t event){};  

Implement power management. 

 static void buttonless_dfu_sdh_state_observer(nrf_sdh_state_evt_t state, void * p

_context){};   

Track the state of the Synchronous Digital Hierarchy (SDH) of the buttonless DFU service. 

If the state is NRF_SDH_EVT_STATE_DISABLED, the SoftDevice will be disabled before going 

into reset and the bootloader will need to skip CRC on the next boot. Also, power 

management will make the system off. 

 static void ble_dfu_evt_handler(ble_dfu_buttonless_evt_type_t event){};  

Determine whether the device enters DFU mode or in which state after entering DFU mode. 

 

The DFU service is also needed to be added to the service list and be initiated. Some codes will 

make it work at the end of the services_init function as follows: 

1. ble_dfu_buttonless_init_t dfus_init = {0};   
2.    
3. // Initialize the async SVCI interface to bootloader.   
4. err_code = ble_dfu_buttonless_async_svci_init();   
5. APP_ERROR_CHECK(err_code);   
6.    
7. dfus_init.evt_handler = ble_dfu_evt_handler;   
8.    
9. err_code = ble_dfu_buttonless_init(&dfus_init);   
10. APP_ERROR_CHECK(err_code);       

Finally, since the buttonless DFU service needs to store some temporary data, like the size of the 

transmitted firmware package and CRC check code, it is also necessary to adjust the memory 

address and the memory size. Otherwise, an error like "Insufficient RAM allocated for the 

SoftDevice" may occur, and the executable file (.hex) cannot be created. 
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4.3.2 Partial DFU in Bootloader 

In the embedded systems, the Bootloader is the first part of codes that the system executes after 

power-on and it runs before the operating system kernel. Its role is to initialize the hardware device, 

establish a memory space map, and bring the operating environment of the hardware and software 

to a suitable state, in order to make the final call of the operating system kernel correct.  There is 

usually no program like the BIOS or only a short startup program in an embedded system, so the 

loading and starting tasks of the entire system are finished by the Bootloader. In this project, based 

on the nRF52832 microprocessor, the Bootloader program is located at address 0x00078000 in the 

flash memory and usually runs first during power-on or reset. 

The Bootloader has two different modes of operation: "Bootload" mode and "Download" mode. 

The bootload mode is also called autonomous mode. The Bootloader loads the operating system into 

the RAM from the storage device on the target machine, and there is no user intervention in the 

whole process. This mode is the normal working mode of the Bootloader. The download mode 

means that the bootloader on the target machine will download files, such as the firmware image, 

from the host through a wired or wireless connection in this mode. Files downloaded from the host 

are usually saved to the target device by the bootloader. After the corresponding verification and 

checking process, they will be written to the flash memory on the target machine. This mode is 

usually used when the new program and root files are first installed. In addition, some updates for 

the system in the future will also use this mode. The Bootloader that works in this mode usually 

provides a simple command-line interface for users. 

As the infrastructure of the DFU service, the Bootloader is the main place for the DFU process. 

The basic process is to receive new firmware data in the bootloader and write it to Flash. After 

receiving the new firmware package, restart the system and run the new firmware. In the DFU 

architecture, the Bootloader acts as a DFU Target and the APP (nRF Connect is used in this project) 

on the mobile device acts as a DFU Controller. The Controller issues a request and the target gives a 

response. The specific startup process is shown below: 

 

 

Figure 4-6: The DFU service startup diagram 

 

The Bootloader implements a BLE server and some key services also have their specific UUID. 

The characteristics of these DFU services are shown in Table 4-4. In Table 4-4, the DFU Control 

Point feature is used to receive commands (Write) and return responses (Notify). The DFU Packet 
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feature is used to receive firmware data, which uses the Write without Response attribute to make 

the receiving fast. At the same time, the CRC is used to ensure the accuracy of the data. 

 

Table 4-4: Characteristic of DFU service 

Attribute UUID Type Property 

Secure DFU Service 0xFE59 Service - 

DFU Control Point 
0x8EC90001-F315-4F60-9FB8-

838830DAEA50 
Characteristic Notify, Write 

DFU Packet 
0x8EC90002-F315-4F60-9FB8-

838830DAEA50 
Characteristic Notify, Write no 

Response 

 

Besides, the DFU process also needs to be verified by signature to guarantee the reliability of the 

firmware package. The process of signature verification in DFU is shown in Figure 4-7. The private 

key is generated when the upgrade package is generated. The private key uses the hash value of the 

new firmware to generate a signature, which is stored in the Init Packet. The Bootloader project 

contains the public key. The public key and the signature in the Init Packet can be used to obtain a 

hash value. When the firmware data is received, another hash value can also be calculated. If these 

two hash values are equal, it indicates that the firmware is legal. 

 

 

Figure 4-7: The signature verification of Bootloader 

 

At the code level, the basic Bootloader of nRF52832 is stored at the end of the flash memory and 

will launch applications located in a specific location in memory. The Bootloader can be used to 

switch states of devices between multiple applications or initialize devices before working. Also, the 

most important feature provided by the Bootloader module is DFU. The following figure shows the 

architecture of the Bootloader modules: 
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Figure 4-8: The layered architecture of the Bootloader modules [23] 

 

The main function of the Bootloader project is extremely simple. The core code has only two 

lines: 

1. main() {   
2.     nrf_bootloader_init();   
3.     nrf_bootloader_app_start();   
4. }   

nrf_bootloader_init() is used to receive data from the new firmware and write it to Flash. 

There is an infinite loop in this function, which will not run backward until the firmware is received. 

Even if it is powered off and restarted, it will return to the function. nrf_bootloader_app_start() is 

used to jump into the application. 

Below the main.c, the top level of the Bootloader modules is nrf_bootloader. It is mainly 

responsible for booting the device into an application or activating the new firmware. This part also 

plays an important role in the DFU process, that it makes the device jump into the DFU mode where 

DFU transports are activated and new firmware can be delivered. In order to achieve these features, 

the Bootloader also needs some basic information. The purpose is to save information about the 

firmware image and DFU progress. This information is called Bootloader Settings. These settings 

are located in a section of Flash reserved by the Bootloader project. It is at the top of the 512KB flash 

memory (0x0007 F000 – 0x0008 0000) and the size is 1 page (4KB). According to the Nordic 

Semiconductor Infocenter, the Bootloader Settings includes the following information [23]: 

 Current firmware – size, CRC-32 

 Pending firmware – size, CRC-32 

 Progress of the firmware update 

 Progress of the firmware activation 

 Current firmware versions (application and bootloader) 

 Transport-specific data 
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The content of settings.hex is shown in Figure 4-9. 

 

 

Figure 4-9: The content of settings.hex 

 

During a normal DFU upgrade, the Bootloader receives the firmware image and automatically 

calculates the information, and then writes the new results to Flash. When the Bootloader restarts, 

it will check the CRC and Bank0_bank_code in the settings. If both are correct, then jump to 

Application, otherwise stay in the Bootloader to execute another DFU. 

The firmware activation is also an important feature of the nrf_bootloader module. It is the 

final step of the firmware update process. This feature is performed according to the information in 

the settings page when boot-up. It will affect the copying of the new firmware to the place of the old 

version and update the settings information for booting the new firmware. According to the original 

mechanism of DFU, if there are some modifications in the application and needs to be upgraded, the 

entirely new application will be loaded together, not just the modified part. So it means that an 

incomplete firmware image will make the update fail because it will not be activated by the 

Bootloader and the data stored in Bank0 will not be regarded as a valid application. So the 

s_dfu_settings.bank_0.bank_code needs to be set to 0x01 manually to make the firmware with the 

new code segments valid. 

As the second level of the Bootloader project and one of the most important parts, nrf_dfu is 

mainly responsible for the implementation of the update feature. In this application, at least two 

devices are required to achieve this goal. The DFU target is the object device in the update process.  

It will receive the firmware packages and be updated with a new image, which may contain a new 

application, SoftDevice, bootloader, or a combination of SoftDevice and bootloader. The command 

to generate a firmware upgrade package using pc-nrfutil is 

1. nrfutil.exe pkg generate --application app_new.hex --application-version 2 --hw-
version 52 --sd-req 0xA8 --key-file priv.pem app_new.zip   

The firmware package consists of three files, which are manifest.json, app.bin, and app.dat. 

The manifest.json is a manifest file that records which files are included in dfu_pkg.zip. The 

app.bin is the binary file of the app.hex without the address information. The app.dat is the binary 

form of Init Packet. The information on the new firmware image package is shown in Figure 4-10. 

The DFU controller is the device that is used to transfer the new firmware. It can be a mobile phone 

with an app or an nRF5 Development Kit in conjunction with nrfutil. 
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Figure 4-10: The information of a new firmware image package 

 

The DFU target needs to be a device with at least an active transmission function. It can be 

either a bootloader that has entered DFU mode or an application that runs the update process in the 

background. Once the DFU controller is ready, the new firmware packet will be transferred. The 

DFU target firstly receives the Init Packet, which records the meta-information of the upgraded file 

and its digital signature. After receiving, it performs the first verification, prevalidation, to check 

some information such as the compatibility. After the prevalidation, the actual firmware data will be 

received. It needs to be verified again before it can be officially applied. The second verification, 

postvalidation, will be performed to check some information such as the hash of the image. If the 

image is valid, it will be copied to the location of the original firmware and the whole device will be 

restarted. Depending on the type of image, it may occupy the place of the old application, SoftDevice, 

or even the current bootloader. If the verification is not successful, the latest received firmware will 

be stored in Bank1 without being copied, and the entire device will remain in the bootloader, waiting 

for another update. The DFU working process of the Bootloader is shown in Figure 4-11. 
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Figure 4-11: The DFU working process of the Bootloader 

 

Since the firmware package is generated by a small piece of code during the partial update 

process and the app.bin file in the firmware package does not contain any address information, this 

code will be copied directly to the beginning of the application area of the original project. This will 

directly damage the existing application and make the device not work. To prevent the writing 

mistake, the solution is to divide the free space of the application area to different small parts. These 

flash parts are used to store new firmware segments.  In order to determine which part will be 

written in and which part will be erased, the version number can be applied. The version number 

can be read from the app.dat. In addition, since the original DFU mechanism determines the start 

address of Bank1 through dynamic detection, which also affects the allocation of the free flash space 

in the Bank0, it is necessary to set a fixed starting address of Bank1. 

1. uint32_t target_addr = nrf_dfu_partial_start_addr((s_dfu_settings.app_version)/10)
 + s_dfu_settings.write_offset;     

2. uint32_t copy_addr   = nrf_dfu_partial_start_addr((s_dfu_settings.app_version)%10)
 + s_dfu_settings.write_offset;     

3.          
4. uint32_t nrf_dfu_partial_start_addr (int  part_num)     
5. {     
6.   switch  (part_num)     
7.   {     
8.       case  1:     
9.     return  ALIGN_TO_PAGE (0x26000);     
10.       case  2:     
11.         return  ALIGN_TO_PAGE (0x30000);     
12.                
13.       ...     
14.          
15.       case  9:     
16.     return  ALIGN_TO_PAGE (0x3E000);     
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17.       default :     
18.     NRF_LOG_INFO ("Error: No place");     
19.     break ;     
20.   }           
21. }   
22.    
23. uint32_t nrf_dfu_bank1_start_addr(void)   
24. {   
25.     uint32_t bank0_addr = nrf_dfu_bank0_start_addr();   
26.     return ALIGN_TO_PAGE(bank0_addr + 0x29000);   
27. }     

In the partial DFU, the updated functions will be placed in different storage spaces according to 

different requirements. These spaces may be the same as the previous addresses or may be different 

from them. This will make an effect on some function calls in the project. In the original project, 

the .hex file records the address information of the codes and the .map file is generated at the same 

time. The fragment of the .map file is shown in Figure 4-12. If the entry address of one of the 

functions changes, it may make the entire device work abnormally. So the call to functions must be 

optimized. 

 

 

Figure 4-12: The fragment of the .map file 

 

In theory, each function has an entry address when compiled and this address is pointed to by a 

function pointer. This function pointer can be used to call the function, just as other types of 

variables can be referred to with pointer variables.  In fact, even if there is not a pointer, the function 

name can be equivalent to its entry address. Although a function is not a variable, it still has its 

physical address in memory that can be assigned to a function pointer. In this project, the physical 

memory addresses represented by the function names have been determined when the .hex file is 

generated. If the original content in one certain memory space is replaced or removed, the output of 

the codes called by the function names will be different from the previous design. The nesting 

function pointer can be used to solve this problem and the specific code is as follows.  

1. ((void(*)())0x32001)))();   

The void(*)() is a function pointer without arguments, return value or names. The 

(((void(*)())0x32001)) means that the address of the function pointer is 0x32001, that is, the 

void(*)(void) points to 0x32001. Finally, the ((void(*)())0x32001)))() will make the machine 

access the contents of the address, that is, the function call will be executed from address 0x32001. 
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4.3.3 Implementation of flash wear leveling 

In the previous section, the main partial DFU functions have been implemented. However, in the 

process of implementation, if one program is often updated in the flash memory by the Bootloader, 

the codes will be placed into the same area each time. Also, the updating frequency of data in the 

physical storage space is different. Some need to update frequently, but some do not need to change 

for a long time. This will lead to a problem with the uneven usage of flash memory. The uneven 

usage of the flash will affect the overall life of the memory device. It is obvious that the lifetime of 

the area that is frequently updated will be shorter, and the lifetime of the area that does not need to 

be changed much will be longer. The parts that are consumed more have a higher possibility of wear 

faults.  If some wear faults occur at one certain part of the flash, it will affect the accuracy and 

reliability of the data.  

The simple layout of a flash chip is shown in Figure 4-13. It is composed of an array of blocks. 

Each block is a collection of storage units called pages. The page size of the flash in nRF52832 is 

4KB. The erase operation is performed in the unit of one page. Although the lifetime of each bit of 

flash is independent, that is, the failure of one bit does not affect other bits, the flash wear failure 

mainly manifests that the erasing is not clean and it needs to be erased several times to make the 

sector normal. As the degree of flash wearing increases, the situation will get worse. In theory, as 

long as the part is erased, the write operation will succeed, but under such conditions, the 

persistence of the data stored in this part has not been rigorously explored, and the stability of the 

data will be affected. 

 

 

Figure 4-13: The simple memory layout of a flash chip 

 

Therefore, in this case, it is necessary to optimize the existing partial DFU mode and perform 

the wear leveling algorithm on the used flash space. The lifetime of flash memory is calculated in 

terms of P/E times and the wear leveling algorithm will make different flash parts share the times of 

the write and erase operations. The mechanism of the algorithm will ensure to keep the wear degree 
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of each flash memory particle in a relatively consistent state and the most ideal state is that all the 

parts of the flash will be finally scrapped at the same time. Since at the end of the previous part 4.3.2, 

the normal call of the functions has implemented in the case where the position of codes is changed, 

the wear leveling in the DFU is theoretically possible. 

The principle of flash wear leveling is not difficult to understand. When a sector of the flash 

memory is used to store content, it will be all erased firstly, and then the new contents will be 

written to different locations each time. Since different bit positions are operated each time, the 

whole sector will not be worn until it is full. This will achieve the purpose of extending the lifetime of 

the flash. Suppose a 4KB flash sector can be divided into 100 storage units. Storing one data for 100 

times only counts 2 erasing times and the lifetime is extended by 100 times than 200 times before. 

The wear-leveling algorithm has two types, dynamic and static, and some related work has been 

introduced in detail in section 2.5.2. In short, the dynamic WL algorithm is to choose the youngest 

flash block every time. Old flash blocks will not be used as much as possible. The static WL 

algorithm is to remove the data that has not been modified for a long time from the young flash 

memory block and put the old data to the oldest flash memory block so that the young flash memory 

block can be used again frequently. However, only the static WL algorithm is the real full flash wear 

leveling in theory for it makes the utilization of all the parts of the flash even. In this project, since 

the boot mechanism of the microcontroller is to jump to a fixed address to start the application part 

in the flash memory, the static wear leveling algorithm cannot be used because the initialization 

content including some configuration information is hard to be migrated. Therefore, the dynamic 

algorithm is chosen to implement embedded flash wear leveling and optimize the partial DFU. 

In the previous section, the free space in the application area of the nrf52832 flash memory has 

been separated into multiple portions for partial updates. For empty flash storage, the easiest way to 

wear leveling is to simply accumulate addresses and rotate the sectors. But for some flash memories 

that are already occupied partly, this method is obviously not suitable. To make an occupied flash 

memory wear-balanced, the portion which stores the oldest version firmware needs to be found at 

first. Since the latest version will be added after the update process, this space must be cleaned up 

for subsequent programming. Meanwhile, whether the other spaces which will be probably used are 

available or not needs to be checked. This is because the flash portion cannot be programmed 

without erasing.  After that, the available portion with the least utilization will be selected to 

program the new codes. The selection process of copy and erase flash portions is shown on the next 

page as Figure 4-14.  
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Figure 4-14: The selection process of copy and erase flash portions 

 

At the same time, how to record the use of each part of the flash is an important point to achieve 

this algorithm. Since the state switching of the embedded device is frequent and the RAM is a 

volatile memory, some temporary information will be emptied when the power loss. So it is 

necessary to find a solution to save the usage information in the flash memory. 

Because the internal free space of the Bootloader cannot be written, the free space in the 

application area will be a choice to store this information. At the end of the application area, there is 

an area of three pages, 12KB, by default for storing app data. However, direct P/E operation to this 

space through the Bootloader will result in a fatal error 0x03, which is 

NRF_ERROR_MUTEX_UNLOCK_FAILED. This error will not make the application crash but it will make the 

write operation fail. That is because storing something from the bootloader into flash memory with 

nrf_fstorage causes the bonding error in the main application. When initializing nrf_fstorage, this 

function will use the flash area right next to the Bootloader. If some contents are also written to this 

area, it will be overwritten by the Bootloader and it will lead to the mutual exclusion for this space. 

The solution is to increase APP_DATA_RESERVED by 1 page and store the specific bootloader data 

on the last page. In an unmodified example bootloader project, the APP_DATA_RESERVED is 3. Increase 

this parameter to 4, and keep the configuration of nrf_dfu_flash unchanged. Then the last page can 

be written in with no error. In this way, the last page will not be touched by the peer manager, and it 

will not be erased in a DFU operation either. The structure of the modified application area is shown 

in Figure 4-15. 
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Figure 4-15: The structure of the modified application area 

 

After modifying APP_DATA_RESERVED in the sdk_config.h of the bootloader project, some 

information related to flash utilization can be recorded and searched during booting by the 

bootloader. As mentioned above, the storage address change of some codes is the basis for flash 

wear leveling. The internal function call mechanism of ARM will affect the jumps and calls of 

functions whose storage spaces have been changed. So, a table, similar to the interrupt vector table, 

for address information of functions can be maintained to store the utilization of different parts in 

the flash. This table consists of three important items of each different portion, the start address, the 

current usage status, and the total number of usage times. The start address is the entry address of 

each DFU portion. The current usage status is set to 0 when occupied and 1 when available. The 

content of the usage information table in the bootloader.hex is shown in Figure 4-16. 

 

 

Figure 4-16: The usage information table in the bootloader.hex 
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During each update, it is necessary to filter out the unavailable portions by using the status 

parameter. Then check the total number of users and find out the portion that has the least number 

of times of P/E operations through the available ones. Also, the serial number of the portion with 

the latest firmware version will also be recorded at the same time and the application can read it in 

the app data section. This will make each DFU portion have the same times of P/E operations and 

wear degree. 

However, this flash usage information table needs to be maintained and updated at the same 

time as each successful update so that it has the latest usage information for future use. This will 

increase the workload of the microcontroller and require the page to be erased and written 

separately. Although this can make the entire Bank 0 space achieve a certain degree of wear leveling, 

it will make the space of the app data over-operated and reduce the lifetime of this part. To solve 

this problem, the way to store the flash usage information can be changed. 

Since the smallest write or read unit of the flash memory in the nRF52832 chip is in units of 

bytes, some marks can be written to the DFU portions area along with the new program by the 

Bootloader during the DFU process. So it can be used to record the flash usage information. The 

information can be marked at the end of each portion so that it will not occupy too much space and 

affect the writing of new programs. The new structure of the modified application area is shown in 

Figure 4-17. The FUI in the figure means the flash usage information. 

 

 

Figure 4-17: The new structure of the modified application area 
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The recorded information is substantially the same as the flash usage information table 

mentioned above. However, since no public area is occupied in this method, the progress of the 

update cannot be recorded. The restart process after each update requires finding out the latest 

firmware to run, so based on the previous items, the update version counter can be added. The 

version counter will be increased by one after one update process finishes and the result will be 

written at the end of the corresponding DFU portion. After the device restarts, the counter values of 

each portion will be read and compared by the application. The part with the largest value is 

selected, which is the latest version of the firmware and will be called. In this way, each DFU portion 

in Bank 0 maintains a relatively balanced wear degree and the inconvenience of occupying extra 

space can be avoided. 
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5 Results and analysis 

In this chapter, the results collected in the experiment will be analyzed and evaluated. After 

integrating the hardware and software, the entire system needs to be tested. The test requires the 

support of both hardware and software. As the system improves the firmware update feature, the 

first part of the test will focus on the DFU function. In this section, the efficiency of the new DFU 

process is mainly measured and compared with the original DFU. Next, the Flash module with the 

optimization strategy will be tested. The utilization of the flash memory after multiple DFU 

processes will be the focus of testing. 

5.1 Results of partial DFU 

The results are collected via nRF Connect during the DFU test. The nRF Connect, formerly known 

as nRF Master Control Panel, is an application that works with the device carrying nRF52832 chip 

to operate and monitor the microcontroller remotely and send commands to it via the smartphone. 

It can also connect some other Bluetooth Low Energy (BLE) devices and communicate with them. 

This application supports several Bluetooth adopted profiles, such as firmware upgrade packages, 

and provides supports in different kinds of scenarios. Besides, it is necessary to use the computer to 

monitor the progress of the update process to find out abnormal conditions. A screenshot of the 

debug log is shown in Figure 5-1. 

 

 

Figure 5-1:  A screenshot of partial DFU debug log 
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When the device connects to the smartphone, all operations and instructions will be recorded to 

form a visible log, and each record has a timestamp. In the DFU process, the timestamp and some 

information about different operations, including the UUID of different services and the read and 

write status of peripherals, can be obtained during each upload of the firmware package and each 

restart after the update process. 

The data collected in this part is the upload time of the firmware packages and the update time 

of the DFU process. Figure 5-2 shows a comparison of the uploading process between the partial 

DFU and the original DFU. In this scenario, the function maxcount in the application is modified. 

From the comparison, it can be seen that the size of the transmitted firmware package has been 

reduced from 42 KB to less than 1 KB, and the transmission time is significantly reduced, and the 

efficiency is improved. 

 

 

Figure 5-2: The comparison of the uploading process between the partial DFU and the original DFU 

 

In addition, in order to get a more accurate result about the efficiency improvement and 

stability of partial DFU, 7 additional sets of tests were conducted. The code segments of these tests 

are taken from the nrf_uart_dfu project, and only one of the functions is modified each test and 

updated to the chip over the air. After the function is guaranteed to work properly, collect the 

firmware package uploading time of its DFU process. The test results are shown in Table 5-1 below. 
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Table 5-1: The uploading time of different functions 

Function name Code size (.map) Firmware package size Uploading time 

 
maxcount 224 956B 0.63s 

partial_location 140 856B 0.62s 

buttons_leds_init 132 847B 0.62s 

uart_event_handle 112 828B 0.62s 

bsp_event_handler 66 764B 0.61s 

fstorage_evt_handler 58 756B 0.61s 

sleep_mode_enter 40 728B 0.61s 

timeszero 24 711B 0.60s 

app_complete_new — 41.9KB 4.78s 

 

From the data above, it can be also seen that the significant improvement of partial DFU on the 

transmission efficiency. Since the original DFU can only perform the erase and write operations to 

the whole application area, it is inevitable to package the entire firmware with the modified part for 

transmission. However, it is not necessary to transmit such a large firmware package in each update. 

During the partial DFU process, only the modified part needs to be packaged and transmitted. The 

size of the firmware package which only contains one certain function is much smaller, the 

uploading time is much shorter, and the effect achieved after updating is the same. Also, other 

unaltered parts will not be affected in the update process, and the previously retained data will not 

be changed. 

Through the literature study, it is known that it is impossible to reach the maximum theoretical 

value of BLE5, 2Mbps, during the test. There are three main reasons as follows: 

1) Bluetooth specification limits the number of packets per connection interval. 

2) Even if there is no data available for transmission, an empty packet from the device will also 

be sent. 

3) Packet overhead - not all bytes in the packet are useful for the payload. The packet format for 

BLE data packets is shown in Figure 5-3. The ATT Payload part is the actual data that really defines 

the application. 

 

 

Figure 5-3: The packet format for BLE data packets [27] 
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Although in any case BLE5 cannot reach the theoretical maximum throughput, it is possible to 

make the actual transmission rate maximum and reach a higher efficiency during the partial DFU 

process. The partial DFU does not require the transfer of the whole firmware and the different sizes 

of the code segments have different impacts on efficiency. Since the size of the firmware package can 

be changed according to different requirements, the codes can be optimally packaged to achieve the 

highest update efficiency. Some statistics of the uploading time measurements are shown in Table 

5-2. The time has been computed from the time the State changed to Starting until the Upload 

completed. 

 

Table 5-2: The uploading time measurement statistics 

Firmware package size Data object number Uploading time Average speed 

764B 1 0.61s 9.98Kbps 

956B 1 0.63s 12.14Kbps 

3.08KB 1 0.87s 28.32Kbps 

4.61KB 1 0.87s 42.39Kbps 

4.83KB 2 1.05s 36.80Kbps 

5.83KB 2 1.15s 40.56Kbps 

7.08KB 2 1.21s 46.81Kbps 

8.58KB 2 1.36s 50.47Kbps 

8.62KB 3 1.50s 45.92Kbps 

9.08KB 3 1.52s 47.79Kbps 

11.3KB 3 1.58s 57.22Kbps 

12.5KB 3 1.61s 62.11Kbps 

20.6KB 5 2.50s 65.92Kbps 

41.9KB 11 4.78s 70.13Kbps 

63.8KB 16 7.08s 72.09Kbps 

65.1KB 17 7.12s 73.15Kbps 

 

As the data are shown in Table 5-2, the average speed of the transmission will increase as the 

firmware package increases. This is because the time of device preparation and data packaging is 

included in the uploading time in the test and the time is essential. The smartphone enables the 

notification functions to communicate with the device and waits for the correct response values 

from the peripheral. The data objects are also created during this time. This time occupies a large 

part of the total upload time and will gradually increase when the size of the firmware codes 

increases. 
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However, because the size of the Bluetooth data transmission packet is fixed, the oversized 

firmware is segmented and decomposed into multiple small packets. Therefore, the optimal size of 

the firmware package in the DFU process can be determined according to the maximum size of the 

data packet that can be transmitted. According to the first twelve sets of data, the trend of the 

average transmission speed can be shown in Figure 5-4.  

Through the figure, it can be found that when the number of data objects is the same, the 

average transmission speed will increase as the size of the firmware package increases and will reach 

a peak at last. This peak is the speed when the packet size is equal to one or several single data 

objects during one BLE transmission. Through the .bin file in the firmware package, it is known that 

the maximum size of one data object is 4096 bytes. It can be seen that during the DFU process, the 

nRF52832 uses the data packet of 4 KB as the smallest unit to transmit firmware from the 

smartphone to the device through BLE5. Therefore, when the partial update is performed, the code 

size of the firmware package is as close as possible to 4KB or an integral multiple of 4KB, in order to 

make the preparation and packaging time fully utilized before the transmission. This will save the 

firmware uploading time and improve transmission efficiency. 

 

 

 

 

Figure 5-4: The average transmission speed of different firmware package sizes 
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5.2 Results of flash wear leveling 

This part is mainly for the statistics and analysis of the partial update flash utilization. In the 

previous section, two different methods of flash wear leveling for OTA DFU of embedded devices 

have been mentioned. In this section, these two methods will be tested separately. J-Link RTT 

Viewer is selected to track the version status in the update process and the area occupied by the new 

codes.  

In embedded engineering, many debugging methods cannot be universal on all MCUs for 

various reasons. However, RTT is a debugging method that can solve this problem. RTT (Real-Time 

Terminal) is a new real-time terminal that can interact with users in different embedded 

applications. It can be used with any J-Link model and any supported target processor that allows 

background memory access, like Cortex-M, and only needs two pins as debug interfaces, which can 

be JTAG or SWD. Through RTT, the target MCU connects to the computer with J-Link and outputs 

the print information to the computer. At the same time, the computer can also send data to the 

MCU. The information such as log can be sent to the application at a very high speed without 

affecting the real-time performance of the MCU. The information got through RTT, such as the 

status of the DFU process and the total number of update times, is shown in Figure 5-5. The main 

implementation principle of RTT is that J-link and MCU can share the memory. It makes 

information interaction between users and MCU convenient and rapid. The variable for the number 

of usages has been added to the firmware, the usage information of each part can be obtained 

through RTT. 

 

 

Figure 5-5: The status of the DFU process and the total number of update times shown by J-Link RTT Viewer 

 

The test will verify the effect of the two flash wear leveling methods. When updating the 

firmware, the wear leveling feature in the Bootloader will work. A certain number of write and erase 

operations to the flash memory will be performed. Meanwhile, the usage times of each DFU portion 

will be recorded. To make the effect of wear leveling more clearly, some values for the usage of 
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different portions can be preset. In the flash memory, the free space from 0x30000 to 0x40000 is 

divided into 8 DFU portions and each portion contains up to 8KB (2 pages) of data. Table 5-3 below 

shows the preset values for the number of usage times of these parts. The update process will be 

performed 60 times and both of the two flash wear leveling methods will be used on the flash 

memory respectively. The detailed test results can be seen in Appendix A. 

 

Table 5-3: Preset usage times of different DFU portions 

DFU portion Address range Preset usage times 

0 0x0003 0000 – 0x00031FFF 20 

1 0x0003 2000 – 0x00033FFF 8 

2 0x0003 4000 – 0x00035FFF 6 

3 0x0003 6000 – 0x00037FFF 4 

4 0x0003 8000 – 0x00039FFF 3 

5 0x0003 A000 – 0x0003BFFF 0 

6 0x0003 C000 – 0x0003DFFF 5 

7 0x0003 E000 – 0x0003FFFF 0 

 

The test results of the first method, which uses the Flash usage table located at 0x74000, are 

shown in Figure 5-6 below. The blue bars represent the preset usage times of each portion before 

the test, and the red bars represent the total usage times after the test. 

 

 

Figure 5-6: The test results of the first wear leveling method (with flash usage table) 

 

Overall, this method can make the wear degree of the free application area balanced. DFU 

portion 0 has been not used in the later update process yet because it has the maximum preset 

usage value and is the hottest block before. On the contrary, the rest portions are cooler than it and 

all of them have been used multiple times in the update process. The numbers of the usage times are 

gradually aligned in the case where the initial values are different. The wear-leveling effect is 
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remarkable through the figure. However, since this method uses the usage table located before App 

Data in the flash memory to record the utilization of different portions, the update frequency of this 

part is extremely high and the wear degree is severe. After some modifications, the following Figure 

5-7 shows the results of the second method after another 60 updates. 

 

 

Figure 5-7: The usage information of the second wear leveling method after 60 updates  

 

Figure 5-8 shows the usage information recorded in the .hex file in the flash memory after 60 

updates.  The version counter of Portion 2 reaches 60 (0x3C), which is the maximum value of all the 

counters, and the portion is occupied now. Its start address is 0x34000 and has been used 13 (0x0D) 

times. The usage time of Portion 0 has no change because it is still the hottest portion, with 20 (0x14) 

times. The comparison chart with the preset values is shown in Figure 5-8. 

 

 

Figure 5-8: The test results of the second wear leveling method (without flash usage table) 
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The wear-leveling effect of the second method is basically the same as the previous method. The 

hottest block is still not used again, and the rest parts are uniformly utilized. At the same time, this 

method does not use extra areas other than the DFU portions, and there is no excessive wear area 

like the flash usage table area of the first method. The effect of the flash wear leveling is optimized. 

However, since the flash usage information, which consists of the start address, the version counter, 

the current usage status, and the total number of usage times, is recorded at the end of each portion 

and occupies 16 bytes in this method, shown in Figure 5-7, it may affect the DFU process in some 

special cases, for example, the size of the new firmware is exactly equal to 8KB. 
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6 Conclusions and future work 

In this chapter, the whole work and the main findings will be summarized and the final conclusions 

will be drawn. In addition, some limitations about the results will be discussed in section 6.3. Also, 

some valid future work about this field and this project will be described in different aspects. 

6.1 Summary 

The goals of the project are to implement the device firmware upgrade for the selected 

microcontroller, optimize the upgrade mechanism, and improve its update efficiency. They are 

introduced in section 1.4 and were all met in this project. The modified DFU function can replace a 

part of the code in the firmware as needed, without erasing and programming all the replaced areas 

as the original DFU service. When it comes to testing, the code segments of different lengths were 

packaged as .zip files of different sizes, and the update effect and transmission efficiency of these 

firmware packages using the partial DFU were tested. From the test results, the partial DFU 

performed well, and the update time to achieve the same update effect was greatly reduced. Since 

the firmware packages passed by BLE5 were generated by the compiled .hex file in the partial DFU 

process, the size of the firmware package can be optimized to improve the efficiency. From the 

results, it can be derived that when the length of the code segment is 4KB or an integral multiple of 

4KB, the efficiency of transmission through BLE5 is higher, and the average speed is faster. 

Moreover, since the firmware package consists of the truncated code fragment, the occupied Bank1 

area is also much smaller than the original DFU function. This makes the size of the original 

firmware no longer limited by half size of the application area in theory and can be appropriately 

increased to accommodate more services and functions. 

On the other hand, since the partial DFU is often used to perform specific updates to a certain 

function, overmuch erasing and programming operations are performed on this physical storage 

portion. This will cause excessive wear on this flash portion and result in a reduction in the lifetime 

of the entire flash memory. Therefore, the wear leveling is added to the Bootloader to average the 

wear degree of different DFU portion in the flash memory. In this thesis, two different methods 

were proposed to be used on the nRF52832 MCU. One of them is to record the usage information 

and the address of the latest version through a table, which is stored in the APP Data area. Although 

this method can achieve the wear leveling in the application area, it will overuse the area where the 

flash usage information table is located. The other method is to record the usage information of the 

flash memory at the end of each DFU portion and the information will be updated each time and 

written to the specified area along with the new code. This method does not use any other space and 

solves the disadvantage of the previous method. However, the recorded information takes up a 

small amount of space in each DFU portion and it means that there are some restrictions on the size 

of the code in the update firmware package. Despite this, it is still a better solution to the embedded 

flash overuse and can improve the performance of the partial DFU. 

6.2 Conclusions 

After the implementation of the partial DFU and the realization of flash wear leveling, the following 

findings can be obtained according to the test results on the effect of this new update method. 

 The partial DFU can be applied to upgrade the application in the flash memory and there is 

no need to repeatedly erase and program unaltered parts. The efficiency of the update 

process improves significantly. 

 The firmware package which contains the code segment of 4KB or an integral multiple of 

4KB is the most suitable one to make the efficiency of the partial DFU maximum. 
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 The wear-leveling method can make the DFU portions in the flash block fully and evenly 

applied. Through theoretical calculations, when one certain function is updated 200 times, 

the current method is equivalent to 25 times P/E operations for the whole block, but 200 

times without wear leveling before. The lifetime can be extended by 8 times.  

6.3 Limitations 

This project applied the standard C language for programming and only examined the performance 

of nRF52832 because this chip was chosen as the microcontroller of the new version product of 

Yohoo. The codes and hardware connection only adapt to the nRF series MCU. In addition, since the 

current lifetime of the flash memory is significantly improved, the maximum number of 

programming and erasing operations can reach ten thousand or even one million. Therefore, it is 

not necessary to write or erase plenty of times to scrap it and test the effect of wear leveling in this 

work. The data of the flash lifetime used in this thesis is from some theoretical values provided in 

the previous related works. 

6.4 Future work 

With the continuous development of the embedded industry, the firmware upgrade has been a hot 

topic and widely studied and applied in different fields. The advances in electronic technology have 

made the capacity of flash memory gradually larger, and the size of the device firmware also 

increases at the same time. The larger firmware can contain more features for products and the 

more features the firmware contains, the more updates the device needs. Based on the current 

research, there are still several research aspects that could be conducted in the future work to make 

a comprehensive evaluation of device firmware upgrade. Several future works can be summarized as 

below: 

1. The partial DFU has been used on some portable devices such as mobile phones and 

personal computers. These devices can be customized to update a specific function or 

application according to different user needs. However, it is not popular in embedded 

products. In the thesis, the partial DFU based on nRF52832 is achievable, but in future 

work, the stability and reliability of this service will still need to be optimized. To make the 

partial DFU available, the firmware is not optimized to the best level when compiled and it 

makes the overall firmware structure not very compact and occupies more space of 

memory. The stability of the firmware and the call relationship between different functions 

after the DFU process also needs some improvement. The partial DFU needs to combine 

with advanced wireless transmission methods, like 5G or Wi-Fi, to improve the upload 

efficiency. The installation and restart process can be accelerated to reduce the 

unavailability time of the device. Besides, when a large number of devices are updated at 

the same time, it is also important to minimize the interference from the external 

environment.  

2. If more than one feature of the firmware needs to update with the partial DFU, the requests 

will be sent from smartphones. However, devices cannot know which feature will be 

updated in advance and some time will be spent for identification. The idea of the heuristic 

algorithm can be applied to solve this problem, such as the neural network. Such 

algorithms can predict the next update feature based on the recent DFU activities of users.  

When there are large upgrading demands, devices can prepare for the upcoming updates 

and select the storage area in advance to improve the update efficiency. Although artificial 

intelligence has been used in many fields, some theoretical and experimental studies are 

needed to verify whether it is also available for DFU. If this method can be used 
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successfully, it will improve the firmware partial upgrade performance and make it more 

efficient and stable in practical scenarios. 

3. The development of manufacturing technology makes the production cost of flash memory 

lower. Meanwhile, the storage capacity is getting larger and its application field is gradually 

expanding. However, due to its special physical characteristics, the flash memory needs a 

reasonable wear-leveling algorithm to extend the lifetime. Therefore, future research in this 

field is very significant. The wear-leveling methods proposed in the thesis are simple. The 

dynamic WL method and the corresponding mechanisms were used in the thesis and there 

are some deficiencies. Although the designed structure was verified and tested in a 

quantitative way, many potential problems still exist because the actual situations cannot 

be simulated very accurately. It is necessary to create a more accurate working 

environment of flash memory and corresponding mathematical models for deeper research.
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Appendix: Detailed results of wear-leveling tests 

Update times DFU portion Start address Usage count 

1 6 0x3A000 1 

2 8 0x3E000 1 

3 6 0x3A000 2 

4 8 0x3E000 2 

5 6 0x3A000 3 

6 8 0x3E000 3 

7 5 0x38000 4 

8 6 0x3A000 4 

9 8 0x3E000 4 

10 4 0x36000 5 

11 5 0x38000 5 

12 6 0x3A000 5 

13 8 0x3E000 5 

14 4 0x36000 6 

15 5 0x38000 6 

16 6 0x3A000 6 

17 7 0x3C000 6 

18 8 0x3E000 6 

19 3 0x34000 7 

20 4 0x36000 7 

21 5 0x38000 7 

22 6 0x3A000 7 

23 7 0x3C000 7 

24 8 0x3E000 7 

25 3 0x34000 8 

26 4 0x36000 8 

27 5 0x38000 8 

28 6 0x3A000 8 

29 7 0x3C000 8 

30 8 0x3E000 8 

31 2 0x32000 9 

32 3 0x34000 9 
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Update times DFU portion Start address Usage count 

33 4 0x36000 9 

34 5 0x38000 9 

35 6 0x3A000 9 

36 7 0x3C000 9 

37 8 0x3E000 9 

38 2 0x32000 10 

39 3 0x34000 10 

40 4 0x36000 10 

41 5 0x38000 10 

42 6 0x3A000 10 

43 7 0x3C000 10 

44 8 0x3E000 10 

45 2 0x32000 11 

46 3 0x34000 11 

47 4 0x36000 11 

48 5 0x38000 11 

49 6 0x3A000 11 

50 7 0x3C000 11 

51 8 0x3E000 11 

52 2 0x32000 12 

53 3 0x34000 12 

54 4 0x36000 12 

55 5 0x38000 12 

56 6 0x3A000 12 

57 7 0x3C000 12 

58 8 0x3E000 12 

59 2 0x32000 13 

60 3 0x34000 13 
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