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Abstract 

This thesis aims to develop an e-health embedded system with a real-time operating system (RTOS), 

which allows users to monitor their body condition, including heart rate and breath, through 

Bluetooth Low Energy (BLE). Meanwhile, the device is also able to provide guidance for breathing 

by simulating breathing according to given parameters. In practice, the system samples the heart 

rate every two milliseconds. To ensure reliability and validity, results are expected to be sent in real-

time. However, numerous data cannot be transmitted directly without being processed. Otherwise, 

the system will crash, and hard faults will occur. 

A general idea to solve this problem is to classify messages into two categories based on the 

priority. One is urgent, and the other is unimportant. Two solutions are proposed, one using a 

unidirectional linked list, and the second using queues.   

Based on an ARM micro-controller, the e-health embedded system is designed and 

implemented successfully. The evaluation results show that the solution using a linked list is 

suitable for the system, while the solution using queues is unable to solve the problem. With the 

help of the message classification, the urgent messages can be timely transmitted with continuous 

data.  

Keywords 

Bluetooth Low Energy (BLE), ARM micro-controller, E-health embedded system, Message 

classification, Real-time operating system (RTOS). 
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Sammanfattning 

Avhandlingen syftar till att utveckla ett e-hälso-inbyggt system med ett realtidsoperativsystem 

(RTOS), som gör det möjligt för användare att övervaka sitt kroppstillstånd, inklusive hjärtfrekvens 

och andetag, genom Bluetooth Low Energy (BLE). Samtidigt kan enheten också ge vägledning för 

andning genom att simulera andning enligt givna parametrar. I praktiken samplar systemet 

hjärtfrekvensen varannan millisekund. För att säkerställa tillförlitlighet och giltighet bör resultaten 

skickas i realtid. Annars kraschar systemet och allvarliga fel uppstår. 

En allmän idé för att lösa detta problem är att klassificera meddelanden i två kategorier 

baserade på prioritering, en är brådskande och den andra är obetydlig. Två lösningar föreslås, en 

med hjälp av riktad länkad lista och en annan implementerad med hjälp av köer. 

Resultatmässigt, baserat på en ARM-mikrokontroller, är det inbyggda e-hälsosystemet 

framgångsrikt designat och konfigurerat. Lösningen med en länkad lista är lämplig för systemet, 

medan lösningen som implementeras med köer fortfarande inte kan lösa problemet. Med hjälp av 

meddelandeklassificeringen är de brådskande meddelandena inte ens försenade med kontinuerlig 

data. 

Nyckelord 

Bluetooth Low Energy (BLE), ARM-mikrokontroller, E-hälsa inbäddat system, Meddelande 

klassificering, Realtid operativsystem (RTOS). 
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1 Introduction 

E-health technologies are intersected with health services and information delivered or enhanced 

through the Internet and related technologies [1]. One significant reason why e-health technologies 

are not widely used is that barriers still exist around integrated and interoperable technological 

infrastructures for e-health [2]. Interoperability refers to the ability of multiple systems or 

components to exchange information and use the information [3]. Bluetooth Low Energy (BLE) 

technology has advantages of low power consumption, high security, and excellent transmission 

performance. Therefore, the project uses BLE to construct an embedded communication system. 

Bluetooth is a packet-based control with a master-slave structure. Packet exchange is based on 

the basic clock, defined by the master, which ticks at 312.5 µs interval. A slot consists of two clock 

ticks, and a slot pair is made up of two slots. Generally, the master transmits in even slots and 

receives in odd slots, whereas the slave transmits in odd slots and receives in even slots [4]. 

Consequently, embedded devices with Bluetooth and real-time operating system (RTOS) face the 

problem of how to improve the efficiency of the whole system under the premise of ensuring the 

stability of Bluetooth communication. 

The goals of this thesis project consist of two parts. One point is to structure an embedded 

system with appropriate algorithms and communication mechanisms satisfying specific functional 

requirements and to guarantee both stability and efficiency of the system. Another point is the 

design and implementation of an algorithm about messages classification and task scheduling, 

aiming to reduce the blocking time for high priority messages.   

1.1 Background 

The Refined eHealth European Interoperability Framework (ReEIF) identifies six various levels 

about interoperability, including Legal and regulatory, Policy, Care process, Information, 

Applications, IT infrastructure (Figure 1.1: Overview of different stakeholders at different 

levels in the ReEIF (Inspired by Figure 4 on page 11 of [5])) [5]. In this thesis, the Applications level, 

which is related to the implementation of the e-health embedded system, is mainly discussed. 

Legal and regulatory

Policy

Care Procexss

Information

Applications

IT Infrastructure

 

Figure 1.1: Overview of different stakeholders at different levels in the ReEIF (Inspired by Figure 4 on page 

11 of [5]) 
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As shown in Figure 1.2, the whole embedded system is composed of four parts, which are data 

processing, RTOS, drivers, and embedded hardware, respectively. In order to achieve the goal of 

classifying messages and reducing the blocking time of high priority messages, an optimized 

sampling method and an appropriate task scheduling algorithm are applied to this project and will 

be discussed in this thesis.  

Sampling Filter Data analysis
Data Processing

FreeRTOS Real-time Operating System

Sensors Driver
Peripherals 

Driver
Soft Device

Drivers

Micro-controller Sensors
Embedded Hardware

 

Figure 1.2: Overall structure of the system 

In this project, packet exchange is regarded as a periodic task based on the basic clock in 

Bluetooth. To guarantee that Bluetooth tasks can meet certain deadlines when the system contains 

other tasks, an RTOS is used in this project. Real-time embedded systems are typically designed to 

encapsulate sequential programs into concurrent processes. Characteristics of real-time systems 

include completing the work on a timely basis. RTOSes are specifically designed pieces of software 

to manage the sharing resources in a real-time system [6]. Thus, an RTOS is adopted in this project 

to manage the tasks, including data processing, system control, and Bluetooth communication. 

1.2 Problem 

The Bluetooth connection event is the time within a timing-event reserved for the data transmission 

and reception. Even though the connection event length is able to be extended dynamically, the 

extended length must meet the deadline. Otherwise, a fatal error will be encountered during 

runtime.  

On the other hand, plenty of messages might be added to the buffer and queued for 

transmission. However, messages with high priorities may block for a long time due to the 

congestion in the buffer. The problem in this project and the thesis is how to classify and transmit 

messages as fast as possible in the case of ensuring connection. 

1.3 Purpose 

The thesis elaborates on the project process and discusses the results of the optimization solutions. 

Listing the necessary steps in the development process is helpful for readers to understand, repeat, 

and optimize the work. Apart from the implementation part, the thesis also presents the data and 

conclusion. It can be seen from the results that which solution has better performance. 
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The project aims to design an embedded e-health system to help people to reduce pressure by 

way of adjusting the breath and meditation. Besides, optimized solutions of message classification 

function are also supposed to be applied to this project to improve the performance of the system. 

People with stress will benefit from deliverables. Besides, e-health device users can benefit due to 

more convenient communication between the device and their mobile phones. Moreover, the RTOS 

also provides convenience to users who want to monitor their body condition in real-time. 

1.4 Goals 

The main goal of this project has two aspects: 

1. Design and implement an e-health embedded system whose communication system is based on 

BLE 

2. Design and implement an appropriate solution for message classification to solve the hard fault 

caused by data continuously transmitted through BLE  

The main goal has been divided into the following five sub-goals: 

1. Design an embedded system with Bluetooth communication and an operating system to 
schedule tasks and manage resources 

2. Realize specific functions in tasks and choose an appropriate algorithm to schedule 
tasks 

3. Analyze the performance of the system and propose appropriate optimization solutions 
for message classification function 

4. Implement several alternative software solutions and do quantitative investigations of 
different solutions and compare the performance of each method 

5. Make conclusions through investigations and apply the optimal solution to the system 

In summary, the deliverables contain an e-health embedded system that can collect some 

relevant parameters about the user’s physical condition and can successfully establish 

communication between the device and the user’s mobile phone to transmit valid data. Besides, 

solutions for message classification are part of the deliverables, as well.  

1.5 Research Methodology 

The quantitative research methodology is used in this project, and the choice of the research method 

in this project is the experimental method.  

1.5.1 Quantitative Research Methodology 

Quantitative research refers to the stipulation of scientific research that determines the quantity of a 

certain aspect of a thing, that is, the method and process of obtaining the meaning by using the 

quantity and the phenomenon to represent, and then analyzing, testing, and interpreting. The 

quantitative study determines the characteristic value of the object by comparing the characteristics 

of the research object according to a certain standard or finds the variation law of the quantity 

between individual factors. 

Compared with qualitative research methodology, quantitative research methodology mainly 

focuses on the numerical data collected by certain methods. Therefore, quantitative research 

contributes to test and analyze the performance of the system from different perspectives such as 

throughput, response time, and stability, and so on. 



4 | Introduction 

 
 

4 

1.5.2 Experimental Method 

The experimental method refers to a technique of manipulating one or more variables and 

controlling the research environment to measure the causal relationship between the independent 

variable and the dependent variable. For example, when investigating the performance of various 

solutions, it is possible to use the method of merely changing the solution to determine the impact 

of each solution. 

Thus, the experimental method makes it possible to measure the performance of various 

solutions without interference caused by other factors in this project. The experimental method 

facilities strict control of multiple factors and tests and generally has high reliability. However, this 

method still has certain limitations in studying some complicated phenomena. 

1.6 Delimitations 

In this project, a microcontroller unit (MCU) called nRF52832 from Nordic Semiconductor is used, 

and the code is mainly based on the matching development kit provided by Nordic Semiconductor. 

Besides, partial drivers for peripherals, including configurations and operations to specific registers, 

are also contained in the packet. Therefore, the limitations of duplication and transplantation exist. 

Even though crucial application programming interfaces (API) programmed in C language are 

provided, portable interfaces are not considered in this project. It means that the work can only be 

repeated when the reader uses the same microcontroller and peripherals. 

Additionally, a restriction on the performance also exists. The system performance test is 

carried out in practice instead of in ideal tests. As mentioned before, the system is equipped with an 

operating system. As a result of this, several iterations of the same experiment may yield different 

results. Besides, the parameters of the results are not optimal due to its test environment, and an 

ideal test might be carried out in the future. 

1.7 Ethics and Sustainability 

Concerning ethical issues, how to protect user privacy is a problem that should be taken into 

consideration. In actual situations, the system must gather user data to adjust parameters and give 

feedback frequently. It means that the system faces several ethical issues. For instance, whether 

users are aware of the situation where the system collects their data, whether users can disable the 

data collection function, and how to prevent user data leakage.  

 Regarding sustainability, power consumption and batteries recycling are two key points. 

Although electricity is clean energy when it is used, the generation and transmission of electricity 

affect the environment significantly. Consequently, reducing power consumption and increasing 

energy efficiency are closely related to sustainability. On the other hand, heavy metals used in 

batteries are nonrenewable and harmful to the environment. Hence, another sustainable issue is 

how to extend battery life to reduce the environmental hazard caused by the generation and 

recycling of batteries. 

1.8 Structure of the Thesis 

Chapter 2 presents relevant background information about the project, including an overall 

introduction to the basic rules of BLE, an overview of several RTOSes, related peripheral protocols, 

and related work.  

Chapter 3 presents the methodology and method used to solve the problem, tools to be used in 

this project, and the data analysis method.  
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Chapter 4 describes the design of the system and the detailed implementation. Also, the general 

idea and practical application of the solutions for message classification are introduced in this 

chapter.   

Chapter 5 presents the results and discusses if the results are valid.  

Finally, chapter 6 lists the analysis and discussion of the results and future work.  
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2 Background 

This chapter provides basic background information about Bluetooth and RTOS. Besides, this 

chapter describes the technical details about Bluetooth and the MCU. Characteristics of RTOS are 

also mentioned in this chapter. Moreover, the general principles of related peripheral protocols are 

introduced in this section, too. Additionally, the chapter also introduces related work about 

Bluetooth and RTOS.  

2.1 Internet of Things (IoT) Communication Protocols 

IoT is the term formulated, which enables full access control and interaction between the physical 

devices, using the Internet, from any distant location on earth [7]. IoT is also an important 

interconnected network in which objects are connected. IoT can identify and locate objects in the 

objective world, and then project the objects of the objective world on the Internet through data 

transmission, which is a basic component of the IoT. Communication inside the IoT happens with 

the help of the protocols incorporated in the IoT devices or networks [8]. In the IoT scenario, many 

wireless technology communication protocols enable devices to connect to the Internet. Table 2-1 

summarizes the characteristics and trade-off of diverse technologies [9]. 

Table 2-1: Diverse wireless technology characteristics (Inspired by Table 1 on page 4 of [9]) 

  

2.2 Overview of the nRF52832 

As reported, the frequency band and the range of BLE is moderate, and the power consumption of 

BLE is minimal. The nRF52832 meets the challenges of a variety of applications that need Bluetooth 

5 sets, protocol concurrency, and an abundant set of peripherals and features. Because it integrates 

a 2.4GHz radio transceiver on-chip peripherals, it is ideal for BLE, Adaptive Network Topology 

(ANT), and 2.4GHz ultra low power wireless applications.  

2.2.1 The Central Processing Unit (CPU) 

The nRF52832 is built around an ARM Cortex-M4 CPU with the floating-point unit, and it has a 32-

bit instruction set that implements a superset of 16 and 32-bit instructions to maximize code density 

and performance.  

Characteristics 

Wireless Protocol 
ZigBee BLE Wi-Fi Thread 

Frequency Band 
2.4GHz, 

868MHz, 
915MHz 

2.4GHz 
2.4GHz, 

5GHz 
2.4GHz 

Range (m) 1-100 10 100-150 30 

Bandwidth 250kbps 1mbps 1gbps 250kbps 

Node per Network 65000 7 30-250 300 

Power Consumption 
Per Bit (μw/bit) 

185.9 0.153 0.00525 11.7 

Peak Current 
Consumption 

30mA 12.5mA 116mA 12.3mA 
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The Cortex-M4 offers unparalleled functionality to integrate 32-bit control with leading digital 

signal processing technology that meets the market requirements on energy efficiency levels. The 

Cortex-M4 processor features an extended single-cycle multiply-accumulate (MAC) instructions, 

eight and 16-bit single instruction multiple data (SIMD) instructions, single-precision floating-point 

unit (FPU). These features are based on innovative technologies that characterize the Cortex-M 

family of processors, including: 

• Processor core: high-performance 32-bit CPU, deterministic operation 

• Thumb-2 instruction set: an optimal mix of 16 or 32-bit instructions, three times less 
code size than 8-bit devices, no negative impact on performance 

• Low power mode: integrated sleep state support, multiple power domains, architecture-
based software control 

• Nested Vectored Interrupt Controller (NVIC): Low latency, low jitter interrupt response, 
no need for assembly programming, interrupt service routines (ISR) written in pure C, 
excellent interrupt handling 

• Tools and RTOSes support: Extensive third-party tool support, Cortex Micro-controller 
Software Interface Standard (CMSIS), maximizing software product reuse 

• CoreSight debug and trace: JTAG or 2-pin serial line debug (SWD) connection, support 
multiple processors, support real-time tracking. Also, the processor provides an optional 
Memory Protection Unit (MPU) that offers low-cost debug and tracking  

2.2.2 General Description of On-chip Resources 

Apart from the Cortex-M4, the nRF52832 contains 512kB Flash memory and 64kB Random access 

memory (RAM), and supports several protocols and peripherals, including BLE, ANT, 2.4GHz ultra 

low power wireless applications, Inter-Integrated Circuit (I²C) bus, Universal Asynchronous 

Receiver/Transmitter (UART), Serial Peripheral Interface (SPI) bus, and etc. 

Moreover, the nRF52832 includes 32 general input/output ports, five 32-bit timers with 

counter mode, three SPI master/slave with Direct Memory Access (DMA), two I²C compatible 

master/slave, Programmable Internal Peripheral Interconnect (PPI), and three real-time counters 

(RTC). 

2.3 SoftDevice Overview 

The SoftDevice is a high-performance BLE Central and Peripheral protocol stack solution for the  

nRF52 Series of System on Chip (SoC). It is a precompiled and linked binary image. The SoftDevice 

supports both server and client and provides a flexible API for building BLE nRF52 SoC solutions. 

The number of connections and bandwidth per connection is configurable. 



Background | 9 

 
 

9 
 

Applications-Profiles and Services

App-Specific
Peripheral

drivers

nRF API Protocol API Supervisor Calls(SVC)

nRF SoftDevice
SoC Library

SoftDevice
Manager

BLE Protocol Stack

Master Boot Record

Cortex Microcontroller Software Interface Standard (CMSIS)

nRF5x Hardware
 

Figure 2.1: SoC application with the SoftDevice 

Figure 2.1 shows the architecture of the nRF52 series software. It consists of the code of 

applications, including profiles and services, application-specific peripheral drivers, the SoftDevice, 

the Master Boot Record (MBR), and the ARM CMSIS interface for nRF52 hardware. 

The SoftDevice is composed of three main components: 

1. SoC Library: implementation and API for shared hardware resource management 
2. SoftDevice Manager (SDM): implementation and API for SoftDevice management, for 

example, enable or disable the SoftDevice, etc. 
3. BLE Protocol Stack: implementation and API 

2.4 SoftDevice API 

The API is a set of C language functions and data types that are provided in a series of header files 

that give the complete application compiler and linker independence from the SoftDevice 

implementation. 

2.4.1 Supervisor Call (SVC) 

As mentioned earlier, the SoftDevice is a binary file, and the interaction between the SoftDevice and 

the application is implemented through the SVC. SVCs are software-triggered interrupts that 

confirm the procedure call criteria for parameter passing and return values. Each SoftDevice API 

call triggers an SVC interrupt, and the SoftDevice SVC interrupt handler locates the responding 

SoftDevice function, which allows the application to compile without any API function address 

information and do not need to link the SoftDevice. Figure 2.2 illustrates the SoftDevice API call 

flow. 
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}

SoftDevice Vector Table
&SVC_Handler

Handler
Address

 

Figure 2.2: The SoftDevice API call 

The SoftDevice vector table in Figure 2.2 is the interrupt vector table of the SoftDevice. The 

table associates a list of pointers pointing to interrupt handlers with a list of interrupt requests, 

which is a signal sent to the processor that temporarily stops a running program and allows an 

interrupt handler to run. Each entry of the interrupt vector table is called an interrupt vector, which 

contains the address of an interrupt handler.  

2.4.2 Events 

When the SoftDevice completes an essential operation, it will notify the application of the event. 

Events from the SoftDevice to the application are realized by the software-triggered interrupts 

stored in a reserved interrupt request. The application is then responsible for handling the interrupt 

and for invoking the relevant functions to obtain the event data. The application must respond to 

and process the event in time to ensure the functions correctly. If the events from BLE control 

procedures are not processed in time, the control procedures may time out and lead to a link 

disconnection. If data delivered by the SoftDevice is not fetched in time, the buffer may be full, and 

no data can be received anymore. Figure 2.3 shows the message sequence chart about interrupt-

driven event retrieval. 
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Figure 2.3: Event retrieval 

All SoftDevice API functions will return a 32-bit error code after the task is complete or failures 

are detected. The application checks the error code to confirm if the SoftDevice API function was 

successful. 

2.5 BLE General Description 

BLE is a branch of Bluetooth wireless technology systems. In addition to device discovery, 

connection establishment, and connection mechanisms, the BLE system also offers low power mode. 

Therefore, BLE enables products to make a trade-off between power consumption and data rates.  

A minimal implementation of a BLE only core system covers the four lowest layers and 

associated protocols and two common service protocols. The Generic Attribute Protocol (GATT), 

Generic Access Profile (GAP), and Logical Link Control and Adaptation Protocol (L2CAP) can 

exchange data with the application. Other protocols, such as the Attribute Protocol (ATT), Security 

Manager (SM), and Linker Layer (LL), are managed by the higher layer or specified in the GATT 

and GAP [10]. The BLE protocol stack is shown in Figure 2.4. 
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Figure 2.4: BLE protocol stack architecture 

2.5.1 Connection Events 

If two devices are in a connection, devices act in two different roles: master and slave. The master 

controls the timing of a connection event, which is a point of synchronization between the master 

and the slave. During a connection event, the master and the slave send and receive packets 

alternately. The timing of the event is determined by two parameters: the connection interval and 

the slave latency. The start of connection events is spaced regularly with the connection interval. 

Aiming to improve the efficiency, the master is capable of flexibly scheduling the start point of 

the first connection event at a time of its choosing. The transmit window is determined by several 

parameters, including delay, offset, and size. The transmit window starts at delay + offset after the 

end of the packets containing the connect request. The scheduling diagram is shown in Figure 2.5. 

PP

C
R
E
Q

A
D
V

Advertising

Connect requirementConnect requirement Peripheral link timing-events

delay + offset

P

Connect interval Connect interval

 

Figure 2.5: Peripheral connection setup and connection 

It can be seen from Figure 2.5 that the communication speed of the BLE connection is 

determined by the connect interval and the amount of data transmitted in each connection event. 

The payload of the LL data protocol data unit cannot exceed 255 bytes, but considering the 

efficiency of one transmission, error handling, etc., the specific LL does not use such a large packet. 

Accordingly, to increase the transmission speed, multiple packets are generally transmitted in one 
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connection event. The SoftDevice specifies that six packets with 20 bytes of payload in each packet 

will be sent on every connection event. 

2.5.2 Connection Timeout and Disconnection 

There are two reasons why the BLE connection is disconnected: one is the expected termination 

procedure, and the second is a timeout disconnection caused by some unintended reasons, such as 

exceeding distance, severe interference, sudden power failure, etc. 

BLE protocol proposes a solution to detect if any unintended reasons occur. The LL of both the 

master and slave will start a supervision timer, which will be reset each time a valid packet is 

received. The SoftDevice defines a series of configurable parameters to implement the management 

of the BLE connection. In the process of connection establishment, the connection establishment is 

considered to fail if the first packet is not received in six times the connection interval. After the 

connection is established successfully, if the timer is not reset within the specified time, the link will 

be lost. The timeout parameter is configurable, and the range is between 100 milliseconds and 32 

seconds. To reduce power consumption, the BLE protocol allows the slave to ignore several 

connection events. During the period, the slave does not need to transmit and receive data packets, 

nor causes a supervision timer timeout. The number of ignored connection events is an integer with 

a valid range between 0 and 500. 

2.6 RTOSes 

RTOSes are widely used system software, usually including hardware-related underlying driver 

software, system kernel, device driver interface, communication protocol, graphical interface, 

standardized browser, and so on. RTOSes are responsible for all hardware and software resource 

allocation, task scheduling, control, and coordination activities of the embedded system. It must 

reflect the characteristics of its system and be able to implement the functions required by the 

system by loading and unloading individual modules. 

For small-scale embedded systems with small micro-controllers, there is no need to have an 

RTOS. However, in some circumstances, there still are significant advantages to having an RTOS, 

such as optimizing software development, better and safer synchronization, resource management, 

and timing management by the RTOS. Besides, open-source RTOSes (FreeRTOS, Echidna, Erika, 

and Hartik, etc.) are more suitable for small system development due to its simple structure and 

complete functions [6]. 

2.6.1 The Function and Impact of RTOSes 

Generally, in the embedded systems without an RTOS, the main function is composed of a loop in 

which all corresponding function calls are processed. Meanwhile, there may be some interrupt 

service routines (ISRs) in the system. Figure 2.6 illustrates the structure of the system without an 

RTOS. 
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Figure 2.6: The system without an RTOS 

It can be seen from Figure 2.6, the tasks in the system without an RTOS are all queued for 

rotation, which results in poor real-time performance. But the system without an RTOS is simple, 

and the resource consumption is also small. Obviously, in a slightly complicated system with more 

functions, the system is unable to handle this. At this time, an RTOS plays a vital role.  

The system with an RTOS divides the huge application into many small functions and treats 

each simple function as a single task. The task scheduler in an RTOS is responsible for task 

scheduling. Different RTOSes have different scheduling algorithms. For example, FreeRTOS is a 

preemptive RTOS, which means that its scheduling algorithm is also preemptive. Figure 2.7 shows 

the actual running process. 

Idle task

Task with low 
priority

Task with high 
priority

Idle task

loop ISR

Task with low 

priority

loop
loop

Task with high 
priority

 

Figure 2.7: The system with a preemptive RTOS 
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In Figure 2.7, high-priority tasks can interrupt the operation of low-priority tasks and gain 

access to the processor and resources, thus ensuring the service of those urgent tasks. In this way, a 

high priority can guarantee that jobs requiring high real-time performance have better real-time 

performance, such as obstacle detection tasks in autonomous driving. After the high-priority job is 

completed, the resources usage right is returned to the low-priority task. The above is the basic 

principle of the preemptive multitasking system. 

2.6.2 Overview of RTOSes 

In this section, some RTOSes and their features are introduced. 

The first one is FreeRTOS. FreeRTOS is a small embedded system with a mini operating system 

kernel. As a lightweight operating system, its functions include task management, time management, 

semaphores, message queues, memory management, logging functions, etc., which can meet the 

needs of smaller systems. 

The second is VxWorks, which is a product of WindRiver Corporation of the United States. It is 

an embedded operating system with a wide range of applications in the field of embedded systems 

and a relatively high market share. The VxWorks real-time operating system consists of more than 

400 relatively independent, short, and precise target modules. Users can select the appropriate 

modules to tailor and configure according to their needs. 

Apart from that, VxWorks also provides priority-based task scheduling, inter-task 

synchronization, communication, interrupt processing, timers, memory management, and other 

functions, built-in memory management under POSIX (Portable Operating System Interface) 

specifications, as well as a user interface which is simple and easy to understand.  

With its good reliability and excellent real-time performance, it is widely used in high-tech and 

high-tech fields such as communications, military, aviation, and aerospace, such as satellite 

communications, military acting, ballistic guidance, and aircraft navigation, etc. 

Thirdly, μC/OS-II is a compact, preemptive multitasking real-time kernel written in the C 

language. μC/OS-II can manage 64 tasks and provide functions such as task scheduling and 

management, memory management, inter-task synchronization and communication, time 

management, and interrupt service. It has high execution efficiency, small footprint, excellent real-

time performance, good scalability, and other characteristics. 

In addition to the RTOSes introduced above, there still are numerous RTOSes. In summary, 

FreeRTOS has an outstanding performance in non-commercial RTOSes, while in commercial 

RTOSes, μC/OS-II stands out to have an abundant number of available APIs.     

2.7 Inter-Integrated Circuit Protocol 

Inter-Integrated Circuit (I2C or I square C or I²C) is a bus protocol designed for the communication 

between lower-speed peripherals and processors or microcontrollers in short-distance. I²C protocol 

contributes to making the communication smooth and fast for systems with many peripherals [11]. 

Two main buses are used in the implementation of the I²C protocol, one is the clock bus, and 

another is the data bus. The clock bus is unidirectional, while the data bus is bidirectional. The 

master generates the clock signal and initiates communication with slaves. The setup of the system 

is illustrated in Figure 2.8, and the formats of data are shown in Figure 2.9 [12]. 
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Figure 2.8: A typical I²C setup comprising one master and a number of slaves 
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Figure 2.9: Format of I²C protocol bus (Inspired by Figure 1 on page 1 of [12]) 

In Figure 2.9, the first packet in the read and write operation contains the seven-digit device 

address with an additional bit to indicate the direction of the next transmission, which uses 0 for 

writing and 1 for reading. The data in the second packet represents the address of the destination 

register, which is an eight-bit binary number, and the last packet contains the data supposed to be 

transmitted. 

2.8 Analog-to-Digital Converter (ADC) 

The ADC converts a continuous-time and continuous-amplitude analog signal to a discrete-time and 

discrete-amplitude digital signal. Generally, the conversion involves four processes of sampling, 

maintaining, quantifying, and encoding. In practical, some of these processes are combined, for 

example, sampling and holding, and quantization and encoding are often implemented 

simultaneously in the conversion process. 

The resolution of an analog-to-digital converter means that it can output the number of discrete 

digital signal values for an analog signal within the allowable range. These signal values are usually 

stored in binary numbers, so the resolution is often in bits, and the number of these discrete values 

is a power exponent of 2. Resolution can also be described in terms of electrical properties, using 

unit volts. The difference in the minimum input voltage required to produce a change in the output 

discrete signal is referred to as the Least Significant Bit (LSB) voltage. Consequently, the resolution 

Q of the ADC is equal to the LSB voltage. The voltage resolution of ADC is equal to its total 

measurement range divided by the discrete voltage interval: 

N

E
Q

FSR
=  

I²C master I²C slvae I²C slave ... I²C slave

Data DataClock ClockClock Data DataClock
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N in the formula is the discrete voltage interval, and  represents the full-scale voltage 

range, which is the total voltage measurement range, that is, the difference between the input 

reference high voltage and the input reference low voltage. In general, the number of voltage 

intervals is equal to 2 to the power of M, and M is the number of digits of the precision of the ADC 

module: 

fLowfHiFSR VVE ReRe −=  

M

FSRE
Q

2
=  

2.9 Embedded Software Development Processes 

In this section, the software development process and relevant development tool are introduced. 

2.9.1 Software Development Process 

The software development process will vary depending on the development kit used, but the main 

steps are roughly the same. For an integrated development environment using a host computer, the 

software development process generally includes the steps of creating a project, adding files, 

compiling and linking, downloading and debugging, etc., as shown in Figure 2.10.  

Creating a project

Adding files (including drivers, 
application, and so on)

Configure the project

Cross compilation

Download the program

Test and debug

Generate code

Yes

Yes

No

No

 

Figure 2.10: Embedded software development process 
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Detailed steps are as follows 

• Create an engineering project after configuring the hardware device and installing the 
software development tool. Usually, programmers need to select the storage location of 
the project file and the target processor. 

• In adding files step, developers need to create source files, write application code, and 
add the code to the project. Relevant device driver library files, including startup code, 
header files, peripheral control functions, even middleware, and so on, also need to be 
added to the project. 

• Thanks to the diversity of hardware devices and the complexity of software development 
tools, engineering projects provide a number of options that require to be configured by 
developers before compilation, such as output file type and location, compilation options, 
and optimization types, as well as optional Development board and in-circuit emulator, 
configuration code debugging and download options, etc. 

• In the cross-compilation step, developers use the development software tools to compile 
multiple files of the project separately, generate the corresponding target file, and then 
connect to create the final executable file image, and save it to the file format of the 
target device. If there is an error in the compilation connection, modify the code. If there 
is no error, first run the software simulation and debug, then download the files to the 
development board to run and debug. 

• Currently, most microcontrollers use Flash Memory to save programs. After creating the 
executable image, the in-circuit emulator, or serial port, is used to download the image to 
the flash memory of the microcontroller to realize the programming of the flash memory. 
It is also possible to download the executable file to run in RAM. 

• After downloading the program, run the program to see if there is a problem. If there is a 
problem, connect the emulator, set breakpoints, and perform single-step debugging 
under the debugging environment of the development tool, and observe the detailed 
process of the program. If errors occur in runtime, modify the code. 

2.9.2 Real-Time Transfer (RTT) 

RTT is a new technology for interactive user input/output in embedded applications. With RTT, it is 

possible to transfer information from the target MCU to the application at enough high speed 

without affecting the real-time behaviour of the target MCU. The nRF52832 supports RTT and 

provides source files of the RTT implementation, which is beneficial for users to debug. 

J-Link RTT Viewer is the main Windows Graphical User Interface (GUI) application to use all 

functions of RTT on the computer. In addition to displaying output in the application, RTT View is 

also able to log data into a file. This application is very helpful for real-time debugging and system 

analysis during the development process. 

2.10 Related Work 

In this section, the results and conclusions of relevant work are presented. 

2.10.1 Comparison of Existing RTOSes for Small Micro-controllers 

Many variants of RTOSes, ranging from commercial, proprietary, to open-source RTOSes, are 

available nowadays. However, not all RTOSes are suitable for small micro-controllers. A comparison 

of these RTOSes available (open-source, commercial, and research) from several perspectives is 

carried out by Su-Lim Tan, and Tran Nguyen Bao Anh and results are shown in their paper “Real-

time operating system (RTOS) for small (16-bit) microcontroller” [6]. According to the paper, open-

source RTOSes are more suitable for small system development due to their minimal 

implementation. 
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2.10.2 Performance Comparison between FreeRTOS and µC/OS-III 

As reported, the results of a rough comparison of existing RTOSes are shown. And according to the 

results, open-source RTOSes are more suitable for small microcontrollers. Furthermore, FreeRTOS 

has the same excellent performance as µC/OS-III, which stands out in commercial RTOSes due to 

an abundant number of available APIs, as shown by Peng L, Guan F, Perneel L, et al. in their paper 

“Behaviour and performance comparison between FreeRTOS and μC/OS-III” [13]. 

2.10.3 Comparative Studies of Different IoT Communication Protocols 

In the IoT scenario, numerous different protocols from various manufacturers are available. 

Different protocols apply to different hardware and scenarios. A comparative study of the 

characteristics and trade-off of diverse technologies is carried out by T. Rahman and S. K. 

Chakraborty, in their paper “Provisioning technical interoperability within ZigBee and BLE in IoT 

environment” [9]. In general, the BLE protocol is suitable for the system with a short distance, low 

power consumption, and low transmission rate. 

2.10.4 Technical Information about Bluetooth 

Before the development, it is essential to understand the technical detail of Bluetooth, including the 

architecture of Bluetooth, the process of setting up connections, and the implementation. Relevant 

technical information, versions of Bluetooth, implementation are discussed in the paper “Survey of 

Bluetooth and Applications” [4]. Although Bluetooth has strict timing requirements, Bluetooth is a 

powerful technology that uses an air interface. 

2.10.5 Practical Study on BLE Throughput 

As mentioned earlier, connection events are spaced regularly by the connection interval. 

Considering the transmission efficiency and error handling, the standard always transmits multiple 

packets to improve the transfer speed and stability in each connection event. In practice, the 

limitations of the maximum number of packets in each connection event may occur, as shown by F. 

John Dian et al., in their paper “A practical study on Bluetooth Low Energy (BLE) throughput” [14]. 

In summary, in a peer-to-peer BLE 4.2 network, the throughput is relevant to the connection 

interval, but the maximum throughput is no less than 100 kb/s in any of the cases.  

2.10.6 BLE Embedded Devices Crackdown 

There are various software and hardware options available for the development of BLE. An 

approach about how to set up and test the connection between the BLE embedded system and the 

host computer is described in the paper “Bluetooth low energy (BLE) crackdown using IoT” [8], 

whose authors are Abhishek R. Chandan and Vaishali D. Khairnar. It can be seen from this paper 

that the address of the device, the response of the device, and the return value of commands can be 

used to test whether the connection is successfully set up or not. 

2.10.7 Overview of Apple’s BLE Protocol 

To ensure a successful Bluetooth connection, we need to determine the technical information of the 

master and slave. The technical details of the slave can be configured, but the parameters of the host 

are set in advance. Apple’s BLE protocol is described in the paper “Handoff all your privacy–a 

review of apple’s Bluetooth Low Energy Continuity Protocol” [15]. In this paper, the Apple frame 
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format, the BLE advertisement frame, and the device activity during the connection setup are 

illustrated, which helps develop the system in this project. 

2.10.8 Real-Time Tracking on Android Devices through Bluetooth 

If an embedded system tries to transmit packets to the connected smartphone, it is necessary for the 

developer to understand how the smartphone works after receiving the packets. An illustration is 

given by M. S. Ahmed, M. A. Hoque, A. J. Khattak, in their paper "Demo: Real-time vehicle 

movement tracking on Android devices through Bluetooth communication with DSRC devices" [16]. 

In this paper, steps to develop the receiver application, which is responsible for sending packets to 

the connected smartphone, are described. After testing, the application is valid and reliable. 

2.10.9 Evaluation of BLE Capabilities for Continuous Data Transmission 

As discussed before, it is necessary to pre-process data to reduce transmission overload. Otherwise, 

excessive overload can cause hard faults. An approach that simplifies the signal analysis process is 

presented by A. J. Jara et al., in their paper “Evaluation of Bluetooth Low Energy Capabilities for 

Continuous Data Transmission from a Wearable Electrocardiogram” [17]. In summary, due to the 

high constrains of BLE, the raw data has to be processed to reduce transmission overload to reach 

real-time monitoring. 

2.10.10 Design and Implementation of an Embedded System for Wetness Detection 

During the development of the e-health embedded system, how to integrate each module and design 

workflow and test cases of the system is a problem. An example is given by M. Y. Simik, F. Chi, and 

C. L. Wei in their paper “Design and implementation of a Bluetooth-based MCU and GSM for 

wetness detection” [18]. If we validate each module and repeat the test multiple times, the results 

will be relatively reliable and valid. 

 

 

 

 

 

 

 

 



 Methodologies | 21 

 
 

21 

3 Methodologies 

The purpose of this chapter is to provide an overview of the research method used in this thesis. 

Section 3.1 describes the methodologies and methods used in this thesis. Section 3.2 details the tools 

to be used in this project. Section 3.3 focuses on the data collection and analysis techniques used for 

this research. Finally, section 3.4 introduces the fundamental methods used to assess the reliability 

and validity of the data collected. 

3.1 Methods 

In this section, the specific roles of the methodologies and the methods are described in detail. 

3.1.1 Quantitative Methodology 

The primary methods of scientific research are mainly divided into two principal methodologies, the 

qualitative methodology, and the quantitative methodology. The quantitative methodology is based 

on numbers whose main characteristics are composed of an amount that can be directly measured, 

the amount related to some known units of measurement, possible and numerically based data 

comparisons of measurements, and the results based on the data comparisons. 

On the contrary to the quantitative methodology, the qualitative methodology focuses on data 

which are not numbers like opinion, experience, and choice, etc. With further research, the theory is 

generated based on the process.  

Since this study analyzes and compares the performance of each solution, the quantitative 

methodology is selected. Through the quantitative methodology, a series of data can be obtained, 

and then the data can be processed and analyzed to get the corresponding performance parameters, 

including delay, throughput, etc. 

3.1.2 Experimental Method 

The experimental method is a scientific research method that discovers and determines the causal 

relationship between things by studying the main changes and controls of the object. The three 

main features of the experimental method are listed as follows. 

The first main feature is that active transformation. The basis of observation and investigation is 

not to interfere with the research object and to identify the problem. However, experiments require 

dynamic manipulation of experimental conditions, artificially changing how objects exist and 

changing processes so that they meet the needs of scientific understanding. 

Second, control science experiments require various methods and techniques to reduce or 

eliminate interference from various unrelated factors that may affect science and to understand the 

subject in a simplified and purified state. 

Third, causality. Useful tools and necessary methods to discover and confirm causal 

relationships between things. 

Thus, the experimental method is also used in this study. The reason why this approach is used 

is that the experimental method provides the cause-and-effect relationship between variables 

efficiently. Additionally, this method is able to provide a stable and recoverable system throughout 

the whole development process. 
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3.2 Tools to be Used 

In this section, the required tools are introduced.  

3.2.1 Hardware 

Firstly, the hardware used in this thesis is discussed. The micro-controller is the nRF52832, which is 

built around an ARM Cortex-M4 processor with numerous digital peripherals and interfaces. The 

processor accesses to several on-chip resources, including ADC, I²C bus, and BLE. The nRF52832 is 

responsible for generating, processing, and transmitting data during runtime. And a mobile phone 

is used to receive the data sent from the nRF52832 and send commands to the CPU through BLE, 

and data is mainly collected on the mobile phone. 

The touch sensor is the MPR121, which contains a hardware configurable I²C address, an 

expended filtering system with debounce, and completely independent electrodes with auto-

configuration built-in. The touch sensor generates data while the application is running. 

The signal analyzer used for this test is the USBee AX, which has the capability of decoding I²C 

data. The USBee analyzes the I²C clocks and data bus.  

Figure 3.1 illustrates the structure of the hardware. 
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Figure 3.1: The architecture of the hardware 
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3.2.2 Software Tools 

The software required includes a development environment and a mobile application for BLE. The 

Keil Microcontroller Development Kit (Keil MDK) provides the complete software development 

environment, including the Integrated Development Environment (IDE), debugger, and compiler.  

And the nRF Connect is the choice of the mobile application for BLE. The nRF Connect is a 

cross-platform tool supporting Nordic’s products for BLE.  

3.3 Data Collection and Analysis 

Data collection methods can be divided into two categories, direct source, and second-hand data. 

The direct source refers to the data obtained through surveys or experimental activities conducted 

by researchers. Conversely, the second-hand data means the data which already exists. The second-

hand data is always collected by others and reprocessed or organized by the user.  

In this project, experiments are used for data collection. Data is mainly collected in two stages, 

one is the validation step, and another is the performance analysis step. 

3.3.1 Data Collection in the Validation Step 

During the validation, the control variates method is used to collect data, and the obtained data is 

used to verify if the system or the module works as expected. In order to reduce the interference of 

other modules in the system, only one of the modules is changed at a time, and the other factors are 

controlled to be unchanged. 

After the collection, analyze the data according to the specific protocol and check if the data is in 

line with expectations.  

3.3.2 Data Collection about the Performance Analysis 

Differently, a set of data generated during the runtime is collected to analyze the performance of the 

system. The principal method of the data collection in this step is random sampling. The basic 

principle of random sampling is that the probability that each unit is extracted on the whole is the 

same, which is wholly determined by the combination of many random factors. This method 

excludes the subjective randomness of the person at the time of sampling and also eliminates the 

personal initiative. 

There are many classifications of random sampling methods, including simple random 

sampling, isometric sampling, stratified sampling, overall sampling, double random sampling, and 

two-stage random sampling.  

In this project, stratified sampling is used. Each individual in the population is divided into 

several overlapping parts according to a particular characteristic. Simple random sampling is 

performed in each section according to the proportion of the section on the whole.  

3.3.3 Data Analysis 

Data analysis is the process of extracting valuable information from data. In the process, various 

methods of data processing are required. There are several fundamental data analysis methods, 

namely, mean, regression, and hypothesis testing.  
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The mean is easy to calculate and useful in determining an overall trend of a data set or 

providing a rapid snapshot of the data set. However, the mean has poor performance if the data set 

has a high number of outliers or a skewed distribution. 

Regression is a widely used statistical analysis method. It can determine the causal relationship 

between variables by specifying dependent variables and independent variables, establish a 

regression model, and solve the parameters of the model based on the measured data, and then 

evaluate whether the regression model can be very Good fitting of the measured data, if well fitted, 

can be further predicted based on the independent variables. 

Hypothesis testing is a rigorous method used to assess if a certain premise is true for the 

collected data set. In data analysis, the result of a hypothesis test is considered to be statistically 

significant if the results do not happen by random chance. 

In this project, the simple average method is used to analyze the data. The simple average 

method divides the sum of the past data by the total number of data points and obtains the 

arithmetic mean, which is the predicted value. This method of prediction is simple. When the 

expected object changes little, and there is no apparent trend, this method can be used for short-

term forecasting. The algorithm helps to compute the results, including throughput, average delay, 

and average interval, by finding the average of the relevant data. 

3.4 Assessing the Reliability and Validity of the Data Collected 

Reliability and validity are two critical factors to consider in development and testing in a study. 

Attention to the two considerations helps to ensure the quality of the measurement and the data 

collected for the research. 

3.4.1 Reliability 

Reliability is the overall consistency of a measure. A score for a measure is consist of two parts, the 

true score or actual level for the measure, and the error in the measure. However, the variance of the 

true scores cannot be computed, which means that reliability cannot be calculated and only can be 

estimated. Therefore, a variety of different types of reliability exist, and each type has multiple ways 

to estimate reliability. 

A typical method is the test-retest reliability method that directly assesses the degree to which 

test scores are consistent from one test to the next. Measurements are carried out by a single rater 

who uses the same methods or instruments under the same testing conditions. The test-retest 

reliability method involves: 

• Administering a test to a group of participants  

• Retesting the same group after a random interval 

• Correlating the first set of scores with the second  

According to the correlation between scores on the first test and the scores on the retest, the 

reliability can be estimated by using a particular correlation coefficient.  

In short, if a measure produces similar results under consistent conditions, the test can be 

considered to be reliable and have high reliability. The reliability analysis of the data collected is 

carried out based on this rule. 

3.4.2 Validity 

Validity is the extent to which a measurement is well-founded and likely corresponds accurately to 

the theoretical principles. The validity of the data collected, the degree to which conclusions about 
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the relationship among variables based on the data are correct or reasonable, is also supposed to be 

taken into consideration.  

The validity of data collected involves ensuring the use of adequate sampling procedures, 

appropriate measurements, and reliable measurement procedures. As the validity is concerned 

merely about the relationship found among variables, the relationship may be solely a correlation. 

As a consequence, the validity of data collected can be concluded by comparing the 

experimental data collected with the theoretical results. 
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4 Design and Implementation 

The chapter contains the design and implementation of the e-health embedded system and 

implementation of message classification. Two alternative solutions are proposed to develop the 

message classification function, one customizing a linked list to store the message and using a 

periodic task to process data stored in the linked list and another one using synchronization 

mechanisms such as semaphore, queue, and mailbox, to call corresponding tasks to process data. 

Numerous quantitative investigations are implemented to find out which approach owns better 

performanc0e. 

As far as open-source RTOSes are concerned, FreeRTOS is more suitable due to more APIs and 

high portability. As a consequence, FreeRTOS is selected. 

4.1 Overview of the E-health Embedded System 

The system is composed of three parts, peripherals, an MCU, which is considered to be the slave, 

and the mobile phone acting as the master. The BLE protocol is used to establish and maintain 

communication between the MCU and the mobile phone. Because of the properties of the 

peripherals, the communication between the MCU and the peripherals is based on other simple 

protocols. Figure 4.1 shows the details of the connection between the three parts. 

Mobile
Phone

MCU

Peripherals

I²C
or

ADC
BLE

 

Figure 4.1: Basic connections among the three parts 

4.2 Transplantation of FreeRTOS 

As shown in Figure 4.1, the MCU plays an important role in the whole system. The first step is to 

transplant the RTOS to the MCU with BLE. As mentioned earlier, the basic clock tick is the 

fundamental of the BLE. After the connection is set up, both the master and the slave will start a 

timer to check if it times out, and the detection period is calculated based on the basic clock tick. 

With the help of FreeRTOS, the MCU is capable of scheduling tasks defined in the application 

properly under the premise of guaranteeing that BLE tasks can meet a certain deadline.  
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4.2.1 Overview of the Necessary On-chip resources 

Before transplant FreeRTOS to the nRF52832, it is essential to have an overall knowledge of the 

nRF52832 and be aware of what is required by FreeRTOS.  

The clock control system can source the system clocks from internal or external high and low 

frequency oscillators and distribute them to modules based upon individual requirements of a 

module automatically. The main features for the clock are [18]: 

• 64 MHz on-chip oscillator 

• 64 MHz crystal oscillator, using external 32 MHz crystal 

• 32.768 kHz crystal oscillator, using external 32.768 kHz crystal 

• 32.768 kHz oscillator synthesized from 64 MHz oscillator 

• Automatic oscillator and clock control, and distribution for ultra-low power 

The timer runs on the high-frequency clock source (HFCLK) and can divide the input clock from 

the HFCLK controller by a prescaler, whereas the real-time counter (RTC) module provides a 

generic, low power timer on the low-frequency clock source (LFCLK). Both timer and RTC are able 

to generate an event to trigger a task.  

4.2.2 Configuration before the Transplantation 

According to the specification of the software development kit (SDK) and the specification of the 

MCU, the timer and the RTC are limited resources. The SoftDevice, a BLE Central and Peripheral 

protocol stack solution, provides a full and flexible API for building BLE nRF52 S0C solutions. The 

availability of the timer and the RTC depends on whether SoftDevice is enabled or disabled. Table 

4-1 illustrates the peripheral availability and usage by SoftDevice. 

Table 4-1: Peripheral availability and usage by SoftDevice [19] 

Instance Access  

SoftDevice enabled 

Access 

SoftDevice disabled 

TIMER0 Blocked Open 

TIMER1 Open Open 

TIMER2 Open Open 

RTC0 Blocked Open 

RTC1 Open Open 

TIMER3 Open Open 

TIMER4 Open Open 

It can be seen from Table 4-1, the SoftDevice has exclusive access to TIMER0 and RTC0. 

Therefore, RTC1 is the choice of timer for FreeRTOS in spite of less resolution (about 30 

microseconds). 

4.2.3 Memory Resource Allocation 

RAM is the volatile memory where all variables are stored while the program is running. In C 

language, the variables stored in the RAM include global and static variables, the heap, and the 

stack. The RTOS kernel needs to access the heap area each time a mechanism or scheduler is 

created. But RAM resources are rare for the MCU, only 64 kilobytes are available. To avoid 

downtime caused by insufficient resources, the heap for FreeRTOS and each mechanism are 
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allocated more RAM resources. The size of the heap for FreeRTOS should be no less than the sum of 

the size of the scheduler and the size of tasks. Table 4-2 shows memory resource requirements for 

RAM in detail. 

Table 4-2: Memory resource requirements for RAM 

Item Theoretical minimum usage Practical usage 

SoftDevice 1536 bytes Automatically allocated 

Task scheduler - 704 bytes 

Task 240 bytes 400 bytes 

Heap for FreeRTOS 4312 bytes 8192 bytes 

Software timer - 40 bytes 

4.3 Tasks Scheduling  

In this section, tasks, software timers, and scheduling algorithms in FreeRTOS are illustrated. 

Furthermore, the implementation which contributes to setting up the embedded system is also 

described. 

4.3.1 Characteristics of a Task 

In FreeRTOS, a real-time application can be structured as a set of independent tasks. Each task 

executes within its context, which is not coincidentally dependent on other tasks in the system or 

the scheduler itself. Only one task can be executing at any point in time, and the scheduler decides 

which task is supposed to be executing. Therefore, tasks will be repeatedly started and stopped by 

the scheduler. 

The task in FreeRTOS is always in one of the following states: 

• In the ready state, the task is ready to run, but a higher priority task is executing 

• In the blocked state, the task has requested a busy resource, which leads to the task 
having to wait for the release of the resource or delayed itself for some duration 

• In the running state, the task has the highest priority and is running 

• In the suspended state, the task is suspended and will not be scheduled by the scheduler 
any more unless the task is resumed  

The nRF52832 supports three configurable priorities ranging from 0 to 2 (with 2 being the 

highest priority) for FreeRTOS. Based on the rules above, a task whose priority is two is created to 

process the commands received from BLE. The reason why the task has the highest priority is that it 

can prevent the task from being interrupted by the other tasks while it is running. Because the task 

is responsible for processing the commands received from BLE and locking or releasing some 

resources to enable tasks switching, it should execute as soon as possible to reduce response time 

and not be interrupted. 

4.3.2 Software Timers 

The ARM Cortex-M4 processor provides twelve interrupt priorities in total, and the SoftDevice has 

eight configurable interrupt priorities.  
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Figure 4.2: Interrupt model 

As seen from Figure 4.2, level 0, level 1, and level 4 are reserved by the SoftDevice. FreeRTOS 

occupies three application interrupts levels, and the highest one is level 2. This enables a low-

latency application to interrupt to support fast task scheduling while ensuring BLE tasks can meet 

certain deadlines. Inverse to the priority on the ARM core, low priority number means low priority 

in FreeRTOS and only three configurable interrupt priorities ranging from 0 to 2 (with 2 being the 

highest priority). 

Timer service tasks are given the highest priority, i.e., level 2, to guarantee that the commands 

sent to the timer service task and expired timers will get processed instantly. Timer expiry times are 

determined by the time when a command is sent instead of the time when a command is processed. 

Aperiodic tasks are assigned a lower priority at level 1, located between timer service tasks and the 

idle task (level 0). This enables aperiodic tasks to be always accepted and only experience latency 

from timer service tasks.   

4.3.3 Scheduling Algorithm 

Due to the non-preemptive scheduling algorithm used in FreeRTOS, the priority and period of tasks 

and the synchronization mechanisms for the communication between tasks make a difference in the 

performance of the system. Based on engineering experience, the resolution of the control part 

should be five to ten times the resolution of the system. For example, if the system is supposed to 

switch operating status every second, the control task interval should be between 100 milliseconds 
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and 200 milliseconds. In this project, the resolution of the system is 1 second, so the control task 

interval is set to 100 milliseconds to achieve better performance.  

Apart from periodic tasks, there are also aperiodic tasks acting as a handler to handle some 

events which do not occur periodically. In this project, aperiodic tasks are controlled by the 

semaphore due to the low cost and high efficiency. Figure 4.3 illustrates the scheduling algorithm 

and the relationship among tasks. 
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Idle tasks
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Priority 2

Idle tasks

Priority 2

Higher priority

Periodic tasks

ISR

Periodic tasks

Aperiodic tasks

semaphore

Idle tasks

Periodic tasks

 

Figure 4.3: Tasks scheduling in the system 

4.4 Basic Functions 

This chapter introduces the basic functions contained in the tasks, including drivers of peripherals, 

and data processing functions. The program is coded by standard C and compiled and debugged by 

Keil Uvision4. The libraries from the SDK make the project manageable and easy to understand. It 

is possible to realize the functions in the application by directly calling APIs without operation on 

the underlying hardware, such as registers, input or output ports, etc. Partial drivers and libraries 

used in this project will be described in detail below. 

4.4.1 Drivers of Peripherals 

Both digital and analog signals are used to communicate between the system and peripherals. 

Concerning the peripherals using digital signal, the I²C protocol is the choice because of the 

excellent compatibility and scalability. The built-in ADC of the MCU is used to process the analog 

signal from peripherals. 

4.4.1.1 Implementation of I²C Communication Protocol 

The I²C bus driver is based on the existing API provided by the SDK. The SDK provides two 

modes, blocking mode and non-blocking mode. In blocking mode, the write and read operation 

return if the operation is complete, or if an error was reported by the peripheral. In blocking mode, 
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no interrupt is used, and there is no context switch. Conversely, the write and read operation return 

with a successful state immediately after the transfer is set up or with a busy state if the driver is 

working in a non-blocking mode. If the transfer is complete or if an error occurs, the event handler 

will be called from the interrupt context. 

To achieve high efficiency, non-blocking write and read operation, which enables the system can 

perform other tasks before the transfer is complete, is used in this project. In the event handler, if an 

event indicating receive transfer is detected, the handler will filter the result. If the result is the same 

as the previous one, the result will be discarded, and the event handler will be terminated. 

Otherwise, the event handler will set or clear corresponding control flags to switch the wording 

mode.   

After the setup of the I²C bus, the touch threshold and the release threshold values for each 

electrode should be defined to compare the current state of the electrode. For readability, the code 

for the configuration is stored in the library, and only the APIs are provided in the application.  

4.4.1.2 ADC Driver 

The ADC driver in the SDK can be used in blocking mode or non-blocking mode. Same as the 

I²C driver, the function is blocking and returns when the request is complete in blocking mode. 

While the function returns immediately after the function is set up in non-blocking mode. Also, the 

ADC can be operated in a one-shot mode with sampling under software control, or a continuous 

conversion mode by using the internal timer in the ADC. 

To ensure that the BLE timing is not disturbed, the ADC operates in a non-blocking one-shot 

mode. Conflicts may occur if continuous conversion mode is enabled because both BLE and the ADC 

are controlled by the timer, and BLE has the potential to experience a long latency, which is possible 

to lead to a hard fault. Differently, the one-shot mode can be controlled by a periodic task which has 

a lower priority than the BLE task. Compared with using the continuous conversion mode, the BLE 

task stands lower latency if the ADC works in the one-shot mode. 

4.4.1.3 Sampled Data Filter 

To avoid noise, the MCU should filter the result, which is sampled by the pulse sensor and 

converted through the ADC. The framework provided by the PulseSensor is adopted. The reason for 

using the official framework is that it is open-source, provides libraries, and usable APIs. Since the 

official framework is for Arduino, it is necessary to transplant and optimize the code. 

The framework specifies that the sensor samples every two milliseconds. After sampling, the 

filter avoids the dicrotic noise (a pulse in which a double beat is detectable for each beat of the heart) 

and high-frequency noise by waiting a period. While processing the signal, the MCU also keeps track 

of each signal and the corresponding time. The signal is used to determine the trough and peak of 

each pulse wave, and the time is used to keep track of the latest pulse.  

4.4.2 Decoupling 

Common coupling occurs when several modules communicate using the same global data. In 

this project, the system has three main modes of operation: active mode, idle mode, and standby 

mode. The communication among threads and state switching is controlled by global flags. 

Therefore, common coupling occurs in the case of several threads have access to the same global flag. 

The peripherals switch the operating state of the system, but when two peripherals are active at the 

same time, it will lead to uncontrolled error and unforeseen side-effects. 
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To solve this problem, only one peripheral device is taken into consideration one time. Two 

peripherals are used to control the system, one for on and off mode switching and the other for 

single-step switching. If the peripheral for on and off mode switching is active, the system is on and 

vice versa. If a valid event of the peripheral for single-step switching is detected, the system will 

perform a single-step switch among the three modes of operation. Based on demand, the single-step 

switch is always enabled, and if the system on and off-state switching is completed, disable the 

peripheral responsible for on and off mode switching. In this way, the global coupling is looser. 

Figure 4.4 illustrates the control flow for loose coupling. 

Start

Data collection

Switching 
complete?

Disable on/off 
switch

Yes

Single-step switch
 is active?

No

State switching

Yes
On/off switch is

 enabled and active?

No

End

State switching

Yes

System recovery

No

 

Figure 4.4: The control flow for loose coupling 

4.5 System Parameter Configuration 

As mentioned in previous sections, numerous parameters of BLE are configurable under the 

condition that satisfies the requirements declared in the BLE protocol. With the intention of 

guaranteeing the performance of the master, partial systems offer a means of limiting the minimum 

value of connection interval. Take iOS as an example, to ensure the connection can be established 

successfully, and the connection parameters must comply with all of these rules [20]: 

• Slave latency is no greater than 30 
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• The range of the connection supervision timeout is between 2 seconds and 6 seconds 

• The minimum value of the connection interval is no less than 15 milliseconds 

• The maximum value of the connection interval is at most 15 milliseconds greater than 
the minimum amount of the connection interval 

Aiming to cater to most systems, the minimum and maximum value of the connection interval is 

set to 20 milliseconds and 75 milliseconds, respectively. Also, the slave latency value is 0, and the 

supervision timeout is set to 4 seconds. Therefore, the BLE task can approximately be regarded as a 

periodic task. 

4.6 Message Classification 

This section describes the main design and implementation of the project. The first principle is that 

messages are divided into two categories, urgent and not urgent. Urgent messages have a higher 

priority, and messages are sent in a first-in, first-out (FIFO) order. 

4.6.1 The System Without Message Classification   

As discussed previously, the SoftDevice has the capability of transmitting six packets with 20 bytes 

of payload in each packet in one connection interval. However, the period of the sampling task is 

much smaller than the connection interval, which will result in congestion if the system without 

message classification because unsent messages will be queued and stored in a limited-sized buffer, 

which is supposed to save at most 256 bytes data. Figure 4.5 illustrates the system without message 

classification. 
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Figure 4.5: The system without message classification 
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Figure 4.6: Flowchart of event processing in the system without message classification 

Figure 4.6 shows the system workflow when the system transmits data through BLE 

continuously. The BLE event has a higher priority than the sampling task, so the system always 

handles the BLE event first. In the BLE event handler, if the BLE event type is the identifier, which 

indicates that data received through BLE, the event handler will call relevant functions and transmit 

the return value of the functions through BLE. Otherwise, the system will go back to the start point 

and check if there are any BLE events. When there is no BLE event, the system will check if the 

sampling task is complete. If the task is complete, the system will process and transmit data through 

BLE. After that, the system will check if there are any BLE events again. 

The congestion problem arises when the data is continuously transmitted. As a consequence, 

the buffer is full, and the number of unsent data packets is continuously increasing. The return 

value of the API when sending data through BLE under this circumstance is an error code 

corresponding to the insufficient resource. To ensure a successful call to the API, the system always 

checks the return value, and if the return value is not the error code corresponding to the success, 

the system will keep checking the return value until the return value is corresponding to the success. 

However, the system will miss the events from BLE during the period, which leads to a timeout 

error, and the system has to reset to recover. 

In this case, not only the messages cannot be sent timely, but the system is also volatile. To solve 

this problem, two solutions were eventually found. 
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4.6.2 Message Classification Using a Linked List   

In this project, a unidirectional linked list is used for the message classification. Each list node 

contains two elements, the data packet, which has the same size as the data packet sent through 

BLE, and the pointer pointing to the next list node. The reason for choosing the unidirectional 

linked list is that the unidirectional linked list is able to dynamically add or remove elements, the 

structure is simple, and the size is variable. The time for the program to request memory for the 

message is precise, and the priority of messages are static. Therefore, when adding or deleting 

objects in the linked list, it is not necessary to update the entire structure. It is only necessary to 

record the head and tail nodes of the linked list and the boundary nodes between the high priority 

message and the low priority message, and when the message is received, insert the message at 

different positions based on the priority of the message. Figure 4.7 describes the implementation in 

detail. 

 

Figure 4.7: Pseudo codes about the solution using a linked list 

In the message classifying task, when a message is received, the system will check the priority of 

the message. And if the message has a high priority, the system will create a new list node, and the 

high priority message will be added to the packet in the new list node, as shown in the first to the 

fifth lines of the pseudo codes. After adding the message to the new node, the system will add the 

new node to the list and update the structure of the list. The specific process is shown in lines 6 to 8 
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of the pseudo codes. Firstly, let the new node points to the first node for the low priority messages, 

i.e., the next node of the boundary node. And then, change the next node of the boundary node to 

the new node. Finally, let the new node become the new boundary node.  

If the message belongs to low priority messages, the system will check whether the length of the 

packet stored in the current node exceeds the maximum extent. And if the packet is full, the system 

will insert this node to the end of the list, i.e., the end of low priority messages. The process is to let 

the next of the tail node point to the current node, which is the new tail node of the list, and then 

create a new node acting as the current node. The process is corresponding to lines 9 to 13 of the 

pseudo codes. If the packet is not full, the system skips the insert operation and merely puts the 

message into the current node and updates the length of the data stored in the packet, as shown in 

lines 14 and 15. After that, line 16 terminates the execution of the function and returns to the calling 

function without a return value. 

From line 17 to line 27 is the message transmitting task, in which the system will send messages, 

delete the sent nodes, and update the list structure. First of all, the system will check if the list is 

empty. If the list is empty, the application will terminate the task and return to the calling function 

without a return value. When the linked list is not empty, the next node of the head node will be sent, 

as shown in lines 18 and 19. After transmitting, it is necessary to delete the node from the list and 

deallocate the memory previously allocated, and the pseudo codes from line 20 to line 24 illustrates 

this process. First, the application will check if there are high priority messages in the list, and if 

there is no high priority message, let the boundary pointer points to the head node. If there are high 

priority messages, skip this step. After that, change the next node of the head node to the next node 

of this node, and then call delete API to deallocate the memory. Finally, check whether the list is 

empty, if the list is empty, call the initialization function to create the new tail node and boundary 

node. 

As a consequence, high priority messages stand a shorter delay, because the message will be 

immediately inserted at the end of the high priority messages when it is received. In other words, 

high priority messages are stored behind the head node, while low priority messages are inserted at 

the end of the list.  

To avoid the case that the message is generated faster than the message is transmitted, the 

period of the periodic task in which messages are sent is a bit less than a message generation period 

(approximately ten milliseconds). Figure 4.8 illustrates the relationship between the tasks. 
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Figure 4.8: Message classification sequence diagram 

 Compared with the system without message classification, this method helps reduce the API 

calls and response time. Moreover, messages are stored in the RAM instead of the BLE transmitting 

buffer, which solves the hard faults caused by overmuch queued messages. 

4.6.3 Message Classification Using Queues 

FreeRTOS supports many synchronization mechanisms, including queue, queue set, stream buffer, 

message buffer, and semaphore. Considering that messages should be processed in FIFO order, and 

the structure of the message can be customized, the queue is the best choice among the 

synchronization mechanisms provided by FreeRTOS. What is more, the queue has the advantage of 

effectively preventing multitask access violations. 

 Figure 4.9 illustrates the message sequence. It can be seen from Figure 4.9 that the control 

process of the solution begins with the user sending a command, which is a higher priority message. 

After receiving the command, the system classifies the message into a high priority class and sends 

this message to the back of the queue, which is responsible for storing high priority messages. 

Meanwhile, a task has been being suspended until the queue receives a new item. Then the task will 

transmit the data packets contained in the queue when the scheduler starts the task. After the 

transmission complete, the task will check if there are any data packets and suspend if the queue is 

empty. The control flow of low priority messages is generally the same, and the difference is that the 

task responsible for transmitting low priority messages has a lower priority than the task for high 

priority messages. Therefore, when the system receives a low priority message which is generally 

contained in periodic data packets, the system will post the message to the back of the low priority 

queue, i.e., queue B. And this triggers the task responsible for transmitting low priorities, which are 

roughly the same as the task for sending high priority messages. The order in which messages are 

sent in tasks starts from the front, and the storage location of the messages is the end of the queue, 

which ensures FIFO. 
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Figure 4.9: Message classification with queues 

Figure 4.10 shows the control flow. First, the system will check for the presence of BLE events, 

and if so, call relevant functions to handle the events. After the functions terminate execution, the 

system will post the return values to the end of the high priority queue, i.e., queue A, because 

displaying the return values makes the running state of the system visible. And then, task A starts 

because queue A is not empty, but after the transmission, task A will be suspended again due to 

empty queue A, and the system will go back to check if any BLE events occur. 

Since BLE events have a higher priority, the system will check whether the sampling task is 

completed when there is no BLE event. If the sampling task is accomplished, the system will call the 

data processing function and post the processed data to the end of the low priority queue (queue B). 

After queue B receives the message, task B starts to transmit data packets until the queue B is empty, 

and the task gets suspended. The system then returns to the starting point and determines if there 

are any BLE events. 
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Figure 4.10: Flow chart of the implementation of the solution using queues 

The pseudo codes of the implementation of the solution using queues are shown in Figure 4.11. 

If the queue is empty, the corresponding task will be suspended until an item is posted to the queue 

in the message classifying task. As can be seen from the message classifying task in the pseudo codes, 

the high priority messages will be posted to the queue A first, which guarantees that task A starts 

earlier than task B. From line 7 to line 11 is task A, and the while loop starting at line 8 allows the 

task to be implemented as an infinite loop specified by FreeRTOS. Another while loop, which begins 

at line 9, keeps transmitting messages stored in queue A until queue A is empty. When queue A is 

empty, task A will be suspended until an item is posted to queue A. The process for low priority 

messages is the same. 

Since FreeRTOS uses preemptive scheduling algorithm and task A has a higher priority than 

task B, when a high priority message comes, if task B is executing, then task B will be preempted by 

task A. As a consequence, the high priority messages will stand a shorter delay.  
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Call relevant 
functions

Call the data 
processing function
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Figure 4.11: Pseudo codes of the solution using queues 

4.7 System Optimization 

The optimization of the system is mainly for two aspects: memory allocation and data processing.  

4.7.1 Memory Allocation Optimization 

It is important to reiterate that memory resources are scarce and valuable. The MCU contains two 

types of memory, FLASH and RAM. FLASH is the non-volatile memory that primarily stores the 

instructions and constant data values. Generally, the FLASH is only written when downloading new 

code to the MCU.  

Conversely, RAM is the volatile memory that stores all variables while the program is running. 

Besides, the storage space of RAM is much smaller than the storage space of FLASH. Thus it is 

necessary to optimize the allocation of RAM and make better use of the RAM. 

As mentioned earlier, the C runtime memory model is divided into three parts: global and static 

memory, the heap, and the stack. These three parts share the RAM available on the MCU. Global 

and static memory is allocated for the variables surviving the entire lifetime of the program. The 

stack is used to store types of variables that have a fixed based on how the application runs. Because 

the stack is automatically allocated by the compiler, the size of the stack varies while the program is 

running. The heap is used for dynamic memory allocation, i.e., allocated and released by the 

programmer.  

The information in the program is made up of several sorts: 
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• Executable code 

• Constants and other read-only data 

• Initialized global and static variables 

• Uninitialized global and static variables 

• Local variables 

• Dynamically created data 

The executable code, constants, and other read-only data compose the read-only (RO) data, 

which is stored in the FLASH memory. Initialized global and static variables get put in a section 

named read-write (RW), and the uninitialized ones in one called zero-initialize (ZI). Figure 4.12 

shows the memory structure. 

FLASH RAM

code RO-data

RW-data

Stack Heap
Global and 

static

ZI-data

 

Figure 4.12: Memory structure during the runtime 

4.7.1.1 Heap Usage Optimization 

Because of the RTOS kernel, the consumption of heap increases. The RTOS kernel needs access 

to RAM each time an object, including task, queue, mutex, software timer, semaphore, or event 

group, is created. Because the space of the heap is limited, the optimization of reducing the usage of 

the heap is essential. Otherwise, memory leakage and not enough storage may occur, which will 

result in RTOS objects cannot be created successfully or system crash down. 

Due to the benefit of greater simplicity, and the potential to minimize the maximum RAM usage, 

APIs for dynamically creating RTOS objects are used. Apart from that, the API functions are also 

provided to return information on heap usage, allowing the heap size to be optimized. Therefore, 

both the extension of the heap size and the RTOS object using dynamically allocated RAM with a 

minimum heap usage are adopted to optimize the heap usage. 

4.7.1.2 Global and Static Variables Optimization 

 Even though global variables are static storage methods, i.e., stored in the global and static 

section, they are not static variables. The scope of a global variable is the entire source. When a 

source program consists of multiple source files, the global variables are valid in each source file. 

The global variable is defined as a static global variable by prefixing the global variable with the 

keyword static. This will avoid errors caused in other source files. It also plays a role in hiding and 

isolating errors from other source files, which is beneficial to modular programming. 

Apart from that, declaring a local variable as a static local variable can change the storage 

location of the local variable, that is, from the stack to the global and static storage are. The main 

difference between static local variables and global variables is visibility. Static local variables are 

only visible in the code block where variables are declared. With this method, the value of a static 

local variable in a function does not disappear after the function call ends but remains its original 
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value, and the storage unit it occupies is not released. When the function is called next time, the 

amount of its static local variable still exists, i.e., the value at the end of the last function call. 

As a consequence, reasonably use static variables instead of global variables to effectively reduce 

the side effects of global variables. 

4.7.2 Data Processing Optimization 

As reported, to achieve high efficiency, the non-blocking operation mode is used. After the API 

function call, the system can perform other tasks before the API function call is complete. However, 

the completion time of the API call is uncertain. If the data processing is directly performed on the 

sampling result variable, it may lead to dirty reads. Dirty read means that when a transaction is 

accessing and modifying the data, but the modification has not yet been submitted. In this case, 

another transaction accesses the data and then uses the data. Because this data is data that has not 

yet been committed, the data read by another transaction is dirty, and operations based on dirty 

data may be incorrect. 

To solve this problem, the data processing method uses asynchronous data processing. Before 

the program starts, assign the relevant variables to an appropriate initial value to ensure that the 

first data processing is successful. During the runtime, each time execute the data processing 

function, the passing parameters to the function are always the last sampling results. By using the 

method described above, an asynchronous data processing is implemented, and dirty reads are 

successfully avoided. 

4.7.3 System Fault Tolerance 

To ensure that the system will still function properly in the event of a component of the touch sensor 

failure or error, a passive redundancy technique in the design of the system is used.  

Compared with active approaches that detect, locate, and contain faults, and then to recover 

from faults using reconfiguration, the passive method ignores faults that occur and does not require 

detecting faults. In this project, the passive redundancy is composed of four active components, one 

software filter. Figure 4.13 illustrates the structure of the passive redundancy approach used in this 

project. 

Input 1

Input 2

Input 3

Input 4

Module 1

Module 2

Module 3

Module 4

Filter output

 

Figure 4.13:  Structure of the passive redundancy method 
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The filter is software implemented by the MCU. The program is as simple as a sequence of four 

comparisons, with the outcome of if the value of any input is valid. With the help of this method, the 

system works as expected, even if the failure of the module occurs.  
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5 Results and Analysis 

In this chapter, the results of the implementation and how the verification and reliability analysis is 

conducted are discussed. 

Since the whole system is composed of several modules, the test focuses on the validity of each 

module contained. Besides, relevant results are also presented and discussed in the section for 

discussions.  

5.1 Major Results  

In this section, the results of the fundamental modules are described. The general idea is to use a 

signal analyzer to verify the output of the bus and collect BLE statistics through the mobile 

application. 

5.1.1 Experiment Setup 

For the test, the system plays the role of the slave, and the mobile works as the master. Regardless of 

the circumstances, the slave performs a series of specific tasks, including accessing peripherals, 

configuring system parameters, and handling events. After the connection has been established, and 

the slave receives the particular command from the master, the slave will write data to data packets 

and automatically send the packets to the master. 

In this paper, practical experiments are carried out in a BLE 5 network. Moreover, the slave is 

equipped with the SoftDevice (S132 v6.0) and the SDK (v15.2.0) from Nordic Semiconductor, and 

the master uses the application nRF Connect under Android 8.0.0.  

5.1.2 Result of the I²C Peripheral 

Given a known signal, the signal analyzer decodes the signal on the bus, and users can check if the 

signal on the bus matches the expected output.  

 

Figure 5.1 Codes for the given operation 

 

Figure 5.2: The digital signal of the I²C write and read operation 
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As shown in Figure 5.1, a write operation is followed by a read operation. In this project, the 

seven-digit device address is 0x5A, and the parameter memAddr is 0x00, which refers to the 

register for storing data in the peripheral. Figure 5.2 illustrates the timing sequence of the write and 

read operation on the I²C bus. As reported, the first packet in the read and write operation contains 

the seven-digit device address with an additional bit to indicate the direction of the next 

transmission, which uses 0 for writing and 1 for reading. For instance, the waveform of the write 

operation is decoded to 0xB4, which is corresponding to the seven-digit device address (0x5A) with 

an additional bit (0). In the write operation, the second packet includes the address of the target 

register, which is 0x00. But in the read operation, the second packet is the data read from the 

register, which is 0x01. 

5.1.3 Result of the System 

Regarding the moment when the command is received as the start point, the actual working 

conditions of the system are described in Table 5-1. The period of the periodic message is set to 1 

second. 

Table 5-1: Part of the data sent and received by the system via BLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In this test, data stops being continuously transmitted after 4 seconds. Besides, Figure 5.3 

illustrates the number of message packets sent within each connection interval and the size of the 

data contained within the packets. The ordinate in Figure 5.3 represents the total data size sent each 

time, the abscissa represents the event number, and the dots of different colors represent the 

number of packets within each connection interval. 

Time Message 

0.0.000 Command sent 

0.0.011 Acknowledge from the slave 

0.0.011 194 195 196 197 198 received 

0.0.011 199 200 201 202 203 received 

0.0.012 204 205 206 207 208 received 

0.0.012 209 210 211 212 213 received 

0.0.046 214 215 216 217 received 

...  

0.0.992 Periodic message received 

...  

0.1.576 997 998 999 000 received 

0.1.576 001 002 003 004 005 received 

...  

0.1.976 Periodic message received 

...  

0.3.509 000 001 002 003 004 received 

0.3.948 Periodic message received 

0.4.932 Periodic message received 

0.5.924 Periodic message received 
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Figure 5.3: Sampling results for continuous messages transmitted and received through BLE 

The points in Figure 5.3 are obtained by stratified random sampling throughout the test. It can 

be seen from Figure 5.3 that in the whole process of running the program, when there are 

continuous messages, the number of packets sent in each connection interval is stable between 4 

and 6, and the total amount of data transmitted is positively related to the number of packets and 

less than the maximum data transmission bytes in one connection interval, i.e., 6 packets/interval × 

20 bytes/packet = 120 bytes/interval. 

5.1.4 Results of the BLE Connection and the Implementation of Message Classification 

Some statistics of the throughput and delay measurements are shown in Table 5-2. 

The delay has been computed from the time the BLE event from the mobile application is 

received until the response is sent. And the throughput is obtained by calculating the number of 

bytes transmitted per second. Meanwhile, a periodic task whose period is one second (1000 ms) is 

activated to test the performance of the message classification. Since each number contains 4 bytes, 

the throughput (T) can be expressed as 

( ) PHNT /4+=        

Where N represents the number of transmitted numbers in a certain period (P), besides, H 

means that the number of characters contained in the sent high priority data packets. 

Table 5-2: Measurement statistics 

 Without classification With queues With a linked list 

High priority message 

maximum delay without 

continuous data (ms) 

7 10 18 

High priority message 

minimum delay without 

continuous data (ms) 

0 1 1 
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 As can be seen from Table 5-2, the solution using a linked list is capable of processing 

continuous messages.  

Figure 5.4 shows the performance of the three solutions in terms of delay. Since the parameters 

of some solutions are not available in some cases, the delay in the absence of continuous data of 

three solutions is used as the data in the bar chart. 

High priority message 

average delay without 

continuous data (ms) 

4 6 13 

High priority message 

maximum delay with 

continuous data (ms) 

Not Available Not Available 45 

High priority message 

minimum delay with 

continuous data (ms) 

Not Available Not Available 1 

High priority message 

average delay with 

continuous data (ms) 

Not Available Not Available 20 

High priority message 

maximum interval without 

continuous data(ms) 

998 1064 1013 

High priority message 

minimum interval without 

continuous data(ms) 

944 946 886 

High priority message 

average interval without 

continuous data(ms) 

979 990 954 

High priority message 

maximum interval with 

continuous data (ms) 

Not Available Not Available 1034 

High priority message 

minimum interval with 

continuous data (ms) 

Not Available Not Available 944 

High priority message 

average interval with 

continuous data (ms) 

Not Available Not Available 978 

Low priority message 

maximum interval(ms) 
Not Available Not Available 33 

Low priority message 

minimum interval(ms) 
Not Available Not Available 47 

Continuous message 

average interval(ms) 
Not Available Not Available 45 

Throughput with 

continuous data (bytes per 

second) 

Not Available Not Available 2067 
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Figure 5.4: Delay of High priority messages without continuous data 

As shown in Figure 5.4, the solution using a linked list always has the most extended delay 

among the three solutions. In contrast, the system without message classification has the best 

performance when there are no continuous messages. 

5.2 Validity Analysis 

As shown in Figure 5.2, the read and write operations are consistent with program execution results, 

and the data collected through the peripheral is in line with the expected result. Therefore, the 

results of this part are considered to be valid. 

As mentioned early, the SoftDevice supports transmitting six packets with 20 bytes of payload 

in each packet in one connection interval. According to Table 5-1, the number of the packets sent 

through BLE per connection interval obeys the rule, and the actual amount of data sent in one 

connection interval is also slightly less than the maximum number of transmitted bytes. And based 

on the time of the periodic messages received, the interval is almost the same as the set time interval. 

Consequently, the results of the system are valid. 

Regarding the measurement statistics, the theoretical throughput is 500 (numbers) × 

4(bytes/number) / 1 (second) = 2000 bytes per second. It can be seen from Table 5-2 that the 

practical throughput is approximately equal to the theoretical throughput. Furthermore, in this 

project, the minimum and maximum value of the connection interval is set to 20 milliseconds and 

75 milliseconds, respectively. The measured continuous message average interval is 45 milliseconds 

and does not exceed the set range. Besides, the interval of periodic high priority messages is 

approximately equal to the preset period (one second). As a consequence, the measured statistics 

are supposed to be valid. 

All in all, the results are valid, and the system works as expected. 
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5.3 Reliability Analysis 

In this section, the reliability analysis process is discussed. As discussed in Section 3.4.1, the test can 

be considered to be reliable and have high reliability when a measure produces similar results under 

consistent conditions. 

Therefore, multiple tests were performed, and the specific processes and results are discussed 

below. 

5.3.1 Reliability Analysis of the System Functions 

In this stage, we separately tested all functionality, including I²C communication, BLE 

communication, and other specific functions, five times. Because all functions passed the test, 

another five integration experiments are conducted, and each experiment contains several various 

scenarios. 

Test results generated by the experiments are generally the same, which means that the results 

are reliable. 

5.3.2 Reliability Analysis of the Measurement Statistics 

Concerning the measurement statistics, each solution was repeated with five experiments, and 

results are shown as follows. 

Table 5-3: Measurement statistics of the solution without message classification 

 

Table 5-4: Measurement statistics of the solution using queues 

 1 2 3 4 5 

High priority message 

maximum delay without 

continuous data (ms) 

5 5 7 7 6 

High priority message 

minimum delay without 

continuous data (ms) 

1 0 1 2 1 

High priority message 

average delay without 

continuous data (ms) 

3 4 3 5 4 

High priority message 

maximum interval without 

continuous data(ms) 

1038 1021 1023 1011 1019 

High priority message 

minimum interval without 

continuous data(ms) 

969 925 971 969 936 

High priority message 

average interval without 

continuous data(ms) 

990 978 993 985 979 

 1 2 3 4 5 

High priority message 

maximum delay without 
9 8 10 9 10 
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Table 5-5: Measurement statistics of the solution using a linked list 

It can be seen from Table 5-3, Table 5-4, and Table 5-5 that in the five experiments with the 

same conditions, the performance parameters of the three solutions, including throughput, the 

delay of high priority messages, the interval of low priority messages, the interval of periodic tasks, 

etc., are similar.  

continuous data (ms) 

High priority message 

minimum delay without 

continuous data (ms) 

2 1 2 0 1 

High priority message 

average delay without 

continuous data (ms) 

6 6 6 5 6 

High priority message 

maximum interval without 

continuous data(ms) 

1055 1040 1046 1025 1021 

High priority message 

minimum interval without 

continuous data(ms) 

922 936 970 970 965 

High priority message 

average interval without 

continuous data(ms) 

989 988 998 995 1000 

 1 2 3 4 5 

High priority message 

maximum delay without 

continuous data (ms) 

18 20 24 22 19 

High priority message 

minimum delay without 

continuous data (ms) 

1 0 0 0 1 

High priority message 

average delay without 

continuous data (ms) 

12 11 15 13 13 

High priority message 

maximum interval without 

continuous data(ms) 

1011 1020 1013 998 996 

High priority message 

minimum interval without 

continuous data(ms) 

944 932 946 890 926 

High priority message 

average interval without 

continuous data(ms) 

967 962 959 950 955 

High priority message 

average interval with 

continuous data (ms) 

988 980 990 977 978 

Continuous message average 

interval(ms) 
46 47 47 47 45 

Throughput with continuous 

data (bytes per second) 2073 2062 2050 2081 2069 
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As a result, we can conclude that the results of measurement statistics are reliable.  
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6 Summary and Conclusion 

This chapter contains a summary of this master thesis and conclusions drawn from the results. 

6.1 Summary 

In this section, a summary of this thesis is given, including the design, implementation, and goals 

achieved. 

6.1.1 Design and Implementation 

In this project, the primary efforts on the design and implementation are composed of two parts, the 

setup of the e-health embedded system and the design and implementation of the solutions for 

message classification. 

The setup of the e-health embedded system contains hardware selection and construction, 

hardware driver, writing and debugging source codes for upper-layer functions, and system 

optimization. 

The design and implementation of the solutions include the selection of the appropriate 

mechanisms, writing source codes for the solutions, debugging the solutions in the system, carrying 

out measurements, and verifying the validity of the results.  

6.1.2 Achieved Goals 

As can be seen in Chapter 5, the experimental results match the expected results. Therefore, the 

project achieves the main goals, i.e., an e-health embedded system is successfully set up, and 

messages are classified with the help of the linked list correctly. 

One main goal is to realize the main functions of the e-health device, including detecting and 

recording partial physical conditions of users, recurring user breathing, transmitting related 

parameters to the mobile application, and configuring system parameters through the mobile app. It 

can be seen from Figure 5.1 and Figure 5.2 that the peripheral works properly. According to 

practical results, relevant measurement statistics are calculated and given in Table 5-2. Since the 

preset breathing interval is 1 second and each of the actual intervals of periodic messages is 

approximately equal to 1 second. Therefore, the conclusion that the system works as expected can be 

made. 

Another main goal is to implement the message classification for continuous data. To achieve 

this goal, two solutions are proposed and implemented in this project, namely the solution using a 

linked list, and the solution using queues. According to the experimental results, the solution using 

a linked list has satisfying performance, the data transmission is continuous and consistent, and 

partial results are shown in Table 5-1. Besides, as shown in Figure 5.3, the transmitted bytes in one 

connection interval are less than the maximum value (120 bytes), which means that more data can 

be sent in this system, and the system is capable of handling the continuous data transmission. 

Whereas, the solution using queues still has not solved the hard fault caused by the congestion. 

6.2 Conclusions 

In this section, system evaluation, the advantages and disadvantages of the practical solutions, 

reasons for the failure of the solutions, the limitations on the efforts and results are discussed, and 

future directions are listed and discussed. 
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6.2.1 System Evaluation 

Concerning the system, the system has the capability of collecting data about the body condition of 

the users, recurring the breathing based on the parameters obtained, and supporting two-way data 

transfer. The drawbacks of the system are that the sampling frequency of breathing is too low (the 

current rate is one second), and user data is at risk of leakage. 

6.2.2 Analysis and Discussion of the Solution Using a Linked List 

As reported, the solution using a linked list is a suitable solution for message classification, since the 

continuous data does not increase the delay obviously if the solution is applied. And the hard faults 

are solved by using the solution. 

However, there are still several drawbacks. Firstly, there is a possibility of memory leakage. In 

order to maintain the data available after the call of functions, the list nodes are allocated and 

released by the programmer in the global and static section, which means that the potential risk of 

memory leakage exists. Besides, the messages are sent periodically, which results in a bit longer 

average delay than other methods. 

6.2.3 Analysis and Discussion of the Solution Using Queues 

The solution using queues is not a suitable solution for message classification because the hard fault 

caused by the timeout is still not solved. After repeated debugging and analysis, the cause of the 

program failure was found. The breakdown is mainly caused by context switching and the too-long 

interrupt execution time. 

The operating system is able to run multiple processes at the same time. However, one 

processor can only perform one task at a time. Thus the operating system kernel is responsible for 

saving the context of a task as it is suspended. When the task is resumed, the operating system 

kernel must restore the saved context of the task before the execution. The process of saving the 

context of a task that is going to be suspended and restoring the context of the task being resumed is 

called context switching. In the solution using queues, more frequent context switching leads to 

more overhead. 

In some circumstances, synchronization mechanisms are released in the interrupt handlers, 

which usually have a higher priority than the operating system kernel. Therefore, specific APIs are 

used to enable tasks to run immediately before the interrupt exits. However, this may cause the 

interrupt to be untimely if too many tasks are scheduled before the interrupt quits.  

Another reason why the interrupt execution is too long is that the system post the data received 

from BLE is to the queue in the event handler. But the item is queued by copy, not by reference, 

which means that if the item occupies enormous memory space, it will take a long time to post the 

item to the queue. If the operation of posting is called from an interrupt, the event handler may take 

too long and cause the system to time out.    

6.2.4 Limitations on the Efforts 

With respect to the limitations on the efforts, the uncertain execution time has the most significant 

impact. Due to the strict deadline of BLE, the consequences could be disastrous if missing the 

deadline of BLE. Therefore, during the development process, hard faults occur frequently, and the 

system has to restart to recover.  

The reasons are various, but most of them are related to the long-term occupation of resources, 

for example, erasing one page of the FLASH takes approximately 50 ms. During the erasing 
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operation, the processor has been occupied, and the processor is not able to handle interrupt events. 

Besides, the overhead of context switching is also random and uncertain. Although the execution of 

some functions can be queried from the manual, the actual execution is still largely undetermined 

due to the different execution environments of the program. Thus, these factors bring several 

limitations to the efforts. 

6.2.5 Limitations on the Results 

There are also many limitations to the results, and a few of the most influential ones are listed and 

discussed. 

The first one is the transmission time from the mobile to the slave. Because all the data is 

obtained from the mobile application, the exact execution time of the slave is not guaranteed. For 

example, when we collect the high priority message delay, the start point is when the data is 

transmitted to the slave from the mobile application. However, the end of the delay is the time when 

the mobile application receives the data transmitted from the slave. In this process, both the 

transmission time from the mobile application to the slave and the transmission time from the slave 

to the mobile application are counted. Due to the ambiguity of the transmission time, we cannot 

confirm how the transmission time affects the results. 

Moreover, in the process of testing system throughput, we only measure whether the system is 

able to process continuous data without affecting the essential functions of the system, rather than 

measure the maximum throughput of the system. Therefore, when the system receives the 

commands sent from the master, the throughput may be influenced. 

6.2.6 Future Version for the System 

My future version for the system is  

• Increased functionality 

• Reasonable wake-up initialization 

6.2.6.1 Future Work about Increased Functionality 

Since there is only basic Bluetooth functionality, the Bluetooth functionality is not perfect and 

cannot be configured by the user. Once multiple devices are started at the same time, it will be 

difficult to distinguish each device. Thus, my version of the increased functionality is that each 

device should be explicitly named by generating a unique identity. Additionally, the user is supposed 

to be able to modify the device name and set the password. 

Besides, the mobile application used in this project is an open-source application provided by 

the Nordic Semiconductor, so it is important to develop a mobile app with a better user interface 

and customized functions.  

6.2.6.2 Future Work about the Initialization 

To reduce the power consumption, the MCU will enter the system off mode if the MCU does not 

detect any operation within a period. If the wake-up signal is detected when the system is in the 

system off mode, the system will get reset, and the processor will perform a series of initialization 

operations, including input and output ports configuration, the operating system initialization, and 

memory initialization. 

 The main difference between the system off mode and the power off is that the configuration 

registers are retained in the system off mode, i.e., pins keep the previous state, including 
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input/output ports, I²C bus, etc. Due to this difference, the two modes have various initial working 

states. Making the working state consistent is also a part of future work. 

6.2.6.3 Future Work about the Approach Using a Linked List 

Concerning the message classification, the most obvious thing to be done is providing more 

available APIs and making users able to see details during the runtime. Because only necessary APIs 

such as insert, delete, and create operation, are provided, users and programmers cannot find out 

current resource usage. 

What is more, the application is not able to check if memory leakage exists, which may lead to 

the instability of the system and disastrous consequences. Thus, appropriate system self-test 

functions should be taken into consideration to guarantee the stability of the system. 

6.2.6.4 Future Work about the Solution Using Queues 

As discussed before, the implementation of the queue is by copy, not by reference. So the future 

work about this part should concentrate on choosing an appropriate synchronization mechanism or 

customizing a mechanism. 

Moreover, the scheduling algorithm could be optimized from context switching overhead and 

interrupt response aspects. Because the synchronization mechanisms provided have declared the 

length at the time of definition, the solution using these synchronization mechanisms could be more 

reliable and suitable for different situations.   
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