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Abstract—In this paper, we study compression and identifica-
tion algorithms for the identification systems using polar codes.
High dimensional feature vectors representing users are first
compressed and then enrolled in a database. When an unknown
enrolled user is observed, the noisy observation is compared with
the entries in the database and the processing unit outputs an
estimated user index. We develop three approaches based on
polar codes and apply them to identification systems. This is
the first time that identification system based on polar codes is
studied. In particular, the identification mapping is challenging.
The proposed methods provide a framework of applying polar
codes to identification systems. The numerical evaluation results
show that they results in complexity linearly depends on the
number of users and low identification error rates as the sequence
length increases.

I. INTRODUCTION

Identification is a research problem that emerges in various
applications such as human biometrics [1], physical object
security [2] and multimedia security [3]. An identification
system [1] consists of two main phases, the enrollment phase
and the identification phase. In the enrollment phase, the data
sequences {xN (i), i = 1, 2, . . . ,M} representing the users are
stored in a database, where M is the number of users and N
is the data sequence length. In the identification phase, a noisy
version of an unknown but previously enrolled user is observed
through an observation channel PY |X . The observer sends the
observation to a processing unit and obtains an estimated user
index Ŵ .

In [1], the capacity of an identification system, correspond-
ing to the maximum achievable exponent rate of the number
of distinguishable objects in a database, is investigated. The
capacity can be achieved with an exhaustive search using an
identification method based on joint typicality [4]. However, it
is difficult to adopt the typicality approach in practice, because
it does not perform well for finite block length. Here we apply
the maximum mutual information (MMI) decoding approach
[5], which requires less computation. In this paper, we restrict
ourselves to the binary symmetric observation channels and
binary symmetric sources (BSS).

In modern applications, there might be a large number
of users involved. It is inevitable to use hard disc mediums
to store the feature vectors, and the identification process
can become quite slow [6]. To solve this problem, either
an indexing scheme or a compression-based scheme must
be employed. Since in high dimensional applications, the
compression-based schemes outperform indexing schemes [7],
we consider compression based identification systems.

Polar codes, introduced by Arikan [8], are the first codes
that provably achieve the capacity for any symmetrical binary
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Fig. 1. An overview of an identification system, where M users have been
enrolled in a database. The observation Y N is the output of a memoryless
channel PY |X with input XN (W ). Furthermore, the observed user index W
is uniformly distributed over [1 : M ]. The processing unit (PU) compares the
observation with the database (Ji)

M
i=1 and produces an estimation of the user

index Ŵ .

discrete memoryless channels (DMCs) with encoding and
decoding complexity O(N logN), where N is the block
length of the code. It has also been proved that polar codes
for source coding achieve the rate-distortion bound for lossy
source compression [9]. In this work, we use polar codes for
efficient compression of users’ data and propose three ap-
proaches. The simplest method is compressing the users’ data
sequences without considering the availability of observation
at the decoder. In the identification phase, the MMI decoding is
used. The other two methods are based on the coding methods
developed for Wyner-Ziv problem and the one-helper problem.

In the identification phase, the PU has access to both the
database and the observation. The observation and one of
the data sequences in the database are correlated in a way
that the observation is a noisy version of an enrolled user.
If we consider the noisy observation as side information and
taking the statistic relation between the observation and the
original data into account during the compression, it relates
to Wyner-Ziv problem. Optimal polar code designs for the
Wyner-Ziv problem are shown in [9]. In the discussed scenario,
acknowledgment of the side information at the decoder allows
a reduction of compression rate. We propose to use the MMI
decoding in the identification phase. Theoretically, this scheme
is not optimal for sufficiently large sequence length [10], since
a reduction of compression rate would results in decreasing
the identification rate and the capacity of the identification
system. However, there could be some benefits for the finite
block length.

For the previous two methods, we compare the observation
with distorted reconstruction of the users in the database and



then estimate the user index. A natural arising question is
whether and how well we can additionally reconstruct the
observed user. If we consider the compressed data sequences
as a helper, and reconstruct the observation, this problem
can be seen as a one-helper problem. In [11], an optimal
polar code for the identification problem based on the one-
helper problem is shown to achieve the optimal trade-off at
sufficiently large block length. We construct an optimal polar
code for the one-helper problem [9] for the compression and
the identification. In this scenario, the PU is able to realize
lossless reconstruction so that MMI decoding is not needed.

The rest of this paper is organized as follows. We begin
with a brief introduction of polar codes in the next section. In
Section III, we present the identification problem using polar
codes. Section IV provides the numerical evaluation results. In
Section V we summarize the paper. The result of this paper
is based on [12].

Notations: We use upper cases, lower cases and calli-
graphic letters to denote random variables, their realizations
and alphabets. We use UN to denote the random vector
(U1, U2, . . . , UN ). Given a channel W , we write WN to
denote the channel corresponding to the N uses of W . For
a given set F , we use Fc to denote the complement of F and
|F| to denote the cardinality of F . A\B refers the set with
objects that belong to A but not to B.

II. POLAR CODES

The key idea of polar codes is to exploit the channel po-
larization property [8]. With channel combining and splitting,
independent copies of binary DMCs are polarized to either
clean bit channels or pure noise channels when the block
length is sufficiently large.

A. Code construction for polar codes

Let W : X → Y be a binary DMC with input alphabet
X , output alphabet Y and the transition probability W (y|x).
The reliability of the channel W can be measured by the
Bhattacharyya parameter Z(W )

Z(W )
∆
=
∑
y∈Y

√
W (y|0)W (y|1). (1)

Obviously Z(W ) takes values in [0, 1]. A channel is reliable
if Z(W ) is sufficiently small and approaching 0.

Polar code constructions are based on the following transfor-
mation: given the input uN , which is the transmitted message,
the encoding operation is xN = uNGN . The transformation
matrix GN is defined as

GN = G⊗n2 RN , (2)

where n = log2N , G⊗n2 is the nth Kronecker power of the

kernel G1
2 =

[
1 0
1 1

]
, and RN is the bit-reversal permutation

matrix. This means, if vN1 = uN1 RN , then vb1,...,bn = ubn,...,b1 .
The coded sequence xN is transmitted through N copies
of a binary DMC W . Let yN denote the noisy sequence
at the receiver. The task of the decoder is to recover uN

using the observation yN and knowing the channel W . Before

recovering, we split N copies of the channel W into N bit
channels {W (i)

N }i∈{1,2,...,N}. The input and the output of the
bit channels W (i)

N are ui and (yN , ûi−1), where ûi−1 is the
decoded sequence ui−1. If the block length N is sufficiently
large, the polarized bit channels {W (i)

N }i∈{1,2,...,N} become ei-
ther noiseless channels or pure noise channels [8]. The fraction
of clean channels to overall channel uses is approaching the
symmetric capacity of the channel W when the block length
is sufficiently large.

The above channel polarization phenomenon is exploited in
polar codes. Information bits are transmitted over clean bit
channels and we use frozen bits (agreed on their value before-
hand) on the pure noise channels. It is shown in [8] that polar
codes can achieve the symmetric capacity using successive
cancellation (SC) decoding. Hence, the code construction for
polar codes is equivalent to finding the bit channels indices
where the information bits can be transmitted. Let F denote
the frozen set, whose elements are the indices of pure noise bit
channels. Then Fc is the information set. For binary erasure
channels, the Bhattacharyya parameters can be calculated
recursively [8]. While for general binary DMCs, finding the
Bhattacharyya parameter becomes complicated. In this work,
we use the Monte-Carlo approach for the approximation of the
Bhattacharyya parameter. The empirical means {Ẑ(W (i)

N )} can
be approximated by as the expectation of the random variable
[8] √√√√W

(i)
N (Y N , U i−1|Ui ⊕ 1)

W
(i)
N (Y N , U i−1|Ui)

. (3)

A successive cancellation (SC) decoder can be used for this
computation because the random variable is the square root of
the decision statistics. The SC decoding operation is [8]:

(a) If i ∈ F , then set ûi = 0.
(b) If i ∈ Fc, then calculate the likelihood ratio

L
(i)
N (yN , ûi−1) =

W
(i)
N (yN , ûi−1|0)

W
(i)
N (yN , ûi−1|1)

(4)

and set

ûi =

{
0, if L

(i)
N (yN , ûi−1) ≥ 1,

1, otherwise.
(5)

The block error probability P (E) of the SC decoding can
be upper bounded by [8]

P (E) ≤
∑
i∈Fc

Z(W
(i)
N ). (6)

To construct a (N,K) polar code, Arikan suggested to
choose the information set Fc such that we minimize the right-
hand side of (6). This means information bits are located at
the K indices with lowest Z(W (i)

N ). The rest N −K bits are
set to fixed values. Here we set the frozen bits to 0.

B. Successive cancellation encoder
Shannon’s rate-distortion theorem [13] gives the minimum

rate required to achieve average distortion D. To achieve the
average distortion D, the required rate is at least

R(D) = min
p(xN ,x̂N ):Ep[d(xN ,x̂N )]≤D

I(X; X̂). (7)
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Fig. 2. A binary Wyner-Ziv problem. Assume XN is a BSS. The encoder
compresses the source XN to message M . The task of the decoder is to
reconstruct XN based on (M1, Y N ) with the average distortion less than D.
The side information Y N is related to the source XN via Yi = Xi+Ber(p)
for any i ∈ {1, 2, . . . , N}.

Assume the source XN is Bernoulli distributed with prob-
ability 1

2 (Ber( 1
2 )) and the distortion measure d(·) is the

Hamming distance. The rate-distortion function of this setup
is R = 1−h2(D), where h2(·) is the binary entropy function
and h2(D) = −D logD − (1 − D) log(1 − D). The rate-
distortion bound is achieved by the binary symmetric channel
(BSC) with crossover probability D.

In [9], it was shown that polar codes combined with SC
encoding achieve the rate-distortion bound.

Theorem 1 (Theorem 3 in [9]): Consider a binary symmetric
source (BSS) X and a given distortion D ∈ (0, 1

2 ). For any
rate R > 1 − h2(D) and any β ∈ [0, 1

2 ), there exists a
sequence of (N,K) polar codes with rate RN = K

N < R
so that under SC encoding using randomized rounding they
achieve the expected distortion DN satisfying

DN ≤ D +O(2−N
β

). (8)

A SC encoder [9] is given as follows. Consider a source
of i.i.d. realization xN with length N , and denote ûN as the
output of the following encoding operation:

(a) If i ∈ F , then set ûi = 0.
(b) If i ∈ Fc, then calculate PUi|U i−1,X̄(0|ûi−1, xN ) and

set

ûi =

{
0 w.p. PUi|U i−1,XN (0|ûi−1, xN ),

1 w.p. PUi|U i−1,XN (1|ûi−1, xN ).
(9)

Here, the frozen set F is found according to the test channel
BSC(D). The values of frozen bits do not influence the rate-
distortion performance [9]. The reconstruction operation is
x̂N = ûNGN and the sequence distortion measure is defined
as d(x̂N , xN ) = 1

N

∑N
i=1 d(x̂i, xi).

The complexity of the SC encoding and the matrix trans-
formation are both O(N logN) [8].

C. Binary Wyner-Ziv problem

We consider the following system as show in Fig. 2. With
the following code construction, polar code is optimal for
the Wyner-Ziv problem [9] and achieves the rate distortion
function RWZ(D) = h2(D ∗ p) − h2(D), where D ∗ p =
D(1− p) + p(1−D).

Theorem 2 (Theorem 14 in [9]): Consider a BSS X and
a given distortion D ∈ (0, 1

2 ). Y is correlated to X as Y =
X+Ber(p). For any rate R > h2(D ∗ p) − h2(p) and any
β ∈ [0, 1

2 ), there exists a sequence of (N,K) polar codes
of length N with rates RN = K

N < R, combined with SC

Fc

Fs Fc\Fs

Fig. 3. A representation of the subset structure of the frozen sets Fs and Fc.
Let the block represent the set of indices. Note that the indices in the blocks
are not ordered sequentially from 1 to N , and the exact pattern of how the
indices spread is not considered here. The frozen set Fs are the indices of
the frozen bits which are set to 0. The bits located at the indices belonging to
Fc\Fs are stored and transmitted to the decoder. The bits belonging to the
set Fc

c are recovered by SC decoding using the side information.

encoding at encoder and SC decoding at decoder such that
the expected distortion DN satisfies

DN = E [d(XN , X̂N )] ≤ D +O(2−N
β

). (10)

The encoding as well as the decoding complexity of this
scheme is O(N logN).

We depict a nested code construction for the the Wyner-Ziv
problem in Fig. 3. The sets Fs and Fc are given as

Fs = {i : Z(i)
N (D) ≥ 1− δ} (11)

and
Fc = {i : Z(i)

N (D ∗ p) ≥ δ}, (12)

where Z(D) and Z(D ∗ p) are the Bhattacharyya parameters
for the test channels BSC(D) and BSC(D ∗ p), where δ
represents a sufficiently small number.

D. Binary one-helper problem

Next, we consider the system as shown in Fig. 4. Let R′

and R be the rates of the encoder and helper respectively.
The task of the decoder is to reconstruct Y N losslessly, i.e.,
Pr{Y N 6= Ŷ N} → 0.

Encoder Decoder
M2Y N Ŷ N

Helper
+

Ber(p)N

XN

M1

Fig. 4. A binary one-helper problem. Let the source Y N be a BSS. Suppose
XN relates to Y N in this way: Yi = Xi+Ber(p) for all i ∈ {1, 2, . . . , N}.
The decoder decodes with message M2 from encoder and helper M1. The
encoder transmits (Y N (G⊗n

2 )−1)Fc , where Fc is the frozen set for test
channel BSC(D ∗ p). The helper is the compressed sequence of XN with
distortion D using the SC encoding.

Wyner [14] has shown that R′ and R must satisfy

R > h2(D ∗ p) and R′ > 1− h2(D) (13)

for some D ∈ (0, 1
2 ). Here, D can be seen as the distortion

of the helper. With following code construction, polar code is
optimal for the one-helper problem [9].

Theorem 3 (Theorem 16 in [9]): For any distortion D ∈
(0, 1

2 ), any rate pairs R > h2(D∗p) and R′ > 1−h2(D), and
any β ∈ [0, 1

2 ), there exists a sequence of nested polar codes
of length N with rates RN < R and R′N < R′, using SC



encoding at the helper and SC decoding at the decoder such
that the block error probability satisfies

PN ≤ O(2−N
β

). (14)

The encoding as well as the decoding complexity of this
scheme is O(N logN).

III. THE IDENTIFICATION PROBLEM

We are now ready to consider the identification system
as shown in Fig. 1. There are M users with indices w ∈
{1, 2, . . . ,M}. The sequences xN (w) of each user w takes
values in the finite alphabet X , are independent and identically
distributed according to PX . In the enrollment phase, the
feature sequences are observed through the enrollment channel
and stored in the database. In the identification phase, the user
sequence xN (w) of an unknown but previously enrolled user
w ∈ {1, 2, . . . ,M} is observed via a discrete memoryless
identification channel PY |X . Here, w can be seen as a re-
alization of a uniformly distributed random variable W . The
PU takes the observation yN and the database as input and
output an estimated user index ŵ.

The compression rate is defined as

Rc =
1

N
log2 |J | (15)

where Jk takes value in J for all k ∈ {1, 2, . . . ,M}.
The reliability of this identification system can be measured

by the identification error probability

Pr{Ŵ 6=W}. (16)

Obviously, we want Pr{Ŵ 6=W} → 0 as N →∞.
In [6], the capacity of an identification system is given by

C = max
U−X−Y,|U|<|X+1|:I(X;U)≤Rc

I(Y ;U). (17)

In the following, we propose three approaches based on the
previously reviewed coding schemes to enroll the users’ data
and perform the identification in the PU. We use SC encoder
to enroll data and use one of the following approaches to find
the estimated index ŵ.

A. The MMI approach

In this section, we introduce the identification method,
which is using the SC encoder and the MMI decoder.

Enrollment: Fix the distortion D or rate R, and do the SC
encoding operation.

Identification: Use Maximum mutual information (MMI)
decoder [5] for the identification. In more detail, first do the
reconstruction x̂N (w) = ûN (w)GN for all enrolled users w ∈
{1, 2, . . . ,M}. Then the processing unit decides on the index
ŵ which maximizes the mutual information I(yN ; x̂N ), i.e.,

ŵ = argmax
w∈{1,2,...,M}

I(yN ; x̂N (w)). (18)

B. The Wyner-Ziv approach

In this section, we introduce the Wyner-Ziv approach, which
is using the SC encoder of Wyner-Ziv problem and the MMI
decoder.

Enrollment: Fix the distortion D and observation channel
BSC(p), and use the nested code construction as depicted in
Fig. 3. For all users, do the corresponding SC encoding.

Identification: Firstly, do the reconstruction x̂N (w) for each
user w ∈ {1, 2, . . . ,M} using the observation yN as side
information. Then the PU outputs the estimated user using
the MMI decoding following (18).

The complexities of doing the reconstructions in the
MMI approach and the Wyner-Ziv approach are both
O(MN logN), which cover the reconstruction operations for
M enrolled user. For a fixed distortion D, the compression
rates approach 1 − h2(D) and h2(D ∗ p) − h2(D) for the
MMI and Wyner-Ziv approach respectively.

C. The One-helper approach

In this section, we introduce the One-helper approach for
the identification systems.

Let us consider a one-helper problem as depicted in Fig. 4
and an identification system as shown in Fig. 1. For the One-
helper approach, assume the observation in the identification is
the source and the compressed data corresponds to the helper.

Enrollment: Fix the distortion D or rate R, do the SC
encoding operation.

Identification: For each user w ∈ {1, 2, . . . ,M} in the
database, do the matrix transformation reconstruction. Ac-
cording to Theorem 3, the observation can be reconstructed
successfully with high probability. Thus, the identified user ŵ
is the one which can recover the observation sequence. When
the decoder finds such a ŵ that satisfies ŷN (ŵ) = yN , the
PU stops searching the rest of the users and outputs ŵ as
the identified user. If there is no reconstruction that satisfies
ŷN (ŵ) = yN , the PU outputs an error.

Thus, the PU first reconstruct the compressed sequence in
the database and then reconstruct the observation, where the
complexities are both O(N logN) of each user. We assume
that the observed user W is uniformly distributed over [1 :M ],
therefore we have to compare with M/2 users on average.
The overall complexity of doing the reconstructions in the
identification is O(MN logN). For a fixed distortion D, the
compression rates of this scheme approach 1− h2(D).

IV. NUMERICAL EVALUATION

In this section, we show the numerical evaluation results and
compare the performance of the three proposed identification
schemes.

A. The MMI approach

Let us consider an identification system as depicted in Fig.
1. When we compress the users’ data in the enrollment phase,
either the compression rate or the average distortion parameter
should be provided, which are related via Rc = 1 − h2(D).
Here, we choose to fix the compression rate Rc so that the
corresponding test channel for source coding is BSC(h−1

2 (1−
Rc)), where h−1

2 (·) denotes the inverse function of h2(·).
Fig. 5 and Fig. 6 show the performance of identification

systems using the MMI approach. The different curves in Fig.
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Fig. 5. The identification error rates of the MMI approach with different
number of users M =500, 1000, 1500, and 2000. We fix the compression
rate to Rc =0.5 and observation channel to BSC(0.35).
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Fig. 6. The identification error rates of the MMI approach with different
observation channels. Assume the number of users in the identification
systems is M =2000 and the compression rate is 0.5.

5 and Fig. 6 represent different number of enrolled users and
observation channels. As we see, the identification error rate
decreases as the block length increases. Another observation
is that the identification error rate increases if there are more
users enrolled in the identification system or the observation
channel is more noisy.

B. The Wyner-Ziv approach

For the Wyner-Ziv approach, the compression rate can not
be decided directly, since the frozen sets and compression
rates are determined by the Bhattacharyya parameters of test
channels BSC(D ∗ p) and BSC(D). Therefore, we first fix the
distortion D and the observation channel BSC(p), and then
decide for sets Fc\Fs, Fs, and Fc

c . Here, we set the distortion
to D satisfying 1 − h2(D) = 0.5. The corresponding com-
pression rates of the Wyner-Ziv approach if the observation
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Fig. 7. The identification error rates of the Wyner-Ziv approach with different
number of users M =500, 1000, 1500, and 2000. We fix the distortion D to
satisfy 1− h2(D) =0.5 and observation channel to BSC(0.35).
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Fig. 8. The identification error rates of the Wyner-Ziv approach with different
observation channels. Assume the number of users in the identification
systems is M =2000.

channel BSC(0.1) is are 0.3789, 0.3535, and 0.3301 when the
block lengths are N =256, 512, and 1024. Obviously, the
compression rates of the Wyner-Ziv approach are lower than
that of the MMI approach, which is 0.5.

Fig. 7 and Fig. 8 show the performance of identification
systems using the Wyner-Ziv approach. Comparing the error
rates of the MMI and Wyner-Ziv approach, with the same
distortion D and observation channel, we can see that the
Wyner-Ziv approach results in higher error rates than the MMI
approach. This is because in the Wyner-Ziv approach, allowing
a reduction of the compression rate is at the compromise of
recovering some of the bits using SC decoding. If there is
decoding error, it would results in higher average distortion
and more identification errors.
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Fig. 9. The identification error rates of the One-helper approach with different
number of users M =500, 1000, 1500, and 2000. We fix the compression
rate to Rc = 1− h2(D) =0.5 and observation channel to BSC(0.35).
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Fig. 10. The identification error rates of the One-helper approach with dif-
ferent observation channels. Assume the number of users in the identification
systems IS M =2000. We fix the distortion D satisfying 1− h2(D) =0.5.

C. The One-helper approach

In this approach, similar to the MMI approach, we choose
to fix the compression rates Rc.

Fig. 9 and Fig. 10 show the performance of identification
systems using the One-helper approach. Obviously, the one-
helper approach results in high error rates at short block
lengths and it can only identify when the block length is large.
Moreover, this approach gives higher average identification
error compared to both the MMI and the Wyner-Ziv approach.
The reason is that unlike the previous two methods are using
the MMI decoding based on noisy reconstructions, the One-
helper approach is doing a lossless reconstruction. Once there
is a decoding error, the identification also fails. To ensure
that there is no decoding error, the bit channels should be
highly reliable, i.e., the Bhattacharyya parameter should be
sufficiently approaching 0. Therefore, we need the bit channels

to be highly polarized in channel polarization and the block
length to be sufficiently long.

V. CONCLUSIONS

We introduced the compression and identification algo-
rithms using polar codes. Theoretically, for the same distortion
and observation channel, the Wyner-Ziv approach achieves the
lowest compression rate. When the block length is sufficiently
large, these three approaches have the same complexity order.

Numerical evaluations show that for the same fixed distor-
tion and observation channel, the Wyner-Ziv approach results
in the lowest compression rates due to the exploitation of side
information in the enrollment phase. We also numerically eval-
uate the performance of identification error rate. Comparing
the MMI approach and the Wyner-Ziv approach, the the former
one results in lower average identification rate, since the
reduction of the compression rate in the Wyner-Ziv approach
is realized by recovering some bits using SC decoding. When
there is decoding error, it would result in higher distortion and
identification error. Additionally, the MMI and the Wyner-Ziv
approach result in lower identification error rates compared to
the One-helper approach. However, the One-helper approach
have the advantage that it enables lossless reconstruction.
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