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Optimal privacy-by-design strategy for
user demand shaping in smart grids

Ramana R. Avula and Tobias J. Oechtering
School of Electrical Engineering and Computer Science
KTH Royal Institute of Technology, Stockholm, Sweden

Abstract—In this work, we propose an optimal privacy-by-
design strategy using an energy storage system (ESS) that is
capable of shaping the user demand to follow a time-varying
target profile. In addition, we consider the ESS usage cost due
to its energy losses and capacity degradation. We measure the
privacy leakage in terms of the Bayesian risk. The proposed
strategy is computed by solving a multi-objective optimization
problem using the Markov decision process framework. With
numerical simulations using real household consumption data
and a lithium-ion battery model, we study the trade-off between
the achievable Bayesian risk, the variations in the user demand
from the target profile and the energy storage cost. The results
show that by trading-off some privacy, the variations in the user
demand can be reduced while improving the battery lifetime.

Index Terms—Smart meter privacy, energy flow management,
Markov decision process, dynamic programming, Bayesian hypo-
thesis testing, user demand shaping.

I. INTRODUCTION

Smart meters (SMs) are crucial components of smart grids
which rely on the timely updates of the energy consumption
data of the users in the network. Using the near real-time
information about the user demands, the smart grids can
better control the grid fluctuations and increase the overall
system efficiency by a better forecast of the future energy
demands of the users. However, with the advent of the non-
intrusive appliance load monitoring (NILAM) techniques [1],
the consumers in smart grids are prone to privacy risks as they
enable a malicious adversary to infer the users’ behaviour.
In Europe, the General Data Protection Regulation (GDPR)
defines strict rules to deal with data that contain sensitive
personal information such as, health status, religious beliefs
etc. This means that using SM data, one should not be able to
infer presence of appliances or their usage patterns that may
reveal sensitive private information.

Several privacy-preserving approaches have been proposed
in the literature [2] which use an energy storage system (ESS)
to alter the user demand from the grid in real-time, as shown in
Fig. 1. In [3], a best-effort (BE) heuristic algorithm is proposed
to hide the appliance usage information by resisting the user
demand changes to the extent possible at each time instance.
In [4]–[6] more heuristic algorithms are proposed. In [7], the
privacy leakage is measured in terms of the Bayesian risk
of an informed adversarial hypothesis testing model and the
optimal strategy is designed which minimizes the cumulative
risk over an infinite horizon using the partially observable
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Fig. 1. The smart-metering system that shapes the user demand using an
energy storage system. The solid lines here represent the power flow and the
dotted lines represent the information flow.

Markov decision process (POMDP) framework. In [8], the
authors presented the optimal privacy-cost trade-off with the
time-varying electricity price by measuring privacy in terms
of variations in the load compared to a fixed-target value
using a lossless ESS model. In [9]–[11] the Bayesian risk is
minimized while taking into account the ESS aspects such as
the energy losses and capacity degradation using detailed ESS
models. In contrast to the previous work, here we leverage
the energy storage capacity of the smart-metering system.
While considering the Bayesian risk and the ESS usage cost
due to its energy losses and capacity degradation, we present
an optimal energy-flow control strategy that minimizes the
variations in the user demand from a time-varying target
profile. The proposed privacy-by-design strategy can be used
in applications such as grid load balancing, energy arbitrage in
electricity markets etc, with privacy as a secondary objective.
With extensive numerical simulations, we evaluate the trade-
off between the minimum achievable Bayesian risk and the
variations in the user demand.

The rest of the paper is organized as follows. In Section
II, we present an overview of the privacy-preserving smart-
metering system, and its model assumptions. In Section III, we
present the design of the optimal EMU strategy. In Section IV,
we discuss the results of a numerical study and lastly, we con-
clude the paper in Section V. Throughout the paper, we denote
random variables by the capital letters, their realizations by
the lower-case letters, and their alphabets by the calligraphic
letters. We use the notation Ak+i

k to denote the row vector
[Ak, Ak+1, . . . , Ak+i]; E[·] to denote the expectation operator;
(·)ᵀ to denote the matrix transpose operator; PA(a) to denote
a probability distribution function; ∆n to denote an (n−1)-
dimensional simplex space; and B(A) to denote the set of all
finite real-valued functions on discrete or continuous space A.
In the equations, if the domain of a variable is not specified
in summations, then it is summed over its domain.



II. SYSTEM OVERVIEW

We consider the smart-metering system as shown in Fig. 1.
The energy consumption measured by the SM is shaped by
an EMU using a strategy for the discrete-time finite-horizon
K := {1, 2, . . . , N}. Within K, let k denote the index of the
time slot with a fixed time duration T . At the beginning of
each slot k, the EMU strategy specifies the charge or discharge
power level of the ESS. We consider discrete quantized power
and energy measurements with w and wT as their respective
resolutions. Further, we assume a maximum average power
demand of the user, denoted by xmax. We consider an ESS
with a finite rated energy capacity denoted by zmax. Using
the convention that positive ESS power means charging, we
denote the rated discharge and charge powers by dr,d and
dr,c respectively, where dr,d < 0 and dr,c > 0. We use ymax
to denote the maximum power measurable by the SM. For
each k ∈ K, we model the user power demand, the SM
measurement, the operating ESS power and the energy state
of the ESS using discrete random variables denoted by Xk,
Yk, Dk, and Zk respectively. Further, we model the events of
user demands or user behaviour using a sequence of hypothesis
states Hk that should be protected. That is, the SM readings
should reveal as little information about Hk as possible. Let
hmax denote the maximum number of possible hypothesis
states. Table I summarizes the alphabets of these random
variables. Let Sk := [Xk, Zk, Hk, Yk−1] denote the EMU state
vector, which is defined in S = X × Z ×H× Y .

At each time-slot k, the EMU aims to shape the user
demand from the grid Yk to follow a target signal Ȳk which
is a discrete random variable defined on Y . In this work, we
design the EMU for the class of target signals Ȳk that can
be characterized by a conditional probability function PȲk|Sk

,
which is either given by a grid operator to achieve demand
side management or it can be set by the EMU to achieve
any secondary objective. Further, we model the dependency
between the random variables in the sequence [HN

1 , X
N
1 ]

using the Markov chains given by

Hk −Hk−1 − (Hk−2
1 , Xk−1

1 ), (1)

Xk −Hk, Xk−1 − (Hk−1
1 , Xk−1

1 ). (2)

Consequently, the joint probability distribution of [HN
1 , X

N
1 ]

is completely characterized by the parameter set θ given by

θ :=
{
PHk|Hk−1

, PXk|Hk
, PH0

|k ∈ K
}
, (3)

where PHk|Hk−1
and PXk|Hk

denote the time dependent transi-
tion and emission probabilities, and PH0

denote the probability
of the hypothesis state H0 prior to the time-horizon K. Further,
we measure the privacy leakage using the Bayesian risk which
is the average cost of an adversary making a guess on the
hypothesis sequence. Let θ̂ denote the adversarial estimate of
the HMM parameter set, Ĥk denote the adversarial guess, and
Ch,ĥ denote the Bayesian cost of adversarial guess ĥ when the
true hypothesis state is h. Let Rk denote the Bayesian risk,
which is given by

Rk := E
[
CHk,Ĥk

]
=
∑
h,ĥ Ch,ĥ · PHk,Ĥk

(h, ĥ). (4)

To simplify the analysis, we assume that the adversary is
unaware of the presence of the ESS and makes a guess Ĥk

using only the causal information available at time k. Further,
we model the ESS using a memoryless stochastic model given
in [11], which is characterized by a conditional probability dis-
tribution PZk+1,Ek,Bk|Dk,Zk

where Ek, Bk denote the energy
losses and capacity degradation of the ESS due to the EMU
control actions. Let Lk denote the expected ESS usage cost
which is given by Lk = E

[
ρBk+λkEk

]
, where ρ is the price

(in e) of unit capacity loss and λk is the price (in e) of unit
energy. Let fL : Z × Dk → R+ denote the mean ESS usage
cost which can be computed from the ESS model. Lastly, we
define a weighted cost function of the expected deviation of
the SM readings from the target signal, the Bayesian risk and
the ESS usage cost, denoted by Ck, given as

Ck :=σ
[
ωβ E

[
|Ȳk − Yk|

]
+ (1− ω)γRk︸ ︷︷ ︸

utility

]
+(1− σ)Lk, (5)

where σ, ω ∈ [0, 1] are the trade-off parameters, β, γ > 0
are the scaling factors of the objective functions. Here the
weighted cost of the deviation and the Bayesian risk represent
the utility of the EMU. In this work, we are interested in
designing the optimal EMU that minimizes the aggregate
weighted cost Ck in the finite-horizon K.

III. OPTIMAL ENERGY MANAGEMENT UNIT STRATEGY

In this section, we compute an optimal EMU strategy for
the finite-horizon K using the MDP framework. Here, we
provide only the key steps in the EMU strategy design and
the detailed derivation can be done following the framework
in [11]. Let Ik := Sk1 = [Xk

1 , Z
k
1 , H

k
1 , Y

k
1 ] denote the set of

all information available to the EMU at time-slot k. Further,
let µk denote a randomized strategy of the EMU at time-slot k
that specifies a distribution of control action Dk given Ik, i.e.,
PDk|Ik . Let Dk denotes the alphabet of Dk satisfying the ESS
operating constraints given in [11], Ik denote the alphabet of
Ik, and Uk denotes the set of all mappings from Ik to ∆|Dk|.
For a given strategy µk ∈ Uk and for a given information
ik ∈ Ik, the weighted cost Ck defined in (5) becomes

Ck(ik, µk)=
∑
dk,ȳk

PDk|Ik(dk|ik)PȲk|Sk
(ȳk|sk)

[
σωβ|ȳk − yk|+

σ(1− ω)γ
∑
ĥ

Chk,ĥ

[
ζ̄∗(yk1 )

]
ĥ

+ (1− σ)fL(zk, dk)
]
, (6)

TABLE I
SUBSET OF SYSTEM VARIABLES

Description Variable Alphabet or Domain

User power demand Xk X := {0, w, 2w, . . . , xmax}

SM measurement Yk Y := {0, w, 2w, . . . , ymax}

ESS power Dk D := {dr,d, . . . ,−w, 0, w, . . . , dr,c}

ESS energy state Zk Z := {0, wT, 2wT, . . . , zmax}

Hypothesis state Hk H := {1, 2, . . . , hmax}



where yk = xk + dk, and ζ̄∗ denotes the optimal adversarial
strategy to make a guess Ĥk given the SM measurements yk1
and the HMM θ̂. According to [11], a sufficient statistic for
the computation of the optimal adversarial strategy ζ̄∗ is

π̂k = fπ̂(π̂k−1, yk), (7)

where fπ̂ : ∆|H| × Y → ∆|H| is a linear fractional function
that computes the belief state π̂k using the HMM θ̂. Further,
it is shown in [11] that the ζ̄∗ can be represented in the form
of a set of polyhedral decision regions Ω∗ ⊆ ∆|H|. From (6),
the weighted cost Ck can be expressed as an inner product,

Ck(ik, µk) = µk(ik)ᵀ · fc(sk, π̂k−1), (8)

where fc : S × ∆|H| → R|Dk|
+ is a deterministic vector

function that follows from rewriting (6) and µk(ik)ᵀ is a vector
given by

µk(ik)ᵀ =
[
PDk|Ik(dr,d|ik), · · · , PDk|Ik(dr,c|ik)

]
. (9)

The optimal strategy sequence for the finite-horizon, denoted
by µ∗K := [µ∗1, . . . , µ

∗
N ], that minimizes the expected cumula-

tive cost can be obtained by solving the optimization problem
given by

µ∗K = argmin
µN
1 ∈UN

1

{
EµN

1

[
N∑
k=1

Ck(ik, µk)

]}
. (10)

According to [12], the optimal strategy µ∗k at each k ∈ K can
be obtained by solving the backward recursive equation of the
stochastic Bellman’s dynamic programming given by

Vk(ik) = min
µk∈Uk

{
Ck(ik, µk) + Eµk

[
Vk+1|Ik = ik

]}
. (11)

Here Vk denotes the value function which is the minimum
aggregate expected cost from k to N due to the optimal
EMU strategy sequence [µ∗k, · · · , µ∗N ], initialized with VN+1.
Further, we have

Eµk

[
Vk+1|Ik = ik

]
=

∑
dk,ik+1

Vk+1(ik+1)PDk|Ik(dk|ik)×

PZk+1|Zk,Dk
(zk+1|zk, dk)PXk+1|Hk+1

(xk+1|hk+1)×
PHk+1|Hk

(hk+1|hk)PYk|Xk,Dk
(yk|xk, dk)

=: µk(ik)ᵀ · fV (Vk+1, sk, k), (12)

where fV : B(Ik+1) × S × K → R|Dk|
+ is a deterministic

vector function. As a direct consequence of (8), (11), and (12),
we have that (Sk, Π̂k−1) forms a sufficient statistic for the
computation of the optimal strategy µ∗k which can be obtained
by solving the recursive equation (11) rewritten as

Vk(sk, π̂k−1) = min
δk∈∆|Dk|

{
δᵀk ·

[
αk(sk, π̂k−1, Vk+1)

]}
. (13)

Here δk is a vector which represents the conditional probability
of control actions of the EMU strategy for a given sufficient
statistic (sk, π̂k−1) and αk(·) is a vector function given by

αk(sk, π̂k−1, Vk+1) = fc(sk, π̂k−1) + fV (Vk+1, sk, k). (14)

Since the optimization domain of (13) is a simplex, its
a linear programming problem and hence there exists an
optimal sequence of non-randomized control actions. Further,
since π̂k−1 lies in a continuous space ∆|H|, in principle,
the optimization problem in (13) needs to be solved over an
uncountable set. However, similar to the finite dimensional
characterization of the value function in [11], exact solution
to (13) can be obtained recursively by solving a finite number
of linear programming problems obtained by incrementally
partitioning the belief space. Algorithm 1 summarizes the
approach to obtain the exact optimal solution µ∗k.

IV. NUMERICAL STUDY

To evaluate the optimal EMU strategy we perform numerical
simulations of the system model in MATLAB R2018a. In the
dynamic programming backward recursion of the optimiza-
tion problem (13), the optimal solutions are obtained using
the Gurobi [13] solver. In the simulations, we design the
EMU to hide the occupancy information of the user from an
ESS-unaware adversary using the Bayesian hypothesis testing
framework [11], where the hypothesis state is binary, i.e.,
Hk = 1 when the user is absent and Hk = 2 when the user is
present. Further, we choose the reference signal to be equal to
the user demand in the previous time slot such that the EMU
minimizes the variations in the resulting SM readings. We as-
sign the Bayesian cost as C11 = C22 = 1 and C12 = C21 = 0
such that the Bayesian risk corresponds to the average adver-
sarial detection probability. The simulations were performed
using the labelled occupancy data and SM readings from the
ECO dataset [14] corresponding to 5 household between June
2012 and January 2013. We assume that the adversary has
access to the complete dataset and uses the data of all users
to estimate HMM θ̂. To simplify the simulations, we use data
from the dataset averaged with 1 hour time resolution and
100W power resolution to compute the maximum-likelihood
estimate of a non-homogeneous HMM θ and a homogeneous
HMM θ̂. Further, to perform the simulations until the end-of-
life of the ESS, we synthesized validation data of 4000 days by
randomly selecting the daily data in the dataset with uniform
distribution. Further, to reduce the computational complexity
of solving the optimal EMU strategies, we divide a day into
6 equal intervals ∆m, where m ∈ [1, 6] and assume that the

Algorithm 1 Exact belief space partitioning algorithm to
obtain the optimal control strategy.

Initialize with a set of polyhedral partitions GN+1 and a
piecewise constant function VN+1. For k = N to 1, follow:
1: Find Jk+1, the set of intersections of Gk+1 and the

adversarial decision regions Ω∗.
2: Find Uk, the set of inverse linear images of Jk+1 under
fπ̂ , for all yk ∈ Y .

3: Find Gk, the set of intersections of Uk and ∆|H| and
construct αk vector function.

4: Solve for Vk and µ∗k, ∀(sk, l) ∈ S × |Gk|.



adversary resets the belief state π̂k at the beginning of each of
the interval ∆m. This assumption is reasonable as the EMU
tries to control the Bayesian risk by driving the adversarial
belief state to the partitions in the adversarial decision region
using the SM measurements which often aren’t explained by
the HMM θ̂. That is, for sequence of optimal control actions,
the likelihood of the SM measurements given the HMM θ̂
are often very low. This simplification allows us to compute
the EMU strategies which are optimal within the whole day
time-horizon without significantly increasing the number of
the belief space partitions.

Further, in the simulations, we use a lithium-ion battery
pack of 48V with 1kW rated power converter. As in [11],
the conditional distribution of a memoryless stochastic ESS
model PZk+1,Ek,Bk|Dk,Zk

is estimated using the data obtained
from the Monte Carlo sampling of the electrochemical models
developed in [15], [16]. Further, an average ESS cost function
due to the losses Ek and Bk is obtained by taking the energy
cost in Sweden [17] to be 0.2e/kWh and the lithium-ion
battery cost to be 130e/kWh [18]. In the simulations, we
assume that the battery reaches its end of life when 20% of
its rated capacity is lost. Further, the scaling factors of the
objective functions β, γ in the weighted cost function are set,
as in [19], by computing the nadir and utopian points of the
multi-objective optimization problem.

First, we present the EMU control actions corresponding
to optimal single-objective control strategies without trade-off
corresponding to user 2 in the ECO dataset. When using a 48V
50Ah lithium-ion battery system Fig. 2 shows the performance
of the EMU when tested with an optimal strategy designed to
minimize only the Bayesian risk, i.e., using ω = 0, σ = 1. We
can see that the EMU schedules the ESS charge and discharge
operations that result in user-like energy demand pattens with
peaks at times differing from the true peak consumptions.
The Bayesian risk is computed by averaging the adversarial
detection performance over each interval ∆m, which shows
that the control strategy results in low detection probability
during the morning time. The observed peaks in the Bayesian
risk plot can be explained by the periodic adversarial belief
state resets at each interval ∆m. We observe that this strategy
increases the variations in the resulting SM readings. On the
other hand, the EMU designed to minimize only the variations
in the SM readings, i.e., using ω = 1, σ = 1, schedules the
charge and discharge operations that result in the flat SM
readings over a certain time interval, as shown in Fig. 3. Due
to the finite capacity of the ESS, this strategy results in the
SM readings switching levels between high and low levels in
charge and discharge cycles.

Next, we evaluate the optimal trade-off between the SM
variations and the Bayesian risk using ω ∈ [0, 1] without
considering the ESS usage cost in the EMU design by taking
σ = 1. Fig. 4 shows the root mean square deviation (RMSD)
of the SM readings, average Bayesian risk, ESS lifetime, and
the ESS usage cost at different ESS capacities. As expected,
we can observe that the minimum RMSD and the minimum
achievable Bayesian risk decrease when the ESS capacity

Fig. 2. Hourly user demand, SM readings, and the Bayesian risk when using
a 50Ah ESS and the EMU is designed to minimize only the Bayesian risk.

Fig. 3. Hourly user demand, SM readings, and the Bayesian risk when using
a 50Ah ESS and the EMU is designed to minimize SM variations.

increases. We can see that, by trading-off some privacy using
the trade-off parameter ω, the RMSD of the SM readings
can be reduced. Further, we observe that the battery lifetime
achieves maximum at ω = 0.4 for the simulated system model.
Further, by varying the ESS usage cost trade-off parameter, as
shown in Fig. 5, we can see that the ESS achieves maximum
lifetime when σ = 0, the minimum Bayesian risk is achieved
when (ω, σ) = (0, 1), and the minimum RMSD of SM
measurements when (ω, σ) = (1, 1). From the results, we
can see that the Bayesian risk and the RMSD behave as
opposing objectives and there exists a clear trade-off between
the two. Further, for each σ > 0, the battery lifetime achieves
maximum at ω = 0.4. From the simulation results, we observe
that at a fixed ESS capacity, there exists some ω# ∈ (0, 1)
where the battery lifetime can be maximized while providing
some privacy and RMSD of SM measurements.



(a) RMSD of SM readings (b) Average Bayesian risk

(c) ESS life (in days) (d) Avg. ESS usage cost

Fig. 4. Pareto-optimal trade-off between the variations in the SM readings
and the Bayesian risk at different capacities without considering ESS cost.

(a) RMSD of SM readings (b) Average Bayesian risk

(c) ESS life (in days) (d) Avg. ESS usage cost

Fig. 5. Pareto-optimal trade-off between the variations in the SM readings
and the Bayesian risk while considering the ESS usage cost of 50Ah battery.

V. CONCLUSION

In this paper, we have presented an optimal privacy-by-
design strategy that achieves user demand shaping while
considering the ESS usage cost, which is obtained by solving
a multi-objective optimization problem using the Markov
decision process framework. By measuring the privacy leakage
in terms of the Bayesian risk, we show that the dynamic
programming recursive equation of the optimization problem
need to be solved over a continuous space. Using the finite-
dimensional structure of the value function, we present an
algorithm to compute the exact solution without any approx-
imations using linear programming that partition the belief
space recursively. However, the number of linear problems
to be solved may increase exponentially with the length of
the time-horizon. To limit this exponential complexity in-

crease, heuristic control strategies based on the exact-solution
algorithm can be used where the belief space partitions are
clustered based on the α−vectors and spatial proximity of
the partitions in the belief space. With extensive numerical
simulations using real household consumption data, we show
that the designed EMU strategy can be used to optimally trade-
off some privacy and reduce the variations in the SM readings
while improving the battery lifetime. In the future work, we
plan to study the feasibility of integrating a privacy objective
with energy arbitrage in dynamic pricing electricity markets.
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