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Sammanfattning 
 

IoT-enheter blir alltmer populära. IoT-produkter tillåter användare att fjärrstyra 

enheten med hjälp av en mobilapplikation eller en webbapplikation. För detta 

ändamål används en mängd av kommunikationsprotokoll som Bluetooth och Wi-Fi. 

Denna sammankoppling av enheter och användningen av olika tekniker kan leda till 

säkerhetsproblem. Det är viktigt att säkra dessa enheter för att förhindra obehöriga 

användare från att komma åt känslig information eller ta kontroll över produkten. 

Ett exempel på en IoT-enhet är Danalock V3, som är ett smart lås som kan 

implementeras på en dörr. Syftet med denna rapport är att genomföra en 

säkerhetsbedömning av Danalock V3 genom penetrationstestning. Med en svart 

hatt-metod samlar vi in information om enheten för att förstå dess funktionalitet 

och de funktioner som tillhandahålls för användarna. Därefter skapar vi en 

hotmodell baserad på vår analys av enheten och dess relaterade komponenter. Vi 

använder den samlade informationen vid kartläggning av ytattacker för att skapa 

ett arkitekturdiagram som visar komponenterna och den miljö där enheten 

fungerar. Diagrammet används för att identifiera de tillgångar och ingångspunkter 

som kan användas för att hacka smartlåset. Vi använder också STRIDE-metoden 

för att identifiera möjliga sårbarheter som kan äventyra säkerheten för låset. 

I denna säkerhetsbedömning genomför vi sju penetrationstester för att utvärdera 

några av säkerhetsfunktionerna i Danalock V3. Dessa tester är Reverse engineering 

of mobile application, mobile application storage analysis, GPS spoofing, Network 

traffic decryption, Bluetooth traffic decryption, Tampering with data sent to the 

mobile application, och Tampering with data sent to the lock. 

Resultaten av denna undersökning visar att själva enheten är säkrad i viss 

utsträckning menatt det finns utrymme för ytterligare förbättringar. Vi märker att 

Danalock V3 använder olika krypteringsprotokoll för att skydda den överförda 

informationen. Användaren är dock ansvarig för att skydda mobiltelefonen för att 

förhindra åtkomst till de lagrade referenserna. 

I denna rapport diskuterar vi också de erhållna resultaten och konsekvenserna av 

dessa attacker. Vi tillhandahåller en analys av testerna och hur de påverkar 

användarna. Vi använder DREAD-klassificeringssystemet för att utvärdera de 

upptäckta sårbarheterna och riskerna. 
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Abstract 
 

IoT devices are becoming increasingly popular. IoT products allow the users to 

remotely control the device using a mobile application or a web application. For this 

purpose, a variety of communication protocols are used such as Bluetooth and Wi-

Fi. This interconnection of devices and the use of various technologies could lead to 

security issues. It is important to secure these devices to prevent unauthorized 

users from accessing the sensitive information or taking control of product. 

An example of an IoT device is Danalock V3, which is a smart lock that can be 

implemented on a door. The aim of this report is to conduct a security assessment 

of Danalock V3 through penetration testing. Using a black hat approach, we gather 

information about the device to understand its functionality and the provided 

features for the users. Next, we create a threat model based on our analysis of the 

device and its related components. We use the gathered information in surface 

attack mapping to create an architectural diagram displaying the components and 

the environment in which the device operates in. This diagram is used to identify 

the assets and entry points that could be used to hack the smart lock. We also use 

the STRIDE method to identify the possible vulnerabilities that could compromise 

the security of the lock. 

In this security assessment we conduct 7 penetration tests to evaluate some of the 

security features of Danalock V3. These tests are Reverse engineering of mobile 

application, Mobile application storage analysis, GPS spoofing, Network traffic 

decryption, Bluetooth traffic decryption, tampering with data sent to the mobile 

application, and Tampering with data sent to the lock. 

The results of this investigation show that the device itself is secured to some 

extent and that there is room for further improvement. We notice that Danalock V3 

uses different encryption protocols to protect the transmitted data. However, the 

user is responsible to protecting the mobile phone to prevent access to the stored 

credentials. This means that the user should connect to secure networks when 

downloading the digital key and when logging in to the account. 

In this report we also discuss the obtained results and the implications of these 

attacks. We provide analysis of these tests and how they affect the users. We use 

the DREAD rating system to evaluate the discovered vulnerabilities and the risks 

involved. 
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Introduction 
 

One of the most prominent areas in technology is the internet of things or what is 

known as IoT. An IoT is a physical device with the capability of connecting to the 

internet. Some of these devices provide the user with features such as controlling 

the status of the device and storing information.  

Security is one of the important aspects to consider during the development of any 

IoT device as these devices are used to store passwords and critical data. This 

made IoT devices a target for hackers to control the device and access the stored 

information. This compromises the functionalities IoT devices provide to the users. 

The aim of this report is to test the security of the IoT device Danalock V3 through 

penetration testing. The penetration testing of the device helps us evaluate the 

security features of the device. In addition, if any vulnerabilities are found, it 

provides us with a better understanding of the threat, and a useful aspect to 

consider for improving security. This report also describes the methods used to 

analyze the security aspect of device and the results of the penetration testing. 

Furthermore, we look at the device and its features for a better understanding of 

the device’s functionality. Listing these features gives an overview and general 

description on the environment in which the device operates and how it interacts 

with its surrounding. This is accomplished using threat modeling to draw an 

architectural design sowing the components and the approaches taken in the 

penetration testing. Threat modeling also shows the input sources that are used to 

exploit the device and the vulnerabilities that could risk the integrity of the device. 

To identify these threats, we use the STRIDE modeling method that is used 

alongside the architectural model of the device to evaluate the product’s security. 

In addition, we rate the detected vulnerabilities using the DREAD method based on 

the impact and the effects on the smart lock used in this security assessment. 

Some these threats attack a certain property that could disrupt one of functions of 

the device. In addition, we discuss how the listed vulnerabilities could pose a 

security risk and how it affects the stored data and the user information. 

This report discusses the results obtained from the penetration testing and the 

limitations including improvement suggestions for further research. Therefore, 

developing a secure product, such as a smart lock, is important to increase the 

efficiency and reliability of the device. In turn, this increases home security and, in 

the meantime, protects the owner’s data. 

The security assessment of the device and the penetration testing has been 

conducted using a black hat approach. In this research all laws and regulations 

regarding hacking and the electronic communications privacy have been followed. 

In this report, we also discuss the limitation and the scope of the penetration tests 

conducted on the device. In addition, we note how to improve this security 

assessment in future research. 
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Background 
 

Home security is major concern for most people to keep their families safe and 

protect their valuables. The technological advancement and the emergence of IoT 

devices have contributed to the improvement in home security systems and 

provided various features for the users. 

One of the fundamental components used to secure our homes is the door lock. A 

door lock is used to prevent opening the door without a key. However, it happens 

often that we forget to grab the keys before leaving the house or sometimes we 

even forget to lock the door behind us. Now that we have cloud services and smart 

devices a new type of locks has been introduced to the market, the smart locks. 

Smart locks allow a person to install an electronic lock on the door and have a 

digital key installed on a mobile device. Users are now able to monitor lock 

activities and choose whether to lock or unlock the door from a distance. 

Furthermore, the general architecture of a smart lock shows that the device is 

composed of several entities. This architecture broadly divides the components into 

three categories: the embedded device, firmware and software, and radio 

communication [1]. Each entity that is in the architectural design falls into one of 

these major categories. These entities also use a communication mechanism to 

send and receive data. This allows the smart lock to provide several features to the 

user such as updating firmware and connecting to a cloud service [2]. 

Smart locks have the capability to be controlled by a user from a distance. This 

feature is provided using a web application or a mobile app that can be installed on 

smart devices [4]. In other words, smart locks transmit data over the internet to 

communicate with another entity. Therefore, these smart locks are considered as 

IoT devices [22]. These smart locks can also be configured to be a part of a smart 

home system, meaning that it is able to communicate with other devices in the 

same network. These IoT devices are capable of processing the data received and 

send the results to the user if needed. For this reason, a variety of communication 

protocols are used for the data transmission. 

Smart lock users use a mobile application where they have their digital key to 

control the lock. Usually, smart lock manufacturers develop their own application to 

be compatible with their product and have the flexibility of adding the desired 

features. This mobile application can be downloaded from either google play store 

or apple store. Some of the applications can also be downloaded from third party 

providers on the internet. The reason for targeting these two operating platforms is 

the fact that Google Android and Apple iOS users together make approximately 

99% of the market share worldwide according to the statistics released1. In other 

words, these applications are made public for all to install and run. However, a 

 
1 Posted on statista website about smartphone OS market shares, visited on 2020, Nov 30, 
https://www.statista.com/statistics/266136/global-market-share-held-by-smartphone-operating-systems/ 

https://www.statista.com/statistics/266136/global-market-share-held-by-smartphone-operating-systems/
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person needs the actual physical product to unlock the features in the application 

and have a fully functional smart lock. Smart lock products are available for 

purchase from the market or online shops with variety of features to choose from. 

Other than mobile application, a web application is also available to the user that 

can be accessed using a web browser. The web application can also be used for 

remote features, such as viewing activity logs and managing stored information on 

the device. This web application is also developed by the manufacturer of the smart 

lock. Therefore, we often see that the functionalities of the web application are 

similar to the mobile applications. In addition, web applications run on back end 

servers that provide performance and availability to the client along with other 

services for the application [5]. 

These applications also store some of the client’s information and therefore security 

measures are taken to protect the data from malicious attacks. Some of the steps 

taken to prevent unauthorized access to such critical data are authorization and 

authentication systems [4, 6]. These systems are used to verify users and make 

sure that the stored data is not altered without the correct credentials. Therefore, a 

database is used alongside the servers for the capability of storing a large amount 

of data. 

Looking at the properties of a smart lock, we notice that the physical device 

operates on batteries and does not consume much energy. This device is mounted 

on the inner side of the door, making it unnoticeable from outside of the door. This 

device contains a small electronic motor that turn the nob of the door to lock and 

unlock. In addition, these smart locks are embedded systems meaning that they 

have a memory and low-level programming code. This allows the user to access the 

various features of the device and control the hardware. The program code is 

known as the firmware and it is necessary for the device to function. The smart lock 

manufacturer releases updates to the firmware improving the device’s functionality. 

These updates are downloaded from the internet and installed on the smart lock 

through the mobile application used to control the device. The smart lock 

manufacturer is responsible for the distribution and management of the firmware to 

make sure that the hardware is compatible with the device-specific code. 

Since smart locks are connected to the internet, it is important to secure and 

maintain the safety of the device to prevent any unauthorized access or unintended 

control of the device[15]. Furthermore, we see how a smart lock is composed of 

various components and the importance of securing them. For this purpose, a 

security assessment is a valuable resource and highly beneficial for the product [7]. 

The evaluation of the device security is intended to discover any vulnerabilities of 

the smart lock and using these vulnerabilities to exploit the device. If such a 

security risk is found, it would be documented, and the product developer is 

notified. In turn, this evaluation can be used to improve the product that is under 

review and it could be used in future research in the development of a new product 

that is similar to the device being considered in this report. 
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Methodology 
 

The smart lock Danalock V3 is accompanied by several security features that we 

look at. Analyzing these features gives us a better understanding of the 

vulnerabilities of the device and protect the device from threats. 

The starting stage of our security assessment is the recon stage where we gather 

as much information as possible on the device [2]. During the recon stage, we view 

the user’s manual that is accompanied with the device. In addition, searching the 

internet is a helpful way to find more details about the device. In other words, the 

official website of the product and other review website are a useful resource in 

finding details about the product and its features. This stage is also used to 

understand the components of the smart lock device and their functionality. Listing 

these components help us understand how these components are connected and 

test each of them separately. 

After information gathering, we start examining the ecosystem in which the device 

operates in. This gives a general overview of how the device communicates and the 

mechanisms used for this communication. In this step, the information from the 

previous stage is used for attack surface mapping where we create an architectural 

diagram of the product. Attack surface mapping helps to discover the entry points 

into the device. In other words, these are input source of the threats that 

compromise the device and resulting in an impact such as the control of the device. 

This threat modeling diagram is used to illustrate the dataflow between the 

components of the device. This architectural diagram views what type of data is 

transmitted, and the components involved in the communication. Therefore, we can 

use this diagram to understand how the user interacts with the device and the how 

the device responds to the user’s actions. In case any of these communication 

paths are vulnerable to an attack, this architectural mapping and component listing 

provides a clear picture of the severity of the underlying issue and its implications. 

Furthermore, we decompose the IoT device to and analyze the security protocols. 

This helps in locating possible entry points that may grant higher privilege access. 

After the surface attack mapping, we identify the threat use cases following the 

STRIDE [3] threat modeling method. This risk analysis method is useful in creating 

a security design and understand the potential attack areas and how to exploit 

them. Each of these threats compromises a component or a certain property of the 

device. In the STRIDE method, we categorize the threats into the 6 different 

groups: 1- spoofing identity, 2- tampering with data, 3- repudiation, 4- information 

disclosure, 5- denial of service, elevation of privileges. The STRIDE method is useful 

when it comes in classifying vulnerabilities and how the components are affected. 

The STRIDE method is used by developers during the design phase to make sure 

that the application meets certain standards and provides the necessary security 

protection. However, from a penetration testing perspective, this method is used to 

find the types of tests are used on components of the smart lock regarding the 
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integrity and functionality of the device. In addition, STRIDE evaluates the system 

design and helps us understand the boundaries of the components at hand. The 

STRIDE method is applied on the individual components and on the interactions 

between them. In doing so, we use attack surface map created and analyze how 

the processes could be targeted for potential attack [23-27]. 

The first category of threats is spoofing identity where the attacker impersonates 

the user and gaining access to the device. This is done either by obtaining an API 

key or an Access token that authenticate a request. In addition, if the attacker can 

get a user’s private key, signatures and messages could be decrypted causing 

insecure system. The second category of vulnerabilities in the STRIDE method is 

tampering with data. This category refers to the vulnerabilities where the attacker 

can modify the data. This could lead to false and unreliable data being delivered to 

the device. Repudiation is where the attacker captures or delete’s transaction 

information. This could be caused for example by sending false data from unreliable 

sources to prevent the user from accessing the account. Repudiation could also be 

used to trace the user’s activities and deny certain actions. Information disclosure 

is type of threat that could lead the attacker to obtain sensitive information. The 

impact of this threat varies from a single user to multiple users. The information 

obtained could be login credentials or user personal details. The fifth category of 

threats is Denial of service. This represents the threat where the system resources 

are exhausted and overwhelmed by malformed requests. This results in the system 

being unavailable or crash the application. The last category is Elevation of 

Privileges. This category refers to the threats where the attacker acquires privileges 

above that of a normal user, thus having the ability to override system processes. 

Now that we know the devices functionality and understand its components, we 

start the actual penetration testing phase [6]. This phase is where we put the 

product into testing for vulnerabilities and exploit these vulnerabilities. We use the 

list of identified threats to apply it on our smart lock and document the result of the 

procedure. The result of the simulated attack shows if it is successful or not. When 

the attack is successful, it means that we have discovered a vulnerability that must 

be addressed and analyzed [21]. In addition, studying the effects of the attack on 

the device is useful in improving the product to be protected against the malicious 

attack and maintaining the integrity of its functionality [7]. 

The penetration testing is conducted using automated tools as well as manual 

simulation. This involves looking at each of the components of the device and 

simulating an attack to disable the functionality. Furthermore, applying these tests 

on the device using the entry points discovered and the information obtained shows 

the vulnerabilities of the device. The aim of these tests is to gain control of the 

device and to modify system process and disable device functionality. 

Documenting the threats is an important step to evaluate the security protocols of 

the smart lock. the listed results and discovered vulnerabilities are rated using the 

DREAD system. Using the DREAD system, we rate the threats from a range of 1–3 
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where 3 is high risk. DREAD stands for Damage potential, Reproducibility, 

Exploitation, Affected users, and Discoverability. In this security assessment we use 

the DREAD minus D (D for Discoverability) method taking into consideration that if 

an attack is successful it has the highest rate of being discovered.  

Damage is used to understand the extent and the implications of the damage 

caused by the threat. This shows the components and functionalities affected by the 

attack and how it reflects on the user. Reproducibility refers to the threats 

frequency of being applied on the device. This helps us in understanding how many 

times an event can occur in a certain period and if the attack is easily replicated. 

Exploitability helps us understand how vulnerable the system is to the attack and 

the required resources. It also important to analyze the procedure and the attack 

vector of the threat. Number of the Affected users depends on the type of attack 

being applied on the device. Therefore, it is important to see how many users are 

involved and what kind of data is compromised. 

An ideal security assessment includes the penetration testing of each of the 

components in the product’s architectural design along with the other entities that 

the device can communicate with. However, this security assessment does not 

include the testing of server side of the device’s application. This means, we have 

not attempted any attacks targeting the server-side component. In addition, this 

assessment is not going to evaluate the security protocols of the cloud services 

used in the product. This considers that the cloud service providers and the 

database storage have been reviewed during the product development stage. In 

other words, the product manufacturers and developers are responsible for 

evaluating and choosing secure third-party service providers [8]. Furthermore, the 

product (Danalock V3 Bluetooth version) used during this research has been 

provided by the Royal Institute of Technology (KTH) for testing purposes. This 

means that no actual users are affected during the penetration testing and no data 

has been acquired from any users for the testing. 

The penetration testing and the security assessment in this report is performed 

without any prior knowledge of the device nor the technology used under the 

development of the product. This is known as the black hat approach. The product 

users and the manufacturers have not provided any sort of information other than 

what is accompanied in the package and what is found online. Neither private 

sources are used nor exclusive details about the development process of the 

product have been obtained. The information used in this security assessment 

regarding the device has been acquired from the official product website, product 

manual, and other public internet pages which are mentioned in the references 

section of this report. Therefore, this research represents an approach taken from a 

hacker’s perspective. 

The primary sources used in this report are “The IoT Hacker’s Handbook” by Aditya 

Gupta, and “IoT Penetration Testing Cookbook” by Aaron Guzman and A. Gupta. 
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Danalock V3 
 

On May 1st, 2017 Danalock company started selling and shipping their newest 

model of a smart lock named Danalock V3. This electronic lock can be easily 

mounted on the front door and managed using the Danalock app that can be 

installed on a smart phone. Danalock V3 comes in a package along with the 

instruction manual for setting up the device and connecting it to the smart phone. 

The smart lock provides a variety of features and a simple interface for users. 

The Danalock V3 has a silver cylinder shape with 6cm diameter and 6.8cm height 

(image 1 on page 12). This smart lock works on 4 batteries of type CR123 lithium 

which is used to power the device and lasts for approximately a year (image 2 on 

page 12). The device does not have any input or output ports except for a small 

hole on the top side used for user setting calibration. In addition, the Danalock V3 

has an LED which lights up to indicates the response to a user’s action. The Danish 

company states2 that the exterior of smart lock is made of Anodized Aluminum and 

ABS to give an elegant look and make it scratch resistant. 

The Danalock V3 is available in 4 variants that we are going to look at and 

compare. These variants are Bluetooth, HomeKit, Bluetooth & Zigbee, Bluetooth & 

Z-wave. One common similarity is that all versions use Bluetooth Low Energy (BLE) 

for communication with other entities. This communication capability allows the 

smart lock to be connected to one central smart hub and be part of that network. 

As Danalock states on their official web page that radio communication in the 

Bluetooth version is encrypted with AES 256. The Bluetooth and & Zigbee and the 

Bluetooth & Z-wave are encrypted with AES 128. AES 256 (Advanced Encryption 

Standard) is a cipher with a key having a block size of 256 bits [19-20]. In addition, 

TLS 1.2 (Transport Layer Security) is applied on these three mentioned versions for 

securing the data transmission. TLS is the cryptographic protocol used for securing 

the communication over the internet. The HomeKit version on the other hand, is 

encrypted with ChaCha20 and Poly1305 algorithms as a security measure. 

Furthermore, the Danalock V3 HomeKit version is not compatible with Danapad V3 

nor Danabridge V3, which are common products used along with the Bluetooth 

versions of the smart lock. 

To manage and control the Danalock V3, a mobile application is available for 

download from either Apple store or Google play. This application is available for 

free under the name “Danalock” and can be installed on a smart phone. The app is 

used to create a new user account provided with an email and a password. The 

provided information is then sent to the server for verification and saved on the 

database. The user can logout and login again with the same credentials to access 

the account along with any saved information. Once the account is created and a 

user logs in, a new device can be added given that the device is not registered to 

 
2 Official page of the product, visited on 2020, Jun 21 https://danalock.com/products/danalock-v3-smart-lock/ 

https://danalock.com/products/danalock-v3-smart-lock/
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another account. Each lock has a serial number and a digital key. The application 

shows the status of the lock and the percentage of battery along with the locking 

and unlocking of the door. When a user changes the status of the lock using the 

mobile application, this activity is saved to a log and if an internet connection is 

available, it is uploaded to the server. Another thing to mention is that the app is 

used to calibrate the lock once it is mounted on the door and to set the twist assist 

functionality and managing all other accessory devices from Danalock. 

We compare the two versions of the application to have a better understanding of 

the uses of the device and the features they provide. The Bluetooth versions of 

Danalock V3 provide the user of the lock with a feature enabling the share of the 

digital key with other people. The smart lock user can choose to restrict the access 

to a certain period of time and for the duration of certain hours in the day. This 

flexibility is a useful feature where several individuals share a single resident. This 

feature allows the user to send a digital copy of the key by sending a link to 

another person’s email for granting them access. On the other hand, HomeKit 

version users can share access to the lock by sharing access to their HomeKit which 

is an iOS native application. In other words, the sharing of the key may not be 

preferable for Apple users as sharing access to a person’s HomeKit may grant 

access to other smart devices that are connected. Another comparison between the 

two versions of the application, the Bluetooth versions have “Auto Unlock” feature 

where the lock is set to unlock when the phone is within Bluetooth range of the 

device. However, this feature is not implemented for HomeKit version where only 

Apple's automation features are available. 

As we can see, the Danalock V3 has many useful features that gives better control 

and activity monitoring capabilities to the owner. This smart lock also has web 

application available to the users which can be accessed from a web browser. The 

user can log in using the same credentials for the account on the mobile 

application. The web application is found on the following URL 

https://my.danalock.com/#/login and provides the user with access to the 

registered products. This web application shows the activity log and view the shared 

keys and the ability to send an invitation for other users. In addition, the web 

application requires Danabridge product when using a Bluetooth version of the 

smart lock for controlling the lock status from a distance. As for the HomeKit 

version, Apple gateways are required for the distance remote feature. 

This smart lock has storing capability as well as a firmware that processes the 

information. The Danalock V3 uses an HSM chip to store and authenticate the 

users. This chip is a powerful hardware piece that is used to secure and manage the 

stored digital keys and for user authentication. Danalock has not released 

information about the firmware nor the binary files implemented in the embedded 

device. Understanding the smart lock features is an important step in our security 

assessment as we now have an overview about the functionality of the Danalock 

V3. This information is used in the next step for threat modeling and creating the 

architectural design for attack surface mapping. 

https://my.danalock.com/#/login
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(Image 1 showing Danalock V3 from 3 sides) 

 

 

(Image 2 showing Danalock V3 and the labels on inner side of the battery lid and 

the CR123 batteries) 
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Threat Model 
 

We start by creating the architectural design using the information we collected 

showing the device and the environment in which it operates in. This architectural 

diagram (image 3) shows the use cases and the user interaction with the Bluetooth 

version of Danalock V3. 

The image (image 3) also shows the dataflow and the protocols that are used for 

communication with the smart lock Danalock V3. In addition, it shows an example 

of how a user can access the stored information and the ability to modify the data. 

We note here that the architectural design of the device (image 3) does not sow the 

hardware specification nor the firmware information. 

 

(image 3 showing the architectural environment of Danalock V3) 
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We can summarize the information from the recon stage in the following table 

(table 1) to identify the components that can be targeted for attack. 

 

ID Asset Description 

1 Danalock V3 An electronic smart lock that can be installed on the front 

door. 4 batteries of type CR123 power the lock. Different 

versions available. Ability to connect to a smart home 

system. User interface provided through mobile and web 

applications. Each unit has a unique serial number. 

HomeKit version does not have digital key sharing feature, 

but the three other version enable the user to do so 

through the provided applications. 

2 Mobile Application Ability to create new user, log in to an existing account. 

Adding a new device requires internet connection. Ability 

to change device settings. The mobile application is used 

to lock/unlock the device and view the activity log. Manual 

changes to the lock status are not registered in the activity 

log. HomeKit version does not have auto unlock feature, 

but the other three versions do. Can be controlled from a 

distance using either Danabridge or Apple gateways. The 

owner of the lock can manage users with access to the 

device. 

3 Web Application Web application has authentication and authorization 

systems. View activity log. Remove an existing lock. View 

users with access to the lock. Inviting people to access 

registered devices. 

4 Smart Lock Hardware HSM chip used to store and verify user credentials 

5 Radio Communication BLE used between mobile app and device. When the user 

changes the lock status, the activity is registered in a 

database only if internet connection is available. The 

communication in the Bluetooth version is encrypted 

(between smart phone and smart lock) using AES 256. The 

Bluetooth & Zigbee and the Bluetooth & Z-wave versions 

use AES 128 encryption. These three versions use TLS 1.2 

for securing communication with server. The HomeKit 

version uses ChaCha20 and Poly1305. The Bluetooth & 

Zigbee version has additional feature enabling 

communication using Zigbee protocols. The Bluetooth & Z-

wave version has additional feature enabling 

communication using Z-wave protocols. HTTPS protocols 

are used between browser and web server. 

6 Firmware Firmware can be updated through the mobile application 

when in Bluetooth range of the device. 

7 Cloud storage Used to store user details and credentials. Information 

about the user’s registered devices. Stores user’s activity 

log. Stores shared digital key information. 

(Table 1 summarizes information gathered from recon stage) 
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We now have a clear picture of the components included, and we can identify the 

technology used in the smart lock Danalock V3. The table below (table 2) shows the 

details of the technology used in Danalock V3 Bluetooth version. 

Technology Details 

Electronic smart lock Using a custom firmware and HSM chip to store and 
protect user data. 

Communication 
protocol: BLE (wireless) 

Used for communication between the mobile 
application and the lock. The mobile device must be 

within Bluetooth range of the lock for communication 

Communication 

protocol: HTTPS 

Used for the communication between the browser and 

the web server 

Communication 

protocol: HTTPS/XMPP 

Used for the communication between the mobile 

application and the server-side of the application 

Mobile apps Available for Android and iOS. APK file for the android 

application can be downloaded from third party 
websites. Used to control lock status, view activity log, 

manage access to the lock 

Web app Custom web application. Can be accessed from a 

browser. User can view activity log, manage access to 
the lock. 

(Table 2 showing the technology used in Danalock V3 Bluetooth) 

 

Using the dataflow diagram (image 3) and the component listing (table 1), we 

document the entry points that we find. Table 3 shows a brief description of the 

entry points and the possibility for exploitation for the smart lock. 

ID Entry Point Description 

1 Web application Web application provides access to activity log and 

manage user access to the lock. HTTPS protocols used for 
communication between browser and server. Uses 

Amazon S3 for data storage. Valid certificate and uses 
cookies. Authorization and authentication systems used. 

2 Mobile app iOS and Android apps available for public. Used for 
configuration changes, view activity log, mange access to 
lock. Can also update lock firmware when available. 

3 Firmware Custom firmware used. Binaries not released on internet. 

4 Hardware HSM chip used to store and user credentials and access 
codes. 

5 wireless 
Communication 

BLE used between mobile and device with AES 256 
encryption. Communication between mobile app and the 
server is encrypted with TLS1.2. If Danabridge is used, 

Wi-Fi is a possible entry point to access the smart lock. 

(Table 3 showing possible entry points to Danalock V3 Bluetooth) 

 



 
16 

Next, we use the STRIDE method to classify the threats and discover the 

implications on the entry points listed in table 3. Analyzing these risks and 

identifying the threats is an important step to understand the effects of threat on 

the functionality of the device. In addition, these weak points help in discovering 

the types of penetration testing to simulate on the device. Table 4 below shows the 

threat type and the analysis of the threat. 

Threat type Analysis 

Spoofing identity System examination determines if the attacker can steal the 
devices serial number to manipulate automated functionality 

in the smart lock, such as auto-unlock feature and lock 
feature. Examining the authentication and authorization 
systems used in the mobile and web applications for 

possibility to steal user credentials. Testing the device if the 
connection can be forged. Testing if the communication 

between the smart lock and other entities can be altered. 

Tampering with 

data 

Reviewing the communication between the web/mobile 

application and the device. This is useful to detect if the data 
can be altered while transmitting. Checking if the stored data 
on the lock can be altered or copied. Test the mobile 

application if user credentials are stored locally and if they can 
be changed. Check cookies for web application for critical 

data. Attempt to tamper lock firmware and if the user settings 
can be changed without user’s approval. 

Repudiation Disabling mobile activity logging capability. Disable web 
application capability to track user. Finding entry points that 
allows unauthorized control of the smart lock by bypassing the 

authorization system. 

Information 

disclosure 

Analyze application configurations and alter the data to make 

it crash. Make application unusable by forcing errors. Review 
input fields in the application. Finding the backend technology 

used in the application and if they are vulnerable. Discovering 
how the data stores information and possibility to utilize this 
information. Finding entry points to the API used in the mobile 

application and in firmware. 

Denial of service Disabling the logging in functionality for the user. Finding out 

how many attempts for logging in are allowed. Prevent the 
user form controlling the smart lock. Disable user’s account. 

Testing how many users can access the same smart lock at 
the same time. Testing the components for a weakness that 
causes the smart to malfunction. 

Elevation of 
privileges 

Test if the smart lock has administrative capabilities. Finding 
what permissions are granted to the admin and the ability to 

override user configurations. Testing if normal user may have 
administrative privileges. Identifying the data paths that have 

admin access without security protection.  

(Table 4 possible threats that compromises Danalock V3 Bluetooth) 
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Alongside the possible threats mentioned above, we also consider the physical 

protection mechanism of the smart lock. This helps in acquiring more detailed 

information about the technology used in the device. 

Another important aspect is that the firmware used in Danalock V3 could include 

vulnerabilities that could compromise the device security. This requires further 

analysis and testing to understand how the hardware responds to the firmware’s 

commands. 

Below is a list of vulnerabilities that we attempt to find using penetration testing in 

the next phase. These threats target different components of the smart lock and 

therefore we categorize these threats based on the targeted component. 

• Firmware 

o Hard-coded credentials such as passwords, keys, downloading URL. 

o Invalid certificates 

o Modifying/Exporting the firmware files 

o Dumping the firmware 

o Software bugs 

 

• Mobile application 

o Reverse engineering the application 

o Dumping the source code 

o Insecure authentication and authorization systems 

o Network communication is not secured. 

o Use of old and vulnerable third-party services. 

o Software bugs 

o Excessive Resource consumption 

 

• Web application 

o Cross site scripting 

o Insecure authentication and authorization systems 

o Sensitive data modification 

o Software bugs 

o Elevation of privileges using Impersonation. 

 

• Radio Communication 

o Man-in-the-middle-attacks. 

o Jamming attack 

o Denial of service 

o Lack of encryption 

o Extracting sensitive data while transmitting 

o Radio package interception and modification 

 

• Hardware 

o Open serial ports 
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o Ability to modify firmware. 

o Insecure data storage 

We can use this list of possible threats along with the architectural diagram (image 

3) to disassemble the smart lock into its components. This provides an overview of 

how the mentioned threats are applied on the components of device. Image 4 

(page 21) shows the interactions between the mobile application and the smart lock 

viewing the dataflow between these two components. There are several threats that 

could compromise the integrity of the device by exploiting these interactions. These 

threats are listed below. 

List of threats and brief explanation that may target the interactions 

between the mobile application and Danalock V3. 

❖ Denial of Service 

➢ Potential Excessive Resource Consumption for Android/iOS Application 

or Danalock V3 

 

❖ Information Disclosure 

➢ Authorization bypass can lead to access Danalock V3 and control of the 

device. 

 

❖ Spoofing 

➢ Danalock V3 may be spoofed by an attacker and this may lead to 

incorrect data being written to attacker’s choice of destination. 

➢ Improper data protection of Danalock V3 can allow an attacker to read 

information not intended for disclosure. 

 

The next set of interactions we are going to look at are between the mobile 

application and the server components. These interactions occur when the user has 

internet access on the mobile phone and attempts to interact with the device. 

These interactions are shown in image 5 (page 21) and we can list the threats that 

can be applied on these interactions. 

List of threats that may target the interactions between the client side of 

mobile application and the server-side of the application. 

❖ Elevation of Privilege 

➢ Web Server may be able to impersonate the context of Android/iOS 

Application to gain additional privilege. 

 

❖ Information Disclosure 

➢ Custom authentication schemes are susceptible to common 

weaknesses such as weak credential change management, credential 

equivalence, easily guessable credentials, null credentials, downgrade 

authentication or a weak credential change management system. 
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❖ Cross Site Scripting 

➢ The web server could be a subject to a cross-site scripting attack if 

input is not sanitized. 

 

❖ Collision Attacks 

➢ Attackers who can send a series of packets or messages may be able 

to overlap data. 

 

❖ Web Server Process Memory Tampering 

➢ If Web Server is given access to memory, such as shared memory or 

pointers, or is given the ability to control what Android/iOS Application 

executes, then Web Server can tamper with Android/iOS Application. 

 

The user can also use a browser to access the web application to manage the lock 

and the device settings. These interactions are shown in image 6 (page 22) and 

show the dataflow of the user’s requests and the server’s response. These 

interactions may be targeted to the following list of attacks. 

List of threats that may target the interactions between the web browser 

and the server-side of the application. 

❖ Spoofing the Browser External Entity 

➢ Browser may be spoofed by an attacker and this may lead to 

unauthorized access to Web Server. 

 

❖ Cross Site Scripting 

➢ The web server could be a subject to a cross-site scripting attack if 

input is not sanitized. 

 

❖ Elevation Using Impersonation 

➢ Web Server may be able to impersonate the context of Browser to gain 

additional privilege. 

There are several more interactions included in the overall architectural diagram. 

These interactions are the forwarded clients’ requests to the backend side of the 

application. Furthermore, we take into consideration that the application uses a 

database that is connected to the backend application. The database is used to 

store and retrieve the registered information by the users. as we can see the users 

do not have direct access to the database and it is often protected by several layers 

of protocols that ensure the integrity of the stored data. Therefore, the application 

developers and the manufacturers of the device review these security protocols that 

is implemented by the cloud storage service provider. 
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List of threats that may target the interactions between the server and the 

cloud components. 

❖ Persistent Cross Site Scripting 

➢ The web server could be a subject to a persistent cross-site scripting 

attack if it does not sanitize data store inputs and output. 

 

❖ Information Disclosure 

➢ Improper data protection of Cloud Storage can allow an attacker to 

read information not intended for disclosure. 

 

❖ Spoofing 

➢ Cloud Storage may be spoofed by an attacker and this may lead to 

data being written to the attacker's target instead of Cloud Storage. 

 

❖ Denial of Service 

➢ Potential Excessive Resource Consumption for Web Application or 

Cloud Storage. 

 

We note in our architectural dataflow (image 3) that the user is also able to use 

distant remote features. This feature is available with the use of Danabridge 

product. Danabridge is connected to the router and enables the distant control of 

the lock from either mobile or web application. The dataflow between the router 

and the Danalock V3 is shown in image 7. There are several threats that may 

compromise the connection between the router and Danalock smart lock. 

❖ Spoofing 

➢ Danabridge may be spoofed by an attacker and this may lead to data 

being written to the attacker's target instead of Danalock V3. 

 

❖ Collision Attacks 

➢ Attackers who can send a series of packets or messages may be able 

to overlap data. 

 

❖ Information Disclosure 

➢ Improper data protection of Cloud Storage can allow an attacker to 

read information not intended for disclosure. 
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(Image 4 showing the interactions between Danalock V3 and the mobile 

application) 

 

 

(image 5 showing the interaction between the Danalock application and the server 

component) 
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(Image 6 showing the dataflow between a browser and the server-side component) 

 

 

(Image 7 showing the dataflow between the router and Danalock V3 Bluetooth 

version) 
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Threat traceability matrix 
 

Due to resource limitations, we are unable to test all the threats mentioned in the 

previous section (threat modeling). Therefore, it is important the clarify and state 

the tests that we conduct during this security assessment. We also discuss why the 

chosen tests are important and the attack goal. 

The Open Web Application Security Project (OWASP) is an international 

organization that guides developers to build secure software. OWASP released a list 

of top 10 security risk that could compromise the integrity of applications3. In this 

report we take into consideration these risks regarding to the limitations and the 

extent of investigation. We also reflect on how our assessment is related to these 

risks and the implications of these risks. Table 5 below shows a list of all threats 

considered in this security assessment and if they were carried out or not. If the 

test has not been conducted, we state the reason and description of the threat. 

Threat Target Attack Aim of attack Discussion 

Information 

disclosure 

Mobile 

application 

Reverse 

engineering 

This an important 

test to perform on 
the mobile app. If 

the developers 
have implemented 
default passwords, 

unauthorized 
users could access 

the lock. if the app 
contains API keys 
to the server, it 

may compromise 
the server’s 

integrity. This 
result of this 
analysis is 

sufficient for 
understanding the 

design and the 
dataflow. Thus, 
this helps if finding 

vulnerabilities in 
terms of design 

flaws. 

Reverse engineering 

is useful for many 
purposes, such as 

obtaining 
information about 
communication 

processes and 
design schemas. 

However, in this 
security assessment 
we restrict our 

analysis on finding 
hard-coded 

credentials and data 
flow patterns. As 
this assessment is 

conducted using a 
black hat approach, 

we do not attempt 
to manipulate 
existing code nor 

claim ownership of 
any of the content. 

(Table 5 showing threats considered in this security assessment) 

Note*: The table continues the following page. 

 
3 OWASP top 10, visited on 2020, Jul 18 https://owasp.org/www-project-top-ten/ 

https://owasp.org/www-project-top-ten/
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Threat Target Attack Aim of attack Discussion 

Insecure data 
storage 

Mobile 
application 

Storage 
analysis 

In this 
assessment we 

conduct a storage 
analysis that aims 
to detect the 

stored 
information by 

the application on 
the user’s phone. 
If the application 

shares the user’s 
credentials 

through inter 
process 
communication, 

other applications 
could obtain the 

user’s 
information. 

The analysis of 
the storage is 

conducted by 
looking at the 
content of the 

saved files in the 
applications 

directory on the 
phone. We also 
look at the type 

of data stored and 
the security 

measure that are 
applied on the 
files. In turn, the 

results of this test 
will show how 

secure the user’s 
data is on the 
phone. 

The limitation of 
this test is the 

storage of the 
android phone 
used by the 

mobile application 
Danalock. This 

means we do not 
analyze the 
storage of the iOS 

version of the 
mobile app nor 

the web 
application. 

Insecure 
communication 

Traffic 
between 

the 
android 
mobile 

application 
and the 

server 

Traffic 
interception 

and 
analysis 

In this security 
assessment we 

test if the 
transmitted data 
is encrypted. This 

test aims to 
analyze the 

security protocols 
used for sending 
packets. 

When a user log’s 
in to an account, 

the request is 
sent to server. 
when the 

credentials are 
verified, the login 

process is 
successful. This 
means the  

(Table 5 showing threats considered in this security assessment) 

Note*: The table continues the following page. 
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Threat Target Attack Aim of attack Discussion 

    packets include 
sensitive 

information that 
should be 
protected. 

Information 
disclosure could 

lead to the 
attacker gaining 
access to the 

user’s credential. 
The limitation of 

this test is the 
focus on the 
network traffic of 

the android 
version of the 

mobile 
application. This 
due to the use of 

a different type of 
an encryption on 

the transmitted 
packets in the iOS 
version. 

Insecure 
communication 

Traffic 
between 

the mobile 
application 

and the 
smart lock 

Man-In-the-
Middle attack 

We attempt 
traffic 

interception 
aiming to test 

the security of 
the packets 
sent over 

Bluetooth. The 
aim of this test 

is to analyze 
the security 

protocols used 
for sending 
packets. 

When data 
packets are sent 

between the 
mobile app and 

the device, the 
digital key may 
also be included. 

If this data is not 
secured, the 

user’s data is 
compromised and 

could be used to 
take over the 
smart lock. In 

other words, the 
traffic must be 

encrypted to 
protect this data. 

(Table 5 showing threats considered in this security assessment) 

Note*: The table continues the following page. 
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Threat Target Attack Aim of attack Discussion 

Insecure 
authentication 

Mobile 
application 

False 
input 

This attack aims 
to see if the 

authentication / 
authorization 
mechanism of the 

mobile application 
is secure. 

For users to access 
registered devices and 

the application’s 
functionality, users 
must login. This 

authentication 
mechanism is 

important in 
preventing access to 
sensitive data. 

We test this 
functionality by 

sending a false 
password for an 
existing user. This 

means we provide 
false data to access 

the account. However, 
we do not attempt a 
brute force attack to 

guess the password. 
Instead, we test it few 

times only to see if the 
authentication system 
works. The limitation 

of this test is that we 
conduct the 

experiment on the 
android mobile 
application only. This 

means, we do not try 
this on iOS nor the 

against the web 
application. This is 

because the 
verification of the 
credentials occurs on 

the server component. 
Thus, we take into 

assumption that the 
same database is used 
to verify users and 

their credentials 
across all platforms. 

(Table 5 showing threats considered in this security assessment) 

Note*: The table continues the following page. 
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Threat Target Attack Aim of attack Discussion 

Vulnerable 
features 

Mobile 
application 

GPS 
spoofing 

The aim is to test 
the response of 

the application if 
we change the 
phones location. 

Danalock provides 
many features in the 

application for the 
users. it is important 
to test if these 

features pose a threat 
to the device. One of 

the features is auto-
unlock. (This feature 
is explained on page 

36 of this report). We 
test the auto unlock 

feature of the 
application. The 
reason for testing this 

feature is that the 
lock’s status changes 

depending on the 
phone’s location 
without the requiring 

to access the 
application. This could 

be a threat if gained 
privilege to install 
software on the user’s 

phone. we test this 
feature using GPS 

spoofing targeting the 
user’s phone. 

Receiving false 
data 

Mobile 
application  

Smart 
lock 
spoofing 

we aim to see if 
data can be sent 
to the app to 

rewrite over 
existing data. 

When a user wants to 
check the lock status, 
the mobile application 

sends data via 
Bluetooth. If this 

packet is false, users 
would not know the 

actual lock status. 
Seeing false data 
affects the user’s 

decision to access the 
lock. Sending false 

data to the app 
should not change the 
lock status. 

(Table 5 showing threats considered in this security assessment) 

Note*: The table continues the following page. 
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Threat Target Attack Aim of attack Discussion 

Receiving 
false data 

Smart 
lock 

Mobile 
application 

spoofing 

This test aims 
to see if the 

lock would be 
unlocked 
when writing 

a value to the 
Bluetooth 

handles. 

This is done by writing 
data to the lock. For 

the lock to 
communicate with the 
application, some 

protocols are followed. 
These protocols 

include writing and 
reading information 
from the handles. 

These handles are 
responsible for the 

device characteristics 
and functionality. 

Information 
disclosure, 
insecure 

functionality, 
and insecure 

storage 

Firmware Reverse 
engineering, 
extracting 

Firmware, 
Dumping 

flash 
Memory, 
Firmware 

Modification, 
JTAG 

Exploitation, 
and Open 
UART ports. 

NOT 
ATTEMPTED 

In this security 
assessment, we do not 
investigate this 

component because 
Danalock has not 

released the binary 
files. This means to 
obtain the firmware; 

the device must be 
disassembled, and the 

printed control board 
must be examined. In 
addition, Danalock has 

not released 
information about the 

board specifications. 
In other words, 
specific tools and 

software are required 
to analyze the stored 

data on the board. 
Furthermore, abiding 

by 26 h § Swedish 
Copyright Act and 
Article 4 and 6 EU 

directive on legal 
protection for 

computer programs, 
we are also limited by 
the types of tests  

(Table 5 showing threats considered in this security assessment) 

Note*: The table continues the following page. 



 
29 

Threat Target Attack Aim of 

attack 

Discussion 

    we can conduct. This 

law states that we are 
not allowed to reverse 
engineer the firmware 

to find vulnerabilities. 
To explain further, the 

goal of this project is 
not to create an 
additional interface for 

the lock. This makes 
extracting the firmware 

an illegal action and 
therefore not 
attempted. 

Faulty 
wiring, use 

of low-
quality 

material, 
and bad 
design 

Smart lock 
hardware 

Reverse, 
engineering, 

brute force 
breaking, 

printed board 
analysis, 
electric motor 

manipulation, 
and cross 

wiring. 

NOT 
ATTEMPTED 

To access the 
hardware, a person 

must have special tools 
to disassemble the 

device. In addition, the 
physical design covers 
the internals 

mechanics and the 
batteries of the device. 

Furthermore, the lock 
is installed inside on 
the door inside the 

house. This makes the 
lock inaccessible and 

hard to manipulate 
from the outside. 

Web server 
exploitation 

Application 
server 

Injection, 
XSS, brute 
force 

password 
breaking, 

traffic 
rerouting, 
elevation of 

privileges, 
impersonation, 

and denial of 
service. 

NOT 
ATTEMPTED 

Due to ethical and 
legal matters, we do 
not attempt any 

attacks or tests on this 
component. Further 

information on this 
issue is mentioned in 
the “Sustainability and 

Ethics” section of this 
report. Gaining 

elevated privileges is 
also another threat 

that could compromise  

(Table 5 showing threats considered in this security assessment) 

Note*: The table continues the following page. 
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Threat Target Attack Aim of 

attack 

Discussion 

    the integrity of the 

server. Elevated 
privileges grant the user 
permission to access 

information that are not 
provided for regular 

users. The information 
could be records or 
company data that are 

available to system 
admins only. Therefore, 

in this assessment we do 
not attempt to escalate 
the user’s privileges as 

this is illegal and could 
compromise the data of 

Danalock users. 
Obtaining the user’s 
passwords by brute force 

attack and password 
cracking is not attempted 

in this assessment. The 
reason is that the login 
authentication 

mechanism verifies the 
credentials on the server 

side. Another possible 
threat that may target 
the server component is 

denial of service attack. 
We do not attempt to 

target the server with 
DOS attacks as this 

affects all Danalock users 
and disrupts its services 
and functionality. DOS 

attacks are also illegal 
and therefore not 

attempted. 

(Table 5 showing threats considered in this security assessment) 
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Penetration Testing 
 

In this phase, we look for vulnerabilities in the Danalock V3 and attempt to exploit 

the device. We run our simulated tests on the components of the device and record 

the results using the list of identified threats in our threat model. 

 

Mobile application 
 

The Danalock application is available to download from App Store on iOS and Play 

Store on Android. The Android version of the application is available to download as 

APK (Android Package) file from third party providers (such as APKPure) on a 

computer. 

 

Penetration Testing Task #1 MOBILE APPLICATION STORAGE ANALYSIS 

➢ Introduction 

When an application is installed from the “Play Store” on an android phone, the 

files are stored on the phone’s memory. Searching these files for hardcoded 

information is an important step to detect vulnerabilities that compromise the 

security of the component. 

➢ Background 

To obtain the files we use a rooted phone with internet access. The phone used in 

this security assessment is Samsung S6 edge. We turn on the developer options on 

the phone and enable the USB debugging feature. This allows the phone to be 

accessed from a computer via a USB cable and manage the stored data on the 

phone. We use “Android Debug Bridge” (adb) software on the computer to connect 

and navigate through the phone’s file directory. Once we locate the folder on the 

phone that has the application, we use adb to extract the folder to the computer. 

➢ Methodology 

We install the Danalock application from the “Play Store”. We connect the phone to 

the computer. We use “adb shell” command which allows us to see the content of 

the phone. We navigate to the data/data directory to see the installed application. 

After we locate the folder we use “adb pull” command to extract all the files of that 

folder to the computer. We start opening these files to view the content and 

understand the importance of the stored information. The stored data in these files 

is affected by the user’s status and the saved setting of the lock. Therefore, we look 

at these files before and after a user is logged in and see how the content is 

modified in response to the user’s actions. 
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➢ Results 

The application on the phone is found under the name “dk.polycontrol.ekey” and 

includes multiple directories and files. One of the folders is the called “databases” 

and this contains some of the user’s information. There are several files in this 

directory and some of these files are from google for app measurement events. 

However, there are files that are used by the Danalock application for storage 

purposes. Following is a list of some of the files in the databases folder that we 

analyze. 

• DLKeyDB 

• GeofenceDB 

• LogDB 

• UserDB 

• google_app_measurment_local 

• com.google.android.datatransport.events 

The first time the application is installed the are pulled and examined manually and 

no data is stored. These files include a basic skeleton for database tables that are 

also able to store data in organized form of cells with records. When a user logs in 

we notice the following changes to these files. 

DLKeyDB is database file that has the table DLKeyTable. This table has four 

columns named DLKeyColumnLockId (primary key, char), DLKeyColumnJsonString 

(text), DLKeyColumnLockAlias(text), and DLKeyColumnType(integer). The content 

of these columns are the lock’s serial number, user information in Json string 

format, lock name, and type, respectively. We note here that the second column is 

a Json object format and it contains a lot of information such as a login token, the 

user id, and the product details which the user has access to. Once the user logs 

out of the application, the data of the file is deleted with only the table skeleton 

remaining. The login token in this column is used to identify the user and this could 

be a vulnerability such as allowing the attacker to impersonate the user. 

GeofenceDB is the file that stores data when the user sets the auto unlock feature 

on the application. This file has table structure of 7 columns mac (primary key, 

same as the serial number of the lock), latitude (real), longitude (real), radius 

(integer), enabled (integer), notify (integer), transition_rate (integer). The data 

stored is used to create an area location on google map. The data in these cells are 

not deleted when the user logs out. However, the cell under the enabled column is 

changed from 1 to 0. 

The LogDB file has two table structures, the first table is log_entries and the second 

table sqlite_sequence. The first table has 4 columns log_id (integer), mac (char), 

json_log_entry (text), and time (integer). The second table has only two columns 

name and seq. The file is pulled from the phone after the user is logged in and after 

the user is logged out, in both cases no data is stored. 
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UserDB file has a table structure called USER_TABLE with 5 columns u_field 

(primary key, integer), username (text), password (text), firstname (text), 

lastname (text). When a user logs in on the mobile application, the password 

column is left empty and the u_field column is auto incremented primary key. On 

the other hand, the other columns are filled with the user’s email address. 

The two other files in the databases directory are used by google for analytical 

purposes and no data is stored in any of them. 

Another folder in the “dk.polycontrol.ekey” package is the “shared_prefs”. This 

includes the data that the Danalock app shares with the other applications installed 

on the mobile. This folder has several files that are responsible for reporting 

application crashes and version details. The files in this directory are XML format 

documents that have some of the user’s information such as email and user id. 

The results of analyzing the Danalock application for android phones shows that 

some of the user’s information are stored locally on the phone. This data is used for 

authentication when the user sends requests to the server. Image 8 shows the 

content of the USER_TABLE and the stored data. 

 

(Image 8 showing the content of USER_TABLE) 

 

Furthermore, image 9 shows the information that is stored in the column 

“DLKeyColumnJsonString” in the DLKeyTable. As mentioned in page 32, the login 

token is stored in this Jason String format. In turn this token is used for 

authenticating the requests that sent to the server. 

 

(Image 9 showing the content of DLKeyColumnJsonString column) 
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➢ Discussion 

The stored data represent the information provided by the user for accessing the 

account. This stored data does not represent a vulnerability as this data is 

inaccessible on an unrooted phone. The analysis of these files show that the user’s 

data is not shared with other applications indicating discreet process of information. 

 

Penetration Testing Task #2 APK REVERSE ENGINEERING 

➢ Introduction 

The APK file is a compiled binary package format that includes the resources and 

the necessary files for the application. With the use of an automated tool, we can 

analyze this APK file to give us an overview of the permissions and the services 

used by the application. The static analysis of the mobile application is used to test 

the internal structure of the application. In turn, this helps us in detecting 

vulnerabilities in the source code and the flaws in the architectural design. 

➢ Method 

The APK file can be extracted from the package using “adb pull” command from the 

phone. Since the APK is a compiled code, we use a decompiler tool to convert the 

package to a human readable code. We use JADX4 which is a free Dex to Java 

decompiler that has many useful features such as text search. JADX creates a 

folder that has all the files of the application in raw source code. This is an 

important step to be able to look at the methods and the classes of the application 

that were written by the developers. In turn, we can understand how the user’s 

credentials are used in the application. We also use an automated tool called 

MobSF5 version 3.1 and the Danalock APK we look at is version 2.11.7. MobSF 

(Mobile Security Framework) is tool that can be installed on the computer. MobSF is 

capable of performing an automated security testing of the APK.  

➢ Results 

The static analysis of the application shows that the application is signed using v1 

and v2 signature scheme. We can also see that the application requests several 

permissions from the user. Here are some of the permissions listed below. 

• Background location 

• Fine location 

• Network state 

• Bluetooth 

• Internet access 

• Foreground service 

 
4 JADX tool for decompiling APK, visited on 2020, Oct 3 https://github.com/skylot/jadx 
5 MobSF for APK static analysis, on 2020, Oct 10 https://github.com/MobSF/Mobile-Security-Framework-MobSF 

https://github.com/skylot/jadx
https://github.com/MobSF/Mobile-Security-Framework-MobSF
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• External storage 

• Wake_lock 

• Receive Cloud to Device Messaging 

Furthermore, MobSF provides with a code analysis and points out to some of the 

weaknesses in the mobile application. We notice here that Danalock mobile 

application executes raw SQL queries in multiple files. These files are found in the 

following directories: 

• dk/polycontrol/danalock/database/GeofenceDatabaseHelper.java 

o this file creates the GEOFENCE_TABLE that we found stored in the 

GeofenceDB file mentioned earlier. This table is stored locally on the 

phone and the content of this file is mentioned in page 32. 

• dk/polycontrol/danalock/database/MyslightLogHelper.java 

o this file creates the table log_entries that we saw in the LogDB file. 

• dk/polycontrol/danalock/database/DLKeyDatabaseHelper.java 

o this file creates the DLKeyTable that is stored in the DLKeyDB file. The 

content and the data of the DLKeyTable is mentioned in page 32. 

• dk/polycontrol/danalock/database/UserDatabaseHelper.java 

o this file creates USER_TABLE that is stored in the UserDB file 

mentioned earlier. The content of this table is the user information 

and the products that the user has registered. 

MobSF has also pointed out to some files that may contain hardcoded sensitive 

information such as passwords and access keys. We see that these files are rated 

with high severity on the scale used by the MobSF tool. 

Below is a table with the variables that are marked with high severity according to 

the MobSF tool and brief explanation. (Table 6) 

Line of code File name and location Description 
private static final String 
ACCESS_POINTS_JSON_KEY 
= “access_points”; 

com/poly_control/dmi/D
mi_AfiClient_Bridge.java 

Searching the application for 
this field shows that the 

variable has not been used in 
any other line or file. 

public static final String 
LOCATION_KEY = 
“location”; 

dk/polycontrol/danalock/

utils/Constants.java 

This field is used multiple 

times in the application, and 
it is used to store the user’s 

location data. 
public static final String 
USER_PASS = “password” 

dk/polycontrol/danalock/

database/DatabaseContr
act.java 

This field is used in multiple 

files in the application, and it 
is used to create the access 
token that is stored in the 

database folder on the phone. 
private final String secret = 
“thisisthesecret”; 

dk/polycontrol/danalock/

database/UserDatabaseH
elper.java 

This field is used only once in 

the file and  

(Table 6 showing some of the variables used in the application noted by MobSF) 
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Image 10 shows a part of the static analysis by MobSF and file directories that were 

reviewed manually. The content of these files is mentioned in pages 32-33. 

 

(image 10 showing the some of the results of the static analysis by MobSF) 

 

➢ discussion 

The results of the APK analysis show that hard-coded sensitive information are not 

implemented in the source code. In other words, the source code has the logic to 

provide the application features for the user. The source code also does not have 

any API keys that are used to access the server. Thus, making the application’s 

source code a secure component that protects the server and the user information. 

 

Penetration Testing Task #3 GPS SPOOFING 

➢ Introduction 

The mobile application supports auto-unlocking functionality. The auto-unlock 

feature works when the user enables the location feature on the phone and sets the 

location coordinates of the house in the Danalock application. This function may 

pose a risk to the users who enable this feature in the application. 

➢ Method 

In this security assessment we test this functionality by spoofing the GPS signal on 

the phone. We can create a mock GPS signal by installing an application called 

“Fake GPS location6” from google play store. This application allows us to set the 

location to a chosen point on the map7. 

➢ Results 

We notice the application has recognized that the user has left the house parameter 

and sends a push notification to the phone. The next step is to set the location back 

inside the designated parameter. We notice the application has recognized that the 

user is within the designated area. The application now attempts to unlock the 

smart lock. The user receives another push notification informing that the 

 
6 “Fake GPS location”, 2020, Dec 8 https://play.google.com/store/apps/details?id=com.lexa.fakegps&hl=en_US 
7 Gaining remote access to install additional software on the user’s phone is outside the scope of this assessment. 

https://play.google.com/store/apps/details?id=com.lexa.fakegps&hl=en_US


 
37 

application is attempting to unlock the lock. When the user’s phone is within 

Bluetooth range, we notice that the lock is automatically unlocked. The user 

receives the third and final push notification informing that the lock has been 

unlocked. The “Fake GPS location” does not require root privileges. 

➢ Discussion 

This test changes the GPS location of the phone and not just the application. This 

also requires ability to install software on the user’s phone. in addition, the user 

must enable the auto-unlock feature in the application after logging in. 

 

Network traffic 
 

In this section we will look at the traffic communication between the server and the 

mobile application. This is an important part of the architectural design of Danalock 

V3. In order for a user to access the account and register new devices, the user 

must be verified. This verification is done by sending the credentials over the 

internet to the server. If this communication is unsecured, it could lead to 

interception of sensitive information and the exposure of the user’s data. 

 

Penetration Testing Task #4 NETWORK TRAFFIC DECRYPTION 

➢ Introduction 

In this section, we use the tool Burp Suite8 as a listener on a computer and allowing 

us to intercept the transmitted packages. Burp Suite is used by rerouting the traffic 

from the android phone to the computer. Furthermore, we can see what kind of 

requests are sent and the received response from the server [13]. 

➢ Background 

To reroute the traffic to the computer, we modify the wi-fi settings on the android 

and set a manual proxy to the computer’s local IP-Address on the network. This is 

done by modifying the Wi-Fi settings on the phone. We also set the Burp Suite to 

listen to the incoming traffic from the settings menu. 

➢ Method 

After setting up the proxy we test the application functions such as logging in and 

viewing the event log. These events occur by sending the data to the server for 

verification and receiving a response that includes the requested data by the client. 

For more in-depth analysis we use a rooted android phone and install the Burp 

 
8 Burp Suite’s Documentation, 2020, Nov 23 https://portswigger.net/burp/documentation/contents 

https://portswigger.net/burp/documentation/contents
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Suite certificate9 on it. This certificate allows burp suite to break the TLS connection 

and generates its own TLS for each host the mobile sends a request to.  

➢ Results 

Viewing the traffic on a non-rooted android phone shows that the packets are 

indeed encrypted using TLS (image 11). This means the data transmission is 

secured and does not expose any information [17]. In addition, requests such as 

viewing the activity log and list of registered devices is not detected. Now we install 

the Burp Suite certificate on the rooted phone and test these functions again. As we 

see in image 12, we are now able to read and intercept the requests and responses 

sent over HTTPS. Testing the application’s functionality on the rotted phone shows 

that the TLS is decrypted, and the content of the packages are visible and readable. 

Image 11 shows that these packages are encrypted using TLS. 

 

(Image 11 showing unsuccessful attempt to intercept the package on unrooted 

phone) 

 

Installing Burp Suites certificate of authenticity on an android phone helps decrypt 

these packages and look at the content [18]. 

 

(Image 12 showing the request sent to login from android phone and the response 

from the server) 

 
9 For more information about the Burp Suite certificate for mobile phones can be found on, 2020, Nov 21 
https://portswigger.net/burp/documentation/desktop/getting-started/proxy-setup/certificate 

https://portswigger.net/burp/documentation/desktop/getting-started/proxy-setup/certificate
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After a successful login, we see that the application sends the login token in the 

following requests for verification. Image 13 on page 41 shows how the token is 

sent to the server when requesting to refresh the user’s digital keys. 

 

(Image 12 showing a request by a user to refresh the digital keys on the phone) 

 

➢ Discussion 

If an attacker manages to install a CA (certificate of authenticity) on the user’s 

phone, this could be potentially dangerous. This could cause the attacker to steal 

the user’s credentials and have full control of the smart lock [16]. 

We can use the DREAD minus D rating system to evaluate this risk. The analysis of 

this risk is shown in table 7 below. Furthermore, we can see that the once the user 

has successfully logged in into the account, a login_token is sent from the server to 

the user. This login token is used to verify the user when the user sends a request 

to the server. This login token replaces the need to send the username and 

password to the server. Thus, providing a security layer in case the TLS is 

decrypted and the transmitted packages are exposed by means of MIM attacks. 

Item Analysis Score 

Damage potential The damage of this threat on the phone leads to 

expose the credentials of the user when logging in. 
The access token is exposed when a request is sent to 

the server after logging in. This could lead to stealing 
the user’s account and access the registered devices. 

3 

(Table 7 showing the DREAD rating in case of TLS decryption) 

Note*: The table continues the following page. 
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Item Analysis Score 

Reproducibility This attack requires the user’s phone to be rooted 
with an installed proxy to reroute the transmitted 

packages. Furthermore, a CA certificate is needed to 
break the TLS encryption 

1 

Exploitability This attack requires starting the proxy server and for 
the user to connect to the server. When the user 
sends a login request then the credentials will show. 

If the user does not connect to the server, setting up 
the proxy has no effect on the lock or the application. 

2 

Affected users This could affect any of the users of Danalock 
application. However, one user is targeted at a time. 

3 

(Table 7 showing the DREAD rating in case of TLS decryption) 

 

Radio communication 
 

Penetration testing task #5 BLUETOOTH TRAFFIC DECRYPTION 

➢ Introduction 

As mentioned previously, Danalock V3 communicates with the mobile application 

through Bluetooth Low Energy (BLE). This means that a phone must be within 

Bluetooth range for the user to lock/unlock the lock. when a user sends a command 

to the lock, a BLE packet is sent from the phone including the necessary 

information. According to Danalock, these packets are encrypted to protect the 

client’s data and information within the packet, such as the user credentials. 

Therefore, it is important to analyze these packets and test the security applied 

when transmitted [14]. 

➢ Method 

The first step in this task is to find the mac address of the IoT device which is 

Danalock V3. To find the Bluetooth devices in proximity, we use a Bluetooth dongle 

and a software called “hcitool”. The command for scanning for Bluetooth devices is: 

sudo hcitool lescan 

For this test, we use a Bluetooth sniffing tool Ubertooth10. This tool is used to detect 

Bluetooth packets in proximity. To capture these packets, we create an interface in 

Wireshark [9] to receive the input from the Ubertooth. To do this, we use the 

following command: 

mkfifo /tmp/pipe 

 
10 Ubertooth technical description, visited on 2020, Jul 24 
https://github.com/greatscottgadgets/ubertooth/wiki/Ubertooth-One 

https://github.com/greatscottgadgets/ubertooth/wiki/Ubertooth-One
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Then we add the created pipe to Wireshark’s interface and start capturing the 

packets. These packets include the interactions and the communication data 

between the mobile application and the device via Bluetooth. After we setup the 

Bluetooth capturing on the computer, we use the mobile application to send 

lock/unlock commands to the lock. We repeat these actions several times for the 

data to be captured. Now, we use a tool called “crackle” to decrypt these packets 

and allowing us to read and view the sent information. 

➢ Results 

Using the “hcitool” we are able to find the MAC address of the lock. However, in 

this security assessment we use “address” to refer to the MAC address of the lock. 

We use the terminal to create the pipe add the interface to Wireshark. We connect 

the Ubertooth to the computer and use the following command to capture the data. 

sudo ubertooth-btle -f -t address -c /tmp/pipe 

please note for the above line of code to work, the actual MAC address is used. 

We notice that the Bluetooth transmitted data is now recorded. We save the file 

and use “crackle” to decrypt the packets, but the attempt is unsuccessful. Crackle 

is unable to decrypt the packets. Therefore, we examine the data manually to find a 

pattern and decrypt the transmission. Looking at the packets sent between the 

mobile, we notice some values are exchanged. When a user presses on the unlock 

key in the app, the following packets are sent from the phone to the lock (Image 

13). As we can see two packets are sent containing the values marked below. 

 

(Image 13 showing Bluetooth packets sent from the mobile to the lock) 

 

We also test the process of sending lock command to the lock and we look at the 

packets sent. We notice that each time two packets are sent to the lock. The 

packets sent this time are shown in the following page in image 14. We notice that 

there are some similarities between the lock and the unlock commands. We see 

that two packets are sent each time and the second packet has the value “c1”. We 
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also notice the value included in the first packet is different. In this security 

assessment we run these commands several times to find a pattern. However, 

during our assessment we are unable to state a definitive pattern for the 

communication. 

 

(Image 14 showing Bluetooth packets sent from the mobile to the lock) 

 

After further analysis on the packets exchanged between the phone and the lock, 

we look at the decompiled APK to understand these values. Looking at the 

decompiled files we notice that in \sources\com\polycontrol\keys\DLV3Key.java how the 

serial number of the device is used. As we can see that the serial number of the 

lock is used to configure the digital key for the user. In the getInstance(EkeyV3Key 

ekeyV3Key) and the setEkeyV3KeyAndInitProperties(EkeyV3Key ekeyV3Key) methods are used to 

store and set the properties and the keys for the users. 

Furthermore, in the \sources\com\polycontrol\keys\DLV3LoginToken.java file we see that the 

user’s login token also includes the advertising key and the decryption key of the 

lock. We notice this in the DLV3LoginToken(LoginToken loginToken) and the public byte[] 

getAdvertisementDecryptionKey() methods. 

As for the values found in the Bluetooth packets, we notice that in the file 

\sources\com\google\android\gms\common\internal\safeparcel\SafeParcelableSerializer.java that 

these values are encoded using Base 64. However, using an online decoder to 

translate the hexadecimal values to Base 64 were unsuccessful. This implies that 

encryption is used to protect the content of the packets. BLE has an own protocol to 

encrypt packets which is used in some devices. However, in the case of Danalock 

we notice that an own encryption method is used. Some of the encryption process 

is found in the file \sources\dk\polycontrol\danalock\utils\KeysUtils.java. We also notice how 

this file has the methods to write and read from the lock as we can see in the public 

BLEAdvertiseData(byte[] bArr, String str, PLCIR plcir), the getLockState() and the setLockState(int i) 

methods. 

➢ Discussion 

We have demonstrated a sample of the exchanged messages between the smart 

lock and the mobile application. However, we are unable to detect a sensitive value 
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that could be used to replicate the packet content. Furthermore, we have seen 

some indication implying the use of an encryption algorithm to protect the data. 

Attempting to break the encryption using a “crackle” was not successful either. In 

addition, we see that the application uses an algorithm to implement the digital key 

in the login token of the user. This means that the digital key is not stored locally 

on the user’s phone. This is a secure way to prevent information disclosure and 

provides a simple interface for the user. This report also recognizes the fact that 

Danalock app contains a lot of files and directories. Therefore, further examination 

of the encryption method is recommended, and more analysis of the transmission 

protocols would improve the results of this test. 

 

Penetration testing task #6 TAMPERING WITH DATA TO THE MOBILE APP 

➢ Introduction 

Danalock V3 is a smart lock responds to the user commands. As mentioned 

previously, when the user’s phone scans for the Bluetooth lock, the lock will show 

the status for the user. Therefore, this test aims to replicate the advertising id of 

the lock and record the response of the mobile application. 

➢ Method 

We use a tool called Gattacker11 to scan the lock’s advertisement id. Next, we use a 

Bluetooth adapter to advertise the copied signal. Gattacker also allows to use the 

Bluetooth adapter to broadcast the signal. Gattacker has a NodeJS script which 

scans all nearby Bluetooth signals and saves their properties. We use the following 

command to scan the lock sudo node scan [address] where address represent the MAC 

address of the lock. Now we see the properties of the lock are saved in a JSON file 

which includes the id of the device and the services. Next, we use the sudo node 

advertise -a [advert file] -S where the advert file is the JSON advertising file that we got 

from our scan. We access the app on the phone and see if the phone got connected 

to the false lock. 

➢ Results 

In this security assessment we scan the lock twice; the first time when the lock is in 

unlocked state and the second time when the lock is in locked state. We put the 

lock in unlocked state and advertise the second file (JSON file scanned in locked 

state). We notice that the application shows the lock is in locked state. We also 

notice that when the application is connected to false signal, sending commands to 

the lock is not possible. When we send unlock/ lock command during the attack, 

the application shows an error stating that there is problem with the connection. 

This means that the application is showing false data and this test has succeeded in 

replicating the lock’s advertising id. However, we are unable to send a response to 

 
11 Gattacker tool, visited on 2020, Jul 19 https://github.com/securing/gattacker 

https://github.com/securing/gattacker
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the application that the command has been received by the lock. Therefore, we see 

the error notification in the application. 

We put the lock in locked state and advertise the first file (JSON file scanned in 

unlocked state). We notice the application shows false data once again. Also 

sending commands while the application is connected to false signal results in an 

error shown in the application. 

➢ Discussion 

The possibility to have the user connect to false signal requires a Bluetooth adapter 

that transmits the signal. In addition, it also requires for the user to be in rage of 

the signal that is being broadcasted. Another constraint is for the user not to send 

commands which results in a connection error displayed in the application. 

However, there is a possibility to trick the user that the lock is in locked state while 

the lock is not. This could compromise the security of the house and could result in 

people leaving the door unlocked. Not forgetting to mention that this test does not 

require access to the user’s phone nor direct access to the lock. However, it does 

require for the lock to be in range for scanning. We rate this threat using the dread 

system and the analysis shown in the table below. 

Item Analysis Score 

Damage potential This attack affects the mobile application by 

replicating the signal of the lock. However, it does not 
change any of the stored values in the application nor 
the lock. 

1 

Reproducibility This attack can be replicated using a Bluetooth 
adapter capable of broadcasting Bluetooth advertising 

signal. This attack also requires for the attack to be 
initiated within the range of the lock where the user 

would attempt to access the lock. This attack could be 
interrupted if the user sees the error message from 
the application when sending a command to the lock.  

2 

Exploitability This attack can be launched using Gattacker which 
does not require much effort or time. 

3 

Affected users The number of affected users is quite low for this 
threat. The reason is that each lock requires a 

different Bluetooth adapter and for the user not to be 
deceived by not sending a command to the lock. 

1 

(Table 8 showing DREAD rating for advertising data to the mobile application) 

 

Penetration testing task #7 WRITING DATA TO THE LOCK 

➢ Introduction 

Since the lock receives Bluetooth packets from the mobile application, it is 

important to test how the lock responds to data input from other sources. In this 
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test, we attempt to write data directly to the lock and see if the lock’s functionality 

is affected. 

➢ Background 

A Bluetooth Low Energy device (such as Danalock V3) has many characteristics 

providing different services for the users. These services represent a collection of 

stored values and descriptors that define the profile of the device. The 

characteristics (referred to as “handles”) have a unique UUID which is assigned by 

the Bluetooth Special Interest Group. The process of BLE communication that is 

used in Danalock V3 involve two devices: a central device and a peripheral device. 

The lock is the peripheral device which advertises itself for connections and the 

phone is the central device which scans for the packets. The Bluetooth stack 

structure is divided into 3 layers: the application layer, the host layer, and the 

controller [12]. Image 15 below shows the structure of BLE stack. 

 

(Image 15 showing the Bluetooth stack structure) 

 

From the picture above we notice the host layer includes GATT (Generic Attribute 

Profile). GATT is responsible for data exchange and to perform operations such as 

read and write. 

➢ Method 

We use a tool called “gatttool” to connect directly to the lock and list all its handles. 

To connect to the lock, we use the following command gatttool -t random -b [address] -I 

where address is the MAC address of the lock. The flags added in this command are 

to open the interactive mode. Once we are connected, we use char-desc to list all the 

available handles of the device. We use the values from the captured Bluetooth 

packets in task #5 pages 40-43. To write a value to a handle we use the following 



 
46 

command char-write-req [handle] [value]. In this command the handle represents the 

handle we want to write to, and value is the desired data we want to store. 

➢ Results 

Connecting to the lock using Gatttool is successful and we can list the handles to 

understand its properties. Image 16 below shows the list of handles of Danalock V3 

obtained using Gatttool. 

 

 

(Image 16 showing the handles of Danalock V3) 

 

Using the 16-bit UUID Numbers Document from Bluetooth SIG we see the 

functionality of these handles. From the list above we conclude that the device has 

several services. We notice that there are two handles that are specific to Danalock 

and not provided from the Bluetooth SIG. These UUID are “bce90002” and 

“bce90003” and thus unique to the lock. Looking at the Bluetooth packets 

exchanged between the mobile application and the lock, we understand that these 

two handles are involved in the communication. Furthermore, we see that mobile 

application writes all the values to handle 0x000d. We also see that when the lock 

sends response to the mobile application, it is sent from handle 0x000f (image 17). 

Table 9 below shows the 16-bit UUIDs used and their purpose. 

16-bit UUID Allocation 

2800 Primary Service 

2803 Characteristic 

2a00 Device Name 

(Table 9 showing Danalock V3 characteristics) 

Note*: The table continues the following page. 
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16-bit UUID Allocation 

2a01 Appearance 

2a04 Peripheral Preferred Connection Parameters 

2aa6 Central Address Resolution 

2902 Client Characteristic Configuration 

bce90002 Writing 

bce90003 Event Notification 

(Table 9 showing Danalock V3 characteristics) 

 

Now we attempt to write to these handles and test how the lock responds to the 

values. The values we write are chosen from the captured Bluetooth packets that 

we sniffed from penetration task 5. We note here that writing to handles 2800, 

2803, 2a01, 2a04, 2aa6, and 2902 are not allowed as these UUIDs are configured 

as read only. Writing to handle 2a00 did not affect the device functionality nor 

affect the lock status. Writing to handles “bce90002” and “bce90003” did not affect 

the lock status nor its functionality. However, we notice that once we disconnect 

Gatttool from the device and access the application, the values in handles 

“bce90002” and “bce90003” are reset to “c1”. We repeat this process with 

different values obtained from the packets, but the lock was not affected. 

 

 

(Image 17 showing the handle responsible for notifying) 

 

➢ Discussion 

Attempting to write values to the lock has not affected the status or has it 

compromised the integrity of the component. This implies that the sent values are 

verified and authenticated in the HSM chip that is used in the device. Furthermore, 

the values sent in the Bluetooth packets seem to work only once and are validated 

using an encryption algorithm. This makes replay attacks ineffective against 

Danalock V3.  
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Results 
 

In this security assessment we used a variety of tools to test some components 

included in the architectural design of Danalock V3. 

We can summarize our finding from analyzing the mobile application that it did not 

include any hard-coded sensitive information. This means that the application 

cannot be used to obtain information about the server, nor the cloud services used. 

Analyzing the storage capabilities of the application shows that some of the user 

information is stored locally on the phone. This information includes the username, 

email, and login token along with some details about the registered devices. This 

could be dangerous if a hacker managed to get elevated privileges on the user’s 

phone. 

In order to access the lock and control the registered device, a user must login first. 

The credentials are sent to the server for verification using https protocol with TLS 

encryption. This secures the connection to the server and protects the content of 

the packages. Breaking the TLS encryption requires a certificate of authenticity to 

be installed on the user’s phone along with a proxy. This will reroute the requests 

sent by the user to the hacker’s address. For this attack to succeed, the hacker also 

requires elevated privileges to the user’s phone. 

One of the features of Danalock V3 is the auto unlock feature. This feature checks 

the user’s GPS location on the phone. When the GPS signal is within Bluetooth 

range, the lock is unlocked without accessing the application. This feature could be 

dangerous if a hacker installs a software that spoofs the GPS signal of the phone. 

However, the phone must also be within range to send the unlock command via 

Bluetooth. This reduces the window of opportunity and restricts the hacker’s 

actions. From our test we see that the phone is affected by the fake GPS and not 

only the Danalock application. Therefore, it is recommended only to connect to 

secure networks and install only trusted and certified software on the phone. 

Since Danalock is a Bluetooth device, it advertises itself and waits for connection 

request. Replicating this signal could be done using a scanning tool such as 

Gattacker. This attack shows false lock status on the application, but it cannot 

handle client commands when communicating with the actual lock. If the user 

sends any connection request to the lock, the application will show a connection 

error. This will alert the user and in turn the user can check the lock status 

manually. 

Not forgetting to mention that any data sent to the lock is validated and verified. 

The Bluetooth communication also uses encryption to protect the transmitted data. 

As we seen, the application also applies encryption algorithms before transmitting 

packets to the lock. This means unauthorized users cannot send false data to the 

lock. Furthermore, we notice the use of security features and effective 

authentication mechanisms.  
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Discussion 
 

In this report, we looked at the possible threats that may compromise the integrity 

of Danalock V3. We also created an architectural diagram representing the 

components that the lock can communicate with. 

We can improve our threat modeling could be further expanded to include all the 

other compatible components. We can also create separate diagrams for the 

different versions of the lock offered by Danalock. 

In this security assessment, we have looked at the APK file and we have used 

different methods to analyze the content. This gives us a good understanding of the 

application and the security measures used to protect the client’s data. In other 

words, we see how the application responds to the user’s input and how the user’s 

information is stored. We can further extend this assessment by studying the iOS 

version of the application. It is also recommended to use a white hat approach to 

have a detailed description of the algorithms used in the application. 

Reverse engineering the Danalock application is a useful approach in finding 

vulnerabilities [10]. It also helps in understanding the threats that compromise the 

integrity of the component. Furthermore, we also looked at the permissions needed 

in the application to provide the different features and the services for the user. 

In our assessment we looked at the Android version of the application. This is 

because Android is an open-source software and does not have an end-to-end 

encryption. This makes the application easy to obtain from third party providers. In 

addition, Android is Linux based system which means that there are a variety of 

tool that can be used to analyze the application [11]. 

Looking at the traffic packets exchanged between the server and the application is 

an important part. This helps in detecting anomalies in the applications 

implementation. This also makes sure that the application does not send the user’s 

information to other destinations. We also understand the importance of securing 

this communication for protecting the client’s credential and the device information. 

As mentioned before, a Certificate of Authenticity is installed on the user’s phone in 

Task 4. This CA did not manage to break the TLS encryption used in other 

applications, such as Facebook and Instagram. This means that the encryption 

algorithm could be improved to add further protection on the transmitted data. 

Furthermore, we analyzed the Bluetooth packets sent from the application that 

contain the command of the user. Studying the content of these packets and the 

understanding the algorithm used help in protecting the device from various 

threats. We can notice that the sent data should be encrypted to protect the device 

from being compromised. In addition, we also see how the data written to the lock 

is validated by using different methods including the firmware and hardware. 
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Sustainability and Ethics 
 

In this security assessment we do not attempt any attacks or run any tests on the 

web server component that hosts the web application. However, we go through 

some of the information that Danalock company provides publicly about the web 

application and its features. Furthermore, we show some of the possible threats 

that face the web application and their implications. The reason for excluding this 

component is that no permission is obtained by the Danalock company nor the 

third-party service providers or the any of the application developers. Therefore, 

any attempt against the server is considered an actual hacking attempt and illegal. 

Furthermore, this security assessment has not obtained any sensitive data nor 

attempted any illegal access to the server. in addition, the penetration testing has 

not compromised any data that is deemed classified or protected. In other words, 

using a safe testing environment to maintain the integrity of information about the 

company and the users of the Danalock V3. 

In the testing of the Danalock V3, a simple user is created to test the functionality 

of the smart lock. This user is created using the application that is available to use. 

By doing so, we do not compromise the credentials of any user, nor do we attempt 

unauthorized control of any other product other than the test subject. 

The test subject in this security assessment is an actual product of the type 

Danalock V3 Bluetooth. The test subject is provided by the supervising officials in 

Royal institute of technology, KTH department of Network and System Engineering. 

Furthermore, no damage is caused to the users and the product owners nor the 

servers and the third-party service providers. The law and regulations are followed 

throughout this investigation and the tests are conducted with accordance to the 

standards and rules of Sweden and the European union. 

 

Future work 
 

This report focused on finding vulnerabilities in the Android version of the mobile 

application along with the used communication protocols and the network traffic. 

For future research, it is recommended to investigate the firmware and the 

hardware components of the smart lock. In addition, using a white hat approach is 

also necessary in analyzing the server-side component to make sure that the users’ 

data is secured. This will also contribute to studying the effects of the third-party 

services used and the security measures applied. It is also important to secure the 

web application and the protocols used to connect to the server using a browser. 
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Conclusion 
 

In this report we have looked at some of the components of Danalock V3 and 

attempted several attacks. These attacks attempted to find vulnerabilities and 

weaknesses in these components for exploitation. We have also used different entry 

points and techniques to test the security features of Danalock V3. 

In conclusion, we can say that Danalock V3 is secure if the user connects to secure 

networks and only uses trusted software. We notice the initiative of using encrypted 

TLS communication with the sever but connecting to unsecured Wi-Fi spot may lead 

to information disclosure. Choosing a strong password is a recommendation to 

further protect the user’s account. 

Danalock V3 is an effective device that provides many features for the user. It also 

shows possibilities for further development. From the tests conducted in this 

security assessment, we see that there are some components that require a better 

implementation. Not forgetting to mention, testing all the components in the 

device’s architectural design requires more resources and permissions from the 

developers of the product. Testing all these features and the functionalities of the 

lock will also produce more accurate results. 

It is important to note that the use of modern phones and keeping an updated 

software affects the ability to compromise IoT devices. It is also important to 

secure the environment in which Danalock V3 is used. In other words, we need to 

make sure that no devices with weak security features is connected to the lock. We 

can also see that obtaining an access key requires a proof of owner ship such as 

correct credentials. Furthermore, the decryption key for the algorithm is stored in 

the server which makes it inaccessible for unauthorized users. 

The user of Danalock V3 has a responsibility of not sharing the digital key with 

strangers or send invites to random email. The user must also ensure the use of 

fresh compatible batteries and setting up the lock according to the accompanied 

manual. Noticing anomalies in the application or the lock functionality should be 

investigated to secure the house security. In other words, error messages in 

application should be read carefully and not ignored. In the meantime, the user also 

must pay attention to malware that compromises the security of the phone. 
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