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Abstract

Modern computing platforms strive to support mobile code without putting
system security at stake. These platforms can be viewed as open systems, as
the mobile code adds new components to the running system. Establishing
that such platforms function correctly can  be divided into two steps. First, it is
shown that the system functions correctly regardless of the mobile components
that join it, provided that they satisfy certain assumptions. These assumptions
can, for instance, restrict the behavior of the component to ensure that the
security policy of the platform is not violated. Second, the mobile component
is checked to satisfy its assumptions, before it is allowed to join the system.
This thesis presents algorithmic verification techniques to support this
methodology. In the first two parts, we present techniques for the verification
of open systems relative to the given component assumptions. In the third
part, a technique for the  quick certification of mobile code is presented for
the case where a particular type of program rewriting is used as a means of
enforcing the component assumptions.In the first part of this study, we present
a framework for the verification of open systems based on explicit state space
representation. We propose Extended Modal Transition Systems (EMTS) as
a suitable structure for representing the state space of open systems when
assumptions on components are written in the modal μ-calculus. EMTSs
are based on the Modal Transition Systems (MTS) of Larsen and provide a
formalism for graphical specification and facilitate a thorough understanding
of the system by visualization. In interactive verification, this state space
representation enables proof reuse and aids the user guiding the verification
process. We present a construction of state space representations from process
algebraic open system descriptions based on a maximal model construction for
the modal μ-calculus. The construction is sound and complete for systems with
a single unknown component and sound for those without dynamic process
reation. We also suggest a tableau-based proof system for establishing temporal
properties of open systems represented as EMTS. The proof system is sound
in general and complete for prime formulae.The problem of open system
correctness  also arises in compositional verification, where the problem of
showing a global property of a system is reduced to showing local properties
of components. In the second part, we extend an existing  compositional
verification framework for Java bytecode programs. The framework employs
control flow graphs with procedures to model component implementations
and open systems for the purpose of checking control-flow properties. We
generalize these models to capture exceptional and multi-threaded behavior.
The resulting control flow graphs are specifically tailored to support the
compositional verification principle; however, they are sufficiently intuitive
and standard to be useful on their own. We describe how the models can be
extracted from program code and give preliminary experimental results for our
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implementation of the extraction of control flow graphs with exceptions. We
also discuss further tool support and practical applications of the method.In
the third part of the thesis, we develop a technique for the certification of safe
mobile code, by adapting the proof-carrying code scheme of Necula to the case
of security policies expressed as security automata. In particular, we describe
how proofs of policy compliance can  be automatically generated for  programs
that include a monitor for the desired policy. A monitor is an entity that
observes the execution of a program and terminates the program if a violation
to the property is about to occur. One way to implement such a monitor is
by rewriting the program to make it self-monitoring. Given a property, we
characterize self-monitoring of Java bytecode programs for this property by
an annotation scheme with annotations in the style of Floyd-Hoare logics. The
annotations generated by this scheme can be extended in a straightforward way
to form a correctness proof in the sense of axiomatic semantics of programs.
The proof generated in this manner essentially establishes that the program
satisfies the property because it contains a monitor for it. The annotations
that comprise the proofs are simple and efficiently checkable, thus facilitate
certification of mobile code on devices with restricted computing power such as
mobile phones.
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