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Abstract

Recent surveys conducted in the context of industrial automation
have outlined that reliability concerns represent today one of the major
barriers to the diffusion of wireless communications for sensing and con-
trol applications: this limits the potential of wireless sensor networks
and slows down the adoption of this new technology. Overcoming these
limitations requires that awareness on the causes of unreliability and
on the possible solutions to this problem is created. With this respect,
the main factor responsible for the perceived unreliability is radio in-
terference: low-power communications of sensor nodes are in fact very
sensitive to bad channel conditions and can be easily corrupted by trans-
missions of other co-located devices. In this thesis we investigate differ-
ent techniques that can be exploited to avoid interference or mitigate
its effects.

We first consider interference avoidance through dynamic spectrum
access: more specifically we focus on the idea of channel surfing and
design algorithms that allow sensor nodes to identify interfered chan-
nels, discover their neighbors and maintain a connected topology in
multi-channel environments. Our investigation shows that detecting
and thus avoiding interference is a feasible task that can be performed
by complexity and power constrained devices. In the context of spec-
trum sharing, we further consider the case of networked estimation and
aim at quantifying the effects of intra-network interference, induced by
contention-based medium access, over the performance of an estimation
system. We show that by choosing in an opportune manner their prob-
ability of transmitting, sensors belonging to a networked control system
can minimize the average distortion of state estimates.

In the second part of this thesis we focus on frequency hopping tech-
niques and propose a new adaptive hopping algorithm. This implements
a new approach for frequency hopping: in particular rather than aim-
ing at removing bad channels from the adopted hopset our algorithm
uses all the available frequencies but with probabilities that depend on
the experienced channel conditions. Our performance evaluation shows
that this approach outperforms traditional frequency hopping schemes
as well as the adaptive implementation included in the IEEE 802.15.1
radio standard leading to a lower packet error rate.

Finally, we consider the problem of sensor networks reprogramming
and propose a way for engineering a coding solution based on fountain
codes and suitable for this challenging task. Using an original genetic
approach we optimize the degree distribution of the used codes so as
to achieve both low overhead and low decoding complexity. We further
engineer the implementation of fountain codes in order to allow the
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recovery of corrupted information through overhearing and improve the
resilience of the considered reprogramming protocol to channel errors.
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Chapter 1

Introduction

1.1 Background

A wireless sensor network (WSN) is a network comprising at least two nodes that
integrate sensing, communication and computing capabilities [1]. This kind of
network stands out as a promising alternative to wired systems in a multitude of
application scenarios ranging from industrial and building automation to health
monitoring and has been identified as one of the ten emerging technologies that
will most affect the way we live and work in the next years [2]. The use of wireless
communications provides in fact several benefits with respect to traditional wired
solutions and for instance allows for wiring and installation cost reduction of up to
90% [3], [4].

Several market forecasts1 have recently considered the possible evolution of sen-
sor network technologies and predicted for the next few years exponential growths
leading to a multi-billion dollar market2. These projections however appear rather
optimistic as outlined by recent surveys conducted in the context of industrial au-
tomation ( [6], [11]): while highlighting how this market has been constantly grow-
ing during the last years these studies also remark that the adoption of wireless
technologies for sensing and control industrial applications is still moderate. Such
a limited penetration might depend on the lack of a “killer“ application capable of
boosting the development of sensor networks but also on the existence of concrete
barriers that practically limit the potential of WSNs ( [5]). We can classify such
barriers within the following categories:

1These include “On World Expert survey - WSN Market size in 2007“ and “Active RFID
and Sensor Networks 2007-2017“ published by IDTechEx. ON World predicts a total market for
WSN industrial applications of 4.6B$ by 2011 and a slightly more pessimistic figure for the Smart
Building scenario (2.5B$ by 2011). IDTechEx foresees a total market size for WSNs and active
RFID of about 4B$ by 2012. More figures are presented in [5].

2R&D investments alone are expected to grow from 522M$ in 2007 to 1.3B$ in 2012.having
as main drivers energy management in the US and the potential for health care applications in
EU countries.

3
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IEEE 802.15.1

Proprietary

ZigBee

IEEE 802.11x

Others

IEEE 802.15.4

Figure 1.1: Standards used for industrial sensing applications [11].

• Standardization Issues: a big standardization effort has been made dur-
ing the last years as witnessed by the increasing proliferation of new stan-
dards for sensing applications including for instance IEEE 802.15.4 [7], IEEE
802.15.1 [8], 6loWPAN [9], Wireless HART [10], ISA SP-100 and ZigBee [12].
Nevertheless the lack of standards and of a unifying set of specifications at
the radio and network level, is still perceived as one of the barriers for the
large scale diffusion of sensor networks [11]. This problematic issue is however
expected to vanish in the near future: the low-power, low-rate IEEE 802.15.4
radio standard and ZigBee, that according to a recent survey already represent
more than 50% of the market (see Figure 1.1), are in fact steadily emerging
as the prevalent choice for industrial and smart building applications.

• Technical Issues: the two main challenges in this context are energy man-

agement and communication reliability. We here briefly discuss these two
aspects.
Energy Management: sensor nodes are typically battery powered and this
represents a drawback with respect to traditional wired systems. Batteries
need to be periodically replaced. Such operation results in additional mainte-
nance costs and for specific applications it might not be economically feasible:
in these cases nodes might have to be treated as disposable devices and in or-
der to avoid costly maintenance new sensors might have to be deployed once
the existing ones run out of power. Replacing batteries might further rep-
resent a non-trivial task for instance if nodes are operating in environments
presenting harsh conditions (high temperature or pressure). In order to mit-
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igate these problems two directions are currently investigated. On one side
considerable research effort aims at maximizing battery lifetime through en-
ergy aware design of sensor’s hardware, protocols and applications. With this
respect the use of wireless communications has been identified as the major
source of energy consumption: optimizing the design and the usage of the
radio unit of sensor motes is therefore a key issue that has to be addressed.
On the other hand the design of devices with energy harvesting capabilities
is investigated3.
Communication Reliability: the potential unreliability of wireless commu-
nications has been identified by recent surveys as one of the major barriers for
the diffusion of wireless technologies in the context of industrial automation4.
Many concerns are due to the harsh nature of the wireless channel, where
fading induced by multipath propagation or scattering might lead to packet
losses: in this context we remark that the site where sensors are deployed
might be dictated by the requirements of the specific application and it might
not be possible to optimize the deployment of a sensor network accounting
for propagation aspects. With this respect, self configuration capabilities
might be exploited by nodes to establish and maintain a connected network
even in environments presenting adverse propagation characteristics.

Nowadays the main issue connected to reliability is however the interference

generated by other co-located wireless devices. In fact, low power communi-
cations of sensor nodes are easily corrupted by transmissions of other wireless
terminals operating in their close proximity and on the same frequency band.
We remark that this problem has been tremendously enhanced during the
last years due to the increasing proliferation of wireless devices that has led
to overcrowded scenarios in the few available unlicensed spectrum bands. In
this context, examples of crowded spectrum can be easily identified for in-
stance considering the 2.4 GHz ISM band and the problem of coexistence
among the IEEE 802.15.4 sensor standard and other WLAN (IEEE 802.11
b/g) or WPAN (IEEE 802.15.1) technologies that due to their higher trans-
mission power, if co-located with IEEE 802.15.4-based sensor networks, can
basically annihilate their communication capabilities5.

3The potential of different sources of ambient energy has been recently investigated: these
include solar, eolic, thermal and vibrational energy (see for instance [13], [14]). Sensor nodes
with energy harvesting capabilities are today commercially available and manufactured by several
companies such as AmbioSystems, Crossbow and Enocean.

4Reliability was mentioned as a concern for the adoption of wireless sensing and control tech-
nologies by 43% of the respondents in [6]. Additionally during a survey conducted by ON World in
2005, 90% of respondents expressed their worries for the unreliability of wireless communications.

5In this context several experimental studies have been conducted in order to evaluate the
actual performance degradation induced by interference over sensor communications. Authors
of [25] report that interference generated by WiFi terminals (IEEE 802.11b/g) can lead to a
packet error rate of up to 58% in IEEE 802.15.4-based wireless sensor networks. A similar study
conducted by Crossbow ( [16]) outlined that co-located WiFi networks can increase of 15% packet
losses in ZigBee networks.
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We remark that energy management and communication reliability are two
connected issues. Unreliable communications lead to packet losses that will
require retransmissions: this increases the usage of the radio unit and con-
sequently increases the energy consumption of sensor nodes. Therefore, in
order to achieve the highest energy efficiency, the loss of packets induced by
interference has to be prevented.

• Cost Issues: as previously outlined the use of wireless technologies has the
potential to significantly reduce expenditures due to wiring that for several
settings represent a large fraction of the total application cost. In many cases
however the cost of wireless sensors (which is mainly given by the cost for the
sensor itself, the physical packaging and the battery, while the radio unit has
basically negligible impact) is still significantly higher than expected. Market
forecasts (see for instance [17]) predict that the cost for wireless nodes is going
to constantly decrease during the next 2-3 years and that by 2011 the cost of
a single node might vary between 50$ (for a simple lighting sensor) and 350$-
700$ (for more complex industrial nodes). These figures are still significantly
higher if compared to early optimistic estimates6 that were targeting a cost
per sensor in the order of 10$ by 2010.

• Other Consumer Concerns: these include a large variety of issues rang-
ing from the difficulties for embracing a new technology, that might not be
sufficiently known or easy to use, to privacy and security concerns connected
to the fact that data that might be confidential are transmitted over an open

and potentially insecure medium such as the wireless channel.

As an example, Table 1.1 presents the barriers for the diffusion of industrial wireless
technologies identified during a recent survey [6].

1.2 “High Level“ Problem Formulation

As mentioned above, interference concerns represent a serious issue in the context
of wireless sensor networks: we here discuss in more detail a typical application
scenario, highlighting the main motivations for this problem and outlining possible
solutions.

The “Interference Arena“

Data presented in Figure 1.1 show that more than 70% of the wireless nodes de-
ployed for industrial sensing applications communicate using the 2.4 GHz ISM band.

6Alan Broad, Crossbow, Wireless Sensor Networks in Industry, available online at http://

www.citris-uc.org/system/files?file=Day-1-10-Alan-Broad--Wireless-Sensor-Net.pdf.



1.2. “HIGH LEVEL“ PROBLEM FORMULATION 7

Table 1.1: Barriers to the use of wireless industrial technologies.

Barrier % of Respondents
Data Security 45.8

Reliability 43.0
Too little knowledge 27.5

Too few industrial products 19.7
Too expensive 14.8

Technology might not be available in the future 13.4
Data transmission too slow 12.0

Communication distance too short 12.0
Too few frequency channels 7.0

Other reasons 9.2
There are no barriers 16.9

We have no requirements 24.6

This spectrum band, is unlicensed and thus open for use to all wireless devices that
comply with a set of basic rules defined by spectrum regulators and for instance
specifying the maximum power that terminals can use while transmitting. The open
nature of such frequency band is an extremely attractive feature since it allows the
use of the wireless medium without requiring a potentially expensive license and
in fact during the last few years, several radio standards operating in this area
of the spectrum have been defined. In such a scenario, different co-located wire-
less devices might interfere with each others and packet transmissions of different
networks might collide.

We remark however that effects of interference might be highly asymmetric. As
we have mentioned above, spectrum regulators limit the maximum allowed trans-
mission power, however the actual power level used for packet transmissions de-
pends on the specific requirements of the considered application. In some cases,
users demand a high data rate or a long transmission range: this might require
a high transmission power and eventually a large bandwidth. In other scenarios
instead, a lower power level and a smaller bandwidth can be used in low-data rate

and short-range communications to decrease energy consumption and prolong the
duration of batteries: this is usually the case for sensor networks. As an example,
the IEEE 802.15.4 radio standard defines a maximum transmission power equal to
1mW. Such a value is well below the allowed threshold that is set to 100mW in Eu-
rope and 1W in the US and that corresponds to the maximum power level specified
for transmissions of 802.11b/g devices. A collision arising among packets transmit-
ted by terminals operating within these two standards will likely induce asymmetric
consequences: an 802.11 receiver might only be marginally affected by transmis-
sions of co-located 802.15.4 devices, and packets involved in collisions might be
captured and correctly received with high probability. Instead, an 802.15.4 receiver
might experience severe interference in presence of high power 802.11 transmissions
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that might corrupt the received packets inducing a high packet error rate7.
We note that terminals might act selfishly and might not be willing to cooperate

for instance transmitting without accounting for the interference that they generate
to others: in such a scenario, energy constrained sensor nodes will basically be
dominated by other less constrained devices and will have to adopt solutions for
avoiding or mitigating effects of interference.

Mitigating or Avoiding Interference

Several approaches can be implemented for dealing with this problem: a first high
level distinction can be made among centralized and distributed techniques. In
the first case, potential conflicts arising among different devices are solved in a
centralized manner by allocating the set of available spectral resources so as to
avoid (or minimize) interference8. If instead the second strategy is implemented,
nodes deal with interference in a distributed way; two options are possible in this
last case, in particular cooperative or non-cooperative schemes can be envisaged:

• Cooperative techniques require cooperation among the different users involved
(for instance the nodes of a sensor network and WLAN terminals) that might
agree to share a certain portion of the spectrum in the time or frequency
domain9.

• Non-cooperative schemes instead do not involve cooperation among the dif-
ferent networks that are competing for the available resources and might thus
be suitable for the scenario we consider, where selfish and heterogeneous10

users need to share an unlicensed band.

7We here have carried out some simple considerations based only on the maximum transmitting
power levels specified by these two standards. The problem of coexistence among 802.15.4 and
802.11 is in fact extremely more complex and the effects caused by mutual interference depend
on many factors such as the effective path gain among the considered transmitters and receivers
(determined by the relative location of the devices of the involved networks), the frequency offset
between the carriers used, the actual transmission power levels (power control algorithm can be
implemented in both kind of devices in order to reduce energy consumption), traffic loads and the
modulation used at the physical layer by 802.11 devices. These parameters are taken into account
during the investigation included in Annex E of [7]: the presented results actually confirm the
existence of the asymmetry we have outlined.

8A commonly adopted centralized solution is frequency planning, where orthogonal channels
are assigned to different co-located networks. Frequency planning is today implemented in many
industrial plants but it might not be effective if nodes are mobile or if interference is generate by
devices that do not comply with the established frequency allocation (for instance terminals that
are not part of the set of devices considered during the planning procedure and act selfishly while
transmitting). Additionally, if more and more nodes are deployed, frequency planning solutions
might not be scalable.

9As an example several cooperative techniques aiming at mitigating interference among the
IEEE 802.11 and IEEE 802.15.1 radio standards have been proposed by the 802.15 Task Group 2
(TG2): examples are the medium access control enhanced temporal algorithm (META) and the
alternating wireless medium access schemes (AWMA)( [18]).

10As previously outlined users might be heterogeneous for instance in terms of data rate re-
quirements, transmitting power level and energy constraints.
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We here focus on the non-cooperative case: a broad variety of techniques be-
long to this category. Spread spectrum modulations schemes represent a commonly
adopted solution. Direct sequence (DSSS) and frequency hopping (FHSS) spread
spectrum transmission techniques allow to achieve a certain resilience against in-
terference and are today widely adopted by many radio standards for personal
area network devices: for instance the direct sequence solution is used by the IEEE
802.15.4 standard while frequency hopping is implemented in IEEE 802.15.1. Com-
binations of these two approaches are also possible and are for instance included in
the Wireless HART and TSMP specifications ( [19]). Another approach that has
recently received significant attention involves the use of Dynamic Spectrum Ac-

cess (DSA) mechanisms: in this case sensor nodes identify and consequently avoid
transmissions of other devices and opportunistically access the wireless medium
exploiting “spectrum holes“ ( [32]) in the time or frequency domain. Ultra Wide
Band (UWB) sensor networks, utilizing the underlay approach for spectrum access,
have also been recently considered and for instance an UWB physical layer has been
included in the latest 802.15.4a specifications [20]. Channel coding is an additional
alternative: transmissions of sensor nodes might be encoded by adding redundant
information that can potentially be exploited at the receiver side to recover cor-
rupted packets. Other schemes such as power control or rate adaptation could be
used as well but might not be suitable for complexity constrained devices such as
simple sensor nodes that might not be able to modify their transmission rate. Fi-
nally, more high-layer solutions might also be adopted and for instance interference
could be avoided through opportunistic routing. Once nodes detect that a certain
link is experiencing interference, an alternative path could be identified and used
to avoid the interfered area by implementing a spatial retreat scheme [21].

Scope of Thesis

In this thesis we consider the energy efficient design of non-cooperative and dis-

tributed schemes that energy and complexity constrained sensor nodes can adopt
for avoiding or mitigating effects of interference in unlicensed bands. In particular
we investigate the potential of three of the aforementioned techniques as highlighted
in Figure 1.2.

In chapters 2 and 3 we focus on dynamic spectrum access. Chapter 2 defines a
DSA-like scheme that implements the idea of channel surfing and aims at avoiding
interference through the exploitation of spectrum holes in the frequency domain:
special emphasis is given to energy efficient spectrum sensing and neighbor discovery
in multi-channel networks. In chapter 3 we consider as an example of distributed
spectrum sharing the problem of networked estimation and investigate how a set
of estimation plants that share a common channel can mitigate the intra-network
interference originated by the contention-based protocol adopted at the MAC layer.

Chapter 4 deals with frequency hopping transmission techniques and proposes
an interference aware adaptive frequency hopping algorithm.

Finally chapter 5 is devoted to the design of an original and energy efficient
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Figure 1.2: Overview of the problem area. The shaded area identifies the three
techniques considered in this thesis.

coding solution tailored to sensor devices and suitable for the challenging problem
of sensor networks reprogramming.

1.3 Overview of Thesis Contributions

This thesis is a compilation of 4 conference papers and 2 journal articles: each
chapter briefly outlines the contributions and limitations of the studies presented
in the attached papers.

Chapter 2

Chapter 2 focuses on interference avoidance through dynamic spectrum access.
With this respect, different sub-problems have been addressed in the following
papers:

• Paper 1: Luca Stabellini, Jens Zander, “Energy Efficient Detection of Inter-
mittent Interference in Wireless Sensor Networks“, submitted to International
Journal on Sensor Networks (IJSNET), March 2009.

• Paper 2: Luca Stabellini, Jens Zander, “Interference-Aware Self-Organization
for Wireless Sensor Networks: a Reinforcement Learning Approach“, in Pro-
ceedings of 4th annual IEEE Conference on Automation Science and Engi-
neering (CASE), August 23-26,2008. Washington DC, USA.

• Paper 3: Luca Stabellini, “Energy Optimal Neighbor Discovery for Single-
Channel Single Radio Wireless Sensor Networks“, in Proceedings of IEEE
International Symposium on Wireless Communication Systems (ISWCS), Oc-
tober 21 -24, 2008, Reykjavik, Iceland.
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Paper 1 proposes a spectrum sensing algorithm suitable for interference detec-
tion in low complexity and energy constrained sensor nodes. The paper defines
the sensing algorithm and provides an analytical framework allowing to tune the
parameters of the considered interference detection scheme so as to achieve a de-
sired behavior while minimizing energy consumption. Results obtained during the
experimental evaluation of the developed procedure on real sensor motes are also
presented. Paper 2 considers the problem of sensor networks initialization in pres-
ence of interference and outlines the basic structure of an interference avoidance
algorithm designed for this purpose. Paper 3 provides the energy optimal imple-
mentation of a combined neighbor discovery and topology control algorithm. The
author of this thesis developed all the original ideas included in these papers.

Chapter 3

Chapter 3 investigates the problem of networked estimation in the contest of dis-
tributed spectrum sharing and analyzes how a set of estimation plants can share a
common channel. This investigation is presented in:

• Paper 4: Maben Rabi, Luca Stabellini, Alexandre Proutiere, Mikael Jo-
hansson, “Networked Estimation Under Contention-Based Medium Access“,
to Appear in International Journal of Robust and Nonlinear Control.

Paper 4 adopts an interdisciplinary approach and addresses the considered prob-
lem from a joint perspective, considering both communication and control aspects.
The author of this thesis developed the analytical models that have been used
for quantifying packet delay and loss probability (the analysis was presented in a
preliminary form in [43]): while carrying out this task valuable insight has been
provided by Alexandre Proutiere. The effect of packet delay and losses over the per-
formance of the estimation system has been quantified by Maben Rabi and Mikael
Johansson that investigated the control-related aspects of the study. The paper
was jointly edited by the four authors.

Chapter 4

Chapter 4 considers frequency hopping transmission techniques and introduces a
new adaptive frequency hopping algorithm: this algorithm has been presented in:

• Paper 5: Luca Stabellini, Lei Shi, Ahmad Al Rifai, Juan Espino, Veatriki
Magoula, “Utility-Based Adaptive Frequency Hopping“, submitted to IEEE
International Symposium on Wireless Communication Systems (ISWCS), Septem-
ber 2009.

This paper has been coauthored with the students of the wireless networks
course. The author of this thesis proposed the original problem formulation and
acted as leading author of the paper. Ideas were refined with the other coauthors,
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that also developed the simulation code required to obtain the numerical results
presented in the paper.

Chapter 5

Finally chapter 5 addresses the problem of sensor networks reprogramming and
presents the energy and complexity aware design of a coding solution based on
fountain codes. The first part of the chapter deals with the optimization of the
degree distribution of fountain codes: this is described in:

• Paper 6: Michele Rossi, Giovanni Zanca, Luca Stabellini, Riccardo Crepaldi,
Albert F. Harris, Michele Zorzi, “SYNAPSE, A Network Reprogramming
Protocol for Wireless Sensor Networks Using Fountain Codes“, in Proceedings
of 5th Annual IEEE Communications Society Conference on Sensor, Mesh and
Ad Hoc Communications and Networks (SECON), June 16-20, 2008. San
Francisco, California, USA.

The author of this thesis developed the algorithm used for optimizing the consid-
ered degree distribution, obtained the distribution that was actually implemented
in the reprogramming protocol and edited Section IV of the aforementioned paper.
While performing these tasks valuable insight was provided by Michele Rossi that
also acted as leading author. The second part of the chapter presents additional
improvements of the considered coding scheme: these aim at increasing the effi-
ciency of the developed reprogramming protocol over multi-hop networks. This
investigation has been included in P4 (see next subsection).

Other Related Papers

The following publications, although not included in this thesis, contain material
that is similar or related to the aforementioned contributions:

P1. Luca Stabellini, “Energy Efficient Neighbor Discovery for Multi-Channel Single-
Radio Wireless Sensor Networks“, in Proceedings of 8th Scandinavian Work-
shop on Wireless Ad-Hoc Networks (ADHOC ´08), May 7-8, 2008, Johannes-
bergs Slott, Sweden.

P2. Luca Stabellini, Alexandre Proutiere, “Evaluating Delay and Energy in Sen-
sor Networks with Sporadic and Correlated Traffic“, in Proceedings of 7th

Scandinavian Workshop on Wireless Ad-Hoc Networks (ADHOC ´07), May
2-3, 2007, Johannesbergs Slott, Sweden.

P3. Maben Rabi, Luca Stabellini, Peter Almström, Mikael Johansson, “Analysis
of Networked Estimation under Contention-Based Medium Access“, in Pro-
ceedings of the 17th IFAC World Congress, July 6-11, 2008. Seoul, Korea.
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P4. Michele Rossi, Nicola Bui, Giovanni Zanca, Luca Stabellini, Riccardo Crepaldi,
Michele Zorzi, “SYNAPSE++: Code Dissemination in Wireless Sensor Net-
works using Fountain Codes“, second submission to IEEE Transactions on
Mobile Computing, March 2009.

1.4 Thesis Outline

The remaining of this thesis is organized in two parts. The first one, comprising
Chapters 2 through 5, highlights and briefly summarizes the performed studies:
each Chapter contains short bibliographic studies that serve as a starting point
for outlining the contributions in the different considered areas. The limitations of
each contribution are also pointed out. Concluding remarks and open issues are
outlined in Chapter 6. The second part instead contains verbatim copies of all the
papers included in this thesis.





Chapter 2

Interference Avoidance Through
Dynamic Spectrum Access

Dynamic spectrum access has the potential to allow different classes of users to share
the same pull of spectral resources and is today envisaged as a promising solution
to the current scarce utilization of many licensed frequency bands ( [22]). Algo-
rithms exploiting the cognitive radio paradigm and allowing opportunistic spectrum
access can however also be suitable for unlicensed scenarios and can be exploited
by frequency agile systems to avoid interference generated by co-located networks.
In this chapter we investigate this possibility in the context of energy constrained
wireless sensor networks. In the following we outline our contributions with this
respect and point out the limitations of our work.

2.1 Related Literature

In order to implement interference avoidance algorithms that can opportunistically
exploit unused pieces of spectrum two main problems need to be addressed. A first
issue is connected to the identification of interference and spectrum opportunities
while a second problem involves the definition of communication schemes capable
of utilizing the available resources. In the next two subsections we review works
that have been considering the aforementioned problems.

Interference Detection

The problem of detecting interference in wireless sensor networks has previously
been addressed by several works that have proposed algorithms aiming at detect-
ing different kinds of interfering activities. In order to review these works, we start
by classifying the possible forms of interference: a first high level distinction can
be made among intra-network1 and inter-network interference. In the first case,

1Intra-network interference is sometimes referred to as self-interference.
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transmissions of sensors belonging to the same network interfere with each other
while in the latter scenario interference is generated by devices that are not part
of the considered sensor network. Inter-network interference can further be classi-
fied in homogeneous and heterogeneous: the homogeneous scenario involves two or
more networks operating within the same radio standard while in the more general
heterogeneous case this condition does not hold and for instance the considered
devices might adopt different modulation schemes. Finally, we can also distinguish
among incidental interference, arising when transmissions of two or more networks
incidentally overlap in time and frequency, and intentional jamming that is inten-
tionally generated by malicious devices in order to corrupt communications of a
target network.

An algorithm for detecting intra-network interference has been proposed in
[23]: authors have developed a scheme for identifying potential interference among
the nodes of a sensor network and used this algorithm to design collision-free
TDMA protocols. Inter-network, homogeneous interference has been considered
in [24] where a protocol for detecting and mitigating interference among collocated
802.15.4-based sensor networks has been proposed. The inter-network heteroge-
neous case has instead been investigated in [25] where the problem of detecting WiFi
interference in IEEE 802.15.4-based sensor networks has been considered: different
interference estimators based on received signal strength have been proposed and
their effectiveness has been evaluated on real sensor nodes. The aforementioned
works always focus on incidental interference: intentional jamming has been in-
stead considered in [26] where the feasibility of identifying jamming activities using
measurements of signal strength, carrier sensing time and packet delivery ratio has
been discussed.

Interference Avoidance

We here focus on the inter-network, incidental heterogeneous case: once interference
has been detected, opportune schemes for avoiding interfering transmissions have to
be implemented. Two approaches have mainly been investigated so far. One possi-
ble solution is to exploit the idea of channel surfing and implement frequency agile
sensor networks that can avoid interfered frequencies selecting for their transmis-
sions clear channels. This alternative, that basically aims at exploiting spectrum
holes in the frequency domain, is investigated in [27] where two possible implemen-
tation options are discussed: these are channel switching and spectral multiplexing;
the first approach requires that all the nodes of the network switch channel after
interference has been detected in a certain area of the network. The second solution
instead allows only the sensors that are actually experiencing interference to select
a new channel: a connected topology is in this case maintained by boundary nodes
(i.e. those sensors that have neighbors both in the interfered and not-interfered
region) that periodically switch their radio among the two channels used by neigh-
boring nodes. We remark that both approaches require the existence of an already
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established topology and for instance assume that nodes are synchronized2. A
different solution is to avoid interference in the time domain: in this case sensor
nodes operate on a single channel and exploit spectrum holes in the time domain,
transmitting in an opportunistic manner when interfering devices are silent. This
second option has been investigated in [29] where the possibility of reusing WLAN
channels through dynamic spectrum access has been discussed.

2.2 Energy Efficient Detection of Intermittent Interference
in Wireless Sensor Networks (Paper 1)

Contribution

In this paper we propose a spectrum sensing algorithm suitable for detecting inter-
network, heterogeneous interference. The scenario we consider consists of an un-
licensed band partitioned in M orthogonal channels: these are shared by a set of
sensor nodes and a set of interfering devices. We model the channel occupancy
using a two-state semi-Markov model: at a defined time instant, a channel is in the
Busy state if some of the interfering devices is transmitting packets and it is in the
Idle state otherwise. Both an idle and a busy channel are perceived by a certain
sensor node as white Gaussian processes with average power respectively equal to
σ2

0 and σ2
1 (similar assumptions are used in several other related papers such as [29]

and [30] as well as in standard documents of the IEEE [7]). We characterize the
interference experienced over a certain frequency band using the interference vector
ψ, defined as:

ψ ,

(

ρ, γI =
σ2

1

σ2
0

)

where ρ ∈ (0, 1) denotes the average fraction of time during which the considered
channel is on the busy state. Let’s now assume that the packet error rate PER(ψ)
induced by a certain interference vector can roughly be estimated (or eventually
upper-bounded) and that sensor nodes “perceive“ a channel as interfered or clear if
the experienced PER is respectively greater than PERMax or lower than PERTol.
This allows to identify over the interference domain ID, defined according to:

ID , {ψ = (ρ, γI) : ρ ∈ [0, 1], γI ∈ [1,+∞)}

the following two regions:

I =
{

ψ : ψ ∈ ID, PER (ψ) ≥ PERMax
}

C =
{

ψ : ψ ∈ ID, PER (ψ) ≤ PERTol
}

2Synchronization is here required in order to allow boundary nodes to receive packets from
their neighbors and avoid the multi-channel hidden terminal problem [28] arising when one node
is transmitting but the intender receiver is listening on a different channel.
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ρ

γI = σ2
1

σ2
0

C

PI(ψ) = PI(ψMax)

PI(ψ) = PI(ψTol)

I

ψTol

ψMax

PI(ψ) ≥ PI(ψMax)

PI(ψ) ≤ PI(ψTol)

Figure 2.1: Sketch of the two regions (continuous lines) C and I defined on ID.
The two dashed lines define two iso-curves that correspond to PI(ψ) = PI(ψMax)
and PI(ψ) = PI(ψTol).

Using definitions analogous to the ones introduced in [32] we might call channels
whose interference vectors belong to C or I respectively white and black spaces.
If we denote with PI(ψ) the probability3 that a certain channel is classified as
interfered, our objective is to design an algorithm such that (see Figure 2.1):

• if the interference vector of the tested channel belongs to I (thus the channel
is a black space) then the channel is classified as interfered with probability
greater than a minimum threshold PMin

D ;

• if a channel is classified as clear with probability greater than a reference
value 1− PMax

F then its interference vector belongs to C (thus the channel is
surely a white space);

• the energy cost ETot of the considered procedure is minimized.

In order to accomplish this objective, a sensor node performs spectrum sensing
according to the scheme sketched in Figure 2.2.
Note that intermittent sensing is used in order to cope with the intermittent nature
of typical sources of interference affecting wireless sensor networks in unlicensed
bands. Such a strategy allows to limit the use of the radio unit and reduces thus
energy consumption. With reference to figure 2.2 channel micro-samples xis are
random variables that behave according to:

3The considered interference detection procedure will have a probabilistic outcome due to
possible sensing errors and to the fact that channels present intermittent interfering activities and
might thus be sensed when interfering devices are transmitting or silent.
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Figure 2.2: Sketch of the channel sensing strategy used by our interference detection
scheme.

{

xi ∼ N
(

0, σ2
0

)

if the channel is Idle
xi ∼ N

(

0, σ2
1

)

if the channel is Busy
(2.1)

while channel macro-samples yjs are defined by:

yj = I

{

L
∑

i=1

|xji |
2
> ζ

}

(2.2)

I {·} being the indicator function. A channel is classified as interfered if the number
of macro-samples resulting in positive outcome is greater than a defined threshold
n, thus:

if
∑N

j=1 yj > n the channel is classified as Interfered

if
∑N

j=1 yj ≤ n the channel is classified as Clear

We provide an analytical framework that allows to select the parameters L, ζ, N
and n of the considered algorithm so as to satisfy the constraints specified above.
In order to verify the behavior achieved by the developed interference detection
procedure we implemented it on the TMote Sky sensor platform and run experi-
ments over the 16 IEEE 802.15.4 channels in the 2.4 GHz ISM band. Examples
of the obtained results are shown in Figure 2.3 where we present the comparison
among the experimentally estimated PI and the values computed analytically. The
good match among experimental results and analytical model proofs the effective-
ness of our algorithm that might for instance be used for performing clear channel
assessment.

Limitations

We here outline the limitations of our contribution: we distinguish among limita-
tions introduced by the used set of modeling assumptions and limitations connected
to the chosen interference avoidance approach.

In our analysis we have assumed that interfered frequencies behave according
to a two-state semi Markov model and that both an Idle and a Busy channel are
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Figure 2.3: Contour plot of PI = 0.95 over the interference domain (black line) and
experimentally estimated PI .

perceived as white Gaussian processes with average power equal to σ2
0 and σ2

1 respec-
tively. We further assumed that channel states in two consecutive sensing instants
are uncorrelated and that the considered state does not change while the channel
is sensed. These assumptions might not hold in reality however, our experimental
evaluation has shown that these potential inaccuracies do not significantly affect
the behavior of the developed interference detection scheme. We also remark that
while evaluating the energy cost of our algorithm we adopted a simplified energy
model that might not fully capture the actual energy consumption of the sensing
procedure (we neglected for instance the energy required by the CPU to process
the collected channel samples as well as the eventual energy cost for switching on
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and off the radio unit of the sensor).

With respect to the chosen interference avoidance approach, our algorithm aims
at identifying and consequently avoiding interfered frequencies: this might represent
an effective solution only if the dynamics of interference change slowly over time.
If the interference pattern is instead highly dynamic, it might not be possible to
avoid interfered channels and exploiting spectrum holes in the time domain could
result in better performance. In our work we have not investigated under which
conditions one approach outperforms the other and addressing this problem is left
for future work.

2.3 Interference Aware Self-Organization for Wireless
Sensor Networks: a Reinforcement Learning Approach
(Paper 2)

Contribution

In this paper we define an interference avoidance scheme that exploits the idea of
channel surfing and allows frequency agile sensor nodes to avoid channels presenting
interfering activities (i.e. transmissions of other wireless devices). Our algorithm
differs from the scheme presented in [31] (where the concept of channel surfing was
first introduced) since it adopts a receiver centric approach where each node only
receives on a single (clear) channel: this presents several advantages if compared
to the transmitter centric strategy considered in [31]. The greatest among those is
surely the fact that our approach does not require synchronization and for instance
it allows to avoid interference even when the network is still unstructured or lacks
a global synchronization scheme. We further propose a neighbor discovery algo-
rithm that sensor nodes can use to establish or reestablish a connected topology4

in multi-channel networks. Multi-channel scenarios are likely to arise in presence
of interference due to the fact that nodes might use different channels in different
regions of the network. Providing a way for carrying out neighbor discovery thus
completes the definition of our interference avoidance scheme. We formulate the
problem of establishing a connected topology as a reinforcement learning episodic
task: we model the state Xi(t) of node i at time t using the pair:

Xi(t) = (|Ni(t)|, X
c
i (t)) (2.3)

|Ni(t)| here denotes the number of neighbors discovered up to time t (Ni(t) is the
set of neighbors of node i) and Xci (t) is defined according to:

Xci (t) =

{

1 if
∑

j∈Ni(t)
Xcj (t) > 0 or if i is the network sink

0 otherwise
(2.4)

4The word connected here is used to denote a network where each node is able to reach the
sink either through single-hop or multi-hop communications.
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and thus assumes value 1 if node i is connected with the sink (or if i is the sink itself).
During each episode a node takes actions i.e. broadcasts discovery queries over the
M available channels aiming at identifying its neighbors: the episode ends when a
path to the sink has been found and the state variable Xci (t) is equal to 1. To each
action a, thus to each of the M channels, node i associates a utility function uai ,
reflecting the fact that neighbors have previously been discovered after transmitting
on that channel: this utility is updated after every transmissions according to:

uai (t+ 1) =

{

α1 + (1 − α1)uai (t) if new neighbors are discovered
(1 − α2)uai (t) otherwise

(2.5)

where α1 and α2 are two parameters to be fixed: a similar approach has already
been used in [33]. Utility functions are then used together with an opportune
policy for selecting the next action to be taken. In order to compare the behavior
of different policies, a simple simulation study has been performed: in particular
we compared the average time E[Tc] required to achieve a connected network with
randomly placed interfering devices for the four following policies:

• Deterministic Policy for which the sequence of actions to be taken is defined
a priori and is not modified while the node is discovering its neighbors;

• Stochastic Policy that randomly selects actions with uniform probability dis-
tribution;

• Greedy Policy that at each step always selects the action with the highest
utility function;

• Soft-max Policy that uses a Gibs or Boltzman distribution and at time t

selects a certain action a with probability e
ua
i

(t)/τ

∑

b
e
ub
i

(t)/τ
, τ being a parameter of

the distribution;

More details on the setting used for the simulations are included in Paper 2. Ex-
amples of the obtained results are shown in Figure 2.4: these outline that adopting
a learning approach that can exploit the information acquired during the neigh-
bor discovery process for selecting on which frequency band looking for neighbors
can reduce the time required to establish a connected network and consequently
decrease energy consumption.

Limitations

Limitations of the considered interference avoidance approach, that aims at ex-
ploiting spectrum holes in the frequency domain have been already outlined in the
previous subsection. We here focus on the proposed neighbor discovery procedure.
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Figure 2.4: Average number of slots required in order to achieve a connected network
for different kind of policies.

This algorithm is handshake based5 and selects the channel for broadcasting discov-
ery queries using a reinforcement learning approach [34]. In particular, as described
above, the selection of the frequency band used for each particular transmission is
performed using an opportune policy: this policy takes as input a utility function,
associated to each channel and accounting for the number of neighbors that have
been previously discovered on that frequency. This utility is increased after every
transmission if the taken action (i.e. the broadcast of a discovery query on a certain
channel) resulted in a reward i.e. in the discovery of new neighbors and decreased
otherwise. The whole procedure is stopped as soon as the node performing neigh-
bor discovery has identified a path to the network sink. Traditional reinforcement
learning algorithms aim at maximizing a certain long term reward: this is however
not strictly the case for our scheme. The considered stopping condition does not
force nodes to explore all the available channels and in fact might lead to undiscov-
ered neighbors potentially resulting in inefficient topologies. This allows however
to stop the neighbor discovery procedure, during which nodes are listening to the
channel and consume thus precious energy, as soon as a way to the sink has been
identified. This tradeoff among the quality of the network topology and the energy
spent on the neighbor discovery phase has not been investigated.

5In handshake based neighbor discovery nodes broadcast discovery queries in order to find out
who’s in their proximity. A node hearing a discovery answers for instance with an acknowledge-
ment packet. This differs from one-way neighbor discovery where no active response is required
and nodes simply broadcast “hello“ messages to inform their neighbors of their presence.
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2.4 Energy Optimal Neighbor Discovery for Single Radio
Single Channel Wireless Sensor Networks (Paper 3)

Contribution

This paper considers the handshake neighbor discovery algorithm proposed in [35]
and provides a way for optimizing its energy consumption. This algorithm combines
the process of neighbor discovery with a simple form of topology control and works
in the following way: the plane around each nodes is divided into M equal cones
and while looking for neighbors a node progressively increases the power used to
broadcast discovery queries until at least a neighbor in each direction (the number
of directions M being a parameter of the algorithm) has been identified or the
maximum power level has been reached. We formulate the discovery procedure as
a Markov decision process evolving through steps: at each step a node is asked to
select the power level used to broadcast a discovery query as well as the size of the
contention window that nodes eventually hearing its query will use to reply. We
model the state of the node at step k using the couple:

X(k) = (Xfound(k), Xpower(k))

where Xfound(k) ∈ (0,M) denotes the number of directions on which the node has
discovered at least one neighbor and Xpower(k) the maximum power level used up to
step k. Transition state probabilities, describing the probability that new neighbors
are discovered in one or more of the missing directions, have been computed using
an analytical model that accounts for the used transmission power as well as for the
selected contention window: we remark that long contention windows will prevent
collisions among reply messages, allowing reliable neighbor discovery but resulting
in high energy cost; shorter windows instead limit the usage of the radio unit and
can potentially improve energy efficiency but might also cause collisions and lead
to undiscovered neighbors. This might affect the resulting topology and the energy
efficiency of the data gathering process. The use of a contention window of variable
size represents the novelty of this work. We note that a similar problem has already
been investigated in [36] that however considered a very unrealistic energy model
only accounting for transmitting power consumption and neglecting the energy cost
required for listening. Authors of [36] have shown that the average energy cost of the
discovery procedure decreases for increasing node densities: this however does not
reflect the fact that in densely deployed sensor networks, long contention windows
will be required in order to prevent collisions. This intuition is in perfect agreement
with our results that as shown in Figure 2.5 outline that higher node densities result
in higher energy cost.

Limitations

Optimal policies for the selection of transmitting power and contention window
size have been obtained through dynamic programming [37]: the size of the used
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Figure 2.5: Average energy cost for the optimal power and contention window
selection policy. Different number of cones are considered.

contention window has been dimensioned in order to achieve a certain probability
of not having collisions. These optimal policies however, can be computed only if
the expected number of nodes hearing a discovery query is known: this requires
for instance that the distribution of the nodes and the channel model are both
known. Such an assumption (that was also used in [36]) is highly unrealistic and
thus limits the contribution of our work. Furthermore, in our optimization we have
considered a single node perspective, where only a node at a time transmits queries:
a more realistic network scenario should account for multiple transmitters acting
simultaneously and for the fact that packets might be lost due to collisions. Finally,
as we mentioned above, in order to dimension the size of the used contention window
we have fixed a certain probability of not having collisions among the transmitted
reply messages. This value was empirically set and we have not investigated how it
should have been chosen: in fact also in this case (as already mentioned for Paper
2) there is a tradeoff among the energy spent by nodes while performing neighbor
discovery and the quality of the resulting topology. Low probabilities of collisions
demand high energy but ensure that all the neighbors are discovered; on the other
hand using shorter contention windows requires lower energy but might lead to
undiscovered neighbors and affect the network topology.





Chapter 3

An Example of Spectrum Sharing:
the Case of Networked Estimation

In this chapter we investigate the problem of networked estimation. In particular
we consider a scenario comprising a set of N estimation plants: each plant consists
of a sensor that samples the state of a certain system and transmits the collected
measure to an estimator. Samples are transmitted over a wireless channel that the
considered N plants share using a contention based medium access scheme. Due to
the shared nature of the considered channel the transmitted samples might collide
requiring thus retransmissions: this will result in delays and eventually in the loss
of some sample. Our aim is to investigate the dependencies among the performance
of the estimation plants, quantified in terms of average distortion of the considered
estimates, and the level of contention experienced over the used channel. We remark
that our contribution could be seen under different perspectives: on one side, the
setting of the problem we consider basically provides an example of distributed
spectrum sharing. On the other hand it gives insight on how to design a system
and chose its parameters (for instance the used MAC protocol or the sampling
period adopted by the considered sensors) so as to minimize the effects of intra-
network interference. We further outline that in this investigation, unreliability
(i.e. estimates with high distortion) is induced by the contention among nodes
that belong to the same networked control system: this differs from the scenario
we outlined in Chapter 1 where instead packet losses were caused by inter-network
interference.

3.1 Related Literature

Several works have considered the problem of state estimation in presence of obser-
vation delays or losses and different settings (discrete or continuous time estimation
in scalar or multidimensional systems) have been analyzed. For instance in [38],
the effect of observation delays has been investigated for a continuous-time scalar

27
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system: assuming that the interarrival times of observations are exponentially dis-
tributed authors have determined the minimum arrival rate that results, with high
probability, in an estimator error covariance that is bounded by a fixed threshold.
A similar problem but in the context of multidimensional discrete-time systems has
been addressed in [39] where the effect of observation losses has been investigated.
In this case authors have modeled the probability of receiving a certain observation
as a Bernoulli random process with parameter λ and shown the existence of a criti-
cal value for the observation loss rate below which the expectation of the estimation
error covariance is finite. Higher observation loss rates result instead in this expec-
tation to be unbounded. For an overview of these results and other studies carried
out in the context of networked control systems the reader is referred to [40].

These works analyze the performance of the particular considered control sys-
tems accounting for observation losses and delays that might be induced by in-
terference, bad channel conditions (as an example, the effect of fading over the
performance of Kalman filter was recently investigated in [41]) or by contention
at the MAC layer. However, communication aspects are somehow decoupled from
the real nature of the analyzed systems and for instance there is no attempt to
actually quantify the entity of delays or losses in a particular real scenario. With
this respect, only a simulation study aiming at analyzing the interdependencies
among the estimation performance and the delays induced by the architecture of a
networked control system has been performed in [42].

3.2 Networked Estimation Under Contention-Based
Medium Access (Paper 4)

Contribution

In the context of networked estimation our main contribution is the analytical
characterization of the interdependencies among control and communication aspects
for a particular class of networked control systems. As previously outlined we
consider, as sketched in Figure 3.1, a set of N sensors that periodically measure the
state of N distinct scalar systems and transmit their measurements to estimators
using a shared wireless channel.

The shared nature of the considered channel results in collisions among the
transmitted packets, introducing delays and potentially leading to packet losses.
The entity of these delays and the probability of dropping some of the measurements
will in general depend on different parameters such as the number of sensorsN being
part of the system, the access mechanism adopted by sensors at the MAC layer,
the sampling period h and the eventual correlation among the instants of time at
which measurements are taken. As an example in Figure 3.2 we show how the
packet loss probability Ploss varies as a function of the sampling period h for a fully
synchronized system (i.e. a system where all sensors generate a packet and thus
try to access the channel at the same time) using slotted Aloha.
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Figure 3.1: The estimation problem setup: the states of N identical plants are
estimated via samples transmitted over a shared channel. Samples could be delayed
and potentially lost because of contention.
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Figure 3.2: Sample loss rate in a fully synchronized system and periodic sampling.
Slotted Aloha is used at the MAC layer.

Furthermore, the performance of the considered estimators will also be deter-
mined by the particular nature (stable or unstable) of the sampled systems. Ac-
counting for all these aspects we derive analytical expressions for the distribution
of packet delay and loss probability (a preliminary version of the developed ana-
lytical framework was also published in [43]): we then investigate how the average
estimator distortion defined according to:
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is affected by these two metrics. An example of the obtained results is provided
by Figure 3.3 where Je is plotted as a function of h: note that in all the presented
curves, an optimum sampling period, balancing the generation of new samples with
the losses induced by the contention access mechanism can be identified.

Limitations

We here outline the limitations of our contribution: these basically lie in the set of
modeling assumptions used in the performed investigation. For analytical tractabil-
ity we have considered a time-slotted system where all sensors are synchronized.
This does not allow to account for packet losses induced by partial superposition
among packets of different nodes and provides thus an optimistic estimate of ob-
servation delay and loss probability.



Chapter 4

Utility Based Adaptive Frequency
Hopping

In this chapter we consider frequency hopping (FH) transmission techniques and
aim at designing an interference aware frequency hopping algorithm. Frequency
hopping is becoming a popular solution for interconnecting wireless devices oper-
ating in unlicensed bands. In fact, the growing interest for this technique is wit-
nessed by the recent proliferation of radio standards and communication protocols
adopting hopping schemes: examples are the IEEE 802.15.1 [8] and the Wireless
HART [10] radio standards as well as the TSMP (Time Synchronized Mesh Pro-
tocol) protocol [19]. The basic idea implemented by this scheme is to allow two
or more nodes to communicate through synchronous hopping over a defined set
of channel (the hopset). The resulting frequency diversity guarantees a certain
resilience against packet losses induced by interference. However, performance of
frequency hopping systems can be severely degraded if some of the channels be-
longing to the hopset is constantly experiencing bad conditions for instance due to
the presence of frequency static interfering devices or unfavorable fading. Adaptive
hopping techniques can in these cases be exploited to mitigate such problems: we
here outline our contribution with this respect.

4.1 Related Literature

Several adaptive hopping algorithms have been proposed during the last years.
The basic idea implemented by these schemes is to identify bad channels i.e. for
instance those frequency bands where nodes experience a high packet error rate and
consequently remove them from the hopping pattern. Adaptive hopping techniques
are included in the specification of many frequency hopping standards available
today such as IEEE 802.15.1 and Wireless HART.

The basic structure of these adaptive algorithms typically comprises three steps:
assuming as a reference case the Adaptive Frequency Hopping specifications in-
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cluded in IEEE 802.15.1 we have:

• channel classification, through which the channels belonging to the hopset
are classified and ranked based on a defined metric (for instance packet error
rate);

• channel classification information exchange, through which the nodes belong-
ing to the network exchange their channel classification;

• hopping sequence adaptation, through which bad channels are removed from
the hopset.

Several variants of this basic adaptive technique, aiming at improving its per-
formance in presence of co-located networks or frequency static interfering devices
have been proposed in the literature. For instance the Interference Source Oriented
Adaptive Frequency Hopping (ISOAFH) scheme was defined in [44]. Based on the
consideration that each IEEE 802.11 channel overlaps with 22 of the frequencies
used by IEEE 802.15.1, the original hopset is divided into groups. The channel
classification procedure rather than identifying individual bad channels aims then
at localizing the WLAN carrier(s) and consequently avoids hopping over the in-
volved group of channels. The idea of Adaptive Frequency Rolling, was introduced
in [45]: in order to mitigate mutual interference among different networks the orig-
inal hopset is partitioned in several orthogonal groups that are assigned to the
considered piconets adopting a time division scheme.

All these procedures are basically on-demand algorithms that require the def-
inition of an “initiating condition“: this has to be fulfilled in order to start the
adaptive scheme. Furthermore, the new hopping sequence can be defined only after
nodes have performed the channel classification. This introduces delays and slows
down the process of interference avoidance. Finally, if channel conditions change,
in order to allow for adaptation a new classification needs to be performed.

4.2 Utility Based Adaptive Frequency Hopping (Paper 5)

Contribution

Our main contribution is the definition of an interference aware adaptive frequency
hopping algorithm that overcomes the limitations outlined above. We have assumed
as a reference case the IEEE 802.15.1 radio standards, thus considering an hopset
having cardinality M = 79, and developed an adaptive hopping technique: this
does not require a dedicated channel classification phase due to the fact that nodes
constantly maintain estimates of channel conditions (i.e. of the packet error rate
experienced on each frequency of the hopset). These estimates are then mapped to
a probability density function defining the usage probability of each channel and
assigning higher usage probability to channels where nodes experience lower packet
error rate. This mapping procedure is implemented using the following expression:
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f : PER(x)→ f (PER(x)) =
(1− PER(x))α

∑M=79
y=1 (1− PER(y))α

(4.1)

that basically utilizes the estimated PER as a utility function. We note that this
approach differs from traditional adaptive techniques where channels unsuitable for
transmissions are removed from the hopset while the remaining frequencies are all
used with equal probability. We compared the performance of our algorithm with
the ones of traditional frequency hopping techniques as well as with the adaptive
hopping implementation included in the specifications of IEEE 802.15.1 [8] showing
that our approach leads to lower packet error rates: an example of the obtained
results is presented in Figure 4.1 where we show the PER achiever by the three
considered solutions in a frequency selective fading channel.
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Figure 4.1: Packet Error Rate as a function of average received SNR.

We further remark that our algorithm does not involve any on-demand pro-
cedure: this might reduce the time required to adapt the hopping pattern and
potentially allows for tracking varying channel conditions.

Limitations

The proposed algorithm introduces additional complexity due to the fact that nodes
constantly need to maintain and exchange estimates of channel quality and compute
the utility associated to each of them. Furthermore, the channel used on each hop
is synchronously selected by the nodes of the considered network using a common
seed: this is used to generate random numbers that on each slot allow to chose the
carrier to be used for the upcoming packet transmission. Implementing the random
number generator required for this purpose might represent a non-trivial task in
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complexity constrained devices and the frequent generation of random values might
introduce significant energy overhead. While gains resulting from this new adaptive
technique have been evaluated and quantified in different channel scenarios, we
have not considered the effect of the added complexity that might in fact represent
a limiting factor for the practical implementation of the considered procedure in
complexity constrained devices such as sensor nodes. Furthermore, the algorithm
has been mainly developed for two-node topologies: while we believe that this
scenario arises in many practical applications, we are aware that this limit the value
of our contribution and that the algorithm should be applicable also to networks
comprising more than two nodes.



Chapter 5

Energy and Complexity Aware
Design of Fountain Codes for
Sensor Network Reprogramming

This Chapter considers the problem of energy efficient and scalable sensor network
reprogramming. Such a service, that is extremely valuable in large sensor networks
where the manual reconfiguration of every node might not be feasible, requires code
updates to be delivered over-the-air in an energy efficient, reliable and scalable man-
ner. This task presents however several challenges: the typical size of code updates
could be in the order of some Kilobytes while the packet size commonly used by
sensor devices is 20 to 100 Bytes. This means that the original program image
needs to be partitioned in order to be transmitted and that opportune algorithms
for code dissemination have to be designed. It should be noted that if code dissem-
ination is performed on densely deployed networks, several nodes might transmit
at the same time resulting in packet collisions. Traditional protocols for sensor net-
works reprogramming [46]- [49] prevent this problem by adopting mechanisms for
intelligent selection of senders and recover eventual data losses using NACK-based
ARQ techniques. However, for high node densities or if bad channel conditions
arise (for instance due to the presence of external interference) the performance of
the aforementioned reprogramming schemes are degraded by the so called feedback

implosion problem [50] induced by the fact that many of the originated NACK
control messages collide and are thus lost. This issue is solved in [51] by using
a data dissemination scheme exploiting fountain codes. We here summarize our
contribution for the development of this reprogramming protocol.

5.1 Background and Related Literature

Fountain codes [52] are random linear codes that basically implement a Hybrid ARQ
strategy and provide an effective solution for point to multi-point data dissemina-
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tion over binary erasure channels1 [53], [54] that perfectly suits the challenges of
sensor network reprogramming. The encoding procedure exploits the Digital Foun-
tain paradigm introduced in [55] and is carried out in the following way: a file
that has to be disseminated (for our problem setting, the code update) is initially
divided in K packets of equal length. The source transmits a certain number of
coded blocks: each coded block yn is obtained as follows:

• first a block degree dn is randomly selected in the range {1, . . . ,K} according
to an opportune degree distribution ρ(d): dn basically defines how many of
the original K packets will be combined to obtain yn;

• then dn packets are randomly and uniformly selected among the K available
and the coded block yn is simply obtained through the bitwise modulo 2 sum
of these dn packets.

The information identifying which packets have been used to obtain a certain
coded block defines the encoding vector and has to be known at the decoder2.
The decoding process can be simply carried out by inverting the decoding matrix
G obtained using the received encoding vectors, i.e. by solving on x the system
y = Gx; y and x respectively contain the received encoded blocks and the K original
packets that will be retrieved once the decoding is completed. This task can for
instance be accomplished by means of Gaussian elimination and back-substitution.
Note that this is possible only if the matrix G has full rank requiring thus that at
least K linearly independent coded blocks are received at the decoder. As outlined
above coded blocks are obtained by randomly combining a certain number of the
original packets: in practice this might lead to linearly dependent combinations and
in fact, N ≥ K coded blocks will have to be correctly received in order to allow to
decode the original file.

The performance of a data dissemination algorithm exploiting fountain codes
can be quantified using two metrics:

• the first one is the decoding overhead H defined as:

H = N −K (5.1)

denoting the number of additional coded blocks needed to properly decode
the original file;

• the latter is the decoding complexity, characterizing the complexity (for in-
stance in terms of binary XOR operations) of the decoding process.

1In a binary erasure channel packets are either completely lost with a certain probability
(referred to as erasure probability) or correctly received.

2Note that this can be achieved either by piggybacking on each coded block the particular
used encoding vector or by simply communicating which seed has been used to initialize the
random generator used during the coding process, allowing thus the decoder to reproduce the
same sequence of random numbers used at the encoder side.
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These two quantities are strongly dependent on the chosen decoding approach3

as well as on the adopted degree distribution which optimization is therefore a key
issue that needs to be addressed. This problem has for instance been considered
in [56] and [57]: authors of [56] provided a method for computing degree distribu-
tions minimizing the decoding overhead of LT codes. This however is effective only
for messages of small length (i.e. small K) and in fact its complexity exponentially
grows for higher K and becomes prohibitive for K > 30. An optimization scheme
adopting a simulation approach that exploits importance sampling has been pro-
posed in [57] and has been used to optimize the degree distribution of LT codes.
In both cases authors achieve low decoding complexity by considering a message
passing decoder (which is suboptimal in terms of overhead) and try to obtain small
decoding overheads by optimizing the considered degree distributions. This ap-
proach however might not represent the best solution for the scenario we consider
that typically involves small K: as already outlined, in these conditions LT codes
result in high decoding overhead and affect the efficiency of the data dissemination.
A better solution could be to adopt a Gaussian elimination decoder and optimize
the chosen degree distribution so as to reduce the decoding complexity while main-
taining low overhead.

A further problem is connected to how such a coding solution, exploiting foun-
tain codes, is practically implemented. As outlined above fountain codes are random
linear codes that require thus the use of a random number generator. This needs
to be initialized with a seed: accurate choice of such seed is extremely important
since for instance bad seeds might produce several linearly dependent coded blocks
and decrease the performance of the dissemination procedure. Moreover, the choice
of the considered seed should be made accounting for the multi-hop nature of the
data dissemination and for instance seeds on adjacent links might be matched in
order to allow the recovery of corrupted information through overhearing.

3Different decoders can in fact be implemented: methods that aim at solving the system of
equations y = Gx, such as for instance Gaussian elimination are optimal in terms of overhead
(meaning that any K linearly independent coded blocks are sufficient for recovering the transmit-
ted file) but result in high computational complexity. For instance for Gaussian elimination the
number of operations required to retrieve the original file is O(K3): for high K this results in
prohibitive complexity and alternative approaches have been developed. One of this approaches is
implemented by LT codes [52]: these make use of a message passing decoder that is sub-optimal
in terms of overhead but achieves significantly lower decoding complexity if compared to Gaussian
elimination.
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5.2 SYNAPSE: A Network Reprogramming Protocol for
Wireless Sensor Networks Using Fountain Codes
(Paper 6)

Contribution

Our main contribution for the development of the reprogramming protocol pre-
sented in [51] is the optimization of the degree distribution of the used fountain
codes. In order to obtain degree distributions leading to both low decoding over-
head and low decoding complexity we developed an optimization algorithm. This
algorithm adopts an iterative simulation approach that starts from an initial distri-
bution which performance are progressively improved. In particular, during each
iteration, a certain number of transmissions is simulated: the ones leading to favor-
able outcomes (i.e. resulting in low decoding overhead and decoding complexity)
are selected and used to obtain a new distribution that is then used in the successive
iteration. The process continues until no further improvements are possible or a
certain stopping criterion is met. We compared the performance of our optimiza-
tion procedure with the one achieved by the algorithm proposed in [57]: examples
of the results obtained during this comparison are presented in Table 5.1 where the
average decoding overheads for the two optimization schemes are shown. We here
have considered an LT decoder and a particular class of sparse degree distribution
where only degrees that are power of 2 have non-zero probability of being selected.
This comparison outlined the fact that our scheme basically lead to degree distri-
butions whose performance are comparable and in few cases even better than the
ones achieved by the distributions obtained using the procedure introduced in [57]
and at the same time presents a much lower computational complexity.

Table 5.1: Optimized Sparse Degree Distribution K = 128

k 16 32 64 128
p1 0.221 0.212 0.161 0.187
p2 0.457 0.351 0.400 0.339
p4 0.188 0.288 0.256 0.275
p8 0.134 0.101 0.101 0.101
p16 - 0.048 0.045 0.046
p32 - - 0.037 0.031
p64 - - - 0.021

E[H ] 22.6 43.6 82.7 158.7
Std. σ(H) 4.4 6.4 9.1 11.4

E[H ] in [57] 22.5 43.6 81.9 159.8
Std. σ(H) in [57] 4.2 6.8 7.7 12.1



5.2. SYNAPSE: A NETWORK REPROGRAMMING PROTOCOL FOR
WIRELESS SENSOR NETWORKS USING FOUNTAIN CODES (PAPER 6) 39

0 5 10 15 20 25 30
0

0.02

0.04

0.06

0.08

0.1

0.12

0.14

0.16

j

p j

Figure 5.1: Degree Distribution implemented in SYNAPSE

We then used the developed algorithm to obtain optimized degree distributions:
these present an overhead that is just slightly higher if compared to the one of
the uniform distribution (which is asymptotically optimal with this respect) and
reduce the decoding cost of 20-40% (depending on the specific considered K). The
distribution obtained for K = 32, the one actually selected and implemented in
SYNAPSE is plotted in Figure 5.1: it is interesting to observe the shape of the
considered function. Low degrees have high probabilities of being selected: this
ensures that the decoding matrix is sparse and that few operations are executed
while performing Gaussian elimination. Furthermore, in order to avoid situations
where all the coded blocks have low degrees and some of the original K packets
is never used during the encoding process the degrees close to K also have high
degree probabilities4.

Limitations

As outlined above the algorithm we have developed adopts a simulation approach:
its convergence however has not been deeply investigated. This represents a draw-
back with respect to the scheme proposed in [57] which convergence has been proved
for an opportune choice of the parameters of the algorithm. We further outline that
the optimization we performed has been driven by two performance metrics: these
are decoding complexity and overhead. The chosen distribution basically imple-
ments a tradeoff among these two metrics: this tradeoff however has been achieved

4This behavior can be observed also in the robust soliton distribution proposed in [52] where a
“spike“ at high degrees is introduced in order to ensure that coded blocks are “connected“ (i.e. the
same packet is used in several coded blocks) and the message passing approach used for decoding
can be completed with reasonably low overhead.
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in an empirical way, by considering different settings for the parameters of our op-
timization procedure. A different and more rigorous approach could instead adopt
a single metric, for instance the energy required to carry out the decoding process
(comprising the energy required to receive the needed packets as well as the en-
ergy consumed while performing the decoding process), and consequently design
the degree distribution so as to minimize this quantity.

5.3 Seed Optimization

In this section we further optimize the fountain codes (FC) used by the devel-
oped reprogramming protocol in order to enhance the performance of its pipelining
scheme. This investigation is presented in P4 (see Section 1.3): this paper is not
included in the thesis, thus the obtained results are here described with a level of
details greater than the one used in the previous chapters.

Practical implementations of FC encoders/decoders require random number
generators (RNG). The choice of the initialization seeds for these RNGs is partic-
ularly important. In fact, the correlation among the encoding vectors of different
packets depends on how these seeds are picked. Specifically, a wrong selection of
the seed might lead to the transmission of linearly dependent encoded blocks and
this impacts the performance of the dissemination protocol in terms of decoding
overhead. We remark that an attractive property of fountain codes lies in the fact
that the coding process can be carried out without having any a priori information
about the channel error probability. However, while this is true when blocks are
obtained through an ideal random number generator, pseudo-random number gen-
erators, due to the correlation that they inherently introduce in the packet stream,
cause the performance of the decoding process to depend on the particular experi-
enced error rate. Nevertheless, the desirable features of FCs should not be altered
by implementation details and the chosen seeds must therefore lead to low decoding
overhead regardless of the specific channel conditions. In the following, we first de-
scribe our optimization of the seed selection for a non-zero packet error probability
and then we discuss a further optimization step that allows to use FC in conjunction
with pipelining. Carrying out this study on real sensor nodes would have been time
prohibitive. In order to perform a significant number of experiments and charac-
terize the performance of the seeds with high accuracy, we exactly reproduced the
selected LFSR (Linear Feedback Shift Register) random generator in a simulator
and performed our investigations over the full set of available seeds.

Seed Optimization Against Channel Errors

For a given block length K = 32, given the set of all possible seeds, R, and in
absence of channel errors (p = 0), we first identified the set R0 including all seeds
leading to a zero decoding overhead. We then restricted our investigation to these
seeds and characterized their performance over noisy channels, estimating for each
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of them the decoding overhead. We considered independent packet losses over an
erasure channel with packet error probability p.
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Figure 5.2: E[N ] for different seed sets.

Fig. 5.2 shows the average number of coded blocks that need to be successfully
received in order to allow the correct decoding of the original transmitted file.
The solid line denotes the performance of the distribution presented in Section
5.2 considering p = 0 and averaging over all seeds in R. In this case, E[N ] is
N(R) = 34.92 which is slightly higher than the value computed using an ideal
random generator (E[N ] = 34.26), due to the non ideality of the implemented
RNG. The dotted line shows the average performance for the seeds in R0, referred
to as N(R0). The decoding overhead for these seeds increases for increasing p,
approaching N(R) when p ≈ 0.8: this basically means that the choice of the seed
is of little importance when p is very large. This behavior is expected as a large p
will lead to many lost packets thus reducing the correlation among the few packets
that are successfully delivered. We noticed that different seeds in R0 do behave
differently. Hence, we performed an exhaustive search over R0 and identified a
further set R1 ⊂ R0 comprising all seeds for which E[N ] ≤ N(R0). In principle,
a different set R1 should be obtained for each value of p, as the same seed might
perform differently for different error rates. However, we noticed that, besides a
small number of exceptions, seed behaviors were quite uniform, i.e., seeds that
perform well when p is low usually perform well also at higher p. In other words,
the ranking among seeds in terms of decoding performance is preserved as p varies.
Therefore, we empirically obtained R1 for p = 0.4 as representative of all possible
sets. After this, we verified that every seed in R1 has in fact very low decoding
overhead for a wide range of channel error probabilities. In Fig. 5.2 we show E[N ] for
the seeds in R1 and denote their average performance by N(R1). In the same figure,
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we also show the performance (N(R2)) obtained from a third set R2, including all
seeds for which E[N ] > N(R0).

Seed Selection for Pipelining

A further optimization step has investigated the behavior of SYNAPSE in multi-
hop environments, considering the performance implications of the selected seeds
on pipelining algorithms. With reference to the scenario depicted in Fig. 5.3, hop-
by-hop data dissemination techniques start transmitting to nodes in hop k+ 1 only
when all nodes in hop k have completely received all data blocks. Instead, schemes
using pipelining initiate the dissemination towards hop k + 1 as soon as the first
node in hop k decodes a valid data block. A further advantage of pipelining is
the possibility of correcting transmission errors (at nodes within the current hop)
while forwarding transport blocks towards the next hop through overhearing. If
the seeds used at hop k and k + 1 are matched for this purpose, overhearing could
speed up the dissemination process, i.e., unsuccessful nodes at hop k could correct
their losses thanks to the data being forwarded towards hop k + 1.

hop k hop k + 1

Figure 5.3: Data dissemination over multiple hops.

Set R1 has been extensively tested by quantifying the affinity of seed pairs
(sk, sk+1) used over hops k and k + 1. In particular, ∀(sk, sk+1) ∈ R1, with sk 6=
sk+1, we determined the recovery probability for a given node within hop k in the
following manner

• The transmission process starts at hop k sending a transport block of K ′

packets using seed sk.

• We considered only those cases where at least one node within hop k + 1
successfully decodes the considered file and forwards it using seed sk+1 (again
K ′ packets are encoded using sk+1).

• Conditioned on this, we finally computed the probability that any other node
within hop k + 1 can successfully decode only using the two transmissions
above (thus a maximum of 2K ′ packets).



5.3. SEED OPTIMIZATION 43

We noticed that the behavior of seed pairs in terms of the above recovery prob-
ability only marginally depends on p. Also, only a few seeds in R1 have shown a
significant performance loss when coupled with other seeds, while the large major-
ity of them led to good multi-hop performance. Thus a fourth set R∗ ⊂ R1 has
been obtained by eliminating those few bad seeds from R1. Examples of the gains
achievable introducing this further optimization step are shown in Figs. 5.4 and 5.5
where we plot respectively E[N ], i.e., the average number of packets after which
we can recover a transmitted file, and recovery probability for R∗ and another set
R3 having the same cardinality and containing seeds randomly picked in R. For
these graphs we considered K ′ = K + 4 = 36. It should be observed that the
optimizations carried out in this section have led to large improvements for both
performance measures.
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Figure 5.4: E[N ] using seeds belonging to R∗ and R3 for K ′ = 36. Vertical bars
indicate 95% confidence intervals.

We conclude this section with some considerations on the cardinality of the
different sets that were identified. Working with words of 16 bits means that R
contains 216 − 1 = 65535 seeds. For computational reasons we restricted our study
to 5000 seeds, randomly picked in this set. About 10% of them, i.e., slightly more
than 500 seeds, belong to R0. The cardinality of R1 is |R1| = 50 and R∗ has 35
elements meaning that, on average and for the considered RNG, only 1 out of 150
seeds possesses all the required properties.
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Figure 5.5: Recovery probability using seeds belonging to R∗ and R3 for K ′ = 36.
Vertical bars indicate 95% confidence intervals.



Chapter 6

Conclusions

6.1 Concluding Remarks

Reliability represents today one of the major barriers to the adoption of wireless
communications for sensing and control applications: this limits the potential of
wireless sensor networks and slows down the diffusion of this new technology. In
order to overcome this problem awareness on the causes of unreliability and on the
possible solutions to this issue has to be created. In this thesis we investigated
three different approaches that have the potential to improve reliability at the
communication level and increase the resilience of sensor networks against radio
interference which is in fact the dominant factor among the ones responsible for
unreliable communications.

In the first part of the thesis we considered dynamic spectrum access-based
interference avoidance and developed and algorithm that implements the idea of
channel surfing and aims at exploiting spectrum holes in the frequency domain. We
have shown that identifying those holes through spectrum sensing is a feasible task
that can be performed by devices with low capabilities but it requires energy and
time and might thus not be an effective solution if interference is highly dynamic
or the specific application is delay sensitive. In the second part we focused our
attention on frequency hopping technologies and proposed a new adaptive algo-
rithm: this scheme implements a new approach for frequency hopping systems and
utilizes the available channels with probability proportional to experienced channel
conditions. Our performance evaluation has shown that the developed algorithm
outperforms traditional frequency hopping as well as the adaptive hopping imple-
mentations specified by current standards such as the IEEE 802.15.1 resulting in
lower packet error rates. This might be used to reduce transmitting power and
considerably improve energy efficiency. Finally in the third part we investigated
the potential of fountain codes in the context of sensor network reprogramming and
provided a way for engineering this coding solution so as to meet the energy and
complexity constraints of wireless sensor nodes.
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6.2 Future Work

We here outline possible directions for future work. As mentioned in the previous
section, if the interference pattern is highly dynamic it might not be possible to
identify and avoid interfered frequencies and a better solution could be to exploit in
an opportunistic manner spectrum holes in the time domain for instance transmit-
ting when interfering devices are idle. In order to implement this strategy dedicated
spectrum sensing algorithms will have to be developed. We further note that these
two approaches, respectively aiming at exploiting spectrum opportunities in the fre-
quency or time domain might be suitable for different interference scenarios: if the
interference pattern is quite static and changes slowly over time the first strategy
might be the best solution while the second ones might be more effective in highly
dynamic channels. Identifying under which conditions one approach outperforms
the other is an interesting issue and we anticipate its investigation in our future
work.

Finally, in this thesis we have considered both interference avoidance through
dynamic spectrum access and interference mitigation by means of frequency hop-
ping: comparing this two techniques for instance considering different channel set-
tings and traffic patterns can provide guidelines that might be used to select the
scheme that better suits a specific scenario.
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