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Abstract 
Future generation wireless systems will require easy and quick deployment of mobile 
services. This quick mobile service deployment is not possible with the existing 
structure of current wireless systems because of many constraints, such as, limited 
battery, memory constraints, format of applications and sporadic bandwidth. These 
constraints should be considered when delivering applications to mobile devices. This 
master thesis aims to identify the requirements and functionalities of future generation 
mobile application deployment technology. This thesis is a part of IST-MIDAS 
project, a project funded by the European Commission. MIDAS project goal is to 
deliver a middleware that helps application developers to speed up mobile application 
development. The focus of this thesis is the development of deployment module, a 
component responsible for the delivery of mobile applications to end users based on 
their current context. The key concept of the deployment of mobile applications is to 
break an application into multiple sub packages, hence reducing the download time if 
some packages already exist on the end user’s file system. These packages are made 
available to all user nodes through MIDAS shared data space (MDS). The MDS acts 
virtually like a centralized database where MIDAS users can access the data by using 
normal SQL language. When a user wants to launch an application, only an 
application id is supplied to the deployment module and all necessary files will be 
automatically downloaded and launched. This provides the convenience to end users 
who do not have much knowledge in mobile application deployment. 
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1 Introduction 
During the past decade, the mobile consumer market has grown rapidly. A traditional 
behavior of people using mobile phones has dramatically changed. In the past, 
mobiles phones were used only for voice communication. Because of the Internet 
booming, an effectiveness of accessing information becomes very important. A 
success of business can be judged by how efficient the right information is delivered 
to a business owner. Desktop computer used to be a popular choice for many people if 
they want to stay connected. However, it is not efficient anymore because Internet 
users today need to stay connected and access the information while on the move. 
Nowadays, business competition is very severe and some decisions might have to be 
decided outside in the moving environment. Therefore, mobile phones are solely used 
for voice calls, but also as a mean for accessing various kind of information on the 
Internet. 
 
To access the right information, appropriate applications have to be developed and 
deployed on the user’s device. Some users might not have enough knowledge in 
software engineering. Therefore, installing a new application to the device might be a 
difficult task for them. In order to ease the process of installation of new applications, 
automatic deployment technology should be employed to enhance end-user 
experience. Users should not worry about the dependency between libraries or other 
resources needed by the installed application. All dependencies should be 
transparently set up and installed on the user’s file system without the user prior 
knowledge of the background process. In this case, the burden of the user is reduced, 
thus improving the end-user experience. 
 
Future generation wireless systems will require easy and quick deployment of mobile 
applications. There are many existing technologies targeting application deployment 
on desktop computers. However, we cannot use the same concept that we employ on 
desktop computers as in mobile devices because of many constraints, such as limited 
battery, interface restriction, format of application, hardware constraints, and etc [2]. 
These factors should be considered when we choose the deployment technology. 
Especially in a mobile device, two main constraints which are the battery power of the 
hardware and sporadic bandwidth make the automatic deployment of an application 
even harder. The question that arises now is how we are going to achieve a better 
solution for mobile application deployment than the technologies that exist nowadays. 
 
In this thesis, we will investigate an alternative solution for mobile application 
deployment and develop a prototype to prove the proposed concept. Since the 
environmental context can change frequently when using a mobile device, context 
awareness will also be integrated in our system design. Mobile device users would 
like to get relevant information to their current context, instead of getting all available 
information and filter the relevant data themselves. For example, a traveler who is 
currently in a train station wants to know a timetable of a train to another city. Instead 
of searching the timetable in the train station website, an application that can show 
him the timetable as well as reserve a ticket will be automatically pushed to his 
device. In this case, we need a deployment technology that can deliver to a user the 
right application at the right time. Section 1.1 gives an overview of what context 
awareness is and how it can be useful. The section aims to provide the reader a 
familiarity to context awareness concept. 
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1.1 Context Awareness 

As emphasized in the Introduction, the end user’s experience to mobile applications is 
a key factor when determining a popularity of a mobile application. In order to 
improve end user’s experience, the user’s current context should be used to select 
applications to be deployed to the user’s device. This concept of ”context-awareness” 
is not new in the area of computer science and applies to the idea that computers or 
devices can both sense, and react based on their environment [11]. It is mentioned in 
[12] that a challenge of mobile distributed computing is to exploit the changing 
environment with a new class of applications that are aware of the context in which 
they are run. Such context-aware software adapts according to the user’s location, the 
collection of nearby people, hosts, and accessible devices, as well as to changes of 
such information over time.  
 
In order to illustrate advantages of context awareness, consider the following 
emergency scenario. An underground train has a technical problem with its engine 
while it is traveling from one station to another causing it to stop before it reaches the 
next station. It turns out that the train driver cannot solve this problem so he then 
sends an alert to nearby maintenance workers. In order for maintenance workers to 
know the location of the train, an application that the train driver uses automatically 
detects the location of the train and sends its location along with the messages to 
maintenance workers. After the maintenance workers receive the alert from the driver, 
they head directly to the emergency site. Since time is critical for this scenario, the 
maintenance workers only take their devices without checking whether necessary 
software for fixing the engine have been installed on the devices or not. When they 
reach the site, they find out that some required applications that they need have not 
been installed on their devices. However, this is not an issue since every device is 
installed with a default application (middleware) which automatically detects 
worker’s location and presenting them with a list of possible applications that they 
might need based on their location and role. When the workers see the list of these 
applications, they just click on the icon of an application that they want. Then the 
selected application will be downloaded and installed automatically on their devices. 
After fixing the engine, the train then operates as normal and all customers are happy 
with the effectiveness of the cooperation of all workers. 
 
As illustrated in the scenario, “context awareness” plays an important role in 
enhancing user’s experience to an application and increasing effectiveness of an 
operation. When the train driver found out that the engine crashed, it would be time 
consuming for him to collect all relevant data such as the train location and who he 
should assign the problem to. It is much easier when software on his device 
automatically detect his environment and makes a decision who to forward this 
problem to. The same also applies for maintenances workers. Instead of finding out 
what applications are needed on specific site, the application installed on the workers’ 
devices will detect the workers’ context (i.e., location) and propose a list of possible 
applications that they might need based on their context. 

1.2 Thesis Organization 

Different sections will explain the rationale behind the study of this thesis. The 
structure of this thesis will mainly be divided into 8 sections. In Section2, we will 
study the current deployment technologies and explain some of their drawbacks when 
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using the technologies in the wireless network. Since the deployment module which is 
developed in this thesis is based on the MIDAS middleware, the background of the 
MIDAS middleware [1], will also be provided in Section 2. These background studies 
are relevant and will be used as a basis for the proposed system architecture of the 
deployment solution. Section 3 will present an overview functionalities and 
requirements the deployment module (DPL) that we will develop in this thesis. In 
order to understand how the DPL works, terminologies used in this thesis will be 
explained in Section 4. These terminologies includes the definition of ”application” 
and ”package” which has specific meaning to the DPL. The chapter will also present 
the relationship between ”application” and ”package”. After the reader is familiar 
with the concept, the DPL architecture will be presented in Section 5. The platform 
the DPL is developed on and the provided APIs to the application developer is 
discussed in Section 6. After that, result of functional and performance testing will be 
presented in Section 7. Finally, conclusions of this thesis study will be given in 
Section 8. 
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2 Background Studies 

2.1 State of The Art 

End-user experience to a mobile application can be considered as an important factor 
that determines a success of the application. There are many solutions available today 
which purpose is to ease the process of an installation of applications. Some examples 
of these solutions are InstallShield [3], Microsoft Installer [4], and JavaWebStart [5]. 
While they have proved to be successful as a deployment technology on desktop 
computers, they are not suitable to be used on mobile devices. Changing of 
application’s configuration during runtime is not allowed in these technologies hence 
adaptations of applications based on the user’s current context are not achieved. 
 
Recently, the OSGi Alliance, which is a worldwide consortium of technology 
innovators, has defined OSGi specification [6]. The core component of the OSGi 
Specifications is the OSGi Framework. The Framework provides a standardized 
environment to applications (called bundles). It also provides APIs to manage the 
bundle life cycle such as install uninstall start and stop bundles. Even though this 
specification is targeted for mobile devices, it is not for context aware applications. In 
order to install or uninstall new components, a user need to explicitly enter an URL 
which point to the location of the bundle. 
 
An improvement is made when adaptation is added to a conventional way of 
deployment to enhance end-user experience. Deployment solutions that employ 
similar concepts and are more suitable for mobile devices have been introduced in 
many publications [7], [8]. Changing of configuration of deployed application is made 
possible. However, all previously mentioned solutions are still not flexible enough to 
provide automatic deployment of applications, without specifying their location. The 
user needs to know himself which applications are available and where to get them. 
To improve end-user experience, we need a new mechanism that could deploy new 
applications to devices even though the user does not know the location of these 
applications. One solution is to use a “push mechanism” where a user is asked to 
accept an application that is being sent by the environment instead of explicitly 
entering an URL to retrieve it [9]. When an application distributor distributes 
applications, he would specify context conditions in which case the application should 
be launched. When the user enters a specific context, he will be pushed with a list of 
applications that can be run on that particular context. After the user choose to launch 
an application, all necessary resources will be transparently downloaded and installed 
to the user’s file system. 
 
In some literature, for example in [10], “push deployment” is also introduced. 
However, there are still some drawbacks of the methodology stated in the literature. 
Over-the air (OTA) server is needed in [10] in order to re-package the whole 
application according to a user’s context into a single Jar file. User’s context in this 
case can be user preferences, device capabilities, etc.  After the server receives an 
application request from the device, it also retrieve the user’s context. Then, from this 
context, the server employs the build system to generate a Jar distribution from class 
files. Some common classes for different contexts can be reused. Only classes that are 
specific to user’s context are collected and combined with the common ones to make 
a distribution Jar. This Jar file is then distributed at once. This methodology is not 
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practical in wireless network because the connectivity in wireless network is unstable. 
Sometimes, it is impossible, in such an environment, to transfer a very large file. If 
the whole application needs to be re-packaged every time it is downloaded, an 
application transfer will cause high network traffic, resulting in high probability of 
failure of transferring an application.  

2.2 Proposed Solution 

To make an improvement to the existing technology discussed in Section 2.1, we 
introduce the idea “push application deployment”. By breaking all applications into 
many sub-packages, the network traffic can be reduced. Multiple sub-packages are 
transferred separately. These packages can also be shared between many applications. 
Thus, an application distributor does not need to distribute the whole application at 
one time. Hence some resources that already exist on the user’s file system can be 
reused. When a user wants to launch an application, only missing packages will be 
downloaded. In this thesis, we will investigate how we can achieve a better solution in 
mobile application deployment. Proposed overall system architecture will be 
presented. Preliminary testing of prototype will also be shown to prove the concept of 
the proposed system architecture. 
 
The emergency scenario explained in Section 1.1 is one of multiple scenarios that use 
the concept of “context awareness”. We can also use the concept of context awareness 
in different places like shopping mall to push advertisement of interesting products to 
users’ device based on their location and preferences. Since there are many scenarios 
that context can be employed, a generalized application that should be installed by 
default on every device must be proposed. The concept of this default application has 
been illustrated in the emergency scenario, so called middleware. It is very useful 
when this middleware is generalized such that it can be easily configured to fit 
different scenarios. During the year 2006, the European Commission sees the 
importance of such a generalized middleware for context aware applications. 
Therefore, a project called “MIDAS” (Middleware Platform for Developing and 
Deploying Advanced Mobile Services) was initiated. In this thesis, since we 
investigate the possibility of the context aware application deployment, the 
deployment module which is the product of this thesis uses the context awareness 
functionality of the MIDAS middleware. Therefore, in order to understand how the 
proposed deployment solution works, the next section will explain more about 
MIDAS project which will be used as a basis for this thesis. 

2.3 MIDAS Project Overview 

This section will give a brief summary of what MIDAS project is about. The content 
of Section 2.3 to Section 2.5 is summarized from “Overall architecture of the MIDAS 
middleware” [13].  
 
As mentioned in Section 2.1 that the end-user’s experience can be improved if the 
applications deployed on the user’s device are context-aware. These applications can 
retrieve the current context of the end-user, (e.g., location, role, etc), analyze the 
retrieved context information, and adapt their behavior to best suit the current context. 
There can be several applications deployed on the user’s device. These applications 
might use the same context information when adapting the applications’ behavior. 
Duplication of similar application logic will be implemented by different applications 
in order to retrieve the same context information. Therefore, it is a good idea to 
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extract the application logic that is commonly used by different application and pre-
deployed on the end-user’s device. 
 
The European Commission sees the advantages of pre-deployed a commonly used 
application logic on the end-users’ devices to increase the productivity of mobile 
application developers. Therefore, the commission initiated a project called MIDAS 
in Jan ’06. The goal of the project is to implement a middleware prototype that 
provides APIs to access the common functionalities normally used by mobile context-
aware applications. Mobile developers can take advantages of the MIDAS 
middleware by only focusing on their specific applications’ logic while employing the 
MIDAS APIs for retrieving context information from the environment. In this way, it 
can speed up the developing task and reduce the time to market of mobile 
applications.  
 

 
Figure 1: Overview of MIDAS Scope [13] 

 
In order to understand more of what MIDAS is about, considering Figure 1 [13].  In 
MIDAS, a mobile service can be determined as a collection of applications. For 
example, in a cyclist event, a mobile operator might provide a real-time cyclist 
tracking service. In this case, we need at least 2 applications in this service. One 
application is running on the audiences’ devices which show the current position of 
each cyclist. The other application runs on an administrator computer which 
periodically updates the position of all cyclists. The MIDAS project defines the 
common functionalities of such middleware that can be easily customized to host 
mobile services. Application developers, in this case, can focus on developing the 
GUI to the mobile users and cyclist event administrator while having the MIDAS 
middleware taking care of context information distribution between cyclists, 
administrator and the audiences. The complexity of communication between nodes 
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and exchanging of the context is covered by the MIDAS middleware, hence 
preventing the developers to re-invent the wheel and reduce the development time. 

2.4 MIDAS Functionalities and Components 

In Section 2.3, we have mentioned the MIDAS middleware which provides an access 
to the common functionalities normally used by mobile context aware applications. In 
this section, we describe what functionalities are included in the MIDAS middleware. 
Generally, each functionality is mapped to a different middleware component which 
will also be described briefly in this section. For an overview picture, the following 
functionalities are provided by the MIDAS middleware: 
 

• Communication and Routing: the middleware is responsible for exchanging 
data between MIDAS nodes. Application developer does not need to concern 
whether two communicating nodes are in the same physical network or not. 
Refer to”Communication and Routing Component” in this section for more 
explanation about the different kind MIDAS node. 

• Shared Data Space: the middleware creates a virtual data space that is shared 
by different applications deploy on different MIDAS nodes. One application 
can insert the data in to this shared space and another application on the 
different node can retrieve it in a way similar to accessing a centralized 
database without having to know how the data is transferred. 

• Context Distribution and Retrieval: the middleware provides APIs for 
storing and retrieving context data of each node. The APIs are based on 
ontology model. After creating a domain and service definitions, the 
application can easily store retrieve context information. 

• Application Deployment: mobile service administrator can conditionally 
distribute new applications to the MIDAS nodes using context. The 
middleware takes care of delivering these applications and presents the 
application to the user when the condition is met. 

• Common functions: Utility functions generally shared by different MIDAS 
components (e.g. logging, etc). 

 
Figure 2: Overview of MIDAS Middleware Components [13] 

 
Figure 2 shows the overview of the MIDAS middleware and its internal components 
[13]. As mentioned earlier in this section, each functionality is handled by each 
component inside the middleware. As we can see from Figure 2, a straight forward 
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mapping to the middleware component can be observed. We now briefly go through 
the necessary detail of each component as a basis of understanding this thesis. 
 

Communication and Routing Component (CRT) 
This component is responsible for sending messages between MIDAS nodes. Third 
party application developer submits messages to be transmitted to other MIDAS 
nodes using the APIs provided by this component. The logic of this component is 
implemented such that it routes the messages to destination nodes correctly and the 
third party application developer do not need to concern about the underlying physical 
network. This component is also used by other middleware components (e.g. the Data 
Space component, for exchanging and reconciling data space.) Generally speaking, all 
communications in MIDAS network are handled by this component. 
 
In MIDAS network, there are 4 types of nodes from the point of the CRT: Central 
node, Gateway node, User node and Mobile user node. Each node has its own role. 
Table 1 shows a brief description of each node role. 
 

Node Type Description  

User node The device used by the end user, usually a desktop computer. 

Mobile user 
node 

The same as user node but only limit to mobile devices, not desktop 

computer. 

Central node The node that is responsible for distributing address and routing 
information in the bootstrapping phase of the network. 

Gateway node This node is used as a relay node to establish communication 
between two nodes that are connected on different types of 
networks. 

Table 1: CRT Realization of Different Node Type 

 
In order to understand more on how the CRT component manages the connection and 
handle communications within the MIDAS network, Considering Figure 3: Example 
setup of the MIDAS network [17]: 
 

 
 

Figure 3: Example setup of the MIDAS network [13] 
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In the example, there are 3 physical networks, however, it is considered to have only 1 
MIDAS network.  Applications that are deployed on each MIDAS node can send 
messages to other node even though the destination node locates on different a 
physically network. Each physical network is configured to have a central node. The 
central node for each physical network maintains the list of connected nodes within its 
physical network. Different central nodes then exchange the connected nodes 
information. In this way, every node will have the existence of other connected node 
in the different physical network. 
 
Gateway node also plays an important role when sending messages across physical 
network. Let us say that Node E has only Bluetooth interface and it wants to send 
messages to node C. In this case it has to send message through Node A (assuming 
that Node A has both Wifi and Bluetooth interfaces). Then Node A is called a 
Gateway node, which is used to relay communication between 2 physical networks. 
 

Data space component (MDS) 
This component represents the virtual centralized shared data space where different 
MIDAS applications can store and retrieve information. In is implemented such that 
data added by one node is made available for the retrieval on the other node. To 
application developers, the data space can be accessed as if it is a centralized 
database. The application can issue SQL commands to insert and query information 
from this data space. Each MIDAS node is configured to have table instances. When 
inserting data, it is first stored locally on node. Then the data space component tries to 
reconcile the data with other table instances on the other nodes. Basically, the data 
space component, tries to maintain the latest snapshot of the virtual tables. When the 
application issue the query command, the data space component first looks for the 
data in the local table instance. If the data cannot be found there, it will then forward 
this query to another node to get the information. After it finds the node that has the 
information, the result is sent back to the node that originated the query. 
 

Context Space Component (CXS) 
Context Space Component (CXS) provides a way for applications to insert or retrieve 
environmental data or context describing a domain into the MIDAS Data Space. The 
domain, in this case, refers to an event where the MIDAS middleware is used, e.g. 
Cyclist event. The domain is usually modeled by ontology language. When using the 
CXS component, an ontology model is created and imported into the CXS. Therefore, 
CXS itself is not tied to any specific domain. When the CXS is used in the different 
domain, it only needs to be imported with a new ontology model without having to 
change the MIDAS executables. After importing the domain model, context data is 
defined as any data that can be expressed in terms of the domain model. 
 
Note that the CXS functionality is implemented by three components: CTX (Context 
engine), CKB (Context Knowledge Base) and CAM (Context Addressable 
Messaging). The following briefly explain purposes of each component: 
 

- CKB (Context Knowledge Base): This component is used for storing context 
information. It translates a supplied domain model file at middleware start up 
and maps it to corresponding tables in the MDS. This component is not 
normally used by end users applications. It will be used by other MIDAS 
components. One example of usage is that the CTX uses CKB APIs to store 
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and retrieve domain instances to and from the MDS. These domain instances 
represent environmental data or context set by end users applications. 

- CTX (Context engine): The functionalities of this component are to store, 
retrieve, and synthesize context information to be used by end-user 
applications. The underlying logic of the CTX uses the CKB to store context 
into the shared data space. 

- CAM (Context Addressable Messaging): This component gives an application 
a possibility to send messages to MIDAS nodes by using specific contexts 
instead of supplying IP addresses. For example, we can send messages to all 
nodes which have a role of administrator, instead of finding out every 
administrator’s IP and sending messages using IP. 

 

Common Functions (CFG) 
This component provides common functionality that is identified as being useful for 
applications implementing mobile services, or is not covered in any of the other 
middleware components. Other middleware components also use these common 
functions so that they do not have to duplicate common logic. The following is a set 
of example common functions that have been identify as a need for application 
developers. 
 
- Time Management: Functionality to request suspension for execution for a specified 
time and to be notified after a specified time. 
- Storage Management: Functionality to get information about which device storage 
resources exists, is available for use, and the possibility to control these resources. 
- Battery & Power Management: Functionality to get information about battery and 
power status. 
- Error Handling: Functionality to provide a common and uniform error reporting and 
handling system.  
- Logging: Functionality to provide a common and uniform logging mechanism. 
 

Deployment Component (DPL) 
Deployment Component is the component that is the subject of this thesis. The goal of 
application deployment is to get the right application to the right user on the right 
node. The first step, to achieve this goal, is installation of the MIDAS middleware. It 
is assumed in this thesis that public end users have pre-installed the MIDAS 
middleware on their nodes (e.g. a web-site, or via cd). Having the MIDAS 
middleware in place, the user is ready to connect to a service. More applications can 
now be deployed on top of the MIDAS middleware. The task of deploying mobile 
applications belongs to the deployment module. In Section 3, we will brief the 
requirements that the deployment module should fulfill. Basic functionalities of the 
deployment module and what it can do in the current prototype will also be discussed. 

2.5 MIDAS Mobile Service Architecture 

This section will describe service architecture in MIDAS. In MIDAS project, as 
explained in Section 2.3, the term “service” can be realized as a collection of 
applications. A service is designed to serve a particular event, e.g. sport event. There 
can be one or several applications in a service. These applications might have several 
instances that run on different nodes. In order to have a better overview picture, we 
can break down MIDAS service architecture into 4 levels, which are Domain Level, 
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Service Level, Application Level, and Application Instance Level as shown in Figure 
4.  

 
Figure 4: Relationship between domains, services, applications [13] 

 
Figure 4 [13] shows the relationship between domains, services and applications. The 
domain is a type of an event. When an event organizer decides to use MIDAS as a 
base platform to provide services to the end users, a context model has to be created. 
In the domain level the event organizer or the domain responsible will create a file 
describing entities in the domain and define their relationship and properties. After 
that this file will be used by the CXS component described earlier in Section 2.4. 
 
Then comes to the service level, there can be several service creators who provides 
different services to the end users in the same domain. In MIDAS a mobile service, is 
realized using a set of co-operating applications. These applications do not need to run 
on the same node since each of them does separate tasks. However, these applications 
are designed such that they cooperate to achieve the operational goal of a particular 
domain. In the application level, each application in a service can be developed 
independently. They can even be developed by the different company since the 
communication of these applications is handled by the CRT component of the 
MIDAS middleware. When deploying applications, we are now in the application 
instances level. The application executables are downloaded to the physical devices. 
The application is then started on top of the MIDAS middleware running on the node. 
The middleware on each device gives each application an access to the MIDAS 
network. 
 
Referring back to a cyclist event example in Section 2.3, the domain in this case is a 
cyclist event. In the domain, there can be many services but, in our example, a real-
time tracking of cyclists’ positions service is offered to end users. As stated earlier, 
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two applications have been developed to serve this service. One is used by an 
administrator to update the position of each cyclist. Another is used by users to see 
these positions on their devices. Even though we have only 2 applications in our 
example, there can be many instances of these application. The position viewer 
applications, for instance, can be deployed on many users’ devices. 
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3 Context aware deployment 

3.1 DPL Example Usage Scenario 

Section 3 is intended to describe how the deployment module (DPL), which is the 
product of this thesis, will helps both the application administrator and the end-user 
with the application installation process. As mentioned earlier in Section 1 that the 
next generation mobile application deployment might need “context” to help mobile 
users aware of what applications are available to them. The idea of this thesis is to 
develop the deployment module that employs the “context awareness” functionality of 
the MIDAS middleware. As a result, the deployment module developed in this thesis 
will work as one of the MIDAS middleware component which eases the installation 
process of next generation mobile applications. The chapter will explain what the 
requirements the deployment module should implement. Then, the functionalities of 
the prototype will be shown. Before going through all that, we will start by the 
example usage scenario of the deployment module in the MIDAS middleware so that 
the overview picture can be seen. 

 
Figure 5: DPL example usage scenario [2] 

 
Let’s take an example where a train station provides the on-the-go ticket service to 
their customers. Figure 5: DPL example usage scenario [2] shows the case where the 
user is presented with a service when the customer enters wireless coverage. At first, 
the application administrator at the train station receives the ticket booking 
application from the developer. This ticket booking application allows the customer to 
check the time table of the train leaving from the station and book the ticket if he/she 
wants to. The application administrator will setup the rule that when the customer 
enters the wireless network coverage, the customer will be presented with the ticket 
booking application. Then, the administrator has to attach this rule to the application 
and make the application available for the customer to download and install. Later 
when the customer walks in to the wireless coverage, he/she is then presented with the 
ticket booking application. If the customer chooses to launch the application, the 
application is downloaded and installed automatically on his/her device. No complex 
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installation is required by the customer. From this scenario, the deployment module of 
the MIDAS middleware can satisfy this requirement. Next section will explain what 
requirements the deployment module should satisfy. Since the MIDAS middleware is 
not designed only to fit the presented example scenario, the requirement should be 
generic such that it can be easily adapted to fit different scenario. 

3.2 DPL Requirements 

In this section, we will present the requirements that should be satisfied by the 
deployment module. Since the deployment module is one of the components in 
MIDAS middleware, the requirements in this section are collected from the overall 
requirement of MIDAS project [14]. The following table shows the list of requirement 
descriptions and how the deployment module satisfies them. 
 

Requirement Description Solution Explanation 

The MIDAS service architecture must aid 
service providers in the fast setup and 
deployment of new services. 

Administrator can use the API provided 
by the DPL to install applications. These 
applications will be stored in MDS which 
will be available to every user node. 

MIDAS must provide services for fast 
and simple distribution of applications to 
new nodes joining the network. 

As new node joins the network, the data 
stored in the MDS on other nodes will be 
automatically available to a newly joined 
node. Then it can use the same 
applications as the other nodes do. 

When a user has registered to a service, 
the right applications must be installed on 
his terminal. 

Condition Manager sub-component in the 
DPL will take care of monitoring user 
context. If the user’s current context 
matches the context condition specified 
by a system administrator, then the list of 
applications will be presented to the user. 

The middleware must have functions for 
"browsing" what user services are 
available. 

The DPL provides an API for registering 
a call-back. When Condition Manager 
sub-component detects that the condition 
is fulfilled, the user registered for a call-
back will be presented with a list of 
available applications. 

Table 2: DPL requirements 

3.3 DPL Functionalities 

The main task of the DPL is to act as an application management system in MIDAS 
middleware. Its functions are to distribute, install/uninstall, and present to a user a list 
of applications that can be installed and launched in a particular context. The 
underlying mechanism should be transparent to the users as much as possible. To 
achieve such a system, the following four main basic functionalities are provided by 
the DPL. 
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Functionality Description Input 

Install Used by an application administrator to 
distribute an application to MIDAS user 
node that has connectivity to a MIDAS 
network. The administrator will prepare a 
bundle of applications which contains the 
application binary and a descriptor 
describing both context condition and 
launching command. 
 

Application bundle 

Uninstall Used by an application administrator to 
uninstall applications. When an application 
is uninstalled, it is made unavailable such 
that the binary itself can not be downloaded. 

Application 
descriptor 

Register 
listener 

Used by MIDAS user node to register a 
listener to be notified when the context 
condition is fulfilled. A user node that 
registers to the DPL will be presented with a 
list of applications if the node’s context 
matches the condition specified by an 
application administrator. 

Callback object 

Launch Used by MIDAS user node to launch an 
application. After being presented with a list 
of applications and their IDs, the user can 
enter the selected ID to the DPL, which will 
launch selected application. 

Application ID 

Table 3: Four main basic functionalities of the DPL. 

 
Table 3 only shows the basic functionalities of the DPL. The implementation details 
as well as some vocabularies used will be explained in Section 4.  

3.4 Detailed functionalities provided in this release 

The following points show functionality that will be provided by the DPL. More 
detail, including terminology, is presented in Section 5. 

 

1. Automatic distribution of application binaries to all MIDAS 

user nodes. After an application administrator has used the APIs to 

install a distribution bundle, all application binaries inside the 

bundle will be available to all MIDAS nodes in the shared data 

space (MDS). 

2. Disabling download of application binaries to the user’s file 

system. When an application administrator uses “uninstall” feature 

of the DPL. After this function is applied, it is not possible for a 

MIDAS node to download application binaries to the file system 

because they have been removed from a shared data space. 
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3. Automatic download of the binaries to the file system when 

launching. If there are no binaries for an application presented in 

the file system when the user launches an application, the binaries 

will be automatically downloaded from the shared data space 

(MDS) and put into appropriate directories. 

4. Notification of available application according to user’s current 

context. If a user registers himself to the DPL, he will receive a list 

of available application when his current context matches the 

context condition. 

5. Many dependencies in one application supported. One 

application can contain more than one binary. Each binary will be 

assigned with a unique ID by an application administrator. Thus, an 

application can refer to these binaries according to their IDs. 

6. Arbitrary form of an application binary is allowed. As long as 

the binary is designed for the targeted device and launching 

command is specified in an application descriptor, the DPL will be 

able to launch the selected application. 

7. Specification of context condition in a bundle descriptor. This 

way, an application administrator can take any application out of the 

shelf and specify the context condition in the descriptor when he 

wants the application to be launched. So, the application 

administrator does not need to re-compile the application when he 

wants to change the context condition. 
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4 Application and distribution bundle 
The goal of this section is to give the reader the background concept of how the 
deployment module manages applications. Since the deployment module has its own 
concept of ”application” and ”package”, the section is meant to clarify the definition 
of these 2 vocabularies used to avoid confusion. There are several ”descriptor” files 
that are used to specified relationship between ”application” and ”package” and they 
are going to be discussed in this section as well. Actual binaries files and the 
descriptors have to be stored in a specific structure so that the deployment module 
knows where to locate them. These entire concepts will be presented before the 
discussion of internal architecture of the deployment module in Section 5. 
 
XML is chosen as a format of several types of descriptor files used by the deployment 
module. There are several reasons why XML is employed in this thesis. Firstly, XML 
provides simplicity and it can be easily understood by both the document authors and 
programmers. XML also provides extensibility. It has hierarchical structure which 
allows sub-elements to be added to serve more complex future requirements. Even 
though XML validation of the descriptor files is not implemented in the prototype 
developed in this thesis, XML provide the validation features against different types 
of schema, which help document authors to create valid descriptor files for the 
deployment module. For these mentioned reasons, XML is regarded as a suitable 
format of descriptor for the deployment module. 

4.1 File system structure 

In the distribution process, an application administrator has to prepare a set of files 
that he wants to make available to every MIDAS node. These files must first reside on 
an administrator’s file system and later be available for downloading. When 
distributed files have been downloaded to MIDAS user node, they must also be stored 
on the user’s file system in an organized way such that the deployment module can 
easily build and run applications. 
 
In Section 4.4, we will show that an application administrator will use a ZIP tool to 
bundle files before distribution an application. We will now refer to this bundle as a 
distribution bundle. Since a distribution bundle comes in the form of ZIP format, the 
deployment module has to extract the bundle to the local file system before 
distributing the content. However, the deployment module does not only simply 
extract, but also evaluates a “bundle descriptor” file. The detail of what information is 
contained inside a bundle descriptor and its syntax will be presented in Section 4.4. 
For now, we just recognize a bundle descriptor as an XML file explaining content 
inside a distribution bundle. 
 
After the content of a distribution bundle is extracted to the file system, they will be 
stored in specific directories organized in a certain structure. We will shortly see that 
if we maintain the directory structure of each MIDAS node as described, each file can 
be reused in many applications distributed at different times. If some files can be 
reused, we can save downloading time because some file might be common for many 
applications. In this section, we will demonstrate how each file is stored on MIDAS 
node’s file system. 
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Considering the file system structure in Figure 6, each MIDAS node contains a 
directory called “apprep”. The “apprep” directory contains 4 other main 
subdirectories, namely: “apps”, “pckgs”, “exec” and “tmp” each having its own 
purposes described in Table 4. When a user wants to launch an application, all 
necessary files (that are distributed by application administrators) will be downloaded 
and placed in the appropriate directories. 
 

Directory Purpose 

apps Contains application descriptors (application.xml) already 
installed on MIDAS node 
 

pckgs Contains packages and package descriptor (package.xml) 
already installed on MIDAS node 

exec Acts as a root directory of currently running application. In 
the application root directory, it will contain deployment 
descriptor (deployment.xml) 

tmp Holds files extracted from a distribution bundle when an 
application administrator installs an application. 

Table 4: Purpose of each sub-directory inside “apprep”. 
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Figure 6: File system structure for application deployment on MIDAS node. 
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Descriptor 

filename 

Descriptor written 

name 

Purpose 

deployment.xml Deployment descriptor Stating how to launch an application 
in the application root directory 

bundle.xml Bundle descriptor Stating the content of a distribution 
bundle 

package.xml Package descriptor Stating information of a package 

application.xml Application descriptor Stating information of an application 
Table 5: Summary of all descriptors and their purposes. 

 
Table 5 lists different types of descriptor that is involved in the deployment module. 
Note that detailed explanation of specific terms and the detail purpose of each type of 
descriptors will be explained in Section 4.2 and Section 4.5. 

4.2 Application structure 

Before we elaborate on the internal architecture of the deployment module, we will 
give a definition of the term “application” that we are going to use in this deliverable. 
An application consists of many files organized in a certain structure. Each 
application will have its application root directory. For this release, an application root 
directory is located inside “exec” directory with its application ID as application root 
name. When a user wants to launch an application, all relevant files will be copied 
into the application root directory. Inside the application root, there might be sub-
directories containing executables and other resources. All these files inside the 
application root will be regarded as binary files, except the one named 
deployment.xml. This deployment.xml is a text file written in XML describing 
application information such as name, version, etc. It also states the command that is 
used to launch an application. Figure 7 illustrates an example structure inside the 
application root. 
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Figure 7: Example application structure. 

 
The application root directory, APP_ID1, contains two sub directories which are “lib” 
and “res”. All files inside the “exec” directory (“lib_1.jar”, “lib_2.jar”, “pic.jpg”, 
“text.txt”, and “app.jar”), except the deployment.xml are considered to be binary files. 
We will, from now on, refer to these binaries files as “packages”. Each package will 
have its own unique id given by an application administrator. Breaking applications 
into many packages gives us the advantage to reuse the same package in more than 
one application. 

4.3 Deployment descriptor 

As discussed in Section 4.2, each application has a main file called the 
deployment.xml. This file will now be referred to as the “deployment descriptor” file 
and resides in the application root directory and describes all information about an 
application including the ID of an application, its name, description, and version. The 
command used to launch an application is also stated in this file. In order to 
understand this in more detail, the following listing shows an example deployment 
descriptor file: 
 
<?xml version='1.0' encoding='iso-8859-1' ?> 

<deployment> 

    <appId>APP_ID1</appId> 

    <appName>My Sample Application</appName> 

    <appDescription>This is a sample application</appDescription> 

    <appVersion>1.0</appVersion> 

    <launchcmd> 

        <command>java</command> 

        <argument>-classpath</argument> 

deployment.xml 

lib_1.jar 

lib_2.jar 

APP_ID1 

lib 

res 

pic.jpg 

text.txt 

app.jar 

exec 
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        <argument>lib/lib_1.jar;lib/lib_2.jar</argument> 

        <argument>app.jar</argument> 

        <argument>resource</argument> 

        <argument>res/pic.jpg</argument> 

     </launchcmd> 

</deployment> 

Listing 1: Sample deployment.xml file. 

 
The meaning of each tag in the deployment.xml is explained as follows: 

• <deployment> - a root element for an deployment descriptor file 

• <appId> - a unique id of an application 

• <appName> - a textual name of an application 

• <appDescription> - a textual description of an application 

• <appVersion> - a version of an application 

• <launchcmd> - a root element for launch command of an application 

• <command> - a launch command for this application 

• <argument> - an argument for the specified launch command 

4.4 Distribution bundle and bundle descriptor 

A distribution bundle is a ZIP file that contains one or more packages, which are parts 
of one or more applications, and a bundle descriptor. Since an application may 
contain more than one file, one application may be separated into several bundles. 
This will give more flexibility when we want to change only some libraries within an 
application. Each package inside the bundle may be referenced by many applications. 
As it can be seen in Figure 7, a system administrator may want to upgrade only 
lib_1.jar so he will create one distribution bundle. This bundle will contain lib_1.jar 
and a bundle descriptor file, bundle.xml, stating a content of the bundle and an action 
to be performed. The following bundle descriptor is used by a system administrator to 
distribute new lib_1.jar: 
 
<bundle> 

    <install> 

        <package> 

            <packageId>PCK_ID1</packageId> 

            <packageName>My First Package</packageName> 

            <description>This is the first package</description> 

            <version>1.0</version> 

            <filename>lib_1.jar</filename> 

        </package> 

    </install> 

</bundle> 

Listing 2: Sample bundle.xml used to distribute new library. 

 
A bundle descriptor is not only used to distribute packages, but it can also be used to 
distribute an application. Consider the following bundle.xml file: 
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<bundle> 

    <install> 

        <application> 

            <appId>APP_ID1</appId> 

            <appName>My Sample Application</appName> 

            < appDescription> 
                This is a sample application 

            </appDescription> 

            <appVersion>1.0</appVersion> 

            <require> 

                <package> 

                    <packageId>PCK_ID1</packageId> 

                    <dest>./lib</dest> 

                </package> 

                <package> 

                    <packageId>PCK_ID2</packageId> 

                    <dest>./lib</dest> 

                </package> 

                <package> 

                    <packageId>PCK_ID3</packageId> 

                    <dest>./res</dest> 

                </package> 

                <package> 

                    <packageId>PCK_ID4</packageId> 

                    <dest>./res</dest> 

                </package> 

                <package> 

                    <packageId>PCK_ID5</packageId> 

                    <dest>.</dest> 

                </package> 

            </require> 

            <launchcmd> 

                <command>java</command> 

                <argument>-classpath</argument> 

                <argument>lib/lib_1.jar;lib/lib_2.jar</argument> 

                <argument>app.jar</argument> 

                <argument>resource</argument> 

                <argument>res/pic.jpg</argument> 

            </launchcmd> 

            <condition> 

                 <statement> 

                     <instance>Attakorn</instance> 

                     <propName>location</propName> 

                     <propValue>AppearNetworks Office</propValue> 

                 </statement> 

                 <eventType>OnEnter</eventType > 

            </condition> 

        </application> 

        <package> 

            <pckgId>PCK_ID2</pckgId > 

       <pckgName>My Second Package</pckgName> 

       <description>This is the second package</description> 

       <version>1.0</version> 

            <filename>lib_2.jar</filename> 

       </package> 

        <package> 

            <pckgId>PCK_ID3</pckgId> 

            <pckgName>My Picture</pckgName> 

            <description>This is a picture</description> 

            <version>1.0</version> 

            <filename>pic.jpg</filename> 
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        </package> 

        <package> 

            <pckgId>PCK_ID4</pckgId> 

            <pckgName>My Text File</pckgName> 

            <description>This is a text file</description> 

            <version>1.0</version> 

            <filename>text.txt</filename> 

        </package> 

        <package> 

            <pckgId>PCK_ID5</pckgId> 

       <pckgName>My First Application</pckgName> 

       <description>This is the first application</description> 

       <version>1.0</version> 

            <filename>app.jar</filename> 

        </package> 

    </install> 

</bundle> 

Listing 3: Sample bundle.xml used to distribute a new application. 

 
The example in Listing 3 shows how an application administrator can distribute an 
application that has a structure shown in Figure 7. The distribution bundle will, in this 
case, contain the following files: lib_2.jar, pic.jpg, text.txt, app.jar, and bundle.xml. 

Notice that PCK_ID1 is referenced in <require> tag but not in the distribution 
bundle. In this case, PCK_ID1 has already been installed as in Listing 2. All this 
information is used by the deployment module to generate the deployment.xml file 
described previously. 
 
The following explain the meaning of each tag used in Listing 2 and Listing 3: 

• <bundle> - a root element of bundle descriptor file 

• <install> - an element stating action (in this case, distribute) to be 

performed with the content of this element. This element can contains two 

kinds of content: <application> and <package> 

• <application> - a root element of an application to be distributed. The 

content of this element contains the following tags 

o <require> - an element stating required packages for this 

application. It contains the <package> tag that has the following 

elements 

� <packageId> - the required package id 

� <dest> - the destination directory that the package file should 

be placed when launching an application. Note that this 

directory is relative to an application root. We use “.” to denote 

the root of an application 

o <launchcmd> - an element containing a command as well as its 

argument to launch an application. It contains the following elements: 

� <command> - the command used to launch an application 

� <argument> - an argument for launching the command 

o <condition> - a context condition that can trigger launch of this 

application. It contains the following elements: 

� <statement> - a statement of this condition. It has the 

following elements 

• <instance> - an instance name 
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• <propName> - a property name of an instance 

• <propValue> - a property value of an instance 

� <eventType> - an event type of this condition. It can be either 

“OnEnter” or “OnLeave” 

• <package> - a root element of a package to be distributed. The content of 

this element contains the following tags: 

o <pckgId> - the unique id of a package 

o <pckgName> - the textual name of a package 

o <description> - the textual description of a package 

o <version> - the version of a package 

o <filename> - the package’s filename 

 

Notice that when an administrator distributes an application, he has to specify in 

which condition (inside <condition> tag) this application should be presented to the 
end users. The example presented in Listing 3 shows that application APP_ID1 
should be presented to the node “Attakorn” when its location is “AppearNetworks 
Office”. 
 
In the case that an application administrator wants to make applications or packages 
unavailable for downloading, he will create a bundle.xml file containing “uninstall” 
action and a list of packages and/or application IDs. Note that packages specified by 
these IDs will not be removed from an administrator node. They will only be made 
unavailable such that other MIDAS nodes cannot download these files. The following 
shows an example of bundle.xml file when an administrator wants to uninstall both 
application and packages. 
 
<bundle> 

    <uninstall> 

        <application> 

            <appId>APP_ID1</appId> 

        </application> 

        <package> 

            <pckgId>PCK_ID2</pckgId > 

       </package> 

        <package> 

            <pckgId>PCK_ID3</pckgId> 

        </package> 

        <package> 

            <pckgId>PCK_ID4</pckgId> 

        </package> 

        <package> 

            <pckgId>PCK_ID5</pckgId> 

        </package> 

    </uninstall> 

</bundle> 

Listing 4: Sample bundle.xml used to uninstall application and packages. 

4.5 Package descriptor and application descriptor 

Considering examples shown in Listing 2 and Listing 3, an application administrator 
wants to distribute an application which has a structure shown in Figure 7. He chooses 
not to distribute all packages at once. Instead, he first creates a bundle that contains 
lib_1.jar and a bundle descriptor as in Listing 2. After using an API provided by the 
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deployment module to distribute lib_1.jar, the package file (lib_1.jar) will be stored 
in the “pckgs” as in the following picture 

 
Figure 8: "pckgs" directoy after installing lib_1.jar 

 
We can see that the deployment module creates a new directory which has the same 
name as the unique ID of lib_1.jar. This information can be read from the bundle 
descriptor when distributing a package (e.g. PCK_ID1). The actual package file will 
be placed inside the created directory. In addition the deployment module also creates 
a file called package.xml. We will from now on refer to this file as a “package 

descriptor”. Its task is to give the information of the package file in this directory. The 
following shows a package descriptor of the package shown in Figure 8. 
 
<package> 

    <pckgId>PCK_ID1</pckgId> 

    <pckgName>My First Package</pckgName> 

    <description>This is the first package</description> 

    <version>1.0</version> 

    <filename>lib_1.jar</filename> 

</package> 

Listing 5: Sample package.xml file 

 
The information shown in Listing 5 is the same as in the bundle descriptor file in 
Listing 2. In fact, the deployment module extracts the information from Listing 2 and 
creates a new package.xml file to contain this information. 
 
The next step is to distribute other packages needed for this application. Consider 
again the bundle descriptor shown in Listing 3. This time, an application administrator 
not only distributes many packages at once, but also states packages that are required 
to launch the application. Let’s first take a look what will be contained inside “pckgs” 
directory after distributing packages using bundle descriptor in Listing 3. 

pckgs 

lib_1.jar 

package.xml 

PCK_ID1 
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Figure 9: "pckgs" directoy after using Listing 3 to install packages. 

 
Notice in the Listing 3 that, an application administrator makes a new application 

available to all user nodes. If an <application> tag is introduced in the bundle 
descriptor, the deployment module will create a directory that has the same name as 
an application unique ID inside “apps” directory. The purpose of this newly created 
directory is to host a file called application.xml. We will now refer to this file as an 
“application descriptor”. This application descriptor will be used by the deployment 
module to build an application when a user wants to launch it. The following picture 
shows the content of “apps” directory after using Listing 3 to install an application. 

 
Figure 10: "apps" directoy after using Listing 3 to install an application. 

 
The content of application.xml presented in Figure 10 is shown below. Again, we can 
clearly see that all the information is retrieved from the bundle descriptor file. 
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<application> 

    <appId>APP_ID1</appId> 

    <appName> My Sample Application </appName> 

    <appDescription>This is a sample application<appDescription> 

    <appVersion>1.0</appVersion> 

    <require> 

        <package> 

            <packageId>PCK_ID1</packageId> 

            <dest>./lib</dest> 

        </package> 

        <package> 

            <packageId>PCK_ID2</packageId> 

            <dest>./lib</dest> 

        </package> 

        <package> 

            <packageId>PCK_ID3</packageId> 

            <dest>./res</dest> 

        </package> 

        <package> 

            <packageId>PCK_ID4</packageId> 

            <dest>./res</dest> 

        </package> 

        <package> 

            <packageId>PCK_ID5</packageId> 

            <dest>.</dest> 

        </package> 

    </require> 

    <launchcmd> 

        <command>java</command> 

        <argument>-jar</argument> 

        <argument>HelloSwing.jar</argument> 

        <argument>HelloSwing</argument> 

    </launchcmd> 

    <condition> 

        <statement> 

            <instance>Attakorn</instance> 

            <propName>location</propName> 

            <propValue>AppearNetworks</propValue> 

        </statement> 

        <eventType>OnEnter</eventType> 

    </condition> 

</application> 

Listing 6: Sample application.xml file. 

 
Now, all files that are needed to launch the application are stored on the 
administrator’s file system. The deployment module will make these files available to 
all MIDAS nodes. The detail of how to make these files available for other node to 
download will be discussed later in the technical architecture section, Section 5. For 
now, we will assume that, these files are made available for downloading and see 
what happens to the file system of the node that wants to launch this application. 
 
When a MIDAS node wants to launch an application, it will provide an application ID 
to the deployment module. The node that wants to launch an application will be 
referred to as a user node. The deployment module will then download all files that 
are necessary for the selected application and place them in “apprep” directory. In 
order to know which files are necessary for selected application, the deployment 
module will first download application.xml that has the same application ID as 
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provided by the user’s input. This application.xml will be placed in “app” directory 
and we can expect that the structure of “app” directory of the user node will be the 
same as in Figure 10. Since the application.xml contains the information about all the 
needed packages, the deployment module will retrieve package IDs inside this file. 
According to these IDs, the deployment module will download packages and 
corresponding package.xml files. These files will be placed in “pckgs” directory and it 
should now have the structure as shown in Figure 9. 
 
After all necessary files have been downloaded, the deployment module will build the 
selected application. Containing inside application.xml the structure of an application 
root directory, the deployment module will copy all the required packages from 
“pckgs” directory and placed them into appropriate directories relative to “exec” 

directory according to <dest> tag. The “exec” directory will now be the application 
root and it should have the structure as shown in Figure 7. 
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5 Deployment module architecture 

5.1 MDS based application deployment 

MDS acts as a shared data space for every node in the MIDAS network. Each node 
can insert data to and retrieve data from this data space as if it is a centralized 
database system. We can use standard SQL command to perform queries to the MDS. 
Even though the actual table might not reside on the local node, the MDS will 
automatically forward the query to the node that has the table instance. Then the result 
will be sent back to the node that originates call. An overview of how this mechanism 
works inside the MDS is provided in Appendix A: Locating table instances in MDS. 

 
In this thesis, we will employ the virtually centralized nature of the MDS as a mean to 
distribute context-aware applications. We mention in the previous section that all 
descriptor files as well as packages are made available in the shard data space after an 
application administrator has distributed an application. It is actually the MDS where 
all files will be stored. Applications will be inserted into the shared data space so that 
they are made available to every MIDAS node (refer to Table 1 for different types of 
nodes in MIDAS network). The deployment module will provide APIs to application 
administrators to store applications in the MDS. When end users want to launch an 
application, the deployment module will take care of downloading and building 
application automatically. 

5.2 Relationship with other components of MIDAS 

 
Figure 11: Relation of the DPL to other MIDAS components. 

 
Applications distributed by system administrators must be accessible by every 
MIDAS user node. Moreover, these applications are specified with a context 
condition for actions to be performed. Therefore, the DPL will mainly have 
interactions with CKB and MDS components in the middleware. The DPL will 
retrieve context conditions added by system administrator and periodically check with 
the CKB whether these conditions are satisfied or not. When the DPL finds out that 
conditions have been fulfilled, it will notify a user with a list of applications that 
fulfill the conditions. When the DPL is going to launch an application, it will fetch the 
application from the MDS. Since the MDS has a distributed nature, applications 
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installed by application administrators will be accessible by every MIDAS user node 
(MDS query will be automatically send to the node that contains selected application). 

5.3 Overall design used as the basis for this implementation 

 
Figure 12: DPL sub-components 

 
We can separate tasks that the DPL need to operate into many small sub tasks. Since 
the DPL has to communicate with other MIDAS components, mainly CKB and MDS, 
as well as to manage files stored in a MIDAS node’s file system, the DPL module is 
broken into sub-components. Each sub-component has its own specific task. This 
way, it is easier for middleware developer to maintain and upgrade the functionality 
of the DPL later. 
 
The DPL consists of the following subcomponents. The detailed explanation for each 
sub-component is located in the “DPL Sub-components” Section 5.5 
 

• Condition Manager – this sub component will periodically check if there are 

applications that satisfy context conditions specified by application 

administrator. If satisfied applications are found, it will notify a user with a list 

of satisfied applications. 

• Extractor – this sub component handles extraction of distribution bundles to 

the “tmp” directory. The content inside “tmp” directory will later be stored 

into the MDS. 

• Executor – this sub component creates a new process when a user launches an 

application. 

• Descriptor Engine – this sub component handles the mapping between xml 

descriptors and java objects. 
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• Version Manager – this sub component will synchronize content on a node’s 

file system to the database. 

• Data Access – this sub component is a contact point between the DPL and the 

MDS. It performs insert, update, and delete operations to the database tables. 

5.4 Database Tables 

 
Figure 13: DPL database tables. 

 
The deployment module will use MDS as a mean to distribute applications. Figure 13 
shows tables and their fields that are needed to the DPL. Note that all the fields have 
TEXT set as their type. The reason for this is that the current version of MDS does not 
support binary data. Therefore, we have to; instead, transform all binary data into 
TEXT type. Table below shows the functions and responsibilities of each database 
table of the deployment module. 
 

Table name Function 

Applications This table keeps the binary (converted to TEXT) of 
application.xml and meta-data regarding distributed 
applications. It has the following fields: 

• appID – application id 

• appDescriptor – application.xml binary 

• appName – name of application 

• appDescription – description of application 

• appVersion – version of application 

Packages This table keeps the binary (converted to TEXT) of packages 
and meta-data regarding distributed packages. It has the 
following fields: 

• pckgID – package id 

• pckgBin – package binary 

• pckgName – name of package 

• pckgDescription – description of package 

• pckgVersion – version of package 

• pckgFilename – filename of package 

* 
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Conditions This table keeps the information of context information that 
triggers notification to end users. It has the following fields: 

• condID – condition id 

• instanceName – instance name of condition statement 

• propName – property name of condition statement 

• propValue – property value of condition statement 

• eventType – event type of the condition 

AppCondMapping This table keeps the relationship between applications and 
conditions. It has the following fields: 

• appID – application id 

• condID – condition id 

AppPckgMapping This table keeps the relationship between applications and 
packages. I has the following fiels: 

• appID – application id 

• pckgID – package id 
Table 6: Functions of each database table in the deployment module. 

5.5 DPL sub-components 

We have mentioned in Section 5.3 that the deployment module contains sub-
components with different responsibilities. These sub-components are Condition 

Manager, Extractor, Executor, Descriptor Engine, Version Manager, and Data 

Access. The sub-components work in their own unique ways but cooperate with each 
other such that integrity is achieved. The following sub sections will explain the detail 
of each sub-component including its logic. 
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5.5.1 Condition Manager 

Retrieve conditions from 

Conditions table

For each conditions, 

check for satisfied 

applications

Create list of all satisfied 

applications

Send list satisfied 

applications to 

DplCallback objects

loop

 
Figure 14: Condition Manager flowchart. 

 
The Condition Manager sub-component is a contact point between the DPL and the 
CKB. Its main responsibility is to periodically check with the CKB if conditions 
specified by an application administrator are fulfilled. If a condition is fulfilled, the 
Condition Manager sub-component will notify a user with a list of available 
applications. 
 
Figure 14 shows the Condition Manager sub-component logic. Referring back to the 
“Database tables” in Section 5.4, when an application administrator distributes a new 

application, the information inside <condition> tag of the bundle descriptor will be 
stored in the Conditions table. Refer to Section 4.4 about the structure of bundle 
descriptor. The Condition Manager sub-component of every MIDAS node will 
periodically check for each record in the Conditions table. The Condition Manager 
sub-component then uses information of each record to check with the CKB whether 
the context condition is fulfilled. 
 
When the context condition is fulfilled, the Condition Manager sub-component uses 
the fulfilled condition to find satisfied applications from the AppCondMapping table. 
If satisfied applications are found, the Condition Manager sub-component creates a 
list of applications that satisfied the fulfilled condition. This list of application will 
then be sent to end users who register DplCallback objects to the deployment module. 
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5.5.2 Extractor 

This sub component is responsible for extracting a distribution bundle to “tmp” 
directory. As we know that a distribution bundle is in a ZIP format, the DPL will 
extract its content into temporary directory first before moving each package file into 
an appropriate directory. After the bundle is extracted, the Descriptor Engine sub 
component will interpret the bundle descriptor file and take further action. 

5.5.3 Executor 

 
 

Figure 15: Executor flowchart 

 
When an end user is presented with a list of available applications he can launch in 
the current context, he will choose an application he wants to launch and pass its ID to 
the Executor sub component. Figure 15 show the internal logic of the Executor. After 
it receives an application ID, it will search in “apps” directory for application.xml 
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regarding a particular application ID. If the application.xml is found, it will be parsed 
to get information about required packages. All corresponding packages and their 
package descriptor will be checked for their existence. Missing packages or 
descriptors will be automatically downloaded by the Version Manager sub component 
and put on the file system. After all necessary files are ready, the Executor will build 
an application, using “exec” directory as an application root. The launch command 
will be read from deployment.xml and new process will be created to host the selected 
application. 

5.5.4 Descriptor Engine 

There are different types of descriptor files involved in the process of deployment. 
The following, again, summarizes the function of each descriptor. 
 

• Bundle descriptor (bundle.xml) – This descriptor is included in an application 

bundle to state the content of a distribution. The content can be packages or 

application including context condition for launching. 

• Application Descriptor (application.xml) – This descriptor is a subset of 

bundle descriptor. It provides information about required packages, context 

condition and launching command for an application. Each application has its 

own application descriptor file and this file resides in “apps” directory. 

• Package Descriptor (package.xml) – This descriptor is a subset of bundle 

descriptor. It provides information about individual package such as id, name, 

version, etc. Each package has its own package descriptor file and it resides in 

“pckgs” directory. 

• Deployment Descriptor (deployment.xml) – This descriptor will be created 

when the Executor launch a selected application. It contains a launch 

command that is used to launch the deployed application. 

 
We can see that each descriptor file is written in XML format. The main task of the 
Descriptor Engine is to interpret different kinds of descriptor and map each tag to java 
objects so that other sub components can easily use information contained various 
descriptor files. 
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5.5.5 Version Manager 

 
 

Figure 16: Version Manager flowchart. 

 
The main task of Version manager component is to synchronize the content of each 
table in the MDS to the file system. We can separate into 2 cases 

• Install – As shown in Figure 16, when a new bundle is distributed, the Version 

Manager will move each package, previously extracted to “tmp” directory, to 

“pckgs” directory. Then, according to the bundle descriptor, the Version 

Manager will create corresponding application.xml in the “apps” directory as 

well as package.xml for each package. After all files are move and created, it 

will ask the Data Access component to store these files to the MDS. 

• Uninstall – If the action specified in the bundle descriptor is to uninstall 

applications or packages, the Version Manager will ask Data Access 

component to delete files from the MDS. 

5.5.6 Data Access 

The main task of Data Access component is to provide a contact point for the Version 
Manager to the MDS. The following operations are provided by Data Access 
component: 
 

• insertPackage – insert package into Packages table 

• insertApplication – insert application descriptor into Applications table 

• insertCondition –  insert context condition into Conditions table 
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• insertAppPck – insert relationship between an application and a package into 

AppPckgMapping table 

• insertAppCond – insert relationship between an application and a condition 

into AppCondMapping table 

• removePck – remove a package from Packages table 

• removeApp – remove an application descriptor from Applications table 

• removeAppPck – remove a relationship between an application and a package 

from the AppPckgMapping table 

• removeAppCond – remove a relationship an between application and a 

condition from the AppCondMapping table 

• getAppIds – get the list of applications that relates to package ID provided 

• getPackage – get the package from the provided package ID 

• getApplication – get the application descriptor from the provided application 

ID 

• getAllConditions – get all context conditions available in the Conditions table 

• getFullfilledApps – get the list of applications that fulfills a specified context 

condition 

5.6 Example internal interactions 

After presenting in the previous section how each sub-component works, we will now 
give an example scenario where an application administrator distributes a new 
application which a user chooses to launch. The following steps, as illustrated in 
Figure 17, can provide an overview how each sub-component interacts to each other 
internally. 
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Figure 17: Example interaction for distribute application. 

 
1. The administrator wants to install a distribution bundle so he invokes an 

administrative application and enters the location of the bundle he wants to 
distribute. 

2. The administrative application uses deployment API to install a bundle 
provided by the deployment module. 

3. The deployment module calls the Extractor to extracts the bundle to “tmp” 
directory. 

4a. The Descriptor Engine interprets the bundle descriptor extracted to “tmp” in 
the previous step and creates corresponding java objects from the bundle 
descriptor. These java objects will be used by the Version Manager.  

4b. The Descriptor Engine also creates java objects using information inside the 

<condition> tag of the bundle descriptor and passes it to the Condition 
Manager. 

5. The Version Manager read the information from java objects generated in step 
4a. It will create application.xml as well as package.xml files. Moreover, 
packages inside the distribution bundle will be put into their appropriate 
directories inside “pckgs”. 
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6. After putting all files into appropriate directories, the Data Access will 
serialize files into a binary stream. 

7. This binary stream is put into the MDS. 
8. At the same time that the Data Access serializes package files, the Condition 

Manager contacts the Data Access to store condition information contained in 
java objects generated in step 4b. 

9. The condition information is put into the MDS. At this stage, all packages and 
condition should be ready and users on other nodes can use them. 

10. Come to the user side, the MDS on the user side will notify the Data Access 
that there is a new condition installed by the administrator in the Conditions 
table. 

11. The Data Access will retrieve the condition information and generate java 
objects which contain condition information.  

12. Then the Condition Manager on a user node will use the retrieved condition to 
periodically check with the CKB whether the condition is fulfilled. 

13. When the condition is fulfilled, the Condition Manager will consult the Data 
Access to retrieve the list of applications that satisfy the fulfilled condition. 
Then the Condition Manager will return the list of applications to the user. 

14. The user selects which application to be launched from the list and use the API 
provided by the deployment module to contact the Executor to launch an 
application. 

15. This selected choice of application will be sent to the Version Manager to find 
out whether the application is already installed on the user’s local file system 
or not. 

16. If it’s not yet installed, the Version Manager will contact the Data Access to 
deserialize the selected application from the MDS to the user’s local file 
system. 

17. After deserialize application.xml and all the packages and putting them into 
the appropriate directories, the Version Manager will build the file structure in 
the working directory as stated in application.xml file. 

18. The Version Manager notifies the Executor that the building process is 
completed. 

19. A new process is spawned to launch the selected application or it will be 
launched in the same process as the middleware if it is a java application. 
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6 Prototype Implementation 

6.1 Development environment 

After we have described the architecture in Section 5, we are going to describe the 
environment that the deployment module is developed upon. Since the deployment 
module is a part of the MIDAS middleware, its development environment is basically 
the same as the MIDAS middleware. The hardware requirements for running MIDAS 
middleware can be separated into 2 categories, one for static nodes like central or 
gateway nodes, and the other for mobile nodes like user nodes. For static nodes, 
normal desktop computer nowadays usually have enough processing power to run the 
middleware. In contrast, for mobile node, the prototype is only targeted for Nokia 
N800 devices.  
 
Software requirements for running the MIDAS middleware, though, are similar for 
both static nodes and mobile nodes. Since the static node and mobile node are 
different type of device and operating system, the MIDAS project chooses Java 
language when developing the middleware. The advantage of Java is that only one 
baseline of the code is developed. This baseline can then be used for both static nodes 
and mobile nodes. Theoretically, after the JVM is installed on the device, there should 
be no differences between static nodes and mobile nodes. 
 
Since MIDAS middleware is developed in Java, we need Java runtime environment 
installed on the device that the MIDAS middleware runs on. For static nodes, they 
usually are desktop computer and we can use the runtime environment from Sun. 
Runtime environment version 1.4 or above is required to run the MIDAS middleware. 
Though, for mobile node which has the MIDAS middleware running on the Nokia 
N800, Cacao JVM is needed on the device. Cacao 0.98 or above must be installed in 
order to run the MIDAS middleware. 
 
After the JVM is installed on the device, we need to get the MIDAS middleware 
distribution and installed the middleware. This thesis will not cover the instruction on 
how to install and run the middleware. Refer to MIDAS Application Programmer 
Handbook [19] on how to do that. In the MIDAS middleware distribution, it includes 
all necessary libraries to run the middleware. Therefore, those required libraries must 
be in the classpath when the middleware starts up. The programmer handbook [19] 
has the detail on how to do that. However, there is one library that is specifically used 
by the deployment module and not other MIDAS components. The deployment 
module, especially in the Descriptor Engine sub component, need to interpret several 
XML files. For this purpose, we employ a third party library called “kXML 2” [2]. It 
is a light weight XML parser that can be run on mobile devices. The version that we 
currently use is 2.3.0. If all the software and hardware requirements are met, we can 
starts using the functionalities of the deployment module. Section 6.2 shows the APIs 
provided by the deployment module and examples. 

6.2 Provided APIs 

These methods are provided by the deployment module component. 
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• start() 

 
Purpose start() performs the start-up and needed initiation of DPL that must be done 

prior to using DPL services. This must be the first operation to be initiated. All 
other operations described below are unavailable as long as start() has not 
been performed. This method is only to be called by the main middleware 
instance. 

Prototype int start(Mw mw); 

Parameters -> mw A reference to the instance of the middleware itself, later 
used to access other components. 

Results If the function succeeds, the return value is 0. 
If the function fails, the return value is -1. 

Example Dpl dpl = new DplImpl(); 

dpl.start(this); 

 

• stop() 

 
Purpose stop() performs a forced termination of all DPL services. This includes that 

services provided to DPL users through the DPL API become unavailable to 
the users. The only valid operation following a stop() call is a startup() call. 

Prototype void stop(); 

Parameters   

Results The function has no return value. 

Example Dpl dpl = new DplImpl(); 

dpl.start(this); 

dpl.stop(); 

 

• install() 

 
Purpose This operation allows application administrator to distribute a new application 

to every MIDAS node. 

Prototype void install(File bundle); 

Parameters -> bundle A distribution bundle that contains package files and a 
bundle descriptor. This distribution bundle must be in the 
format of ZIP file. 

Results The function has no return value. 

Example Dpl dpl = (Dpl) mw.getRunningComponent("DPL"); 

dpl.install(new File("C:\\sampleapp.zip")); 
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• uninstall() 

 
Purpose This operation made the distributed applications and packages unavailable for 

downloading. After this operation is called, all packages and/or application 
specified in the bundle descriptor file will not be possible to download to the 
file system. 

Prototype void uninstall(File descriptor); 

Parameters -> descriptor A bundle descriptor file that specified packages and/or 
applications to be made unavailable. This bundle 
descriptor is written in XML format. 

Results The function has no return value. 

Example Dpl dpl = (Dpl) mw.getRunningComponent("DPL"); 

dpl.uninstall(new File("C:\\bundle.xml")); 

 

• registerCallback() 

 
Purpose This operation allows end user to register for notification when applications 

are available. The deployment module sends the list of applications to the 
DplCallback object registered by the end user. 

Prototype void registerCallback(DplCallback callback); 

Parameters -> callback DplCallback object to be notified when applications are 
available for launching. 

Results The function has no return value. 

Example public class SampleCallback implements DplCallback { 

    public static void main(String[] args) { 

        SampleCallback samp = new SampleCallback();         

        Dpl dpl = (Dpl) mw.getRunningComponent("DPL"); 

        dpl.registerCallback(samp); 

    } 

    public void notifyApps(FullfilledApp[] apps) { 

        for(int i=0; i<apps.length; i++){ 

            System.out.println("App ID: " + apps[i].getAppId()); 

            System.out.println("App Name: " + apps[i].getAppName()); 

            System.out.println("App Description: " + 

                                apps[i].getAppDescp()); 

            System.out.println("App Version: " +  

                                apps[i].getAppVersion()); 

        } 

    } 

} 

 

• launchApp() 

 
Purpose This operation allows an end user to launch an application specified by an 

application id. A new process is spawn to host the launched application. If all 
necessaries packages are not yet presented on the user’s file system, the 
deployment module automatically downloads required packages. 
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Prototype launchApp(String appId) 

Parameters -> appId An application id of an application to be launched. 

Results The function has no return value. 

Example Dpl dpl = (Dpl) mw.getRunningComponent("DPL"); 

dpl.launchApp("APP_ID1"); 

 
These methods are provided through the DplCallback interface. 

• notifyApps() 

 
Purpose This operation is implemented by an object that wants to be notified with a list 

of application meta data when a context condition is fulfilled. The deployment 
module calls this method and pass an array of application meta data as a 
parameter. An application developer can specify actions to be performed with 
these meta data (E.g. displaying these meta data one the screen) inside this 
method. 

Prototype void notifyApps(FullfilledApp[] apps); 

Parameters -> apps An array of application meta data. 

Results The function has no return value. 

Example public class SampleCallback implements DplCallback { 

    public void notifyApps(FullfilledApp[] apps) { 

        for(int i=0; i<apps.length; i++){ 

            System.out.println("App ID: " + apps[i].getAppId()); 

            System.out.println("App Name: " + apps[i].getAppName()); 

            System.out.println("App Description: " +  

                                apps[i].getAppDescp()); 

            System.out.println("App Version: " +  

                                apps[i].getAppVersion()); 

        } 

    } 

}  

6.3 Limitaion of current prototype 

The purpose of this section is to point out the limitations of the current prototype of 
the deployment module. These limitations can, of course be improved in the future. 
The followings discuss some of the limitations and possible improvements. 
 

• Unvalideated descriptor files: When distributing an application bundle, the 
application administrator have to create a bundle descriptor file which is in 
XML format. This descriptor, currently, is not validated againt any schema. If 
the administrator create a descriptor that is not compatible with the 
deployment module, it might cause the module not to function properly. In the 
future version, it is possible to implement descriptor validation feature and 
throw exception if the application bundle contains invalid bundle descriptor 
file. 

• Using string to search for existing packages: The application desciptor file 
contains a list of required package ids for an application. When launching an 
application, the deployment module use these ids to search locally if the node 
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contains the require packages. Currenty, the matching logic only uses the 
string id to match. It is possible that the package exist locally is not the same 
as the application administrator distribute. The possible fix is to add the MD5 
checksum in the matching logic. If the checksum of the actualy binary file is 
not the same, then the deployment module should download the correct one 
and use it instead of the current one existing on node. 
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7 Results of Preliminary Testing 

7.1 Overall approach to testing 

In Section 3.3, we have explained the 4 main functionalities (Install, Uninstall, 

Register listener and Launch) of the deployment module. Mostly, an application 
administrator will use Install and Uninstall features to distribute or disable application 
availability. In contrast, user nodes will register a listener to retrieve a list of available 
applications depending on their context and use Launch feature to launch a selected 
application. Section 5.6 “Example internal interactions” give a simple scenario when 
an administrator distributes an application and a user receive a notification of this 
application availability and launch it. We will simulate this scenario by creating an 
administrative application, which is used to Install and Uninstall applications, on an 
administrative node. Then, a simple browser application will be deployed on a user 
node to show which applications are available at a current time. A user can select an 
application he wants to lunch from this browser and the deployment module will 
automatically download necessary files and launch the selected application. 
 
The following shows a set of hardware and software that we are going to use for all 
testing in this section. 
 

Hardware specification 
Administrator node 

- Fujitsu LIFEBOOK S7110 Laptop CPU Core Duo 1.83 GHz 

- RAM 1.25 GB 

User node 
- Nokia N800 CPU 330MHz 

- RAM 128 MB 

 

Software specification 

Administrator node 
- Windows XP 

- J2SE 1.4 standard edition 

- MIDAS middleware version 7.2 

User node 
- Maemo OS2008 

- Cacao JVM version 0.98 

- MIDAS middleware version 7.2 

 

Connectivity specification 
- Wireless LAN 

7.2 Results of Functionality Testing 

For functional testing, we have setup 2 nodes; one represents an application 
administrator and another represent a user node. On administrator node, its task is to 
distribute and disable application availability. A small application has been created to 
perform these tasks. The administrative application will take an application bundle as 
and input. It then interprets a bundle descriptor file and performs action according to 
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what is stated in the bundle descriptor. The following shows a bundle descriptor for 
installing sample HelloWorld application that we are going to use in this experiment. 
 
<?xml version='1.0' encoding='iso-8859-1'?> 
<bundle> 

<install> 
   <application> 
         <appId>HelloWorldApp</appId> 
         <appName>HelloWorldApp</appName> 
         <appDescription>This is a HelloWorldApp.</appDescription> 
         <appVersion>1.0</appVersion> 
         <require> 
            <package> 
               <packageId>HelloWorldAppPckg</packageId> 
               <dest>.</dest> 
            </package> 
         </require> 
         <launchcmd> 
            <command>MIDASAppLauncher</command> 
            <argument>START</argument> 
           
 <argument>midas.apps.test.HelloWoldApp</argument> 
         </launchcmd> 
         <condition> 
            <statement> 
               <instance>awo_nokia</instance> 
               <propName>Firstname</propName> 
               <propValue>User1</propValue> 
            </statement> 
            <eventType>OnEnter</eventType > 
         </condition> 
      </application> 
      <package> 
         <pckgId>HelloWorldAppPckg</pckgId> 
         <pckgName>HelloWorldApp</pckgName> 
         <description>This is a HelloWorldApp.</description> 
         <version>1.0</version> 
         <filename>HelloWorldApp.jar</filename> 
      </package> 
   </install> 
</bundle> 

Listing 7: Sample bundle.xml used to distribute HelloWorld application 

 
Listing 7 simply says that we will distribute a HelloWorld application and this 
application should be available to user “User1” on node “awo_nokia”. In order to see 
this in action, we have created a simple application browser on a user node. This user 
node is set to have an ID of “awo_nokia”. The following figure shows the login 
screen to the sample application browser. 
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Figure 18: Login screen to sample application browser 

 
After an administrator distributes HelloWorld application using bundle.xml in Listing 
7 and a user login using “User1”, a user should see an application browser panel and a 
button to launch HelloWorld application as in Figure 19. 
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Figure 19: Application browser panel 

 
The following sub sections explain more test cases of the functionality testing of our 
deployment module. These testing employ both administrative application and 
browser application described earlier. 

7.2.1 Installing an application on an administrative node 

• Target: Checking that the DPL has extracted a distribution bundle and placed 

all files inside the bundle into appropriate directories. Also, we needed to 

check that these files (as well as the context condition) were stored in the 

correct tables in the database. 

• Expected result: The distribution bundle is extracted and package file is put in 

the correct directory. The package file is also serialized as a binary stream and 

stored in “Packages” table. All other tables are populated with the correct data. 

• Actual result: The DPL works as expected. 

7.2.2 Registering for a notification of a list of available 

applications 

• Target: Checking that the end user was notified when a new application was 

available. This can be seen from an application browser screen. If applications 

are available, their buttons should be shown on the screen. 

• Expected result: The button of application distributed in step 7.2.1 was shown 

on the application browser screen. 

• Actual result: The DPL works as expected. 
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7.2.3 Launching an application 

• Target: Checking that an application was downloaded and put into appropriate 

directories Also, we checked that the selected application was shown on the 

screen when the user clicked the button. 

• Expected result: All packages were downloaded and placed on the end user’s 

file system. The application descriptor should be created. Then, a selected 

application should be shown on a user’s screen. 

• Actual result: The DPL works as expected. 

7.2.4 Uninstalling an application from an administrative node 

• Target: Checking that an application was deleted from the tables in the 

database. Also, check that an end user was not able to download the 

application when it has already been uninstalled. 

• Expected result: Applications meta data as well as packages are removed from 

the tables in the database. The button to launch an application should be gone 

from the application browser screen. 

• Actual result: The DPL works as expected. 

7.3 Results of Performance Testing 

In this section, we will provide some measurement result regarding the performance 
of the deployment module. The measurement is performed in 3 different aspects. The 
following sub sections explain what performance testing have been done. 
 

Startup time of the DPL 
The first testing that is carried out is to measure how much time it takes for the 
deployment module to startup. Our approach here is to place logging of the time in the 
start() method of the deployment module. Then, we can calculate how much time it 
needs for the deployment module to startup. The test is done six times and the 
deployment module startup time is calculated as the average of the result. We will 
show the result of testing of a user node only since when we experiment with the 
administrator node it takes less than 1 ms to startup the deployment module. Note that 
the environment for testing is as explained in Section 7.1.  
 
The following table shows the startup time for a user node. 
 

Iteration MW Startup 

time (ms) 

DPL Startup 

time (ms) 

1 115486 162 

2 115473 618 

3 114012 161 

4 120151 163 

5 113223 177 

6 112349 493 

Average 115116 296 

Standard Deviation 2332.201 173.4208 

Table 7: DPL startup time for user node 
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As seen from Table 7, the deployment module only takes approximately 296 ms to 
startup on a user node. We can see that the startup time of the deployment module is 
only 0.26% of the overall startup time. Compare this time to the overall startup time 
of the middleware, the deployment module is not the bottleneck that degrade the 
performance of the middleware when startup. The performance on an administrator 
node is clearly not an issue since the node usually has very powerful computing 
power. 
 

CPU and Memory usage of the DPL during middleware startup 

The next testing is to measure CPU and memory usage of the deployment module 
during middleware startup. If CPU and memory usage is too high, it might decrease 
the responsiveness of the device to the user. In this testing, we will employ external 
tool called “hprof” [15]. It is a profiling tool that will collect the data for CPU and 
memory usage while an application is running. However, in this step, we will only 
perform testing on an administrator node. This is due to the limitation of JVM on 
Nokia N800 device. It has no “hprof” tool integrated with the JVM. This makes it 
impossible to collect CPU and memory usage. In this case, we will assume that the 
CPU and memory usage of the deployment module will not differ much on Nokia 
N800 and Laptop since we are using the same library for both nodes. 
 
In order to find out how much memory is used for the deployment module when 
startup, we run “hprof” tool during the startup of MIDAS middleware. The difference 
in memory usage when enable and disable the deployment module is then calculated 
to show the actual deployment module memory usage. Considering the result of the 
following table: 
 

 MW With DPL 

(Bytes) 

MW Without 

DPL (Bytes) 

DPL (Bytes) 

Memory Usage 76552048 76453176 98872 
Table 8: DPL memory usage during startup 

 
We can see from Table 8 that the whole middleware uses memory as much as 76 MB 
while the deployment module uses, approximately, only 100 KB of memory. Since 
Nokia N800 has 128 MB of RAM, this amount of memory usage of the deployment 
module will not have a significant effect of the overall performance of the device. 
 
The next step is to analyze whether the deployment module consume much of the 
computing performance of the device or not. In this analysis, the purpose is not to 
show the exact number of percentage the deployment module occupy the CPU during 
startup time. Rather, we will show first few top rank methods that consume most of 
the CPU computing power during startup. Then, we will trace back in which 
component these methods are called. If top ranks methods that consume most of the 
CPU computing power are not invoked from the deployment module. It can be 
assumed that the deployment module does not take a significant CPU usage. 
Considering the following snippet from the profiling result. 
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CPU SAMPLES BEGIN (total = 23211) Sun Jun 22 14:04:29 2008 

rank   self  accum   count trace method 

   1 22.73% 22.73%    5277   622 

java.net.PlainSocketImpl.socketAccept 

   2 22.41% 45.15%    5202   705 

java.net.PlainSocketImpl.socketAccept 

   3 16.91% 62.05%    3924   925 

java.net.PlainSocketImpl.socketConnect 

   4  8.12% 70.17%    1885  1207 

java.net.PlainSocketImpl.socketAccept 

   5  8.02% 78.20%    1862  1232 

java.net.SocketInputStream.socketRead0 

   6  7.92% 86.12%    1839  1153 sun.awt.windows.WToolkit.eventLoop 

   7  7.32% 93.44%    1700  1449 

java.net.PlainSocketImpl.socketAccept 

   8  0.36% 93.80%      84   364 COM.rsa.jsafe.SunJSSE_ep.a 

   9  0.22% 94.02%      51  1482 sun.awt.windows.WToolkit.shutdown 

  10  0.15% 94.18%      35   245 java.io.FileOutputStream.writeBytes 

  11  0.12% 94.30%      28   365 COM.rsa.jsafe.SunJSSE_ep.a 

  12  0.12% 94.42%      28   424 java.io.FileOutputStream.writeBytes 

  13  0.12% 94.54%      28   422 java.io.FileOutputStream.writeBytes 

 . 

 . 

 . 

CPU SAMPLES END 

Listing 8: CPU usage of administrator node during startup 

 
We can see from Listing 8 one that the method calls that consume more than 1% of 
the overall CPU power are listed as first 7 rank. Our strategy is to check which 
components originate these methods calls. The following table shows the result of our 
analysis. 
 

Method rank 

number 

Accumulated CPU 

usage 

Component originating method 

call 

1 22.73% JXTA (CRT) 

2 45.15% Jetty (CRT) 

3 62.05% JXTA (CRT) 

4 70.17% H2 (MDS) 

5 78.20% H2 (MDS) 

6 86.12% WToolkit 

7 93.44% Server Socket (MW_Core) 
Table 9: Top rank CPU usages during startup 

 
From Table 9, it can be seen clearly that the deployment module does not call any 
methods that cause the CPU usage more than 1%. This is a satisfied result, which 
means that the deployment module does not slow down the startup of the middleware. 
 

Time for downloading and launching applications 
In this section, we will try to distribute different size of files from an administrator 
node to a user node. The amount of time it takes to distribute these files will be 
demonstrated so that we know how good the performance of the deployment module 
is when distributing applications. Note that the size of a single file must not exceed 
64KB since the CRT message is currently limited by that size (deployment module 
use MDS, which uses CRT message to send out the data). 
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File size (KB) Distribution Time (ms) 

10 14582 

20 25213 

30 34752 

40 42301 

50 65268 

60 77499 
Table 10: Distribution time of different file size 

 
Distribution time in Table 10 only shows the time needed for a test file to be 
downloaded from an administrator node to a user node. It does not give any idea how 
fast an application can be launched after necessary files have been setup on a user 
node. In order for us to know if the deployment module introduce any overhead (or 
increase launching time for an application), we will create a simple HelloWorld 
application, which contains only one window with “HelloWorld” text in the middle, 
for a purpose of launching time testing. We will launch HelloWorld application in 2 
cases. The first case we will run it without running MIDAS middleware, so it would 
give us an approximate amount of millisecond we need to run HelloWorld 
application. Then, in the second case, we will distribute this HelloWorld application 
from an administrator node to a user node. After that HelloWorld application will be 
launched and we will measure a launching time. Note that, the launching time for the 
second case does not include the time for downloading the application. Comparing the 
time needed between the first and the second case, we will know roughly the different 
in performance when launching an application with or without the deployment 
module. The following table shows the result of the experiment: 
 

Launch HelloWorld Application Time (ms) 

Without Middleware 2980 

With Middleware 153 
Table 11: Lauching time for HelloWorld test application 

 
One might be curious why HelloWorld application takes less time to launch when we 
run it on top of the middleware. It is because HelloWorld application runs in the same 
process as the middleware so we do not need to separately start a new JVM. When we 
run HelloWorld application without middleware, a new process of JVM must be 
started, causing the launching time to be slower. However, with the middleware, we 
can obviously see that the deployment module takes only 153 ms to launch a Java 
application after all files have been downloaded to the user node. 

Time for downloading several package files 
As mentioned in section 3.4 that the deployment module supports several package 
files in one application. When an application administrator distributes an application, 
he could specify dependencies files. If the deployment module on the target user node 
detects that the node already has some dependency files, it will skip downloading 
those files, hence reducing the downloaded time for the application. 
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Figure 20: Application launching steps in the DPL. 
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When launching an application, the DPL on N800 follow the steps as in Figure 20. It 
can be divided into 7 steps. The strategy is that we are going to create a test 
application called “TextFileCombiner” which combines n text files (each file has the 
same file size fixed to 60KB for this experiment) into one and shows the combined 
text in a text editor. To demonstrate that the DPL can save the download time if some 
resources already exist on node, we will experiment by having 0, 1, 2, …, 5 text files 
stored locally on node then measure the total time from the moment the launched 
button is pressed to the moment that all 5 files are combined together. The time for 
each step will be recorded to see whether which step consumes most time. The 
experiment will be done 5 times to ensure that we get a consistent result. Table 12 
shows the average time consumed in each step correspond to Figure 20.  
 

Number of files 
exist on node 

0 
(ms) 

1 
(ms) 

2 
(ms) 

3 
(ms) 

4 
(ms) 

5 
(ms) 

Step       

1 3388.4 2974 3004 2781.6 4312.6 2787.4 

2 416.2 451.6 144.8 77.8 90.6 368.4 

3 258092 214549.8 161431.4 108270.2 57085.2 64 

4 20.2 88.2 19.8 155.6 24.6 97.4 

5 234.8 710.8 637.4 407.2 246.2 279.8 

6 10 7.8 15 8.2 9 8.2 

7 1645.4 1612.8 2026.8 2373.4 2167.8 1880.8 

Total 263807 220395 167279.2 114074 63936 5486 

Table 12: Average time consumed in each step when deploying TextCombiner application. 

 
We can see from Table 12 that the total average time when launching the 
“TextFileCombiner” application decreases if there are some already existing package 
files on the user node.  
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Figure 21: Download time versus number of existing files on node 
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The more package files exist locally, the less time the DPL takes to launch the 
application. One observation that we can see from Table 12 is that step 3 is the most 
time consuming step in the launching phase. This is because the missing package files 
are downloaded in this step. However, the experiment shows that time consumed in 
step 3 decreases according to the package files that already exist locally. Figure 21 
shows the download time of the missing packages that varies by the number of 
existing files on node. The more required packages for the application the node 
already contains, the less time it take to download the missing ones, hence reducing 
the application launching time. So, the result of the experiment is as expected. 

7.4 Results of Reliability Testing 

The final test for the deployment module is reliability testing. In this section, we will 
simulate a scenario where a user node loses its connection to the administrator node. 
If a connection is lost, the list of available application should disappear from the 
application browser panel. However, this should not affect other operations of the 
middleware. When the user node gets back into network coverage, a list of available 
applications should then again be shown without restarting the whole middleware. 
 
The hardware and software specifications are as explained in section 7.1. We will 
separate the testing into 2 cases. 

7.4.1 Administrator node and user node are in the same network 

• Description: Administrator node and user node are setup to be in the same 

network. After they are connected to each other, an administrator distributes a 

HelloWorld application. We then check the list of available application in 

application browser panel of the user node. Try to disable the wireless LAN on 

the user node and check the application browser panel again. The final step is 

to re-enable the wireless LAN on the user node, check the application browser 

panel. and try to launch HelloWolrd application 

• Expected result: We should see HelloWorld application in the application 

browser panel when we first distribute it. After we disable the wireless LAN 

on the user node, the list of available applications in the browser panel should 

be empty. When we re-enable it again the HelloWorld application should re-

appear. When we click the button to launch it, HelloWorld application should 

be launched. 

• Actual result: The DPL works as expected 

7.4.2 Administrator node and user node are in different network 

• Description: Administrator node and user node are first setup to be in the same 

network. After they are connected to each other, an administrator distributes a 

HelloWorld application. We then check the list of available application in 

application browser panel of the user node. Try to disable the wireless LAN on 

the user node and check the application browser panel again. After that, 

connect the user node to a different LAN. Note that the two LANs that we are 

using must be connected to each other. Now , check application browser panel 

and try to launch HelloWolrd application. 
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• Expected result: The result should be the same as in 7.4.1 

• Actual result: The DPL works as expected 

7.5 Testing conclusions 

Throughout Section 7, we have performed a series of testing to ensure the prototype 
of the deployment module works as intended. Four basic functionalities (Install, 

Uninstall, Register listener and Launch) are tested and the deployment module works 
properly. The use node is able to receive the test application distributes by the central 
server node. The deployment module can successfully runs on Nokia N800 device 
which can satisfy the goal that it can work with mobile users. Since the deployment 
module is a component in the MIDAS middleware, a performance testing is 
conducted to see if it degrades the performance if it is started with the middleware. 
The performance testing shows that the deployment modules introduce negligible 
overhead to the performance of the middleware as a whole. The reliability test when 
the mobile user works in a sporadic network connection environment has been tested. 
The experiment shows that unstable mobile network environment is not the limitation 
of the deployment module. It can continue to work again after it connects back to the 
MIDAS network. 
 
However, though, all the tests in Section 7 are performed using wireless LAN. In the 
real world scenario, a mobile user might connect to different types of network such as 
3G network. Even though, in theory, the deployment module developed in this thesis 
also support switching between wireless LAN and 3G network, it has not been tested 
in the preliminary test. It is possible to perform such an extensive test in the future. 
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8 Conclusions 
In this thesis, we have introduced another alternative of mobile application 
deployment. It is mention that the mobile industry is growing rapidly today. There are 
more and more people who are willing to access information on the move. Mobile 
users sometimes want to install new applications on their devices in order to access 
specific information. The thesis aims to reduce the complexity of installing new 
mobile applications. However, in Section 2.1, we also mention that the existing 
deployment technologies on the market today might not be suitable for mobile 
environment. Although, in some literatures, a new idea of “push deployment” has 
been proposed, there are still rooms for improvement in a sense that all required 
binaries have to be transmitted at once. In this thesis, an application can be broken 
down to many sub packages. All these packages can be transmitted separately, hence 
reducing downloading time if some packages are already exist on the end users file 
system. 
 
The thesis is based on IST-MIDAS project which aims to develop a middleware that 
could help mobile application developers to speed up the development process. In 
Section 2, we give an overview of MIDAS project, and major middleware 
components. The deployment module that we develop in this project is one of the 
components in MIDAS middleware. Requirement analysis is done in Section 3. The 
analysis shows that the deployment module should provide APIs to access 4 main 
functionalities, which are Install, Uninstall, Register listener and Launch application 
to MIDAS application developers. These functionalities will be used by developers 
and application administrators to distribute applications to mobile users. Section 5 and 
section 5 propose the internal architecture of the deployment module and explain how 
the deployment module can satisfy the requirements in section 3. The architecture 
shows the flexibility when distributing new applications. An application can be 
broken into several small files. These files are distributed to users separately. Each 
file is called a package. Packages can be shared by different applications. When the 
user want to launch an application, if there are some existing packages on the user 
node, only missing packages will be downloaded to save the download time. In order 
the have a clearer picture how to use deployment module, an example scenario when 
distributing an application is also given. Finally, in Section 6, the result of preliminary 
testing is shown. We present the result of functionality, performance and reliability 
testing in Section 6. The functionality test results show that the deployment module 
performs as expected. In terms of overhead added to the middleware, it is shown in 
the performance tests that the deployment module consumes little memory and CPU 
usage compared to other MIDAS components. The CPU and memory usage at the 
startup of the middleware is less than 1% of the total number used by the middleware; 
hence, it does not reduce the performance of the whole middleware. The disruption of 
network connection is also simulated in the reliability testing. The reliability test 
shows that the deployment module can recover itself and synchronize a list of 
applications with the MIDAS data space making the deployment module suitable for 
unstable wireless network. 
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Appendix A: Locating table instances in MDS 
The purpose of this section is to give an overview of how internal mechanism of the 
MDS works. Since the deployment module stores and queries applications from the 
MDS, it might be interesting to know internal logic how MDS performs. The 
following section is summarized from [16]. 
 
MDS is one of MIDAS middleware component. Its task is to provide a shared storage 
space for other MIDAS components and applications. Application or other 
components can access this shared storage space by using APIs provided by the MDS. 
The shared storage space acts virtually like a centralized relational database. The 
MDS will maintain replicas of table instances on many nodes to increase the 
accessibility to the data. If an application query data from one table and its instance 
does not exist on local node. The MDS will automatically forward the query to the 
node that has the table instance. This is done by internal sub-components of the MDS. 
MDS consists of 6 sub sub-components and the following table, taken from [16], 
summarized functionalities of each sub-component. 
 

MIDAS Data Space (MDS) Components 

Query Analyzer 

(QA): 

The Query Analyzer has the following main functionalities: to 

provide a facade point to the MDS functionality, to make data storage 

and distribution transparent to the applications, and to delegate and 

coordinate requests involving one or more of the other MDS sub-

components on the same node.  

Data Allocation 

(DA): 

The aim of the Data Allocation component is to decide on which 

nodes to allocate Table Instances. 

Global Metadata 

Manager (GMDM):  

The Global Metadata Manager maintains information about Virtual 

Tables and their Instances. This information must be shared by all the 

nodes in the network. The data exchanged between GMDMs at 

different nodes, is metadata only. 

Subscription 

Manager (SM): 

The aim of the Subscription Manager component is to provide 

applications and components with a way to receive notifications about 

changes in Virtual Tables of interest. 

Data Synchronizer 

(DS): 

The aim of the Data Synchronizer is to synchronize the Instances of 

Virtual Tables. 

Local Storage (LS): The aim of the Local Storage component is to provide a local data 

repository for all MIDAS components and applications. 

Table 13: MDS sub-components 

 
In this section, we will not explain how each sub-component in the MDS works. 
Instead, we will explain only sub-components that relate to locating table instances 
since the deployment module mainly use this feature. 
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Figure 22: Overall MDS architecture 

 
Considering overall MDS architecture as shown in Figure 22, the first sub-component 
that will interact with other applications is QA. QA will analyze the query sent to the 
MDS and extract virtual table name from SQL query. Virtual Table name can be 
found behind the “FROM” clause in a typical SQL query, e.g., SELECT * FROM 
VirtualTableName. After virtual table name is retrieved, is will be sent to the GMDM 
sub-component to locate the instance of this table. 
 

The GMDM sub-component maintains information about what kind of data is 
available and where. Every node in MIDAS network will have this sub-component. 
GMDM on every node will exchange meta data, such as descriptions of local table 
instances, to each other. This allows every node to know where the table instance it is 
looking for resides. In order to keep the amount of meta-data exchange low, each 
node only keeps the following meta data: 
 

• Each node that stores a Table Instance, maintains the full metadata description 
of it. 

• Every node maintains for each Table Instance the identities of remote nodes 
that store Instances of the same Virtual Table. 

 
After the QA send the query to local GMDM, the GMDM will return a list of nodes 
that contain instances of the virtual table. For current implementation (MIDAS MW 
V.7.2), if the local node is on the list, QA will choose to retrieve the data from local node, 

otherwise take the first node on the list from GMDM. 

MDS 

 QA 

LS DA GMDM DS SM 
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