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Abstract 
 

Traffic congestion in big cities of the world is a major problem affecting millions of 

people in their everyday life. Traffic monitoring systems deployed until now, utilize data 

collected mainly through fixed sensors which provide information about the number and 

speed of vehicles that cross them. Nevertheless, this type of system is not deployed at wide 

scales mostly because of its high cost. However, the advances in the mobile phone technology 

and the high penetration of these devices globally, make possible the development of new 

traffic management systems that utilize location data from the driver's mobile phone. 

This thesis work focuses on designing the application for a real-time traffic information 

system based on GPS enabled mobile phones. Such traffic information system provides 

vehicles with user specific, on demand route guidance based on real-time traffic information. 

A JavaME application was developed for collecting the location information of vehicles 

through an available wireless connection with automatic failover. The security and privacy of 

the communication has been studied and a solution based on Secure Socket Layer (SSL) and 

digital certificates was implemented. Moreover, the traffic information is sent back to the user 

and is displayed on the user’s mobile phone on top of a map of the area 
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Chapter 1: Introduction 
 

1. Introduction 

The continuous increase of the population of big cities together with the increase of 

the private owned cars has created major traffic problems. Existing transport infrastructures 

are unable to handle the amount of vehicles that are trying to use them with the result of 

heavy congestions for significant periods of time each day. Congestion can be classified in 

two categories. The recurrent congestion occurring periodically during rush hours, mainly 

when people go to their works or return from them and the incidental congestion occurring 

due to special circumstances such as accidents or extreme weather conditions. This problem 

affects many aspects of people’s everyday life. Firstly, it degrades the overall quality of life of 

individuals. Also, it has major economical and environmental impacts. 

Existing systems deployed so far try to face the problem with fixed transport 

monitoring systems which can provide data to a central system which then processes them 

and accordingly takes decisions for facilitating the congestion problems. Nowadays, the 

advances in mobile communications and in smart mobile phones with Global Positioning 

System (GPS) support give us new ways of directing traffic problems. Firstly mobile devices 

can be used as sensors to provide monitoring data and secondly they can also be used as 

display devices for giving directions to drivers and real-time information about road 

conditions. The rhythm with which mobile phones and mobile networks are spread 

throughout the world from economically advanced to developing countries, can point that if 

properly used, they can provide a dense network of sensors. Mobile phones as sensors in a 

traffic management system need to be able to calculate their position. Nowadays, most of the 

modern devices have built-in GPS receivers or hybrid Assisted GPS (AGPS) receivers with 

which they can calculate their position accurately, reliably and with enough precision for 

creating a trusted traffic model. The trend of including a GPS receiver in mobile phones is 

moving fast from high-end expensive models towards middle prize models, so it’s reasonable 

to believe that in the near future this feature will become very common.  

 Except from getting their location it is important to be able to communicate it to the 

part of the system which will be responsible for processing and decision making. The 

communication features of mobile phones are already enough for this task. 3G mobile 

networks are already deployed in many countries and even if their coverage isn’t 100% of the 

country’s area, they already cover rural areas and big transportation arteries. Also, in 

developed countries at least, the use of 3G networks and devices are so widespread that 

charges for using that kind of services are getting lower and almost an everyday habit for 
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many persons. Lately manufacturers are adding WLAN capabilities in their mobile phones 

and that makes it possible to implement Software-defined Radio (SDR)/cognitive radio 

concepts by also using this communication protocol for collecting location data.  

 The last advantage of using mobile phones in traffic management is their display 

abilities. Since the competition in the market is getting tougher and tougher big players in the 

area are trying to attract new buyers also by building phones with advanced media 

capabilities. These capabilities include displays with high resolution and bigger dimensions or 

touch-screen displays.  These multimedia features can be used for presenting the traffic 

information to drivers in a real-time manner, with many details or even build more 

sophisticated services that have an indirect benefit to traffic issues. Some of these services can 

be searching for places, weather conditions, phonetic guidance or phonetic warnings about 

accidents and special circumstances. 

 The benefits of deploying that kind of system can be multiple and affect many aspects 

of modern life. Comparing with existing solutions there is a major benefit of not requiring 

additional infrastructures, deploying of sensors in different places and generally high 

expenses. This fact gives the opportunity to control traffic in a greater scale without being 

constrained by economical reasons. Management of traffic can be of great importance to the 

everyday life of people and to the environment. 

 However, besides these benefits, using mobile phones as traffic sensors introduces 

many challenges and new securities risk mainly by threatening persons’ privacy. A mobile 

phone is a device that everyone carries throughout the day and it might be possible that 

location information, which someone for various reasons wants to keep private, leak to not 

trusted third parties. Moreover, the use of such a widespread mean of communication makes 

it easier for malicious user to try to intrude the system and threaten its stability and credibility. 

With the use of fixed infrastructure this kind of risks don’t exist or their possibility is very 

low. That’s why when designing the system it is essential to predict the risks and research for 

new ways of assuring the security of the communication and privacy of its users. 

The goal of this thesis work is to investigate on the area and find available 

technologies that can be combined in order to form a complete real-time traffic management 

system. The vision behind it is to combine the benefits of all the mobile communication 

technologies and mobile devices while thinking of the security issues and in the end to come 

with a suggestion and a first implementation. 

The rest of the work is organized as follows. In Chapter 2 is an overview of the whole 

system and the interconnections between its parts, so as the reader to get a first impression of 
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the goals and tasks. In Chapter 3 different techniques of collecting location data from mobile 

sensors are discussed. The focus of this chapter is to present ways of preserving users’ 

privacy by disassociating position information from private persons. Chapter 4 presents, the 

GPS and AGPS systems, which are used for positioning the JavaME API that was used in the 

application for getting the data. The security of the communication between the mobile 

devices and the central traffic server is discussed in Chapter 5. Chapter 6 presents the 

application that has been developed and the interface for presenting the traffic information 

back to each user. In the end, Chapter 7 summarizes the work of this thesis and provides 

pointers about future work in the area. 
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Chapter 2: System Overview 
 

Existing traffic management systems are usually implemented using fixed cameras that 

monitor traffic or fixed loop detectors which provide the number of vehicles and their speeds. 

However, these systems have several drawbacks. The most important is the high cost for 

installing but also for operating and maintaining such a system. That’s why they are mainly 

installed only in big cities of the developed world. Moreover there are considerations about 

their data accuracy and their reliability on continuous use. Finally, existing solutions lack a 

centralized way of providing real-time feedback to the drivers. 

 

2.1 Traffic Management System Approaches 

The vision behind this project is to develop a complete system that will be able to provide 

real-time traffic management facilities to drivers. Towards this goal there are different parts 

that need to be combined so as to achieve the desired functionality. This chapter presents the 

goals of such a system, the parts that need to be combined and their interconnections. 

First, as far as the traffic monitoring is concerned the goal is to be able to collect real-time 

traffic data from the vehicles and process them in a central traffic server. The server will be 

responsible for storing the data, analyze and process them. A traffic algorithm that will run on 

the server will make estimations on the traffic in coming time instances and will provide 

personalized directions for drivers. The collected data should be accurate enough in order to 

be able to reconstruct a traffic model that resembles the actual traffic on the streets. 

Since the location of each individual is sensitive private information it is essential to 

protect this privacy and assure that whole system will not reveal secret information to 

malicious third parties. The goal security issue involves two aspects. First the communication 

between the mobile sensors and the supporting infrastructure should be secured in order to be 

protected from unauthorized interceptions. The second aspect is to protect the users from the 

system itself. The goal is to build such a system where location information is disassociated 

from the persons and it’s impossible for someone that has broken into the system or is part of 

the system, to track down a person. 

2.2 Mobile phone based Traffic Management System 

The whole system proposed is presented in Fig2.1. The arrows denote the 

interconnections and the flow of information between different components of the system. 
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The drivers’ mobile phones are going to be used as the system’s sensors. Modern mobile 

phones are equipped with all the accessories needed for providing the desired functionality. 

Most of them have a GPS or AGPS receiver and in this way can determine their location and 

speed with sufficient precision. Also, they provide multi-standard wireless communication 

features including 3G, WLAN and all existing means of communication to build a traffic 

system based on the drivers’ phones. Since the accuracy of the traffic information is highly 

based on the accuracy and adequacy of the traffic data, it is important to develop an 

application that can be installed in most of the mobile phones platforms in order to have the 

maximum possible volume of data and more accurate results. 

 

Figure 2.1 Traffic Management System - Overview 

 

The collected traffic data from the mobile phones are sent to a central server, where they 

are analyzed and processed in real time. A traffic prediction algorithm is running on the 

server which based on the existing data, reconstructs a model of the actual traffic on the 

streets and based on that different conclusions are made. The goal is to be able to predict the 

traffic flow in the near future and also be able to make suggestions for helping the drivers. 

These suggestions have to be sent back to driver’s mobile phone and be presented on his 

screen, most probably in an application on top of a map of the area where the driver is at that 

given moment. They have to be appropriately personalized for each user. This information 

provided to users can be traffic congestion on streets, accident information or suggestions of 

shortest in means of time or distance way to a destination that the user has asked.  
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On the part of the mobile phones an application has to be developed for the required 

functionality. This application for the needs of this thesis work was developed on the JavaME 

environment but the goal is to be extended to even more platforms so as to cover a variety of 

mobile phones in the market. The functionality of the application is presented in Fig2.2. It 

utilizes the GPS or AGPS receiver of the device and determines the vehicles position and 

speed at given interval. Then, depending on the elected algorithm communicates these 

location data to the server. As it would be further analyzed in a coming chapter there are 

different techniques for this procedure that try to maintain the anonymity and privacy of the 

user. The application establishes a secure channel to the server so as to prevent interception. 

In this first implementation of the application the secure channel is implemented with the use 

of the Secure Sockets Layer (SSL) protocol and based on digital certificates. The server 

collects all the data of the users and builds a traffic model. Then the results are sent back to 

each user’s mobile device. For better scaling and personalization the server sends traffic 

information to each user, only relevant to him and to the area where he is moving in. For 

better perception of the traffic information and in order to make easier their reading from the 

user, the mobile application contacts a map server and downloads a map of the area. 

Afterwards, the traffic information is plotted on top of that map. For this function the 

MobileMaps API from EricssonLabs [1] were used. This API provides a way for drawing a 

map on a JavaME device and this map can be used for drawing traffic information on top of 

it. The API gets connected with a map server which provides the maps in a vector format and 

then it renders the map dynamically on the user’s screen. 

 

Figure 2.2. Traffic Management Application - Overview 
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Chapter 3: Positioning Systems 
 

For a traffic management system it is essential to have accurate data from the actual 

traffic on the streets. Modern mobile phones are capable of providing location services to the 

users and therefore are appropriate of being used as sensors for a real-time traffic 

management system. 

There are basically two major categories in which location techniques for mobile phones 

can be divided. First, techniques based on the cellular network which the mobile device is 

using and second techniques which are based on satellite system that need a special receiver 

embedded in the mobile phone. In the first category the phone’s position is calculated by 

using the fact that it is constantly connected to a wireless network. The basic idea is that a 

device uses only the antennas that are located near to it in order to communicate. A 

communications provider that knows where these antennas are located and how many devices 

are connected to each antenna can calculate their position. However, knowing just the 

antennas that a mobile is connected to, don’t provide very accurate results. For better 

accuracy more sophisticated techniques are used such as estimating the distance to the 

antenna based on the signal power or interpolating signals and triangulating from more than 

one neighboring antennas. 

The second category is based on satellite positioning systems. In order to be able to use 

these systems, an appropriate receiver should be embedded in the mobile phones. Among 

these systems the most used is GPS and many of the modern mobiles phones come equipped 

with a GPS receiver for this system. Furthermore, mobile phones usually are equipped with a 

hybrid receiver called AGPS which uses the GPS system plus data from a specialized server 

of the communications provider’s network. In the following paragraphs of this chapter these 

two satellite positioning systems will be presented together with the JavaME library used in 

the proposed application for getting the location information. 

 

3.1 GPS Overview 

The Global Positioning System (GPS) [2] is a US-owned system that provides users with 

positioning, navigation and timing services. The whole system as it is shown in Fig.3.1 

consists of three segments [3]. The space segment consists of a nominal constellation of 24 

operating satellites that transmit one-way signals. These signals provide the current position 

of the GPS satellites and time. The second segment consists of worldwide monitor and control 
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stations that control the satellites by keeping track of their status, uploading navigation data 

and making adjustments to their operation if needed. The last segment of the system is the 

GPS receivers of the users. A GPS receiver uses the transmitted information by the satellites 

to calculate its position in a three-dimensional space and time. Each satellite transmits 

continuously a message that includes a timestamp, precise orbital information (ephemeris), 

general system status and rough orbits of every GPS satellite (almanac). An important 

characteristic of the GPS system is the fact that there is no backwards communication from 

the receiver to the satellite and in this way there is no charges for the users and also any 

number of users can get their position simultaneously.  

 

 

Figure 3.1. GPS System’s segments [3] 

 

In the early years of its operation, the GPS system has been used to provide two 

separate signals, one for military use by the US Government and one for civilian use. The 

civilian signal has provided by purpose less accurate location information of approximately 

100m. However, after a presidential statement of the US Government in 2000 [4] the 

intentional degradation of the signal was removed and now even civilian users can get an 

accuracy of 5m or better depending on the view to the satellite. 

Despite the good accuracy that GPS offers, when thinking of using this technology in 

traffic management applications and especially on mobile phones that have a built-in receiver, 

then we have to consider some drawbacks. First, a GPS receiver, when starting “cold”, 

meaning without any previous knowledge of the satellites position, needs several minutes to 

get connected and then to compute its location. This time is referred to in bibliography as 
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Time To First Fix (TTFF) [5]. This starting time is also relevant to the “view” of the sky that 

the receiver has. Generally for a fast TTFF time and enough accurate results the GPS has to 

be in an open environment where there are no obstacles between the receiver and satellites. 

Moreover, the receiver needs to get signals from at least 4 satellites. That puts an impact on 

the accuracy of the location information even when GPS is used in urban environments. 

Studies have shown that commercial receivers can achieve accuracies of 5m in open sky 

environments [6] and of 20m in urban areas [7]. Another drawback of the GPS is the battery 

consumption which is significant, especially on mobile phones and for the needs of a traffic 

management system where the GPS receiver should stay on for considerable time.   

Due to the drawbacks that have been mentioned before, there have been developed 

techniques that can provide, when used together with the GPS, similar or better results 

concerning accuracy, but with a smaller TTFF and with less power consumption. One of 

those techniques is called Differential GPS (DGPS). It uses some reference receivers at fixed 

and known positions that can calculate the position error between their actual position and the 

position calculated with the use of the satellites. Then, this information is broadcasted to the 

other receivers through a communication channel. The receivers using this information can 

make corrections on their initially calculated position. The technique that is mostly used in 

mobile phones is called assisted GPS (A-GPS). 

 

3.2 Assisted GPS Overview 

Assisted GPS is the technology that is facilitated by the development of 3G or newer 

mobile networks that offer high transfer data rates. It combines the benefits and accuracy of a 

satellite location system, such as GPS, but it assists its operation with network-based location 

information. An AGPS system consists of a wireless device with a GPS or partial GPS 

receiver, an AGPS server and a wireless network infrastructure. It is essential for the 

operation of the system, the existence of a communication link that can be used by the mobile 

device in order to communicate with the AGPS server. In this way, the server provides data 

back to the mobile device and assists it in determining its position. A schematic representation 

of an AGPS system is given in Fig.3.2. 
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Figure 3.2 Assisted GPS Concept. [8] 

 

The basic idea of assisted GPS is to establish a GPS reference network (or a wide-area 

DGPS network) whose receivers have clear views of the sky and that can operate 

continuously [9]. The main system components are a wireless handset with partial GPS 

receiver, an AGPS server with reference GPS receiver, and a wireless network infrastructure 

consisting of base stations and a Mobile Switching Center (MSC) [8]. Using that information 

from the network, the mobile device can significantly shorten the TTFF and also it can detect 

and demodulate weaker signals than the conventional GPS receivers in areas with weak 

satellite signals. Besides that, since a part of the computational effort is done on the network 

site, the device can have a scaled-down GPS receiver with lower cost and less power 

consumption. 

AGPS improves the calculation of a location by providing data to the receiver that 

otherwise it would have received from the satellite signal or compute by itself. It provides a 

way for reducing the search space and assists to the sensitivity of the receiver [8]. The AGPS 

server can predict the location of a mobile device connected to the mobile network by 

combining information such as the cell and sector ID of the connected mobile station and 

location data from GPS receivers on this mobile station. Although these data are not accurate 

enough for determining the position of the device, is sufficient for reducing the search space 

for the computational tasks that the receiver needs to accomplish. Moreover, since there is 

already a link established between server and mobile device, the server can ask the handset 

for specific measurements and results, which can later be returned to the server for further 

assistance in the computation. Generally the existence of a communication channel with an 
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assistant server gives the opportunity for further enhancements of accuracy and shortening of 

the TTFF. [10] 

  

3.3 Location API for JavaME 

 

3.3.1 Overview 

The Location Application Programming Interface (API) for Java Micro Edition 

(JavaME), referred also as JSR-179 [11], is an optional package that can be used inside a 

JavaME application for enabling the development of location services. It is designed, so as to 

be used by many JavaME profiles and the minimum requirement is Connected Limited 

Device Configuration (CLDC) v1.1 [12].  

The purpose of this API is to enable the development of location-based mobile 

applications. Given the nature of the mobile devices and their diversity, there might be 

different methods that a manufacturer of a certain mobile device has chosen in order to 

provide location information. Moreover, these methods can differ in the accuracy that they 

can provide or in price. The methods for providing location data can be divided into three 

categories. Device-based methods, such as GPS or other systems for positioning based on 

satellites, network-based methods where the user’s location is determined by the cell ID to 

which the user is connected to the network and hybrid methods which combine the previous 

two methods. Most of the modern mobile devices use the hybrid-method called AGPS, which 

was described in the previous chapter. The API’s structure and implementation gives the 

opportunity to the developer of the application to use the location data in the same way no 

matter the location method used. 

For the reasons explained before, the API’s specifications define some features that are 

mandatory to be implemented in every device and some others that are optional and their 

implementation relies on the underlying location method. In every implementation of the API 

all classes, interfaces and methods should be implemented. When a function returning an 

optional and not implemented feature is called, then just a predefined value is returned. Every 

implementation requires methods which provide the following mandatory features. 

• Latitude and longitude coordinates and their accuracy. 

• Timestamp of the location measurement. 

• Support one (default) LandmarkStore for storing landmarks. 
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Optional features can vary from altitude and speed information until textual address 

information related to the location. For the needs of a traffic management system, which is the 

scope if this thesis work, the mandatory features are considered sufficient but depending on 

the real-time traffic algorithm which will be used for the traffic prediction other information 

may be necessary to be collected and appropriate features to be added. For example, if it is 

supported by the devices, speed and direction data might also be helpful.  

 

3.3.2 Classes Description and Structure 

The whole API is packaged in the javax.microedition.location package that 

contains the basic classes needed to request and get the location result. The 

LocationProvider class represents the module that is the source of the location 

information. In this way this class provides an abstraction for every possible implementation 

and a way for the application to get the requested data. In case of different possible ways of 

getting the location data, there is the choice of setting a set of criteria which have to be met by 

the LocationProvider to be used. This is implemented through the object Criteria 

that holds information such as the vertical or horizontal accuracy that is required by the needs 

of the application. After this, the LocationProvider that fulfills these requirements as 

closely as possible is returned. The location information itself can be acquired by the 

application in two different ways, either by request or periodically by an event mechanism. In 

both cases a Location object is returned that is a structure of all the location data that can 

be provided by the device. In the case of periodical updates a LocationListener is 

implemented by the application that handles the periodical events. The Location object 

contains a QualifiedCoordinates object which represents the geographical coordinates 

(longitude, latitude and altitude), information about their accuracy and a timestamp. 

Depending on the implementation of the API in a specific device it might contain information 

about its speed and its route together with an AddressInfo object that includes textual 

address information, e.g. a street address. The coordinates are presented in degrees following 

the WGS84 [13] format. 

Accuracy is a very significant parameter that needs to be taken into account, especially 

for a traffic management system. Different location mechanisms can vary in their accuracy 

and this fact has to be taken into account from the traffic algorithm in order to get more 

accurate results. The accuracy is given by the QualifiedCoordinates object in meters, 

as the radius of a circular area indicating the 1-sigma confidence level. The 1-sigma 

confidence refers to the standard deviation of the distribution. Assuming a normal distribution 
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(which might not be necessarily the case) this implies that the actual location is within the 

circle defined by the returned point and radius at a probability of approximately 68%. The 

horizontal accuracy is the RMS (root mean square) of east accuracy (latitudinal error in 

meters, 1-sigma standard deviation) and north accuracy (longitudinal error in meters, 1-

sigma). Vertical accuracy is in vertical direction (orthogonal to ellipsoid surface, 1-sigma 

standard deviation). There is no accuracy value for speed because the technique used for 

computing speed doesn’t give result about accuracy.  

Another feature of the API is the LandmarkStore, a database that can be used for storing 

location information. Landmark objects represent known locations stored by a name and they 

can be also categorized in groups. Also, all LandmarkStores are shared between all JavaME 

applications. In the current implementation of the application this feature is not used since the 

location of the device is sent periodically to the server. In future though, this feature might be 

useful for implementing a more sophisticated way of collecting the location data or adding 

more functionality. 

  

 

Figure 3.3 Structure of Location Thread 

 

In the application that has been developed, the functionality for getting the location 

information is implemented in a separated thread and it is shown schematically in Fig.3.3. 

There, a LocationListener is attached to a LocationProvider and is used to 

periodically update a Location object that holds all the location data. That object is used by 
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the Midlet that holds the main functionality of the application, and is responsible also for 

sending the data, when needed, back to server. 
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Chapter 4: Location Data Collection 

 

4.1 Introduction 

It is essential for the goal of developing a real-time traffic management system to be able 

to collect and process data concerning the traffic. Until nowadays, most of the traffic 

monitoring techniques are based on fixed sensors, loop detectors, which are placed in certain 

positions on the road network and provide data to a central point of processing. These sensors 

can provide information regarding the number of vehicles that have crossed them and the 

speed of the vehicles. These sensors require high costs for installation and maintenance and 

for this reason have not been deployed at very large scale. On the other hand using a driver’s 

mobile phone doesn’t require any additional cost except from the server infrastructure to 

support the system and the potential cost of using the available wireless networks for 

communicating the location data. 

The work of this thesis was focused on using the drivers’ mobile phones as probes for 

gathering this kind of data. When we refer to traffic data we mean getting the exact location 

plus the velocity of each vehicle. Modern mobile phones can be that kind of probes, since 

most of them, or at least the modern ones, have an integrated GPS or AGPS receiver and they 

have also a way, using GPRS/UMTS/WLAN, to communicate this information to a server 

running the real-time traffic algorithm.  

Because of the nature of the probing mechanism there are several considerations that have 

to be taken into account when designing the traffic algorithm and calculating the traffic 

estimations. When using users mobile phones as probes we have to think about the fact that 

not all users have high end mobile devices with a GPS receiver on them, some of them might 

have the appropriate phones but for various reasons don’t want or have neglected to start the 

application needed for collecting the location data. Furthermore, accidental factors, such as 

network problems, low battery or some spontaneous malfunction on the device might cause a 

probe device to stop functioning as expected. These scenarios makes a traffic system based on 

mobile sensors much different than one based on fixed detectors. However, as shown by the 

results of the latest experiment in the area from the “Mobile Millennium” team, there isn’t a 

need of a high number of vehicle probes in order to get accurate information about the traffic 

flow. The team reports that by using their “Virtual line concept” and traffic algorithm they 

can sufficient enough reconstruct the traffic with a penetration of equipped vehicles, meaning 
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the fraction of the vehicles with mobile phones running the required application to the sum of 

all vehicles, less than 5% [14].  

 

4.2 Privacy and Security Issues 

Another issue of using that mechanism for collecting data is the privacy and the security 

of the user. Users are usual very reluctant about revealing information concerning their 

location since that can expose them to dangers regarding their personal life. In general a 

traffic monitoring system doesn’t need the personal identification of the user as other location 

applications might require. Nevertheless, even just the location information itself, such as the 

route of a person or its visit to a certain place can jeopardize its privacy. It is possible for 

example, that access to positioning information or to route information can reveal information 

about the identity of the subject. If someone notices a specific route from a location to a 

specific destination every working day then he/she can find out someone’s home and through 

a look up in a phone book reveal the person’s identity. Even if such kind of examples sound 

extreme there are places of special meaning that unveil even more sensitive private 

information. Moreover, a system that doesn’t guarantee privacy and anonymity will be faced 

with suspicious from drivers and in the end the requirement of number of working probes for 

getting safe traffic results won’t be met.  

In this field there is an ongoing research interest to find a solution that will preserve the 

privacy and ensure security, but also preserve the integrity in location data that can be used by 

different applications. The problem of preserving privacy and security can become very 

complex especially because these two aspects can in many ways interfere with each other. For 

example, a major threat for someone’s privacy is to be able to get indentified in terms of 

name or personal number. So, a reasonable first step to avoid this is to make every user of the 

system anonymous. In this way, there is small risk of someone’s true identity to get revealed. 

Nevertheless this poses the security of the whole system in a risk, because there is no control 

on who enters it. Malicious users, which will be also unidentified might enter the system, 

provide false data and threaten its stability and correct operation. For these reasons it is 

important to develop a mechanism for preserving both of these parameters. During this thesis 

work it was performed a study on the available solutions that have been proposed, and the 

most interesting of them will be presented in this chapter. In the implemented application no 

one of these algorithms is implemented. A trivial mechanism of sending location updates after 

a specified time interval is implemented at this moment. Nevertheless, the application is 

flexible in such a way so as to be easy to add and implement any of those techniques. 



17  Location Data Collection 
 

To address the problem of privacy and security together, most of the proposed solutions 

try to separate these two problems. The proposed architecture usually contains two separated 

entities for supporting the system and processing the data collected from the mobile devices 

[15]. The goal is that no single entity in the system has the ability to get full knowledge of an 

individual’s private information. The first entity is a server responsible for the communication 

with the mobile devices and the second entity is a server responsible for processing the traffic 

data. Data sent from the mobile phones consist of two parts. The identification part that holds 

information about the user’s identity and the second part that holds the user’s location. These 

two parts are encrypted, each one with a different key. The decrypting keys for each part are 

held by the server that is responsible for processing this part. For example, the 

communication server can access only the part holding the identity of the user who sent the 

data. It does the identification, and if the user is a trusted one, removes the user's identity and 

forward the rest to the next entity of the system, where the traffic data processing is made. 

This entity doesn't need to know who has sent the data. The location server has a private key 

for decryption, symmetric to the one used by the application, on the users’ mobile phones, for 

encrypting the location data. Again, here there is a challenge and a trade-off between 

authenticating users but also keep them anonymous and protect their privacy. For this reason 

new authentication techniques are being proposed for authenticating users while keeping them 

anonymous [16]. Also, for excluding incorrect data, probably sent by compromised devices, 

from the traffic algorithm another technique is sanity checking of the received data based on 

consistency checking and rule based classification. The collected data are compared against 

statistics by reports of near-by vehicles or statistics of the same part of the street in past times 

[15].  

However, anonymous location information in the traffic server, although a significant 

improvement, is not enough for preserving privacy. Drivers, even if anonymous, can be re-

identified by correlating anonymous location traces with other location data that one already 

identified by different or indirect ways. Methods for identifying homes from anonymous 

location traces which can then be match against address databases, phone-books or   insurance 

registration numbers, and then identify the drivers with rather high success percentage have 

been reported [17], [18]. The problem in this area is that when getting successive updates 

from a driver's car, even if these location updates are anonymous and mixed with other 

drivers' data, there is always a spatial and temporal correlation between them that can lead to 

the driver being tracked down. 

To address the above mentioned problem there is the need to provide a cloaking 

mechanism that makes impossible for someone to deduce tracks of a specific individual and 

consequently its identity. The challenge here is that by applying cloaking mechanisms on the 
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data their integrity and accuracy is affected. Therefore, the cloaking must not destroy the 

precision of the traffic algorithm. 

One way of dealing with the privacy problem is to identify “sensitive” areas and then 

make the application that runs on the mobile phones of the users not sending updates there. 

By the term “sensitive” areas are described areas that might reveal private information from 

users. These areas can be for example housing areas or hospitals.  

One technique for cloaking is the concept of mix zones [19] proposed by A.Beresford and 

F.Stajano. This technique is using the concept of mix network and nodes [20] in the area of 

location information and it is presented schematically in Fig.4.1 A mix zone for a group of 

users is defined as a connected spatial region of maximum size in which none of these users 

has registered any location update. In contrast an application zone is defined as a region 

where a user registers a location update.  

 

  

 

  

 

 

  

Because users do not send any location update while traveling in a mixed zone but only when 

they enter an application zone their identities are “mixed”.  Nevertheless, in cases when the 

mix zone has a diameter much larger than the distance that a user can cover in a location 

update period then it might not cover the user's identity adequately. In Fig4.1 if two users 

leave the areas A(Airline) and C(Coffee Shop) and in the next timeslot a  user enters the area 

B(Bank), then an observer can notice that the user that entered the zone B couldn't be the one 

from zone C, so it is the one that left zone A.  

The point behind the mix zone algorithm and other similar algorithms [21], [22] is to 

provide a spatial cloaking of the users. So, each of these algorithms try to divide an area in 

smaller areas where there are more than one user. Location updates are about to be sent when 

Figure 4.1. Mix Zones Concept 
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the users cross the boundaries of these zones. Their goal is to allow only these updates that 

will not reveal the user's identity and will not make it possible for an observer to tell the path 

that the user used in order to enter the area.  

A concept similar to the one mentioned before is the Virtual Trip Lines proposed by 

members of the Mobile Millennium Project [23], [24]. A virtual trip line is defined as a line in 

geographic space that, when crossed, triggers a client's location update to the traffic 

monitoring server. Each vehicle that crosses such a line issues an update with a timestamp, 

the virtual line id, its speed and the direction of the crossing. Each mobile application gets 

these lines from a server of the system and stores them locally. Also, the infrastructure of the 

system follows the schema described before where the communication entity and the traffic 

monitoring entity are separated. The privacy gain of this technique is first that the sampling of 

location data is done in a spatial and not temporal manner. This gives the opportunity to select 

where the virtual lines will be placed and thus avoid sensitive areas. Since the traffic server 

gets, for the most of the time, a number of updates from the same location it cannot 

distinguish the route of a specific user. However, tracking can again become possible, in 

special occasions, where for example at night a single driver is crossing a highway. One way 

of dealing with this problem is to properly place the virtual trip lines. If the distance between 

them is big enough then it becomes more difficult for someone to tell that two anonymous 

location updates came from the same device. Of course, increasing the distance decreases the 

number of updates and in this way, also, the accuracy of the traffic algorithm. To further 

extend the level of privacy, the team proposes also another way of cloaking location samples 

in a temporal manner. They introduce a third entity between the communication server and 

the traffic server which is responsible for aggregating updates based on the trip line id. Then it 

replaces the timestamp in the samples with a time window where at least k updates where 

generated by the same virtual line. This means that k-1 vehicles have already passed the 

virtual line before an update is sent to the traffic server. By having k phones producing the 

same update it becomes harder for the users to get tracked. 
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Chapter 5: Secure Communication between client and server 
 

This chapter deals with the security and privacy of the communications between the 

application running on the driver’s mobile phones and the servers that are responsible for 

collecting the traffic data, processing them, running the traffic algorithm and providing 

feedback to the drivers. 

Except from the privacy and security issues of the positioning data itself and the 

information that they might reveal to third parties, there is also an issue how to communicate 

this data to other parts of the system. In the previous chapter the issues with the location data 

were discussed but it was taken for granted that it is a secure channel between the mobile 

devices that send their location updates and server. Under these conditions there was no direct 

way to determine someone’s position just by intercepting the communications. 

From the communications side there are mainly two challenges regarding security and 

privacy. Firstly, from the user’s perspective, there is the need to prevent malicious third 

parties from eavesdropping and getting the information about someone’s location. Except 

from its location the user’s questions to the system for guidance impose a risk for its privacy. 

Directions asked by a driver to specific places such as hospitals, entertainment places, etc can 

give away information about its status, preferences or habits. The second aspect of security 

and privacy in the communication part is the system itself. The whole system must be 

protected from malicious users that might want to get access to it. A traffic management 

system used in a big area, under real life conditions, affects the life of many people in many 

different aspects and in general their quality of life. Based on that, such a system can be 

threatened by people who either want to destroy its stability and correct operation by sending 

false guidance directions to drivers or by people who want to intrude the system in order to 

get access to location data of different persons. 

Our implementation for securing communications is based on SSL and the use of digital 

certificates. The goal is to provide mutual authentication between server and clients and then 

establish a secure encrypted channel through which data will be exchanged between the two 

parties. The server authentication part is implemented using JavaME built-in support for 

secure communications and the client authentication is done in an ad-hoc way using the 

BouncyCastle library. This chapter gives an introduction to SSL and digital certificates 

theory, then there is a presentation of JavaME’s features for secure communication, a 

presentation of the features of the BouncyCastle cryptographic library and in the end the way 

that communications where implemented in the prototype application. 
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5.1 SSL/TLS Protocols 

SSL is a protocol for secure communications. Transport Layer Security (TLS) is an 

enchantment on the latest version SSLv3. Both of them are designed to run on top of the 

TCP/IP socket protocol and they can be positioned in between the transport and the 

application layer in the TCP/IP protocol stack. Firstly it was deployed by Netscape in 1995 as 

SSLv2. After the release of SSLv3 which dealt some problems of the initial version, the IETF 

[25] group introduced TLS a similar protocol to SSLv3 but with some improvements.  

The SSL family of protocols mainly tries to deal with three problems in digital 

communications. Firstly, it is the identity of the remote party that someone is contacting. In 

the traffic management system it is essential for the user to be sure that he is sending his 

position information to the authorized traffic server and not to someone else. The same stands 

also for the server that needs to know that the received data comes from trusted users who 

have installed the authorized application on their devices. The second problem is that data 

sent through a network can be intercepted and read it by a third party. In our scenario drivers’ 

privacy demands that their communication with the server shouldn’t be intercepted. The third 

problem is the data integrity. There is a chance that someone can intervene, tamper the data 

and finally send something different to the receiver. In a traffic system, this would be the case 

when someone intervenes in the communication and sends false data either to the server or to 

one or more users. The SSL protocol can tackle all the previous problems. 

In order to better understand the way that the SSL protocol works, it is essential to 

understand the cryptographic processes that it is based on. Actually, SSL isn’t a cryptographic 

process by itself but just a protocol in which two parties that do not share a common secret 

before can be able to communicate in a secure way. Its effectiveness is based on the fact that 

uses several different cryptographic techniques for allowing authentication and establishment 

of a session key in order to cryptographically protect the rest of the session. This session key 

is used for encoding the messages that are about to be exchanged [26]. 

 

5.2 Cryptography Basics 

The basic goal of cryptography is to send information to someone that participates in a 

conversation, preventing others from being able to read it. Besides this basic function, 

especially when we are dealing with digital communications, some other issues such as data 

integrity and authentication are also important. Although there are a number of different 

techniques for encryption, all of them are based on some common principles. There is always 
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an algorithm that is used to encrypt the message to be sent, the plaintext, into an encrypted 

text called ciphertext. Except from the algorithm for encrypting the plaintext there is also a 

reverse algorithm defined for the receiver to be able to decrypt the ciphertext into plaintext 

again and read the message. Apart from the algorithm a secret value knows as the key is 

involved in the procedure. The key is used in the encryption procedure and assures that even 

if someone knows the encrypting and decrypting algorithm he/she cannot decrypt the message 

without knowing the key. Based on this scheme different cryptographic functions have been 

developed: hash algorithms, secret key and public key functions. The rest of this chapter, 

presents briefly the key functions that are used by SSL. 

 

5.2.1 Secret Key Functions 

This is the conventional type of cryptography that uses a single key for encrypting and 

decrypting data and is also referred to as symmetric cryptography. The two parties that are 

about to communicate already know the algorithm used for encrypting and they already share 

a common secret key that they use both for encrypting and decrypting. The problem with this 

type of function is that it requires a way for the two parties to learn about the common key. 

Especially in computer networks this is a big issue since it’s difficult to prevent an attacker 

from intercepting that initial phase of the communication where the secret key is established. 

However, if this problem is solved by some different technique, then this type of 

cryptographic functions is a powerful tool since they provide a high level of security and they 

are fast in encrypting data. 

 

5.2.2 Public Key Functions 

Public key cryptography is also referred to as asymmetric cryptography. Unlike the 

secret key cryptography the parties that are about to communicate don’t share a key. Each 

party is a holder of key pair, consisted of a private and a public key. The private key is meant 

to be kept secret and known only by the holder of the pair but the public key can be known by 

anyone. In this case, encryption and decryption of a message are two mathematical functions 

that each reverses the other. The point is for something that is encrypted with the private key 

to be able to get decrypted only by using the matching public key, and vice versa. So, if 

someone was to communicate in a secure way with another entity, he just uses the other 

person’s public key to encrypt a message and then he can be sure that only the trusted 

recipient that holds the symmetric private key would be able to decrypt and read the sent 
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message.  Besides that, public key functions also offer the ability for authentication by the use 

of digital signatures. If a party wants to authenticate itself then it can encrypt a message using 

its private key. Then the receiver can try to decrypt the message with the symmetric public 

key of the sender that it is supposed to have sent the message. If the public key works then it 

can be sure that this message was originated from the expected sender, otherwise it cannot be 

sure for the origin of the message. The procedure described before is the principle behind the 

digital signatures that will be explained afterwards.  

Public key cryptography has a lot of advantages compared to secret key cryptography, 

but it has an important disadvantage. All the public key algorithm known until today require 

much more computational effort than the secret key algorithm and in this way they are much 

slower. To overcome this difficulty and also the problem of symmetric cryptography with the 

distribution of the secret key between the participants of a conversation, usually a 

combination of these two techniques is used. For instance, public key techniques are used in 

the initialization of the conversation until a common secret key is established. Then the rest of 

the communication is performed using that secret key. That is also the case, at least in a 

simplified way with the SSL protocol. 

 

5.2.3 Hash Algorithms 

Hash algorithms are also known as message digests or one-way transformations. A 

cryptographic hash function is a mathematical transformation that transforms a message of 

arbitrary length into a string of bits and computes from it a fixed-length (short) message. A 

hash function resembles a checksum, in the sense that a checksum is designed to detect 

accidental alterations in data whereas a hash function is designed to detect deliberate 

alterations in data. In this way even the slightest change in the original message will produce 

a large change in the resulting hash. For a function h(m) to be considered as a hash function 

it must have the following properties: 

• For any message m it has to be relatively easy to produce the hash h(m) 

• For a given h(m) it has to be practical impossible to compute an m that hashes to the 

same value. Except from trying all possible values for m. 

• It should be also practical impossible to find two different messages m and m’ that 

can be hashed to the same h(m) value. 

Hash functions are used to assure the integrity of the exchanged messages in order to provide 

secure communications and also in the SSL protocol. More specifically, hash functions are 
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used in order to compute a Message Authentication Code (MAC). A MAC is a code that can 

prove the authentication of a message plus the integrity of the sent data. In order to 

accomplish this, the key is appended to the data and then the sum of them is hashed. If 

someone was to verify himself and prove that he is the authorized sender of the data he has to 

know also a secret key in order to be able to compute the right hash. 

 

5.2.4 Digital Certificates 

Digital certificates are a solution for dealing with the problem of distributing keys. As it 

was mentioned before, in public key cryptography there is no need of a secure way to transmit 

a key to a third party. The public key is already public so there isn’t a need to protect it from 

an unauthorized reader. Nevertheless, there is still a security threat. If a malicious user 

generates its own pair of private and public keys then it might be able to impersonate 

someone else and in this way trick someone into revealing sensitive information to him. 

Digital or else called public key certificates ensure that a public key belongs to the person that 

claims to be the owner. In order to be possible to distribute certificates there are Certification 

Authorities (CAs) that are responsible for issuing, keeping track or revoking certificates. 

Certificates are signed by the CAs for proving their genuineness. When, for example, 

someone wants to examine a certificate gets the public key of the CA that is claimed to be the 

issuer and verifies that the certificate is signed by its private key. Consequently, the only thing 

that each user needs to know is the public keys of some of the well-known CAs and not the 

public key of each individual that is the holder of a certificate.  

 

5.3  SSL/TLS Description 

SSL/TLS procedure can be divided in the following parts: 

• Cipher suite negotiation: The communication between a server and client begins 

with the negotiation of the supported cipher suites by each party. The client starts by 

informing the server about the cipher suites that are available and can be supported. 

Then the server makes a choice of a cipher suite that is supported by both of them and 

sends his choice back to the client. The term “cipher suite” refers to a set of 

cryptographic algorithms and their settings. For example a cipher suite defines the 

public key exchange algorithms that can be used, the different key sizes for each 

algorithm and the type of the cryptographic hash functions. 
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• Authentication of the server: In this part, the server authenticates itself by sending 

its public certificate to the client. The client examines the certificate and if considers 

it acceptable and valid continues the communication. Otherwise the client drops the 

connection to the server. The exchange of the public key certificate gives also access 

for the client to the server’s public key, which is used for safely transmitting the 

shared secret key to the server. 

• Authentication of the client: In cases when there is a demand for authenticating the 

client also, the server after sending his own certificate sends a message to the client 

that requires its authentication. In a similar way the client replies with its own public 

key certificate. 

• Encrypted data exchange: This is the final part of the protocol where the parts have 

authenticated themselves. They have agreed on the cipher suite that should be used 

for their communication and they both share a common secret key used to encrypt 

and decrypt the sent data. 

Instead of describing the protocol and the messages exchanged in fully detail, a briefly 

presentation of a simplified version based on the one described by 

Kaufman,Perlman&Speciner in [26] is given. This is done in order to emphasize more on the 

concept of providing security and authentication in general, rather than explicitly explaining 

the procedures of the protocol, which is not the main interest of this thesis work. Fig.5.1. 

presents the basic flow of messages and their meaning. Also, the client authentication part 

isn’t presented here since it is not very widely used by implementations of the protocol and 

generally follows the same technique as the server authentication. In the JavaME platform 

and the MIDP2.0 profile that was used for developing the application, the client 

authentication isn’t implemented. Client authentication in the application is done using a 

different way that will be described in a next chapter. 
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Figure 5.1. SSL/TLS Basic protocol 

  

Message 1 : The client initiates the conversation with the server and sends the cipher suites 

that it support plus a random number Rclient to the server. This number will contribute 

later to deriving the keys for encryption. 

Message 2 : The server replies with its certificate and a random number Rserver that will 

also contribute to the keys later. The server based on the cipher suites that itself supports, 

picks one that is supported by both parties and sends that information back to the client. 

Message 3 : The client chooses a random number S which is known as the pre-master key 

and then encrypts this with the server’s public key. Then depending on the cipher suite that 

was selected it follows a series of steps and computes from the pre-master key S a new master 

key K. At the end of the previous procedure it sends the encrypted key S to the server along 

with a hash of the key K and the previous handshake messages. This is to ensure the server 

that it knows the master key, plus to ensure that a tampering in the handshake messages 

would be detected. The symmetric keys for the rest of the communication will be derived by 

hashing K, Rclient and Rserver.  
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Message 4 : The server upon receiving the previous messages follows the same procedure 

with the client and computes the symmetric session keys. Then it returns a hash of all the 

previous messages but this time encrypted with the session keys that have been computed. 

The whole procedure guarantees also that the server knows the corresponding private key of 

the public key that it presented to the client at the beginning of the conversation. If it didn’t 

know it, it couldn’t decrypt S from “message 3”, and then it couldn’t compute the rest of the 

keys derived from S. The hash of the previous messages ensures also that the messages from 

the client came intact to the server. 

The rest of the communication continues by sending the actual data from both directions 

encrypted with the symmetric session keys. In the actual protocol, even the concept remains 

as described here, more messages are exchanged between the parties that have to do with the 

cipher suite selected or the control of the communication such as closing a session, renewing 

it or changing the cipher suite. 

 

5.4 BouncyCastle Library 
As it has been mentioned before the SSL protocol implementation in the JavaME doesn’t 

provide authentication of the client in an SSL communication. However, for the needs of the 

application it was decided to provide also client authentication. In this way, a further step 

towards the security of the system is made since it is protected from unauthorized users trying 

to access it or misuse it.  

The client authentication was implemented by using the BouncyCastle cryptographic 

library based on a scheme described in [27]. In this chapter the BouncyCastle library will be 

presented and the exact implementation will be described in the following chapter. This 

library was chosen because it provides an implementation of many different cryptographic 

functions that are needed and also it provides an API for use in the JavaME platform. 

The library’s packaging for the JavaME version is organized as follows: 

• org.bouncycastle.asn1: Provides utilities for reading and writing ASN1 objects. 

• org.bouncycastle.bcpg: Low level classes for dealing with OpenPGP objects. 

[28] 

• org.bouncycastle.util: Utilities for reading/producing Base64 and Hexademical 

Strings and testing. 

• org.bouncycastle.crypto: The base classes for the API. Includes classes that 

implement cipher, encoders, signers, key generators and classes that represent their 

attributes. 
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The classes that are used by the application are the following: 

org.bouncycastle.crypto.engines.RSAEngine : A class representing and 

providing the implementation of the RSA algorithm. 

 

org.bouncycastle.crypto.digests.SHA1Digest : An implementation of the 

SHA-1 algorithm as outlined in “Handbook of Applied Cryptography” 

 

org.bouncycastle.crypto.params.RSAKeyParameters : A class respresenting 

general attributes of a RSA key 

 

org.bouncycastle.crypto.params.RSAPrivateCrtKeyParameters : A 

class representing the parameters of a private key produced with the RSA cipher suite. 

 

org.bouncycastle.crypto.params.RSAPublicKey : A class representing the 

parameters of a public key produced with the RSA cipher suite. 

 

org.bouncycastle.crypto.signers.PSSSigner : An implementation of a signer 

that produces a digital signature of type RSA-PSS as described in PKCS# 1 v 2.1. 

 

The library provides many other implementations of known ciphers and generally 

cryptographic functions that can be used on a mobile application. The previous ones weren’t 

chosen based on a study about their security but rather on the fact that are well-known and 

acceptable standards. The point was more to provide a proof of concept implementation of 

client authentication and not to emphasize and choose the best available cryptographic 

technique. However, if there was to decide on the best algorithm things such efficiency and 

computational power needed on mobile device should be taken into consideration except from 

the security itself. 

 

5.5 Implementation on JavaME 

The implementation of the secure communication with the client authentication is 

described schematically in Fig.5.2. 
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Figure 5.2 Security – Authentication with Certificates. 

 

5.5.1 Client Side 

The initiation of the communication is done by the client who opens a SSL 

connection to the server. This operation is realized with the default implementation of the 

JavaME platform using the Connector class. This class is responsible for providing a 

transparent way of opening connection from the mobile device to a third party. By using the 

method connector.open(). The only thing needed to be specified is the IP address of 

the remote end and the protocol, for example http, https or in this case SSL, which is used. 

Then the client receives the public key certificate of the server and examines it in order to get 

validated. In the client there are already installed a number of certificates by known 

Certification Authorities (CAs) which are used to check the certificates validity. Once the 

certificate is accepted and the two parties have agreed on a cipher suite, they compute the 

symmetric keys and start communicating with encrypted data.  

For the needs of the client authentication, a public key certificate and the 

corresponding private key are already packaged with the application. The public key 

certificate is issued by a CA, and as in the case of the server’s certificate the server should 
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have the CA’s public certificate, in order to verify the received one from the client. After 

sending its public key with the certificate the client needs to prove that it is the holder also of 

the private key. So, it picks a random number and a timestamp and encrypts them using his 

private key. The result, also called “signature”, is sent to the server which uses the client’s 

public key to verify it. If the whole procedure is successful the client moves on and uses the 

already established channel for transmitting its location updates. 

 

5.5.2 Server Side 

The server application is developed on the JavaSE platform so the implementation on 

the communication side is slightly different. For the initial server authentication, the standard 

classes of the Java platform from javax.net.ssl package are used. Fig.5.3 shows the 

basic classes of the Java platform and the hierarchy together with the connections between 

them. The initial interface KeyManager is used to select the credentials that will be sent for 

authentication to the remote peer. A new instance of the KeyManagerFactory is created by 

calling the function KeyManagerFactory.getInstance(). This returns a class of 

KeyManagerFactory representing the SunJSSE provider’s default key manager for basic 

X.509-based authentication keys [29]. Afterwards the KeyManagerFactory is initialized 

by providing to it a Keystore and the required password for it. The next step is to create an 

SSLContext object that can be initialized with the previous KeyManager and holds all 

the information needed for the SSL communication; in the case of this application the server’s 

public key certificate and it’s private key. Using the SSLContext object a 

SSLServerSocketFactory object is created and then a SSLServerSocket as it 

shown at Fig.5.3. At this point the communication between server and client is already 

encrypted but only the server is authenticated to the client.  
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Figure 5.3. SSL class structure in JavaME platform 

 

Then the server uses classes found in the package java.security. In particular the 

server uses a class called CertificateFactory that is able to create objects of type 

Certificate representing certificates of certain type and providing methods for utilizing 

them. In this case the type of the certificates is X.509. The client authentication procedure 

starts with the server receiving the client’s certificate, then it loads the root certificate of the 

authority that is claimed to have issued it and verifies it. If this phase is cleared, then it 

extracts the client’s public key from the certificate and uses it to verify the signature that has 

received together with the random number and the timestamp. At this point both of the two 

sides are identified and the server is waiting for location updates from the client that come 

through the encrypted channel. 
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5.5.3 Digital certificates 

In the paragraphs before, it was supposed that the certificates used by the application 

both on server and on client were signed by well-known certificate authorities and then their 

validity was examined with the CA’s public key. Normally, for a commercial or one to be 

deployed in real world environment, a certificate request is produced and sent to a CA in 

order to be signed and verified. When the verification is done the CA sends back the signed 

with its private key certificate. For the needs of this thesis work this formal procedure was 

bypassed and self-signed certificates where used. The certificates for the server and client 

were created by using the keytool tool of the java platform as described in [30].  
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Chapter 6: Application – User Interface implementation 

 

6.1 Overview 

This chapter covers the implementation of the application for the mobile devices and for 

the server. It covers the libraries and API’s used, the structure of the program and its 

functionality. Since this is a first implementation of the system it cannot be considered ready 

for deployment in real environment, but is rather a proof of concept implementation that 

combines existing solutions and can serve for testing or as a starting point that can be later 

enhanced to a fully functional application. The server-side application was developed on the 

Java Standard Edition 1.6 and the client-side application was developed on the Java ME 

platform using the MIDP2.1 [31] profile and the CLDC1.1 [12] configuration. The JavaME 

platform was chosen in order to be able to address a large number of the existing mobile 

phones and in this way allow more users to participate in the system. This is a critical 

parameter for providing accurate traffic data and in consequence better guidance to drivers. 

The application was tested on a Nokia 5800 mobile device. 

As it was described in Chapter 2, in order for the whole system to be functional it has to 

be a traffic algorithm running that will support it. The traffic algorithm will use the gathered 

location information, process it and make estimations and conclusions on how to improve 

traffic conditions. Since this thesis work doesn’t focus on this part of the system no traffic 

algorithm running on the server was developed but instead the location data are just accepted 

by the server and printed out on the console for debugging purposes. For the same reason, no 

traffic data are returned to the mobile phone for being shown on the screen. 

Furthermore, on the location gathering site there are different problems that need to be 

examined before concluding to an implementation, as it was covered in Chapter 3. Due to 

limitations of time and because that part needs further investigation, instead of a sophisticated 

algorithm for sending location updates just a simple one, that sends update on a periodical 

basis was implemented. 

In terms of functionality the application can be described as follows: 

Server 

• Expects SSL/TLS connections from remote clients 

• For every connected client it starts a serving thread  
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Client 

• Connects and authenticates the server. 

• Sends its credentials for authentication to the server. 

• Gets its location, speed and accuracy information and sends them to the server 

periodically. 

• Presents a graphic interface to the user for basic functionalities. 

• Presents a map together with user’s position on it, plus gives the ability to the user to 

navigate on the map. 

• Chooses automatically a different internet access point when there is a problem with 

the network connection and restart the communication1. 

When the user launches the application, a form appears and asks him about the ip/domain 

name of the server. Then the user adds the ip/domain name and confirms. The user is then 

prompted for selecting an available internet network destination to be used. After that the 

application gets connected to the server and the user is prompted to confirm the server’s 

certificate.2 The application continues by informing the user that it tries to determine its 

position. When this is done the map of the area is presented on the screen, together with the 

driver’s position on it. From this point the drive can interact with the map by zooming in/out 

or scroll to another area, while the application keeps sending updates of the device’s position 

to the main server. A screenshot of the application running on a mobile phone emulator is 

shown in Fig.6.1. The green dot represents the driver’s position on the map. 

                                                            
1 This feature is implemented only for Nokia phones featuring the platform S60 3rd Edition FP 2 or 
newer. 
2 In the case where certificates signed by a valid CA were used the step of the confirmation would 
have happened automatically by the device. 
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Figure 6.1 Application’s screenshot 

 

The user can also navigate on the map using the navigation button and re-center the map on 

his/her position using the button 5. 

The rest of this chapter is divided in a section where the MobileMaps API developed by 

EricssonLabs is described and its use in the application is explained, a section where the IAP 

info API that is responsible for the automatic failover is presented and a section where the 

whole structure of the application is described.  

 

6.2 EricssonLabs Mobile Maps 

Mobile Maps is an API for presenting a map based on streaming data. The version used 

in the developed application was for the JavaME platform, but EricssonLabs provide also 

another version of the same API for the Android platform. It also offers two versions of map 

data that can be used either from TeleAtlas or from OpenStreetMap.  
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The reasons for choosing the specific library for providing the maps in the traffic 

application are the easy to use programming interface, the extended functionalities that it 

offers, and also because it is lightweight and doesn’t put a heavy load on network traffic. The 

whole procedure of contacting the map server, getting the streamed data and rendering them 

on the phone’s display is done by the library and the programmer needs only to add the 

handling of different events or add different layers on top of the basic map. Also it offers the 

feature of interpretation between real coordinates and coordinates on the mobile’s screen, 

which is important for such kind of applications. Moreover, the library provides tools for 

enabling the user to interact with the map and gives the opportunity to the programmer to add 

more layers of information on top of the maps or build on the existing tools to extend their 

functionality. Rendering the maps on the mobile device with the use of map vector data is 

also an advantage since it keeps the network traffic and the cost for using it at low levels. In 

the following section the basic classes and their structure will be covered. In Figure 6.2 the 

structure of the basic classes and their relationships are presented.  

 

Classes Structure and Overview 

 

Figure 6.2. MobileMaps Basic Class Structure [1] 
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MapComponent : This class represents the actual map visualization and handles the most 

of the functionalities. It is responsible for adding a list of Tools, which are objects that add the 

ability for the user to interact with the map. It acts as a high-level container for different 

objects that are parts of the map. 

GeoMap : This class represents a particular view of a map. It is part of the MapComponent 

and holds the information about different Layers that are added and showed on top of the 

map. Also, it has functions for getting or setting attributes of the map such as dimensions on 

the screen or the coordinates where the map is centered. Additionally, it provides functions 

for transforming map coordinates to display coordinates. 

Layer : This is an abstract class for all the map layers. Maps layers visualize data on top of 

the standard map in the form of objects and are helpful for putting additional information.  

MapCanvas : This class contains a MapComponent that is automatically created for a map. 

It is able to respond to events from keys of the device when a KeyListener is assigned to 

it. 

Tool : This interface provides extra interaction capabilities and/or visual elements on a 

MapComponent. A provided implementation of the interface is the 

KeyNavigationTool that is capable of being registered as an event listener from events 

fired by the device’s keyboard it then take several actions on the map for navigating such as 

zoom or move in different directions. The interface can also be implemented for building 

custom tools specific for the application. In our application a custom Tool is used for 

drawing the driver’s position on the map and re-center the map view on that position in case 

the user has navigated in a different part of the map. 

MapFactory : This is an initial class that is used for creation of maps and initialization.  

The relationship between the basic classes described before can be easier understood with the 

simple example that follows. This is the basic code for setting up a map and adding some 

functionality. 

Code Example: 

//Creating a map 

MapFactory factory = MapFactory.getInstance(); 

mapCanvas = factory.createMapCanvas("EMM", DEVELOPER_KEY, null); 

// add a tool for interacting with the map 
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KeyNavigationTool keynav = new 
KeyNavigationTool(mapCanvas.getMapComponent(), true); 

mapCanvas.getMapComponent().addTool(keynav); 

// add an exit-application command on the map 

Command exitCommand = new Command("EXIT", Command.EXIT, 1); 

mapCanvas.addCommand(exitCommand); 

 

This was a simple presentation of the MobileMaps API in order to justify its selection and to 

explain its role in the developed application. More detailed information and documentation 

can be found on the projects website [1]. 

 

6.3 WLAN – 3G Failover 

As it was mentioned also in previous chapters of this report it is essential for a traffic 

management system to provide accurate data of the traffic conditions. Towards this direction 

except for the need of as many drivers as possible using the application, it is important to try 

to preserve the connectivity of their devices to the central servers. For this to become possible 

we must utilize every existing wireless communication protocol that is available for mobile 

phones. For the developed application it was taken into account the ability to connect through 

existing WLAN networks, provided that the mobile device has WLAN abilities, or through 

data networks such as 3G or GPRS. The problem faced is that the MIDP2.1 specifications of 

the JavaME platform do not specify a way of choosing the interface for connecting to the 

network. Only the type of the connection can be specified and then the default access point 

for the platform specified with the phone’s operating is selected. Despite this fact, Nokia in 

their JavaME implementations for operating systems S60 3rd Edition FP 2 and newer, 

includes a proprietary API, the Internet Access Point(IAP) Info API that provides these kind 

of functionalities [32]. Although not available on other mobile phones manufactured by 

different vendors, it was decided to develop a different version of the application that it could 

take advantage of this functionality. The rest of this chapter will cover the main properties of 

this API. 

Firstly, should be explained the organization of internet access points in the Nokia 

operating systems from S60 3rd Edition FP2. Access points of any type can be organized on 

different destination networks. An application can choose to access internet through an access 

point directly or through an internet destination network. In the second case the first access 

point of the group is chosen. In case there is a problem the second preferable access point is 
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used. Each access point is identified with an ID, a name and its type. Also, each destination 

network is identified with an ID, a name and the access points that it contains. The IAP API 

provides functions for handling both of them. 

The API consists of four classes 

• com.nokia.mid.iapinfo.IAPInfo : This is the initial class representing all the 

information needed for getting an AccessPoint or a DestinationNetwork. It provides 

methods for getting an AccessPoint by name or id or getting all the available 

AccessPoints on the phone. The same applies to DestinationNetworks. 

• com.nokia.mid.iapinfo.IAPInfoException: This is a class representing 

Exceptions concerning misuses or problems with the classes of the API. 

• com.nokia.mid.iapinfo.AccessPoint: This class represents an AccessPoint. 

The most important method that it provides is the AccessPoint.getURL(). This method 

gets a URL as a parameter and returns the same URL but puts a prefix in front of it so as 

to be able to redirect the connection to it through the defined AccessPoint. 

• com.nokia.mid.iapinfo..DestinationNetwork: This class represents a 

DestinationNetwork. Its use is similar with the AccessPoint class, but with the difference 

that it applies on DestinationNetworks. 

The JavaME platform defines a simple way for making connections. This is implemented 

through the class javax.microedition.io.Connector, using it such as: 

Connector.open(URL); 

The URL schema is: {scheme}://[{target}][{parms}] . Where {sheme} refers to a name of the 

supported protocols such as HTTP,SSL, etc, {target} refers to a network address, such as 

www.kth.se and {params} refers to a series of parameters for the specific format. 

 The IAP Control feature extends the scheme definition by adding new optional 

parameters: 

• nokia_apnid for access point selection by access point ID. It determines the used IAP 

for the current connection. 

• nokia_netid for destination network selection by network ID. It can be used only 

with TCP socket connections.   

Usually as already mentioned before, the following code is used for making a connection: 
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Connection connection = 

Connection.open(accesspoint.getURL("http://www.kth.se")); 

 

6.4 Application Structure 

The application consists of 5 public classes. 

• TrafficMaps.VisualMidlet 

• TrafficMaps.LocationUpdater 

• TrafficMaps.Gps 

• TrafficMaps.IAPTools3 

• TrafficMaps.DNList3 

The classes which form the client application and their connection are presented 

schematically in Fig.6.3. 

LocationUpdater

Gps

DNList

IAPTools
(static)

VisualMidlet

MapsThread

PositionTool

listAvailDNS()

commandAction()

getAvailableDNs()

getAPsFromDN()

getModifiedUrl()

Connect()

CenterMap()
run()

getCoordinates()

send()

run()

Figure 6.3. Classes Diagram 

. 
                                                            
3 Only for the version for Nokia Mobile Phones 
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 In the following paragraph the public classes will be discussed in detail. 

TrafficMaps.VisualMidlet : This is the main class of the application that extends 

the native JavaME MIDlet class and its responsible for the visual interface and for the 

control of the application. It contains also the private class MapsThread which implements 

the Runnable interface and runs as thread containing the map. The second private class is 

the PositionTool which implements the Tool interface of the MobileMaps API and the 

EventReceiver interface. This class is used for drawing the position of the device on the 

map. When the application starts, VisualMidlet is responsible for drawing an initial form 

on the display for the user to input the server’s ip. Then it starts a DNList object, for the 

Nokia devices version, for the user to select the preferable Destination Network to be used. 

Afterwards, it starts a new LocationUpdater thread for connecting to the server. For the 

version without the IAP API the LocationUpdater is started automatically after the user 

has confirmed the server’s ip.  

TrafficMaps.LocationUpdater : This class is responsible for providing the main 

functionality of the application.  It extends the Thread class and runs continuously as a 

thread in the background. It connects to the server through the procedure described in Chapter 

5.5 and then starts a new Gps class. In this implementation it sends periodically updates of 

the device’s location, provided by the Gps class back to the server. However a different, more 

sophisticated algorithm for updating the server with location data, as discussed in chapter 4, it 

can be implemented here. In the case of the Nokia devices version, when the connection to 

the server is lost this class, before being terminated, notifies VisualMidlet, which in 

turn picks the next preferable AccessPoint and starts a new instance of 
LocationUpdater. 

TrafficMaps.Gps: This class is used for controlling the Gps receiver of the device as 

described in Chapter 3.3.2. It is initiated inside the LocationUpdater class. 

TrafficMaps.IAPTools: This class provides static methods for getting the available 

AccessPoints or the next AccessPoint to be used. Its methods are used by the DNList class 

and by the VisualMidlet class for picking the next preferable AccessPoint. 

TrafficMaps.DNList: This class extends the native JavaME class List and implements 

the CommandListener Interface. It is used to present the available Destination Networks 

to the user. 



42  Application – User Interface implementation 
 

It should be noticed that during the testing of the application there was found a problem 

concerning the use of the IAP API and the initiation of a SSL connection through the native 

JavaME class Connector. When an SSL connection is tried to be initiated with 

Connection.open()and in the URL there is the AccessPoint’s nokia_apnid as a 

prefix, then the connection cannot be established and instead the following error is returned 

“java.io.IOexception:SymbianOS error = -30207”. This occurs in the LocationUpdater 

class when it tries to contact the server following the procedure described in Chapter 5.5. The 

same procedure, but without SSL connection, works normally. Due to time limitations and 

since there was only one Nokia device available for testing the issue was not further 

examined. Nevertheless, it is assumed that it can be a feature not implemented in the platform 

of the testing device or due to a bug in the JavaME platform implementation of the device.  
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Chapter 7: Conclusions and Future Work 

 
7.1 Conclusions 

This thesis work presents an application for a traffic management system based on GPS-

enabled mobile phones. The focus was on developing a prototype application for mobile 

phones that provides location data to a main server using existing wireless communications 

infrastructure while considering the privacy of the users and the security of their 

communications. The developed application provides secure and authenticated 

communication with a backend server based on the SSL protocol and digital certificates. The 

interface of the application presents a map of the area where the driver is moving plus his own 

position on the map and sends periodically updates of its location to the server. Moreover, it 

has the ability to use WLAN or 3G networks, on devices that support both and automatic 

switch between networks in case of a broken connection. 

 

7.2 Future Work 

This is a first effort in building an application for a real-time traffic management system 

based on mobile phones and so there is space for a lot of improvements. Examining each part 

of the application separately future work in the area can be summarized in the following: 

Communications Security & Privacy: At this point security is provided by using the already 

reliable and well studied protocol SSL with authentication for the client and server based on 

digital certificates. Although this solution guarantees a high level of security further 

enchantments can be made and there are still issues that must be solved. At this phase the 

application supports both having a single certificate shared among all the users and multiple 

certificates, one for every single user. However, both solutions have some risks. If every 

single user has a private certificate then this fact imposes risks on his/her privacy since this 

certificate is unique and the identification of the user is straightforward. In the case where a 

single certificate is shared among all users there is a risk for the whole system in case this 

certificate gets to an untrusted third party. Then a malicious user can be able to impersonate 

numerous users and feed the system with false data. Considering this, future work is to 

investigate these issues and suggest a better solution. Also, other parameters connected with 

security are the efficiency and computational power of every encrypting technique used. 

Mobile phones are constantly advancing, but still their capabilities can be considered limited 

compared to personal computers because of the size and power of their battery. The final 
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proposed solution on security and privacy should take all the previously mentioned thoughts 

into consideration. 

Location Data Collection: This part of a traffic management system is a matter of ongoing 

research by several researchers and there are some proposed solutions that try to cope with the 

problem of preserving individuals’ privacy while gathering enough accurate data. A 

bibliographical study in this area was presented in Chapter 4. However, due to time 

limitations the developed application at this point, sends location update only on a periodical 

basis. Future work in the area it can be to examine existing solutions or propose new, 

implement the best available and also provide testing and evaluation. 

Application: The existing application was developed as a proof of concept so for deploying 

in a real life scenario it has to be more extensively tested on more mobile devices. Also some 

missing features can be added. Ideas in this area are: to improve the user interface, 

implementation of the mechanism for showing the traffic information to the driver with a user 

friendly way, such as phonetical guidance, and porting of the code to other available mobile 

platforms, such as the Symbian or the Android platforms. 

Except of the topics that were part of this thesis work, for the whole system to be 

deployed and become operational, a real-time traffic management algorithm has to be 

implemented. This algorithm will be responsible for analyzing the traffic data and produce the 

feedback that will be sent to the drivers. The selection of the algorithm and its parameters for 

the required accuracy of the results can interfere with other parts of the system, such as the 

location data collection algorithm. For this reason tests should be conducted on the whole 

system to assure the accuracy of the results.  

Finally, alternative ways of getting the position of a device can be studied and 

included in gathering location data that can act complementary to GPS. One of this can be for 

example positioning through available WLAN access points in the area. This might be useful 

for providing specific guidance in special occasions such as getting directions in an indoor 

parking area where there is no GPS coverage. 
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