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Abstract

Wireless Sensor Networks (WSNs) provide a way to bridge the gap be-
tween the physical and the virtual worlds. They promise unprecedented abil-
ities to observe and understand large-scale, real-world phenomena at a fine
spatial-temporal resolution. Their application in Developing Countries is even
more interesting: they can help solve problems that affect communities. The
number of potential applications in such an environment is huge: water mon-
itoring and crop modeling are just two examples.

This thesis will analyze the potential of WSNs in Developing Countries,
and tackle three of the main problems that their deployment poses:

1. Power. Power consumption is an important issue in deployments. For
WSN nodes this is a well-addressed issue. Most commercial solutions
today assume that WSN gateways (the devices that provide the interface
between the nodes and the network infrastructure) will encounter ideal
scenarios in terms of power when deployed. In a Developing World
scenario, the gateway must operate with bounded energy supplies. The
gateway should have sufficient stored power to save sensed data with
high probabilities of service interruptions due to power loss.

2. Connectivity. Network connectivity in many Developing Countries is
unreliable. Data gathered by the sensor nodes (motes) must therefore be
stored safely in the gateway and transferred when a network connection
is available. WSN deployments can encounter different network topolo-
gies such as wired, wireless and mesh, and should be flexible enough to
interact with each of them. A two layer architecture with long wire-
less links above a wireless sensor network is a practical alternative for
providing connectivity in the access network.

3. Quality of WSN links. To implement reliable and robust sensor net-
works, we need to understand the variation of link quality and battery
behavior in a real world environment. Low-power transmitters have a
limited range, and it is important to understand communication pat-
terns. Energy is the scarcest resource of WSN motes, and it determines
the lifetime of WSNs. Motes are meant to be deployed in various envi-
ronments, including remote and hostile regions; consequently, they must
use little power and one need to make sure that all batteries last the
same amount of time. Also, battery level has an impact on routing.

There is still research to be carried out to make WSNs suitable for de-
ployment in Developing Regions. Following the most recent developments of
sensor networks, this thesis discusses what ICT4D researchers could do to
accelerate the dissemination of this new technology and proposes prototype
solutions for some of the three problems mentioned above. These include:

• Efficient link quality models. Link quality models are important
tools upon which the deployment of wireless sensor networks depends.
They allow the selection of efficient working parameters that enable the
information collected by sensor networks to be routed efficiently from
WSN nodes to a sensor base station. Using two testbed WSNs based on
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two different technologies, we analyzed spatial and temporal behavior
of link quality and derived good working parameters for sensor network
deployments. These parameters have been used in related works to
design new routing protocols for sensor networks.

• Robust and flexible gateways. Building upon the assumption that a
WSN gateway to be deployed in developing regions should be designed
at low cost with battery backup to maintain a continuous supply of
electric power in absence of power grid, we proposed in this thesis two
low-cost solutions that 1) meet low-power consumption and high storage
capabilities constraints 2) are based on web technologies and (3) allow
long range deployment for information dissemination. These solutions
are developed around two smart board systems.

• Long wireless links. Besides power energy limitations, limited range
is one of the main factors which has delayed large scale deployments
of wireless sensor networks. Building upon the assumption that next
generation sensor networks will be employed in multilayer network envi-
ronments with a WiFi gateway network layered above islands of sensor
networks, we presented the deployment of several long wireless links.
These prototypes revealed that long distance links can be a practical,
inexpensive alternative for connecting wireless sensor networks while
providing access to Internet in Developing Countries.

• Water quality management. We developed a water quality moni-
toring system to de deployed in Malawi. Water quality measurement
adds another dimension to the issue of power consumption of the WSN
system since one has to take into account the contribution of the energy
consumed by the water quality sensors in the overall energy consumption
of the water monitoring system. As low-power sensors for water quality
are not yet commercially available, we proposed an energy consump-
tion minimization strategy where a wake-up mechanism that triggers
sleeping/wake-up modes is used to reduce energy consumption.
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Chapter 1

Introduction

A Wireless Sensor Network (WSN) is a self-configuring network of small sensor
nodes (so-called motes) communicating among them using radio signals, and de-
ployed in quantity to sense the physical world.

Sensor nodes are essentially small computers with extremely basic functionality.
They consist of a processing unit with limited computational power and a limited
memory, a radio communication device, a power source and one or more sensors. As
traditionally deployed, they operate by having nodes sensing and sending collected
data to a specific node called base station. The base station passes the data to a
gateway where further processing is performed.

The integration of these tiny, ubiquitous electronic devices in the most diverse
scenarios ensures a wide range of applications. Some of the application areas are
environmental monitoring, agriculture, health and security. In a typical application,
a WSN is scattered in a region where it is meant to collect data through its sensor
nodes.

A US National Research Council report, titled: "Embedded Everywhere" [1],
notes that the use of wireless sensor networks (WSN) "could well dwarf previous
milestones in the information revolution". These networks provide a bridge between
the physical world and the virtual world. They promise unprecedented abilities to
observe and understand large-scale, real-world phenomena at a fine spatial-temporal
resolution.

In this chapter we will introduce wireless sensor networks in the framework
of the "Internet of Things" and analyze their potential applications in Developing
Countries.

1.1 The Internet of Things

Experts say that we are heading towards what can be called a "ubiquitous network
society" [2], one in which networks and networked devices are omnipresent. Radio
Frequency Identification (RFID) and wireless sensors promise a world of networked
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2 CHAPTER 1. INTRODUCTION

and interconnected devices that provide relevant content and information whatever
the location of the user. Everything from tires to toothbrushes will be in commu-
nication range, heralding the dawn of a new era, one in which today’s Internet (of
data and people) gives way to tomorrow’s Internet of Things [3].

At the dawn of the Internet revolution, users were amazed at the possibility of
contacting people and information across the world and across time zones. The
next step in this technological revolution (connecting people any-time, anywhere)
is to connect inanimate objects to a communication network. This is the vision
underlying the Internet of Things where the information will be accessed not only
"anytime" and "anywhere" but also using "anything". This will be facilitated by
using WSNs and RFID tags to extend the communication and monitoring potential
of the network of networks, as will the introduction of computing power in everyday
items such as razors, shoes and packaging.

WSNs are an early form of ubiquitous information and communication net-
works. They are one of building blocks of the Internet of Things. As depicted by
Figure 1.1, ITU presented in 2005 a Ubiquitous Sensor Network (USN) architecture
build around WSNs as the basic pillar. It is aimed to translate the information col-
lected by WSN into USN services by using the infrastructure provided by a Next
Generation Network (NGN).

From top to bottom, the main layers of a USN are:

• Application: the effective use of a USN in a particular sector or application.

• Middleware: software for the collection and processing of large volumes of
data.

• Access Network: intermediary or "sink" nodes collecting information from a
group of sensors and facilitating communication with a control centre or with
external entities.

• Sensor Network: comprising sensors and an independent power source (e.g.,
battery, solar power). The sensors can then be used for collecting and trans-
mitting information about their surrounding environment.

Following is a description of each layer.

Application Layer

The integration of these tiny, ubiquitous electronic devices in the most diverse sce-
narios ensures a wide range of applications. Some of the most common application
areas are environmental monitoring, agriculture, health and security. In a typical
application, a WSN is scattered in a region where it is meant to collect data through
its sensor nodes.

Environmental monitoring applications of WSN include:
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Figure 1.1: An Ubiquitous Sensor Network. [Courtesy of the ITU]

• Tracking the movement of animals. A large sensor network has been deployed
to study the effect of micro climate factors in habitat selection of sea birds on
the Great Duck Island in Maine, USA [4]. Researchers placed their sensors
in burrows and used heat to detect the presence of nesting birds, providing
invaluable data to biological researchers. The deployment was heterogeneous
in that it employed burrow nodes and weather nodes.

• Forest fire detection. Since sensor nodes can be strategically deployed in a for-
est, sensor nodes can relay the exact origin of the fire to the end users before
the fire is spread uncontrollable. Researchers from the University of Califor-
nia, Berkeley, demonstrated the feasibility of sensor network technology in a
fire environment with their FireBug application [5].

• Flood detection. The ALERT system deployed in the US [6] is an example of
flood detection. It uses sensors that detect rainfall, water level and weather
conditions. These sensors supply information to a centralized database sys-
tem.

• Geophysical research. A group of researchers from Harvard deployed a sensor
network on an active volcano in South America to monitor seismic activity
and similar conditions related to volcanic eruptions [7].

Agricultural applications of WSN include precision agriculture and monitoring
conditions that affect crops and livestock [8]. Many of the problems in managing
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farms to maximize production while achieving environmental goals can only be
solved with appropriate data.

WSN can also be used in retail control, particularly in goods that require being
maintained under controlled conditions (temperature, humidity, light, etc).

An application of WSN in security is predictive maintenance. BP’s Loch Ran-
noch project developed a commercial system to be used in refineries [9]. This
system monitors critical rotating machinery to evaluate operation conditions and
report when wear and tear is detected. Thus one can understand how a machine
is wearing and perform predictive maintenance. Sensor networks can be used to
detect chemical agents in the air and water. They can also help to identify the
type, concentration and location of pollutants.

An example of the use of WSN in health applications is the Bi-Fi [10], an embed-
ded system architecture for patient monitoring in hospitals and out-patient care. It
has been conceived at UCLA and is based on the Sun SPOT architecture by Sun.
The motes measure high-rate biological data such as neural signals, pulse oximetry
and electrocardiographs. The data is then interpreted, filtered, and transmitted by
the motes to enable early warnings.

Middleware Layer

Middleware refers to software and tools that can help hide the complexity and
heterogeneity of the underlying hardware and network platforms and ease the man-
agement of system resources. WSN middleware provides the desired services for
sensing-based pervasive computing applications that make use of wireless sensor
networks.

Access Network Layer

The USN access networking layer is where USN-bridges are used as an access net-
work for the first-mile connectivity to the NGN. The gateway is made of one or
more distinguished elements of the USN with some more computational, energy
and communication resources. It provides the interface between the sensor nodes
and the network infrastructure, usually the Internet. One gateway is normally col-
located close to a more permanent infrastructure, such as at a network plug, a
telephone pole or on the roof of a building.

Mote Anatomy

Motes come in different sizes and shapes, depending on their foreseen use. Figure 1.2
shows some motes available on the market. They can be very small, if they are to
be deployed in big numbers and need to have little visual impact. They can have a
rechargeable battery power source if they are to be used in a lab.

All motes are composed of five main elements shown in Figure 1.3:
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• Processor : the task of this unit is to process locally sensed information and
information sensed by other devices. At present the processors are limited
in terms of computational power, but given Moore’s law, future devices will
come in smaller sizes, will be more powerful and consume less energy. The
processor can run in different modes: sleep is used most of the time to save
power, idle is used when data can arrive from other motes, and active is used
when data is sensed or sent/received to/from other motes.

• Power source: motes are meant to be deployed in various environments, in-
cluding remote and hostile regions so they must use little power. Sensor nodes
typically have little energy storage, so networking protocols must emphasize
power conservation. They also must have built-in mechanisms that allow pro-
longing network lifetime at the cost of lower throughput. Sensor nodes may
be equipped with effective power harvesting methods, such as solar cells, so
they may be left unattended for months, or years. Common sources of power
are rechargeable batteries, solar panels and capacitors.

• Memory: it is used to store both programs (instructions executed by the
processor) and data (raw and processed sensor measurements).

• Radio: WSN devices include a low-rate, short-range wireless radio. Typical
rates are 10-100 kbps, and range is less than 100 meters. Radio communica-
tion is often the most power-intensive operation, so the radio must incorporate
energy-efficient techniques such as wake-up modes. Sophisticated algorithms
and protocols are employed to address the issues of lifetime maximization,
robustness and fault tolerance.

• Sensors: sensor networks may consist of many different types of sensors capa-
ble of monitoring a wide variety of ambient conditions. Common applications
include the sensing of temperature, humidity, light, pressure, noise levels,
acceleration, soil moisture, etc. Due to bandwidth and power constraints,
devices primarily support low-data-units with limited computational power
and a limited sensing rate. Some applications require multi-mode sensing, so
each device may have several sensors on board.

Following is a short description of the technical characteristics of WSNs that
make this technology attractive.

• Wireless Networking: motes communicate with each other via radio in
order to exchange and process data collected by their sensing unit. In some
cases, nodes can use other nodes as relays, in which case the network is said
to be multi-hop. If nodes communicate only directly with each other or with
the gateway, the network is said to be single-hop. Wireless connectivity allow
to retrieve data in real-time from locations that are difficult to access. It
also makes the monitoring system less intrusive in places where wires would
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Figure 1.2: Example of four motes available on the market

Radio Sensors

Memory

Processor

Power Supply

Figure 1.3: Building blocks of a mote

disturb the normal operation of the environment to monitor. It reduces the
costs of installation: it has been estimated that wireless technology could
eliminate up to 80 % of this cost.

• Self-organization: motes organize themselves into an ad-hoc network, which
means they do not need any pre-existing infrastructure. In WSNs, each mote
is programmed to run a discovery of its neighborhood, to recognize which
are the nodes that it can hear and talk to over its radio. The capacity of
organizing spontaneously in a network makes them easy to deploy, expand
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and maintain, as well as resilient to the failure of individual points.

• Low-power: WSNs can be installed in remote locations where power sources
are not available. They must therefore rely on power given by batteries or
obtained by energy harvesting techniques such as solar panels. In order to
run for several months of years, motes must use low-power radios and pro-
cessors and implement power-efficient schemes. The processor must go to
sleep mode as long as possible, and the MAC layer must be designed accord-
ingly. Thanks to these techniques, WSNs allow for long-lasting deployments
in remote locations.

1.2 Open Wireless Sensors

When looking at what the market has to offer for WSN deployments, we decided to
focus our attention only on Open Wireless Sensors [11] as one of the features that
can promote ICT4D. We define Open Wireless Sensors as the motes that
follow the open source paradigm [12] both in software as in hardware.
To be considered as Open Wireless Sensors, they must provide freely downloadable
source code and make available a full description of the hardware. It should be
possible for anyone to replicate the device without any special permission.

The market offers two alternatives for Open Wireless Sensors: Sun SPOTs pro-
duced by Sun Microsystems and Squidbees produced by Libelium. Another product
by Libelium, the Waspmote, has just been released. In the following sections we
will describe the two platforms and analyze their characteristics.

• Sun SPOT [13](Sun Small Programmable Object Technology) is a wireless
sensor network mote developed by Sun Microsystems. In November of 2004,
Sun Labs started project Sun SPOT to build their own sensor hardware and
to adapt a small, flexible Java Virtual Machine called Project Squawk to the
sensor platform.
As illustrated in Figure 1.4, Sun SPOT motes are shipped from the manufac-
turer with three components: (1) a sensor board (2) a processor board and
(3) a battery. Each Sun SPOT mote comes with a 180 MHz 32-bit ARM920T
core, 512K RAM, 4M non-volatile Flash memory, 802.15.4 radio, 8 multi-color
LEDs, and a USB interface. The default hardware configuration includes
three sensors: accelerometer, temperature and light sensors. The wireless
section uses an integrated radio transceiver, the TI CC2420. The CC2420
is IEEE 802.15.4 compliant and operates in the 2.4GHz to 2.4835GHz ISM
unlicensed bands. Other features include AES encryption, received signal
strength indication (RSSI) with 100dB sensitivity and transmit output power
setting from -24dBm to 0dBm. Receive sensitivity is -90dBm. The antenna
is a folded monopole λ/4 wave with reasonable omni directional radiation
pattern. The internal battery is a 3.7V 720maH rechargeable lithium-ion
prismatic cell. The battery has internal protection circuit to guard against
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Figure 1.4: Sun SPOT produced by Sun Microsystems. [Courtesy of Sun]

over discharge, under voltage and overcharge conditions. The Sun SPOT
mote drops into a power saving mode (“shallow sleep“) to reduce power con-
sumption. Considerable power can be saved during shallow sleep even though
it is still necessary to power much of the hardware. Hence, the Sun SPOT
can resume from shallow sleep without any latency and as soon as any thread
becomes ready to run. The shallow sleep power consumption mode is about
24ma. A Sun SPOT kit comes with two free-range Sun SPOT motes and one
base station unit. The base station unit is thinner, does not have a battery
board, communicates wirelessly with the Sun SPOT and streams the data via
a USB connection. The Sun SPOT system uses Java technology to up-level
programming. Developers can write a program in Java, load it on a wireless
sensor device, run it, debug it, as well as access low-level mechanisms with
standard Java IDEs. What distinguishes the Sun SPOT mote from compara-
ble devices is that it runs a Java Micro Edition Virtual Machine called Squawk
directly on the processor without an operating system. The device’s use of
Java device drivers is particularly remarkable as Java is known for its ability
to be hardware- independent. In March 2008, the Sun SPOT team decided to
release the hardware schematics, bill of materials, design files, mechanical files
and printed circuit board files as open source [14]. The license they adopted is
the GNU General Public License (GPLv2). From the software point of view,
they publicly released the libraries used by SPOT applications. This includes
the Java ME libraries loaded in the flash memory of each Sun SPOT and the
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Java SE libraries used by host applications. From their website, it is possible
to download the core libraries for the Sun SPOT, the network stack and the
security one.

• SquidBee [15] is an Open Wireless Sensor device produced by a Spanish
company called Libelium. It is based on the Arduino platform [16] and uses
Zigbee protocol for wireless communications. A Squidbee node is composed
of four components: the main board, the communication module, the Zigbee
module and the sensors. The main board has been developed by the Arduino
team. The Arduino Diecimila is a micro controller board based on the AT-
mega168, running at 16 MHz, with a flash memory of 16 KB (of which 2
KB used by boot- loader). The communications module which lets the node
transmit through a ZigBee module has been developed by Libelium. The
Zigbee module is called XBee and is produced by MaxStream [17]. It was
engineered to meet IEEE 802.15.4 standards and support the unique needs of
low-cost, low-power wireless sensor networks. The modules require minimal
power and provide reliable delivery of data between devices. The transmit
power is 1mW, and the sensitivity is -92 dBm. A high-power Xbee module is
available, with output power of 100mW and -100 dBm sensitivity. It is pin-
compatible with the low-power version that comes with the standard Squidbee
mote. The standard sensors provided with a Squidbee mote can measure hu-
midity, temperature and light. In addition to the main elements, an external
3dBi omnidirectional antenna and a battery connector are provided in the
main kit. Figure 1.5 shows a Squidbee mote.
The development environment is based on Processing, an IDE (Integrated
development environment) designed to introduce programming to artists un-
familiar with software development. The programming language is derived
from Wiring, a C-like language that provides similar functionality for a more
tightly restricted board design, whose IDE is also based on Processing. At
a conceptual level, all boards are programmed over an RS-232 serial connec-
tion, but the way this is implemented in hardware varies by version. Current
Arduino boards including the Diecimila are programmed via USB.
The Arduino hardware reference designs are distributed under a Creative
Commons Attribution Share-Alike 2.5 license [18] and are available on the
Arduino Web site [19]. Layout and production files for some versions of the
Arduino hardware are also available. The source code for the IDE and the on-
board library are available and released under the GPLv2 license. While the
hardware and software designs are available under open source licenses, the
developers have expressed a desire that the name "Arduino" (or derivatives
thereof) be exclusive to the official product and not be used for derivative
works without permission. The official policy document on the use of the
Arduino name emphasizes that the project is open to incorporating work by
others into the official product. As a result of the protected naming conven-
tions of the Arduino, a group of Arduino users forked the Arduino Diecimila,
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Figure 1.5: Squidbee mote by Libelium. [Courtesy of Libelium]

releasing an equivalent board called Freeduino. The Arduino Xbee module,
developed by Libelium, is released under a Creative Commons Attribution
Share-Alike 2.5 license. They provide an Open API, open schematics and
diagrams and an open firmware.

1.3 Advantages of Open Wireless Sensors

Advantages of the open source approach in wireless sensors are many-fold. To name
a few:

• Cost: since the description of the hardware is freely available, one can choose
among different producers and select the cheapest solution. While open source
hardware does not automatically ensure lower prices, experience has shown
that in many cases it does. An example is the Arduino board. The reference
designs (EAGLE files) for Arduino are distributed under a Creative Commons
Attribution-ShareAlike 2.5 license [18]. Arduino boards can be bought from
several producers, in different form factors and at different prices.
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• Personalization: from the hardware point of view, one can design or produce
a mote to meet someone’s individual requirements. As an example, there are
multiple versions of the Arduino board [16]. The Nano is a compact board
designed for breadboard use, while the Arduino BT contains a bluetooth
module that allows for wireless communication and programming. From a
software point of view, the availability of the source code and the right to
modify it enables unlimited tuning and improvement. It also makes it possible
to port the code to new hardware, to adapt it to changing conditions, and to
reach a detailed understanding of how the system works.

• Escape vendor lock-in: being the software and hardware open source, one
is independent from a single producer. Open source gives the freedom to
choose a preferred vendor.

• Continuity: there is no single entity on which the future of the software and
hardware depends. This is a very common concern with proprietary solutions:
if the manufacturer decides to discontinue the development of a product, no
one has the right to take the device and continue to develop on it, effectively
killing its usability in the market. Open source solutions effectively protects
against this, because if the group or company that originated the product
decides to stop development, it is always possible to fund another group to
continue the maintenance and improvement, without legal nor practical lim-
itations.

• User support: support is available for open source often superior to pro-
prietary solutions. Both in the case of Sun as in the one of Libelium, fora
provide prompt solutions to users’ issues.

Open Wireless Sensors provide advantages not only from the technical point
of view, but from the business one as well. There are examples of developments
based on the openness of the hardware and software both for the Sun SPOT and
the Squidbee, demonstrating that an open license can stimulate the market. One
example of development enabled by the Open Source license of Sun SPOTs is the
breakout add-on board. Among the hardware schematics released by Sun in 2008, is
the project for an add-on board with connectors for hooking up servos, sensors and
wires to the SPOT system without the need to solder or risk damaging the delicate
components of the SPOT board [20]. The board provides five general purpose
I/O wire terminals, four high-current I/O wire terminals, four analog I/O wire
terminals, a power switch for servo connectors, two switches and one RS-232 level
converter. Sun does not produce the device, but prototypes based on the design
were assembled. A private company called Circuit Monkey decided to produce the
board according to Sun’s project and to sell it [21]. It can be bought fully assembled
and tested for 35 USD.

Being a truly open platform, many add-on modules have been developed for
the Arduino Board. The Arduino Ethernet Shield [22] allows an Arduino board to
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connect to the Internet via an Ethernet connection. This module is to be plugged
on an Arduino board and other modules can be stacked on top of it. Using this
module, one can connect a wireless sensor network to the Internet. Other modules
produced by Libelium are the GPS and the GPRS modules and a Solar module
that includes a 3W solar panel and a 1100 mAh Li-Ion battery.

1.4 Open Wireless Sensors and Development

We believe that the advantages presented by Open Wireless Sensors make them
an optimal solution for projects in Developing Countries. The low cost being the
biggest one, the educational aspect of Open Source is also very important. Open
Source projects enable researchers to understand what is happening at the hardware
and software level, and enhances the knowledge related to technology. Proprietary
solutions are often seen as "black boxes" that don’t require any knowledge from the
user.

From the business point of view, the Total Cost of Ownership (TCO) is widely
used as a measure of the effectiveness of information technology within an organi-
zation. We believe that open source solutions have advantages in TCO, especially
in Developing Countries where TCO must be as low as possible. First of all, when
an organization is gathering information, open source software packages (such as
the IDE) can be tested at will. At acquisition, open source solutions often have
a lower cost and sometimes a much lower cost compared to proprietary ones. In
the period of use and maintenance, where the bulk of TCO is typically spent, open
source solutions may have significant advantages. The availability of source code
makes it possible to use in-house expertise to fix bugs or change configurations, as
well as to hire external support in a competitive market where anyone can enter.
The same applies for hardware which is openly documented.



Chapter 2

Related work

As the previous chapter has illustrated, WSN applications are beginning to make
their appearance across the globe. It might be easy to limit the present discussion to
the industrialized world, but that would be short-sighted. WSNs have the potential
to offer many economic, societal and environmental benefits to the Developing
World . The present chapter explores this important opportunity for the Developing
Countries that comprise eighty per cent of the world’s population, or some 5 billion
people.

2.1 ICT4D and WSN

WSNs may be useful in any infrastructure-less regions such as polar regions and
remote parts of developed countries such as in some isolated cold regions of Sweden
where sensor monitoring can play a major role to better the living conditions of the
population. They can also be used to achieve sensing activities in both rural and
urban areas of the Developing Countries where using sensors to control the harsh
climate conditions and poor infrastructure can prevent natural disasters, positively
impact climate change and improve the living conditions of the population.

What are the promises of these new technologies for disadvantaged populations?
Clean water, safe food, clear air, efficient transportation - these are all "things" that
can improve the quality of people’s lives. WSNs could provide effective and effi-
cient tools for improving the human condition in Developing Countries and ensure
their inclusion on the international stage. These new technologies will mean better
health, greater opportunities, extended access and improved possibilities for inter-
national trade. They will also help create solutions for some of the most serious
and chronic problems faced by Less Developed Countries.

What matters most to many developing economies are the potential benefits to
achieve significant improvements in the everyday lives of their citizens. There are
different ways to approach enabling technologies, e.g. to promote technology, to
re-invent technology or even to ignore technology. Developing Countries will not all
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take the same approach, focus on the same priorities or use the same measures to
address challenges, as each country will be largely influenced by its own background
- historical, cultural, developmental, political - as well as its R&D needs, physical
and institutional infrastructure, demographics and economy. For many Developing
Countries, wireless sensors are already recognized as addressing some of their most
pressing needs.

ICT4D
Information and Communication Technologies for Development (ICT4D) is the
general term related to the application of Information and Communication Tech-
nologies (ICT) in development programmes in countries facing acute problems like
poverty, illiteracy and a general lack of developed infrastructure. It is a discipline
that aims at understanding how ICT can make a difference to the lives of the poor
and the marginalized [23]. ICT4D has to do with the contribution of ICT to eco-
nomic growth, but it is also concerned with the issue of access that people have to
information and with the content requirements that poor people need if they are
to transform their livelihoods.

WSN in the framework of ICT4D
The World Bank’s infoDev site [24] catalogues hundreds of ICT projects in De-
veloping Countries, albeit not all successful. Most of these projects use existing
off-the-shelf technology designed for the industrialized world. By analyzing such
projects, researchers found [25] that ICT projects have four main technological
requirements in order to be successful in such context: autonomous connectivity,
low-cost equipment, appropriate user interfaces and power resilience.

Wireless Sensor Networks satisfy all four technology requirements as explained
hereafter:

• Autonomous Connectivity: WSNs do not depend on any pre-existing net-
working infrastructure. They are able to organize automatically as ad-hoc
type network and they are resistant to partial failures. Because the com-
munication between devices is independent from any external network, there
is no cost to communicate internally. Wireless sensor networks can also be
used in delay-tolerant applications, which are good solutions in countries with
poor infrastructures. Delay-tolerant solutions are appropriate when data is
not used in real-time. An example is crop-monitoring: the time necessary
for the data to travel doesn’t change its usefulness. Using delay-tolerant net-
works, deployments are possible in rural environments that lack continuous
or affordable network connectivity.

• Low-cost: dozens of producers currently offer or are developing WSN prod-
ucts. Worldwide deployments are expected to grow exponentially for the next
4 years from 2.5 millions to 126 billions devices and cost is expected to fall
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accordingly in the next years [26]. WSN can be easily redeployed with no loss
of investment and expanded when more funds become.

• Appropriate user interfaces: data gathered from a WSN is usually saved
in the form of numerical data in a central base station. User interfaces are
quickly being developed or already exist, to allow simple access and presenta-
tion of these large data sets, even as audio signals [27]. Web-based interfaces
allow users to monitor or control their WSN through a web browser. The
product of the devices, being numerical data, can easily be synthesized into
graphs, charts and spreadsheets and translated into local languages. More-
over, because the WSN devices themselves are simple, autonomous and self-
configuring, they are much like appliance devices requiring little knowledge
about their engineering details to be able to install, configure and use them.
It is envisaged that these technologies will be widely adopted for specific tasks
where other more general and complex technologies, such as Personal Com-
puters, have been thwarted by the need for complex interfaces and training.

• Power: although this is a common problem to rural/remote locations world-
wide, the reality in the developing world is that access to the power grid is
critically scarce and unreliable. Less than 20% of Africa’s population has
access to electricity [28] and for many of them power rationing and cuts are
part of the daily routine. WSN can be designed so they require very little
energy to operate. Sensor nodes often carry their own power sources (such as
AA batteries) and may be equipped with effective power scavenging methods,
such as solar cells.

From this analysis, we can draw the conclusion that from a theoretical point
of view WSN are a promising technology for development projects. In the next
chapter we will see that in practice deploying a WSNs in a Less Developed Country
is still a challenge, and that the market is not yet ready to deliver easy-installable
devices.

WSN4D
In our understanding of nature sensor networks are facilitating a revolution by
providing observations at a fine spatial-temporal resolution. We believe that the
use of WSN in Developing Countries has the potential to revolutionize science and
influence social, environmental and health issues, with low-cost and state-of-the-
art solutions. There is need for more research on how to develop devices which
are suitable for challenging environments and on how to deploy them in the best
possible way. To realize the benefits they can offer, a broad portfolio of successful
deployments will be needed as a proof of concept. It is important that the portfolio
of deployed WSN be appropriate to the environment being investigated and that
deployments consider both the potential scientific impact as well as the one on
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local society. Wider dissemination is needed to engage a greater audience for sensor
development activities [29] [30] [31].

We propose to call this discipline Wireless Sensors for Development, or
WSN4D. In this chapter we will analyze what are the assets and the challenges
related to the use of WSNs in Developing Countries, some possible applications and
what the market should provide to accelerate their deployment.

Assets and Challenges
The potential that WSNs present in general was highlighted as early as 2001. There
are some benefits that are specific to their use in Developing Countries. Among
them, we can list:

1. Ad hoc networking: in Developing Countries, the existence of a reliable
telecommunication infrastructure is often questionable. The traditional land-
line infrastructure is usually old, and cellular coverage is still partial (espe-
cially for rural areas). Internet connectivity is not reliable and bandwidth
is limited. Communication using an ad-hoc network does not rely on any
existing infrastructure, and does not incur in extra communication costs as
in cellular-phone-based telemetry.

2. Low cost: limited budgets of public authorities put hard constraints on what
can be purchased. The availability of low-cost motes make them suitable for
deployment in such environment. The network can be easily extended when
more funds become available, given its self-organizing feature.When planning
a WSN project, there is no need for a single big investment: motes can be
added in different phases when users become aware of their usefulness. Fur-
thermore, 24/7 manual monitoring is costly and running cost can be lowered
with the use of WSNs.

3. Unattended operation: the level of technical expertise that can be ex-
pected in rural areas is limited. Installing a WSN still requires a specialist,
and this is taken for granted for deployments. Once the network is installed,
WSNs will manage to fulfill their promise of maintenance-free operation.

4. Real-time response: the capacity to collect and process data in real-time is
especially attractive for alert-based systems. The user needs to be warned as
soon as the monitored environment exceeds a threshold value. Direct human
intervention is often used as primary resort in Developing Countries. Given
the poor road conditions and the limited communication infrastructure of
many countries, the use of an automatic monitoring system would benefit
society in case of catastrophic events when humans monitoring should be
limited. An example is flood-monitoring. Few volunteers would measure and
communicate the level of a river during a hurricane or in the middle of the
night. Yet these are the times when the measurements are most needed.
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Delay-tolerant solutions are not appropriate for alert-based systems where
data is processed in real-time.

5. Ease on deployment: based on wireless technology, nodes can be added,
moved or removed from the network in a seamless fashion. This is especially
important for challenging environments like the ones present in Developing
Countries.

There are many challenges in implementing a WSN in Lesser Developed Coun-
tries. While some are technical challenges, other are related to socio-economic
aspects. Although there are some pilot projects, there is no large, long-term WSN
deployment that has run unattended for more than a couple of months. Following
is a short description of some of the challenges:

1. Power consumption of the whole WSN system is an important issue in
deployments. In a Developing World scenario, the gateway must operate
with bounded energy supplies. Since renewable energy, for example solar
power, may be available at some locations, disconnected operation remains
a possibility. The gateway should have sufficient solar power to store sensed
data with high probabilities of service interruptions due to power loss. A
solar panel is a visible, attractive and easy to resell part. If systems are to
be deployed unattended in widely available environments, thefts are likely to
occur frequently.

2. Connectivity is given for granted at the gateway level. This is not the case
in Developing Countries where connectivity is often unreliable [32]. Ways to
transfer the information from the gateway to the final user have to be found.
"Store and forward" seems to be an attractive alternative that requires further
exploration.

3. Minimizing the cost of deployment is of paramount importance. Since WSN
is a nascent technology, many of the existing general purpose solutions in the
market are expensive and/or they are not well tailored for use in the De-
veloping World. Furthermore, WSN implementations must overcome limited
resources and therefore devices are often tailored to each application. As such,
significant engineering efforts are normally required to fine-tune the design, a
cost that most institutions could not support themselves. As a consequence
of the potential for large markets for these devices however, it is expected
that niche WSN devices will be developed for many uses. Moreover, because
of the portability of the design, facilitated by the use of open architectures
and software, these devices are expected to reach large economies of scale, far
beyond what traditional measurement devices have been able to do and thus
the price per unit can be expected to fall dramatically.

4. To be usable in large numbers in Developing Countries where climates are
extreme and spare parts are rare, sensor nodes must also be rugged and
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reliable. Enclosures are needed to protect nodes from moisture and heat, but
still expose sensors to the outdoor conditions that they are monitoring. As
such, the environmental conditions must be taken into account when designing
the system. Most systems at present are being designed for temperate climate
applications and are not suitable for tropical or arid climates found in most
Developing Countries. For example, temperature has a significant effect on
the battery’s effective power and the performance of the processor. In most
designs, they are optimized for mid-latitude climates, where few Developing
Countries are found.

Potential applications
Only a subset of general WSN applications are of interest to Developing Countries.
Costs and effort required for deploying and maintaining a sensor network, probably
substituting other technology in place that people are familiar with, have to be
justified. There must be a non-negligible benefit for all participants involved. A
wireless sensor network can only be helpful if there is a substantial need.

We believe that sensor networks are relevant to Developing Countries in the
following application areas:

• Environmental Observation and Forecasting

• Disaster Prevention

• Agricultural Management

• Structure Health Monitoring

• Habitat Monitoring

Concrete applications that can be assigned to the first three application areas
more or less directly affect the people’s living conditions. An earthquake or volcano
eruption warning system can prevent devastating incidents. Similarly, the ability to
retrieve soil moisture in real time enables efficient irrigation and agricultural plan-
ning which is especially important in semi-arid regions of Developing Countries.
As a side effect, researchers can gain a better understanding of certain phenomena
since the sensor network provides multifaceted and more accurate data with shorter
delays compared to traditional approaches. The same holds for habitat monitor-
ing, where wildlife can be studied without unnecessary human intrusion in remote
areas. As for structure health monitoring, safety, environmental, and commercial
aspects come into play. Fast detection of a leaking oil pipeline can certainly reduce
environmental damages and thus reduce negative impacts on the health of people
and animals.

After giving a brief overview of the application areas, we present sensor net-
work applications and show how these applications can be valuable for Developing
Countries.
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• Environmental Observation and Forecasting: in the area of environ-
mental observation and forecasting we find a plurality of applications that,
on the one hand, aim at establishing an early warning system to protect the
population, and on the other hand, provide researchers with the means to
study certain phenomena. This is because instrumenting natural places, such
as national parks, volcanoes, riverbanks, rift zones, and woods with numer-
ous networked sensor nodes can enable long-term data collection at scales and
resolutions that are difficult to obtain otherwise. Most of the phenomena of
interest to scientists take place in such environments in Developing Countries.
These features make the following applications feasible and beneficial in the
context of Developing Countries: volcanic studies and eruption warning sys-
tem, meteorological observation, fire detection, earthquake studies and warn-
ing system, water quality monitoring, flood, cyclone and tsunami warning
system.
Dependent on the geographic region, one or several of these applications are
conceivable. A good warning system can effectively help to mitigate the
damages caused by natural disasters. Hence, the development of wireless
sensor networks to assist meteorologists, geologists, and volcanologists has a
great deal of importance in many less developed parts of the world.

• Disaster Prevention: in addition to the warning systems discussed in the
previous section, we propose sensor networks for hazardous workspaces like
underground mining, steelworks, and refineries. Most of these places entail
a high risk by nature which is amplified by poorly engineered constructions
in Developing Countries. Wireless sensor networks can be deployed in un-
derground mining for surveillance of deteriorating grounds, toxic gases, and
unstable grounds. In refineries, sensors can be used to track workers in order
to alert an operator if someone accidentally enters a temporary hazard zone
or guide fire-fighters to the people in danger. These applications can help to
increase workplace safety and thus save many people’s life.

• Agricultural Management: it remains uncertain whether the resources
and technologies available in Developing Countries will be sufficient to satisfy
a growing population’s demands for food and other agricultural commodities.
Especially in the semi-arid tropics, millions of people suffer from hunger be-
cause precipitation is scarce and unpredictable. In order to map out a farming
strategy that uses the available resources most effectively, information on the
temporal and spatial variability of environmental parameters, their impact
on soil, crop, pests, diseases, and other components of farming is needed.

• Structure Health Monitoring: the goals of a structure health monitoring
system include detecting damage, localizing damage, estimating the extent
of the damage and predicting the residual life of the structure. The latest
approach in this field, the wireless sensor network based approach, is promis-
ing because it has many advantages: low deployment and maintenance cost,
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deployment flexibility, large physical coverage, high spacial resolution, etc. In
many Developing Countries we find old and derelict infrastructure. Bridges
and rail roads, perhaps built by a former colonial power, are still in use and
are at the same time extremely vital points of the transportation infrastruc-
ture. Historical buildings such as churches, castles, and monasteries are in
bad repair but these objects of cultural value are obliged to be preserved for
future generations. Here, seismic and pressure sensors can be deployed to
detect and localize stress fractures. A precise knowledge of stress fractures
can be applied for predictive maintenance and for issuing timely warnings to
users.

• Habitat Monitoring: habitat monitoring represents a class of sensor net-
work applications with enormous potential benefits for scientific communities
and society as a whole. The huge extent of the areas to be covered and the im-
pact of human presence in monitoring plants make the deployment of sensors
modules an interesting option. Of special concern are the disturbance effects
of even well-intended researchers frequently trampling into the animal’s habi-
tat. This can lead to distorted results by changing behavioral patterns or
distributions or even reduce sensitive populations by increasing stress factors.

Water Quality Monitoring
Water quality monitoring is the WSN application with the biggest potential impact
on human lives. According to the United Nations [33] in 2006, an estimated 1.1
billion people worldwide lack clean drinking water and 2.6 billion lack access to
basic sanitation. In Developing Countries, diarrhoeal diseases are one of the main
causes of child mortality. This high rate is directly correlated with the lack of
sanitation and the consumption of polluted water. Hence, 2005-2015 was designated
the International Decade for Action: "Water for Life". Clearly, the international
community has recognized that water distribution must be carefully monitored and
controlled in terms of water quality and quantity.

Water quality can be thought of as a measure of the suitability of water for a par-
ticular use based on selected physical, chemical, and biological characteristics [34].
To determine water quality, scientists first measure and analyze characteristics of
the water such as temperature, dissolved mineral content, and number of bacteria.
Selected characteristics are then compared to numeric standards and guidelines
to decide if the water is suitable for a particular use. Standards and guidelines
are established to protect water for designated uses such as drinking, recreation
or agricultural irrigation. Standards for drinking-water quality ensure that public
drinking water supplies are as safe as possible. Some aspects of water quality can be
determined right in the stream or at the well. The basic parameters to be measured
include acidity (pH), dissolved oxygen, and turbidity (a measure of the clarity of
the water). Analyses of individual chemicals generally are done at a laboratory.
In many Developing Countries, monitoring procedures are currently entirely man-
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ual, based on sampling and subsequent analyses in water laboratories. This often
causes considerable delays in the monitoring process. The quality of the monitoring
process would benefit from at least some basic parameters being monitored in real
time, in order to get early warnings that can trigger appropriate treatment.

WSN may be used to sense water quality in the tanks and in the distribution
networks. WSNs can also be used as an early warning system, in case of sudden
degradation of water quality. A major design issue to develop low-cost water mon-
itoring systems is the development of inexpensive and reliable sensors for water
quality [35]. More specifically, sensors monitoring biological contaminations -such
as detection of fecal bacteria like E. Coli - are necessary. Currently, water analysis
is usually performed in the laboratory where samples are cultivated to detect the
growth of bacteria. This method is costly, takes time, and does not scale well.
E. Coli can be numbered in situ using gene-based remote detection technologies.
However, this method is not yet commercially available. Whereas, chemical water
sensors exist for pH and a variety of contaminants. The real-time aspect is also
critical, due to the importance of reacting rapidly in a case of water contamination.

WSN and Science in Developing Countries
The dissemination of WSNs will help scientists by providing them with large amounts
of data. In many areas of applied science researchers measure easily detectable pa-
rameters and then use simple semi-empirical correlations to infer the parameter
they are really interested in. These correlations are often based on very limited
data, and creating sensors to measure more directly variables of interest is critical.
The advent of sensor networks with tens or hundreds of nodes in which processing
will be accomplished automatically will increase the resolution of scientific data
by orders of magnitude. To prepare for this paradigm shift, scientists need to be-
gin to evaluate new and developing technologies, create training programs, develop
collaborations and participate in joint efforts with experts in sensor technology,
communications, information management, and networking to design and imple-
ment prototype sensor networks.

This revolution is particularly important in Africa. A United Nations meeting
on the development of science and technology in Africa, held in 1999, revealed that
the African continent is home to 13% of the world’s population, but accounts for
only 0.36 % of the world’s scientists [36]. Africa’s share in the global scientific
output is around 0.3%. If the digital divide is defined as the gap between those
with regular and effective access to digital technologies and those without, then the
scientific divide could be defined as the gap between those with access to scientific
data and those without. Africa is home to some of the most interesting scientific
phenomena in the world, due to its diverse environment. Habitat monitoring and
climate change are two themes of interest to African scientists. WSNs will help
them fill this scientific gap, by providing high-quality data that local scientists can
study.

The use of WSN can also enhance educational curricula in academic institutions.



22 CHAPTER 2. RELATED WORK

The design and deployment of a WSN requires a team-based, integrative approach.
Long-term data from sensor networks will be valuable for educational use, and tools
and development of curricula should be encouraged. The nodes come with the basics
of a general-purpose platform, but the nature of each application determines the
sensing hardware specifics. Thus sensor design is a fundamental area within WSN.
The ability to perform direct measurement of necessary magnitudes, to identify
pattern recognition strategies and exploit computational resources appropriately
represent engineering challenges that can be addressed in academia.

Requirements for WSN4D
Despite the availability on the market of motes produced by dozens of companies,
there is still no general solution that can be bought and installed out of the box.
This is true for Developed Countries as well.

With the special conditions of Developing Countries (high temperatures, dust,
etc), there are three components that have to be provided so that a WSN system
can be easily installed.

1. Solar power: if a WSN has to be installed and needs to run unattended for a
long period of time, an energy harvesting system must be provided. Libelium
sells solar panels and batteries for its Squidbee system, but they are not well
integrated in the motes themselves. It is not possible, for example, to read
the value of the battery and make a decision according to its value. This
has to be done via some hardware hack that requires electronic skills. Sun
SPOTs, despite their name, have no solar panel. This has been added for
some experiments, but again with some special skills.

2. Weatherproofing: neither Sun SPOTs nor Squidbee can be installed out-
doors. They both require a weatherproof box, which is expensive and that has
to be built to fit perfectly. Sun SPOTs do not have an external antenna, so
metal boxes will shield the signal generated by the internal antenna. Cables
to connect external sensors have to be sealed so that water does not enter
in the box. An example of a tailor-made weatherproof box is available in
Figure 2.1.

3. Gateway: neither Sun nor Libelium provide a complete WSN system that
includes a gateway and a way to power it. Libelium sells a device called
Meshlium, that can read data from Squidbees and can be solar powered. But
again, it requires some specialized skills to be set-up and is not low-cost.
Powering the gateway is a must for installations in Developing Countries,
where power supply in not reliable.

What comes closer to a complete, easy-to-setup, solar powered system is the
Crossbow eKo Pro Series [37]. eKo is suited to address the monitoring needs within
precision agriculture, irrigation management, urban monitoring and environmental
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Figure 2.1: Weatherproof box used in a WSN project in Malawi. [Source: [74]]

science. Proven as the wireless sensor networking platform for any outdoor sensing
requirement regardless of sensor type, eKo is fully packaged for the elements, solar-
powered and ready to use out-of-the-box. The main components of this system
are the node, base radio and gateway which create the foundation of this system.
The system can be easily enhanced with various sensors and provides users with
an easy to deploy wireless monitoring system to efficiently gather data about their
environment from multiple locations. The system is available in a pre-defined kit
or individual components to meet your specific requirements. The eKo Gateway,
eG2100, is an embedded Sensor Network gateway device that comes preloaded with
Crossbow’s Sensor Network management and data visualization software packages,
eKoView. These programs are automatically started when the gateway is turned
on. Plug-and-play at start-up, the gateway and the eKoView web interface easily
allows users to view data real-time, run reports, set alerts and more.

The eKo gateway is not solar powered, and the whole system is not low-cost
(eKo kit is $3359 USD, including 4 nodes). Furthermore, this is a proprietary
solution. As an example, each port on the nodes can support four eKo compatible
sensors or smart sensor that supports the Crossbow ESB protocol. This of course
limits the freedom of choice when selecting sensors.

The newly presented Waspmote [38], on the contrary, is completely Open and
is equipped with a solar panel and a Lithium Battery. It can house specially-
designed sensor boards (Gases board, Events board, etc) but can read data from
any analog or digital sensor. It can communicate with the Meshlium gateway [39].
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Figure 2.2: Waspmote by Libelium. [Courtesy of Libelium]

The only missing component is the weatherproof box. A Waspmote node is shown
in Figure 2.2.

To the best of our knowledge, this is at the moment the best solution for WSN
deployments in Developing Countries.

2.2 Existing WSN projects in Developing Countries

There have been a couple of WSN projects in Developing Countries. These projects
are still few, and sometimes do not go beyond the design and simulation stage. We
briefly describe their aim and focus, and we summarize their technical characteris-
tics.

• The "COMMON-Sense Net" [40] is the most successful, complete WSN project
in a Developing Country. It is a project on improved water management for
resource-poor farmers. According to most estimations, 40% of the water
used for irrigation around the globe could be saved without impact on yield,
provided agriculture adapted its practices [41]. Since this sector accounts
for two-thirds of the fresh water consumption worldwide, the gains can be
significant.
A WSN has been deployed in rural India, and a decision support system for
crop yields has been implemented. The project started with a field survey
conducted over a period of ten months from August 2003 to May 2004 in
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three villages of the Pavagada region in Karnataka (Southern India). The
goal of this enquiry was to identify and categorize the information needs of
the rural population living in semi-arid regions. The survey showed that crop
yield prediction is extremely important to poor farmers, because their lack
of resources forces them to constantly adapt their strategies to the evolution
of the environment. Expected yield plays an important role in the choice
to invest or not in an agricultural practice. This means that the kind of
environment monitoring systems that they cannot afford is precisely what
they would need to improve their livelihood. The wireless sensor network has
been deployed over a small area of 2 acres to measure temperature, humidity,
ambient light and barometric pressure. Soil moisture has been measured
with a special probe connected to the motes .The first prototype of the sensor
network was developed in early 2005, and has been operating in an outdoor
controlled environment since April 2005. Data from the sensors are visualized
through the project’s website.
From the system point of view, the system consists of several network clusters,
each with their own Base Station (BS) that communicate with a local server
(LS) over WiFi. Data packets from the sensor nodes are transmitted in a
multi-hop fashion to the BS, which gathers data packets from the sensor
nodes and transfers them over a WiFi link to the LS, where it is temporarily
stored. From time to time, the data is retrieved by the central server (CS)
over a dial-up connection, and stored into a database.
A general view of the system implemented in COMMON-Sense is shown in
Figure 2.3.

• A system called "Senslide: A Distributed Landslide Prediction System" [42]
has been developed with the support of Microsoft Research India to predict
landslides in the hilly regions of western India. Landslides are a serious ge-
ological hazard caused when masses of rock, earth and debris flow down a
slope. They often occur once the soil, or rock matter on a slope reach a criti-
cal moisture level due to periods of intense rainfall, and the soil layer above its
rock surface detaches and slides down the slope. Such an occurrence turned
catastrophic on the 15 of December 1999 in Venezuela. Up to 30,000 people
died. In the Senslide project, they have implemented the design on a small
scale using a laboratory test bed of 65 sensor nodes to predict landslides,
and simulated results for larger systems up to 400 sensor nodes. The usual
approaches to detect rocky landslides involve drilling 20 - 30 meter holes into
the surface. Both sensors and installation are costly, making it difficult to
proceed to wide deployments.
SenSlide’s approach to measure slope stability is to combine observations
from a large number of distributed inexpensive wireless sensors connected to
one-axis strain gauges. The strategy is to observe the cause of the landslide,
specially the increasing strain in the rocks. For this approach to be effective,
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Figure 2.3: General view of COMMON-Sense. [Source: [40]]

geologists assess the optimal sensor-separation to be 30 - 40 meters. Data
needs to be sampled periodically to help earth scientists collect trend infor-
mation over time. But the lifetime of the network must not be affected by
frequent sampling: SenSlide shares features of a rare-event detection network
as well as a very low sampling-rate data-collection system. The results are
sufficiently encouraging that they intend to do a field test of the system dur-
ing the monsoon season in India. Because of the low-cost of these devices the
system would be affordable even for poorer nations whom have areas at risk
of landslide. From the system point of view, a subset of the nodes are des-
ignated as aggregators that collect locally smoothed sensor data and create
summaries, which are then communicated to the base station that is closest
to the aggregator node. Base stations have access to ground power, in addi-
tion to GPRS and WiFi connectivity. Base stations are PCs that have wired
power and network connectivity.

• Researchers in Sri Lanka have developed a system called "BusNet" [43] to
monitor road surface conditions as well as pollution. BusNet is a WSN that
uses sensors mounted on public transport buses that cover a large geographical
area. When the buses arrive at bus stations, which also function as a data
collection centers, gathered data are transferred over a wireless link to the
collection point. Data gathered in regional collection points are transferred to
buses traveling between the regional centers and the main collection centre. In
this scenario the public transport system functions as a data delivery network
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Figure 2.4: General view of BusNet. [Source: [43]]

as well as the data collection network. Lifetime is not a serious issue in this
case, since the sensors can be powered by the bus battery, and maintenance
can be performed regularly when the bus is at the Main Station. Precise
positioning of the sensors over time is also mandatory. The authors adapt
GPS receivers to the wireless sensors.
To make this data useful, researchers at the University of Colombo’s School
of Computing have collaborated with the Department of Physics to factor
out attributes such as the suspension system, weight of the vehicle, size of
the tires, etc. that may have an impact on the acceleration readings and have
created an analytical model to estimate road surface conditions. From the
system point of view, the BusNet has three main components; Sensor Units,
Sub Stations, and a Main Station. The sub stations are the collection nodes
located at the regional bus stations. Regional bus routes span out from the
sub stations. The sub stations route these collected data to the main station
over the bus network.
A general view of the system implemented in BusNet is shown in Figure 2.4.

• A WSN to monitor water quality has been deployed in Bangladesh [44], where
tens of millions of people in the Ganges Delta drink ground water that is
contaminated with arsenic. A full understanding of the factors controlling
arsenic mobilization to ground water is lacking. A current working hypoth-
esis in some regions is that the influx of dissolved arsenic to ground water
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Figure 2.5: Wireless Sensor to measure dissolved arsenic in Bangladesh.
[Source: [44]]

is greatly enhanced where irrigation for rice cultivation provides the primary
source of aquifer recharge. CENS, with the Bangladesh University of Engi-
neering and Technology and MIT, deployed a sensor network in a rice field
in the area of Dhaka. They introduced the concept of a wireless sensor as
a shared resource, meaning that several users should be able to benefit from
one single sensor, by reusing it over time and space. In this model, the sen-
sor itself becomes a possibly mobile resource, so that the necessary resources
can be minimized. In early 2006, CENS deployed three pylons containing 3
complete suites of sensors (soil moisture, temperature, carbonate, calcium,
nitrate, chloride, oxidation-reduction potential, ammonium, and pH), each
deployed at a different depth (1, 1.5, and 2 meters below ground). Water
depth was monitored through a pressure transducer at the base. The devices
wirelessly transmitted samples back to a base- station for analysis. The base-
station in these deployments was a PDA-class device. It was powered by a
car-battery recharged using solar panels. To make data externally accessible,
the base-station was connected using WiFi, or where WiFi was unavailable,
using a GPRS network. In total, they deployed 48 sensors in the field for a
period of 10 days.

A picture of a node is represented in Figure 2.5.

• A WSN has been used for flood detection in Honduras [45], a country repeat-
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edly hit by heavy rainfalls and devastating hurricanes in recent years. The
Aguan River basin was chosen as deployment site, as it constitutes a par-
ticularly exposed area. The project managers are working with a local non-
governmental organization, the Fundacion San Alonso Rodriguez in Tocoa.
Taking a holistic approach, the authors address the problem by subdividing
the necessary actions in four tasks: event prediction, authority notification,
community alert, and community evacuation. The equipment necessary for
early warning flood systems is expensive and centralized to support flood de-
tection schemes that are computationally complex. Current flood prediction
relies on physically-based models requiring large amounts of data in order to
calibrate the model, and significant computation power to compute the model.
Neither of these being feasible on a sensor network as data storage and com-
puting power are limited, they are working on statistical algorithms capable
of online, distributed computation. Performing the prediction requires an al-
gorithm simple enough to run on a sensor network in a distributed fashion.
The distributed requirement derives from the systems problems faced by cov-
ering a large geographic area such as a river basin. Long communication links
are both expensive (from a power standpoint) and slow to send data along.
Their model consists of three stages: (1) data collection, (2) calibration, and
(3) prediction. They tested the model in simulation using 7 years of data
from the Blue River in Oklahoma, discovering that it works quite well for
flood prediction. From the technology point-of-view the main issues they ad-
dress are: protection of the system from environmental and human damages,
appropriate coverage of the area at risk, effective prediction and electricity
supply. As for coverage issues, the authors designed a two-tier architecture.
8 km radius cluster are organized as local single-hop networks in the 900MHz
band. Inter-cluster communication necessitates a radio-range of up to 25 km,
for which analog 144MHz radios with a custom modem were used.

A picture of the overall system used in Honduras is shown in Figure 2.6.

Analyzing the solutions as presented by these projects, we can notice that:

• They all use a two or three tier architecture. Data is gathered from the motes
in an intermediate, low-power device that then transmits it to a more powerful
device serving as a database server. The BusNet is a special case since it uses
a Delay Tolerant Network.

• They all rely on stable power for the database server. The intermediate device
is not able to store data locally if the database server is down for a power
shortage.

• Motes are battery powered, but remote and long-term and unattended de-
ployments are not presented. The gateway is often powered by the grid.
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Figure 2.6: Flood Detection system in Honduras. [Source: [45]]

• There is little information about performance of the motes and battery usage.
There is no information about the performance of the batteries in relation to
the distance of transmission.

• There is no information about the business model considered. The pilot
projects developed are mostly used to validate prototypes and assess com-
munity reactions. The COMMON-Sense Net project is the only one that
mentions sustainability, saying that it is difficult to talk about demonstra-
ble gains. The goal of the project is to make a proof of the concept that
resource-poor farmers can take benefit from such a system.

• There is no mention about security issues in the wireless sensor network or in
the WiFi network. Due to the fact that the projects are still in the prototype
phase, security is probably not considered as important. I believe that if
these WSNs are going to grow up to a sustainable status, security will play an
important role. Measurements related to climate change, for example, must
be kept secured over the network and it is essential to be able to guarantee
their exact origin.

Table 2.1 is a summary of existing deployments of WSNs in Developing Coun-
tries.
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Chapter 3

Approach and Methodology

In this chapter we describe the approach and methodology used in our research.
This is a thesis in technical ICT4D, where the question to be answered is: what
are the technical solutions that can foster deployments of WSN in De-
veloping Countries?. Finding an answer to this question is not simple, as these
technical solutions need to be general enough to be used by other scientists and
customizable enough to adapt to different users.

3.1 Research in ICT4D

Prof. Eric Brewer noted that ICT4D research tends to be driven by the solving of
a problem rather than by technological innovation (often, in search of a problem),
which means that many ICT4D projects may not have a core technical nugget after
all [46]. Such problems, although challenging to solve, are harder to claim as Com-
puter Science research. For most ICT4D projects, the real research is in actually
discovering the specification of the problem via repeated field-work and deploy-
ments. Computer Science does not generally value problem discovery, especially if
the end solution is simple.

The general approach used in Computer Science research is that generalizable re-
sults are an indicator of potential impact. This is partially true in ICT4D research:
generalizable results are of course valued, but given the diversity of environments
where projects are run, they do not fit all users. Even big corporations have de-
veloped products tailored for the special environment of Developing Countries (the
Nokia 1280 phone sold in Africa has a flash light) in parallel to their general models.
In ICT4D, customization and localization are highly considered. Devices that can
be easily customized to a particular condition and than can be localized in different
languages are well accepted. Of course low-cost is a driving force in ICT4D (again,
the Nokia 1280 is a low-cost phone), which leads to generalizable solutions for their
potential economy of scale. Working on ICT4D projects is thus a matter of balance
between finding generalizable solutions and customizable ones.

33
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Openness is one of the common values of the ICT4D community. Free and open
source software (FOSS) has had a significant impact on the developing context
in the last decade. The advantage of FOSS is not only freedom from proprietary
licensing and update costs, but also greater access to information and local capacity
building.

In all the papers published, we focussed on hardware and software solutions
that are:

• generalizable and therefore low-cost

• customizable so that they can be used in different environments

• open (both in software as in hardware) to be easily localized

3.2 Millenium Goals

The Millennium Development Goals (MDGs) are eight international development
goals that 192 United Nations member states and at least 23 international organiza-
tions have agreed to achieve by the year 2015 [47]. They include reducing extreme
poverty, reducing child mortality rates, fighting disease epidemics such as AIDS,
and developing a global partnership for development.

One of the MDGs, the goal number 7, is about Environmental Sustainability.
Each goal is composed of several targets, and one of the targets of goal 7 says: "Tar-
get 3: Halve, by 2015, the proportion of people without sustainable access to safe
drinking water and basic sanitation" [48]. With this target in mind, we started to
investigate the use of WSN to monitor water quality in Developing Countries. Ac-
cording to the World Health Organization, more than one billion people worldwide
do not have access to clean drinking water, and a further 2.6 billion lack adequate
sanitation services. These numbers are expected to rise. The UN has estimated
that 2.8 billion people in 48 countries will be living in conditions of water stress or
scarcity by 2025.

Our research has been motivated by urgent needs in Developing Countries, in
line with the MDGs.

3.3 Methodology: iterative systems design

The methodology we used is based on iterative systems design [49]. The basic idea
behind iterative enhancement is to develop a system incrementally, allowing the
developer to take advantage of what was being learned during the development of
earlier, incremental, deliverable versions of the system. Learning comes from both
the development and use of the system, where possible key steps in the process are
to start with a simple implementation of a subset of the requirements and iteratively
enhance the evolving sequence of versions until the full system is implemented. At
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each iteration, design modifications are made and new functional capabilities are
added.

The initialization step creates a base version of the system. The goal for this
initial implementation is to create a product upon which the user can build to create
his customized solution. It should offer a sample of the key aspects of the problem
and provide a solution that is simple enough to understand and implement easily.
To guide the iteration process, a project control list is created that contains a record
of all tasks that need to be performed. It includes such items as new features to
be implemented and areas of redesign of the existing solution. The control list is
constantly being revised as a result of the analysis phase.

The iteration involves the redesign and implementation of a task from the project
control list, and the analysis of the current version of the system. The goal for the
design and implementation of any iteration is to be simple, straightforward, and
modular, supporting redesign at that stage or as a task added to the project control
list.

3.4 Example of iterative systems design

We used the iterative system design method for all the projects developed in this
thesis. As a concrete example, here is how we used it to design the two versions of
the low-power gateway described in detail in the next chapter.

Requirements. The requirements for the gateway were:

1. Low power, so it could be solar powered.

2. Off-the shelf equipment, to be a general solution easy to replicate.

3. Open in software, to be easily customized and localized.

4. Low-cost, to be usable in Developing Countries.

5. Capable of working in wired and wireless networks, to be a general solution
and easily customizable.

6. Reliable, because it is not acceptable to loose any data coming from the
wireless sensor network.

Initialization step. The first prototype was based on a simple Linux board that
apparently satisfied all the requirements. The performance was OK, and the tests
in the field worked well.

Project control list. Based on the control list, two problems were encountered.
The board did not have a miniPCI slot, so only USB wireless cards were usable
(Point 5 of the requirements). These cards are limited in power and do not have
an external antenna plug. The second issue is that data coming from the WSN was
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read at the USB port using a shell script. The motes were not able to communicate
with the database directly and make sure that the data was saved (Point 6 of the
requirements).

Redesign. Based on the control list, a new prototype was designed with the missing
features. A different Linux board was selected, with two miniPCI slots to host a
large variety of radio cards. Being more powerful (but still low power enough),
mySQL was installed and the motes were able to communicate with the database
directly. With the new prototype, all the requirements were satisfied.



Chapter 4

Analysis and Discussion of Thesis
Contributions

As we have seen from existing deployments, there are many challenges in imple-
menting a WSN solution in Developing Countries. As with any new technology,
there are technical and non-technical challenges. Some of these challenges are novel
to the area of WSN, but many are shared with existing technical projects in Devel-
oping Countries.

The technical challenges for WSN in Developing Countries include node-level
internals such as power consumption and weatherproofing, as well as network-level
mechanisms such as connection to the Internet and wireless link quality. To make
matters more complex, the two aspects often affect each other. For example, wire-
less link quality (Network level) affects power consumption (Node level). There are
also a number of non-technical issues that need to be tackled before the widespread
adoption of WSN in Developing Countries. These issues may even prove to be more
challenging than the technical ones. These non-technical issues include the aware-
ness of the technology and finding a business model that makes the deployments
sustainable. Without awareness of the technology, WSN will fail to achieve any
impact in Developing Countries. Without sustainability, deployments will be pilot
projects that will end after only a few months.

In this thesis we analyze the most important technical challenges that limit the
adoption of WSN in Developing Countries.

4.1 Thesis contributions - Node-level

The node-level challenges have to do with power consumption, weatherproofing and
cost, when considering motes to be used in Developing Countries.

Power consumption is a critical factor with motes because they are battery
powered or use a limited external energy source as solar panels. The severe power
consumption constraints have design implications for the hardware, software and

37
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network protocols. The issue of power consumption has been widely studied for
WSN in general. What is special about deployments in Developing Countries is
that batteries cannot be replaced easily. Due to poor road infrastructures, it is
impossible to send a technical expert to replace them in short time especially if
nodes are scattered over a large area. Knowing the battery lifetime for motes
deployed in a real environment is a must for correctly planning the network.

Weatherproofing must be considered because the nodes are to be deployed in
rough environments. While this is common to other deployments as well (such
as motes in the Alps), large-scale deployments and diverse conditions in Devel-
oping Countries require ready-to-use, low-cost and reliable (for all environments)
weatherproof boxes. These are not commonly found on the market. Designing a
weatherproof box that can be used in the humid equatorial forest as well as in the
hot and dusty desert is a technical challenge.

Low cost motes are required for WSN projects in Developing Countries. To be
low-cost, motes have to be mass produced. Finding technical solutions to drive the
cost down is a technical challenge as well. Open Wireless Sensors are a possible
solution.

Of these three challenges, we considered the first one in this thesis. In particular,
we studied the variation of link quality and its impact on battery life in a real
world environment, using low-cost motes. Knowing battery performance is of great
importance to foster the growth of WSN deployments in Developing Countries.

This section presents a description of the main contributions at the node level
and describes the publications appended to this thesis by highlighting my contri-
bution.

Quality of WSN wireless links
Research Hypothesis: battery lifetime is related to link quality. If the link qual-
ity is poor, batteries are going to be depleted faster than if it was good. Single-hop
connections are considered and channels that do not overlap with WiFi ones are
used. The motes have the same output power.

Problem Statement: evaluate link quality and battery lifetime of a WSN where
motes are deployed in a random way, at different distances and heights from the
sink, in an outdoor environment.

Methodology: iterative systems design. Based on a first simple test, a second
experiment has been performed. In the second test the motes have been modified
in hardware and in software to be able to read the battery values. Both experiments
use Open Wireless Sensors.

Motivation of the experiments: test link quality and battery life in a real-world
environment. Random deployments are more realistic than regular ones especially
for environmental monitoring. Installation constraints are unforeseeable and may
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lead to different distances and heights from the sink.

Results: link quality and battery life have been analyzed in two different ex-
periments. Link quality and battery life are related in a linear way. Battery life
and thus distance have to be considered when planning a deployment.

Generalization of the results: battery life and distance have to be consid-
ered when planning a real-world deployment. Also, battery level has an impact on
routing [50].

Specific contribution

Previous studies on temporal models of radio propagation were carried out with a
specific emphasis on the variability of Received Signal Strength Indicator (RSSI),
Link Quality Indicator (LQI) and PRR (Packet Reception Rate) in respect to a
particular location as well as the determination of the so-called "grey area", a region
in which the packet loss rate varies considerably. There have been many studies
with deployments in various environments using low-power sensor motes [51]. Most
of these experiments used the TR1000 and CC1100 low power RF transceivers
which are used by Mica 1 and Mica 2 motes respectively.

Many protocols have been developed that rely on metrics representing the reli-
ability or goodness of the links [52]. The procedure for selecting the metric to be
used for the experiment is very important and has a direct impact on the accuracy
of the link performance measurements. In literature, it is shown that RSSI and
LQI often turn out to be inadequate in assessing link quality correctly [53]. RSSI
is a signal-based indicator, and is computed over the signal present in the channel
at a particular time. In case of interferences, RSSI boosts while received packets
decrease. Also, it has been shown that LQI has a better correlation with PRR, but
only if computed over an averaged number of packets [54]. However, the correlation
gets worse as the window number of packets over which PRR is computed decreases.
Therefore, when using an estimate based on multiple packets is necessary, then it
is always advisable to adopt the PRR.

The main differences between our work and previous studies are threefold:

• None of previous studies analyzed the temporal characteristics and battery
behavior of 2,4 Ghz WSN in an outdoor environment like in our work. Wire-
less motes that operate on the 2,4 Ghz frequency band provide the potential
to be used all over the world, since it belongs to the ISM (industrial, scientific
and medical) internationally reserved radio bands.

• While most of previous experiments were conducted indoor, our experiments
were performed in an unattended outdoor environment.

• In contrast to previous studies, our experiments were carried out until all of
the motes had depleted their batteries to measure their lifetime.
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Figure 4.1: Five Sun SPOT motes on the roof of the Kista building. [Source: [55]]

We performed two sets of experiments to measure the variability of wireless links
and to analyze the behavior of a mote battery in different conditions. We used two
Open Wireless Sensors: Sun SPOTs from Sun and Squidbee from Libelium. While
the first experiment [55] was mainly a software project, the second one [56] required
some hardware modifications. We measured RSSI, LQI and battery level for packets
transmitted to the base station in a single-hop scenario. Our experimental results
revealed that (a) there is variation over time in the quality of WSN links (b) the
link quality is related to motes positions and (c) battery life is also related to the
position of the motes as well as to the sampling period and the output power.
These findings suggest that when deployed outdoor, the sampling period of WSN
be adjusted according to distance to normalize battery lifetime and a more accurate
energy-aware routing protocol can be developed [50].

The first set of experiments was carried out on roof of the the Kista Forum
building in Stockholm, Sweden, using Sun SPOT motes. Figure 4.1 shows the
motes positions on the roof. Distances from the Base Station ranged from 48 m up
to 100 m. The behavior of the LQI is shown in Figure 4.2: the average LQI level is
linearly dependent on distance.

The second set of experiments was carried out on the roof of the Groote Schuur
Hospital in Cape Town, South Africa, using Squidbee motes. These devices do not
allow to measure directly RSSI, so an additional hardware component was designed
and built to be able to measure signal level. Figure 4.3 shows the Squidbee mote
with the additional card.
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Figure 4.2: LQI vs distance: an almost linear behavior. [Source: [55]]

The results of the two experiments are similar: the battery lifetime is dependent
on distance and the signal quality degrades linearly with distance.

Individual Contribution

In "Experimental Evaluation of Temporal and Energy Characteristics of an Outdoor
Sensor Network" [55], M.Zennaro, H.Ntareme and A.Bagula, we revisited the link
quality issue in Wireless Sensor Networks by studying the temporal and energy
characteristics of a 2,4 GHz sensor network in an outdoor environment. Using
different values of output power and sampling period, we analyzed battery behavior
in motes placed at different distances and showed that farther motes have a shorter
battery life. Our experimental results suggested that when deployed in real world
deployments, the sampling periods of sensor networks should be adjusted according
to distance to normalize battery lifetime and a more accurate energy-aware routing
protocol should be developed. MZ’s contribution has been: development of main
idea, main discussion about the paper, writing the paper. HN’s contribution has
been: running the testbed experiments in the framework of his Msc thesis. AB’s
contribution has been: main discussion about the paper.

In "On the Relevance of Using Open Wireless Sensor Networks in Environ-
ment Monitoring" [56], A.Bagula, G.Inggs, S.Scott and M.Zennaro, we revisited
the problem of the readiness for field deployments of wireless sensor networks by
assessing the relevance of using Open Hardware and Software motes for environment
monitoring. We proposed a new prototype wireless sensor network that fine-tunes
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Figure 4.3: Squidbee with the expansion board to measure RSSI. [Source: [56]]

SquidBee motes to improve the life-time and sensing performance of an environ-
ment monitoring system for temperature, humidity and luminosity. Building upon
two outdoor sensing scenarios, we evaluated the performance of the newly pro-
posed energy-aware prototype solution in terms of link quality when expressed by
Received Signal Strength, Packet Loss and battery lifetime. The experimental re-
sults revealed the relevance of using the Open Hardware and Software motes when
setting up outdoor wireless sensor networks. AB’s contribution has been: main
discussion about the paper, writing the part of the paper on related work. GI and
SS’s contribution has been: running the testbed experiments. MZ’s contribution
has been: development of main idea, discussion about the paper, writing most of
the paper.

4.2 Thesis contributions - Network-level

While the node-level challenges deal with the small scale of available resources,
the network-level challenges deal with the large scale of WSN. There are situations
where a sensor network is useful in isolation, but more often data produced by the
motes need to be extracted so they can be processed or stored elsewhere. The sensor
network must thus be able to be accessed externally, and no single communication
technology suffices for all potential needs.
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The network-level challenges of WSN to be used in Developing Countries have
to do with power consumption of the whole system (motes and gateway), with
the availability of different communication technologies and with access in remote
locations.

Power consumption in challenging environments should be considered for the
WSN system, not just for the motes. Due to unreliable power supply, the gateway
must be considered in the overall power budget as well. This issue is not usually
considered in the design on WSNs in industrialized countries.

In Developing Countries, no single communication technology suffices for all
potential needs. While accessing WSN data using an Ethernet connection may be
possible in a lab, remote networks can be only accessed via a wireless connection.
Different options should be offered to the user, while maintaining the low cost and
the low power. Long wireless links are a suitable solution for many remote locations,
due to their ease of installation, extreme low cost and reliable operations.

We considered all these challenges in this thesis. In particular, we developed a
low-power, low-cost gateway that supports several communication technologies and
that can therefore be used in different environments. We also tested several long
links to prove that they can be used to access remote networks.

This section presents a description of the main contributions at the network
level and describes the publications appended to this thesis by highlighting my
contribution.

A. Gateway for WSN
Research Hypothesis: for deployments in Developing Countries, power consump-
tion of the gateway must be considered as well as the one of the motes. The cost
of the gateway is relevant. Network connectivity options are unknown in advance.
The gateway is essential for real-time applications. Internet connectivity is not
stable in such environments and therefore storage capabilities must be high.

Problem Statement: design and implement a gateway that is affordable, low-
power, customizable, easy to use and offers different connectivity options.

Methodology: iterative systems design. Based on a simple, working prototype, a
more advanced version has been developed.

Motivation of the experiments: check the feasibility of the design. Test the
power consumption in different conditions.

Results: a gateway has been designed and tested, satisfying all the requirements.
It is based on off-the-shelf equipment and is based on open source software. It is
low-cost. It offers several network connection options. Power consumption has been
tested and a solar system has been planned.
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Figure 4.4: A 3 layer architecture for WSN.

Generalization of the results: the gateway can be used by other researchers,
being based on commonly available hardware and open source software. We have
demonstrated that a gateway designed for challenging environments can be devel-
oped.

Specific contribution

Existing WSN projects in Developing Countries have used PC-class or PDA de-
vices to store data coming from the motes. Even for applications in industrialized
countries, there are few papers focusing on specific gateway projects.

As seen in a previous chapter, most of the deployed WSN systems have a 3 layer
or a 2 layer architecture: the WSN is 1st layer, a more powerful device is the 2nd

layer and the database is hosted on a server in the 3rd layer or on the Internet.
Our contribution has been in designing a gateway tailored for a 2 layer architecture,
where the low-power gateway hosts the database and can connect to other gateways
(via wireless or wired connections).

A picture of a typical 3 layer architecture is shown in Figure 4.4, while the
proposed solution is shown in Figure 4.5 .

The advantages offered by a 2 layer architecture are that 1) data from the
WSN is available on all of the gateways (via database synchronization), so Internet
connectivity can be present at any of the gateways and 2) gateways are battery or
solar powered and are not subject to power failure as the database server of the 3
layer architecture. With such architecture, reliability of the system is improved as
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Figure 4.5: Proposed solution for a gateway for WSN.

data is stored in a device that is less subject to loss (due to power shortage or lack
of Internet connectivity).

The proposed gateway system was designed based on the principle that data
coming from the WSN need to be stored in a device with a battery backup to
maintain a continuous supply of electric power when grid power is not available.
The lower the power used by the device, the longer it can work without grid power
and the smaller the solar panel to charge the battery can be. From the connectivity
point of view, in many regions of the World, network infrastructures do not exist
or are unreliable. The availability of computers is also limited, and a generic PC
can better be used as an office computer than as a specialized server. It is clear
that this scenario requires a device designed around the following constraints:

• Low-power consumption: the device should be low-power, have long op-
eration time using batteries and be reachable both locally via Ethernet and
externally via a wireless connection.

• High storage capabilities: it needs to store large amount of data. Trans-
mitting them over the network may be impossible for long periods of time
due to power shortages (no power for the network infrastructure) or due to
lack of network infrastructures (no wireless link to the Internet).

• Low-cost device: it must also be low-cost. The final goal is to demon-
strate that WSNs are a suitable technology for Developing Countries, and
thus affordability is very important.
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• Web-based design: using a web-based gateway to host the data offers many
advantages: there is no need to install special software on the client’s com-
puter (just a web browser), the interface can be designed to be user friendly
and in local languages, and the software can be installed on a more powerful
server if needed.

• Long range deployment: it is widely recognized that current generation
WSNs are technologically range limited. This may be in disagreement with
some application requirements in Developing Countries when economic and
engineering may require links that span longer distances.

Using the iterative systems design methodology, we developed two solutions: the
first based on the Fox board produced by AcmeSystems [57], the second based on
the Alix board produced by PCEngines [58]. These are two single processor boards,
running Linux, with limited computing power but with low power consumption.

Using the Sun SPOT motes on a system which is mostly platform independent,
our solutions address all the concerns mentioned above by providing data logging
capabilities and accessibility both via Ethernet and via wireless connections. They
are low power, low-cost, battery powered devices and can therefore be used in
such challenging environments. While the Sun SPOT devices are range limited to
100 m, the gateway devices may achieve kilometers of coverage in some conditions
(with the use of an external antenna for example). This provides the potential of
extending the range of a classic WSN from a hundred of meters to some kilometers.
Besides extending the range of a WSN, our system was designed as a solution to
store sensor readings and host them to clients via network connections.

The second prototype, based on the much more powerful (but still low-power)
Alix board, runs Ubuntu Linux and can store measurement results in a MySQL
database. The workflow is the following: data coming from the sensor network
reach the Sun SPOT base station via a 805.14 wireless link. The Java code running
on the base station connects to the MySQL database that runs on the gateway
and stores the received data in the database. At the same time, the gateway is
running a web server with user-friendly web pages, as shown in Figure 4.6. The
gateway can be set as wireless client or access point. The second prototype has two
miniPCI slots, so powerful radios can be used and different network topologies can
be designed.

Figure 4.7 shows the first prototype based on the Fox board, while the second
prototype based on the Alix board is shown in Figure 4.8 .

Different usage scenarios can be envisioned for such gateway. As examples:

• WSN in a remote location such as a mountain or a jungle. The gateway serves
as client to a wireless network linking the base of the mountain to the top. A
long wireless link connects the gateway to the network.

• WSN in a research institution (agricultural research centre or water basin).
The gateway serves as an Access Point for the visiting scientists. Selected



4.2. THESIS CONTRIBUTIONS - NETWORK-LEVEL 47

Figure 4.6: Web interface to the gateway. [Source: [59]]

users can use their laptops to access data.

• WSN in a community mesh network. Mesh networks can serve as a way to
connect rural communities to the Internet. One of the nodes of the mesh can
be the gateway. In this way, the whole community can make use of the data
coming from the sensor network.

• WSN in a remote community. The gateway can both connect to the Internet
via a long wireless link and serve as an Access Point for local users (Schools,
Hospitals, etc). Data from the sensors can be used by the community and
shared via the Internet.

Following the list of potential applications described in Chapter 2, it is clear
that most of them require real-time data and therefore a gateway is an essential
component of the network. Table 4.1 shows the network requirements for potential
applications in Developing Countries.

Individual Contribution

In "Design of a flexible and reliable gateway to collect sensor data in intermittent
power environments" [59], M.Zennaro and A.Bagula, we presented a low-power,
low-cost, 802.15.4 and 802.11 compatible solution which uses open source software
to meet local conditions. Using the Sun SPOT motes on a system which is mostly
platform independent, our system is based on the Fox embedded Linux board and
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Figure 4.7: The first prototype, based on the Fox board. Number 1 is the Fox board,
2 is a WiFi USB stick, 3 is a memory stick, 4 is a USB hub and 5 is a Sun SPOT
base station. [Source: [59]]

Table 4.1: Network requirements for potential applications in Developing Countries

Real-time data Delay Tolerant
Environmental Observation YES NO
and Forecasting
Disaster Prevention YES NO
Agricultural Management YES YES
Structural Health YES NO
Monitoring
Habitat Monitoring YES YES

equipped with a USB flash drive and a USBWiFi adapter. The system can be solar-
powered, and the results of a solar system design were presented. All the hardware
components are available off-the-shelf and are easy to assemble. MZ’s contribution
has been: development of main idea, running the testbed experiments, writing most
of the paper. AB’s contribution has been: simulation work (dimensioning of the
solar system), writing the part on solar system dimensioning.

In "On the design of a flexible gateway for Wireless Sensor Networks" [60],
M.Zennaro, H.Ntareme and A.Bagula, we described the design of a flexible gateway
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Figure 4.8: The second prototype, based on the Alix board. [Source: [60]]

that collects data from a WSN, stores them in a database and makes them available
via wireless links. In the design of such device, low power, low-cost and flexibility
were taken into account. Our prototype is flexible, being capable of working as
WiFi client, access point and mesh node. Based on low-cost hardware and on
open-source software, it is suitable for being used in challenging environments.
MZ’s contribution has been: development of main idea, main discussion about the
paper, writing most of the paper. HN’s contribution has been: running the testbed
experiments. AB’s contribution has been: simulation work (dimensioning of the
solar system), writing the part on solar system dimensioning.

B. Long wireless links

Research Hypothesis: wireless networks are a suitable solution for providing
connectivity to remote areas. Long wireless links can be used to access WSN data
in remote areas of Developing Countries. Very long links (>100 km) are considered
experimental and are not subject to spectrum regulations.

Problem Statement: to test the feasibility of setting up long wireless links with
low-cost, off-the-shelf equipment. To use affordable devices to align antennas at
long distance.

Methodology: iterative systems design. Using the experience gained when setting
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up medium-distance links, we extended the range up to more than 200 km.

Motivation of the experiments: check the feasibility of the links. Align the
antennas using low-cost equipment.

Results: several very long wireless links have been established. It has been demon-
strated that it is possible to setup very long wireless links using low-cost, off-the
shelf equipment.

Generalization of the results: very long wireless links using off-the-shelf equip-
ment are possible. They are a possible solution to provide network connectivity in
remote regions.

Specific contribution

Internet connectivity in many Developing Countries is unreliable [61]. Data gath-
ered by the motes must therefore be stored safely and transferred when a network
connection is available. Long wireless links are a practical alternative for providing
Internet connectivity in Developing Countries.

Although it was initially developed for short links, Wi-Fi has proved to be
effective for long distance applications too [62]. What differentiates long Wi-Fi links
from local-access ones it that they involve significant infrastructure and planning,
use highly directional antennas and require high antenna masts. They can be few
tens of km to hundreds of km in length. Such links are formed with the use of high-
gain directional antennas. It is common to use antennas with gains of 24-32 dBi and
beam-widths of about 8 degrees. Such high gain is necessary to achieve the long
range. For long distance backbone networks, fiber optics is nearly always the best
choice, and has been widely deployed in Europe, North America and some regions
of Asia. However, fiber networks in Africa and South America only reach the major
cities and leave most of the rural areas under-served. Long distance wireless is often
the only viable alternative for providing affordable telecommunications services to
these areas. Satellite technologies are very efficient for broadcast (unidirectional)
traffic, but are costly and severely limited in throughput for bidirectional Internet
access.

Long wireless links are a good solution to connect remote WSNs to the Internet.
By using a radio-card equipped gateway, it is possible to achieve ranges of tens or
even hundreds of kilometers by using highly directive antennas. The enormous
commercial success of Wi-Fi has allowed for economies of scale that will be hard to
beat by alternative technologies like WiMAX [63]. Setting up a long Wi-Fi link is
therefore not only the only alternative for many rural areas, but also the most cost
effective one.

In "WiLDNet: Design and Implementation of High Performance WiFi Based
Long Distance Networks" [64], the Berkeley TIER group studied what are the link
and MAC layer modifications essential to achieve good transport performance in
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multi-hop WiLD networks. In addressing this problem, an important constraint is
that any solution should continue to leverage existing 802.11 hardware to preserve
the cost savings.

Bhaskaran Raman from IIT Mumbai is a major player in this field. In "Ex-
periences in using WiFi for Rural Internet in India" [65], he describes the Digital
Gangetic Plains project. Since tower costs are high and are the main cost to be
covered, he claims that network planning is necessary. In "Long-Distance 802.11b
Links: Performance Measurements and Experience" [66], he presents a detailed
performance study of a set of long-distance 802.11b links at various layers of the
network stack. His study includes eight long-distance links, ranging from 1km to
37km in length. His findings are that any interference on the long distance links
can be detrimental to performance.

The key issues to be studied in deploying very long wireless links are: per-
formance, range and radio-physics limitations. We focussed our attention on the
last two issues. By using off-the shelf equipment, we wanted to test the maximum
achievable range. We also wanted to check the reliability of Radio Mobile, a free
radio link planning software. To test the best equipment for long links, it is nec-
essary to find a location with an unobstructed line-of-sight between two sites. As
the distance between sites increases, the curvature of the Earth becomes a serious
obstacle, requiring higher elevation at both ends. Installation on towers or other
tall structures is mandatory, and the longest distance links are only possible from
high elevations. The final goal was to setup long wireless links at the lowest possible
cost.

We started experimenting with very long distance links in Venezuela, where 279
km and a 382 km long links were deployed. The results showed that links of such
length are possible with off-the-shelf radios. The need for a stable link to perform
performance tests drove us to install a test-bed in Italy. Over this 133 km link we
were able to test different equipment on 2.4 Ghz and 5.8 Ghz bands.

The deployment of a link in Malawi made us aware of the difficulties of installing
wireless links in a Developing Country. The logistics and the social engineering
issues played a major role in the installation.

We demonstrated that long-distance Wi-Fi links can be a practical, inexpen-
sive alternative for providing network connectivity and access to the Internet in
Developing Countries. Setting up a long Wi-Fi link is therefore not only the only
alternative for many rural areas, but also the most cost effective one, and is a good
solution to extend the range of a WSN. The main difference compared to the ex-
periments that other groups performed is that in our case the distances are in the
range of 150-300 km.

Individual Contribution

In "Very Long Distance Wi-Fi Networks" [67], R.Flickenger, S. Okay, E. Piet-
rosemoli, M. Zennaro and C. Fonda, we showed that with careful planning and
proper antennas, off-the-shelf equipment can be used to make point-to-point links
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of hundreds of kilometers. This paper presented a successful 279 km link made by
wireless experts in Venezuela, and a permanent 133 km test network in northern
Italy for ongoing research. RF, SO, EP and CF’s contribution has been: running
the testbed experiments, main discussion about the paper. EP’s contribution has
been: development of main ideas. MZ’s contribution has been: running the testbed
experiments, discussion about the paper, writing the paper.

In "On a long wireless link for rural telemedicine in Malawi" [68], M. Zennaro,
C. Fonda, E. Pietrosemoli, A. Muyepa S. Okay, R. Flickenger and S.M. Radicella,
we described the process that brought us to setup a 162 km wireless link in Malawi:
the first experiments in Venezuela and Italy, the equipment selection and the link
deployment in August 2008. The network connects the University of Malawi College
of Medicine in Blantyre with with the Mangochi Hospital as well as hospitals and re-
search institutions in the cities of Blantyre, Zomba and Mangochi. We showed that
long-distance Wi-Fi links can be a practical, inexpensive alternative for providing
network connectivity and access to the Internet in Developing Countries. CF, EP,
AM, SO, RF, SMR’s contribution has been: running the testbed experiments, main
discussion about the paper. EP’s contribution has been: development of main ideas.
MZ’s contribution has been: running the testbed experiments, discussion about the
paper, writing the paper.

C. Long distance wireless sensor networks

Research Hypothesis: many wireless sensor network applications require long
links. Long range wireless sensor networks can be established using lower frequen-
cies. Pre-planning the links by software simulation is necessary.

Problem Statement: to test the feasibility of establishing long distance wire-
less sensor network links using off-the-shelf equipment. To test the reliability of
simulation tools in planning long distance WSN links.

Methodology: iterative systems design. Using the experience gained when setting
up short links, we extended them using different radio cards and antennas.

Motivation of the experiments: check the feasibility of the links. Evaluate
the accuracy of the simulation results.

Results: some long WSN links have been established. It has been demonstrated
that the simulation results are confirmed by real deployments.

Generalization of the results: long WSN links using off-the-shelf equipment
are possible. Simulation tools can be used to pre-plan the deployments and they
provide accurate results.
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Specific contribution

Many WSN applications require monitoring locations over long distances. In Devel-
oping Countries applications such as irrigation and water quality monitoring have
a big potential and require placing sensors far from each other. Multi-hop routing
over long distances implies using many sensors and thus has a high cost.

The problem of range limitation has been studied for Wi-Fi networks [64], but
is still poorly addressed in WSN. The work presented in [69] shows that distances
of up to 10 kilometres can be reached using non-directional antennas by having
the radio transceiver of the Berkeley Mote replaced with a lower frequency, higher
power unit operating in the 40.66-41.00 MHz frequency band with a maximum
power of 1 W EIRP. A switched beam directional antenna operating in the 2.4GHz
ISM band (e.g. using the IEEE 802.15.4 standard) with dimensions, cost and
complexity constraints comparable to those of commercially available sensor nodes
is presented in [70]. Used outdoors, the antenna extends the communication range
from 140m to more than 350m, while indoors it suppresses the interference due to
multipath fading by reducing the signal variability of more than 70%.

In our work, we first used simulation tools to plan long distance links and then
deployed the links in a remote region of Spain. We tested the feasibility of long
WSN links and evaluated the accuracy of the simulation results. To check if radio
links were feasible we used Radio Mobile, a free tool for the design and simulation
of wireless systems. It predicts the performance of a radio link by using information
about the equipment and a digital map of the area. It builds a profile between two
points in the digital map showing the coverage area and first Fresnel zone.

For the experiments we selected ten sites in the Los Monegros Desert near
Huesca, Spain. The lack of human activity ensured an interference-free environ-
ment. The ten spots in the area allowed us to establish six links. We considered
both links with line of sight (LOS) and with no line of sight (NLOS). For the ex-
periments we used Waspmote devices produced by Libelium, equipped with seven
different 802.15.4/ZigBee transceivers and with omnidirectional antennas of 2dBi
and 5dBi of gain in 2.4GHz and in 868/900MHz. We had fourteen different hard-
ware solutions for each of the six links. To test the link quality, we sent 100 packets
of 90 Bytes each and counted how many packets were received to measure through-
put. We also measured the RSSI level.

The results revealed that simulation is in agreement with what obtained through
experimentation.

An example of the results is shown in Figure 4.9. When the link margin is above
10 dB, then the link is feasible and the throughput is high (70% up to 100%). When
it is lower than 10 dB, then the link is not feasible. From the experimental results,
only links that use 868 or 900 MHz were possible at 1239 m. This is in agreement
with the simulation results which predicted that longer distance links were feasible
in only the lower frequency bands of 868 MHz and 900 MHz.

The results also revealed that by offering a diversity of transceivers running in
different frequency bands, the Waspmote family of WSNs presents a good platform
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Figure 4.9: Comparison between the simulated link margin and the measured
throughput for the link at 1239m. Highlighted is the threshold value of 10 dB.
[Source: [71]]

for the deployment of long distance WSNs.

Individual Contribution

In "Planning and Deploying Long Distance Wireless Sensor Networks: The Integra-
tion of Simulation and Experimentation" [71], M. Zennaro, A. Bagula, D. Gascon
and A. Bielsa Noveleta, we showed that with pre-planning, long distance WSN links
can be established using off-the-shelf equipment. This paper presents our experi-
ence in simulating and experimenting WSN links over distances ranging from 600m
to 12km. The results revealed that simulation results agree with experimentation
and showed that long distance wireless sensor networks (LDWSN) are possible and
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that the quality of these links is high. Finally, we discussed the relative efficiency of
our solution in terms of range compared to other wireless sensor networks. DG and
ABN’s contribution has been: running the testbed experiments, main discussion
about the paper. AB’s contribution has been: discussion about the paper. MZ’s
contribution has been: development of main ideas, discussion about the paper,
writing the paper.

4.3 Thesis contributions - Application-level

Research Hypothesis: water quality is an important parameter to monitor in
Developing Countries. Automatic sampling can provide an insight into water qual-
ity variation. Staff from the water board will support an automatic monitoring
system. Solar panels will provide enough energy to run the system. Water quality
sensors are expensive and power-hungry.

Problem Statement: to develop an automatic water quality monitoring system
to be used in Malawi, using Sun SPOT motes.

Methodology: iterative systems design. Starting from a lab installation, we
wanted to deploy the same system in Malawi.

Motivation of the experiments: check the feasibility of a wake-up mechanism
to switch on the water quality sensor just when needed.

Results: the wake-up mechanism has been tested and works well in the lab. The
deployment in Malawi has been unsuccessful: a hardware component was different
from the one used in lab and the installation constraints (motes at ground level)
did not allow the establishment of good wireless links.

Generalization of the results: wake-up mechanisms are a good way to read
data from power-hungry sensors.

Specific contribution

In Malawi, out of a population of 11.8 million, only 62% (95% urban and 58%
rural) have access to safe drinking water and 64% (90% urban and 60% rural)
have adequate improved sanitation [72]. Although low priority has been given to
water and sanitation programs, water quality has been a major cause of mortality
especially for children under five year old.

We decided to develop a prototype WSN-based water quality monitoring system
to be used in Malawi. With support from SPIDER [73], the Swedish Program for
Information and Communication Technology in Developing Regions, the first im-
plementation of our system would be at the Blantyre Water Board, responsible for
delivery of water supply and services in the city of Blantyre. The Blantyre Water
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Board has two water intake stations. Mudi dam is the smaller of the two intake
stations and it provides approximately 10% of the water used in Blantyre. The
catchment area of Mudi Dam also houses the main laboratories that monitor phys-
ical, chemical and bacteriological parameters to control water quality. The water
that flows into Mudi Dam (about 1 km2) comes from two small rivers: Namimba
Stream and Mudi Stream. When the Dam fills up at the end of the rainy season
(January- March) the overflow is drained into Mudi river which ultimately flows
into the Shire River. The water pumped from the Dam is first treated with a co-
agulant then passed through a set of pools for sedimentation, sand filtration and
finally chlorination.

After a site survey at the Chichiri premises, we decided we would place three
wireless sensors to monitor water quality: one in the catchment area and two fol-
lowing the treatment process. The distances between the pools is of about 100
meters, while the catchment area is some 300 away. The results of the analysis
would be used both at the Water Board and at the Malawi Polytechnic, so a web
server publishing the results is a must. From the connectivity point of view, the
Water Board has an ADSL connection to the Internet.

For the initial deployment of the system, we were interested in studying fluctua-
tions in pH, dissolved oxygen, temperature, and dissolved oxygen. Sensor data need
to be gathered at intervals of one hour, and data collection has to be automated
and the data easily retrievable at the end of the observation period. The prototype
water quality monitoring system was built upon the Sun SPOT technology. Water
quality measurement adds another dimension to issue of power consumption of the
WSN system since one has to take into account the contribution of the energy con-
sumed by the water quality sensors in the overall energy consumption of the water
monitoring system. As low-power sensors for water quality are not yet commer-
cially available, we proposed an energy consumption minimization strategy where a
wake-up mechanism that triggers sleeping/wake-up modes is used to reduce energy
consumption. Figure 4.10 shows the battery level of the water quality sensor with
and without the wake-up mechanism.

The ultimate purpose of the system is to automate the monitoring of drinking
water quality. The general work flow of the system to be designed consists of (1)
taking water quality samples at a pre-defined time of the day, (2) sending and
storing sampled data in the gateway station, (3) going to sleep afterwards and (4)
waking up and repeating the previous steps. These four steps may be mapped
into a three-layer system architecture depicted by Figure 4.11 which includes (1)
a wireless sensor gateway layer, (2) a wireless sensor node layer and (3) a water
sensor board layer.

A prototype system was installed in Malawi in October 2009: results of this
deployments have still to be analyzed, but the lessons learned are a couple. The
logistic part proved to be the most important one: low-power devices like motes are
quite sensitive to relative positions in space, and height is one of the most important
variables to take into account. Being limited to place the sensors near the water
tanks (which are at ground level) was a problem for transmission range. Placing the



4.3. THESIS CONTRIBUTIONS - APPLICATION-LEVEL 57

0 50 100 150 200 250
5.5

6

6.5

7

7.5

8

8.5

Samples

Vo
lts

90 FLT with wake up mechanism
90 FLT without wake up mechanism
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Figure 4.11: The three layer system architecture

base station in a high position was not easy due to the building’s structure. We were
not able to establish any wireless link with the mote that was 100 meters from the
base station. A possible solution would be to use sensors with a directive, external
antenna. The second technical issue had to do with the serial converter connected
to the Sun SPOT. In the lab we used a prototype developed by SUN, while in the
field we used a commercial version based on the same design. The commercial one
had a small difference: it required the mote to be always on, depleting the internal
battery very quickly. Using this new converter, the solar system was not powerful
enough to power up the system for more than few days. Finally, the human factor
was also a surprise. An automatic monitoring system was not well accepted by the
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staff of the Water Board, despite their first interest in it. The water quality sensor
required periodical calibration, and the extra work was not considered worthy by
the staff.

Individual Contribution

In "On the design of a Water Quality Wireless Sensor Network (WQWSN): an
Application to Water Quality Monitoring in Malawi" [74], M.Zennaro, A.Floros,
G.Dogan, T.Sun, Z.Cao, C.Huang, H.Ntareme and Antoine Bagula, we presented
the design of a water quality measuring system and proposed a prototype imple-
mentation of a water quality wireless sensor network (WQWSN) as a solution to
this challenging problem. When applied to Developing Countries, the design and
implementation of such a system must take into consideration the difficult envi-
ronment in which it will operate. An application to water quality measurement in
Malawi reveals the relevance of using our novel solution to mitigate two challenging
issues: energy consumption of the system and the inter-networking problem. MZ’s
contribution has been: development of main idea, main discussion about the paper,
writing most of the paper. AF, GD, TS, ZC, CH and HN’s contribution has been:
running the testbed experiments in the framework of a course. AB’s contribution
has been: main discussion about the paper.
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4.4 Summary of main thesis contributions

Gateway for WSN

"Design of a flexible and reliable gateway Low-cost, low-power gateway
to collect sensor data in intermittent Flexibility in terms of connectivity
power environments" Off-the-shelf equipment
"On the design of a flexible gateway More powerful and flexible gateway
for Wireless Sensor Networks" New features such as GPRS and 3G

Evaluation of Link Quality

"Experimental Evaluation of Temporal Used Sun SPOTs from Sun
and Energy Characteristics of Mainly software project
an Outdoor Sensor Network" Measured RSSI, link quality

and battery level
"On the Relevance of Using Used Squidbee from Libelium
Open Wireless Sensor Networks Mainly hardware project
in Environment Monitoring" Understood advantages of Open WSN

Long wireless links

"Very Long Distance Wi-Fi Networks" Long (150-300 km) wireless links
Importance of having a testbed link

"On a long wireless link for rural Real deployment in Malawi
telemedicine in Malawi" Investigated low-cost solutions

Long distance wireless sensor networks

"Planning and Deploying Long Distance Long distance WSN
Wireless Sensor Networks: Simulation vs deployment
The Integration of Simulation and Experiment with 14 different scenarios
Experimentation" Simulation is accurate

Water quality in Malawi

"On the design of a Water Quality Wake-up mechanism
Wireless Sensor Network (WQWSN): Tested in lab
an Application to Water Quality Power measurements
Monitoring in Malawi"





Chapter 5

Conclusions and Future Work

Wireless Sensor Networks represent a great opportunity for scientists. They promise
unprecedented abilities to observe and understand large-scale, real-world phenom-
ena at a fine spatial-temporal resolution. Their application in Developing Countries
is even more interesting: they can help solve problems that affect communities. An
example is the water quality monitoring we installed in Malawi: previously samples
were taken manually and no measures were taken during the night. With the auto-
matic monitoring system, scientists can now understand much better the dynamics
of water quality.

In this thesis we have analyzed potential applications of WSNs in Developing
Countries and highlighted what should be done to make this technology more suit-
able for challenging environments. We have tackled three problems: the importance
of a low-power gateway, the impact of link quality on battery consumption and the
potential of long wireless links.

A low-power gateway is needed to save data coming from the motes and store
them in a data-base. The proposed two-level architecture is best suited for environ-
ments where power supply is not stable and network connectivity is not reliable.
Database synchronization provides a way to exchange data between gateways to
ensure that no data is lost. The proposed solution is flexible enough to be used in
wired, wireless and mesh topologies.

Link quality estimation is very important since it has a deep impact on bat-
tery life and battery lifetime is the most important variable in a WSN. We run
two experiments using different motes and different environments, obtaining sim-
ilar results. This shows that distance between motes and the base station has an
impact on battery life, and this should be kept into consideration when planning a
deployment.

Finally, long wireless links provide a low-cost and convenient way to extend the
range of a WSN. The most interesting phenomena usually happen in remote places,
and long wireless links can be used to connect the gateway collecting data from the
motes to the Internet. Through deployments, we have demonstrated that these
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very long links are feasible.

5.1 Future work

Future work will include looking for alternatives to extend the access network and
other aspects not considered in the thesis. Here are some future research topics:

• Delay Tolerant Network on Mobile Phones. For remote sensor installations,
data can be saved in the gateway and transmitted to a nearby phone via
WiFi. The phone, following its owner, moves to a region where a stable
infrastructure is available and via WiFi transfers the information. In this
way even remote regions that will never going to be connected in other ways
will be able to provide sensed data. A possible application is in the field of
climate change monitoring.
A DTN software platform for Android phones has been developed at KTH
under my supervision. It is called Bytewalla and provides the basic network
infrastructure for DTN: data can be exchanged from Access Point to phone
and from phone to phone. Security has been considered as well. The system
has never been tested with WSN data, but this can be done in the future.
The advantages of a DTN infrastructure is that it solves the connectivity
issue: there is no need for places to be in line of sight as data moves with
humans. The main disadvantage is the limited number of WSN applications
that do not require real-time data. Battery consumption is also dependent
on how often the phone looks for other phones or access points. Finally, the
cost of smart phones has to be considered as well. Android phones are now
cheaper, but are still expensive in Developing Countries.

• GPRS-based motes. Some new motes can be equipped with GPRS modules
that allow sending SMS and connecting to the Internet via GPRS. The draw-
back is the cost of the service and the limited availability of GSM coverage
in some areas (the Central African forest, for example). The advantage is
that motes can be placed anywhere (where there is GSM coverage of course)
and can send data anywhere. The installation constrains are not relevant
anymore. What has still to be investigated is reliability of the GSM network
in Developing Countries (when are SMS sent? is the GPRS network working
fine all the time?) and the impact of these modules on battery life. Battery
life will be dependent on the how often data are sent and not on the distance
anymore.

• IPv6-based motes. New motes use IP networking communication. Many of
them use a version of IPv6 called 6lowpan designed for low-power radios.
Developing Countries lag behind other regions in technology may actually
serve to ensure a faster IPv6 adoption. The pool of available IPv4 addresses
is expected to run out very soon because of global broadband uptake and
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the expected growth of Internet access in Africa. The advantage of motes
connected to the IP network are many. Among them are extensive interop-
erability, established naming, addressing, translation, lookup, discovery and
established network management tools (Ping, Traceroute, etc). The research
questions are: what are the benefits of using IPv6 sensors in a Development
context? How do IPv6 nodes behave in a low-bandwidth environment? Are
there economic advantages to drive their use, compared to non-IP sensors?
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This part presents a short description of the publications appended to this thesis.
Papers 1 and 2 describe the two gateway prototypes, papers 3 and 4 illustrate the
experiments to measure link quality. Papers 5 and 6 are about long wireless links,
while Paper 7 is about water quality monitoring in Malawi.

5.2 Low-power Gateway for WSN

Paper 1
Design of a flexible and reliable gateway to collect sensor data in intermittent power
environments; M.Zennaro and A.Bagula; The Second International Workshop on
Sensor Networks (SN 2009), Aug 2 - 6, 2009, San Francisco, California, USA (Full
paper, with referees); the paper has been selected to appear in International Journal
of Sensor Networks.

In this paper we presents a low-power, low-cost, 802.15.4 and 802.11 compatible
solution which uses open source software to meet local conditions. Using the Sun
SPOT motes on a system which is mostly platform independent, our system is based
on the Fox embedded Linux board and equipped with a USB flash drive and a USB
WiFi adapter. The system can be solar- powered, and the results of a solar system
design are presented. All the hardware components are available off-the-shelf and
are easy to assemble.

Paper 2
On the design of a flexible gateway for Wireless Sensor Networks; M.Zennaro,
H.Ntareme and A.Bagula; First International Workshop on Wireless Broadband
Access for Communities and Rural Developing Regions, 2008, Uppsala, Sweden
(Paper in proceedings, presented as poster; 27% acceptance rate)

In this paper we describe the design of a flexible gateway that collects data from
a WSN, stores them in a database and makes them available via wireless links. In
the design of such device, low power, low-cost and flexibility must be taken into
account. Our prototype is flexible as it can work as WiFi client, serve as WiFi access
point and can connect to OLSR mesh networks. Based on low-cost hardware and
on open- source software, it is suitable for being used in challenging environments.

5.3 Evaluation of Link Quality

Paper 3
Experimental Evaluation of Temporal and Energy Characteristics of an Outdoor
Sensor Network; M.Zennaro, H.Ntareme and A.Bagula; Mobility Conference 2008
- The International Conference on Mobile Technology, Applications and Systems.
Taiwan, 2008 (Full paper, with referee)
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This paper revisits the link quality issue in Wireless Sensor Networks by study-
ing the temporal and energy characteristics of a 2,4 GHz sensor network in an
outdoor environment. Using different values of output power and sampling period,
we analyze battery behavior in motes placed at different distances and show that
farther motes have a shorter battery life. Our experimental results suggest that
when deployed in real world deployments, the sampling periods of sensor networks
be adjusted according to distance to normalize battery lifetime and a more accurate
energy-aware routing protocol be developed.

Paper 4
On the Relevance of Using Open Wireless Sensor Networks in Environment Mon-
itoring; A.Bagula, G.Inggs, S.Scott and M.Zennaro; Sensors Journal, no. 6: 4845-
4868. (Full paper, with referees)

This paper revisits the problem of the readiness for field deployments of wireless
sensor networks by assessing the relevance of using Open Hardware and Software
motes for environment monitoring. We propose a new prototype wireless sensor
network that fine-tunes SquidBee motes to improve the life-time and sensing per-
formance of an environment monitoring system that measures temperature, humid-
ity and luminosity. Building upon two outdoor sensing scenarios, we evaluate the
performance of the newly proposed energy-aware prototype solution in terms of
link quality when expressed by the Received Signal Strength, Packet Loss and the
battery lifetime. The experimental results reveal the relevance of using the Open
Hardware and Software motes when setting up outdoor wireless sensor networks.

5.4 Long Wireless Links

Paper 5
Very Long Distance Wi-Fi Networks; R.Flickenger, S. Okay, E. Pietrosemoli, M.
Zennaro and C. Fonda; The Second ACM SIGCOMM Workshop on Networked
Systems for Developing Regions, Seattle USA, 2008 (Full paper, with referees)

802.11 Wi-Fi technology is commonly used for creating wireless networks with
a range of about one hundred meters. With careful planning and proper anten-
nas, this same equipment can be used to make point-to-point links of hundreds of
kilometers. This paper presents a successful 279 km link made by wireless experts
in Venezuela, and a permanent 133 km test network in northern Italy for ongoing
research.

Paper 6
On a long wireless link for rural telemedicine in Malawi; M. Zennaro, C. Fonda, E.
Pietrosemoli, A. Muyepa S. Okay, R. Flickenger and S.M. Radicella; 6th Interna-
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tional Conference on Open Access, Lilongwe, Malawi, 2008

In this paper we describe the process that brought us to setup a 162 km wire-
less link in Malawi: the first experiments in Venezuela and Italy, the equipment
selection and the link deployment in August 2008. The network connects the Uni-
versity of Malawi College of Medicine in Blantyre with with the Mangochi Hospital
as well as hospitals and research institutions in the cities of Blantyre, Zomba and
Mangochi. We show that long-distance Wi-Fi links can be a practical, inexpen-
sive alternative for providing network connectivity and access to the Internet in
Developing Countries.

Paper 7
Planning and Deploying Long Distance Wireless Sensor Networks: The Integration
of Simulation and Experimentation; M. Zennaro, A. Bagula, D. Gascon and A.
Bielsa Noveleta; Lecture Notes in Computer Science, Volume 6288/2010, 191-204,
2010

In this paper we describe our experience in simulating and experimenting WSN
links over distances ranging from 600m to 12km. A number of scenarios are studied,
using different radio frequencies and antennas. The results reveal that simulation
results agree with experimentation and show that long distance wireless sensor
networks (LDWSN) are possible and that the quality of these links is high. Finally,
we discuss the relative efficiency of our solution in terms of range compared to other
wireless sensor networks.

5.5 Water Quality monitoring in Malawi

Paper 8
On the design of a Water Quality Wireless Sensor Network (WQWSN): an Applica-
tion to Water Quality Monitoring in Malawi; M.Zennaro, A.Floros, G.Dogan,T.Sun,
Z.Cao, C.Huang, H.Ntareme and Antoine Bagula; The Second International Work-
shop on Next Generation of Wireless and Mobile Networks, Vienna, Austria, 2009
(Full paper, with referees)

This paper presents the design of a water quality measuring system and proposes
a prototype implementation of a water quality wireless sensor network (WQWSN)
as a solution to this challenging problem. When applied to Developing Countries,
the design and implementation of such a system must take into consideration the
difficult environment in which it will operate. An application to water quality
measurement in Malawi reveals the relevance of using our novel solution to mitigate
two challenging issues: energy consumption of the system and the inter-networking
problem.
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