
 

 

 

Understanding the application of knowledge 
management to safety critical facilities   

 
Elena Ilina 

 
Doctoral Thesis in Civil and Architectural Engineering 

Division of Structural Design and Bridges 
 

December 2010 
 

TRITA-BKN, Bulletin 105, 2010 
 

ISSN 1103-4270 
 

ISRN KTH/BKN/B - - 105 - - SE 



 

 

 

 
 
 



 

 

iii 

Acknowledgements 
I would like to thank my advisor Prof. Håkan Sundquist at the Stockholm Royal Institute of 

Technology (KTH). I am also grateful and wish to thank Prof. Gregory Muravin and my 

colleagues at the Swedish Radiation Safety Authority (SSM) - Tage Eriksson, Per Bystedt and 

Lars Gunsell - for fruitful discussions and productive co-operation. Many thanks to the 

Swedish Transport Administration (STA) for a partial financing of this doctoral thesis. 



 

 

iv 

Abstract 
Challenges to the operating nuclear power plants and transport infrastructures are outlined. It 

is concluded that most aggravating factors are related to knowledge. Thus, of necessity, 

effective knowledge management is required. 

 

Knowledge management theories are reviewed in their historical perspective as a natural 

extension and unification of information theories and theories about learning. The first line is 

identified with names as Wiener, Ashby, Shannon, Jaynes, Dretske, Harkevich. The second 

line – with Vygotsky, Engeström, Carayannis.  

 

The recent developments of knowledge management theorists as Davenport, Prusak, Drew, 

Wiig, Zack are considered stressing learning, retaining of knowledge, approaching the state 

awareness of awareness, and alignment of knowledge management with the strategy of the 

concerned organizations. 

Further, some of the details and results are presented of what is achieved so far. More 

specifically, knowledge management tools are applied to the practical work activities as event 

reporting, data collection, condition assessment, verification of safety functions and incident 

investigation. Obstacles are identified and improvements are proposed.  

Finally, it is advised to continue to implement and further develop knowledge management 

tools in the organizations involved in various aspects of safety critical facilities. 



 

 

v 

Sammanfattning 
Utmaningar som kärnkraftverken och transportinfrastrukturer står inför har kartlagts. 

Kartläggningen pekar på att problemen är relaterade till brister i kunskap. Det är därför 

nödvändigt att fokusera på kunskap och implementera kunskapsmanagement med däri 

ingående teorier.     

 

Sådana teorier beskrivs i ett historiskt perspektiv. Det framgår att kunskapsmanagement har 

flera rötter av vilka de viktigaste är informationsteorier och teorier om inlärning. Den första är 

associerad med namn som Wiener, Ashby, Jaynes, Dretske, Harkevich. Den andra med namn 

som Vygotsky, Engeström, Carayannis.  

 

Även bidrag från moderna tänkare inom kunskapsmanagement som Davenport, Prusak, Drew, 

Wiig, Zack utvärderas för att förstå hur de involverade organisationerna kontinuerligt kan lära 

sig, bevara kunskap, nå medvetande gällande kunskap och integrera kunskapsmanagement 

med företagsstrategier.    

 

Vidare så presenteras ett urval av resultat för att illustrera vad som har åstadkommits hittills. 

Kunskapsmanagement-teorier appliceras på verksamheter som erfarenhetsrapportering, 

databaser, provning, verifiering av säkerhetsfunktioner och utredning av incidenter. 

Kunskapsmanagement gör det möjligt att identifiera och beskriva brister i de etablerade 

verksamheterna och att föreslå förbättringar. 

Rekommendationen för framtiden är att fortsätta arbetet med implementering och 

vidareutveckling av kunskapsmanagement för applikationer som är relevanta för kärkraftverk, 

transportinfrastrukturer och andra säkerhetskritiska anläggningar.  
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Abbreviations and notations 

Abbreviations 

AT Activity theory 

 

Ask The SSM’s database for event reporting from the nuclear power plants 

 

BaTMan The STA’s database for data collection about bridges and tunnels 

 

ECCS The emergency core cooling system in the nuclear power plants 

 

IAEA The International Atomic Energy Agency 

 

IT Information technology 

 

KTH The Royal Institute of Technology in Stockholm 

 

NDT Non-destructive testing 

 

QAE Quantitative acoustic emission NDT method 

 

SECI The knowledge spiral: socialization-externalization-combination-internalization 

 

SKI The Swedish Nuclear Inspectorate (present SSM) 

 

STA The Swedish Transport Administration  

 

SSM The Swedish Radiation Safety Authority 

 

SvK The operating company of the Swedish power grid 

 

UPS Uninterruptible power supply 

  

Notations 

I Information 

 

V Information value 

 

N The amount of available alternatives 

 

p The probability of the specific alternative 

 

pi The probability of the group of alternatives 

 

n The number of the groups of alternatives 
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p0 The probability of goal achievement before the information is acquired 

  

p1 The probability of goal achievement after the information is acquired 
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1. Background 

1.1 Challenges to the safety critical facilities 

Motivation of this doctoral thesis is in the current challenges to safe operation of the nuclear 

power plants, transport infrastructures and other safety critical facilities. Since most 

aggravating risks are related to knowledge, the improvements should be concerned with how 

relevant knowledge is acquired, documented, shared and used in order to provide safety, 

availability and cost-effective operation of the facilities.  

 

Many of the existing facilities operate under conditions that considerably exceed their original 

design basis. In this context it is necessary to use valid and accurate testing methods to 

acquire the reliable knowledge about facilities’ condition and functional ability and guarantee 

that safety margins have not been jeopardized. However, it seems to be evidence that some 

components and structures are being used in ways that were not foreseen during original 

design without proper verifications and testing.  

 

Nuclear power plants are subject to extensive modernizations and re-constructions which lead 

to a larger complexity and new system interactions. Because of a lack of experiences, the 

designers, owners and operators may lack relevant knowledge about modern technique and 

the compatibility between old and new equipment. Then they may land in a situation when 

they do not know that they don’t know and therefore think that they know (ignorance of 

ignorance). This may lead to an introduction of silent flaws. 

 

In addition to the changes in technique there might be changes in the organizational 

ownership and responsibility for operation. All kinds of changes complicate knowledge 

transfer and retaining and might degrade safe operation of the facilities.  

 

Another factor, promoting greater risks to the infrastructure facilities, is their long life-time. 

Most nuclear power plants are designed for a 40 years operation life-time but are now 

supposed to remain in operation until they are 60+. The life time of bridges and tunnels is 

even longer and lies typically in a span from 100 to 150 years. Several generational shifts of 

designers, maintenance workers, and other professionals take place during the life-time of the 

facilities. Even methods, calculations programs, instruments, vocabulary, and other tools 

undergo transformations under such a long time period. As a result, the valuable knowledge 

might be accidentally lost or overlooked.  

 

Furthermore, knowledge is held by different organizations and communities with various 

professional, educational and cultural backgrounds. The large number and the diversity of 

involved actors in a combination with the huge geographical extension of infrastructure 

facilities complicate social interactions and knowledge dissemination. 

 

Considering all of the above, it can be concluded that the operating infrastructure facilities 

deserve close attention if safety is to be maintained and severe incidents are to be prevented. 

In this regard questions of knowledge creation, use, sharing, storage and development come 

into play.   

1.2 Knowledge management experiences  

It is a fact that knowledge management tools are already being used by the advanced 

enterprise companies as IBM, Xerox, Siemens, the World Bank and the others (Denning, 
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1998), (Davenport and Prusak, 2000), (Drew, 1999), (Wiig, 1997). The socially oriented 

organizations have discovered knowledge management more recently.  

 

Recognition of urgent challenges to safety of nuclear power plants motivated the International 

Atomic Energy Agency (IAEA) to focus on knowledge (IAEA, 2002, 2005 and 2007). In 

2002, the IAEA general conference adopted a new resolution on knowledge, emphasizing the 

importance of knowledge management (IAEA, 2002). Several nuclear countries have started 

up special knowledge management programs with a chief knowledge management officer and 

a knowledge management organizational unit is response to the IAEA’s resolution.   

 

Although the sector of transport infrastructures does not have organizations of a similar 

character as IAEA and, consequently, is not subject to formal demands for knowledge 

management, the Swedish Transport Administration (STA) wisely supports knowledge 

management research and activities. For instance, this doctoral thesis has been partially 

financed by STA. 

1.3 Definition of knowledge management 

Although there are numerous definitions of knowledge management, they all focus around 

belief that knowledge is an important asset that needs to be managed well. To quote 

McDonough with the colleagues (McDonough et al, 2008), “once taking for granted, 

knowledge is now being explicitly regarded as having value and therefore a resource that 

must be managed”.  

IAEA (IAEA, 2005) defines knowledge management to be “an integrated, systematic 

approach to identifying, acquiring, transforming, developing, disseminating, using, sharing, 

and preserving knowledge, relevant to achieving specified objectives. The use of knowledge 

management helps an organization to gain insight and understanding from its own experience. 

Specific activities in knowledge management help the organization to better acquire, store and 

utilize knowledge.” 

The knowledge management theorists O`Dell and Grayson (O`Dell and Grayson, 1998) 

describe knowledge management as follows: “When explicitly managed, organizational 

knowledge is used to accomplish the organization’s mission. Knowledge management is 

therefore a conscious strategy of getting the right knowledge to the right people at the right 

time and helping people share and put information into action in ways that improve 

organizational performance.”   

Very simply stated, the overall motive of knowledge management is in the improvement of 

work activities and in the achievement of the goals where the older methods have been found 

to be insufficient.  

2. Aims 
This doctoral thesis aims to promote adoption and continuous development of knowledge 

management tools for the nuclear power plants, transport infrastructures and other safety 

critical facilities. The ultimate goal is ensuring safe operation of the safety critical facilities. 

To this end, the suitable theories from the framework of knowledge management are reviewed. 

These theories are then tired to the problems that complicate safe operation of the nuclear 

power plants and transport infrastructures. Finally, a proposal for further efforts is made. 
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3. Method  
It is useful to start with a review of the main ideas of knowledge management, their origin and 

developmental paths. The history is complicated, various researchers use divergent terms for 

the same things, and original ideas are sometimes misinterpreted by the followers. Therefore, 

a reconstruction of history of knowledge management and outlining of its main theories 

requires certain simplifications.   

 

The roots of knowledge management go back to the first half of the 20
th

 century and the 

revolutionary discoveries in science and engineering of those days: a discovery of DNA in 

biology, dissipative structures in chemistry, dynamic chaos in physics and a rapid 

development of communication technologies. The new sciences of cybernetics, informatics, 

artificial intelligence, synergetic and other information-centered sciences emerged. All of 

these developments put a heavy focus on the notion of information. Numerous mathematical, 

engineering and philosophical works have been produced in order to grasp the meaning of 

information. The influential works have been produced by scientists with a background in 

natural science and engineering: Polanyi, Jaynes, Chernavsky, Kolmorogov, Bar-Hillel, 

Wiener, Ursul, Ashby, Hartley, Shannon, Harkevich and the others.  

 

In the late 1980s, the information theories and interpretations were discovered by managerial 

theorists and practitioners. The term “knowledge management” was coined and rapidly found 

a wide popularity. The term “knowledge” was used instead for the term “information” in 

order to emphasize the endeavour to the useful, meaningful, “actionable” information. The 

prominent theorists and practitioners within knowledge management are Davenport, Prusak, 

Wiig, Zack, Denning, Nonaka, Carayannis and the others. Applying conceptual models rather 

than mathematical equations these workers changed the way of thinking about the role of 

knowledge for work activities, organizational learning and goal accomplishment.  

 

Through the remaining sections of this chapter, the main domains of knowledge management 

are outlined with a start in information theories. The bridging of information theories with 

knowledge interpretations in the context of knowledge management is discussed next. Finally, 

the fundamental concepts and models of communication, knowledge pyramid, tacit and 

explicit knowledge, knowledge spiral, work activity and knowledge matrix are outlined.  

3.1 Information theories  

Etymologically the term information was borrowed from the Latin word “informare”, which 

means “to give form to”. There is not single but several interpretations of information. The 

variety in interpretations is not vagueness but mirrors the variety of practical problems and 

questions to which information is applied. The famous mathematician Rene Thom called the 

word information a “semantic chameleon”, that is something that changes itself to adjust to 

the environment. 

3.1.1 Structural and active views of information 

On overall, information can be defined either as: 

 Functional (active) idea. 

 Structural (substantional, attributive) idea.  

While representatives of the former approach conceive information as a fundament for all 

goal-directed activities of human beings; the proponents of the latter view information as the 

objectively existing variety of the world. 
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The active view of information received a very close attention in cybernetics. Wiener (Wiener, 

1948), a prominent figure of cybernetics, believed that all goal-directed activities of human 

beings are based on the information. This fruitful idea, and additionally an idea of feedback, 

constituted the ground of the science of cybernetics. Ashby (Ashby, 1952 and 1956) came up 

with an idea to consider information as variety: “Variety is a concept, inseparable from that of 

information.” Ashby believed that information exists when diversity exists. There is no 

information if there is no diversity. It needs to be mentioned that Ashby coined the famous 

law of requisite variety – “only variety can destroy variety”. According to this fundamental 

law, survival of a system is dependent on its ability to master diversity of disturbances.  

  

A mathematician and philosopher Ursul (Ursul, 1970) unified both views by stating that 

information can be used or potential from the functional point of view, but it always exists. In 

this view, structural information may evolve to active information after it has been discovered 

and used.  

 

In the context of knowledge management structural view corresponds, for instance, to the data 

bases created by means of information technologies (IT). From the active view, before data 

collection activities are started, an understanding of what to do with the data should be in 

place.   

3.1.2 Information as removed uncertainty  

The structural view of information is at the foundation of probabilistic measures of amount of 

information. Hartley (Hartley, 1928) was first to notice that the amount of information, 

contained in the message, is related with the amount of possibilities that the message excludes. 

Hartley suggested a mathematical equation to measure amount of information I:  

p
p

NI log
1

loglog   

 where N is the number of available alternatives and p is the probability. 

 

The equation is to be understood in such a way that an outcome with small probability 

removes large uncertainty and therefore contains much information.  

 

The more general equation for amount of information was later proposed by Shannon 

(Shannon, 1948). Information content is measured by averaging over n groups: 


n

i

ii ppI log  

This formula of Shannon is similar to that of entropy of Ludwig Boltzman. This similarity 

plays a fundamental role in several applications of information theories. It is generally agreed 

that information reduces entropy and uncertainty and facilitates order and organization.  

 

Another application follows from the Jaynes principle of maximum entropy (Jaynes, 1957), 

according to which one has to use the probability distribution that maximizes the information 

amount with respect to the available knowledge. This procedure allows making plausible 

decisions under situations, when available knowledge is not sufficient for making certain 

conclusions. Figuratively speaking, plausible decisions are those that are based on all 

available knowledge, neither more nor less. 
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3.1.3 Communication  

Another major contribution of Shannon was creation of the general model of communication. 

By Shannon, any communication requires the following elements, as illustrated in Figure 1: 

1. a source 

2. a recipient 

3. a communication channel 

4. a message (information) to be transferred. 

 

Figure 1 The general model of communication according to Shannon 

 

source message recipient

communication channel
 

 

The channel is often noisy. Also, the information transferred needs to be encoded at the 

source and decoded at the recipient. The noise and the processes at the source and the 

recipient can lead to the loss or misinterpretation of information. As a result, the information 

perceived by the recipient is often not the same as the information that has been sent by the 

source. 

 

This model of Shannon had a tremendous impact on later theories of communication and 

knowledge. For instance, the cognitive science utilizes the Shannon’s model of 

communication (the source is the world and the recipient is the human mind of a knower) and 

the cybernetic ideas (computer and human mind are viewed as a set of information processing 

stages). Importantly, information does not give knowledge itself but only causes such changes 

that may result in the creation of knowledge. Quoting Dretske (Dretske, 1981), “knowledge is 

a completed act of information”. 

 

Recent communication researchers typically focus on motivational factors of the source and 

the recipient of information, capacity of communication channel, and properties of the 

information to be communicated in order to explain loss or misinterpretation of information. 

It is generally agreed that tacitness and complexity of information contribute to the loss of 

information, when communicated. 

 

Szulanski (Szulanski, 1996) suggested looking upon a communication process as a set of four 

stages: 

1. initiation 

2. implementation 

3. ramp-up 

4. integration. 

Initiation of communication requires a discovery of a need of communication. Once the need 

is identified, the decision to proceed may be made. During the stage of implementation the 

routines between the source and the recipient are established. The ramp-up stage corresponds 
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to the initial experiences of the recipient and the work on identifying and solving unexpected 

problems. Integration denotes the stage when the effective routines for communication have 

been established.  

 

The discussed communication theories provide models and vocabulary that are illustrative, 

simplified, and therefore popular. They can easily be understood and used by individuals from 

various professional communities (engineers, human performance experts, managers, 

politicians, etc.) and therefore can function as the communication means across the 

boundaries. Deeper studies require, however, richer theories that can handle context, 

background, co-operation among multiple actors, developmental transformations of 

knowledge and other aspects. 

3.1.4 Valuable information 

Of great importance to knowledge management are pragmatic-semantic information theories 

that study information value and meaning. Information without meaning has no value either, 

so it is commonly accepted to study information meaning (semantics) and value (pragmatics) 

at the same time.  

Information does not have value in itself but only if it is associated with goal of the recipient 

(user) of the information. Perhaps Harkevich (Harkevich, 1960) was the first scientist to 

propose a mathematical equation for relating information value V and the goal:  

01

0

1 loglog)log( pp
p

p
V   

where 0p and 1p  are the probabilities of goal’s achievement before and after the information 

is acquired, respectively. 

As Harkevich equation shows, the higher the probability of goal accomplishment after 

acquiring the information, the higher is this information value. 

Stratonovich (Stratonovich, 1965) proposed to consider benefits, resulting from application of 

the information to work activities. Such benefits are for example savings in money, time or 

work efforts. 

Later, King (King, 1982) proposed a general theory for information value by considering 

goals, benefits and money. By King, information value can be determined by means of three 

approaches: 

1. by the extent to which specific goals of the user (the recipient) are fulfilled 

2. by savings in efforts, time, etc. due to the use of information, and 

3. by what the user will pay for the information. 

3.2 Interpretation of knowledge in the context of knowledge 
management  

The interpretation of valuable information by semantic-pragmatic information theories is 

isomorphic with the view of knowledge in the knowledge management context. Knowledge is 

viewed as the information that assures the achievement of the goals. The already mentioned 

knowledge management theorists O`Dell and Grayson (O`Dell and Grayson, 1998) define 

knowledge to be “information in action”. 
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The view of knowledge as valuable information implies that the amount of knowledge is 

always less than the amount of available information. This relationship between information 

and knowledge is illustrated by the knowledge pyramid, also known as knowledge hierarchy.       

3.2.1 Knowledge pyramid data to information to knowledge 

The knowledge pyramid, originally proposed by Ackoff (Ackoff, 1989) and Zeleny (Zeleny, 

1987), is a construct seen through the seminal knowledge management literature. In it, data 

evolves to information to knowledge. The notion of data denotes raw observations, samples 

and facts; information is data hat has been processed and organized; and knowledge is 

valuable information. Worth noting that both Zeleny and Ackoff included a stage of 

understanding in the original versions of pyramid. However, later proponents of knowledge 

management disputed that understanding is a separate stage and argued that understanding 

supports transformation from data to information to knowledge.   

The widely known knowledge management theorists Davenport and Prusak expressed a view 

that the knowledge pyramid may be regarded as “a form of content in a continuum starting at 

data, encompassing information, and finally ending at knowledge” (Davenport and Prusak, 

2000).  

In the knowledge pyramid (see Figure 2), data forms the base and knowledge the pinnacle of 

the pyramid. As pointed out by Chaffey and Wood (Chaffey and Wood, 2005), meaning and 

value increase with the progress from data to information to knowledge.  

Figure 2 The representation of knowledge pyramid with indications of meaning and value 

knowledge

information

data

meaning

value

 

Another knowledge management theorist Carayannis (Carayannis, 1999) noticed that the 

knowledge pyramid can be used to describe how an individual or an organization learns 

through a progress from data to information to knowledge. Knowledge and learning are 

obviously interrelated because knowledge is what has been learned. 

3.2.2 Tacit and explicit knowledge 

Another core concept that functions as a common currency in knowledge management is the 

concept of tacit (internal) and explicit (external) knowledge, originally proposed by Polyanyi 

(Polyanyi, 1966). Tacit knowledge is unspeakable knowledge that may never has been 

documented. Explicit knowledge is knowledge that has been explained and documented. An 

underlying assumption is that tacit knowledge can be captured and transferred into the explicit 

form by documentation.  

 

The knowledge management theorist Nonaka (Nonaka, 1991) used knowledge diversification 

into tacit and explicit for construction of the knowledge spiral – SECI (see Figure 3). This 

knowledge spiral operates through socialization between tacit knowledge and explicit 

knowledge. The entire knowledge circuit comprises: 

1. socialization 
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2. externalization 

3. combination 

4. internalization. 

It starts with socialization, in which tacit knowledge is transferred from individuals who have 

it to individuals who do not. It progresses to externalization, in which individuals make their 

tacit knowledge explicit to the group. New explicit knowledge may then be combined with the 

previous explicit knowledge. Finally, through internalization individuals absorb explicit 

knowledge and produce new tacit knowledge. The knowledge creation is thus even 

knowledge accumulation. 

 

Figure 3 The knowledge spiral, SECI, by Nonaka 

 

Tacit 

knowledge

Tacit 

knowledge

Explicit 

knowledge

Explicit 

knowledge

Socialization Externalization

CombinationInternalization

 
 

3.2.3 Activity theory 

Activity theory (AT) views knowledge in its complexity. AT puts formal emphasis on 

studying associated work activities, cultural-historical background, engaged subjects, object 

of the activity, motive and specific objectives, used tools, outcomes, etc.  

 

Importantly, AT encourages identifying disturbances and contradictions within established 

work activities. Disturbances and contradictions can manifest themselves as unwanted events 

that interrupt flow of routine operations. Careful evaluation of unwanted events leads to a 

critical reflection over established work activities and improvements.  

 

AT was originally developed by Vygotsky (Vygotsky, 1962), Luria (Luria, 1976) and 

Leontiev (Leontiev, 1978), and more recently, by Engeström (Engeström, 1997, 1999a, 

1999b). Vygotsky was first to introduce the concept of internalization of knowledge, which 

was later used by Nonaka in his SECI theory.  

 

Internalization of new knowledge stands behind another famous Vygotskian concept - zone of 

proximal development. The zone of proximal development is bound, on one end, by the 

currently accepted knowledge and, on the other end, by the developed knowledge. When an 

individual accomplishes a new stage of developed knowledge – then he / she has learned. 
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Whereas Vygotsky was primarily interested in individuals, organizational learning became a 

major emphasize in Engeström’s works. Engeström studied practical work activities in 

organizations, associated contradictions and disturbances, and developmental possibilities. 

Furthermore, Engeström developed a general model of work activity that comprises all the 

core elements of AT. This model, known as Engeström’s triangle, is shown in Figure 4.  

 

Figure 4 The representation of work activity by the Engeström’s triangle 

 

instruments

subject object

rules division of labour
community

outcome

 
 

 

Figure 4 is to be interpreted in the following way. An activity is directed towards a specific 

object. Motive of the activity is in transformation of the object into the desired outcome. 

Subjects act on the object of the activity through mediating means - instruments. Activities 

are typically carried out by various communities of practice, which gives division of labour. 

Coordination and communication between the individuals in the community is provided by 

formal and informal rules. 

 

Another major contribution of AT is the general model of work activity. An activity is 

generated as a response to an overall motive (organization’s vision or mission). The activity 

cascades down into a set of actions. These actions are guided by specific goals that are 

coherent with the motive. Finally, actions end up in routine, day-to-day operations that are 

determined by available tools and conditions. 

3.2.4 Knowledge matrix  

Steering of work activities is the object of extensive studies by knowledge management 

researchers. Drew (Drew, 1999) emphasized that knowledge dimension needs to be 

introduced in the entire goal hierarchy of organization – from vision to specific objectives.  

 

Furthermore, Drew proposed to use the well known from philosophy knowledge matrix: 

 ignorance of ignorance (we don’t know that we don’t know) 

 awareness of ignorance (we know that we don’t know) 

 awareness of awareness (we know what we know) 

 ignorance of awareness (we don’t know what we know), 

as a starting point for building knowledge into organizational strategy.  

 

He argued that each knowledge state needs to be managed in different ways. Organizations 

are usually concerned with the knowledge state awareness of awareness and focus on 
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documentation and sharing of explicit knowledge. However, this is the state ignorance of 

ignorance that is associated with severe risks and deserves a close attention. The knowledge 

state awareness of ignorance is about problem formulation and knowledge seeking. Finally, 

in the state ignorance of awareness, an organization should look for tacit knowledge and an 

accidentally overlooked knowledge that needs to be discovered and used.  

 

The previously mentioned knowledge management theorist Carayannis (Carayannis, 1999) 

argued that knowledge management can be viewed as managing transitions within the 

knowledge matrix. According to him, each organization needs to reflect over its current 

knowledge state and decide what needs to be done to successfully approach the desired state. 

Further, Carayannis argued that although IT can assist with communication and knowledge 

storage, knowledge management is not about IT but about how people work together in order 

to accomplish the goals.  

 

Another knowledge management theorist, Zack (Zack, 2003) summarized features of an 

organization that manages knowledge well. A knowledge-based organization: 

1. Aligns knowledge management with the strategy. The organization clarifies its 

strategic plans, identifies the knowledge needed to fulfill the strategic plans, and 

compares that to current knowledge. The revealed knowledge gaps are closed fast and 

effectively. 

2. Is not satisfied with established work activities. Indeed, it continuously strives for a 

more effectively use of available knowledge and creation of new knowledge.    

3. Uses knowledge and learning as primary criteria for evaluating the work activities. 

Further, it looks for opportunities to learn in important areas.  

4. Seeks knowledge “wherever it exists”, inside or outside the formal organizational 

boundaries. An organization may set up communities or use other tools to improve 

social interactions and promote knowledge flowing.  

4. Results 
Although knowledge management is popular, most of the writing about it has been published 

for enterprise companies, which ultimate goals are creation of profit and competitive 

advantage. Experiences from application of knowledge management to the technological 

facilities are scarce.  

 

The principal contribution of this doctoral thesis is in understanding the application of 

knowledge management to the technological facilities at risks. Although the illustrative 

examples of problems and solutions are provided for nuclear power plants, bridges and 

tunnels, the approach is believed being useful for the safety critical facilities in general.  

 

The knowledge management literature is reviewed for the purpose. Suitable theories and 

concepts that can and should be applied to the safety critical technological facilities are 

identified. A brief review of these theories is outlined in the previous chapter. The more 

detailed descriptions are provided in the original papers of the author, as shown in Table 1. 

 

Knowledge management theories are then tired to the analysis of the challenges to safe 

operation of nuclear power plants, bridges and tunnels. The analysis of challenges utilizes 

professional experiences of the author, who has worked within the nuclear sector for 15 years, 
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of which the last 10 years at the Swedish Radiation Safety Authority (SSM) and the former 

Swedish Nuclear Inspectorate (SKI). Knowledge about the challenges to safe operation of 

transport infrastructures comes from the advisor of this doctoral thesis, Professor Håkan 

Sundquist, and from the research project that has been financed by STA. Detailed discussions 

on challenges are provided in Paper 2 and Paper 6.  Table 1 outlines the author’s 

publications with an indication of own contributions.  

Table 1 The outline of the publications  

Paper  Scope Contributions 

Problem: Acquiring knowledge about knowledge management theories and concepts that can 

and should be applied to the safety critical technological facilities. 

Paper 1 Reviews main 

information theories and 

interpretations. 

Following information theories and ideas are 

found to be of major importance to knowledge 

management: 

- semantic-pragmatic view of valuable 

information  

- structural and active views of information  

- Wieners’ idea of information as the 

fundament for all goal-directed activities  

- Shannon’s idea of information as reduced 

uncertainty  

- Jaynes’ claim that plausible decisions need to 

be based on all available information. 

The main theories are analyzed and 

synthesized.  

 

Paper 2 Reviews literature on 

knowledge pyramid and 

information-based view 

of knowledge.  

Papers 3a and 

3b 

Reviews literature on 

communication theories, 

SECI and AT. 

Paper 4 Reviews literature on 

knowledge matrix and 

ATs idea of zone of 

proximal development. 

Paper 6 Reviews literature on 

building knowledge into 

the organizational 

strategy.  

Problem: Effective use of collected data  (see § 4.1) 

Paper 6 Discusses the established 

practice for information 

collection about bridges 

and tunnels in the STA’s 

database BaTMan. 

A new model is proposed to illustrate the 

process from data collection to information 

analysis to knowledge creation.  

Analysis, performed with the help of the new 

model, reveals that the established practices are 

strong in data collection and are weak in 

creation, use and sharing of knowledge. 
Paper 2 Discusses the established 

practice for reporting of 
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unsafe events from 

nuclear power plants to 

the SSM’s database Ask.  

It is concluded that engaged organizations need 

to re-focus from data towards knowledge.  

Problem: Reliable communication and knowledge transfer across the boundaries (see § 4.2 

and 4.3). 

Paper 6 Discusses why valuable 

knowledge can 

sometimes be overlooked 

or forgotten for the 

example of bridges. 

Factors behind loss of valuable knowledge are 

considered. Proposal is made how to retain 

knowledge over time frame and organizational 

bounds.   

Paper 3b Discusses 

communication issues 

between diverse 

organizations that act on 

the same object, more 

specifically – nuclear 

power plants and SvK 

acting on the power net. 

Analysis is performed with the help of 

communication theories and AT. It is 

concluded that traditional foci on technology 

and safety culture cannot explain mechanisms 

behind breakdowns in communication and 

knowledge transfer.  

Major recommendation that comes out from 

the analysis is to establish forums for reflective 

communication where different actors may 

listen to each others perspectives. The practice 

for event reporting needs to be improved. On 

overall, close attention needs to be paid to 

knowledge when changes in technology, 

workforce, organizational responsibility, etc. 

take place. 

Paper 3a Discusses breakdowns in 

knowledge creation and 

transfer during 

modernization activities 

in the nuclear power 

plants. 

Problem: Reliable knowledge about actual condition and functional ability of facilities (see § 

4.4 and 4.5) 

Paper 4 Describes several cases 

when established 

practices for verification 

of safety systems in the 

nuclear power plants 

were found to be faulty.  

AT (zone of proximal development) and 

knowledge matrix (ignorance of ignorance) are 

used in order to understand why people 

sometimes stick to faulty practices and what 

needs to be done to improve this problem 

situation. 

 

 

Paper 5 Discusses concrete 

containments in the 

nuclear power plants. 

Specific problems associated with safe 

operation of nuclear containments are 

considered. It is concluded that containments 

undergo uncontrolled ageing degradation and 

that the established testing methods fail to 

provide reliable knowledge about containments 

condition and functional ability. 

Recommendation is made to use informative 
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NDT methods for an overall inspection of 

containments. The prominent among methods 

seems to be the QAE. The paper is based on 

the licentiate thesis “Revealing of age-related 

deterioration of concrete containments in 

nuclear power plants – Requirements and NDT 

methods” by Elena Ilina. The QAE part is 

written by Gregory Muravin. 

Problem: Implementation of knowledge management in the concerned organizations (see § 

4.6) 

Paper 6 Discusses 

implementation of 

knowledge management 

and building knowledge 

into strategy for an 

example of transport 

infrastructures. 

A number of top-level knowledge policies are 

proposed. A list of guidelines for knowledge 

management implementation is developed. 

4.1 Data collection  

(Paper 2 and Paper 6) 

It has been mentioned that the ultimate goal of knowledge management is improvement of 

work activities. This doctoral thesis chooses to examine event reporting from nuclear power 

plants to SSM (Ask database) and data collection at STA (BaTMan database) through a lens 

of knowledge management in order to detect the problems and to propose the improvements. 

 

There are several reasons for the choice. First, both activities are believed being crucial for 

safe operation of nuclear plants and transport infrastructures, respectively. Second, the 

activities themselves are intimately related with knowledge management because they deal 

with how people gather, store, use and share data, information and knowledge. 

 

For the purpose of examination, a new process model is proposed as shown in Figure 5. This 

model builds on the knowledge pyramid data to information to knowledge. The notion of user 

is added to emphasize that information has to be meaningful and useful to the user of that 

information to qualify as knowledge.    
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Figure 5 The new process model 

data

information knowledge

user

 

 

The examination of established activities reveals that both of them are very strong in data 

collection. Nevertheless, the idea that the stored data equal knowledge is a false assumption.  

Accessability to the databases (Ask at SSM and BaTMan at STA) is limited. Potential users 

that have access to the databases use them to a limited extend. The links between managerial 

decisions and collected data are unclear. Finally, databases lack intelligent features for trends, 

recognition of analogies, etc.  

 

Applying the knowledge matrix, as proposed by Carayannis and Drew, it can be stated that 

the engaged organizations are in the knowledge state, in which they don’t know what they 

know (ignorance of awareness). A tremendous amount of data exists potentially but is not 

used effectively. A transition to the state, in which they know what they know (awareness of 

awareness) is required. A suitable start is to re-consider purposes and strategies for the 

established data collection activities and to re-focus towards knowledge creation, use and 

dissemination. 

4.2 Retaining knowledge about bridges and tunnels  

(Paper 6 ) 

Our society expects high safety, availability and economic performance from transport 

infrastructures. However, the present status of knowledge management for these facilities 

leaves much room for improvement.  

 

Managing knowledge about bridges and tunnels is difficult. It must be developed and retained 

over long time frames due to the long operational life time of the facilities. Huge geographical 

extension and involvement of many organizations and communities are other factors that 

complicate knowledge retaining. All of this creates a problem situation that can be defined as 

ignorance of awareness: someone somewhere posses the important knowledge but the system 

as a whole can overlook, forget or ignore it. 

  

In order to retain knowledge, the involved organizations can use several tools. For instance, 

knowledge maps can be constructed in order to connect knowledge and people. Important 

designers, construction engineers, maintenance technicians, and others can be listed so that 

knowledge seekers will know where to turn and whom to ask. Networks, communities, 

forums and other social forms can be set up for important problems. They need to be 

transcendent to the formal organizational boundaries and involve experts from various fields 

and different generations. Finally, IT tools need to be reconsidered to be adequate to 

knowledge needs. The existing database (BaTMan) at STA must be re-devised to become 

more intelligent, active, accessible and useful. 
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4.3 Communication and knowledge transfer 

(Paper 3a, Paper 3b) 

Breakdowns in communication and knowledge transfer are discussed for the example of the 

Forsmark incident in the Forsmark 1 nuclear power plant in 2006 (OECD, 2009). The incident 

occurred when the reactor was operating in full power operation. An accidental short circuit in 

the switchyard generated severe voltage transients in the plant and lead to malfunctioning of 

several safety systems and power supply systems. Investigators reconstructed the critical 

chain of events and concluded that the incident was mainly caused by faulty design and 

application of new uninterruptible power supply (UPS) equipment and under-frequency 

protections of generators. The faults have been introduced several years earlier during 

modernization of the plant.  

 

Communication theories and AT are used to understand how the incident could happen. 

Communication theories by Shannon and Szulanski provide illustrative models and 

vocabulary, suitable for discussions across the professional boundaries. Deeper analysis is 

performed with a help of AT. 

 

Evaluation of historical background, as demanded by AT, reveals that communication issues 

between the nuclear power plants and the operating company of the power grid (SvK) have 

their origin in 1990, when Sweden deregulated its electrical power infrastructure. Ownership, 

operation and maintenance of the national power grid were transferred to a new organization 

SvK while the nuclear plants’ electrical power systems remained in the responsibility of the 

plants. During the separation, no legislative frameworks were established for communication 

interface between the new grid operator and the nuclear plants.  

 

Using vocabulary of AT, this problematic situation can be explained as follows. Although the 

nuclear power plant and SvK acted on the same object (power grid), they did not establish a 

join activity. Furthermore, they did not pay necessary attention to unsafe events of a similar 

character that occurred previously in the national and foreign plants. This situation is 

illustrated in Figure 6a.  

 

The Forsmark incident was of such a magnitude that it could not be ignored. The incident lead 

to a critical reflection over established practices and discovering a need of close 

communication and coordination. Join activity could then be established. The developed 

situation is illustrated in Figure 6b.  
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Figure 6 (a) Lack of communication and coordination between the grid operator and the 

nuclear power plants before the Forsmark incident; (b) After the Forsmark incident, the join 

activity was established between the grid operator and the nuclear power plants. 
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Also, AT provides a useful guidance for understanding how faults were introduced in the UPS 

and under-frequency protections of generators. Figure 7 illustrates the underlying 

disturbances and contradictions that lead to knowledge breakdowns during modernizations. 

The first contradiction C1 is within the object itself (UPS and under-frequency protections). 

Evolution of technology leads to the replacement of old equipments with modern technique, 

properties of which are sometimes beyond awareness of designers and maintenance workers. 

The second contradiction C2 manifests itself when the recent designer fails to understand 

differences between old and new equipment because original documentation had been 

prepared under a different context. Similar contradiction C3 occurs during installation and 

verification of new equipment by maintenance workers. The forth contradiction highlights 

communication issues between manufactures and designers (C4a), as well as manufactures 

and maintenance workers (C4b). Manuals of equipments, prepared by manufactures, are not 

the optimal means of communication. 
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Figure 7 Disturbances and contradictions that lead to knowledge breakdowns during 

modernization activities in the nuclear plant 
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Summing up the considerations brought forward in the AT analysis, it is concluded that only 

through the capturing of the context can knowledge be effectively transferred across the 

boundaries. Any useful information must therefore be accompanied by additional contextual 

information. Also, there is a need to establish broad forums for reflective communication in 

which engaged actors (also the older experts) can listen to each others perspectives and create 

common solutions. Finally, practices for event reporting need to be improved.   

4.4 Verification of safety functions  

(Paper 4) 

It happened not once that operators of the nuclear plants realized that the previous 

verifications of plants’ safety systems failed to provide credible knowledge.   

 

The most recent aggravating example concerns the emergency core cooling system (ECCS) in 

Ringhals 1 nuclear power plant (SSM, 2009). I December 2008, during an unplanned 

activation of the ECCS, the plant’s technicians notified significant oscillations in system flow. 

From the beginning, the observed flow oscillations were not viewed as safety problem. Later 

(after almost a year), necessary calculations were performed and demonstrated that the 

oscillations imposed risks to functional ability of the ECCS. Very probably, the phenomenon 

of flow oscillations had always been present and the ECCS had always been to some extend 

degraded but the periodical verifications did not detect that.  

 

The difficulties in verification of safety functions received a lot of attention from the nuclear 

regulator, SSM. The demands for realistic verifications and better safety culture were raised, 
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assuming that human attitudes lie behind the problem. Nevertheless, these demands have 

proven to be insufficient in their attempts to solve the problem. 

 

Application of knowledge management allows viewing the problem situation from a new 

angle. The problem can then be viewed as the transformation of knowledge from the currently 

accepted knowledge into the developed knowledge. The transformation can be triggered by 

unusual observations, unsafe events and other disturbances. In the beginning, the observations 

of unusual events have not yet been studied systematically. Due to a lack of similar 

experiences, the observations can be explained in various ways by various people. It is 

difficult to know what hypothesis is right. Even factual occurrence of the events themselves 

may be questioned. People may believe that the events did not in fact occur but were notified 

due to human errors or faulty measurements. Therefore, the developmental transition from the 

currently accepted knowledge to the developed knowledge or, with other words, the transition 

from the state of ignorance of ignorance towards the state awareness of ignorance, requires 

certain time and efforts.  

 

This reasoning is illustrated in Figure 8. The above row utilizes vocabulary of the knowledge 

matrix and the lower row –Vygotsky’s and Engeström’s ideas of zone of proximal 

development.  

 

Figure 8 The developmental transformation of knowledge from the philosophical view (upper 

row) and the activity-theoretical view (lower row) 
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The crucial questions are: 

1. How to identify the potential deficiencies in knowledge earlier so that the 

developmental transformation may begin? 

2. How to shorten the transformational path?  

Reasonable measures are, first and foremost, placing formal emphasis on knowledge and 

allocating more resources for working with knowledge. This can be achieved through 

establishing special knowledge activities in the involved organizations. This would shorten 
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the transformational path from the time point when unusual events are observed to the state of 

awareness. However, this kind of actions is reactive as the actions come after the unusual 

events have been observed.  In order to act proactively, and to identify the potential 

deficiencies in knowledge before they lead to unsafe events, one needs to timely identify 

challenges. This reasoning is illustrated in Figure 8 with a help of an oval to the left that 

triggers the transformation of knowledge. As seen, the transformation can be triggered by the 

observations of unusual events and disturbances (reactive actions), as well as the timely 

recognition of challenges (proactive actions).  

4.5 NDT condition assessment  

(Paper 5 and licentiate thesis) 

Perhaps nowhere knowledge weaknesses are as visible as in handling nuclear containments.  

Containments in the nuclear power plants are typically composed of prestressed reinforced 

concrete and steel liner. They constitute the last barrier between radiation and the 

environment and are supposed to withstand high pressures and temperatures resulting from 

nuclear accidents. They have been designed for 30 to 40 years but are now supposed to 

remain in operation for another period of 20 years or more. Therefore, rigorous attention 

should be given to containments condition and functional ability.   

 

Nevertheless, detected damage instances in nuclear plants indicate that containments are 

subject to uncontrolled ageing degradation. High losses of prestessing force, corrosion of 

reinforcement and steel liner, cracking and high porosity of concrete, exposure to high 

temperatures, leaks and other degradations have been detected in various containments. At the 

same time, the used methods for periodical verification of containments provide limited 

information and are not capable of revealing, identifying and assessment of dangerous flaws. 

This problem situation may lead to reduction of safety margins and sudden failures. 

 

It comes out that containments need to be tested by means of non-destructive testing (NDT) 

methods that are able to inspect entire structure with required accuracy. Prominent among the 

methods seems to be the highly informative Quantitative Acoustic Emission (QAE) NDT 

method (Muravin, 2000), (Muravin, 2010). 

4.6 Knowledge and strategy  

(Paper 6) 

Knowledge management can be implemented successfully and increase the benefits to be 

derived from work activities but only if it is supported from the top. One way is to create top-

level policies that can easily be understood by all employees and guide work activities. 

Considering safety issues and examples of unsafe operation it is reasonable to focus on the 

following: 

  

1. On the very general level, it is a need to secure wise decision making. In this regard, the 

Jaynes principle of maximum entropy provides a useful guidance. It can be interpreted in such 

a way that plausible decisions are those that are made on the basis of available knowledge, 

neither more nor less. “Neither more” clarifies that one is not allowed to use claims that lack 

evidence. “Nor less” points at the forbid to disregard information that for some reasons feels 

uncomfortable.  
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2. Work activities need to be re-examined with a help of knowledge management tools in 

order to increase benefits. In particular, the established databases for event reporting, 

information collection, etc. need to be re-considered with the aim to increase their usefulness 

and free sharing.  

 

3.  Before new technology is introduced (as for instance during modernizations of nuclear 

power plants) it must be secured that no significant knowledge gaps exist. Needed knowledge 

can be produced with a help of calculating programs, testing, observations and other tools. 

Importantly, all relevant actors need to be involved to secure collection of valuable 

knowledge. These may include older experts (even retired experts), experts within various 

disciplines, and from various organizations. 

 

4. In addition to changes in technology, there might be social, organizational, spatial and 

other changes. As a result, there might be a risk for an accidental loss of knowledge and 

introduction of silent flaws. Under such circumstances, managers must allocate time for 

critical reflections, observations of abnormalities and unsafe events, knowledge seeking, 

social contacts with those who may have valuable knowledge, and other knowledge activities. 

 

5. Communication and co-operation among involved actors should be encouraged to ensure 

creation of credible knowledge and knowledge dissemination over long time frame and social 

boundaries.        

 

6. When several testing methods are available for condition assessment of components and 

structures, the priority should be given to the most informative method that can measure 

several variables with required accuracy.  

5. Conclusions  
Challenges to safe operation of nuclear power plants and transport infrastructures have been 

identified. The challenges fuel the needs for improvements. The peculiar virtue of knowledge 

management is that it offers tools for creation, use and dissemination of knowledge so that 

improvements can be achieved where previous approaches were found to be insufficient. 

Knowledge management is essentially active and intentional.  

 

Although knowledge management has been proven to be useful for the enterprise companies, 

the experiences from application of knowledge management to the technological facilities are 

scarce. In the pioneer attempts of this doctoral thesis to apply knowledge management to the 

technological facilities at risks, some results are accomplished.  

 

For the nuclear sector, activities as event reporting, condition assessments, verifications of 

safety functions, incident investigations and communication among various actors are 

examined in the context of knowledge management. Proposals are made on how to improve 

work activities so that knowledge can be created, used and shared more effectively. In the 

case of transport infrastructures, the foci are on retaining knowledge over time and 

organizational boundaries and on usefulness of the database (BaTMan). Finally, a number of 

top-level policies are proposed in order to align knowledge management with the strategies of 

the involved organizations.  
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6. Future perspectives  
The results that have been achieved so far provide useful tools for discussing and improving 

communication, knowledge creation and transfer, operation of databases, treatment of 

unknown risks, etc. Further efforts are needed for exemplifying how can the application of 

knowledge management tools solve urgent safety issues and ensure safe operation of the 

technological facilities. Ideally, all of the established work activities should be examined 

through a lens of knowledge management. In particular, configuration management and 

electronic equipment deserve close attention. 

 

More efforts are needed on the strategic level of the engaged organizations. Specific top-level 

policies should be created for concrete organizations in addition to those being proposed. 

Other ways for building knowledge into strategy are creation of a wise vision, description of 

organizational values, and promoting knowledge culture. 

 

Promotion of knowledge culture, co-operation, and mutual sharing of knowledge in the 

engaged organizations will probably benefit from involvement of experts within social 

anthropology.  

 

On a methodological level, one could investigate applicability of the Aristotle’s doctrine on 

four causes. As is known, Aristotle held that there were four causes: material (object), formal 

(outcome), efficient (mechanism) and final (goal). The first two causes can probably be used 

to study currently accepted knowledge. The latter two causes seem to be able to provide 

useful guidance for studying developmental transformation of work activities and embedded 

knowledge by asking such questions as: What goal govern them (formal cause)? What 

mechanisms can achieve them (efficient cause)?  

 

The art of critical reflections is crucial for awareness and safety. Very probably, useful 

guidelines can be developed based on the ideas of Socrates and Plato. 
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