
 

 

 

  
Abstract— The focus of this thesis is continuous real-time 

monitoring, which is essential for the realization of adaptive 
management systems in large-scale dynamic environments. Real-
time monitoring provides the necessary input to the decision-
making process of network management. We have developed, 
implemented, and evaluated a design for real-time continuous 
monitoring of global metrics with performance objectives, such 
as monitoring overhead and estimation accuracy. Global metrics 
describe the state of the system as a whole, in contrast to local 
metrics, such as device counters or local protocol states, which 
capture the state of a local entity. Global metrics are computed 
from local metrics using aggregation functions, such as SUM, 
AVERAGE and MAX. A key part in the design is a model for the 
distributed monitoring process that relates performance metrics 
to parameters that tune the behavior of a monitoring protocol. 
The model has been instrumental in designing a monitoring 
protocol that is controllable and achieves given performance 
objectives. Our design has proved to be effective in meeting 
performance objectives, efficient, adaptive to changes in the 
networking conditions, controllable along different performance 
dimensions, and scalable. We have implemented a prototype on a 
testbed of commercial routers, which proves the feasibility of the 
design, and, more generally, the feasibility of effective and 
efficient real-time monitoring in large network environments. 
 

Index Terms— Adaptive management, real-time monitoring, 
large-scale distributed systems.  

I. BACKGROUND AND MOTIVATION 

A. Large-scale Networked Systems 
Large-scale networked systems are omnipresent today, and 
they deliver services that are critical to both businesses and 
the society at large. They have experienced an extraordinary 
growth over the last decades. The Internet, for instance, was a 
very small network thirty years ago and virtually unknown to 
the general public. Today it comprises several thousands of 
Autonomous Systems and close to a billion of daily users.  

Large-scale networked systems are not confined to the 
traditional Internet. Server clusters for example, which can 
offer cluster-based web services or utility computing, form 
another class of networked systems that is steadily increasing 
in importance. It is said that Google alone maintains a pool of 
 
 

some one million servers [6]. Further classes of emerging 
networked systems, for which large deployments are 
envisioned, include wireless sensor networks and industrial 
process control systems. 

B. Management of Networked Systems 
As networked systems provide key functions to businesses 

and society, their continuous and correct operation are of the 
utmost importance. A well-engineered management system 
helps in achieving the operational objectives of a networked 
system.  Generally, Network Management “refers to the 
activities, methods, procedures, and tools that pertain to the 
operation, administration, maintenance and provisioning of 
networked systems” [7]. One can consider a network 
management system as executing a closed-loop control cycle, 
whereby the (distributed) system state is estimated on a 
continuous basis, and, based on this estimation, a process 
dynamically determines a set of actions that are executed on 
the networked system in order to achieve operational 
objectives.  

The contribution of this thesis is in the monitoring part of 
the control cycle. In the context of the OSI management 
functional area, monitoring falls into the category of 
performance management.  Specifically, the focus of this 
research is on monitoring within a single administrative 
domain of a networked system, for instance, within an 
Autonomous System in the context of the Internet. 

C. Autonomic Management Systems 
As networked systems have increased in size and 

complexity, the necessity for simplifying their management 
and reducing their operational costs has become evident. In 
response to this need, the vision of autonomic management, or 
more general, autonomic computing has emerged. Following 
the autonomic computing vision [8], a human manager 
specifies her goals or high-level objectives for the networked 
system, which are expressed in the form of behavioral rules, 
utility functions, and so forth. That is, the manager does not 
specify what has to be done, but what has to be achieved. 
These goals are the input to the management system, which 
takes the necessary actions to achieve them. This means, for 
instance, that the system continuously reconfigures to 
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maintain its state near a desired operating point, despite 
disturbances caused by load changes, failures, etc. In order to 
adapt to such events in a timely manner, real-time monitoring 
on a continuous basis is required [9][10]. 

There is a consensus today in the research community that, 
in order to achieve the vision of autonomic management for 
large-scale networked systems, it is necessary to move from 
traditional centralized approaches to decentralized approaches. 
The main drivers for such a transition are the need for 
increased scalability in system size, faster adaptability to 
changing conditions and increased robustness to different 
types of failures. In traditional approaches to network 
management, tasks are performed by dedicated management 
servers that reside outside the network. The current trend, 
advocated and pursued by some key vendors, is to push 
management intelligence into the networked system. As a 
consequence, many management tasks will be performed 
inside the network by the managed system itself. One such 
task that we envision will be performed inside the network in 
the future is continuous real-time monitoring. For this reason, 
our approach to real-time monitoring is decentralizing the 
monitoring task and performing it inside the network. 

D. Real-time Monitoring 
The focus of this thesis is decentralized real-time 

monitoring, a key building block in the realization of 
decentralized autonomic management. Real-time monitoring 
provides the necessary input to the decision-making process of 
network management, enabling management systems to 
perform self-configuration and self-healing tasks.  

This research addresses monitoring of global metrics in 
large-scale networked systems. Global metrics describe the 
state of the system as a whole, in contrast to local metrics, 
such as device counters or local protocol states, which capture 
the state of a local entity. Global metrics are computed from 
local variables using aggregation functions, such as SUM, 
AVERAGE and MAX. Examples of global metrics in the 
context of the Internet are the total number of VoIP flows in a 
domain and the list of the 50 subscribers with the longest end-
to-end delay. In the context of server clusters, the workload 
distribution among the servers is an example of a global 
metric.  

An important aspect of real-time monitoring is the overhead 
it introduces. Clearly, the more detailed and accurate state 
information a monitoring system provides, the higher the cost 
of the monitoring task in terms of overhead. At the same time, 
the more detailed and accurate the monitoring data, the better 
the system’s ability to achieve its operational goals. Therefore, 
it is important to engineer monitoring systems that allow 
controlling such trade-offs.  

In the context of this thesis, we address the problem of 
efficient monitoring for given performance objectives. We 
argue that, with the autonomic computing vision in mind, the 
monitoring system itself must be autonomic. As a 
consequence, given a set of objectives, such as the quality of 
the estimation, the monitoring system must configure itself in 

a way that these objectives can be met, and it must 
dynamically adapt to changing conditions. 

II. THE PROBLEM  
In the context of large-scale networked systems, our goal is 

to engineer an efficient monitoring protocol that provides a 
management station with a continuous estimate of a global 
metric for given performance objectives.  

We call such a global metric an aggregate.  It denotes the 
result of computing a multivariate function, whose variables 
are local metrics from nodes across the networked system.  

In the light of the above discussion, the protocol should 
meet the following design goals:  

• Effectiveness. The protocol should achieve a given 
accuracy objective. 

• Efficiency. The overhead introduced by the protocol 
should be minimal.  

• Adaptability. The protocol should be capable of 
adjusting its configuration to different networking 
conditions in order to operate effectively and 
efficiently. For instance, it should quickly adapt to 
changes in the network topology or to node failures. It 
should further adjust to changes in the evolution of the 
monitored metrics.  

• Scalability. Performance metrics of the protocol, such 
as the overhead, should grow moderately with the 
system size.  

• Controllability. The performance of the protocol 
should be controllable. For instance, the protocol 
should support the setting of objectives for different 
performance metrics, such as estimation accuracy, 
overhead, and adaptation time. 

Despite the key role of continuous real-time monitoring in 
realizing adaptive net-worked systems, currently, there are no 
solutions for continuous monitoring of global metrics that 
meet the goals above. Specifically, achieving a satisfactory 
degree of controllability has proved to be a hard goal. For 
instance, related works in continuous monitoring support 
accuracy objectives for only the maximum estimation error. 

 
This research is based on the following assumptions. First, 

it assumes a distributed management architecture, whereby 
each node in the networked system participates in the 
monitoring task by running a monitoring process, either 
internally or on an external, associated device. Second, it 
assumes that local metrics can be accessed on each node, 
where they are periodically updated in an asynchronous 
fashion. 

III. THE APPROACH 

A. Monitoring through Tree-based Aggregation  
In the literature, two main approaches are described to 

compute aggregates in a distributed fashion. The first is based 
on using a spanning tree, where the aggregate is incrementally 



 

 

 

computed from the leaves towards the root [11][12]. The 
result of the computation is available at the root node. More 
recently, results have been reported on computing aggregates 
using gossiping protocols [13][14]. In this case, the result of 
the computation is available on all nodes, and it converges 
probabilistically to the true value (when the local variables 
remain constant).  

In this research, we follow the tree-based approach, as 
quantitatively controlling the accuracy objectives is tractable 
in tree-based approaches, while it remains unknown (to the 
best of our knowledge) whether it is feasible for a gossip-
based approach. 

We use a mechanism we call in-network aggregation, 
whereby aggregates are computed inside the network in a 
distributed way. Figure 1 shows an example of such an 
aggregation process. It uses an aggregation tree, whereby 
each node holds information about its children in the tree, in 
order to compute the partial aggregate, i.e., the aggregate 
value of the local management variables from all nodes of the 
subtree where this node is the root. The computation is push-
based in the sense that updates of monitored variables are sent 
towards the management station along the aggregation tree.  

In order to achieve efficiency, we combine the concepts of 
in-network aggregation and that of filtering. Filtering drops 
updates that are not significant when computing an aggregate 
for a given accuracy objective. 

B. Constructing a Stochastic Model for the Monitoring 
Process 
To achieve the protocol design goals of efficiency and 

controllability, we need a model for the distributed monitoring 
process that relates performance metrics to control parameters. 
We develop a model based on discrete-time Markov chains, 
which allows us to describe the behavior of individual nodes 
in the aggregation tree in their steady state.  

To be applicable in practice, we believe it to be important 
for the model to be general enough to capture a range of 
performance objectives, for instance, protocol overhead on 
nodes or different error objectives including percentile-based 
and average error objectives. In fact, all related works in 
monitoring consider accuracy objectives for only the 
maximum estimation error, and the models used in those 
works do not support the above range of performance 
objectives (for a review of related work see [1]). 

IV. CONTRIBUTION OF THIS THESIS 

A. A Protocol for Distributed Monitoring of Large-scale 
Networked Systems 
This thesis presents A-GAP [2], a novel distributed protocol 

for real-time continuous monitoring of global metrics (i.e., 
aggregates), which aims at achieving a given monitoring 
accuracy with minimal overhead.  

The protocol has proved to be effective, efficient, adaptive, 
and controllable. It is effective since it closely meets given 
performance objectives (Figure 2). It is efficient in the sense 
that, when allowed a modest error in estimating an aggregate, 
it reduces the overhead significantly compared to the case 
where no error is allowed, which means that all changes in 
local variables are reported to the management station (Figure 
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Fig. 1. Example of an aggregation tree with aggregation function SUM.  
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Fig. 2. Estimation error e vs. accuracy objective ε set by the manager at 

invocation of A-GAP. The figure shows how well the performance objective 
ε is achieved. 
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Fig. 3. Management overhead incurred by A-GAP as a function of the 

estimation error e. As can be seen, the overhead decreases monotonically, as 
the estimation error increases. For small errors, the load decreases faster than 
for larger errors. The figure also shows the overhead incurred by an 
asynchronous rate-control scheme (ARC).  



 

 

 

3). The protocol effectively adapts its configuration to 
changes in the networking conditions, in order to continuously 
meet the performance objectives (see section IV.E). It is 
controllable, for its performance can be controlled along 
different dimensions, as discussed in section IV.D. 

Regarding scalability, our protocol achieves a logarithmic 
increase of the total protocol overhead with the number of 
internal nodes in the aggregation tree (Figure 4). In addition, 
for a given accuracy objective, it achieves a linear increase of 
the maximum protocol overhead on a node with the network 
size (Figure 5). (At this point, it is unclear for us whether a 
sub-linear behavior can be achieved, and this aspect merits 
further investigation.) 

B. Protocol Evaluation and Testbed Implementation 
We have evaluated our protocol experimentally, through 

simulation and testbed implementation [3].  
For the simulation-based evaluation, we have used both real 

and synthetic traces [15], and a wide range of network 
topologies. We have evaluated the protocol for the following 
criteria. First, the capability to effectively control performance 
trade-offs, including the capability to meet performance 
objectives (Figure 2). Second, its capability for accurately 
predicting its performance, including the error distribution, 
and the incurred overhead (Figures 6 and 7). Third, the 
capability to adapt to changes in the networking conditions, 
such as a sudden change in topology (Figure 8). Fourth, its 

versatility in supporting different accuracy objectives, such as, 
the average error, the maximum error, and percentile errors 
[5]. 

The implementation of a prototype (Figure 9) on a testbed 
of commercial routers has permitted us to evaluate a fifth 
criterion, the feasibility of real-time flow monitoring with 
controllable accuracy in today’s IP networks (i.e., without 
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Fig. 5. Management overhead (normalized by the system size) incurred by

A-GAP as a function of the estimation error e for grid overlays of different 
sizes. 
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Fig. 4. Overall management overhead incurred by A-GAP as a function of 

the number of internal nodes in the aggregation tree (for a network of 200 
nodes). The black dotted line represents a logarithmic trend. 
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Fig. 6. Distribution of the error predicted by A-GAP and the actual error 

at the root node. As we can see, the predicted error distribution is close to the 
actual distribution. 
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Fig. 8. Estimation error at the root node and management overhead caused 

by a node failure. While A-GAP adapts to a node failure, we observe spikes 
of short duration in the estimation error. 
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Fig. 7. Measured vs. predicted A-GAP performance. We can see that after 

setting a new accuracy objective (t= 50 seconds) a transient of a few seconds 
follows. (In other words, it takes A-GAP a few seconds to adapt to the new 
accuracy objective.) The predictions of the overhead are very accurate during 
both the transient and the steady-state.   



 

 

 

requiring changes to the routers).  

C. Heuristics for Global Optimization 
Our protocol attempts to solve the problem of minimizing 

the monitoring overhead for a given estimation error using 
two heuristics. The first attempts to minimize the maximum 
processing load on all nodes by minimizing the load within 
each node’s neighborhood. In other words, the first heuristic 
maps the global optimization problem onto a set of local 
optimization problems, which are solved independently and 
asynchronously. This way, the computational complexity of 
solving the global problem is reduced.  

The second heuristic is used to solve the local optimization 
problem. The solution is obtained through a grid search, in 
which the search space is limited to small changes of the 
filters’ widths. This limitation further reduces the 
computational complexity. 

Our results show that the combination of these two 
heuristics permits us to meet the design goals. 

D. Controllability of Protocol Performance in Real-time 
Our evaluation results show that the performance of a 

distributed monitoring protocol can be controlled along 
different performance dimensions, including protocol 
overhead, accuracy of metric estimation, and adaptation time 
to changes in the networking conditions. Furthermore, we 
have shown that it is feasible to control the trade-offs among 
these performance metrics. 

The trade-off between estimation accuracy and protocol 
overhead in steady state can be controlled effectively and 
efficiently by filters in the nodes of the aggregation tree. 
Allowing a modest error in estimating an aggregate permits 
reducing the overhead significantly (compared to an approach 
where all changes in local variables are reported). 

The trade-off between protocol overhead and adaptation 
time (Figure 10) can be controlled through the aggregation 
tree topology [5]. Generally speaking, allowing a larger 
protocol overhead permits reducing the adaptation time by 

choosing the appropriate aggregation tree topology. Our 
results suggest that the protocol overhead is strongly 
influenced by the number of internal nodes, and that the 
adaptation time primarily depends on the height of the 
aggregation tree. 

Our results show that it is feasible to support different types 
of accuracy objectives, such as, the average error, percentile 
errors and the maximum error [4]. This versatility permits to 
fulfill different requirements from different monitoring data 
consumers. For instance, while the average error is a 
significant control parameter for many practical scenarios, in 
the context of probabilistic quality of service assurance, 
percentile-based accuracy is often relevant. The maximum 
error is relevant for deterministic quality of service assurance.  

To support several forms of controllability, we have shown 
that it is feasible to provide accurate real-time estimations for 
the performance of a distributed monitoring protocol. 
Specifically, it is feasible to provide a management station 
with the distribution of the estimation error for the aggregate, 
and the expected overhead for each node on the aggregation 
tree. 

E. Dynamic Adaptation of Protocol Configuration 
We have engineered a distributed monitoring protocol that 

dynamically adapts to changes in the network conditions. 
These changes include modification to the network topology, 
node and link failures, and changes to the statistical behavior 
of the monitored metrics. The protocol adapts by re-
configuring the filters and the topology of the aggregation 
tree, in order to meet the performance objectives under the 
new conditions.   

Our protocol adapts very quickly. For instance, for all 
simulation scenarios we tested, in case of a node failure, the 
adaptation time is very short: the settling time for the accuracy 
is a fraction of a second, and it takes a few seconds for the 
overhead to settle. 
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Fig. 9. Interface on the management station for evaluating A-GAP on the testbed. It shows the effect of changing the accuracy objective from 0 to 15 flows. 

at time 14:42:30 in a testbed scenario. As a consequence, A-GAP reduces the overhead at the cost of an increased error in estimating the aggregate. The 
interface provides also real-time estimation of the error distribution and of the trade-off curve accuracy vs. overhead. 

   



 

 

 

V. OPEN RESEARCH QUESTIONS 
Based on the work in this thesis, we have identified a set of 

open research questions regarding future work on 
decentralized real-time monitoring of global metrics under 
performance objectives. While the A-GAP protocol can be 
improved in several ways [1], we will focus in more 
fundamental questions in this section. 

• What are the fundamental performance limits of 
decentralized and centralized monitoring schemes, and 
how do they compare to each other? Commonly, 
decentralized schemes achieve better scalability and 
higher robustness at the cost of providing suboptimal 
performance. While this qualitative assessment is well-
known, it remains a challenge to quantify it. For 
instance, in order to improve the adaptation time by 
x%, what performance degradation (in percentage) 
must be allowed? 

• Which aggregation functions can be efficiently 
supported by distributed monitoring protocols? It is 
straightforward to see that some aggregates can be 
computed efficiently using in-network aggregation and 
aggregation trees. An example is the MAX across a set 
of scalars. Independently from the number of local 
variables to aggregate, each node only needs to report 
to its parent the partial aggregate for its subtree (in this 
case, this is a scalar). However, it is not straightforward 
how to compute efficiently other aggregates. For 
instance, the TOP-10 applications regarding traffic in a 
domain. The total traffic of an application can be 
obtained at the root node computing the SUM of all the 
local variables accounting for traffic for that 
application. Using this approach, nodes in the 
aggregation tree need to report to their parents all 
applications they have information about. 

• For which aggregation functions can we develop valid 
performance models for the monitoring process? Our 
work shows that such models are key to design 
monitoring systems that are controllable and achieve 
performance objectives. Aggregation functions of 
interest include histograms. 

• Which type of monitoring protocols operate efficiently 

in wireless and mobile environments? These 
environments pose additional challenges to 
decentralized real-time monitoring. For instance, 
mobility can cause frequent aggregation tree 
reconstructions, affecting the performance of the 
monitoring task. Wireless links with high loss rates can 
also impact this performance. 

THESIS MATERIAL 
The thesis can be downloaded from 

http://www.ee.kth.se/~gonzalez/phd_thesis.html. This page 
also contains a list of publications written in the context of the 
thesis and a link to a recorded demo showing a prototype 
implementation of our design. 
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Fig. 10. Adaptation time as a function of the incurred overhead for a 

network of 200 nodes. 


