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Abstract 
 
Distributed functions across the electrical system of trucks at Scania are frequently tested. 
When a new function is created, criteria for how long the tests should proceed are given. 
These criteria have been taken from experience and scientific theories in the subject have 
not been investigated. 
 
The purpose of this thesis is to study how criteria are set today at Scania and if there are 
any relevant studies or methods that can be applied at Scania. The results show that 
today’s way of setting merely criteria for total vehicle distance to be traveled during 
testing is not enough. This does not ensure that all functionalities have been tested. The 
recommendations that are given at the end are largely based on: (1) the upcoming 
standard ISO/DIS 26262 which covers functional safety for road vehicle, from concept to 
product, (2) studies on coverage in software testing, (3) analysis of Scania experience 
retained from interviews and internal documents.  The recommendations are: 

• Each integration and system test period should last one year. 
• Each function should be estimated an average yearly usage rate and should be 

tested accordingly. Tests should be done both on the field and in the lab on HIL 
tests. 

• Warning functions should be verified through HIL tests. 
• All Scenarios for the concerned user functions should be covered in field tests. 

In order to achieve the second point a logging device is needed to keep track of when 
functions are used. Recommended is to implement this type of usage logging in the 
ECUs. Most faults found during system and integration testing was found to be of non 
integration type, meaning that these faults could have been discovered prior to field 
testing.  
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Sammanfattning 
 
Tester av de distribuerade användarfunktioner som finns i en lastbils elektriska nätverk 
sker regelbundet på Scania. När en ny funktion skapas ges det samtidigt ett kriterium på 
hur länge det ska testas. Detta kriterium är taget ifrån erfarenhet och utan egentlig 
vetenskaplig grund. 
 
Syftet med detta arbete är att utröna hur kriterium sätts idag på Scania och om det finns 
vetenskapliga teorier inom området som kan tillämpas på Scania. Resultatet från 
studierna i detta arbete visar att dagens sätt att sätta ett kriterium på endast en viss distans 
att köra inte är tillräckligt. Detta garanterar inte att all funktionalitet har blivit testad, 
varför en rekommendation ges att logga användningen av funktionaliteten och att kriteriet 
innehåller en estimerad årlig genomsnittlig användning av funktionerna. 
Rekommendationerna som ges i slutet av rapporten grundar sig i studier gjorda under 
detta arbete. Den teori som tagits i beaktande kommer från: (1) Den kommande 
standarden inom fordonsindustrin ISO/DIS 26262 som berör funktionell säkerhet inom 
fordonsindustrin från koncept till färdig produkt, (2) Täckningsgrad i testning av 
mjukvara, (3) Analyser av erfarenheter från Scania, genom intervjuer och interna 
dokument. 
Rekommendationerna är: 

• Varje testperiod bör pågå under ett år. 
• Varje användarfunktion bör ges en beräknad årlig användning och bör testas så 

mycket, uppdelat på både labb- (HIL) och fältprov. 
• Varningsfunktioner bör verifieras i labbet med HIL-test. 
• Alla scenario för berörda användarfunktioner bör testas i fältprov. 

För att kunna uppnå den andra punkten krävs någon typ av loggning. Det är föreslaget att 
detta görs med genom att implementera loggning i varje enskild ECU. Resultaten från 
intervjuer och intern dokumentation på Scania indikerar att de flesta fel som upptäcks vid 
system- och integrationstester är egentligen inte integrationsfel. Detta antyder i sin tur att 
det finns förbättringspotential för tidigare testomgångar.  
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1 Introduction 

1.1 Background 

As technology is advancing more and more of the traditional mechanical systems 
are being replaced by electronic control units (ECU). This is also the case in the 
automotive industry.  At Scania these ECUs support hundreds of different user 
functions which the driver can use or be affected by. Most of the functions are 
distributed within several ECUs. To ensure quality of the product, tests of 
different types are performed at different stages during development. 
 
The last step of testing before the product is approved for production is 
integration testing, where the implementation of the distributed functionality is 
tested. These tests are performed both in hardware simulator labs and on physical 
vehicles. The advantages of testing in labs are the easy way of testing on several 
different hardware configurations. The disadvantages are possibilities of 
detecting faults that are not covered in the specifications. When testing on 
vehicles certain randomness occurs which are impossible to cover in labs where a 
tester determines all conditions surrounding the test. 

1.2 Objective 

The objective of this thesis is to take a closer look at vehicle integration and 
system testing, and especially acceptance criteria for these tests. In other words, 
for how long should testing proceed before giving it an OK? Which amount of 
testing is satisfactory for accepting new systems and software? 

1.3 Method 

Firstly, how are criteria set today at Scania? This information will be gathered 
through interviews of Scania personnel and through reading internal Scania 
documents. This thesis will be delimited by looking at the distributed user 
functions within the electrical system at Scania. Four specific user functions have 
been chosen to look more closely at, see section 2.2.2 through 2.2.5. Secondly 
fields of scientific research will be investigated. Results from previous tests and 
from coverage and usage data achieved from this work will be given. Lastly 
some of the investigated ideas will be approached and tested, and results 
analyzed. 
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2 General concepts 
The following chapter will give some general concepts about Scania and the 
systems and terminology that they use. First the electrical system will be 
discussed and laid out along with descriptions of some of its parts. In section 2.2 
explanations of what a User Function is and its architecture along with 
descriptions of four different User Functions which have been chosen to use as 
examples for this thesis. 

2.1 Scania’s electrical system 

2.1.1 Controller Area Network 

The Controller Area Network (CAN) is an automotive standard for 
communication between control units. CAN is a message based protocol for 
communication on a network bus. Scania vehicles use the CAN protocol for 
network communication. 

2.1.2 Electronic Control Unit 

An Electronic Control Unit (ECU) is a physical control unit with a number of 
sensors, actuators, switches and similar attached to it. All ECUs are connected 
together on a CAN bus network for enabling to communication with each other. 
There are several ECUs on a vehicle, each ECU with its own certain 
functionality to cover. It reads information from sensors and receives messages 
from other ECUs and it controls actuators and switches to control the vehicle. 

2.1.3 Electrical network in Scania vehicles 

The electrical network on Scania’s vehicles are split up into three different CAN-
buses; red, yellow and green. A number of ECUs are connected to each bus, 
which is organized according to criticality. This is done to protect the most 
critical systems from faults that might be caused by less critical systems. The red 
bus is the bus with the most critical systems, the systems controlling the 
driveline; engine, gearbox and braking. The yellow bus is for systems critical for 
driver safety but not for vehicle handling; instrument panel, lights and 
tachograph. Left are systems for comfort; heating and climate control. All three 
buses are connected together through the Coordinator (COO) ECU, which in 
much acts as a gateway between the different buses. For a visual of the 
architecture of the electrical system see Figure 1. 
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Figure 1 An overview of the electrical system on Scania vehicles. All possible ECUs connected to 
each respective; Green, Yellow or Red CAN-bus. 
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2.1.4 Variability 

One concept of Scania’s that makes it one of the leading heavy vehicle 
companies is the flexibility and customer configurability. Although trucks may 
look the same on the outside they can differ quite a bit. As seen in Figure 1, only 
five of all the possible ECUs are mandatory. Not only does the amount of ECUs 
in every vehicle vary but also the configurability of the ECUs themselves. Each 
ECU has up to thousands of parameters to be set according to current hardware 
setup and wanted functionality. 

2.2 User Functions 

There are two different types of User Functions (UF); internal functions and 
distributed functions. The internal functions are UFs which are implemented only 
on one ECU and does not require any CAN communication. Distributed 
functions are UFs implemented over several ECUs. For the rest of this thesis 
when talking about UFs only UFs of the distributed type are meant. 
 
All distributed UFs have software implementations in two or more ECUs. UFs 
vary in complexity, size and number of ECUs distributed on. Each UF has a 
number of different types of descriptions; Message Sequence Charts (MSC), 
System Description (SD) and User Function Description (UFD). Four UFs have 
been chosen to take a closer look at to see the differences in complexity and 
distributedness. These UFs can be found in paragraphs 2.2.2-2.2.5. 
 
Each UF is divided into one or more Use Cases (UC) each UC into different 
Scenarios (SCN). A UC could typically be to activate or deactivate the current 
function. A SCN describes the UC for a specific hardware configuration. For an 
example see Figure 2. 
 

 
Figure 2 Illustration over the architecture of UF-UC-SCN 

UF 
Cruise Control 

UC 
Activate 

UC 
Deactivate 

SCN 
With TCO 

SCN 
Without TCO 

SCN 
With TCO 

SCN 
Without TCO 
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2.2.1 Message Sequence Charts 

The Message Sequence Chart (MSC) is a chart showing the communication over 
the CAN network between the involved ECUs for a SCN. It also shows the 
relevant sensors and other components which are involved in the SCN. The MSC 
is an easy way to get a good understanding about the SCN. Today, test scripts for 
lab testing are usually made with the help of the information in an MSC. As seen 
in Figure 3, across the top of the MSC all involved ECUs and components are 
specified. Then going from top to bottom the sequence of messages are 
visualized with arrows to show between which components the message is sent. 
The signals and messages are typed on top of the arrows. A clear visualization of 
what is executed for each SCN is achieved. 
 

 
Figure 3 Example of how an MSC is visualized. 

 

2.2.2 UF - Cruise Control 

Cruise Control (CC) is a function to maintain a wanted speed of the vehicle 
without having to depress the accelerator pedal. The main functionality of the CC 
is located in the COO ECU. It is also distributed across the EMS, GMS, BMS, 
TCO and ICL. These ECUs can be seen in Figure 1. To be able to activate CC all 
of the following prerequisites have to be met: 

• Clutch pedal must not be depressed. 
• Gearbox must not be in neutral. 
• The speed of the vehicle must be above 20 km/h.  
• Brake pedal must not be depressed. 
• Retarder must not be activated. 
• Trailer must not be braking. 
• CC enable switch in on position. 
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If the requirements are met the CC is activated by pushing either + or – on a 
switch. Current vehicle speed is then stored and maintained until either one of 
requirements is broken or the +/- switch is pressed again to either increase or 
decrease the set speed. When CC is active information is indicated on the 
instrument panel. 

2.2.3 UF - Hill Hold 

Hill Hold is a function to hold vehicle position without having to depress the 
brake pedal. It is a common function to use for instance when stopping for a red 
light in an uphill position. When Hill Hold is activated the vehicle is prevented 
from rolling backwards when going from depressing the brake pedal to 
depressing the accelerator pedal. Also when activated a light on the instrument 
panel is activated. 

2.2.4 UF – Gear-changing control 

The UF Gear-changing control is for handling the changing of gears which can 
be done either manually by the driver or automatically. The UF is distributed 
between the COO, GMS, EMS and ICL.  
When gear switch is in drive or reverse and the driver requests to change gear, 
this information is sent to the GMS which physically changes gear. Information 
is displayed on the instrument panel about current and selected gear. 

2.2.5 UF - Fuel Display 

Fuel Display may be one of the simpler UFs, if only looking at the 
distributedness, however it has a lot of different SCNs (different types of sensors 
and fuel tanks). It is distributed over the COO and ICL ECUs and only one 
message is sent over the CAN-bus. A sensor in the fuel tank is connected to the 
COO. The fuel level is sent as a message over the CAN-bus to the ICL which 
displays the current fuel level on the instrument panel. 

2.3 System and function owner 

2.3.1 System owner 

The purpose of the system owner is to pursue and coordinate development, test 
and management of an ECU system. Some of the tasks of a system owner are: 

• Develop demands for the ECUs software and hardware and its belonging 
sensors. 

• Write test plans for the system 
• Analyze potential failure modes for FMEA 
• Create basis for production 
• Plan I/O implementation 
• Maintain contact with purchase, sales and aftermarket divisions 
• Maintain system roadmap  
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2.3.2 Function owner 

The purpose of the function owner is to pursue and coordinate development, test 
and management of a distributed function. Some of the tasks of a function owner 
are: 

• Develop demands and function documentation 
• Develop implementation and test plan for the function 
• To follow up the functions effect on a systems FMEA 
• To validate the function on a vehicle 
• To report test status 
• Maintain the functions roadmap 

2.4 Diagnostic Trouble Code 

Diagnostic Trouble Code (DTC) is a standardized system for fault codes used in 
automotive engineering. DTCs are used to verify readiness of software and 
hardware before production start. With the help of specialized instruments all the 
DTCs from all the systems in a truck can be read and stored.  At Scania all DTCs 
should be classified by respective system departments. This classification is done 
to help testers find faults. 

2.5 Scania Onboard Parameter Specification 

A Scania Onboard Parameter Specification (SOPS) file is a configuration file 
which describes the “hardware specification” of an entire truck. Each hardware 
family has a Functional Product Characteristics (FPC) number with several 
different executions. For example a truck without Hill Hold will have a SOPS 
file containing FPC codes 1.A and 3485.Z, see Table 1 for more examples.  
 

Family description Family Execution 
Product class 1 A – Truck 

B – Bus 
Hill Hold 3485 A – with 

Z – without 
Cruise control switches 3088 A – Steering wheel 

B – Dashboard 
Z – Without 

Table 1 – Example of FPC code structure 

 
  



8 
 

2.6 Failure Mode and Effect Analysis 

For an overview on what parts of a system proposes the highest safety threat, a 
Failure Mode and Effect Analysis (FMEA) is to be done for every system. In an 
FMEA both functions and components belonging to the system are analyzed for 
failure modes, effects of failure, how the system handles the failure and how to 
detect the failure. Each failure mode is classified on a scale from 1 to 10 on both 
severity and detectability, where 10 is the most safety critical and hardest to 
detect. A Risk Priority Number is calculated from the product of severity and 
detectability. 

2.7 Logging device 

MLOG is a data logging device from the German company IPETRONIK. The 
MLOG can be connected to a vehicles CAN network to log CAN traffic. It is 
also possible to set up different types of measurements and calculations to be 
done according to different types of triggers. For this thesis a MLOG device was 
used to log all CAN traffic on a truck during a trip from Södertälje to Norrland 
and back again. It was also used to collect data from the four different UFs 
selected. 
 

 
 
Figure 4 The MLOG CAN logging device 
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3 Concepts and methods in testing 
In this chapter several different concepts and methods in testing will be 
discussed. First the V-model and the development process are discussed for a 
clear understanding of the different stages of development. In sections 3.2 
through 3.10 some of the basic concepts and terminology within testing are 
described. Following the basic concepts follows some more in-depth methods for 
test metrics. For a brief understanding of standards within the automotive 
industry some sections from ISO 26262 (International Organization for 
Standardization 2010) that are of interest for this thesis are discussed. How these 
basic concepts and how Scania have adapted the development process and 
acceptance criteria will end this chapter in sections 3.13-3.14. 

3.1 Development process 

There are several different models used in system engineering to represent 
product development. The V-model is one of them and is described in this 
section because this is the model that is used at Scania today. It describes the 
different steps that have to be taken during development and also visualizes the 
relationship between different phases.  
The V-model consists of two major phases, the development or verification 
phase on the left hand side and the testing or validation phase on the right hand 
side, see Figure 5. Each test step in the validation phase should have a 
requirement document from the appropriate step in the verification phase to refer 
its tests towards.  
 

 

Requirement 
analysis 

System 
design 

Architectural 
design 

Module 
design 

Software 
coding 

Unit testing 

Integration 
testing 

System 
testing 

Acceptance 
testing 
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Figure 5 Visualization of the V-model 

3.1.1 Unit testing 

During the unit testing step each unit (ECU) is separately tested and verified 
according to the module design.  

3.1.2 Integration testing 

During integration testing the interface between all connected units are tested. 
Communications between the units are verified according to the architectural 
design requirements. Integration testing implies white-box testing. 

3.1.3 System testing 

During system testing not only the interface between the units are tested but also 
the hardware. It verifies that system elements have been properly integrated and 
perform allocated functions. 

3.1.4 Acceptance testing 

Acceptance testing focuses even more on the overall system features and 
functionality that are visible to the customer. Acceptance testing is often 
performed by customers to ensure customer usability and satisfaction. It is 
important to remember that acceptance testing and acceptance criteria as 
discussed in this thesis are not the same thing. Acceptance testing is a form of 
validation testing. Acceptance criteria are the criteria for accepting integration 
and system testing.  

3.2 Fault, Error, Failure 

As with all types of products, problems are not desired. The same goal is wanted 
within software development. Within software development there are a couple of 
terms commonly referred to such as bugs, faults, errors, failures, defects and so 
on. There are three terms commonly used and which are often mistaken for as the 
same thing: 

• Fault (bug): A fault is an actual mistake in the code. The cause of an error 
is called fault. Faults may be present without leading to errors. Parts of 
code with faults may never be run due to inputs received and thus never 
leading to errors (Avizienis, et al. Jan 2004). 

• Error: The bad state of the system resulting from a fault. The bad state is a 
deviation from the intended behavior of the system. Many errors do not 
reach the system’s external state and cause a failure (Avizienis, et al. Jan 
2004). 

• Failure: When a delivered service deviates from an expected (correct) 
service. A service is the behavior observed by the end user. A failure is the 
result of an error (Avizienis, et al. Jan 2004). 
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3.3 Verification 

One way of defining verification is:  “The process of evaluating software to 
determine whether the products of a given development phase satisfy the 
conditions imposed at the start of that phase.” (IEEE 1990) Simply put 
verification answers the question “Are we building the product right?” (Pressman 
2007) 

3.4 Validation 

One way of defining validation is: “The process of evaluating software during or 
at the end of the development process to determine whether it satisfies specified 
requirements.” (IEEE 1990) Simply put validation answers the question “Are we 
building the right product?” (Pressman 2007) 

3.5 Acceptance criteria 

An acceptance criteria is a criteria set prior to testing to determine when a new 
product should be accepted for production. The term acceptance criteria is easily 
confused and not always definite on to what it is meant by. Acceptance criteria is 
also known as release acceptance criteria which is a better term for what is meant 
in this case, however acceptance criteria is the term used at Scania. 

3.6 Black-box test 

Black-box testing focuses on the functional requirements of the software. During 
black-box testing only input and output is interesting. What actually happens in 
software and so on is not looked at it, is like a black-box with unknown content. 
If Cruise Control is used as an example, when black-box testing the only interest 
is that the vehicle actually maintains current speed when activating CC. No 
interest is taken in the CAN communication or other things going on inside the 
black-box. A visualization of the term black-box testing is shown in Figure 6. 
 

 
Figure 6 Black-box testing, all parts of the system within the black-box are not looked at. All testing 
is done only by checking inputs and outputs. 

 

3.6.1 Exploratory test 

”Black-box” 

 CAN CAN Output Input 
ECU ECU ECU 
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Exploratory testing is a black-box testing technique described by Kaner (Kaner, 
A Tutorial in Exploratory Testing) as “a style of software testing that emphasizes 
the personal freedom and responsibility of the individual tester to continually 
optimize the value of her work”. 

3.7 White-box test 

White-box testing focuses on internal parts of the system. Depending on which 
test stage white-box testing is used, logical paths through the software or 
interfaces between systems are tested. White-box testing is more of a verifying 
test where black-box is more validating.  

3.8 Smoke test 

Smoke test is a first, shorter, test done for a quick assessment of the quality of the 
new software. A smoke test is conducted during the integration stage of the 
development process. At Scania a smoke test is always to be approved before a 
new test set is to proceed. It gives a first assessment that the new set up is safe for 
vehicle testing in traffic. 

3.9 Regression test 

A regression test is performed to ensure functionality of unchanged systems and 
functions. When a new function is introduced into the system it is important to 
not only test the new functionality but to also ensure that old functions are not 
negatively affected by the new ones. 

3.10 Risk based testing 

Due to that in theory there are an infinite number of possible test cases some sort 
of prioritization is needed. Risk based testing is a testing method where testing is 
prioritized depending on risk. Where such as importance and severity upon 
failure are risk factors.  

3.11 Test metrics 

Test metrics are used to track testing progress. Metrics give some sort of concrete 
answer which easily can be followed up. There are different types of metrics 
used for testing which will be introduced in the following sections. 

3.11.1 Growth reliability modeling 

One of the primary graphical models used for growth reliability modeling is the 
Duane model (Duane 1964) which dates back to 1964. It is based on observations 
by Duane over a number of projects. Donovan and Murphy identified a number 
of limitations with the Duane model and developed a replacement model in 1999 
(Donovan and Murphy 1999). Donovan and Murphy’s model has been 
investigated for this thesis. According to them “The approach is applicable to 
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systems incorporating both hardware and software elements.” and “All types of 
defects can be accommodated within this stopping rule and it is applicable to the 
total system incorporating both hardware and software.” (Donovan and Murphy 
2005). Gokhale and Trivedi state: “Software metrics and reliability has become a 
major stumbling block in the realization of dependable computer systems” 
(Gokhale och Trivedi 2006). According to Kaner it is very few companies that 
establish metrics and even fewer that succeed with them. In some cases metrics 
programs are resisted because they cause more harm than good. (Kaner och Bond 
2004)A further discussion on the questionability of reliability modeling is given 
in section 4.2. 
 
A common term used in reliability growth modeling is Mean Time Between 
Failure (MTBF). The graphical part of the model is displayed as cumulative 
MTBF on the y axis and the square root of cumulative time on the x axis. The 
cumulative MTBF and square root of cumulative time are related by Equation 1. 
 

𝜽 = 𝜶𝟏 + 𝜷𝟏√𝑻 
 

𝜃 = cumulative MTBF 
𝛼1 = intercept of the straight line plot 
𝛽1 = slope of the straight line plot 
𝑇 = cumulative time 

 
Equation 1 Donovan and Murphy's equation for graphical modeling of reliability growth modeling 

 
The purpose of the model is to achieve a graphical visualization of the reliability 
growth during the development phase. This makes it easy for the project team to 
follow up progress in reoccurring meetings. Donovan and Murphy state; “that it 
is not the intention to use the reliability growth model to quantify or extrapolate 
any reliability data or statistics, but rather to act as a graphical tool to display 
continual reliability test progress to the development team.” (Donovan and 
Murphy 2005). From the example plot in Figure 7 one can observe that sustained 
reliability growth occurred after the 20th failure. 
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Figure 7 The Donovan and Murphy reliability growth model (Donovan and Murphy 2005) 

 
Donovan and Murphy also adapt a statistical stopping rule, to assess when tests 
are allowed to terminate, when a pre-defined level of reliability occurs. The rule 
assumes that; 

• The system has an unknown number of defects 
• Each defect is independent and occurs in accordance with a Poisson 

process 
• When a failure occurs its error is found and corrected, and no new errors 

are introduced. 
To avoid premature ending of tests a minimum test time is required and is 
calculated with Equation 2. 
 

𝑻𝒎𝒊𝒏 = −
𝐥𝐧𝜹

Acceptable hazard rate
 

 
𝑇𝑚𝑖𝑛 = minimum test time 

𝛿 = probability of no failure at 𝑇𝑚𝑖𝑛 
Equation 2 Calculation of minimum stopping time 

 
When the minimum test time is calculated the stopping rule gives that testing 
should terminate at the earliest time t through Equation 3. 
 

1
𝑡 − 𝑇𝐷(𝑡)

+ ��
𝑒−𝑡/𝑇𝑖

𝑇𝑖2(1 − 𝑒−𝑡/𝑇𝑖)2

𝐷(𝑡)

𝑖=1

�

1/2

≤ Acceptable hazard rate 

 
𝑡 =  earliest time to terminate test 

𝑇𝐷(𝑡) = cumulative time to failure since the last failure 
𝑇𝑖 = cumulative time to failure of defect 𝑖 
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𝐷(𝑡) = number of defects by time 𝑡 
Equation 3 Calculation of stopping time 

 
According to Donovan and Murphy “The stopping rule is also quite robust to the 
time of failure occurrence and it is not necessarily adversely affected by a small 
number of failures, providing of course that they do not occur at the end of the 
development and test phase.” (Donovan and Murphy 2005) 

3.11.2 Architecture-based reliability modeling 

Architecture-based reliability models for software are a relatively new type of 
reliability models that are white box-based. This means that the internal structure 
of the system is taken into account. Architecture-based reliability modeling has 
the ability to; more accurately predict the reliability of a system under design, 
determine sensitivity and find critical components of a system (Lyu 1996). These 
types of models are able to measure the reliability of a system made out of 
components of different characteristics, just like the total system at Scania. They 
are state-based (state-space) reliability models which estimate software reliability 
analytically. They can model software architecture with a Discrete Time Markov 
Chain (DTMC), Continuous Time Markov Chain (CTMC), Semi-Markov 
Process, Directed Acyclic Graph or Stochastic Petri Net (Gokhale och Trivedi 
2006). The model best suited for this thesis is an absorbing DTMC model. With 
absorbing it is meant that the architectures of the UFs are “terminating” 
applications. The chosen model also has a failure model that is described as 
component reliabilities and a hierarchical analysis method. The architectural 
model could be derived from the sequence chart of an MSC. The total reliability 
of the application is given by Equation 4 (Gokhale och Trivedi 2006). Applied in 
this case a component is represented by an ECU. 
 

𝑹 = �𝑹𝒊𝑽𝒊
𝒏

𝒊=𝟏

 

 
𝑅 = total reliability of application 
𝑅𝒊 = reliability of component 𝑖 
𝑉𝑖 = expected number of visits to component 𝑖 

Equation 4 Total reliability of the application 

 
An advantage of these types of models is that from them also an improvement 
potential for each component is defined. The improvement potential expresses 
how the total system reliability will be improved if the current component would 
be perfected. The Improvement Potential (IP) is given by Equation 5 (Hellebro 
2009). 
 

𝐼𝑃𝑖 = ℎ(1𝑖 ,𝑅) − ℎ(𝑅) 
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ℎ(1𝑖 ,𝑅) =  system reliability if component 𝑖 is perfectly reliable 
Equation 5 Improvement potential 

 

3.11.3 Coverage 

Apart from reliability modeling coverage is another type of test metric. Coverage 
measures the amount of testing done of a certain type and evaluates the 
completeness of a test. Most commonly known is, code coverage. Different types 
of test coverage are examined in the following section.  

3.11.4 Code coverage 

A simple coverage measure is to see which lines of code have been executed. In 
this way it is easily seen which lines of code not have been run and where there 
might be faults. Except from line coverage some other code coverage metrics are 
(Cornett 2008): 

• Function coverage – Checks that all functions have been called. 
• Decision coverage – Checks that control structures (like if and while 

statements) are tested in both true and false states.  
• Condition coverage – Checks that all terms in a Boolean expression are 

exercised. 
• Decision/Condition coverage – A union of decision and condition 

coverage. 
• Modified Condition/Decision Coverage – A coverage metric commonly 

used for safety critical software. It checks so that each condition affects 
the result of a decision. 

3.12 International standards 

The International Organization for Standardization (ISO) is a federation of 
national standards bodies whose responsibility it is to prepare international 
standards. Such a standard, ISO 26262 (International Organization for 
Standardization 2010), is being brought out and is currently in the enquiry stage. 
Some of the interesting parts, for this thesis, are quoted in Appendix A and a 
discussion is made below. 
 
From quoted sections 8.4.4 we can see that field testing is highly recommended. 
Also from section 8.4.1 we see that each function should be tested at least once in 
the integration phase. However from section 7.4.8 we see that it could be 
sufficient to exclude extreme conditions at the vehicle level of testing. 
 
From chapter 14 some sections on “proven in use” have been quoted, which 
shows that an alternate mean of compliance with the standard is given. Not until 
testing exceeds the average yearly vehicle’s operating time, tests are allowed to 
be accepted. This means that testing on a large number of vehicles for a shorter 
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period of time is not acceptable, because each vehicle should exceed its average 
yearly operating time. 

3.13 Development process and testing at Scania 

Scania releases new software for production four times every year. Each new 
release period is called SOPYYMM. Where SOP stands for “Start Of 
Production”, YY represents year and MM the month of the current SOP. For this 
thesis UFs and other parts that have been looked at correspond to SOP1002, 
which means new functionality ready for production by February 2010. 
REST is the group at Scania mainly responsible for all “complete vehicle” tests 
such as system, integrations and acceptance test. REST test new or changed 
systems and functions. They also perform regression tests which are done to 
check that non changed functions still work after updates of others.  
The following paragraphs display how the group REST, responsible for system 
and integrations test, adapt the development process.  

3.13.1 Risk based testing 

The classification for risk based testing at Scania is made by classifying the 
probability and the consequence of the risk as either high (H) or low (L). Putting 
these two classification levels together leads to a high (H), medium (M) or low 
(L) risk level. Each level with different test methods defined. 
 

 
Figure 8 Risk levels for risk based testing. If both probability and impact are high the risk level is 
high. If probability is high and impact low risk level is medium. 

3.13.1 Integration test 

Integration testing is done to verify CAN signals between ECUs for each UF. 
Testing is performed mostly in labs but also in vehicles.  

3.13.2 Systems test 

A systems test is done on a complete vehicle with all ECUs updated to the 
correct SOP software. Tests are performed in both labs and vehicles. The 
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objective is to verify and validate distributed UFs through exploratory testing. 
The focus is on the complete set of systems and UFs. 

3.13.3 Lab test 

REST disposes two different types of labs. The labs are integration labs where 
the whole vehicle is represented in either hardware or software. 
In Integration lab 1 (I-Lab1) all parts of the vehicle are physically represented in 
one way or another, via switches, actuators or other components. All testing in I-
Lab1 is done manually. 
Integration lab 2 (I-Lab2) is a so called Hardware In the Loop (HIL) lab. HIL 
labs consist of physical ECUs and real-time Automotive Simulation Models 
(ASMs). The lab is controlled through a computer, where the driver environment 
is modeled. This makes it possible to run computer scripted tests and thus 
remarkably speeds up the amount of testing possible. 

3.13.4 Vehicle test 

There are two different types of vehicles used for testing; lab vehicles, and Field 
Test (FT) vehicles. Lab vehicles are used internally at Scania for testing by either 
the test groups or by drivers making long-term tests (LP). The testing done is 
mainly system testing but CAN communication may also be logged for further 
fault searching. FT vehicles are vehicles owned by Scania but disposed of by real 
transporting companies, driven by full time drivers and under real conditions. 
This way both validation testing and verification testing are parts of FT. Even 
though validation testing is thought of as the main focus of FT (see comments in 
5.1). This is because drivers are not actively testing, but driving the vehicle in 
their normal work and when failures appear this is reported back to Scania for 
further investigation. FT is a good way to accomplish tests in “real” situations 
and with vehicle configurations different from lab vehicles. With FT a certain 
amount of randomness occurs with aspect to environmental variables and which 
functions and scenarios occur simultaneously. Environmental variables are 
conditions that affect the way in which the program runs and hence can fail, but 
which do not relate directly to hardware configurations. For example, hardware 
configuration and traffic load are environmental variables. All types of 
environmental variables are impossible for test writers to script and even to think 
of happening. Also a good variation in operator profiling is achieved with FT. 
Operator profiling like how the vehicle is driven and also aspects like culture and 
other profiles that may vary from country to country.  

3.14 Acceptance criteria at Scania today 

The way of using acceptance criteria vary from different groups at Scania. Today 
acceptance criteria are only set for systems and in rare occasions also for 
functions. It is up to the system or function owners to define and make sure that 
acceptance criteria for their system or function are accurate and followed up. 
How system- and function owners look at acceptance criteria will be given in 
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chapter 5 where results from interviews are given. In this section acceptance 
criteria at Scania, taken from internal Scania documentation will be summarized.  
 
There are two commonly used methods for defining acceptance criteria. First and 
most basic is the criteria that a new system should be tested a certain amount of 
vehicle years depending on system complexity. This number originates from a 
number that both methods use, which is that each system should be tested for a 
determined distance in kilometers. This distance is to be achieved accumulated 
on all different test levels. Each new function should be tested for a somewhat 
shorter test length in vehicle years, than a system, where the exact test length 
depends on function complexity. And during testing no faults leading to 
immobilization of the vehicle are allowed. 
Definition 1: Vehicle year – One vehicle year is defined as 120 000km. 

The second criteria used is based on warranty thinking. Each year Scania sets a 
quality goal, a goal for the number of warranty claims, pertaining to systems 
development, per vehicle. Then either breaking this number down for each ECU 
and thus receiving an acceptance for the number of faults/ECU or calculating a 
system factor for all systems, based on the amount each system is equipped on 
sold vehicles, and dividing the quality goal with this number another acceptance 
for faults/ECU is received. The number of test vehicles required for FT is 
calculated with the help of the acceptance value for faults/ECU. With faults in 
these cases faults leading to reparations are meant. It is determined that ten DTCs 
lead to one fault that requires reparation.  
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4 Assessment of methods 
In this chapter different ways of using previously researched methods and Scania 
practice are assessed and thoughts of how to use them are discussed. There are 
mainly three different types of methods looked at; Scania today, different types 
of research in the area and a mix of both where studies are modified with Scania 
thoughts.  
 
Acceptance criteria are needed for both systems and functions, both need to 
answer the question “How long shall the tests proceed?” In the following 
paragraphs when a system is mentioned, functions are also implied. 
 

4.1 Classification 

A first point of investigation is to look at a little more advanced way of 
classifying a system or function, from classification used today at Scania. These 
thoughts are visualized in Figure 9. 
 

 
Figure 9 Visualization of classification method for acceptance criteria 

 
The following parts are thought of as good classification parts: 
UF or System – First a definition for whether the criteria wanted is for a UF or 
for a System is needed. Since systems incorporate several UFs a system needs to 
be tested for a greater period of time than a single UF. 
Risk – A first part of the classification, for either the UF or system, ought to 
consist of a risk factor. What types of risks does the system impose on the 
vehicle? System risks are broken down in an FMEA document. Using risk 
assessment from an FMEA is an advantage since this step is already done today, 
thus not imposing new steps for system owners. Each risk in a system has a RPN, 
which is a number from 0 to 100. 
Complexity – A way of viewing complexity of a system differs from the way of 
viewing complexity for a UF. For the complexity of a UF, or rather a SCN, 
previous investigation has been done for this area in a previous thesis done at 
Scania (Bergkvist 2009). Here the complexity of a SCN is weighed between the 
ECUs involved, number of inputs and number of outputs.  Each ECU is graded 

Test length in km 

Classifications 

How long shall 
tests proceed? 
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on a scale from one to five depending on criticality, where an ECU like EMS, on 
the red CAN bus, is graded five and the ACC, on green CAN bus, is graded one. 
The complexity of the MSC is calculated from Equation 6. 
 

𝑪 =  
∑𝑮𝑬𝑪𝑼
𝟎,𝟕𝟓 × 𝑵

+ 𝟎,𝟓 × �𝑮𝒊𝒏𝒑𝒖𝒕 + 𝟎,𝟕𝟓 × �𝑮𝒐𝒖𝒕𝒑𝒖𝒕 

 
𝐶 = 𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 𝑜𝑓 𝑀𝑆𝐶 

𝐺𝐸𝐶𝑈 = 𝐺𝑟𝑎𝑑𝑖𝑛𝑔 𝑜𝑓 𝐸𝐶𝑈 
𝑁 = 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐸𝐶𝑈𝑠 

𝐺𝑖𝑛𝑝𝑢𝑡 = 𝐺𝑟𝑎𝑑𝑖𝑛𝑔 𝑜𝑓 𝑖𝑛𝑝𝑢𝑡 
𝐺𝑜𝑢𝑡𝑝𝑢𝑡 = 𝐺𝑟𝑎𝑑𝑖𝑛𝑔 𝑜𝑓 𝑜𝑢𝑡𝑝𝑢𝑡 

Equation 6 Calculation of MSC complexity 

 
Quality – Scania continuously follows up warranty claims received. Warranties 
are broken down into different parts where one part is warranty claims resulting 
from the electrical systems. Each year a goal is set based on previous years 
warranty numbers, for the amount of failures, resulting from the electrical 
systems, accepted on a vehicle during a year. This goal ought to be strived for not 
exceeding during testing. For example if a goal is that not more than 0,2 failures 
are allowed on a vehicle during a year and during a one year test period 5 
vehicles are tested then no failures are allowed to be found to achieve the goal. 
Usage – How frequently is the system used? For this category a simple 
classification of regular or irregular is made. Each function owner has a relatively 
good idea about how frequently their function is used. 
Equipped – For this classification part a classification is made based on the 
amount of vehicles that the system is equipped on. This is available through sales 
statistics found at Scania. 
 
With the previously mentioned classification steps a modification of the vehicle 
year criteria currently used at Scania can be done. Worst case scenario of these 
classifications give the same vehicle year requirement as used today. Lower 
classifications give somewhat lower requirements.  

4.2 Reliability growth modeling 

Reliability growth modeling is not accepted by all within the testing community. 
It is argued that reliability growth modeling was adapted for hardware and is not 
applicable to software. Software does not wear out like hardware does, and thus 
the MTBF for software does not follow the Poisson distribution which the model 
assumes. Ledoux says that “The major difficulty compared to hardware 
reliability lies in the fact that it mainly concerns design faults, which is quite 
different from the types of faults handled in hardware reliability theory, which is 
primarily concerned with physical components failing due to ware or other 
physical factors, such as high temperatures.” (Ledoux 2003) Kaner goes even 
further when he states about the assumptions in the model “These assumptions 
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are not merely sometimes violated. They individually and collectively fail to 
describe what happens in software testing.” (Kaner och Bond 2004) 
Due to the questionability of the model and problematic getting hold of failures 
and timestamps for this thesis, reliability growth modeling will not be 
investigated further. 

4.3 Architecture-based reliability modeling 

Architecture-based modeling will not be discussed more for this thesis. Even 
though it seems as a good concept for modeling reliability, this is not really in the 
scope of this thesis. It also leaves questions on how to estimate software 
reliability within Scania. 

4.4 Usage of functions 

This method is interesting when looking at either the new ISO26262 standard, 
see section 3.12, or when using Scania’s thoughts today to test at least as long as 
the warranty period is. Usage of functions takes this standard a bit further when 
instead of observing the function for a vehicle year the function is observed for 
the average yearly UF’s operating time. When saving data for usage information 
is also received that the UF’s wanted to be tested actually are being used and 
tested, which is a difference from today’s criteria where just vehicle years are 
considered. 

4.5 Coverage 

Coverage is a fairly simple method to use, and gives something measurable. 
Different types of coverage are discussed below.  

4.5.1 Code coverage 

Code coverage metrics are best suited for unit testing, where the source code of 
software is tested. There are several programs available for code coverage 
measurements. These programs can be implemented in the development and 
testing environments used. So pure code coverage is not suitable during 
integration and system testing, however a form of using the same thoughts but 
for integration and system testing of UFs are discussed in the following section. 
 

4.5.2 UF coverage 

Code coverage is not suitable during integration and system testing where 
software has been implemented into the ECUs. To derive some sort of coverage 
metric for integration and system testing, UF coverage is investigated. It is 
important to remember that coverage metrics are not used to assure software 
quality but to assure that every part of the software has undergone some sort of 
test (Kanstrén 2008). The coverage metric thoughts are adapted for testing either 
new UFs or new systems. To be able to measure coverage some sort of logging is 
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required. There are two basic ways this could be done, either with a CAN 
logging device such as MLOG mentioned in section 2.7Error! Reference 
source not found. or through operational data stored in the ECUs. 
 
For new/modified UFs 
Each UF is divided into several different SCN depending on hardware 
configurations of the whole system. As an example a vehicle with TCO has one 
SCN and a vehicle without TCO has another. Each UF also has different UCs.  
To describe the adaption for coverage made, the UF cruise control will be used as 
an example. All prerequisites for the UF may be seen as a large if-statement like 
the following: 
 
𝐼𝑓 (+switch 𝑂𝑅 – switch) 𝐴𝑁𝐷 (Speed > 20 𝐴𝑁𝐷 gearbox ≠  neutral 𝐴𝑁𝐷 … ) 
 
 
 
If the cruise control is activated the if-statement was returned true. Thus if the 
cruise control is activated for this SCN we can compare that to that we have 
achieved 100% decision coverage for the SCN activate cruise control. However 
most UFs have several UCs, the cruise control has for instance activate cruise 
control, deactivate cruise control and change set speed to mention some. So in 
order to achieve 100% decision coverage for a UF each SCN for each UC that is 
valid must be tested with 100% decision coverage.  With this way of looking at 
the UF, condition coverage will be met when each prerequisite is once true and 
once false and when trying to activate cruise control with both + and – switch 
independently. To be able to achieve Modified Condition/Decision Coverage 
(MC/DC), all prerequisites have to be evaluated to false independently while all 
others to true when trying to activate with either + or – switch. Also all 
prerequisites need to be true while enabling with both possibilities. 
 
For new/modified ECUs 
In the case of a new or modified ECU each SCN which incorporates the current 
ECU needs to be tested. So to receive 100% decision coverage for a 
new/modified ECU all SCNs need to be activated/run. Sometimes this means that 
only one SCN needs to be tested for a certain UF but for some UFs several SCNs 
need to be tested. For MC/DC the same methods of thinking are used as in the 
previous section for a UF.  

All prerequisites 
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5 Interviews of System Owners and Function Owners 
As a first part of understanding the current ways of thinking about and defining 
acceptance criteria interviews of system owners around Scania were performed. 
A total of 10 people were interviewed and a compilation of their answers are 
given in the following section. 
 
Questions asked during the interviews were: 

• How is your acceptance criteria defined today? 
• Where do your criteria come from? Is there any underlying research? 
• What does field testing imply for you? 
• What kind of results are you looking for to get from field testing? 
• Have you got any hints or tips for looking into more on the subject of 

acceptance criteria? 

5.1 Compilation of interview answers 

Again as from the document review in section 3.14, it is clear that acceptance 
criteria differ quite a lot between different departments. The departments 
responsible for the oldest systems (EMS and GMS) have prolonged the furthest 
in their thinking of criteria and specification of requirements for testing. All 
systems have some type of criteria but without any own reflections on the criteria 
they use. The most common method however is to merely set criteria to a 
predefined test length in vehicle years. Even though this is the most common 
method used no one knows where these numbers originate from. 
On the question on what kind of results system owners want, almost all answered 
that they were looking for validating results. To receive feedback from FT 
drivers is also seen as an important part. However most agreed on that feedback 
is received too late in the development process to be able to do much about it 
before release. 
Despite of the fact that faults can be generated the majority stated that, depending 
on the fault and situation, this could be overlooked. The most important is that 
the drivers were satisfied. Drivers do not know exactly how each function is 
supposed to work, maybe error codes were generated without any notice of any 
fault. 
FT is foremost thought of as a validating tool. But at the same time FT is good 
for verifying in different types of environments and with different types of 
driving styles. FT is a good way to collect operational data on how much the 
systems are used. LP is seen as a better part for verifying, mostly because the LP 
drivers are more testing oriented. FT drivers are more interested in getting their 
“normal” work done and not so much in testing. 
DTCs are collected and classified from FT. Some groups have criteria for the 
amount of DTCs allowed to be set but the criteria are seldom followed up. No 
failures leading to vehicle immobilization are allowed during FT. Since FT is the 
last step before product release it is supposed that all major failures have been 
detected in prior testing and that only “small” failures ought to be detected at FT.  
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The majority mentioned that they would like to see broader FTs, meaning rather 
more vehicles tested during a shorter period of time than few vehicles during a 
long time. However depending on individual situations sometimes just one 
vehicle can be OK. 
Achieving set criteria is seen as hard. The distance required from the most 
common criteria is seldom reached, because this requires a lot of vehicles to be 
used at FT. The economic situation does not allow for the amount of vehicles 
needed for this criteria.  
 
Tips for more study were: 

• Look at the number of people involved in a system to get a quick grasp on 
system complexity 

• Look at the frequency at which software is updated 
• Take a further look at warranty numbers 
• A factor to bear in mind could be if the system/function is paid extra for 

 

5.2 Conclusion of answers 

• Acceptance criteria differ between departments. 
• Two different methods are used as a base for defining criteria 

o Each system should be tested for a determined distance in 
kilometers without any faults leading to vehicle immobilization. 

o Calculating distance in kilometers for test period from wanted 
quality goal. 

• FT is seen mostly as a validating tool. 
• FT is a good tool for verifying during different environments. 
• Feedback from FT is received to late in the development process to have 

enough time to correct. 
• Shorter test periods with more vehicles are wanted. 
• Achieving set criteria is hard. 
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6 Results 
In this chapter results from previous tests and lessons learned from them are 
given. These results have been taken from interviewing three different system 
owners. Also results from gathered data and how this data can be used are 
discussed. All data received that is described in section 6.2 is gathered by logging 
CAN traffic and relevant signals pertaining to the UFs with an MLOG device. 

6.1 How well have prior criteria been met? 

A first result observed at Scania was that acceptance criteria are not always set. It 
was also very hard to follow up if the criteria set were achieved. One reason for 
this might be the fact that the criteria that is set, is set for all vehicle tests from 
unit test to system test. This requires good communication between the different 
tests groups involved. Another factor is also the process at which software is 
integration and system tested and released. As mentioned in section 3.13 
software is released four times a year. Integration and system testing at REST, 
starts one year before release. This means that each new software is tested in 
parallel in, at the most, four test rounds see Example 1. This factor also makes it 
more difficult to keep track of covered distance for the certain software. 
 

Example 1 

If a new UF-500 is meant to be released in SOP1102 integration and 
system testing will commence one year earlier, 1002. In 1005 new UFs 
and systems are started to be tested for release in SOP1105. However for 
SOP1105 UF-500 is supposed to be already released and working, thus 
UF-500 must also be incorporated in the tests for SOP1105. The same 
thing for SOP1109 and SOP1111, where the test period will start 1009 
and 1011. This means that the testing for UF-500 will have done in four 
different test rounds in parallel at 1011, before it is approved for release.  

 
It is also found that there is no clear responsibility on who is to follow up the set 
criteria. The responsibility of setting criteria and making plans is ultimately the 
system or function owners, however the integrations and systems test group is 
always consulted during the planning phase when setting criteria. 
 
The most common criteria as described in section 3.14 are to achieve a certain 
amount of vehicle years. The criteria are set rather high and are seldom reached, 
mainly because of cost constraints which lead to fewer vehicles being able to be 
bought in and tested upon. However this does not seem to lead to less failures 
being found before release, which gives a first indication that criteria set today 
could be modified and even shortened down. 
 
Upon investigating some of the most known failures a couple of common things 
were discovered. 
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• Even though the failures were resolved very late in the test round, early 
indications had been given early, even though these indications were not 
always seen as failures at a start or errors could not be found. In some 
cases the failures were pure integration failures and are thought of as 
failures that would be discovered and handled better with today’s 
organization at Scania. 

• It was often discovered when investigating further that errors and failures 
were received on most FT vehicles, but the FT drivers had for some 
reason failed to report them. This concurs with answers received during 
interviews across Scania see section 5.1, that drivers do not always know 
how new functions are supposed to work and does thus not know when 
errors occur. Also, FT drivers might be reluctant to frequently report 
errors due to fear of losing their FT vehicle if they are seen to be a 
nuisance. 

• A common attribute was also errors found after long time operation of 
vehicles. This lead to counters exceeding software limits and stacks 
getting overwritten. These failures are neither integration nor system 
failures. These types of failures ought to be found during ECU testing. 
However they were not and this raises the question about better long term 
testing during ECU tests. 

 

6.2 Coverage 

Two different types of coverage have been investigated and results produced. 
Since test rounds progress for a whole year and no type of logging is done an 
MLOG device was configured to save CAN traffic for the UFs mentioned in 
sections 2.2.2-2.2.5. However the MLOG was configured and installed before the 
coverage method was fully analyzed and finalized so only the CAN traffic for if 
the UF was used or activated was stored and not all CAN traffic relating to the 
UF. 
The second measurement done was to see if the vehicles used for SOP1002 were 
able to cover all SCNs. If all SCNs are covered it means that 100% regression 
tests are possible. SOP1002 was a rather big test round with one new ECU, 
several ECU software updates and other updates affecting 30 UFs. These 
numbers are internal Scania numbers so this part will not be covered in the 
report. Suffice it to say that a good coverage was achieved. 

6.2.1 Vehicle UF coverage and usage 

An MLOG device was configured and setup in a vehicle that took a trip back and 
forth between Södertälje and Luleå. The purpose was both to check if the UF was 
activated and how the UF was used. 
 
Usage 
From CAN traffic it is observed that all four UFs were used or activated. It is 
also observed that for UF-Fuel Display the log files gives that the CAN message 
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with the current fuel level was constantly sent. This leads to the conclusion that 
UFs need to be classified for the usage method. This UF is of a constant type 
where the information is constantly sent and received, there is no type of 
activation to run this UF. 
 
The usage information stored for the UF-cruise control was: 

• Amount of time cruise control was used versus total driving time.  
• Speed of vehicle when cruise control was activated. 
• How cruise control was engaged. Either through pressing the + or – 

button or by pressing the resume switch. 
The results received are displayed in Chart 1. 
 

 
 

 

Cruise control usage

Driving without cruise control

Driving with cruise control

Speed while using cruise control

20-30 km/h

30-40 km/h

40-50 km/h

50-60 km/h

60-70 km/h

70-80 km/h

80-90 km/h

90-100 km/h
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Chart 1 Usage results from UF cruise control 

 
Cruise control is a good example of an activation UF, where the function is 
activated by the driver through the pushing of a button. 
The same could be said for UF-hill hold, which is activated through the pushing 
of a button. Results of how much hill hold was used are seen in Chart 2. 
 

 
Chart 2 Usage results from UF hill hold 

 
  

Activation of cruise control

+ or - switch

Resume switch

0

20

40

60

80

100

120

140

160

180

29 hour driving period

Ti
m

es
 a

ct
iv

at
ed

Activation of hill hold



30 
 

For the UF gear-changing control usage data was stored to see which gears were 
used during the trip, results seen in Chart 3. 
 

 
Chart 3 Usage results of gear usage 

 
Coverage 
As described earlier each SCN needs to be coverage tested, however when the 
MLOG was configured only CAN traffic for activating a function was set to be 
logged. This way only coverage for one SCN of every UF was logged. 
This gave that the following SCNs were run for the chosen UFs: 

• Engage cruise control 
• Display fuel level 
• Engage hill hold 
• Automatically shift gears 

 
A quick investigation through both analyzing the logged CAN traffic and from 
interviewing the driver it is found that most UFs have been run. Basically only 
warning functions, functions controlled by external systems and some functions 
pertaining to cab environment such as AC and lighting are the functions that have 
not been run.  
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7 Discussion and comments 
It was hard finding relevant documents and theory pertaining to testing and test 
methods for software of embedded and distributed systems. When talking about 
software testing in most parts “pure” software systems where referred to, where 
as for this thesis software for embedded and distributed systems where looked 
for.  
 
For integration and system testing both vehicle tests through LP and FT and lab 
tests are performed at Scania. LP and FT is mostly seen as a validating tool and 
lab tests mostly verifying.  This means that not as much “active” testing can be 
accomplished during LP and FT. Drivers are introduced to new or updated 
functions but then it is up to them if they use them or not. FT is however good for 
verifying under different environments than in labs or vehicle tests at Scania. A 
larger randomness in environmental variables is achieved. This is one of the 
biggest reasons for FT. It is impossible for a tester to script all possible variations 
that can occur. 

7.1 At Scania today 

A remarkable note with the acceptance criteria of a certain amount of vehicle 
years is that no one seems to know where these numbers originate from and 
haven’t really questioned them. There has not been any follow up to see if these 
numbers are satisfactory or not. A second note to this type of criteria is what has 
actually been tested? What does these years tell us? A guess is that these criteria 
originate from hardware criteria. These years might be good criteria for the time 
a motor needs to run to assure some sort of quality. But we still do not know 
what actually has been tested during this period. In theory a new system could be 
run for 25 years without a UF once being activated or run. However in section 
14.4.5.2.3 in ISO 26262-8, see Appendix A, it is mentioned about observation 
periods for tests, and that it should exceed the average yearly vehicle’s operating 
time, this for “each vehicle identical to the candidate”, i.e. for each hardware 
combination. So when thinking of the amount of vehicles FT is run on the total 
vehicle years needed to be run accumulates to almost the same.   
Even though the vehicle length defined in the criteria for the test are seldom 
achieved, failures are still found and fixed before software release. This leads to 
thinking that lowering test times somewhat may still insure the same quality of 
test results. 
 

7.2 Classification 

With the classification method mentioned in section 4.1 an easy and simple 
structure is devised to create a uniform method of applying Scania’s way of 
thinking in terms of vehicle years. As mentioned in the previous section in terms 
of vehicle years it does not say very much about what has been tested.  
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7.3 Reliability modeling 

As Gokhale, Trivedi and Kaner state in section 3.11.1 reliability modeling seems 
to be hard to accomplish for software testing. Also the questionability of 
reliability modeling discussed in section 4.2 is a point to remember. This may be 
why it was hard to find if any documentation and examples of metrics used for 
this kind of software metrics needed for this thesis. Fenton estimates a cost of 4% 
of the development budget would go to developing and using metrics programs 
(Fenton 1999) which may be further evidence to why companies are reluctant to 
metrics programs. These are some of the issues that made it questionable if these 
methods were to be pursued further for this thesis. However if one of these 
methods were to be chosen the reliability growth modeling would be suggested 
for Scania. It would be the most practical, meaning that not much has to be 
changed around organization and ways of working from today. This type of 
modeling where error data is collected is somewhat similar to one of the points 
mentioned in section 14.4.5.2.4 in ISO 26262-8, see Appendix A, where 
observable incident rate and service period is defined. 

7.4 Usage of functions 

With the usage method the data collected could not only be of use for the testers. 
This could also be useful for future development of the functions. If a function 
hardly is used is there any point of putting money into developing it further? 
100% coverage is the ultimate goal, but very hard to reach when factoring in time 
and money. For the same reason as risk based testing is used, a “popularity” 
based testing could be used. When having to prioritize of course functions with 
high risk need to be tested first, secondly functions used frequently could be 
prioritized. This way if not everything can be tested at least functions that 
propose a risk and functions that are frequently used are tested to ensure high 
customer satisfaction. If not many use a function that has an error not many will 
be displeased. Usage data could also be used for sales and promotions. If a 
function is frequently used one can draw the conclusion that the function is 
needed and liked. If this is a unique Scania function it could for example be used 
to promote the good things about Scania’s vehicles. 
 
The point of observation period that is mentioned in section 7.1 could also be 
adapted for UF usage. That the function tested should be running in a vehicle and 
exceed the average yearly functions operating time. To know this usage data for 
every UF is needed. For new UFs an approximated average should be able to be 
given by function owners. For old UFs an average from previously kept usage 
data could be calculated. Operating time for a function can be either number of 
activations or time being used. 
 
For saving usage data an MLOG device was used. Even though it does 
accomplish what is wanted it also brings about some negatives. As mentioned 
earlier usage data could also be stored directly by each system through 
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implementation in system software. Pros and cons for the two different methods 
are shown below in Table 2. 
 
 Pros Cons 

MLOG 

• No new software 
implementations needed in 
ECU software. 

• Can be triggered to not just 
save usage data but also 
CAN traffic. 

• A new physical device 
needs to be fitted in every 
vehicle. 

• Readouts are not presented 
in a simple fashion. 

• Can only read CAN traffic. 

ECU 

• Availability of reading not 
only CAN traffic but 
everything connected to the 
ECU. 

• Data could be continued to 
be collected even after 
testing periods. 

• When coding new functions 
it is easy to incorporate 
some extra lines of code for 
data storage. 

• Might need more storage 
capacity in the ECU. 

• Old software is modified 
which means it has to be 
thoroughly tested to make 
sure it does not pose a threat 
to functionality. 

• Cannot store CAN traffic. 

Table 2 Pros and cons of different methods to log usage data 

  
Hopefully warning SCNs should not be activated during LP and FT. These types 
of SCNs are better suited for testing in lab environments. A lot of the warnings 
are even very hard to recreate on a vehicle without causing severe damage to the 
vehicle. And since FT is seen more as a validating tool these so-called “sunny-
day” SCNs are sufficient to be run during FT. However all SCNs are passively 
tested and a confirmation is given that they do not interfere with the functionality 
of other SCNs. This thinking is also supported by the new ISO 26262 standard, 
in section 7.4.8.5 of ISO 26262-4.  

7.5 Coverage 

Code coverage is a good and commonly used metric for software testing. Code 
coverage is not possible to measure during system and integrations test when the 
software has been integrated into the system. It is suited for software and model 
testing. Code coverage is also mentioned in ISO 26262 where different types of 
code coverage metrics are recommended for different software types. Only types 
of code coverage are specified and not to which levels each type needs to reach. 
This should be specified in each individual case by the testers.  
The UF or SCN adaption of coverage that is explained in section 4.5.2 is thought 
of as a good adaption for measuring coverage when code coverage is not able to 
be measured. The decision coverage adaption could be used for vehicle testing 
but MC/DC coverage measurement is however hard to follow up for vehicle 
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tests. It would require a more advanced method for logging. This coverage 
adaption could be easily adapted for lab testing where all inputs and CAN 
messages can be controlled in test scripts.   
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8 Conclusion 
As with everything today for a company there is always the time and cost factor. 
This is why it is called acceptance criteria. What can the company accept in 
terms of quality versus time and cost? Time and cost has not been looked at 
specifically in this thesis, it is assumed that time and cost is at its maximum 
today. Acceptance criteria used at Scania today has been looked over and 
theories and research in the field have been studied in order to make 
modifications of the criteria. The modifications recommended are seen as the 
most practical and without having to have a large impact in time and cost spent 
on testing compared to today. Also some theory is used to back the criteria up. 
Only setting a vehicle distance to be covered for a test round leaves the question, 
what has actually been tested for this period of time? When testers at Scania test 
on lab vehicles they test specifically the new functions and systems that need to 
be tested. FT and LP drivers do not actively test. They go about with their daily 
jobs with the vehicles. This leaves the question if new functions and systems 
have been used/tested? This is tried to be answered through the 
recommendations. 
 
For an overview of recommendations given they have been listed in bullets 
where a summary of why the recommendation has been given also. A further 
more in-depth conclusion follows in section 8.3. First recommendations for 
acceptance criteria and then other recommendations not pertaining to acceptance 
criteria per se are given. These other recommendations are recommendations that 
have been found as points to improve at Scania during this thesis work.    

8.1 Recommendations for new acceptance criteria 

• Each integration and system test period should last one year. 
o This will comply with the upcoming ISO standard (International 

Organization for Standardization 2010) which states that tests 
should exceed the yearly vehicle operating time. 

o Even though previous test rounds at Scania show that most errors 
are found within the first three months, they take time to solve and 
time for testing the corrections are also needed, why the current one 
year test period could be kept. 

• Each function should be estimated an average yearly usage rate and 
should be tested for this amount of activations or time used. If functions 
are of continuous type they shall be tested for one year. 

o Complies also well with future ISO standard 26262 (International 
Organization for Standardization 2010). 

o This means that new logging functions are needed. 
o With logging we know for sure that functions have been used. 
o We are sure that the functions function for the warranty period of 

one year.  
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o Tests have shown that a lot of the UFs are regularly used during 
driving. This also gives a good regression testing standing point. 

• Warning functions should not be verified in FT. 
o Warning functions are not wanted during real life driving and are 

thus not good for verifying during FT. 
o Ought to be verified through lab testing. 

• All SCNs for the concerned UFs should be covered. 
o This implies a decision coverage of 100% according to section 

4.5.2 
o Knowledge of that all possible SCNs have been used. This was not 

previously known. 

8.2 Other recommendations 

• Implementing logging of usage data in the ECUs. 
o Same way of logging data. 
o Better configurability then with a MLOG, where MLOG only can 

log CAN traffic. 
• Implementing code coverage during software and unit tests. 

o To ensure sufficient testing has been done prior to integration. 
o Errors found at integration testing are often not integration errors 

but errors which ought to be found earlier. 
• Counters in software need to be identified and thoroughly tested 

preferably through long-term testing. 
o This is one of the most common errors found. Why it needs special 

attention. 
• Better system for following up set acceptance criteria. Responsibility 

needs to be defined. 
o Today no following up on set acceptance criteria is done. To make 

improvements and to see how well prior tests and criteria have 
done follow up is necessary. 

• Better follow up from FT drivers. 
o It has been shown that when errors have been found these errors 

have occurred on several FT vehicles without feedback from 
drivers. 

 
 

8.3 Discussion on the given recommendations 

No documentation has been able to be found to verify that setting criteria for a 
certain test length is enough. To answer the question on how long testing shall 
proceed with just a time limit is not possible. Further requirements are needed 
than just a time period. These requirements are given in my way of looking at 
acceptance criteria.  
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What is mentioned in terms of time is in the new ISO standard that tests should 
exceed the yearly vehicle operating time. This is done today since integration test 
periods are one year. They exceed one year because tests are performed on 
vehicles on later SOPs as well, and also tests during LP. Because of this 
recommendation will not be given to use a vehicle year measurement for 
acceptance criteria, except that the test period should be one year to comply with 
ISO standard. Experience also says that one year is good enough. Although it has 
been given that errors are found early during the testing period it has been shown 
historically that these errors are complicated and take time to analyze and correct 
and have needed the full one year testing period. It is important to remember that 
when errors are found they have to be corrected and re-tested. This is why, when 
looking at future standards, the already existing one year testing period should 
not be changed. After investigating the different methods discussed in Chapters 4 
and 7  a conclusion that usage, see section 4.4 and 7.4, and coverage, see sections 
4.5.2 and 7.5, are the parts that acceptance criteria for vehicle tests should consist 
of at Scania is made. I agree with the thoughts at Scania, that FT is mainly a 
validating tool. Its biggest advantage and why FT will still be an important part 
in verifying is that lab testing never can achieve the randomness of variables 
which is achieved under real-life conditions. These variables and environment 
could also be part of the criteria, for example that tests need to be conducted 
during both winter and summer. However better feedback from FT drivers is 
needed to better find errors. With usage data and coverage we know that all 
SCNs are covered and we know for sure what has been tested and that they have 
been verified for their yearly average usage. Since not all usage data can be seen 
through CAN traffic a recommendation of logging data in the ECUs for a 
unanimous log method is given. This is recommendation is also given because it 
gives an easier way of configuring wanted data than with the MLOG system. 
Usage and coverage will also comply well with the future standard that most 
likely will come, and also with coverage metrics which is discussed in section 
7.5. To better assure that software has been thoroughly tested before integration a 
recommendation using code coverage metrics during software and ECU testing is 
given in section 8.2. Even though this recommendation is outside the scope of 
acceptance criteria for vehicle tests it is recommend as other recommendations 
for Scania which have appeared during this work. When thinking of further 
recommendations, that does not pertain to acceptance criteria for vehicle tests but 
have come up during this thesis, is long-term testing of software. Code coverage 
will not assure that all faults, for instance counters which have been shown a 
frequent error source, will be tested enough. This is why a recommendation for 
identifying and thoroughly testing counters has been made in the previous 
section. To assure that all SCNs are covered means that all hardware types 
required for a UF needs to be tested. Combinations of hardware have not been 
investigated and a requirement on vehicle configurations is not given however 
this could be an interesting future study topic. When talking about coverage it 
was also shown, see the end of section 6.2.1, that most UFs are utilized during 
regular all day life driving situations. This makes it feasible that all UFs can be 
well validated and verified in FT through regular driving without having to focus 
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on any special UF for testing purposes. FT will give a good coverage on 
regression testing as well which is an important factor when systems are new or 
upgraded. Only “non warning functions” need acceptance criteria for vehicle 
tests. This since warnings should hopefully never occur or is not a strived 
situation and as quoted from ISO 26262 in Appendix A could be seen as 
“extreme” conditions during FT. Warning functions need still to be verified and 
this can be achieved in labs and on lab vehicles where possible. 
 
Even though acceptance criteria was a very hard topic to find information about 
and a very wide topic which was hard to define bounds for, an attempt for a new 
way of looking at acceptance criteria is given. Some further recommendations 
are also given that have come up during this work. There are still unanswered 
questions which relate to this topic and my recommendations are just 
recommendations which have not been thoroughly tested and verified. These 
unanswered questions and other points for further study are also given. 
 

8.4 Further study 

For this thesis it has been assumed that all systems are developed at Scania, but 
this is not the case. Today several systems at Scania are bought in from 
subcontractors. Systems like BMS and TCO are some examples. How are these 
systems tested? What kind of software tests have been done on these systems? 
Do they use some type of coverage metric? 
 
How vehicles used for FT shall be configured has not been looked at for this 
thesis but would be interesting. How does the combinatory of vehicle hardware 
affect testing? All hardware is possible to test, but in which combinations should 
they be tested? Should at least one vehicle be configured with as many ECUs as 
possible installed? Questions like these would be interesting to study further. 
 
How should bug fixes and other such software updates be handled during the test 
period? Do bug fixes require their own criteria? Is it OK if software is fixed just 
weeks before release? These questions are quite important. In an ideal world 
when errors are found they are fixed and no new errors are made. However this is 
not always the case. New errors could be incorporated when fixing old ones. 
Does this mean that testing time should start from the beginning again since 
software has been modified? 
 
A further investigation on efficiency would be interesting. Questions like, is it 
worth testing all SCNs for vehicles without TCO if only a minority of the 
vehicles sold are without TCO? 
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9 Abbreviations 
ACC  -  Automatic Climate Control 
BMS -  Brake Management System 
CAN  -  Controller Area Network 
COO  -  Coordinator 
CTMC  -  Continuous Time Markov Chain 
DTMC  -  Discrete Time Markov Chain 
ECU  -  Electronic Control Unit 
EMS  -  Engine Management System 
FMEA  -  Failure Mode and Effects Analysis 
FPC  -  Functional Product Characteristics 
FT  -  Field Test 
GMS  -  Gear Management System 
ICL  -  Instrument Cluster. 
LP  -  “LångtidsProv” Long-term testing 
MSC  -  Message Sequence Chart 
MTBF  -  Mean Time Between Failure 
RPN  -  Risk Priority Number 
SCN  -  Scenario 
SOP  -  Start Of Production 
SOPS  -  Scania Onboard Parameter Specification 
TCO -  Tachograph 
UC  -  Use Case 
UF  -  User Function 
VOR  -  Vehicle Off Road 
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Appendix A 
Quotes taken from ISO 26262 
 
ISO 26262-4  
7.4.8 Verification of system design 
7.4.8.5 NOTE 1 – The planning of integration and verification at the vehicle 

level might consider it sufficient to provide evidence of correct 
behavior under vehicle typical conditions and environment, and to 
exclude extreme conditions. 

 
8.4.1 General requirements on integration and testing 
8.4.1.2 The aim of this phase is to verify, by integration tests, the fulfillment 

of functional and technical safety requirements. 
8.4.1.4 Each functional and technical safety requirement shall be tested at 

least once in the complete integration phase. The test level shall be 
sufficiently representative. 

 
8.4.4 Vehicle integration and testing 
8.4.4.3.1 The correct implementation of the functional safety requirements 

shall be ensured by applying feasible test methods given in Table 14 
 

Table 14 – Correctness of implementation of functional safety requirements 

Methods  
ASIL 

A B C D 

1a  Requirement-based testa
  ++ ++ ++ ++ 

1b  Fault injection testb
  ++ ++ ++ ++ 

1c  Long term testc 
 ++ ++ ++ ++ 

1d  User test under real-life conditionsc
  ++ ++ ++ ++ 

a    A requirements-based test denotes a test against functional and non-functional requirements. 
b   A fault injection test uses special means to introduce faults into the item. This can be done within the 
item via a special test interface or specially prepared elements or communication devices. The method is 
often used to improve the test coverage of the safety requirements, because during normal operation 
safety mechanisms are not invoked. 
c  A long term test and a user test under real-life conditions are similar to tests derived from field 
experience but use a larger sample size, normal users as testers, and are not bound to prior specified test 
scenarios, but performed under real-life conditions during everyday life. 

 
ISO 26262-8 
14  Proven in use argument 
14.1 Objectives - The objective of this clause is to provide guidance for 

proven in use argument. Proven in use argument is an alternate 
means of compliance with ISO 26262 requirements that may be used 
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in case of reuse of existing items or elements when field data is 
available. 

14.4.5.2 Target values for proven in use 
14.4.5.2.2  The service period of the candidate shall result from the addition of 

the observation period of all the specimens taken in reference 
according to 14.4.5.2.3. 

14.4.5.2.3 The observation period of each specimen identical to the candidate 
and running in a vehicle shall exceed the average yearly vehicle’s 
operating time before being considered in the analysis of the service 
period of the candidate. 

14.4.5.2.4 For a proven in use status to be obtained by the candidate, its service 
period shall demonstrate compliance with the safety goal in 
accordance with Table 6 with a single sided lower confidence level 
of 70%. 

 
Table 6 – Limits for observable incident rate 

 
 
 
 
 
 
 
 

NOTE 1 For the purpose of the proven in use argument, an observable 
incident means a failure that is reported to the manufacturer and 
caused by the candidate with the potential to lead to the violation of 
a safety goal. 

NOTE 4 If observable incidents are found in the collected data of the 
specimens the necessary minimum service period can be adjusted as 
follows: 

 
 

service period = 𝑀𝑇𝑇𝐹 ∙
𝜒1−𝐶𝐿;2𝐹+2
2

2
 

 
With: 
 
CL  the confidence level as an absolute value (e.g. 0,7 for 70 %) 
MTTF  mean time to failure = 1/failure rate 
F  the number of safety-related incidents 
χ2

α ;ν  the chi-squared distribution with error probability α and ν degrees of 
freedom 

 
 

ASIL Observable incident rate 
D < 10-9/h 
C < 10-8/h 
B < 10-8/h 
A < 10-7/h 
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