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Abstract 
This paper presents a Framework for adaptive 

information security systems for securing information 

systems. Information systems today are vulnerable and 

not adaptive to the dynamic environments because 

initial development of these systems focused on 

computer technology and communications protocol 

only. Most research in information security does not 

consider culture of users, system environments and 

does not pay enough attention to the enemies of 

information systems. As a result, users serve 

technology instead of technology serving users. We 

apply the Systemic-Holistic Approach, the living 

systems theory, the Immune system, Systems theory, 

Cybernetics, and Socio-Technical systems to provide 

adaptability features, to consider culture of users and 

system environments in developing and designing 

information security systems. We apply socio-

technical measures to secure the weak links in 

information security systems that have been created by 

culture of users. This security framework will help 

researchers and designers consider not only 

communication protocols and technology but also 

values of people like culture, legal, and traditions; 

environments where information systems run; and 

adaptive features in information security systems. 

1. INTRODUCTION 

Information security systems today are 

vulnerable and not adaptive to dynamic 

environments because researchers and 

designers of security for these systems 

have concentrated on technology and 

communication protocols [20]. 

Researchers and designers of security for 

these systems also have not focused on 

values like politics, culture, religions, 

laws and other social issues of the 

people using the systems [20] and the 

environments where these systems run 

[20] [13]. When a designer of a car 

wants to create a new car, the designer 
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has to apply the technology and 

standards that the market has to offer at 

that moment. If the current technology 

and standards for developing cars do not 

consider values of people using the cars 

and the environments where the cars are 

running, the resulting cars will fail to 

meet the demands of people and 

environments. The resulting cars will 

certainly not learn to adapt to the 

environments where they run. Likewise, 

developers of security for information 

systems created current systems by 

applying the existing security models, 

paradigms, frameworks and standards 

[20], which fail to consider values of 

people using the systems and 

environments where these systems 

operate. As a result, developers have 

been able to enforce technological 

controls but have failed to enforce socio-

technical and social controls [13].  

The problems addressed in this article 

include how to involve values of people 

using information security systems in the 

design, development, and operation of 

these systems; how to consider 

environments where information 

security systems run while developing 

these systems; and how to make them 

adaptive to environments. To address 

these issues the Systemic-Holistic 

Approach and the immune system were 

chosen as the fundamental concepts. The 

Systemic-Holistic Approach was 

selected because it is used for studying, 

investigating, designing, and analyzing 

security systems in different dimensions 

including values of a system as one 

whole system. This approach has been 

used as a base to understand security in 

relation to IT since the mid-1980‘s [20]. 

In addressing the problems, the value-

based chain as applied for security by [3] 

is also applied. Porter [16] developed the 

value-based chain model in 1985 to 

describe the concept of value adding 

activities in a company. Kowalski 

developed the value-based chain to 

address information security problems 

[8] as shown in Figure 55.  

Prevention Response  
RecoveryDetectionDeterrence

 

FIGURE 55: SECURITY VALUE-BASED 

CHAIN 

The value based chain model for 

information security consists of 

deterrence, protection/prevention, 

detection, response, and recovery 

measures [8]. In any system there have 

to be measures to deter, that is to scare 

away attackers [13]. If one fails to deter 

attacks then one has to have measures to 

prevent attacks. If one fails to prevent 

attacks, the next step is to detect attacks. 

If one fails to detect attacks, the next 

step is to respond to the attacks. If one 

fails to respond properly to attacks the 

next step is to recover from attacks. This 

value-based chain could apply at 

different levels as example: family, 

national, and supranational. Every 

country has measures for deterring 

potential enemies. Countries announce 

in different media advanced nuclear 

weapons aimed at deterring potential 

enemies from attacking the country. The 

same apply to securing information 

systems. Every country has measures for 

preventing attacks and protecting her 

borders and territories. Every country 

has ways of detecting intrusions and 

spies from other countries. When a 

country is under attack, it must have 

measures of responding to the attacks. A 

country also has measures of recovering 

from attacks, which include restoring 

infrastructures and services.   
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2. THE HOLISTIC AND 

IMMUNE SYSTEM INSPIRED 

SECURITY FRAMEWORK  

2.1. COMPONENTS OF THE 

FRAMEWORK 

The security framework consists of the 

following sub systems deterrence, 

protection, detection, response, recovery, 

management, and adaptability as shown 

in Figure 56. The management section 

consists of the agent creator, agent 

creator, integrated security system, 

system manager, special analysis, system 

fault-tolerance manager, two databases, 

and security management.  

The agent creator generates software 

mobile agents. The integrated security 

system manages certificates, 

authorization attributes and tokens, and 

providing security services for security 

framework and the information system, 

which implements the security 

framework. The special analysis 

performs special analysis of unknown 

and abnormal inputs as requested by the 

sub-systems. The system manager is 

responsible for managing and 

coordinating the operations of the whole 

system. The system fault-tolerance 

manager takes care of all the fault-

tolerance measures in the whole 

framework. The two databases keep 

records of the whole framework. 

Security management is responsible for 

risk management, policy management, 

compliance management, and business 

continuity management.  

2.2 THE ADAPTABILITY SYSTEM 

The adaptability system provides 

measures to make the system and its 

subsystems learn to adapt to 

environments through the environmental 

analyzer, people‘s value analyzer and 

threat analyzer. The adaptability system 

provides adaptability measures to the 

security framework and an information 

system.  

2.2.1 THE ENVIRONMENT ANALYZER 

The environment analyzer provides 

measures for considering environments 

where an information system is running 

basing on the Systemic-Holistic 

Approach [20], the Cybernetic structural 

model [9] and the Viable System model    

[2]. 

Response 

subsystem

Detection 

subsystem

Prevention 

subsystem

Deterrence

subsystem

Recovery 

subsytem

Adaptabilty 

System 

Management (system manager, 

agent creator, special analysis, 

security management, integrated 

security system)

Database 

system 

Fault Tolerance 

system

 

FIGURE 56: COMPONENTS OF THE 

HOLISTIC AND IMMUNE SYSTEM 

INSPIRED SECURITY FRAMEWORK 

The Framework for adaptive information 

security systems receives environmental 

disturbances through the deterrence, 

detection, prevention, response, recovery 

sub systems and other components of the 

security framework and the information 

system where this security framework is 

implemented. The adaptability system of 

the security framework monitors and 

records the environmental disturbances, 

essential variables, and regulators over 

time as shown in Figure 57. The 

adaptability system applies these 

recorded data to create probabilistic 

models to forecast the future 

environmental disturbances [9] and 
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thereby foresee how the whole security 

framework and the information system 

will react to those future disturbances. 

There is a table of transformations in 

memory of environmental disturbances, 

essential variables and regulatory 

disturbances. The controller of the 

desired essential variables for the 

security framework and the information 

system mixes them with variables from 

the monitors to produce the harmless 

inputs to the information systems. The 

adaptability system of the security 

framework is responsible for making 

sure that the whole system learns to 

adapt to dynamic environments. 

The adaptation system though the 

environmental analyzer collects data on 

environmental disturbances and stores 

them in a database system. The 

adaptability system creates a table of 

transformations to represents the 

possible outcomes of the actions of 

environmental disturbances and 

regulators on the Framework for 

adaptive information security systems as 

shown in Figure 57. This table of 

transformations represents every 

possible action that the regulator, Ri, can 

apply in response to every 

environmental disturbance, Dj, resulting 

into a state Eij, which are essential 

variables of the security framework and 

the information system that must be 

maintained to keep the framework and 

the information system in a stable state.  

2.2.2 THE PEOPLE‘S VALUE ANALYZER 

The people‘s value analyzer provides 

measures for analyzing how people‘s 

culture, traditions, laws, and ethic affect 

information security system. The socio-

technical system [13], Security by 

Consensus [13], and the Systemic-

Holistic Approach [20] are applied to 

provide socio and technical controls 

where culture, traditions, laws, and 

ethics create a weak link in information 

security systems. We have established an 

informal cultural model for predicting 

the behavior of users to information 

security system of different cultures. 

This cultural model will help developers 

of security for information systems to 

predict the behavior and preferences of 

users of different cultures. The informal 

cultural model consists of the General 

Living System [14] ID component, 

Hofstede [10] component; Worldview 

[5] [17] component; Social Identity 

theory (SIT) [18] [17] component; 

Computer Literacy component; and 

General Education component as shown 

in Figure 58. 

The General living System Identity of an 

individual contains the cell, organ, 

organism, group, organization, nation, 

supranational [14] [20]. The cell 

represents a number. The organ is for 

location. An organism is a label for a 

common name. The last parts in the ID 

are organization, nation, supranational of 

a person. The Hofstede [10] component 

consists of the values: power distance 

index; individual vs. collectivism index; 

uncertainty avoidance index; femininity 

vs. masculinity index, and long-term vs. 

short-term orientation index.  
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FIGURE 57: THE MODIFIED 

CYBERNETIC STRUCTURAL MODEL  

Thereafter we have Cobern‘s worldview 

theory [5] [17], which consist of the 

understanding of an individual of the 

others, classification, causality, 

relationship, self, time and space. The 

social identity theory (SIT) component 

has categorization and identification as 

sub components [18] [17]. 
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FIGURE 58: INFORMAL CULTURAL 

MODEL 

 

These identities could include personal, 

group, national, ideological, and religion 

levels. The computer literacy component 

shows practical and theoretical computer 

knowledge that an individual has. The 

general education component indicates 

education of a person. 

This security framework is a function of 

the security value-based chain functions 

deterrence, detection, prevention, 

response, and recovery. These security 

value-based chain functions are in turn 

functions of the immune system features, 

living system features, and system 

properties, and people‘s values. 

Kowalski [13] developed the security 

value-based chain functions deterrence, 

prevention, detection, response, and 

recovery. The security value-based chain 

functions apply the Cybernetic third 

order feedback mechanism to maintain 

the security framework into a stable 

state. The inputs to any subsystem are 

processed and the outputs are feedback 

to self-regulate the system. 

2.2.3 THE THREAT ANALYZER 

We have created a model of the 

adversary of IT to analyze threats and 

understand tools, methods, and processes 

that an adversary applies to attack 

information systems. The adversary of 

IT investigates the tools, methods, and 

processes that an information system is 

applying to defend in the different 

subsystems like deterrence, prevention, 

detection, response, and recovery. the 

adversary also finds out how much 

financial resources were spend in tools, 

methods and processes for the 

deterrence, prevention, detection, 

response, and recovery sub systems. 

This information will help the adversary 

of IT to determine weaknesses in the 

different sub systems. The information 

gathered so far will assist the adversary 

of IT to decide whether it was possible 

to attack and get out fast without leaving 

any evidence. 
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3. COMMUNICATION IN THE 

FRAMEWORK 

3.1. OVERVIEW 

The system manager acts as subsystem 5 

in the Viable System model [2], creates 

rules, identities, goals, and security 

policies of operations, and monitors the 

behavior of all the components in the 

security framework. The system 

manager activates the security 

framework and initializes all the 

components of the framework. The 

integrated security system performs 

identity management for the whole 

security framework and the information 

system where the security framework is 

operating. The integrated security 

system is the commanding and 

coordinating system and performs the 

functions of the subsystems 2 and 3 in 

the Viable System model [2]. All the 

components receive orders from the 

integrated security system. The immune 

system marks ‗self‘ all the cells of the 

body. Those that are not marked ‗self‘ 

are detected by the B-cells and T-cells 

and removed from the body. The 

integrated security system gives 

identities in the form of mini certificates 

[15] to all the components. The 

integrated security system gives 

identities in the form of mini certificates 

[15] to all the components and registers 

them into the database system. The 

agents that monitor the security 

framework and the information system 

detect objects that do not have identities 

remove them from the information 

system. The security management 

component use the recovery sub system 

to perform the risk management, security 

policy management, compliance 

management, and continuity planning 

management services for the security 

framework and the information system.  

3.2. CREATION OF MOBILE AGENTS 

All components of the security 

framework request specialized mobile 

agents for providing security services in 

the security framework and the 

information system where the security 

framework is operating. The agent 

creator generates software agents as 

shown in Figure 59. In the immune 

system, there are two main types of 

protection cells, B-cells and T-cells. The 

bone marrow generates the B-cells while 

thymus generates the T-cells [12]. The 

generated agents have the immune 

system features multi-layered structure, 

local detection, diversity, autonomy,  

adaptability, dynamically changing 

coverage, identification  are applied in 

the deterrence, prevention/protection, 

detection, response, and recovery  [8] as 

shown in Figure 59. The agent creator 

provides the features of the immune 

system in the following way. Distributed 

– B-cells and T-cells detect the presence 

of infections locally without any 

coordination. The mobile agents act as 

cells in different deterrence, protection, 

detection, response and recovery sub-

systems and every agent can detect 

intrusions and abnormalities locally. 

Multi-layered – The immune system 

apply multiple layers to provide overall 

immunity in body. The security 

framework has multiple protections in 

the deterrence, detection, prevention, 

response, and recovery sub systems. 

Autonomy – the immune system does 

not require outside maintenance or 

management. It autonomously classifies 

and eliminates foreign cells and it repairs 

itself by replacing damaged cells. This 

behavior is suitable but its 

implementation is challenging, as 

technology is still not ready, though it 

could be partly modeled by having an 

odd number of agents vote for a 
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decision. The agent creator train mobile 

agents of to make intelligent decisions. 

We apply the fuzzy logic controllers to 

train the agents to make decisions [7] 

[6]. Fuzzy logic is a concept in which 

objects or entities can partially belong to 

a set. The objects can for instance belong 

to a set A by 50%. The range of 

belonging is 0-100%. In classical sets, 

either an object or an entity is inside or 

outside a particular set [7]. We apply the 

fuzzy logic in detection system decisions 

because the differences between normal 

and abnormal behaviors in networks are 

not distinct but fuzzy [7]. Adaptability – 

the immune system is able to detect and 

to learn to detect new foreign cells and 

retains the ability to recognize 

previously seen foreign cells through 

immune memory. 
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FIGURE 59: AGENTS‘ GENERATION 

PROCESS 

This feature is not new it in computer 

systems, though determining that a 

certain program is malicious with 100% 

is a hard problem. We apply the artificial 

neural networks and genetic algorithms 

[12] to train the mobiles agents to detect 

new abnormalities. Dynamically 

changing coverage - The immune system 

cannot produce a large enough set of 

detectors at any moment, so it maintains 

a random sample of its detectors that 

circulates throughout the body. This is 

because there are approximately 10
16

 

foreign cells and these have to be 

distinguished from approx. 10
5
 ‗self‘- 

cells. The security framework models 

this feature by having every agent to 

detect, prevent, or deter multiple 

intrusions, attacks, abnormalities and 
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viruses. Identification – In the Immune 

systems all the cells belonging to the 

body are marked as ‗self‘. The immune 

system marks all the cells belonging to 

the human body as ‗self‘, considers all 

other foreign cells as ‗non self‘. The 

mobile agents recognize normal patterns 

and regard any other unknown patterns 

as malicious. The security framework 

models this feature by providing 

identities to the all the objects in the 

form of mini-certificates [15]. 

There is general prior knowledge with 

adapting features is stored in the 

database of gene libraries as shown in 

figure 59. This gene library contains 

genes that have been predetermined 

based on the priori knowledge [11]. 

These genes combine to form different 

solutions like the way you combine Lego 

blocks to form some solution [11]. The 

gene libraries provide information for 

the agent creator as shown in Figure 59. 

The agent creator acts like a bone 

marrow in the human body [12] [11]. 

The agent creator combines genetic 

expressions from the database of genetic 

expressions and artificial immune 

algorithms from the database of artificial 

immune system algorithms to create 

agents. The agent creator gives security 

agents specialized features for 

deterrence, prevention, detection, 

response, and recovery and send the 

agents to the respective subsystems as 

shown in Figure 59. These mobile agents 

provide security services to all the 

components of the security framework 

and the information system.  

The bone marrow contains the gene 

library, which is the DNA [12]. The 

gene library rearranges the genes to 

create pre-detectors, which are future B-

cells. These pre-detectors are tested 

using the negative selection algorithm 

[12] before leaving the bone marrow to 

determine whether they detect ‗non-self‘ 

foreign cells and whether they do not 

detect the ‗self‘ cells that belong to the 

body. The agent creator represents the 

bone marrow of the body. Those that 

pass this test go the body and start 

monitoring in the human body. The 

agent creator applies the priori 

knowledge to create different normal 

and abnormal profiles for the deterrence, 

detection, prevention, response, and 

recovery sub systems. The agents that 

pass the test monitor in security 

framework and the information system. 

The agent creator applies the Negative 

selection algorithm to test the agents for 

deterrence, detection, prevention, 

response, and recovery sub systems. 

This algorithm is based on [12] [11]. The 

sub systems of the security framework 

request mobile software agents from the 

agent creator. The agent creator trains all 

the agents before releasing them into the 

real environment. In the first phase of 

the training, the agents pass a negative 

selection test [12]. The negative 

selection algorithm:  

(a) Generate normal traffic profiles for 

the sub system Deterrence (likewise for 

the other subsystems detection, 

prevention, response, and recovery) from 

a library of the latest available normal 

traffic for this system. 

(b) Let the deterrence (likewise for the 

detection, prevention, response, and 

recovery) agents match the generated 

profiles of normal traffic.   

(c) If the deterrence agents match these 

normal traffic profiles then we reject the 

agents. 

(d) If the deterrence agents do not match 

the normal traffic, profiles for this 

system then keep these agents. 

(e) Generate abnormal traffic profiles for 

the sub system Deterrence (likewise for 

the other subsystems detection, 
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prevention, response, recovery) from a 

library of the latest available abnormal 

profiles and intrusions for this system. 

(f) Let the deterrence (likewise for the 

detection, prevention, response, and 

recovery) agents match the generated 

abnormal traffic profiles.   

(g) If the deterrence agents do not match, 

the abnormal traffic profiles then reject 

the agents. 

(h) If the deterrence agents match, the 

abnormal traffic profiles then keep the 

agents. 

In the immune system, the negative 

selection algorithm produces immature 

B-cells. These B-cells monitor in the 

human body. The immune system clone 

the B-cells that perform best and store 

their detecting features are stored in 

memory cells [12]. The agent creator 

applies the clonally selection algorithm 

[12] [11] to clone the best performing 

mature agents for the deterrence, 

detection, prevention, response, and 

recovery sub systems. The clonally 

selection algorithm for the agents: 

(I) initialize the population of mature 

agents for each sub systems deterrence, 

detection, prevention, response, and 

recovery. 

(II) Apply the fitness function to 

determine the fitness of each mature 

agent of the subsystems. 

(III) Select the highest scoring mature 

agents based on fitness function, genetic 

algorithm, for each sub system.  

(IV) Clone new mature agents for the 

sub systems through hyper mutation. 

(V) Determine the fitness of the newly 

generated children and store the features 

of these agents in the gene libraries.  

(VI) Replace the less successful old 

mature agents of the subs systems with 

the new children that have high scores. 

The agent creator records the features of 

the most successful agents, according to 

policy specified criteria. The agent 

creator applies these features to improve 

the features of next generation of agents. 

The mobile agents have life times 

according to the security policy even as 

cells in the human body have life cycles. 

When the lifetime of the agents is over, 

the agent creator replaces them with 

better agents.  

The fault tolerance manger performs 

fault tolerance services in every 

component of the security framework. 

The fault tolerance manager is 

responsible for error detection measures, 

damage assessment measures, damage 

confinement measures, error recovery 

measures, fault treatment, locator, and 

continued service measures in the 

Framework for adaptive information 

security systems. The adaptation system 

acts as sub system 4 in the Viable 

System Model [2]. The adaptation 

system is concerned with future, 

adaptation, planning of the security 

framework. The adaptability system has 

specialized mobile agents for 

environment analyzers, people values 

analyzers, and threat analyzers that 

perform adaptability services in every 

component. The adaptability system acts 

as system no. 4 in the Viable System 

model [2]. The adaptation system 

collects data on environmental 

disturbances from all the components 

and stores them in a database. The 

environmental disturbances can come 

from the local, embedded, and total 

environments. For an information 

system, the environments could include 

the operating systems, hardware 

systems, electric and electronic systems, 

intranets and extranets, internet, internet 

service providers. The adaptability 

system applies these data to create 

probabilistic models and to forecast the 

future environmental disturbances [9] 
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and thereby foresee how the framework 

will react to those future disturbances.  

3.3. SECURITY OF MOBILE AGENTS 

We secure and train the mobile agents 

before allowing them to perform 

different tasks in the security framework 

and an information system where the 

security framework operates. The Agent 

creator generates mobile agents with 

features from the immune system. The 

special analyzer certifies the agents 

locally but in future, there could be an 

independent body for certification of 

agents. The agent creator and the 

requesting sub-system mutually 

authenticate each other before 

communicating further. Every sub-

system has many different agents for 

doing diverse kinds of tasks in this sub-

system. To provide authenticity and 

integrity of agents the agent creator signs 

the agent. To provide confidentiality 

security service, the agent creator seals 

the agent by using the public key of the 

special analyzer, which is acting as the 

agent certifier. The agent creator sends 

the agent to the special analyzer. The 

special analyzer opens the message by 

the private key and verifies the 

signatures of the agent. The special 

analyzer checks whether the agent is 

behaving in accordance to the 

specifications of the agent requestor. The 

special analyzer puts a trust level and its 

digital certificate [4]. The analyzer signs 

the agent, protects it, and sends it to the 

sub-system. The security framework 

protects mobile agents and the baggage 

they carry. During the handshake, the 

sending and receiving sub systems 

exchange session secret keys to secure 

communication. The security framework 

secure communication of agents in the 

deterrence, detection, protection, 

response, and recovery sub systems and 

other components of the security 

framework in the following way. The 

security framework uses the session keys 

to protect the agents and the messages. 

The sending system signs the agents and 

the baggage. The receiving sub system 

verifies the integrity and authenticity of 

the agent and messages by verifying the 

signature. Protecting agents when they 

are visiting a sub system is different 

from protecting agent servers because 

agents do not have their own processors 

and they cannot extend the home sub 

system, but have to rely on the 

environments provided for them there.  

 3.4. PROTECTING THE 

SUBSYSTEMS 

There are a number of technologies for 

protecting agent systems. The home 

agent servers verify he correct state of an 

agent before accepting the agent and 

before authorizing the agent to access 

objects. The security framework policy 

is to sign agents using the private keys of 

the agent creators and dispatchers. The 

sub-system opens the message using its 

private key. It verifies the signatures of 

the agent creator and of the special 

analyzer. The sub-system also verifies 

the authenticity of all the agent servers 

that where the agents visited before the 

current sub-system. The sub-system then 

notifies the agent creator and the certifier 

that it has received the agent. All the 

agent systems must sign the information 

collected by the agent.  

3.5. SENDING AN AGENT FOR 

CLONING 

If the agent is very successful in 

deterrence, protection, detection, 

response and recovery functions, other 

tasks in accordance to the specified 

criteria the agent will be sent to the agent 

creator for cloning. Before sending the 

agent, the sending sub system and agent 
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creator will authenticate each other. The 

sending system creates a secret key and 

protects it with the public key of the 

agent creator, the sending sub system 

then signs it. When the agent creator 

receives the agent, it verifies the 

signature of the sending sub system. The 

agent creator will then clone the agent 

and will send the agent back though the 

agent certifier, the special analyzer. A 

copy of the agent is stored in the 

database of the agent creator. 

 

4. VALIDATION 

This section briefly discusses validation 

of the Framework for adaptive 

information security systems. In 

validating, the whole framework it was 

necessary to understand whom the 

adversary of information systems was 

and how to model the adversary of IT. 

We validated the framework by criteria 

recommended by the functional 

requirements of Common Criteria [3], 

the National Institute of Standards and 

Technologies (NIST) [19], Systemic-

Holistic Approach (SHA) [20] Socio-

Technical System [13].   

We also validated the Framework for 

adaptive information security systems by 

using structured interview of security 

experts and master students in 

information security. The results of 

interviews show that the Holistic and 

immune inspired security framework had 

sound adaptability features to make 

information systems survive in dynamic 

environments. The results show also that 

the security framework is suitable to 

involve values of people in developing, 

designing and in operations. Table 12 

shows the results of question: This 

Framework for adaptive information 

security systems its subsystems will be 

useful in your organization. The results 

further show that the security framework 

could integrate the different technical 

solutions since there is no holistic 

security framework, currently, that can 

make the technical solutions fit together. 

One expert commented that the security 

framework could holistically structure 

the information security work in 

organizations. It could also be used to 

consider environments where 

information systems run in the 

development, design, and operations 

stages. However, there were some 

concerns as to how effective this security 

framework would be when implemented 

in organizations.   

 

TABLE 12: RESULTS OF THE 

ENQUIRY: THIS SECURITY 

FRAMEWORK ITS SUBSYSTEMS WILL 

BE USEFUL IN YOUR ORGANIZATION 

 Do you agree?      Deterrence   Prevention Detection Response     Recovery               Framework

Strongly Agree 7 6 7 7 7       8

Agree 1 1 1 1 1       1

Do not agree 1 2 1

Strongly disagree

Need more info. 1 1 2 2 1      1

 

5. CONCLUSION 

This security framework applies the 

features of an immune system and 

general living systems to make 

information security system learn to 

adapt in dynamic environments. The 

holistic and immune inspired security 

framework involves culture, traditions, 

and other social issues in designing and 

developing information security systems. 

We apply socio-technical measures to 

strengthen the weak link that have been 

created by culture of users. The security 
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framework also considers environments 

where an information system is 

operating. This security framework is a 

function of the security value-based 

chain functions deterrence, detection, 

prevention, response, and recovery. We 

apply software mobile agents to provide 

security services.  
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