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Abstract—The deployment of vehicular communication (VC)
systems is strongly dependent on their security and privacy
features. In this paper, we propose a security architecture for
VC. The primary objectives of the architecture include the
management of identities and cryptographic keys, the security
of communications, and the integration of privacy enhancing
technologies. Our design approach aims at a system that relies on
well-understood components which can be upgraded to provide
enhanced security and privacy protection in the future. This
effort is undertaken by SeVeCom (http://www.sevecom.org), a
transversal project providing security and privacy enhancing
mechanisms compatible with the VC technologies currently under
development by all EU funded projects.

I. INTRODUCTION

Vehicular communications (VC) lie at the core of a num-
ber of industry and academic research initiatives aiming to
enhance safety and efficiency of transportation systems. Ve-
hicles and road-side infrastructure units (RSUs), i.e., network
nodes, will be equipped with on-board processing and wireless
communication modules. Vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) communication will enable applications
that provide warnings on environmental hazards (e.g., ice on
the pavement), as well as traffic and road conditions (e.g.,
emergency braking, congestion, or construction sites).

VC offer a rich set of tools to drivers and administrators
of transportation systems but, at the same time, they make
possible a formidable set of abuses and attacks. Consider,
for example, nodes that ’contaminate’ large portions of the
vehicular network with false information, or the deployment
of nodes that collect VC messages, track the location and
transactions of vehicles and infer sensitive information about
their drivers. Worse even, vehicles and their processing and
sensing equipment can be physically compromised, while any
wireless-enabled device could pose a threat to the VC system.

These simple examples of exploits indicate that under all
circumstances VC systems must be secured. Otherwise anti-
social and criminal behavior could be made easier, actually
jeopardizing the benefits of the VC system deployment. A
comprehensive set of security mechanisms is thus critical, and
facilities and protocols that mitigate attacks are necessary.

Securing vehicular communications is a hard problem, due
to the tight coupling between applications and the networking
fabric, as well as additional societal, legal, and economical
considerations, which raise a unique combination of opera-
tional and security requirements.

In this paper, we propose a security architecture to address
this challenge. Our objective is to design a baseline architec-
ture, which, on the one hand, provides a sufficient level of
protection for users and legislators, and, on the other hand,
is practical and deployable. The baseline architecture is based
on well-established and understood cryptographic primitives
which can be implemented on today’s hardware and which
deserve sufficient trust because of their existing deployment.
At the same time, our architecture allows deployed systems
to be tuned or augmented, in order to meet more stringent
future requirements. We describe next the objectives and then
the basic elements of our architecture.

II. ARCHITECTURE OBJECTIVES

The fundamental aspects that our architecture seeks to
address are: (i) identity and cryptographic key management,
(ii) privacy protection, (iii) secure communication, and (iv)
in-car protection and tamper-resistance. The architecture will
also enable detection of faulty (inconsistent) data and node
actions, aspects not discussed in this paper. The focus of
our efforts is on securing communications and the operation
of the wireless part of the VC system. At the same time,
disclosure and inference of sensitive user information must
be prevented. In particular, it must be difficult for two or
more communications of the same node (in particular, of a
private vehicle) to be linked. However, identification should
be possible when necessary, e.g., for liability attribution or
illegitimate node exclusion. Our design is fully cognizant of
the projected co-existence of TCP/IP and VC-specific protocol
stacks in VC systems. In the sections that follow, we describe
the architecture components and mechanisms.

III. AUTHORITIES

Drawing from the analogy with existing administrative
processes and automotive authorities (e.g., city or state transit
authorities), a large number of certification authorities (CAs)
will exist. Each of them is responsible for the identity manage-
ment of all vehicles registered in its region (national territory,
district, county, etc.). Fig.1 illustrates a part of an instantiation
of the CAs: an hierarchical structure within each CA and
cross-certification among CAs. This way, the deployment of
secure vehicular communications could still be handled locally
to a great extent. At the same time, vehicles registered with
different CAs can communicate securely as soon as they



Fig. 1. Example of Hierarchical Organization and Relations of Certification
Authorities.

validate the certificate of one CAA on the public key of CAB .
Various procedures for easily obtaining these cross-certificates
can be implemented.

Nodes of the vehicular network are registered with exactly
one CA. Each node, vehicle or RSU, has a unique identity
V and a pair of private and public cryptographic keys, kV
and KV , respectively, and is equipped with a certificate
CertCA{V,KV , AV , T}, where AV is a list of node attributes
and T the certificate lifetime. The CA issues such certificates
for all nodes upon registration, and upon expiration of the
certificate.

We emphasize that the CA manages long-term identities,
credentials, and cryptographic keys for vehicles. In contrast to
short-lived keys and credentials, as those discussed in Sec.IV.
The CA is also responsible for evicting nodes from the system,
if necessary, either for administrative or technical reasons.
This issue is discussed in Sec.V. The interaction of nodes
with the CA does not need to be continuous, while the road-
side infrastructure or other infrastructure-based networks (e.g.,
cellular) could act as a gateway to the vehicular part of the
network or offer an alternative method of connectivity.

IV. PRIVACY ENHANCING MECHANISMS

As a basic guideline, processes and policies for privacy pro-
tection should be defined, with minimum private information
disclosure on a need-basis, and fine-grained control mecha-
nisms for regulating private information disclosure. Nonethe-
less, signed messages can be trivially linked to the certificate
of the signing node; thus, the removal of all information
identifying the user (e.g., driver) from node certificates does
make communications anonymous. We extend this concept
first introduced by [4]: we equip each private vehicle with a set
of distinct certified public keys that do not provide additional
identifying information, denoted as pseudonyms. Instead of
using its long-term key pair, a node utilizes the private key
corresponding to a pseudonym to sign outgoing messages,
and appends the pseudonym to the messages. Messages signed
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Fig. 2. Enhancing Privacy with the use of Pseudonyms. (a) Basic pseudonym
format, (b) Periodic ”refill” of the vehicle with a new set of pseudonyms.

under the same pseudonym (i.e., using the same corresponding
private key) can be trivially linked to each other. Yet, as the
vehicle changes pseudonyms, linking messages signed under
different pseudonyms becomes increasingly hard over time and
space.

Fig. 2.(a) illustrates a pseudonym that has a lifetime and an
identifier of the corresponding pseudonym provider A, which
is in general an entity distinct from the CA. Note that there
may be multiple pseudonym providers either as independent
entities specializing in this task, or as administered by different
entities (e.g., various service providers, car manufacturers,
highway or city transportation authorities).

Fig. 2.(b) clues on the concept of periodic vehicle ’refills’
with new pseudonyms: a node utilizing pseudonyms out of the
i-th set, obtains an i+1-st set of pseudonyms while it can still
operate with pseudonyms in the i-th set, and switches to those
in the i + 1-st once no pseudonym in the i-th can be used.
Recall that each pseudonym is used for a period of time which
can be determined by various factors. The rate of pseudonym
changes determines, along with the frequency of ”refills,” the
size of the pseudonym set the node should obtain.

Factors determining when a pseudonym change should oc-
cur are summarized in Fig.3. The rate at which a node switches
from one pseudonym to another depends on the degree of
protection the vehicle seeks, local or system-wide policies,
vehicle inputs (e.g., location or velocity), the verifier of the
messages issued (signed) under a specific pseudonym, and
other network operation considerations (e.g., communication
with an access point through the TCP/IP stack).

The change of a pseudonym should be accompanied by
a change of the identifiers of a node used by underlying
networking protocols. In particular, this can be the Medium
Access Control (MAC) and IP addresses, when the latter is
used. Otherwise, messages generated by the same node could
be trivially linked according to the address used by the node’s
hardware and software. It is equally important to ensure that
message transmissions from a node cannot be linked to each
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Fig. 3. Pseudonym Changing Mechanism

other due to the use of an alternative medium (e.g., cellular
telephony) transceiver whose identifier remains fixed.

On the other hand, the network operation may require that
node identifiers remain unchanged for a specific period of
time. This implies that a change of pseudonym would be
ineffective and thus meaningless throughout the period the a
protocol identifier remains unchanged. Two such situations are
shown in Fig.4. First, consider a vehicle within range of an
access point APA, utilizing a pseudonym PNYMi, and an
IP address IPA dynamically assigned by APA; the vehicle
IP address must not be changed throughout, for example, a
data download session. Similarly, while in range of an APB ,
the vehicle utilizes PNYMj and is assigned an IPB , and
establishes a session with a node S at the wire-line part of
the network. If it is necessary for the vehicle to maintain
the same identifier (e.g., an IP address IPS) throughout
such a communication with S, it could be tracked by an
eavesdropper observing over the wireless medium, especially
if IPS is used as the vehicle reconnects to S through another
APC . To remedy this, end-to-end traffic and identification
(IPS) should be encrypted. Then, only the newly assigned
IPC is visible over the wireless medium, as were IPA, IPB

while in range of APA, APB . However, such addresses are at
most a locator, merely indicating that PNYMi, PNYMj and
PNYMk respectively are within range of the corresponding
access points A, B, C.

V. PSEUDONYMITY AND CREDENTIAL REVOCATION

Pseudonyms are bound to the vehicle’s long-term identity,
with a pseudonymity resolution authority O being able to infer
this mapping if necessary, for example, for liability attribu-
tion. Messages signed by the same vehicle using different
pseudonyms can be linked by O. In the simplest system
configuration, the CA is the pseudonym provider and the
pseudonymity resolution authority, and it suffices to maintain
a map of pseudonyms to the long-term identity of the vehicle.
In general, different solutions with differing properties are
possible; for example, the pseudonym to long-term identity

mapping could be maintained by the pseudonym provider
itself, or the pseudonym provider could maintain evidence of
the mapping that only O can utilize to resolve the pseudonym.
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Fig. 4. Interaction with Protocol Stack

Beyond pseudonym resolution, a node deemed illegitimate
(e.g., expired registration) or malfunctioning can be removed
from the network. This is possible by revoking the pseudonyms
and the long-term credentials of the vehicle. Revoking the
long-term credentials of a node evicts the node from the
system, but it does not automatically prevent the node from
participating in the VC system operation. This is so, because
the long-term identity and credentials are not utilized for
communication.

However, long-term credentials are used for the vehicles
to obtain new sets of pseudonyms: they establish with the
pseudonym provider that are legitimate members of the sys-
tem, i.e., registered with a CA. This implies that one option
is to revoke long-term credentials and notify directly the
pseudonym providers. This way, no communication overhead
over the wireless medium is necessary.

Yet, the issue of revoking the not already expired
pseudonyms remains. In fact, there is a trade-off: the more
frequent the pseudonym “refills,” the easier the revocation
(fewer pseudonyms to revoke) at the expense of higher cost
and worse usability, due to frequent executions of the “refill”
protocol. For example, one can imagine a situation when
the vehicle fails to obtain new pseudonyms, after having
utilized all available valid ones, if the pseudonym provider
is unreachable.

We provide three revocation options tailored to the scale
of VC systems: (i) a Revocation of the Trusted Component
(RTC) protocol with the CA instructing directly the TC to
erase all cryptographic material and acknowledge the cease of
operation, and in case RTC does not conclude successfully, (ii)
revocation through the distribution of compressed certificate
revocation lists, namely, the RCCRL protocol, which utilizes
RSUs or low-speed broadcast media to distribute the revo-
cation information. The infrastructure acts as a gateway for
dissemination of revocation information and the execution of
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the revocation protocols. The three methods are discussed in
[14]. An alternative approach would be to require that vehicles
regularly acquire proofs that their credentials remain valid.
Instead of requiring them to download revocation information,
vehicles download verifiers from the CA or the pseudonym
provider. These verifiers are then included whenever the cer-
tificate is presented to other nodes [7] describes details of this
process based on [?].

VI. SECURE COMMUNICATION

Roadside Unit

Revocation

Messaging

Base

Station

Certification

Authority

Fig. 5. Revocation.

Fig. 6. Secure Communication

Fig. 6 illustrates that each message sent carries an additional
signature created by using a vehicle’s pseudonym KV . By ver-
ifying this signature, receiving cars can check that the message
was actually created by a valid car (attribute authentication)
and was not changed after transmission (integrity). In case of
accidents or other disputes and following a legal decision to do
so, involved parties can contact the pseudonym provider and
asked for pseudonym resolution in which case the real identity
behind the pseudonym gets revealed (entity authentication).

We expect that the following communication patterns will
be used in VC systems and need to be secured:

Beaconing: Messages including the geographical posi-
tion of the sender (obtained by a positioning service, such as
GPS), a timstamp, heading and speed of the sender, and other
relevant information are sent as periodic link-layer broadcast
and reach every neighboring node.

Restricted flooding: If the direct neighbors are not suf-
ficient, multi-hop flooding can occur, e.g. to disseminate
warning messages in a certain region. To prevent network
overload, flooding needs to be restricted. This can e.g. be done

by a serial number plus a TTL or by specifying an area that
the message should cover. The later version is called geocast.

Position-based routing: As part of geo-casting or in order
to reach specific nodes like Internet gateways, unicast-transport
like position-based routing might be used.

Previous work has analyzed potential threats to some of
these communication mechanisms in VC scenarios [2], [8]
and identified primarily the need for integrity protection
and attribute authentication. In addition, availability, entity
authentication, and to some extent also confidentiality are
required. The signature guarantees message integrity in case
of beaconing, restricted flooding, or position-based routing.
However, in the later two cases, variable fields that change
during forwarding need to be excluded from the signature
and protected otherwise. In case of information dissemination,
where for example data aggregation is necessary, traditional
signature-based approaches do not provide sufficient integrity
protection and new security mechanisms are needed. This is
however beyond the scope of our security baseline.

A. Other Considerations

We assume that confidentiality is only needed in unicast
message transport. In this case, the message data will be
encrypted symmetrically using a session key that is later
encrypted by the public key of the receiver and attached to
the message.

Ensuring availability primarily means preventing lower
layer attacks like jamming and network layer attacks like
black-hole routing. The first aspect is beyond the scope of our
work, for the later one we assume that robustness mechanisms
are in place that detect when nodes introduce inconsistent data
into the network. Such nodes are detected and excluded from
further participation in the network. Localized fault detection,
localized misbehavior detection and reaction, In the absence
of pervasive infrastructure, such mechanisms can be necessary
at early stages of deployment.

VII. TRUSTED COMPONENTS

Implementing security for vehicular communications re-
quires the vehicles to be equipped with a Trusted Component
(TC). Many vehicles are already equipped with components,
such as speed limiters, tachographs, and event data recorders
(EDRs), considered critical by manufacturers and legislators.
We assume that nodes are equipped with a Trusted Component
(TC), i.e., tamper-resistant hardware and firmware.

The main role of the TC is to store sensitive cryptographic
material (e.g., private keys) and to perform cryptographic
operations using that material. For this reason, the TC must
have a processing unit, a memory module, and some non-
volatile storage. In addition, in order to ensure the freshness
of the cryptographically protected messages produced by the
TC, it must also have a real-time clock, and consequently, a
battery module that ensures the independent operation of this
clock.

Note that having a trusted clock is indispensable, as other-
wise the TC could be coerced to produce cryptographically
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protected beacon messages in the future that can later be
used to mislead other vehicles. For instance, someone that
has unsupervised access to the vehicle (e.g., a mechanic in
a garage) could feed the TC with a clock value t in the
future, and with appropriately chosen, fake position and speed
information, p⃗ and v⃗, respectively. The TC would then produce
a signed beacon message containing the fake timing, position,
and speed information, which could be recorded and broadcast
later at time t and at position p⃗, without the TC being present.

Note also that one could include the positioning system
and the other sensors of the vehicle within the TC, but in
our opinion, this is not indispensable as long as the TC is
equipped with its own trusted clock. The TC could still be fed
with incorrect position information and sensorial data, but now
the attacker must do this in real-time, which is considerably
more difficult. In particular, not having unsupervised access
to the vehicle constantly, the attacker must install some rogue
equipment inside the vehicle that feeds the TC with corrupted
position information and other fake sensorial data. In-vehicle
intrusion detection mechanisms could be used to mitigate this
problem.

We require the TC to be physically protected against tam-
pering; indeed, this property of the TC is where trust in it is
derived from. The physical protection of the TC should ensure
at least tamper evidence. However, this may not be enough,
as regular inspection of the vehicles is rather infrequent (e.g.,
in some countries it happens in every second year), which
results in a large vulnerability window. Therefore, it is desired
that the physical protection of the TC also ensures some level
of tamper resistance. We understand that high-end tamper
resistant hardware modules are very expensive, therefore, in
order for our baseline architecture to be practically feasible,
we require only a minimal level of tamper resistance that can
be achieved with special packaging and coatings.

Finally, we note that tamper resistant devices can be
compromised by exploiting weaknesses in their API [31], a
software layer that provides access to the functions of the
device for applications running outside of the device (in our
case, on the on-board computer of the vehicle). Therefore, the
API of the TC must be carefully designed so that it does not
contain exploitable weaknesses. The provision of guidelines
for this is on our future research agenda.

VIII. SYSTEM PERFORMANCE VALIDATION

Security mechanisms are notorious for adding costs to
different aspects of the systems they protect. Among other
affected system properties, real-time performance is usually
degraded due to several factors. Vehicular communications are
not an exception, with preliminary results showing the effect of
security on performance [17]. In the context of Sevecom, secu-
rity costs are due to the following parameters: (i) costly public
key cryptography, (ii) frequent periodic broadcast, and (iii)
large network scale. Building on the above observations, it is
crucial to consider the real-time performance properties of any
security mechanism developed for vehicular communications.

Hence, validation of security protocols must include their real-
time performance footprint in a vehicular communications
scenario. In this section we discuss two approaches to achieve
this, namely worst-case analysis and realistic simulation of
typical scenarios.

The application of worst-case analysis on an early version
of a protocol gives an idea on its suitability for vehicular com-
munications. More specifically, if its performance footprint
does not exceed the worst-case upper bounds, a candidate
security protocol can be further evaluated and compared to
alternative protocols. This stage involves realistic simulation in
several typical scenarios as discussed earlier. As an example,
we applied the above approaches to evaluate the suitability
of digital signatures for use in vehicular communications
[13], first using worst-case analysis then simulation in both
fluid and congested highway scenarios, and identified that
among three different public key cryptosystems Elliptic Curve
Cryptography (ECC) is more suitable for secure vehicular
communications.

A. Worst-case analysis

As in many real-life networks, the scenarios observed in ve-
hicular communications vary considerably from one instance
to another. For example, the number of lanes, the time of the
day and the road section all affect the number of vehicles that
can broadcast safety messages within mutual communication
range. Hence, it is hard to come up with precise evaluations
of the security costs. This is why one could opt for worst-
case back-of-the-envelope analysis. This consists in roughly
estimating the largest number of security-related messages
that a vehicle has to process at any given moment. Such an
estimation yields upper bounds on the security costs; these
bounds are then used to evaluate the appropriateness of dif-
ferent security mechanisms to vehicular communications. The
advantage of this approach is that it accounts for most possible
scenarios. Its downside is that it does not attribute values to
the costs of specific mechanisms; such values can serve as
a basis for performance comparison of these mechanisms. A
more tailored approach is presented next.

B. Realistic simulation

Given the large scale of vehicular networks and the di-
versity of possible scenarios, realistic simulation of vehicular
communications can yield the desired performance figures for
specific protocols. In contrast to the worst-case analysis, sim-
ulation should consider specific scenarios to compare security
protocols. This is notably motivated by the fact that network
topology and mobility seriously affect the performance of
different protocols. Hence, some protocols perform better in
static scenarios (e.g., congestion) and others are more suitable
in highly mobile scenarios (e.g., fluid highways). A simple
example of this distinction with respect to security costs can
be found in [18].

Realistic simulation of security protocols is more tedious
than worst-case analysis, but gives a fine-grained performance
evaluation. Several tools for VANET simulations have been
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recently developed. Some of them are not publicly avail-
able [21], some are not yet mature [19], [20], others use
non-realistic mobility models [22], whereas none implement
security mechanisms. To fill these gaps, we are currently
developing TraNS (Traffic and Network Simulation Envi-
ronment) [30], a simulation environment that integrates both
traffic and network simulators. The incorporation of the traffic
simulator allows defining a network topology based on real
road networks and road-side infrastructure, e.g. traffic lights. It
allows to generate realistic mobile traces used by the network
simulator. The latter simulates wireless communication among
vehicles and implements the logic of applications running
on top of VANETs. Current implementation uses SUMO
(traffic simulator) [28] and ns2 (network simulator) [29]. In
addition, we are working on the integration of several security
mechanisms into TraNS.

IX. RELATED WORK

Recent works outline challenges [15], [12], [10], describe
attacks [3], [2], [5], analyzes requirements [8] or proposes
mechanisms [6], [13], [9], [1], present attacker models and
design principles [11], and elements of this architecture [14],
[16].

Our proposal builds upon these efforts, proposing a prag-
matic approach towards securing VC systems.

Other work on architecture includes [25] where the authors
present a layered approach to VC security.

Work on PKI structures for VC systems that also
support privacy protection mechanisms include citefon-
seca07,armknecht07.

In this paper, we have proposed a system model, making a
minimal set of operational assumptions. On the one hand, these
are sufficiently restrictive, to take into consideration salient
features of vehicular communication systems. On the other
hand, they are generic in that they allow for a wide range of
architectures and refinements. Furthermore, we did not dwell
on specific applications, networking protocols, communication
technologies, or cryptographic primitives.

In terms of communications, we provided a general model
that captures the distinctive characteristic of VC, the V2V
communication, but not only (e.g., V2I is also covered). The
model can be satisfied by a range of protocols, including the
the emerging defacto standard, DSRC (Dedicated Short Range
Communications), which is on the IEEE 802.11 technology
and proceeds towards standardization under the name of IEEE
802.11p [?]. Our model can be extended to encompass other
technologies, such as cellular telephony data (an integration
with 802.11 is proposed by [?]) and wireless broadband [?],
as well as directional antennas.

Regarding the adversary model, we outline a family of
adversaries again without considering specific applications and
protocols. Through a careful investigation of the literature,
we find that we cover previously described attacks [2], [15],
[?], [3], [6], [?], [5], [13], [9], [?], [14]. Another advantage
of providing a family of adversary models is that adversarial
behaviors can be composed by any meaningful combination

of those models. This is important as one cannot anticipate in
detail any attack against any (not yet defined) protocol. Finally,
one can classify adversaries according to their sophistication
and thus likelihood to be encountered. We have not provided
such a classification here, yet, our assumption on bounded
adversarial presence or the identification of input-controlling
adversaries, clearly point towards what could be called the
more ’realistic’ or ’expected’ models. A more detailed treat-
ment of this topic, which can also become more protocol- and
application- specific, is part of our on-going work.

The security requirements and design principles we have
presented here are also independent of the system function-
ality. The outlined requirements can be used as building
blocks, but the presented list could have been longer only if
we considered particular protocols and attempted to provide
specifications. The list of design principles could also grow,
in a seemingly straightforward manner, to include principles
such as open design or graceful degradation of performance
in the presence of increasing-strength attacks.

Our investigation in this paper, focused on VC systems, is
largely relevant to other wireless and mobile communication
systems, such as mobile ad hoc networks, sensor networks,
and infrastructure-based wireless networks [?]. Our intention
however is also to identify the elements that distinguish VC
systems from other networking paradigms. Our focus is on
VC, which emerge as a promising technology that draws
world-wide support and has the potential for large-scale de-
ployment. We believe that this paper can be the basis for future
designers of security solutions for vehicular communication
systems.

A. Academic research

The research on IVC security is just starting with few
pioneer papers so far. In [?], Blum and Eskandarian describe
a security architecture for vehicular communications intended
mainly to counter the so-called “intelligent collisions” (mean-
ing that they are intentionally caused). But this is only
one type of attacks and building the security architecture
requires awareness of as many potential threats as possible.
They propose the use of a PKI and a virtual infrastructure
where cluster-heads are responsible for reliably disseminating
messages (by a sequential unicast instead of broadcast) after
digitally signing them; this approach creates bottlenecks at
cluster-heads in addition to high security overhead. Gerlach
[?] broadly addresses security issues in IVC without going
into the details of solutions. Hubaux et al. [?] take a different
perspective of VC security and focus on privacy and secure
positioning issues. They point the importance of the tradeoff
between liability and anonymity and also introduce Electronic
License Plates (ELP), unique electronic identities for vehicles.
Parno and Perrig [?] discuss the challenges, adversary types
and some attacks encountered in vehicular networks; they also
describe several security mechanisms that can be useful in
securing these networks. Raya and Hubaux [?] describe a full
security and privacy framework for VANETs with primary
simulation evaluations of the security overhead. El Zarki et

6



al. [?] describe an infrastructure for vehicular communications
and briefly mention some related security issues and possible
solutions. Other works tackle very specific subjects in VC such
as the use of digital signatures for vehicular communications
or the detection of erroneous data [?].

Table IX-A summarizes the mechanisms used to provide se-
curity features in IVC and compares them with other network
types that are broadly addressed in the literature. It should
be noted here that there exist several mechanisms proposed
for some network types, but we consider the most widely
adopted of these. Thus, for example, we took Pretty Good
Privacy (PGP) as a representative example of peer-to-peer
(P2P) security in the Internet.

B. Industrial projects

There are many completed and ongoing projects on IVC all
over the world. Examples include the Berkeley PATH project
in the USA and the German project Fleetnet. Yet none of
these early projects has considered security aspects of IVC.
To bridge this gap, new projects are allocating part of their
resources to investigate security issues. In the following, we
provide an overview of the most relevant ones.

The IEEE P1609.2/D2 draft standard [1] is part of the
DSRC standards for VC supported by the US Vehicle Safety
Communication Consortium (VSCC). It proposes using asym-
metric cryptography to sign safety messages with frequently
changing keys so that anonymity is preserved. There is no
mechanism proposed for certificate revocation. Instead, cer-
tificates have short lifetimes and are periodically requested
by vehicles through roadside BS, implying the need for a
pervasive infrastructure.

The project NoW - Network on Wheels - is a follow-up
to the Fleetnet project and is based on wireless multi-hop
communication. The working group “Adhoc Data Security”
focuses on security issues, including authentication, authoriza-
tion, message integrity and privacy.

GST is an EU-funded Integrated Project that is creating an
open and standardized end-to-end architecture for automotive
telematics services. The Security subproject GST SEC is
defining an infrastructure for secure telematics applications,
but it does not focus on IVC security.

Security is also among the topics addressed by the Car2Car
Communication Consortium (C2C-CC), a non-profit organiza-
tion initiated by European vehicle manufacturers (Audi, BMW,
DaimlerChrysler, Fiat, Renault, Volkswagen).

The most recent and the only fully dedicated IVC security
project is SEVECOM (SEcure VEhicular COMmunications),
an EU-funded project that focuses on providing a full defini-
tion and implementation of security requirements for vehicular
communications. SEVECOM will focus on communications
specific to road traffic. This includes messages related to traffic
information, anonymous safety-related messages, and liability-
related messages. The following research work is foreseen:
(i) identification of the variety of threats; (ii) specification of
a security architecture; (iii) the definition of cryptographic

primitives which take into account the specific operational
environment.

X. CONCLUSIONS
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