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Abstract

There is a large number of information security awareness programs (iSAP) found in the literature 
with multiple approaches. Considering that the number of security breaches performed by insiders is 
as high as 48%, the effectiveness of such programs is questionable. This leaves a considerable space 
for external, but also internal criminals, to perform and succeed in their attacks, something that can 
cause heavy losses (both economical and less tangible as reputation) to organizations. This thesis 
decided to study some of those iSAP to see their strengths and weaknesses. 

After studying the approaches in focus for this thesis, and following an inductive research method, a 
new model to develop iSAP from a holistic point of view was presented. The solution has been aligned 
with subject matter experts (SME) at “Company X” and with end-users external to that company. The 
model is now ready to be studied empirically in organizations to evaluate its effectiveness.
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NOTE: Program and programme are both found in literature. The thesis author uses mainly program 
but if the source used programme, the author keeps that spelling. The same happens with behaviour 
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Chapter 1 – Introduction

1.1 Background
“Any organization has certain information, assets, and products that vary in scope and value. Some are 
critical to business or government functions, while others are less so. In all cases an organization must 
protect critical assets, products, and information from theft and misuse or risk losing control of those 
assets, etc. The organization can protect its assets in many ways.” (Hubbard, 2002).

Organizations have to focus on three important aspects of information security: Confidentiality-
Integrity-Availability (CIA) in order to be safe (Pfleeger & Lawrence Pfleeger, 2003). One way can 
be technical controls or countermeasures applied to the information systems (IS), another one can be 
related to hardware assets directly, such as implementation of patches or use of firewalls. And others 
can be applied to the human factor since any computer system has to interact with human beings, i. e. 
users, if the system is to do anything useful. (Scheneier, 2000, p. 255). 

Many authors (e. g. Hubbard, 2002; McIlwraith, 2006; Pfleeger and Lawrence Pfleeger, 2003, p. 19; 
Scheneir, 2001, p. 255; Mitnick, 2002) sustain that users are the weakest link in information security. 
In particular Schneier (2000, p. 255) says “People often represent the weakest link in the security 
chain and are chronically responsible for the failure of security systems. … Securing the interaction 
between people and just about anything else is a big problem. … People don’t understand risks.”

As long as people (users) do not understand risks, organizations will be exposed to risks. For people to 
understand risks they need to be aware of which risks there are and what to do when they see a risk. So 
companies need to train and educate their employees. Almost half (48%) of all Information 
Technology (IT) security incidents are related with internal resources, according to an entry in 
eSecurityPlanet Staff (2010) based on the article Insider Security Breaches on the Rise.

One of the measures that organizations have to fight against this figure of 48% of insiders, that have 
provided their passwords and credentials that allow attackers to access sensitive data with minor 
efforts (eSecurityPlanet Staff, 2010), is to put in practice Security Awareness Programs (iSAP). 
Fitzgerald1 says in Hayes (2011) that “security awareness is mandatory for many organizations. … In 
the U.S., such mandates can come from federal and state laws covering government agencies, the 
healthcare industry, financial institutions, educational institutions, and publicly traded companies.”   
iSAP practice is not only limited to regulated branches or location and it is not the exclusive way of 
fighting against security breaches. It is in fact only one of the 139 other security controls that the 
ISO/IEC 27002:2005 Information technology -- Security techniques -- Code of Practice for 
Information Security Management (ISO/IEC 27001:2005b) proposes to organizations. 

  
1 “John Fitzgerald is managing director for SANS Institute’s security awareness business, Securing the 

Human, as well as SANS’ Human Sensor Program, which teaches systems administrators how to be 
detectors of malicious activity in their organizations”. Hayes (2011).
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Even though it is not the only measure available to fight against insiders committing security breaches, 
as much as 74% of organizations have a iSAP, according to the 12th annual Global Information 
Security Survey, Ernst & Young found in Hinson (2010). It is important to note that in the 13th annual 
Ernst & Young Global Information Security Survey2 only 15% of the respondents answered 
affirmatively to the question “We do not have a security awareness program.” Ernst & Young (2010). 
This means that in one year the number of organizations having iSAP in place grew from 74% to 85%. 

1.2 Problem discussion
Despite the fact that 85% of organizations have iSAP in place, the number of recorded security 
breaches performed by insiders is as high as 48%. Is there anything wrong with existing iSAP? How 
can this number of insiders performing activities against the security policies be as high as almost half 
of all the security incidents? Are iSAP inefficient? Ignored by employees? Are employees not 
committed to security objectives set by the organization?  Is the understanding of security objectives at 
the employee level different from at the organizational level?

Here are some weaknesses3 that a few authors write about and relate to existing iSAP: 
• Siponen (2000, p. 31) says that the nature of security awareness issues are “not well 

understood resulting in ineffectiveness of security guidelines or programs in practice”.

• Russell (2002) says that implementing a successful iSAP can be a difficult and almost 
impossible task even for the best-architected programs.

• Puhakainen (2006, p. 10) says that existing IS security awareness approaches have been 
criticized because they lack ground in theories and testable concrete guidance. He also thinks 
that “approaches based on empirical evidence can be considered more credible in terms of 
their practical usefulness and efficiency than approaches lacking such evidence.”

• McIlwraith (2006, p.7) says that “there is no single specific public standard published at 
present that defines security awareness practice.”

• Vera (2011) says that “when they don’t provide value they are ignored, and thus ineffective, 
plain and simple.”

So if current iSAP experience the widely recognized weaknesses presented above, how can 
organizations choose an approach or program that helps to reduce the number of insiders by making 
them motivated to comply with information security? Are existing iSAP facing a problem of lack of 
common definitions? Or is it how iSAP are implemented that creates the problem? Or is it the lack of 
theories behind the content? Or is it the frameworks or the models themselves? 

  
2 The 13th annual Ernst & Young Global Information Security Survey report “is based on a survey of 

nearly 1,600 senior executives in 56 countries and takes an in-depth look at the challenges organizations 

face when it comes to current trends, new technologies used by their workforce and the difficulties of 

trying to protect information while operating in a virtual business environment.” Continuity central. 
(2010).

3 Listed in chronological order.
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Surprisingly it has been found in the literature a high amount of different approaches to iSAP. In fact 
there are many approaches with different philosophies: some include technical measures only, some 
include social and some include a combination. Some are based in theories while some others are not. 
But apparently it does not seem to exist anything like a standard in the field. Despite the existence of 
very many approaches they lack efficiency. Thus this thesis is reviewing and analyzing current iSAP
and ultimately proposing a model that includes a holistic view of the area.

In line with the criticism by McIlwraith (2006) during the literature study, it has been noticed that 
there is not a common vocabulary in respect with iSAP. Some authors talk about models; others about 
frameworks; and some others refer to guidelines, structures, content or frameworks. This thesis 
generalizes these terms to the word ‘approach’. It will use approach to refer to the ideas or philosophy 
related to iSAP presented by each of the authors/sources. This is also how Puhakainen (2006) –one of 
the thesis sources– has referenced it.

1.3 Goal 
The main goal of this thesis is to create a model that from a holistic4 point of view allows 
organizations to develop their own iSAP.

1.4 Purpose
The purpose of this research is to provide a model that helps organizations –of any size and operating 
in any branch– to create their iSAP. The usage of this particular model allows organizations to use a 
model that is not only theory grounded, but also approaches iSAP holistically.

1.5 Scope
The scope of this thesis is the study six iSAP found in the literature. The approaches in focus for the 
research are dated or have been published in years from 1998 to 2006. Some of the approaches are 
studied because of their content and some by their framework.

It is relevant to distinguish different awareness programs that can be created and applied to different 
areas, for instance in industrial and health sectors, the usage of safety awareness programs is extended. 
This thesis focuses in raising awareness on employees in the field of Information Security and nothing 
else.

1.6 Method
The thesis follows an inductive approach since it uses observations to develop general principles about 
a specific subject (Wikipedia, 2011). The research method is qualitative with literature survey and 
questionnaires. The analysis mode is based on hermeneutics, constant comparison and 
phenomenology/heuristic because the thesis studies the texts gathered from the literature review, and 
puts them into the study field context. An extended presentation of the research method can be found 
in chapter 2.

  
4 The word holistic is used in this thesis as “(the theory that the parts of any whole cannot exist and 

cannot be understood except in their relation to the whole) "holism holds that the whole is greater than 
the sum of its parts”.” (Wordnet, 2011).
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1.7 Limitations
The whole work corresponds to 20 full time study weeks which did not allow time to perform a deep 
and detailed empirical study. There was only time for an empirical test or validation with subject 
matter experts (SME) from a particular company (referred as “Company X”) and with end-users 
(external to that one company).

1.8 Target audience
The target audiences of this thesis work are:

1. Organizations with an existing iSAP. 
2. Organizations that do not have iSAP in place but want to have a model to follow for their 

coming program. 
3. Experts in the field that work with iSAP and can find inspiration in the thesis material.
4. The common body of knowledge.

1.9 Outline
This thesis is organized as follows:

Chapter 1: Introduction – Provides an overview on the field of research.

Chapter 2: Research methodology – Is an explanation about why/how research methods are chosen 
and applied in this work.

Chapter 3: Extended background – Introduces key concepts that the reader can need help with.

Chapter 4: Information Security Awareness Programs – Is dedicated to present general information on 
iSAP.

Chapter 5: Approaches to iSAP found in literature – Is the theoretical research of previous literature 
found. It serves as a deeper introduction to the reader that is not familiar with the topics of this thesis.

Chapter 6:  Study and analysis of the approaches – Is the chapter dedicated to analyze existing models 
found in the literature of Puhakainen (2006) and the “new” approaches found in literature after 
Puhakainen’s (2006) publication. The analysis is done by using constant comparison, hermeneutics 
and phenomenology mode of analysis. The Plan- Do-Check-Act (PDCA) model is explained.

Chapter 7: Holistic model for the creation of Information Security Awareness Programs – Is the 
chapter dedicated to build the model suggested as solution.

Chapter 8: Summary of empirical validation – The work created is refined and aligned thru an 
empirical validation with (1) end-users from several companies and (2) subject matter experts (SME) 
from “Company X”. The results of the empirical validation are summarized.

Chapter 9: Analysis of the empirical validation compared to the model – It includes the analysis of the 
empirical validation and discussion. Limitations found along the research process are listed here.  

Chapter 10:  Concluding remarks – Conclusions from the work are included here.
It proposes ideas for future research in the area.
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Chapter 2 – Research 
methodology

2.1 Research approach: Induction
This thesis looks first at theory and later will draw conclusions from an empirical validation therefore 
induction is the research approach that best responds. Induction usually involves qualitative methods 
according to DSV (2004). 

2.2 Qualitative research method
Research method can be described as a strategy of inquire that moves from underlying philosophical 
assumptions to research design and data collection (Myers, 1997). In DSV (2004) there is guidance on 
how to choose a research method depending on the research approach followed. Since this thesis 
follows an inductive research approach, qualitative methods have been chosen. 

2.3 Techniques for Data Collection in qualitative 
research
Following Myers’ article (1997) is discussed that:

“Each of the research methods … uses one or more techniques for collecting empirical data (many 
qualitative researchers prefer the term "empirical materials" to the word "data" since most qualitative 
data is non-numeric). Qualitative data sources include observation and participant observation 
(fieldwork), interviews and questionnaires, documents and texts, and the researcher’s impression and 
reactions.  Written data sources can include published and unpublished documents, company reports, 
memos, letters, reports, email messages, faxes, newspaper articles and so forth.” 

He explains the distinction in data sources “between primary and secondary sources of data.” As 
primary sources Myers, defines unpublished data, typically collected from “the people or organization 
directly”. Whereas “secondary sources refers to any materials (books, articles etc.) which have been 
previously published”. 

Myers (1997) categorization of types of qualitative methods follows DSV (2004) categorization too. 
For DSV the categorization is simpler and they give the following: interview, observation and 
literature survey.

Independently of a more complex approach (Myers, 1997) or a simpler one (DSV 2004), this thesis 
uses basically two techniques to collect materials: 

1. Secondary data sources in terms of published books, articles and the Internet that will help the 
author to present an extended background and understand the mainstreams in the field.

2. Primary data sources for the empirical validation of the model in terms of pre-submitted 
questionnaires with (a) experts from “Company X” and (b) end-users external to “Company 
X”. 
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2.4 Mode of analysis 
“Although a clear distinction between data gathering and data analysis is commonly made in 
quantitative research, such a distinction is problematic for many qualitative researchers. For example, 
from a hermeneutic perspective it is assumed that the researcher's presuppositions affect the gathering 
of the data – the questions posed to informants largely determine what you are going to find out. The 
analysis affects the data and the data affect the analysis in significant ways. Therefore it is perhaps 
more accurate to speak of "modes of analysis" rather than "data analysis" in qualitative research. These 
modes of analysis are different approaches to gathering, analyzing and interpreting qualitative data. 
The common thread is that all qualitative modes of analysis are concerned primarily with textual 
analysis (whether verbal or written).” (Myers, 1997).

An extensive categorization of qualitative modes of analysis done by Ratcliff, D. (n.d.) in his paper 
“15 Methods of Data Analysis in Qualitative Research” is this one:

• Typology, taxonomy, constant comparison/grounded theory, analytic induction, logical 
analysis/matrix analysis, quasi-statistics, event analysis/microanalysis, metaphorical analysis, 
domain analysis, hermeneutical analysis, discourse analysis, semiotics, content analysis, 
phenomenology/heuristic analysis, and narrative analysis.

These 15 methods are shortly described below:

Typology is seen as a classification system.
Taxonomy is a sophisticated typology since it includes several levels of concepts.
Constant comparison/grounded theory is about comparing to find consistencies and differences.
Analytic induction looks at events and develops a hypothesis of what happened.  Look into a new but 
similar situation and see if the hypothesis is valid. If it is not valid, review the hypothesis.
Logical analysis/matrix analysis uses “flow charts, diagrams, etc. to pictorially represent these, as well 
as written descriptions.” (Ratcliff, n. d.)
Quasi-statistics is a kind of enumeration to estimate frequency.
Event analysis/microanalysis is oriented to video and film because it has emphasis at finding specific 
boundaries, similar to frame analysis.
Metaphorical analysis is about finding metaphors and evaluates how well they fit.
Domain analysis reflects semantic relationships describing the social situation and the cultural patterns 
within it.
Hermeneutical analysis makes sense of written texts. It uses the context (time and place) to understand 
the current situation.
Discourse analysis is the analysis of ongoing flow in communication.
Semiotics analyses signs and symbols.
Content analysis looks at emerging themes inside documents, speech and/or text.
Phenomenology/heuristic analysis reflects how individuals picture the world.
Narrative analysis is about stories that a person shares. It can involve study of literature, diaries and 
folklore.

This thesis is focused in constant comparison, hermeneutics and phenomenology. These modes of 
analysis fit this study as (1) constant comparison is about comparing to find consistencies and 
differences; (2) hermeneutics is making sense of a written text, according to Ratcliff (n.d.); and (3) 
phenomenology/heuristic analysis reflects how individuals picture the world. And that is how the 
author will analyze texts found in the literature survey since these are the ground to the author’s 
underlying philosophical assumptions.
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2.5 Empirical validation
When the solution is proposed, an empirical validation is performed. The objective of the validation is 
to align the solution with experts in the field and end-users. By collecting opinions from experts at 
“Company X” and end-users from several different companies, the author of the thesis is able to make 
general statements on how well the solution proposed solves the problem discussed. However, this 
empirical validation is at no means to be considered an empirical study. To setup a full empirical study 
goes beyond the scope of this thesis, as the time necessary to perform such a study is longer than 20 
weeks which were allowed for this thesis.

2.6 Work procedure during the research
During the research the following activities were performed:

1. Pre-study: short pre-study in the literature to start coming in contact with materials and to see 
what iSAP were available. 

2. Search in the literature: This was done partly using the Internet and partly at the Stockholm’s 
University (SU) library. The articles from journals referenced were accessed thank you to the 
electronic resources available to all SU’ students. Some other books were found in Google 
Scholar; these books are referenced as Google book.

3. Review the literature: when material was collected and after a selection, the review of it 
started. The criteria to select the literature were that: 

a. The information had a credible meaning and
b. Materials that did not look serious enough were left out. 

4. Hermeneutical and phenomenological analysis of models for iSAP: Once the material was 
reviewed and the relevant approaches were identified, the analysis was performed.

5. Development of an own approach: After analyzing the approaches, the thesis developed the
proposed solution.

6. Validating the model proposed through primary data sources by means of questionnaires with 
experts and practitioners: The approach developed as a result from the thesis was sent to a 
number of subject matter experts (SME) inside “Company X”. The purpose of this step is to 
collect insights and opinions of practitioners in the field. At the same time, end-users external 
to “Company X” were also requested to answer a questionnaire. The questionnaires for the 
two groups of respondents were different. This was done because the most difficult part is to 
get touch with SME; as the thesis author works at a company with iSAP, she decided to 
include their views. To broaden the scope of the empirical validation, the author decided to 
ask external end-users about their views or experiences with iSAP. The reason for not using 
“Company X” internal end users is that the author wanted to have input that was broader than 
one particular company. To come in contact with end-users was an easier task than to come in 
contact with SME.

Ethical considerations: The respondents contacted were particularly chosen but all of them 
were guaranteed anonymity.

7. Drawing conclusions: At this point, the thesis author can draw general conclusions on the 
research achievements.
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2.7 Validity and reliability
This research is fundamentally theoretical and oriented to analyze the structure and content of existing 
iSAP. 

The thesis work culminates with the presentation of one holistic model that hypothetically would lead 
to achieving better results at organizations of any kind; but the test (in terms of an empirical study) of 
this hypothesis and of the model itself are beyond the scope of this thesis.
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Chapter 3 – Extended background

This chapter introduces key concepts and ideas that will be later used in the thesis. It begins with a
discussion on the role of humans in information security. The importance of the information security 
policy and its relation to iSAP is discussed secondly. Finally there is a section for introducing relevant 
definitions for the reader such as what is information security, awareness, information security 
awareness and the security awareness programs. 

3.1 Human factor’s role in information security
As presented in the background of chapter 1 Introduction, humans are the weakest link in information 
security.  And there are many sources that agree on this (Hubbard, 2002; McIlwraith, 2006; Pfleeger & 
Lawrence Pfleeger, 2003; Mitnick, 2002).  But why is this so? Well it is due to the nature of human 
factors. In his book Schneier (2000) dedicates one whole chapter – chapter 17– to discuss about the 
“The Human Factor” where he discuses around six aspects of the human problem, i. e.:

• Perception of risks by humans:  People don’t understand risks; they don’t know how to 
analyze risk; and they can’t look at vulnerabilities and make an intelligent decision about how 
risky the situation is. Even with the adequate amount and right kind of information, humans 
will have trouble evaluating risks. 

• Exception handling: Refers to how humans handle those situations that rarely happen. An 
example is for instance when a system makes a mistake the user didn’t expect, he/she would 
not know how to react or what to do. This leaves a possibility for a bad guy5 to force a system 
to an awkward situation and when the human doesn’t know how to act there is room for the 
bad guy to perform an attack. 

• Human – computer interface: Refers to how humans trust computers and why it can be 
dangerous to do so. The most insecure system is the one that is not used because the security 
in it is so irritating.  Users want to get their jobs done and are ready to bypass any security 
mechanism that interferes and causes inconveniences and constraints (Parker, 2002; Schneier,
2000). The easiest security is visible to the human being because he/she has to interact with 
the security of the system and make a decision upon it.

• Human – computer transference: Refers to uselessness of requesting humans to take intelligent 
security decisions. “The fundamental problem is that you have no idea what the computer is 
actually doing when you tell it to do something.” (Schneier, 2000). 

• Malicious insiders are dangerous. Yes they are dangerous because the organization trusts them 
and often “no amount of computer security can prevent these attacks (although good audit 
mechanism can often determine the guilty parties after the fact).” (Schneier, 2000).

• Social engineering is explained as the persuasion of one person to do what the engineer wants
(see also section 4.4). This is effective and it bypasses any technological countermeasure. “It 
goes straight to the weakest link in any security system: the poor human being trying to get his 
job done, and wanting to help out if he can.” Schneier (2000) says that this kind of attacks will 
always work because even if humans get some security training and are alert for the bad guys 
(hackers) they still don’t understand the security of the system and/or how clever the attack 
can be. After all, the human only wants to do his/her job and be helpful.

  
5 Bad guys are also referred as external hackers: are those persons that do not belong to the organization 

and are constantly seeking for the best opportunity to perform an attack. 
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But there is one aspect that can be questioned from Schneier’s (2000) ideas, in particular the exception 
handling statement about humans not being able to react to unpredicted situations. If there is anybody 
or anything able to react to unplanned situations that is the human being. It is, on the other hand, the IS 
that have limited capacity to know (Pangaro, 2011) or react as they have a limited set of options to act 
upon depending on the system objectives. This can be put into cybernetic context where Pangaro 
(2011) explains the cybernetic approach as an unavoidable limitation of what we can know. IS are 
designed by humans and therefore the system will know as much as a human does (ibid) and it is 
limited to the objectives or goals for which it was designed eliminating any kind of “own” thinking. 
This is connected to systems of second order in cyber systems where a system output is the response to 
the combination of the states it has pre-defined. Still Pangaro (2011) sustains that cybernetics might
lead to the construction of intelligent artifacts that are at the same level complexity of the human brain.

Another aspect to take in consideration when working with human beings can be cultural matters. In 
modern times and after the rapid globalization progress in organizations, it is not realistic to forget 
about cultural issues in workforces. Not less, when the organizations develop one iSAP, they should 
not forget about the fact that the target audience has different background, culture and understanding
of information security matters.   

3.2 Importance of the security policy in relation 
to iSAP
Security policies have different meanings to different persons/organizations (Wulgaert, 2005, p. 17). 
However the important thing is that all organizations have such a document; either the approach is top 
down or bottom up (ibid).  Wulgaert (2005) explains the top-down approach in terms of a pyramid 
where the security policy document is on top, the security standards are in the middle and the security 
procedures are at the bottom. A similar classification is also used in Pfleeger and Lawrence Pfleeger 
(2003) albeit they do not call it top-down approach. By adopting a top-down approach the security 
policy document is a high level document that is more time independent; whereas the mid and bottom 
part of the pyramid is closer to the organizational and technology changes. This means that the 
security standards and procedures must be updated more often. 
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See the graphical depiction of the top-down approach presented by Wulgaert (2005):

Figure 1 – Security Policy Documents Framework. Source: Wulgaert (2005)

If the organization adopts a bottom-up approach usually this is achieved by producing a single
document, handbook or manual that contains both policies, standards and procedures. The positive 
side of this approach is that it is easier to produce as the manual is a mixture of documents. But the 
negative sides according to Wulgaert (2005) are: (1) Change management and version control can be 
difficult as manual has a dynamic life. (2) If a procedure changes, the manual needs to have a new 
version (important to compare to the top-down approach where only the particular procedure would 
change and the rest of documents would still be valid and up to date). (3) The security classification is 
difficult or impossible to follow since the manual combines all security documents in one 
independently of the need-to-know basis of the audience target. If the top-down approach is adopted, 
documents that are confidential classified will only be disclosed to the right audience and not to 
everybody as a whole.

According to Wulgaert (2005) the security policy document is defined as:

Not so differently Schneier (2000, p.308) recommends to have a security policy that ties everything 
together. His definition of policy is quite simple: “It defines the aims and goals.” (ibid.). He also 
brings up the relationship between policy and threats and between tactics and strategy. Policiesare 
there to fight against threats: no threats, no need for policies – very simple. But so far it is clear that 
there are threats in our organizations, therefore policies are needed.  Accordingly the security policy is 
a framework to decide, select and implement security controls against these threats (ibid.). Security 
controls are tactical measures whereas security policy is all about strategy according to Schneier 
(2000, p.308).  He also argues the fact that you can only expect engineers to behave coherently only if 
there is a unified policy that they follow. In addition to the simple definition above in this paragraph,
he writes: “A clear, concise, coherent, and consistent policy is more likely to be followed.” (ibid.).  
Lastly Schneier (2000, p. 309) writes “the security policy needs to outline “why” and not “how”. The 
hows are tactics: the countermeasures.” 
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So after the previous definitions, this thesis advocates for top-down approaches to security policies 
and defines the policy document as: 

A high-level document that brings a holistic picture over the aims and goals in information security 
(following the CIA triad) of the organization and it explains in a clear, concise, coherent and 
consistent way why the whole organization has to follow the security criteria.

The information security policy is therefore that framework where organizations setup initiatives to 
fight against threats; it is then necessary to include a statement about the intention the organization has 
towards information security awareness and iSAP. This is vital as it shows how much the organization 
cares for raising awareness amongst their employees. By doing so, employees will likely be more 
predisposed to understand that initiatives regarding iSAP are supported the organization security 
policy.

3.3 Relevant definitions
In this section relevant definitions are explained so that the reader can follow the rest of the work.

3.3.1 Information security

Information security is often described and related to the triad Confidentiality – Integrity –
Availability (CIA) (Stewart, Tittel, & Chapple, 2004, p. 154; Harris, 2005, p. 55; Schneier, 2000, 
p.121). Each of the dimensions in this CIA triad represents a fundamental objective to information 
security (Cipp Guide, 2011). See the CIA triad depictured below:

Figure 2 – The CIA triad. Source: I.S.S.G.W. (2011).



13

These elements are described as:

• Confidentiality is “that information is not made available or disclosed to unauthorized 
individuals, entities, or processes.” (ISO/IEC 27001:2005a). Confidentiality is closely related 
to privacy as data should be only available to those parties that need to access the information 
(Cipp Guide, 2011).  Hacking and social engineering are examples of how a breach in 
confidentiality can take place (Cipp Guide, 2011).

• Integrity protects the “accuracy and completeness of assets.” (ISO/IEC 27001:2005a; Casmir, 
2005). Cipp Guide (2011) adds also the fact that data integrity refers to information not 
tampered during or after submission.   

• Availability is the “property of being accessible and usable upon demand by an authorized 
entity.” (ISO/IEC 27001:2005a). In any business there are critical systems that often demand a 
high availability capacity and redundant solutions.  These systems “are accessible at all times 
and have safeguards against power outages, natural disasters, hardware failures and systems 
upgrades.”  (Cipp Guide, 2011). “Ensuring availability also involves preventing denial-of-
service attacks.” (I.S.S.G.W, 2011).

3.3.2 Awareness

A basic and rough definition of awareness is given by Alred (2001) and Rudolph, Warshawsky and 
Numkin (2002) being: aware can be defined as “being alert to danger signals and responding quickly”.

The simple definition above is still valid today, but let’s find other more suitable definitions that can 
be connected to IS. 

Wulgaert (2005, p. 9) writes like this: “The Chambers 21st Century Dictionary explains awareness and 
being aware as follows:

Awareness—Noun, the fact or state of being aware or conscious, especially of matters 
that are particularly relevant or topical
Aware—Adjective:
1. Acquainted with or mindful of it or them (often aware of something or
someone)
2. Conscious that... (aware that ...)
3. Well informed

In the context of security awareness, the term “awareness” needs to be comprehended and used in its 
strictest meaning, i.e., the combination of the three definitions of being aware.” And his definition of 
awareness is the following:

Also NIST (2011) gives this definition:
“Awareness is not training. The purpose of awareness presentations is simply to focus attention on 
security. Awareness presentations are intended to allow individuals to recognize IT security concerns 
and respond accordingly.” (NIST SP 800-16, 1998; NIST SP 800-50, 2003).
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Therefore this thesis defines awareness simply as a means to become conscious, have understanding 
and act accordingly on a particular issue – in this case with IS.

3.3.3 Information security awareness

There are several definitions of security awareness. 

Wulgaert (2005, p. 115) defines it as “The extent to which every member of an organisation and every 
other individual who potentially has access to the organisation’s information understand:

• Security and the levels of security appropriate to the organisation
• The importance of security and consequences of a lack of security
• Their individual responsibilities regarding security (and act accordingly)

(Based on the definition for IT security awareness as defined in Implementation
Guide: How to Make Your Organisation Aware of IT Security, European Security
Forum (ESF), London, UK, 1993)”

“Security awareness is fundamental to all activities that protect computer resources.” Native 
Intelligence, Inc. (2000, referenced in Sustaita, 2001). 

Figure 3 – Security Awareness: A Sound Business Strategy. Source: Native Intelligence, Inc. (2011)

“The best way to achieve a significant and lasting improvement in information security is not by 
throwing more technical solutions at the problem — it's by raising awareness and training and 
educating everyone who interacts with computer networks, systems, and information in the basics of 
information security.”  Native Intelligence, Inc. (2011).

Siponen (2000) refers to it as a ”state where users in an organization are aware of – ideally committed 
to – their security mission.” 

Therefore this thesis defines security awareness as a means to become conscious, understand and act 
accordingly on a particular issue – in this case on information security.
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3.3.4 Information security awareness programs

According to Hayes, B. (2011) “is meant to keep security training fresh in the minds of users and 
develop sensitivity to security threats.” 

Interestingly Kaur (2001) stresses that a good iSAP is that one that” highlights the importance of 
information security and introduces the Information Security Policies and Procedures in a simple yet 
effective way so that staff are able to understand the policies and are aware of the procedures.” This 
statement is directly connected to what was written above in the importance of the security policy in 
iSAP.

For this thesis iSAP is defined as a combination of three aspects: awareness, training and education
and their relationship to information security. This follows the philosophy of the continuum learning 
found in NIST SP 800-16 (1998) and DAISA (Casmir, 2005) which will be explained later, see section 
6.2.
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Chapter 4 – Information Security 
Awareness Programs

After having discussed the most critical terminology and the information security framework in the 
previous chapter; this chapter concentrates on both details and general information on iSAP. It begins 
with the objectives of iSAP; secondly come the models to manage iSAP; thirdly come the techniques 
and tools that can be used to develop security awareness; in fourth section there is a list of relevant 
topics for iSAP and finally the potential benefits that organizations can achieve with iSAP.

4.1 Objectives of iSAP
“The objective of any awareness program is to draft a plan that defines exactly how corporate 
information assets are defined, who uses them and what steps must be taken to protect them.” 
(Desman, 2002, p. xvi).

According to Puhakainen and Siponen (2010) one of the key objectives is the “communication 
sanctions for noncompliance by the employees and review IS security policies for employees.”

Wulgaert (2005) sustains that iSAP strives to change behaviour and organizational culture; it also 
promotes an intuitively secure behaviour. 

This thesis agrees on that all the above objectives should be the target for an iSAP.

4.2 Models for management of iSAP
NIST SP 800-50 (2003) gives an overview of three models that can be used to manage iSAP.

Model 1: Centralized policy, strategy and implementation
This model is fully centralized. There is a central function that is totally in charge of the iSAP. Budget 
is also controlled by this central authority. 

Even though communication is bi-directional, the central function communicates the policy directives 
to the organizational or business units. In return the organizational units collect data and send it to the 
central authority for “fine-tune, add or delete material, or modify the implementation method(s).” 
(NIST SP 800-50, 2003, p. 12).

It is usually used by organizations that: (1) are relatively small or have a high level of centralized IT 
functions; (2) the central party has the necessary resources, expertise and knowledge about the units;
and (3) most of the business units have a common mission and operational objectives.  
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Model 2: Centralized policy and strategy, distributed implementation
This model is partially decentralized as the policy and strategy are responsibility of the central 
function whereas the implementation, budget and training plans are left in hands of the organizational 
units. 

As in model 1, the communication between parties is bi-directional: central function communicates the 
policy and strategy and organizational units report back on budget, status and progress reports. The 
central organization can ask the units to report also in number of employees left to attend awareness 
and training sessions or to describe lessons learned from a particular unit so the central function can 
share this with other units. 

Organizations that want to follow this model are usually: (1) relatively large or with high-level of
decentralized functions or departments that have clear responsibilities both on the central and units; (2) 
functions are geographically spread over a wide area; and (3) the functions or department have 
different mission and objectives so that the iSAP must be unit-specific.

Model 3: Centralized policy, distributed strategy and implementation
Fully decentralized model where only a broad policy is developed by the central organization. It gives 
any other responsibility to the organizational units: each department is free to develop their own 
training plans and a unit-specific policy, strategy and budget are also on the units hands.

Communication is also bi-directional: the central function communicates the broad policy and budgets 
for each unit. The central organization provides guidance to the units and requires periodic feedback 
from the units. 

This model is usually used at organizations that: (1) are relatively large; (2) functions are widely 
spread over a geographical area; and (3) have almost autonomous organizational units with totally 
different mission and objectives from each other so that the iSAP are enormously different.

Each organization should choose a model depending on (1) the size and geographic dispersion; (2) 
organizational roles and responsibilities; and (3) budget allocations and authority (NIST SP 800-50, 
2003). However NIST has preference for the centrally and semi-centralized model as they state that 
the totally decentralized model is like “throwing the program over the wall” with little or no 
accountability.” (NIST SP 800-50, 2003, p. 15).

4.3 Techniques and tools used to develop security 
awareness
This section presents techniques to disseminate awareness messages across organizations and tools 
used. This is a list of common techniques and tools that was composed from materials from two 
sources: (1) NIST 800-50 (2003) and (2) Computer Security Handbook (Rudolph et al., 2002). The 
full materials are found in Appendix D if the reader is interested in further reading.



19

Following are the techniques and tools that this thesis puts in common and refers as the more 
important ones:

• Posters: the content of the poster can be pretty much anything and it is up to the iSAP
responsible to choose a single but relevant message to be transmitted to the users. 

• Videos: are useful materials that can be provided as start point. These can be used in training 
sessions or published on the intranet in an attempt to get widely spread and watched.

• Publications: include all sort of messages to users – emails, welcome scripts at login, 
screensavers, post-it notes, magazines, pamphlets (paper or electronic based).  

• Training sessions: can have multitude of formats and platforms. Sessions can be face to face 
with the instructor in a classroom or web-based. Web-based training is becoming more used, 
as seen above, because it is cheaper for those organizations that are widely geographically 
spread. Those web-based sessions can be interactive or not. When the latter, it allows the users 
to proceed at their own tempo and adjust them to their agendas.
A lot of the awareness material is delivered in training sessions. For those sessions that are 
instructor led here are a few tips: use stories and examples; ask questions to involve the 
audience and keep them awake.  For those sessions that are web-based here are a few tips: use 
failure, ask questions to check up on attention. For both kind of training sessions: use logos, 
images, themes, humor, analogies, metaphors or similes; take advantage of the circumstances; 
be surprising and obtain user acknowledgment and sign-off. 

• Events such as security days, conferences, briefings or presentations are commonly raising the 
level of awareness.

• Awards: after participation in contests, wizards or similar. This helps to sustain the buy-in 
from the users alive.

However it is important to emphasize that this is far from being a complete list of techniques and 
tools. Extensive materials are in Appendix D.

4.4 List of possible topics to be included in iSAP
Every iSAP has a list of topics that are placed in focus for just that particular program. In the third 
paragraph starts a presentation of common topics collected from three different sources: (1) SANS 
Securing the human program blog6 (2011), (2) NIST SP 800-59 (2003) and (3) Rasmussen (2005). The 
specification of each of the sources is found in Appendix B.

The reason for choosing these sources has been that it is interesting to observe how the hot7 topics 
change along time. Comparing and analyzing list of topics from sources published around the same 
years would probably not give an idea about development in the field. For this analysis, the thesis 
chose something “old” and that is NIST publication from 2003 then something “new” was chosen and 
that is SANS blog from 2011. Then another publication in between was chosen to see evolution in 
smaller steps and that is Rasmussen from 2005. It has to be recognized that NIST SP 800-50 (2003) 
has the most comprehensive list of topics in all literature reviewed and most of them are still 
interesting for nowadays threats.

  
6 The SANS Securing the human program is developed and maintained by Lance Spitzner who works 

fulltime for SANS since August 2010. Further healthy information on security awareness can be found on 
Spitzner’s blog at: www.securingthehuman.org/blog 

7 Topics that are hot or actual in 2003 are not hot anymore in 2011.
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In the three sources studied mentioned above, there were three topics in common: social engineering,
passwords and what to do when an incident has happened. The fact that social engineering is found in 
the three sources is not surprising because social engineers have been around for long. At least, social 
engineers have been acting since 1978. In his book The Art of Deception, that is a collection of stories 
relating attacks performed by social engineers, Mitnick (2002) writes a story of a guy who in 1978 
robbed over $8 million and could get away with it; and the guy was nothing else but a social engineer.
Social engineering is described as: “getting people to do things they wouldn’t ordinarily do for a 
stranger.” (Mitnick, 2002, p. xi).

Passwords have been in use since ancient times according to Wikipedia (2011) therefore is not 
surprising a common topic to all three sources. Passwords protect information by authorizing/not 
authorizing access to that information. If password is revealed to unauthorized resources, then 
information is compromised and accessed by somebody that did not have permission to access it in the 
first place. Thus it is vital for users to protect their passwords, furthermore it is crucial that users are 
aware that passwords are such valuable information that they should remain secret and not be shared at 
any time.

The third common item refers to how users should report the fact they have been attacked or that they 
are aware of a security breach happening. This is undoubtedly one of the main goals of any iSAP: that 
users report issues so that the organization knows what is going on. The reporting routines should be 
very clear to all users and the organization is responsible for maintaining the process updated at all 
times. 

After these three topics, there were a few more items/topics that were found in two of the three sources
studied. Those seven topics found in more than one source were considered relevant too and included 
in the analysis and in the list of proposed topics created by this thesis. 

Emails and Instant Messaging (IM): In emails and IM is important to be observant for suspicious 
attachments and think before opening them; links that invite the user to click into the link and follow 
some instructions, a.k.a. phishing; and/or any type of unknown emails.

Backup and storage: following a centralized or decentralized approach but users have to be aware 
that following the backup and storage policy can save them from losing all their information saved on 
their local machines.

Browsers have become the primary point of contact with the Internet and suppose a vulnerable target 
to attackers (SANS Securing the human blog, 2011) therefore users should be aware that their web 
browser needs some care: updates, minimize plugins, check URLs to avoid phony sites, and have an 
antivirus scanner for downloads. Also the organization must decide what kind of browsing is allowed 
and what kind is not. In NIST SP 800-50 (2003) monitoring the users activity or surfing is included 
under this domain, but the thesis considers that the item falls better under the acceptable use policy 
domain (which is described below).

Mobile devices have evolved fast in the latest years and more and more employees are using these 
devices to read organization emails and save other data. This means that employees can carry around 
all kind of corporate information in their handheld mobiles, some of the information could be 
confidential and of high value. Thus a policy on mobiles devices can provide clearer principles on 
both physical and wireless security. SANS Securing the human blog (2011) discusses in addition the 
fact that some organizations allow their employees to use their private mobile devices for work usage
which creates a new dimension to the mobile devices world. By allowing this practice, organizations 
should make sure that the user is following all corporate policies on mobiles even for their private 
mobiles; if not the organization is at great risk because the mobile is completely vulnerable.

Encryption is according to SANS Securing the human blog (2011) a topic that is on the technical path 
but still they recommend to include it in the iSAP. It can have a lot of meaning for users to understand 
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how encryption works and to learn what has to be encrypted and what can be an exception to the 
encryption policy if the organization wants them to use encryption up to the right level. NIST SP 800-
50 (2003) includes also encryption in their proposal of topics but they link this topic under the same 
domain with transmission of sensitive/confidential information over the Internet. This thesis dedicates 
one domain only to how to handle confidential information.

Acceptable Use Policy (AUP): In SANS Securing the human blog (2011) the ninth top hottest domain 
is called “Monitoring / AUP” and they include ideas for monitoring employees as long as this 
monitoring activity is communicated to each of the employee. In contrast NIST SP 800-50 (2003) 
includes the monitoring of users in the web usage domain. This thesis proposes to have the latter 
included in the above domain Browsers and it advocates to create an AUP where users can find a 
template on what is allowed and what is not. This can be compared to a kind of “do and don’t list” that 
specifies more exact actions. 

In NIST SP 800-50 (2003) there are a few topics that can also fall under this domain: “personal use 
and gain issues – systems at work and home”; “Personally owned systems and software at work – state 
whether allowed or not (e.g., copyrights)”; “Software license restriction issues – address when copies 
are allowed and not allowed”; and “Supported/allowed software on organization systems”.  

Confidential/sensitive information: This kind of information needs special treatment: in the 
transmission (NIST SP 800-50, 2003) and its destruction (Rasmussen, 2005). In the transmission of 
confidential data, encryption can be required if the policy says so. When this information 
(independently of the media) has to be destructed, it has to be destructed in a particular way and 
always following instructions in the security policies. But it also requires that users know that the 
information is classified as such, i. e. employees must learn to recognize confidential information. If 
data classification schema is not known, users have no chance to act accordingly creating a vulnerable 
space.

PC security: PC, laptops or workstations must be secured. But a PC is not worthier than the 
information it contains. With this principle in mind, secure PCs accordingly. For instance, encrypting 
a PC that contains only information that is published on the external website of the organization has 
not much value.  

Virus: Both NIST SP 800-50 (2003) and Rasmussen (2005) include an entry for protection from virus. 
NIST SP 800-50 (2003) additionally includes reference to worms, Trojan horses and malicious code. 
To protect against these threats, routinely scanning and updating the definitions of the antivirus 
software is needed. SANS Securing the human blog (2011) do not include anything on virus, which 
could be an example of how perception of threats, particularly on virus, changes along the time.

There were two topics found in SANS Securing the human blog (2011) that require particular 
mention: “social networking” and “You Are The Target”.  These two items are relatively new and they 
refer to our social lives on the social networking services (SNS) era that started at the end of 1990’s 
(Wikipedia, 2011). The biggest breakthrough in the field is Facebook, launched in 2004 and has since 
then become the largest social network (ibid). This boom after year 2004 could explain the fact that 
only SANS Securing the human blog (2011) incorporates them in their list of topics. It is the usage of 
organizational assets to access SNS and the risks this brings for organizations that should be addressed 
in the iSAP since most organizations allow it and people do use organizational resources in the social 
networks.
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The topic “You Are The Target” can be connected to Time Magazine published on 25 December’s 
number in year 2006. Each year Time appoints one person as the “Person of the year” for something 
extraordinary that person did during the year. On 2006, Time decided that You (we all) deserved this 
nomination. This nomination was due to how much information each of us controls in this era of the 
Information Age (Grossman, 2006). We: humans, users and employees have become one new target 
for bad guys. And what is more, according to SANS Securing the human blog (2011) we are target 
number one (see in appendix B the hottest top ten classification made by SANS). Therefore because 
these two items have become relevant in our days are also proposed to be included in any iSAP. 

Figure 4 – Person of the Year 2006. Source: Time (2011)

Taking in consideration the three sources from the literature, this thesis synthesizes proposes a list of
14 topics that any iSAP should consider including. But the final selection of topics should be always
chosen according to business needs:

1. “You Are The Target”
2. Social Network Services (SNS)
3. Social engineering
4. Passwords
5. Reporting incidents
6. Emails and IM
7. Backup
8. Browsers
9. Mobile devices
10. Encryption
11. AUP
12. Confidential/sensitive information
13. PC security
14. Virus, worms, Trojan horses and malicious code
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One general recommendation, in line with what SANS Securing the human (2011) says about “doing 
more harm than good”: it is important to carefully think about the topics, and only include those that 
will help users and to avoid such other topics that create confusion. 

4.5 Potential benefits for iSAP
There are a number of aspects that companies can benefit from iSAP, some directly and some 
indirectly. Potential benefits are many (see lists below), and important to present for stakeholders 
when the iSAP is in early stages of its life. If those persons taking decisions inside the organization 
know about the benefits for iSAP, it increases the chances for:

1. Obtaining funding.
2. Obtaining management support from start.

See below benefits proposed by two different sources.

1) According to ENISA (2006, p. 17) the benefits are: 

• Provide a unique focal point to drive, improve coordination and effectiveness in the 
awareness, training and educational activities.

• Important recommendations needed to secure assets get communicated.
• Provide information in the field of information security to the target audience of the iSAP.
• Employees become aware of their information security responsibilities.
• Motivate employees to follow the recommendations.
• Create a stronger information security culture.
• Enhance “consistency and effectiveness of existing information security controls and 

potentially stimulate the adoption of cost-effective controls.”
• Help minimize the number and extent of security breaches this reduces costs directly (e.g. 

information leakage) and indirectly (e.g. reduced number of incidents to investigate).
2) According to Native Intelligence, Inc. (2011) the benefits with iSAP are:

• Provides better asset protection.
• Improves morale of employees.
• Saves money to the organization.
• Gives a competitive advantage as well as protects and enhances the organizations brand and 

reputation.
• Protects customer and organizational information.
• Reduces the potential for fines and law suits and mandatory audits.
• Reduces C-level executive exposure to prosecution.
• Facilitates disciplinary or legal action against those non-compliant.
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An analysis of the data presented, where benefits can be synthesized and classified into direct and 
indirect benefits for organizations, is:

Potential direct benefits:
• Making users aware and motivated to comply with their information security responsibilities. 

This is something that can impact the organizational culture and change of behaviour. 
• Communication of important recommendations to target audience.
• Provides better asset protection what in turn protects both organizational and customer 

information. Because employees are instructed how to work with assets in a way that avoids 
security breaches such as information leakage. 

• Saves money to the organization directly by, for instance, reducing the amount of security 
breaches. Or by adopting more cost-effective controls that the iSAP potentially stimulate. 

• ENISA( 2006) proposes as a benefit that iSAP provide a unique central point for driving thru 
initiatives and improvements on coordination and effective activities. But this particular 
statement is questioned by the thesis author. This will depend on the model chosen (see 
section 4.2): centralized, semi or decentralized. Thus to say that iSAP provides a unique 
central point that drives initiatives depends on the model chosen at the organization. What is 
not questioned is that by implementing an iSAP there is higher probability that the activities 
can be better coordinated and more effective.

Potential indirect benefits:
• Can reduce the potential for fines, law suits and mandatory audits: When employees act 

according to security policies it can increase compliance with regulations which reduce the 
probability for fines and law suits. According to Native Intelligence, Inc. (2011) if an 
organization fails for a data breach, the Federal Trade Commission8 (FTC) can require the 
organization to undergo annual security audits for up to 20 years after the incident happened.

• Reduces C-level executive exposure to prosecution: C-level refers to Chief Information 
Officer (CIO), Chief Financial Officer (CFO), Chief Executive Officer (CEO), etc. When the 
organization has good control over compliance with regulations, it reduces the chances that 
management will incur into problems. 

• Facilitates disciplinary or legal action against those who are non-compliant with security 
policies as the iSAP can register which users have passed the line, for instance as web surfing 
is monitored, access to unauthorized websites can be objective for legal actions against an 
employee.

Now that details on iSAP structure, content, measures and potential benefits have been presented and 
discussed, let us look at the existing iSAP models that were found during the literature survey.

  
8 http://www.ftc.gov/
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Chapter 5 – Approaches to iSAP
found in the literature

This chapter begins by reviewing and examining approaches to iSAP found in a particular literature 
source: Puhakainen (2006). These approaches are referred as the “old” approaches. In this first section, 
the author explains the framework for analysis that Puhakainen uses as a first level classification. Then 
Puhakainen (2006) organizes 59 IS awareness approaches in terms of a second level classification. In 
the second section of this chapter, the author explores and classifies using Puhakainen’s own 
taxonomy, the approaches found in the literature after the publication of Puhakainen (2006). In that 
classification the thesis author own approach is included. The latter approaches are referred as the 
“new” approaches.

Here, presented in a chronological order, are approaches that will be studied. The author has numbered 
them to make it easier for the reader. Approaches (1) to (3) are the ones found in Puhakainen, also
called “old” approaches. Whereas approaches (4) thru (6) are the ones found after Puhakainen’s 
publication and referred as “new” approaches.

(1) The Security Action Cycle (Straub & Welke, 1998) 
(2) Conceptual foundation for organizational information security awareness (Siponen, 2000)
(3) NIST SP 800-50 (2003)
(4) DAISA approach (Casmir, 2005)
(5) Security awareness – Best Practices to Secure Your Enterprise (Wulgaert, 2005)
(6) ENISA (2006)

5.1 Approaches to iSAP found in Puhakainen 
(2006)
In 2006 Puhakainen published an academic dissertation where he presented an extensive overview of 
existing IS security awareness approaches. Despite the fact that he does not include a definition of 
what he qualifies as an approach, the thesis author understands that for Puhakainen, an approach is the
collection of ideas that a particular source or author has published in regards with IS security 
awareness. 

In his research, Puhakainen said to have explored over 300 textbooks and several information security 
journals. After the exploration, he identified 59 different IS security awareness approaches (see the 
complete list in Appendix A). In his thesis, Puhakainen uses a first level classification upon the
following variables: (I) the role that IS security plays in the organization, (II) the research objectives of 
the approach and (III) research approach and whether it had a theoretical background behind them. See 
the analysis framework used by Puhakainen (2006) in the figure below.
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Figure 5 – Analytical framework for IS security awareness approaches. Source: Puhakainen (2006)

Despite the way Puhakainen presents the analytical framework, in practice, he distinguishes four 
variables. The four variables or characteristics for IS awareness approaches are:

Analytical Framework Aims
I. Organizational role of IS security Find out whether the role of IS security is technical, socio-

technical or social.
II. Research objectives Find out whether the objectives are means-end oriented, 

interpretive or critical.
III. Research approach Find out which research approaches are used for developing 

and validating IS security awareness approaches. Uses a 
classification model suggested by Järvinen (2004).

IV. Theoretical background Find out if there is a theory behind the approach and if so, list 
which one/s theories are explicitly used.

Table 1 – Interpretation of Puhakainen’s (2006) analytical framework. 

I. According to Puhakainen (2006) the organization role of IS security can be:
Technical approaches have a focus in technical measures. They force users to comply with IS policies 
and instructions. These approaches use punishment to achieve compliance of the IS policies and 
instructions. They also include an emphasis on user surveillance. 

Social approaches play with user perceptions and motivational factors to comply with IS policies and 
instructions. The aspiration is that users see IS security as feasible and desirable goal. The impact of 
these approaches is as little as possible on users work and underlying users autonomy and free will to 
comply with IS security policies and instructions.

In the socio-technical approaches there is equally importance given to the technical sub-set as to the 
social sub-set view of the IS security awareness. These kinds of approaches give considerations to 
both technical and social. “Furthermore, a socio-technical approach sees lack of fit between the social 
and technical sub-systems as an important reason for IS security problems (cf., Iivari & Hirschheim 
1996 p. 554-556).” (Puhakainen, 2006). If the approach is social or technical, it only aims to one sub-
set of the problems.
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II. Research objectives are explained like this:
Means-end oriented research aims at providing the means to: (1) achieve concrete goals or ends; (2) 
modify users’ attitudes toward IS security and their IS security behaviour; and (3) evaluate the level of 
IS security and user’s IS security awareness.  

Interpretive research aims to enrich “people’s understanding of their actions and to contribute to
understanding of IS security and, in particular, IS security awareness, and explain it as a phenomenon.
In addition, a study that aims to identify the characteristics of IS security awareness and what may 
influence users’ security behaviour, is seen to have interpretive research objectives.”  (Puhakainen, 
2006).  

“Critical research aims at identifying the weaknesses of existing theories and practices.”  (Puhakainen, 
2006).

III. Research approach in the approaches: 
This wording can be confusing for the reader because the word approach is used at two levels here. 
First level is the approach to be analyzed (part of the 59 approaches in Puhakainen’ scope). The 
second level is the research approach itself. For this purpose Puhakainen uses a classification of 
research approaches that was suggested by Järvinen (2004). The categories are: 

1. Conceptual analytical approaches: usually these approaches study two different sub-
approaches (Järvinen, 2004)

a. Start by the assumptions, premises and axioms and derive the theory model or 
framework. (Järvinen, 2004, p . 5-6).

b. “The empirical studies performed earlier are analyzed and their results 
(generalizations) integrated.” (Järvinen, 2004, p . 5-6).

2. Theory testing approaches: used to empirically study the past, i. e. a framework, model or 
theory. “In the study where the theory-testing method is used the theory, model or 
framework is either taken from the literature, or developed or refined for that study.”
(Järvinen, 2004, p . 7).

3. Theory creating approaches: used to empirically study the future, i. e. developing a new 
theory, model or framework grounded on the raw data collected. “To the theory-creating 
approach we include the "normal" case study, ethnographic method, grounded theory, 
phenomenography, contextualism, discourse analysis, longitudinal study, 
phenomenological study, hermeneutics etc. “ (Järvinen, 2004, p . 9).

IV. Theoretical background:
When Puhakainen (2006) did not find any connection to a theory in one IS security awareness 
approach, he labelled the approach as “Not found”. If he, on the contrary, found explicit relation to one 
or many theories, he listed the theories he found. 

Puhakainen (2006) sustains that “It is useful for practitioners to point out IS security awareness
approaches that supply empirical evidence for their practical efficiency as such approaches can be 
considered more credible than approaches lacking such evidence. In addition, acknowledging the 
theoretical background of existing IS security awareness approaches increases both practitioners’ and 
scholars’ understanding of the reasons why a particular approach has the intended impact on 
employees’ IS security behavior.”  Puhakainen (2006) considers a study is grounded in a particular 
theory only is if it is explicitly used in the approach. 
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After his initial classification, Puhakainen (2006) jumped to a second level of classification by 
clustering the 59 initial approaches by the influence of existing research on users’ security behaviour. 
His second categorization has two main categories which are:

1. Cognitive approaches: In the words of Puhakainen (2006, p. 54) , “cognitive approaches 
consider the individual as an active processor of the information processor of the information
he receives and consequently, that his behavior is not changed unless he understands the
information in a meaningful way. In the existing IS security awareness research, cognitive 
approaches aim to improve users’ behavior through (i) persuasivecommunication and (ii) 
active participation in the design of IS security measures.”

2. Behavioral approaches: He explains that behavioural approaches “are based upon the idea 
that changes in behavior are the result of manipulating environmentalvariables in response to 
undesirable behaviors. In the context of IS security, this means punishing violations against 
(e.g., Parker, 1998, 1999) and rewarding compliance with (e.g., Kabay 2002, Parker, 1998, 
1999) IS security instructions.”

He adds that combining “several IS security awareness approaches is expected to be more efficient 
than using a single approach in isolation.” Therefore his classification of the 59 IS security awareness 
approach is actually derived into four categories: 

1. Cognitive approaches: 43 of the total 59 approaches are cognitive.
2. Behavioral approaches: only one approach found.
3. Cognitives and behavioral approaches: there were 13 combined approaches.
4. The approach is unspecified: this is when the approach is not found to be either cognitive or 

behaviroal. There was only one approach found.

In order to show the classification to the reader, here are three examples of (1) cognitive approaches: 

Figure 6 – Examples of cognitive IS security awareness approaches. Source: Puhakainen (2006).
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The first approach “Aytes and Connolly (2003)” and third examples have a social organizational role 
of IS security, whereas “Barman (2002)” has a technical role. The research objectives are also 
different in the three examples. The research approach is in all three examples conceptual analysis, 
which is the most used altogether (only 7 approaches did not use conceptual analysis as the research 
approach). Of the examples provided above, only one approach had an explicit usage of theoretical 
background. The other two were classified as “Not found”.

The only example that can be showed of (2) behavioral approach is this one:

Figure 7 – Example of behavioral IS security awareness approach. Source: Puhakainen (2006).

Following are three other examples of (3) combined approaches to IS security awareness:

Figure 8 – Examples of combined IS security awareness approaches. Source: Puhakainen (2006).
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These three approaches follow different characteristics to the variables presented in the first level of 
classification in Table 1. The organization role in example 1 and 2 are socio-technical whereas that 
example 3 adopts a technical role. There much less approaches adopting a technical role to IS security 
than socio-technical or social. In the examples picked above there are also differences in the research 
objectives. In particular, the second example is the only one of the 59 that has a critical objective. The 
third example has a theory testing research approach since this approach was empirically studied; 
whereas the other two are conceptual analysis which means that follow a more theoretical research 
approach.

And last is the only example found and categorized as unspecified approach:

Figure 9 – Example of unspecified IS security awareness approach. Source: Puhakainen (2006).

Some of the approaches showed in the examples above will be studied deeper in section 6.1. The 
complete list with the 59 IS security awareness approaches can be found in appendix A.

One could argue the fact how the word approach is used in both Puhakainen (2006) and this thesis. 
The word approach has several meanings. According to Cambridge Dictionaries Online (2011) 
approach is a verb and a noun. As noun there are three meanings:

1. Dealing with: “a way of considering or doing something” (Cambridge Dictionaries Online, 
2011)

2. Coming near: “when something or someone gets nearer in distance or time” (Cambridge 
Dictionaries Online, 2011)

3. Communication: “an act of communicating with another person or group in order to ask for 
something” (Cambridge Dictionaries Online, 2011)

In this thesis the first definition is the one followed. The thesis author understands that Puhakainen has 
also used that meaning. 
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5.2 Additional research found after Puhakainen 
(2006)
The literature review was not limited to sources or approaches presented by Puhakainen in 2006. In
fact that research was used to look at the field from an overview perspective; especially because old
(e.g. dated before 1995) approaches can be considered old-fashioned and not current with threats
anymore. This is because iSAP have to continually adapt to new threats to IS – as it was briefly 
exposed in the list of possible topics – thus old approaches are not of interest to this thesis. On the 
other hand, it was important to review what has happened after Puhakainen’s paper was published. 
Thus other authors – not presented or included in Puhakainen (2006) – were also part of the literature 
review. Many of the sources (such as blogs, websites, etc.) found contained good tips and information 
but those that were not considered “serious enough” for scientific research. The relevant approaches 
found are (numbering introduced in the chapter’s introduction): (4) DAISA approach (Casmir, 2005), 
(5) Security awareness – Best Practices to Secure Your Enterprise (Wulgaert, 2005) and (6) ENISA 
(2006). These are further studied in next chapter but let’s classify these materials in relation to 
Puhakainen’s first level classification (in table 1 above). 

I. Organizational role of IS security

(4) “The approach is meant to address the human element of information security rather than the 
technology aspects.” (Casmir, 2005, p. 154).

(5) The approach has an overall social intention as it has by no means any technical references.

(6) This is a social approach because of its end-user-centric and stakeholder engagement. 

II. Research objectives

(4) Combines both objectives. The approach aims to be a change agent towards security awareness 
which is a means-end objective. Additionally, it aims at coordinating and promoting security 
awareness in organizations which is considered interpretive objective. 

(5) This approach is means-end as it intends to change user behaviour by providing concrete means for 
this aim.

(6) The approach includes both kinds of objectives: means-end and interpretive. Means-end are shown 
in terms of how the approach intends to evaluate the level of IS security awareness at the organization. 
The approach establishes a baseline for evaluation that allows checking the level of awareness 
beforehand and after the iSAP. The approach intends to change behaviour and culture that is also a 
characteristic of means-end objectives. Interpretive research objective is shown by (1) motivating 
individuals to adopt recommended guidelines or practices and (2) making “individuals aware of their 
responsibilities in relation to information security.” (ENISA, 2006, p. 17).

None of these three approaches had a critical research objective.
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III. Research approach and IV. Theoretical background

(4) The research approach is considered to be conceptual analysis because it bases the empirical 
analysis of security practices in organizations and the results of the study are integrated in the proposal 
of the DAISA approach. The approach investigates their research questions from three different 
perspectives: security education, training and awareness claiming that together they form a ‘lifelong 
security learning continuum’. This is the theoretical part of the approach.

(5) This approach does not explicitly unveil if a theory was used to ground the content of the 
approach. The thesis author understands that Wulgaert (2005) does not base his approach in a 
theoretical approach. Even tough the approach includes a case study to assess the maturity of security 
awareness at company ABC; it does not empirically test the framework for iSAP that it outlines in the 
book. 

(6) There is no theory explicitly found in the text examined. Neither is found any empirical test. The 
research approach is conceptual analysis. To write their approach, ENISA relied on “studies and 
analysis contacted by ENISA staff and on the information that is publicly available or has been 
supplied to ENISA by appropriate organisations within the EU Member States.” (ENISA, 2006, p. 7).

After having classified the “new” approaches in the same fashion as Puhakainen’s (2006) first level of 
classification, the thesis author has a better overview of possible approaches for iSAP that exist in 
literature.  The author believes that the role of IS security in organizations should be both social and 
technical, i. e. socio-technical approaches that consider equally important social and technical aspects. 
It was said in the background that people are the weakest link in information security; therefore the 
social aspect is considered to have an important role in iSAP. Technical measures alone do not fulfil a 
holistic point view and leave out the social and organizational matters. In the same way, social 
measures alone do not fulfil the holistic overview in the matter by leaving out, for example, forcing 
the IS system users comply with IS security policy and procedures or the emphasis in surveillance of 
users.

Ideally, in regards to the research objectives, the author believes in that the iSAP should be means-
end. This objective is the one providing concrete ends to modify user attitude and behaviour towards 
information security –which is in the end one important thing for any iSAP in order to decrease the 
number of security incidents performed by insiders. According to Puhakainen (2006) this kind of 
research objective includes also means to evaluate the level of IS security and specially user IS 
security awareness.

It was highlighted in the problem discussion that one of the weaknesses of current iSAP is the lack or 
theory ground and the exclusion –or inexistence– of empirical evidence. Puhakainen (2006) considers 
that if the approach is based on empirical evidence, it can be considered more credible in terms of 
practical usefulness and efficiency. Thus in terms of the research approach and theoretical background, 
the author believes that probably those approaches that explicitly use a theory; and the iSAP has been
empirically tested and validated have higher chances to be more efficient. 
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In the table below has been depicted how the three “new” approaches are classified according to 
Puhakainen’s (2006) first level of classifications from last section 5.1. It has also been included a 
column for the second level of classification on whether the approach is cognitive, behavioural, a 
combination of these two or unspecified approach. Additionally in the last row of the table it is 
depicted the thesis own ideas on how the iSAP should be created that were discussed in the three last 
paragraphs.

Puhakainen’s 1st level classification 2nd level classification

IS 
awareness 
approach

Org. role of 
IS security

Research 
objectives

Research 
approach

Theoretical 
background

Cognitive /Behavioral/

Combined/Unspecified

(4) Casmir 
(2005)

Social Means-end, 
interpretive

Conceptual 
analysis

Security 
learning 
continuum

Combined

(5) 
Wulgaert 
(2005)

Social Means-end Conceptual 
analysis

Not found Cognitive

(6) ENISA 
(2006)

Social Means-end, 
interpretive

Conceptual 
analysis

Not found Cognitive

This thesis

own model

Socio-
technical

Means-end Conceptual 
analysis

With explicit 
theories

Combined

Table 2 – Classification of IS security awareness research published after Puhakainen’s publication

The three “new” approaches, i. e. those that were found outside Puhakainen’s thesis (2006), are 
studied deeper in the next chapter. In that chapter all six approaches (the three “old” and the three 
“new” ones) are firstly studied in depth and secondly analyzed by iSAP content and iSAP framework.
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Chapter 6 – Study and analysis of 
the approaches

This chapter begins with a study in depth of the approaches in focus. After studying the approaches,
they are analyzed. The analysis is firstly done by content of the approach and secondly by the 
framework. 

The approaches in focus with their respective numbers are:
(1) The Security Action Cycle (Straub & Welke, 1998) 
(2) Conceptual foundation for organizational information security awareness (Siponen, 2000)
(3) NIST SP 800-50 (2003)
(4) DAISA approach (Casmir, 2005)
(5) Security awareness – Best Practices to Secure Your Enterprise (Wulgaert, 2005)
(6) ENISA (2006)

Approaches (1), (2) and (4) are analyzed by its content in section 6.2. Approaches (1), (3), (4), (5) and 
(6) are analyzed by its framework in section 6.3. This means that (1) and (4) will be analyzed by both 
the content and framework, even though this was already explained above in previous chapter, it is 
purposely repeated to place the reader in context.

6.1 Study of selected approaches
This thesis has particular interest in those factors that can impact and change user behaviour so that 
users follow the iSAP. In the words of Puhakainen (2006) “a combination of several IS security 
awareness approaches is expected to be more efficient than using a single approach in isolation.” 
Following this principle the thesis studies a few of the approaches that have been found in the 
literature.  Particularly the thesis studies a total of six different approaches. The reason for studying 
these six and not others is described below.

(1) The Security Action Cycle (Straub & Welke, 1998)

This approach is studied because it adopts a technical role of IS security. Additionally its research 
approach is theory testing study including empirical evidence on the theory behind the model: the 
general theory of deterrence. 

Figure 10 – Choice of IS security awareness approach for further study. Source: Puhakainen (2006).
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Theory of general deterrence

This theory was originally born in 1764, as a more human alternative to torture and hanging 
(O'Connor, 2007). Basically the idea of it – that has its origins from criminology (Straub, 1990) – is 
that “information security actions9 can deter potential computer abusers from committing acts that 
implicitly or explicitly violate organizational policy.”(Straub & Welke, 1998, p. 445). They also add 
that iSAP are in itself a form of deterrent countermeasure which needs special attention because 
educating users and their managers in security matters produces major benefits (ibid).

Straub and Welke (1998) sustain that from the perspective of this theory, there are four kinds of 
defence that can contribute in a dynamic fashion to a deterrent effect. “The deterrence feedback loop, 
strengthens deterrence by ensuring that potential abusers become aware of consequences of abuse.” 

The model has a cycle with four sequential actions: deterrence, prevention, detection and remedies. 
See below the model depicted in figure 8.

Figure 11 – The Security Action Cycle. Source: Straub and Welke (1998).

  
9 Information security actions are the same as security measures or countermeasures.
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Following are the actions briefly explained:  

Deterrence actions:  Are mostly expressed in terms of policies and guidelines and are seen as passive 
actions or countermeasures as they do not provide inherent mechanisms for enforcement (Straub & 
Welke, 1998). 

Preventive actions: Are basically reduced to locks on computer rooms or passwords to control access. 
These kinds of countermeasures are best understood of the four. 

Detective actions: These actions are divided into pro and reactive countermeasures.  Proactive are: 
virus scan, system audits and intrusion detection systems (IDS). Reactive actions are meant to gather 
evidence of misuse and identifying perpetrators (Straub & Welke, 1998). These kinds of 
countermeasures require time and effort. 

Remedy actions: Are meant to punish those users (insiders) that misbehave. Internal actions: warnings, 
reprimands and termination of employment. Legal actions: criminal and civil suits (Straub & Welke, 
1998).  For this thesis the internal actions to employees are of interest.

(2) Conceptual foundation for organizational information security 
awareness (Siponen, 2000)

This approach is studied because its role in IS security is socio-technical, as difference from the 
previous approach (1). This is the only approach found in the literature that has a critical research 
objective, in addition to means-end and interpretive. Also the theoretical background is strong as it 
uses several behavioural theories. The research approach is conceptual analysis; it does not include 
empirical evidence as the approach is just a conceptual foundation.  Important to notice is that this 
approach has been found referenced several time across the literature surveyed.

Figure 12 – Choice of IS security awareness approach for further study. Source: Puhakainen (2006).
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This conceptual model created in 2000 by the Finnish researcher Mikko Siponen makes a theoretical 
approach to information security awareness. Already shown above (figure 9) this approach has several 
behavioural theories behind. See below how Siponen himself depicts them in his paper:

Figure 13 – Selected theories and key points. Source: Siponen (2000)

Theory of reasoned action (TRA)

Fishbein and Ajzen (1975) are behind this theory. It is based in the assumption that intention becomes 
behaviour. Intention is split into:

1. Attitude toward behaviour: believes in concerns with consequences of behaviour (Siponen, 
2000). How the users can experience the consequences to comply with for instance security 
policies. For this purpose the user has to experience a desire to comply with security policies 
because consequences of not complying are known. 

2. Subjective norm concerning behaviour:  (2a) normative beliefs (by others) and (2b) motivation 
to comply (Siponen, 2000). Normative beliefs regard to organizational norms or culture.

Theory of planned behaviour (TPB)

Ajzen (1991) is behind this theory. It is a development of the previous theory of reasoned action. In 
this theory a third element is added: perceived behavioural control or “Control Beliefs and Perceived 
Facilitation” (CBPF). This theory is based in “people’s perception of the ease or difficulty of 
performing the behaviour of interest” (Siponen, 2000).  It is best fulfilled by technical education that is 
hoped to easy the task of making the user to follow security policies (Siponen, 2000). 

Theory of intrinsic motivation

Deci (1975) and later by Deci and Ryan (1985) are behind this theory. It explores the role of 
motivation in greater depth than TPB. It has connections with philosophical doctrines and it sounds 
persuasive.  Intrinsic motivation follows the user’s internal aspirations and self-determination as the 
main deciding factor in whether the user is intrinsically or extrinsically motivated to do something.
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The technology acceptance model (TAM)

Davis (1989) is behind this theory. This theory deals with the fact that the use of systems depends on 
behavioural intention to use what is divided into (1) perceived usefulness and (2) perceived ease of use 
(Siponen, 2000). To successfully use this theory – similar to TPB – it is needed to have the user desire 
to adopt the security policies.  TAM and TPB are close and the perception of easy use is also achieved 
with education (Siponen, 2000). 

In his research, Siponen presents a set of persuasive approaches, which is identified as the cognitive 
part of his work:

Figure 14 – A set with persuasive approaches. Source: Siponen (2000).

• Logic: All actions in the awareness program should be logical. “Do not act inconsistently.” 
(Siponen, 2000).

• Emotions: Seek emotional learning based in past experiences. To affect attitude and 
motivation positively, the iSAP should provoke emotions and appealing to them.  

• Morals and ethics: Morals guide humans strongly and this aspect overrides all other concerns. 
Apply justice by fairness.

• Well-being: Neglecting the security policies in the iSAP threatens the loss of user’s well-
being. Make the users aware of this threat and how to adhere to security policies.

• Feeling of security: According to Maslow (1954) the need of safety ranks high in our needs.  
Therefore needs are an essential reason to understand why humans act and how to get them 
motivated.

• Rationality: Humans are rational, therefore rational explanations is a need in iSAP.  

When the approach of Siponen (2000) was studied with closer detail, he brings up the idea that to 
understand problems related to awareness it can be outlined in two categories: framework and content. 
He describes framework in terms of “engineering disciplines” in need of structure and quantitative 
research. Whereas his description of content is in the path of “non-engineering area” from a more 
informal field of study and able to use qualitative research. He also points out that “shortcomings in 
the second area usually invalidate them by taking over the entire awareness programme and all its 
resources” (ibid., p. 31).  Additionally he writes that to motivate employees to comply with – for 
instance – the information security policies is a matter in the content category.
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After a lot of thinking, the author decided to give relevance (or adopt his view) to Siponen’s 
categorization when looking at iSAP.  For this reason, the author looked back into the literature and 
tried to organize the material found in terms of content and frameworks. 

The first approach by Straub and Welke already presented above (section 6.1) fits somehow into both 
categories as it is grounded in theory of general deterrence and at the same time it is organized in a 
loop shown as “deterrence feedback” with different steps. This approach will be analyzed by both its 
content and its framework.

The second approach by Siponen presented above (section 6.1) fits only into the content category that 
is indeed what Siponen (2006) dedicates his paper to. This approach will only be analyzed by its 
content.

(3) NIST SP 800-50 (2003)

This is the third approach to be included in this study. The reason to include this model is that it 
provides a social view on the organizational role of IS security. Additionally, this approach provides a 
good structure for the framework of iSAP. 

This approach was presented by the National Institute of Standards and Technology (NIST)10 on 2003. 
They created a special publication 800-50 called “Building an Information Technology Security 
Awareness and Training Program”. In that paper, NIST created a four step approach.

• Step 1: Designing an Awareness and Training Program
• Step 2: Developing Awareness and Training Material
• Step 3: Implementing the Awareness and Training Program(depicted in figure 12 below)
• Step 4: Post-Implementation (depicted in figure 13 below)

Figure 15 – Key steps leading to program implementation. Source: NIST SP 800-50 (2003).

  
10 http://www.nist.gov/index.html
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Figure 16 – Key steps leading to post-implementation. Source: NIST SP 800-50 (2003).

The four steps are described at high-level as following:

Step 1: Designing an Awareness and Training Program
Structuring the awareness and training program according to three management models seen in section 
4.2 in chapter 4 above. 

Conducting a need assessment: basically to provide justification to obtain management buy-in to 
allocate resources, obtain directives, mission, define roles and responsibilities, and collect user 
feedback.

Develop a strategy and a plan: is a working document that contains the elements included in the 
strategy.

Establishing priorities:  if the program has budget constraints or resource availability collisions, the 
program can be scheduled in phases depending on the priorities established. 

Setting the bar: decision made on what complexity to adapt the material of the program: applying to 
all three types of learning whether on the awareness, training or education.

Funding: determination to what the extent the funding support needs to be allocated: from budget or 
contractual perspective. 
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Step 2: Developing Awareness and Training Material
Developing awareness material:  decision on what and who in the personnel should be made aware in 
terms of IT security.

Selecting awareness topics: decide which topics to include in the awareness session or campaign.

Sources of awareness material: material can be used from a variety of sources. Use one theme at a 
time of a combination of these or messages into a presentation. Although do not overwhelm the 
audience. 

Developing training material: tailor the awareness and training plan according to their IT security 
responsibilities (uses the NIST 800-16 model).

Sources of training courses and material: decide if training material to be developed in-house or 
contracted out.  If the development is outsourced, consider first the training needs to choose the vendor 
that best matches the organization’s needs.

Step 3: Implementing the Awareness and Training Program
Communicating the plan: explain the implementation of the program to the organization to gain buy-in 
for its implementation and commitment from the related resources. Also important that people 
involved in the implementation know and understand their roles and responsibilities. Schedules and 
completion requirement must be also communicated. The communication of the plan is mapped into 
the three management models seen in section 4.2 in chapter 4.

Techniques for delivering awareness material: chose the techniques upon resources and complexity of 
the message. See section 4.3 in chapter 4.

Techniques for delivering training material: effective techniques the support these features: ease of 
use, scalability, accountability and broad base of industry support. Common techniques used by 
agencies: interactive video training (IVT); web-based training; non-web, computer-based training and 
onsite, instructor-led training (including peer presentations and mentoring).

Step 4: Post-Implementation
Monitoring compliance: put in place an automated tracking system that captures key information –at 
the organization level – regarding the program activity and feeds the information captured into a 
database.  The database can be used by CIOs, IT Security Program Managers, HR departments, 
functional managers, auditors, CFOs.

Evaluation and feedback: this part is critical if the program in place is to improve. Evaluation and 
feedback mechanisms are key to the continuous improvement of how the existing program works. For 
this, a feedback strategy is designed and implemented. The strategy should include elements that 
address quality, scope, deployment method, level of difficulty, ease of use, duration of sessions, 
relevancy, currency and suggestions for modification. Methods to collect feedback include: evaluation 
forms/questionnaires, focus groups, interviews, independent observation/analysis, formal status 
reports, and security program benchmarking (external view).

Managing change: aims at updates in the program associated with new technologies and associated 
with new emerging security issues. Also making sure that the program adapts when the security policy 
and procedures changes.

Ongoing improvement (“Raising the bar”): as security awareness matures in the organization a set of 
metrics are defined and automated systems should be in place to support the capture of quantitative 
data and delivery of management information to accountable parties on a regular, predefined cycle.
Program success indicators: have some key indicators that show the support and acceptance of the 
program that advocate for continuous improvement.
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(4) DAISA approach (Casmir, 2005)

The fourth approach chosen to study in this thesis is the Dynamic and Adaptive Information Security 
Awareness (DAISA) approach that Casmir (2005) presented in his Ph.D. thesis at DSV. This approach 
is social, means-end and interpretive, uses a conceptual analysis but it explicitly uses the security 
learning continuum, which the thesis author was able to connect to learning theories. Furthermore the 
approach is presented in a way that it presents a model for the content and a structure for the 
framework.

At first Casmir has many research questions and then he investigates them by studying them from 
three perspectives:  security education, training and awareness. That is done because these aspects are 
equally important and interdependent, he sustains.  He adds that if the three are taken together they 
form a “lifelong security learning continuum” (ibid., p.7-8) and that if one of the dimensions is left 
out, it would create a fatal gap in the information security learning continuum.  

The way he depicts the concept is shown here:

Figure 17 – The Information Security Learning Continuum. Source: Casmir (2005, p. 8).

Let’s look right thru at the information security learning continuum and DAISA approach will be 
explained right after.

The information security learning continuum

The first contact with this concept was reading Casmir (2005) and later on the same concept was 
found in NIST SP 800-16 (1998). Therefore the author decided to investigate it a little bit more and 
see how it connects with iSAP.

NIST SP 800-16 (1998) is an approach that Puhakainen (2005) also includes in his research as a 
cognitive approach. He (ibid.) does not classify as having a theoretical background. But when the 
author read NIST’s paper a lot of ideas came up as to how this triad: awareness-training-education 
could represent the core in the security awareness field; same as the representation of the CIA triad can 
be seen as the core to information security. Additionally, and in contrast to Puhakainen’s classification 
(2005), the author believes that this concept can be connected to learning theories presented by Smith
in 1999, see this section below.
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NIST SP 800-16 (1998)

This is how NIST uses this principle: “the premise that learning is a continuum. Specifically, learning 
in this context starts with awareness, build to training, and evolves into education.” (NIST SP 800-16, 
1998, p. 13).

“In 1997 the General Accounting Office (GAO) identified information technology (IT) security as “a 
new high-risk area that touches virtually every major aspect of government operations” (report # 
GAO/HR-97-30). In doing so, GAO went beyond dozens of specific recommendations in its prior 
reports to identify underlying factors. Several are people factors, not technological factors, e.g., 
“insufficient awareness and understanding of information security risks among senior agency 
officials,” “poorly designed and implemented security programs,” “a shortage of personnel with the 
technical expertise needed to manage controls,” and “limited oversight of agency practices.” (NIST 
SP 800-16, 1998).

As a response to the problem cited above, NIST developed and published the Special Publication 800-
16 “Information Technology Security Training Requirements: A Role- and Performance-Based 
Model”. In this paper, which is a guideline for federal agencies, they use a model that is role and 
performance based and it follows the premise that learning is a continuum (NIST SP 800-16, 1998).   

Figure 18 – IT Security Learning Continuum. Source: NIST SP 800-16 (1998).

“Even if an organization is in the private sector, NIST SP 800-16 may be helpful in outlining a 
baseline of what type and level of information should be offered.” (Tipton & Krause, 2007, p. 547).  
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This model represents how to achieve the security learning continuum but it is fully based on the fact 
that security awareness, training and education depends on the employee level or role inside the 
organization.   Where security awareness is required for all employees involved with IT.  Security 
training is divided into two sub-levels: (1) security basics and literary and (2) roles and responsibilities 
relative to IT Systems. Category (1) “is a transitional stage between “awareness” and “training” and it 
provides a universal baseline of key security terms and concepts.” (NIST SP 800-16, 1998). Category 
(2) focuses in providing knowledge and skills based on the employee role and responsibility and it 
includes three different levels of training: beginning, intermediate and advanced. And education is 
only for IT security specialists and professionals (following the beginners, intermediate and advanced 
categorization).   

The thesis author believes that there are good points in this model but she does not believe in that only 
specialists and professionals must be educated. She believes that all employees must be kept aware, 
trained and educated. In this line of thinking, Casmir (2005, p. 56) adds that iSAP “are meant to enable 
users to pay attention on security related issues such as risks, threats and vulnerabilities. Also, 
awareness programs are meant to enable ordinary end users to appropriate handle all security issues 
that do not require specialised technical knowledge.”

Further information was found in the literature that relates to the ideas just presented about the security 
learning continuum:

• “The best way to achieve a significant and lasting improvement in information security is not by 
throwing more technical solutions at the problem — it's by raising awareness and training and 
educating everyone who interacts with computer networks, systems, and information in the basics 
of information security.”  Native Intelligence, Inc. (2011).

• In Siponen (2000) there is also a brief explanation in regards to how these variables interact. He 
says that: 
• Education: “should increase people’s insight and answer the question “why” (it should 

increase motivation)” (Siponen, 2000).
• Training:  should increase skills and competence (the ability part of performance, in terms of 

TPB/perceived behavioural control, which should have a positive effect by making 
compliance with security guidelines as easy task) and responds to “how” (Siponen, 2000).

By letting know the users why they need to do something is seen in Siponen (2000) as extremely 
important because if users are only told “to so do, because I said so” they are not likely to be 
motivated and show a positive attitude towards the task.

• In Smith (1999), learning is seen or presented as a product or process. Learning as a product is a 
crucial aspect to change. Learning is an outcome or the end product of some process. But some 
sources say that permanent changes in behaviour are a result of experiences (ibid.) Learning as a 
process is divided into (1) task-conscious or acquisition learning and (2) learning-conscious or 
formalized learning. (1) is referred at being conscious (or aware) of the task to be performed but (2) 
is referred as ‘educative learning’ rather than learning by accumulating experience. “To this extent 
there is consciousness of learning – people are aware that the task they engaged in entails learning. 
Learning is itself the task. What formalized learning does is to make learning more conscious in 
order to enhance it' (Rogers 2003: 27). It involves guided episodes of learning.” (ibid.).
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Then Smith writes that it is possible to think that a mixture of (1) task-conscious with (2) learning-
conscious to form a continuum.  He also presents learning theories – or ideas to how or why change 
happens – connected to (2) learning as a process. These are depicted in figure 19 below.

Figure 19 – Four orientations to learning. Source: Smith (1999)

The behaviorist orientation in learning fits well with Puhakaninen’s (2006) ideas in behavioral 
approaches, as the stimulus for the learning have to happen in the environmental variables to make 
a change in behavior. Thus the behaviorist orientation to learning as a continuum can be considered 
to arrange the external environment with initiatives to change user behavior.



47

Therefore after studying the concept of security learning continuum and seeing a connection to 
learning theories, the author considers that this concept should be also part of the content of any iSAP. 

Now let’s continue the review of the DAISA model that was left before to introduce the concept of 
security learning continuum. As briefly introduced above, DAISA approach is studied from both the 
content and framework side. 

DAISA content is organized in six pillars, all of them equally important to achieve DAISA’s 
effectiveness. See the model depicted below:

Figure 20 – The DAISA Hexagon Model Showing the Six Key Elements of the Approach. Source: Casmir 

(2005).

• Pillar 1: Management Support:  critical to the success of any iSAP. To get management 
commitment they need to understand risks, threats and vulnerabilities to the organization’s 
business objectives.  The approach suggests building a business case around the iSAP that can 
be presented to management for approval.

• Pillar 2: Effective Communication: communicating is important in all aspects, not only to 
management as in pillar 1 but also towards end users. It does not matter how good the security 
awareness idea is that if it is not well communicated to all stakeholders it will go unnoticed. 

• Pillar 3: Security Motivation:  “what is in it for them” is an important message that users 
should perceive if they are to get motivated by the awareness activities. “Security motivation 
may come in many different forms.” (Casmir, 2005, p. 160). To achieve motivation Casmir 
recommends somehow linking security with job performance and be made part of the 
employee appraisal criteria. The approach also advocates for tangible rewards to those 
exemplar employees and to make other employees copy the rewarded ones. 

• Pillar 4: Appropriate Planning: in their context, planning takes into consideration (1) fast 
technological advancements, (2) changes in business requirements, (3) evolving threats and 
vulnerabilities and (4) varying organizational cultures and practices. Planning also aims to 
integrate iSAP into the business processes without disturbing them.  Security awareness is 
everybody’s responsibility but it needs good coordination of individuals to obtain a common 
and increased security posture or culture. Maybe one dedicated person in charge of planning 
could oversee development, management and promotion of iSAP. Planning means also 
making security a priority for the organization so that the information security policy that 
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guides the iSAP can be developed.  This approach includes also budgeting as a key in the 
process of planning as the iSAP should get a budget from the start.

• Pillar 5: Relevant Training Material: independently on how well the iSAP is planned, the 
training material has to be appealing and relevant for employees, so that the goals for which 
the iSAP was planned are achieved. DAISA recommends tailoring some of the general 
material according to job function.

• Pillar 6: Continuity & Consistency: “Security learning continuum is a lifelong learning 
process.” (Casmir, 2005, p. 163). This means that the ‘one-time-shot’ approach does not help 
in this field. Among other things because the nature of human beings tend to forget things if 
they are not repeated from time to time. “The security message should be continuous and 
consistent in such a way that it permeate through the entire organization and ultimately 
become part of the organizational culture.” (ibid., p.164). The approach prays for the usage of 
posters and banners to keep the message alive.

This hexagonal model only works if all the pieces are there, lacking one bit will make the whole 
approach to fail (Casmir, 2005).

The approach contains also directions to organize a iSAP in a four step framework.

Figure 21 – An Information Security Awareness Program Life Cycle. Source: Casmir (2005)

Step 1: Plan & Initiate
At this step an information security policy is developed to serve as the basis for the program. 
Step 2: Implement
This step is used to document all security incidents.  It is recommended to record everything 
independently of how little it may appear. This recording is meant for evaluation purposes and staff 
appraisal. 
Step 3: Evaluate 
Annual evaluation is recommended. The evaluation team is represented by members from all 
functional departments.
Step 4: Amend Plan 
Amend the program with recommendation from evaluation team. Reimplementation starts once again. 

“For a security awareness program to be effective is has to be recursive and must be evaluated on 
regular intervals based on predefined corporate security awareness metrics.” (Casmir, 2005)
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(5) Security awareness – Best Practices to Secure Your Enterprise 
(Wulgaert, 2005)

This is the fifth approach in the scope of this thesis. This approach was classified as having a social 
organizational role of IS security, having a means-end objective, using conceptual analysis and no 
theory was found. But the reason for choosing this approach was that the author has collected a set of 
best practices in security awareness. Furthermore the way the approach is presented makes it natural to 
study it from its framework point of view.

Tim Wulgaert is CISA, CISSP, and works for Ernst &Young in Belgium. He has published a book that 
collects best practices in the field of security awareness. The book is given out by the Information 
Systems Audit and Control Association11 (ISACA).  In his book Wulgaert (2005) uses a five phase 
definition. 

Figure 22 – Security Awareness Programme. Source: Wulgaert (2005).

The reader would notice that this approach focuses in specific campaigns inside the programme. 
Campaigns are temporary actions whereas the programme is permanent. The relationship between 
these two is a programme can contain several campaigns. Campaigns can be created in response to 
results from the programme. For instance if the security awareness teams evaluates the need of 
reinforcing a particular matter, they would launch a campaign in that topic. This approach is studied 
having this relationship in mind. Taking a closer look at the activities in each phase:

Phase 1: Defining scope and programme
The actions included in this step are permanent because they define the scope and content of the 
programme itself.
Gathering background information: It collects key information from the security strategy at the 
organization, i. e. the security policy documents. In this activity it is also collected the current security 
awareness level of the people in addition to some security awareness initiatives performed in the past. 
Cultural and environmental aspects are also taken into consideration at this point.

Assessing security awareness needs and content: Based on the information collected in last step, the 
organization identifies its security needs. The needs are collected from managers of different 
departments and organized into focus areas or topics. The list of topics identified must be handled to a 
minimum within the program. Wulgaert proposes some general information security awareness 
principles to be included in all iSAP. These are: Security policy; security organization; 
responsibilities; security risks; basic countermeasures; and security incident reporting and handling.
The approach includes a matrix to map each of the topics with the specific target audience for a 
particular topic.  The topics should be prioritized in terms of high (H), Medium (M) or low (L). He 

  
11 ISACA can be accessed at www.isaca.org
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arguments that “topics with low priority can still be part of the security awareness programme, but 
they do not need to be dealt with in detail.” (Wulgaert, 2005, p. 39).  The approach includes also “level 
of detail” and it has a three value scale: basic knowledge (B), advanced knowledge (A) and full 
knowledge (F).  

The (B) level focuses in basic knowledge to allow individuals to recognize or see risks that can 
become security incidents so that they can act accordingly. The learner is “a mere recipient of 
information.” (ibid.). This level or initiatives aims to reach broad audiences with “attractive packaging 
techniques.” (ibid.). 

The (A) level implies an interactive form of education meant to produce and build necessary security 
skills and knowledge to facilitate job performance. The audience to this level has a more active role in 
security. 

The (F) level is the level including formal educational programs dedicated to an audience that become 
subject matter experts in specific security areas. 

The reader will recognize this scale since it is based on the NIST SP 800-16 model introduced above 
in section 6.1.  Wulgaert (2005) writes in this section that his “publication focuses more on the basic 
level of security awareness of non security people than the training of security staff. However, it is 
clear that the assessment of security awareness needs may also provide insight into the need for 
security training and education of the security experts.” (ibid., p. 40). 

The thesis author thinks that iSAP must focus on general audience and not specific on security experts
(SME). She believes that the threats in security are thrown to the “normal” user and less often to the 
SME. SME should be able to “defend” themselves. On the other hand, SME can be considered more 
threatening for the organization because they are the ones with more security knowledge. However 
this discussion goes beyond the scope of this thesis, as a matter of fact that topic could be a thesis in 
itself: “How to defend your organization from your own security experts?”

Defining the campaigns: Campaigns combine one or more security topic. “There is always a main
campaign that covers most topics in a high-level manner toward all employees (and, if necessary, also 
toward other external people with access to information).” (ibid., p. 41). 

Choosing methods and media: Sometimes “the method and approach of the communicator are as 
important as the message itself.” (ibid., p. 43). Then it is highly important to select methods and media 
carefully.

Creating an identity: From a marketing point of view, is necessary to create an identity for the iSAP. 
This helps not only to convince and attract people but also helps the target audience to recognize and 
retain better the messages sent. Wulgaert (2005) is positive about creating an identity is one of the 
success factors for the iSAP. He writes that an identity is a “logo, theme, colour, mascot and/or tag 
line that uniquely and clearly identifies security awareness materials.”  (ibid., p. 47).

Formalising the programme: Last result of this phase is a formal plan with target dates for the 
campaigns.  The plan is usually set for a time frame of a year, after which the iSAP should be 
reviewed and reassessed The formal program has to be presented and approved by the security officer, 
security forum or executive management (this depends on the structure of the organization). 
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Phase 2: Designing campaigns
This step is to be applied for each individual campaign and it is possible that not all the steps are 
needed for all the campaigns. The following activities are temporary actions for each campaign.

Setting objectives for the campaign: Set the details and objectives of the campaign. 

Selecting campaign builders and trainers: Set the builders (i. e. departments that need to give input 
and/or assist in the campaigns). Trainers are only involved if there is such a need. Consider including 
input form external security awareness experts to cover poor in-house skills.

Defining the content: The security coordinator determines the content of the campaigns based on the 
objectives set in phase 1.

Defining final campaign budget: Reconfirm the budget once the campaign content, methods and media 
are set.

Phase 3: Building campaigns
The following activities are temporary actions for each campaign.
Building detailed plans: Setting up a detailed plan for the campaign. This takes consideration of 
availability and planning constrains of the target audience and trainers (if any). Verification that the 
launch date of iSAP does not coincide with other important activities in the organization.

Creating draft materials: Materials needed are produced, reviewed, tested and approved before final 
material is produced.

Testing the campaign: Test the drafts on a sample of users. The results are incorporated into the drafts 
which are readjusted to finally produce the final material.

Producing the final materials: Production of final material.

Phase 4: Implementing campaigns
The following activities are temporary actions for each campaign.
Training the trainer: If there is need for in presence sessions, the trainers must have the skills to teach. 

Executing: The campaign can start.

Phase 5: Measuring effectiveness
The following activities are permanent actions for the main programme.
Measuring:  This is key to know the success upon objectives. If the campaign runs for long (more than 
a year) it is advisable to measure several times along the way. Delay the start of measurement until 
some time after the iSAP has started to give it time to mature. Repeating the measurement could show 
how things are being retained and provide a sight of the effectiveness. 

Evaluating results: Results and conclusions from the measurement are taken into consideration for 
next actions. Feedback is essential and it should be part of the formal reporting to the security officer, 
security forum or executive management. The reporting shows the value added by the iSAP and could 
be used as guidelines. Measuring helps also to justify the budget granted and any future economical 
need.
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(6) ENISA (2006)

This is the sixth approach in the scope of this thesis. Besides the fact that this approach is classified 
with the same parameters as (4) –thus contributing nothing new– , i.e. social organizational role of IS 
security, means-end and interpretive research objectives, conceptual analysis and no explicit theory 
found; the reason for choosing it is that it was developed to provide practical advice covered on a step-
by-step fashion. For this reason it is studied from its framework point of view.

The European Network and Information Security Agency12 (ENISA) works for the EU Institutions and 
Member States and is the EU’s response to security issues of the European Union. As such, it is the 
'pace-setter' for Information Security in Europe.” (ENISA, 2011). In 2006, ENISA published a guide 
on “How to Raise Information Security Awareness” in which they include a three phase approach to 
iSAP. 

Figure 23 – Overall Strategy for Executing Awareness Initiative and Programmes. Source:  ENISA (2006)

Looking in more detail to each of three steps, following are the actions in each phase:

Phase 1: Plan and Assess
Establish initial programme team: An initial team for launch the planning process. The team’s goal is 
to plan and organize the activities in this phase.

Take a change management approach: Using the change management principles helps to close the gap 
between a particular issue and human responses to the need to change. Change is managed holistically 
to ensure a change in behaviour and culture.

  
12 ENISA can be accessed at www.enisa.europa.eu
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Obtaining appropriate management support and funding: Perhaps the most crucial part of the iSAP
initiative is to obtain management approval and sponsorship. Sometimes, and depending on the 
organization, there will be a need to make a financial or business case for the investment so that senior 
managers can buy the initiative.  At this point the approach presents some guidelines on how to 
prepare a cost benefit analysis and how to identify programme benefits. This can help the team to 
collect decision information for management’ support and funding.

Identify personnel and material needed for the programme: Resources from different departments (e.
g. IT, HR, Communications, Training and Development) are suitable for the awareness programme. 
Advice and lessons learned from colleagues can help in obtaining their support; as not involving 
colleagues can set them against the programme. 

ENISA proposes to use the Internet to collect information for the program. They even advice to 
subscribe to forums where access to archives is granted.  It is easy to collect a large amount of 
information; but it is important to select the information systematically to make the next steps easier. 
When the information is collected, place special focus to identify “those pieces that might be useful for 
and suit the needs of the programme.” (ENISA, 2006, p. 18). Lastly in this step is “to compile the 
short list of potential solutions that will be evaluated as part of next step.” (ibid.)

Evaluate potential solutions: This step considers whether the iSAP should be kept in-house or 
outsourced. And it presents a good deal of information to help out the organization in the process of 
decision making to keep the iSAP in-house or outsource it.

Select solution and procedure: From previous step, a decision should be in taken regarding what parts 
to keep and what parts to outsource; or even things like if just one or more providers will be involved 
are decided in advance. In this step, negotiations occur: budget, price, terms and conditions are set. As 
a result a decision is made, which includes a purchase order and a contract signature.  If the iSAP is 
kept in-house this part is not necessary.

Prepare work plan: When the solution is selected and there is a team in place, it is time to start 
preparing a work plan. The work plan includes at this point: main activities, resources, timescales and 
milestones. The work plan is reviewed when the iSAP is developed.

Define goals and objectives: Determine what it is aspired to achieve. Without objectives it will be 
difficult to plan and organize the program and the evaluation is obviously impossible.

Define target groups: Define the specific audience to be included in this initiative.

Develop the programme and checklist and checklists of tasks: To ensure that the targeted benefits are 
realized it requires a lot of effort in designing, developing and managing the program. If there is a long 
list of topics, ENISA recommends planning the programme in “specific topics in a way that makes 
sense to each target audience, without overloading or adding confusion. “ (ibid., p 23). When the 
complete list of topics for the program is clear, it is recommended to rank the areas in priority. For 
instance, 3 is crucial, 2 is important and 1 is ‘nice to have’.  This allows focusing on the most 
important areas and refining the requirements for the iSAP.
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Define communications concept: “Communications is key to an awareness programme.” (ibid., p 23). 
ENISA includes in their approach extensive guidelines for a communication strategy and gives key 
recommendations on how to deal with the communication plan. The thesis author recommends taking 
a closer look at that part of the paper. The recommendations from ENISA include (a) some basic 
advice; (b) specific tips on how to deliver the messages to users; (c) tips on how to add value: it brings 
up things like allowing the users to give feedback and evaluation of communications; (d) channels of 
communication; and (e) a complete guide to communication planning.

Define indicators to measure the success of the programme: “The need for security awareness is 
widely recognized, but not many public or private organisations have tried to quantify the value of 
awareness programmes.” (ibid., p 33). To know the value and effectiveness of the programme there 
have to be measurements “to use the data as a guide to adjust the initiative to make it even more 
successful.” (ibid.). ENISA provides with some metrics to evaluate campaigns for a specific target 
audience: home users and small and medium enterprises. But they say that the metrics presented can 
be adapted to other target group needs. ENISA’s categories against which to measure:

• Process improvement
• Attack resistance
• Efficiency and effectiveness
• Internal protections

Further information can be read on the paper itself.  

Establish baseline for evaluation: the metrics provided in the previous step cannot be used unless there 
is a baseline of what current status. If the situation is evaluation beforehand it gives a possibility to 
track the benefits brought by the program. Evaluations are an excellent opportunity to assess those 
parts that had high success but also those that were less accomplished. 

Document lessons learned: Last part in phase 1 is to allow time for lessons learned so far. ENISA 
proposes a process that aims to identify, document and submit lessons learned. In this process they 
propose some tips for constructive feedback sessions that the thesis author believes are worth to read. 
That piece of information is attached in Appendix C.

Phase 2: Execute and Manage
Confirm the programme team: In this phase the programme goes into execution. In this step ENISA 
recommends to confirm with the initial team that the roles to implement and manage the program are 
clear. Additionally it confirms that the team is responsible for both execution and results.

Review the work plan: Before starting, review and update the work plan determining that milestones 
and budget requirement meet the goals and objectives.

Launch and implement programme: It is time, after all planning, to launch the programme.

Deliver communications: “Raising awareness is about communicating to the selected target groups.” 
(ENISA, 2006, p. 43) Therefore it is time to put in practice the communications plan. It is important to 
remember to collect feedback on the communications delivered.

Document lessons learned: Capture lessons learned during this phase. Repeat the same process as in 
phase 1. This allows comparing the evolution of the programme form this learning perspective.
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Phase 3: Evaluate and Adjust
Conduct evaluations: The baseline used in the before launching the programme is used to follow up 
and track the progress of awareness.

Incorporate communications feedback: “The feedback captured when delivering the programme’s 
communications should be reviewed with a view of how future communications might be improved 
and made more effective. This information should be combined with the results derived from the 
evaluation metrics.” (ibid., p. 46).

Review programme objectives: When the effectiveness results are collected, the objectives of the 
programme need to be reviewed. 

Implement lessons learned: “Evaluate the lessons learned from the awareness programme. Which 
lessons can be applied to increase the effectiveness and success of the programme in the future? The 
main focus should be to learn from past experiences both positive and less so; then put that learning 
into practice.” (ibid., p. 46).

Adjust programme as appropriate: All the experiences gained thru the programme provide knowledge 
and understanding to re-adjust the programme and make it more successful. The adjustments include 
each and every task. The idea is to make the adjustments but still keep the focus on the objectives and 
goals.

Re-launch the programme: When the programme has re-adjusted all the lessons learned and feedback 
received, the next step is to re-launch the programme tasks from phase 2.

6.2 Analysis of the approaches by content
The ultimate aim of iSAP is to change user behavior so that users and/or employees follow the 
security rules included in the iSAP in a way that security incidents performed by insiders decreases 
below 48%. The criteria to analyze the content of the studied approaches are:

• Whether the approach includes persuasive communication and active participation; this is 
what defines cognitive approaches according to Puhakainen (2006).

• Whether the approach changes environmental factors in terms of punishment and rewarding 
mechanisms; this is what defines behavioral approaches according to Puhakainen (2006).

• Whether the approach enables learning as a continuum by mixing acquisition and formalized 
learning, enhancing in turn learning as a continuum for employees. 

The author of the thesis writes positive and negative points, according to her understanding and the 
criteria above, for each approach.
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(1) The Security Action Cycle (Straub & Welke, 1998)

(+) This approach dissuades attackers by strong disincentives and sanctions.

(+) The approach includes a lot of dissuasive communication to users and stresses the two central 
tenets of general deterrence theory: certainty of sanctioning and severity of sanctioning. Dissuasive 
communication can be related to the cognitive part whereas sanctioning (severity and certainty) are 
connected to the behavioral requirements.  

(-) The author could not find any connection of the approach with active participation or rewarding, 
which are also important for any approach. 

(-) Managers, both systems and general managers, are the ones responsible for applying the actions to 
deter, prevent, detect and remedy computer abuse. Should this be their job? The author believes in that 
appointed people should be taking care of these actions. Of course that it depends on the size of the 
company and the model used for iSAP management (centralized, semi-centralized or de-centralized, 
review section 4.2 – Models for management of iSAP).  But ideally some dedicated resources chasing 
employees would be better.

(+) Even though the approach is not linked to the security learning continuum it advocates for 
education by saying that education on users and their superiors yields major benefits (Straub & Welke, 
1998, p. 445)

(2) Conceptual foundation for organizational information security 
awareness (Siponen, 2000)

(+) The approach includes notes about awareness, training and education as a whole; and it defends 
that successful awareness or education requires more than just a set of rules (Siponen, 2000).

(-) However learning should be prescriptive (telling the users exactly what to do) and that is a problem 
according to Siponen (2000) because guidelines should always be justified in a way that user’s 
cognitive capability can be changed by giving the reasons for specific guidelines or rules (ibid.) The 
thesis author believes that this position towards learning differs a bit in relation to the learning 
continuum specially from the task-conscious or acquisition learning where Smith (1999) says that 
acquisition learning is seen as going on all the time. So if by prescriptiveness you are telling the users 
exactly what to do, users do not learn in ongoing basis but only when you tell them to do so. The 
prescriptiveness is more in line with the other component of the learning continuum i. e. formalized 
learning. This kind of learning arises from the process of facilitating learning (Smith, 1999) and that is 
exactly what prescriptiveness does. 

(+) In the paper is found “in every situation [15], we have a certain set of approaches which may work 
and some which may not work.” (Siponen, 2000, p. 36). This statement is outmost true in this thesis 
too. Even though we would find a good iSAP or let’s put it this way: the perfect iSAP; it would still be 
the case that the ‘perfect’ approach does not work for a particular situation. The thesis author is aware 
that in general there could be iSAP approaches do not have a theoretical and still are successful at 
achieving their objectives; whereas others approaches with strong theoretical background may not 
achieve any or a subset of the objectives set for the approach. That is due to the fact that awareness is a 
subjective field and once more we deal with the human being –and that is complex and unpredictable. 

(+) It advocates for persuasive action, together with active participation as the basic use of security 
guidelines; which enables a certain degree or user interaction what is directly in contact with cognitive 
definition. 

(+) It highlights that attitude of users, in particular user’s beliefs, or consequences of not following the 
security guidelines. This is a reference to punishment measures.
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(+) TPB can be connected with active participation. Siponen (2000) says that it should be taken care of 
by technical learning –which is a good reference to learning in general.

(+) TAM is also in the line of TPB.

(+) Intrinsic motivation is more impacted by external motivation factors that intrinsically. This is 
something that maybe can be changed thru learning as in Smith (1999). There is for sure some 
persuasion strategies to achieve intrinsic motivation. 

(+) It takes consideration of good leadership skills and healthy organizational culture tending to be 
important creating one basis for security. Also working conditions play a significant role in terms of 
achieving intrinsic motivation plus intention and perceived usefulness in terms of TAM. It highlights 
also the labour dissatisfaction that help to build unethical or unmoral behavior. Who does not 
recognize this issue at organizations? 

(-) It does not reward users in any way.

(4) DAISA approach (Casmir, 2005)

(+) The communication spectrum is organizational wide meaning that it not only pretends to persuade 
employees but also management and other stakeholders. 

(+) It promotes active participation and motivation of employees. Particularly for the increase in 
motivation there is a recommendation to link security with job performance. This is seen as a good 
method to capture user’s commitment to iSAP because they are being rewarded for their behavior.

(+) The thesis author believes that having dedicated personnel to the iSAP is a win. This is different to 
what Straub proposes by having managers do the “security job”. 

(+-) This point is plus and a minus meaning that is not liked but not disliked either. The approach 
advocates for tailoring some of the general material according to job function. The idea is acceptable 
as long as it stops before going in the line of approach NIST SP 800-16 where only security specialists 
should get security educated. Observe that the thesis author did not like that approach. 

(+) It includes the information security learning continuum as a basis of the approach. This is 
something that the author is fond of.

(-) The is no mention to punishment in this approach meaning that users have no idea what measures 
will be taken against them if they do not comply with the security rules in the iSAP. Then, why 
complying if usually only gives them more job?

One important driving in this research is whether iSAP has a theoretical background or not. The 
theories in question are the ones listed in section 6.1 above. After reviewing and analyzing the 
approaches in scope see below how this has been graphically depicted. 

Approach Theoretical background Learning continuum
(1) Straub & Welke ü X
(2) Siponen ü X
(4) DAISA X ü

Table 3 – Representing the content of approaches with their theories
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Overall results of the analysis are that, the analyzed approaches lack a balance in all the features that 
this thesis proposes for the content of a iSAP. The approach presented by (1) is very in the line of 
punishment and very little on rewarding employees or educating them according to the security 
learning continuum.  Then (2) approach is a bit more balanced whilst it stresses a lot on persuasive 
communication and active participation. Although the references to punishment are present there is 
less connection to rewarding and security learning continuum. And last (5) approach is considered the 
one with most balance of the three but still there is no reference whatsoever to punishment.

Thus after reviewing these approaches it is shown that there is need for a model or approach which 
content combines these characteristics discussed along. Thus the thesis presents its proposal in next 
chapter 7.

6.3 Analysis of the approaches by the framework
One of the obstacles in the problem discussion highlighted by McIlwraith (2006, p. 7) was:

“There is no single specific public standard published at present that defines security awareness 
practice.”

Taking these words into consideration to create something like criteria for performing the analysis of 
framework; the author finds no other method than comparing the frameworks against each other and 
making a slight comparison to draw how a framework based on the frameworks in scope should look 
like. This method of qualitative analysis is the constant comparison that was explained in Chapter 2 –
Research methodology.

(1) The Security Action Cycle (Straub & Welke, 1998)

The framework’s key points include:

Deterrence, prevention, detection and recovery countermeasures. 

It provides feedback thru the deterrence feedback.

(3) NIST SP 800-50 (2003)

The framework’s key points include:
Step 1: Extensive communication to all levels in the organization.  It includes conducting a need 
assessment that is than in a more complete way than the DAISA approach. NIST SP 800-50 needs 
assessment includes user feedback and metrics amongst other and DAISA includes only business 
needs. It develops a strategy and a plan where the implementation schema has priorities in case there is 
budget or other restrictions. It “sets the bar” depending on the complexity level to adopt. Allocation of 
funding.

Step 2: Selects the topics and develops the material.

Step 3: More communication on the plan. It selects the techniques for delivering the material.

Step 4: Monitors compliance. Evaluation and feedback for continuous improvement. A feedback 
strategy is implemented. It manages all the changes from the evaluation and feedback. With ongoing 
improvement the “bar” can be raised.
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(4) DAISA approach (Casmir, 2005)

The framework’s key points include:
Includes security metrics; regular evaluation (annually optimally); designed in alignment with 
business objective; based on the security policy; it properly documents all security incidents; the 
evaluation team gives feedback into the next cycle/round.

(5) Security awareness – Best Practices to Secure Your Enterprise 
(Wulgaert, 2005)

The framework’s key points include:
Phase 1:
Collects background information: security documents, current status of security awareness level al 
users and related initiatives taken in the past. Also cultural and environmental aspects.
It includes also an assessment of needs and content including principles and uses an identification 
matrix. 
Defining campaigns and choosing methods for communication and media.
Creating an identity:  it shows to be necessary from a marketing point of view to convince and attract 
people.
Formal plan for the iSAP is created.

Phase 2: (contains temporary actions inside the campaigns)
Setting objectives. Selecting builders and trainers (only if applies). Builders are referred to those 
departments that give input or assistance to the design team.
Define content: a list of topics.
Define budget: clear budget for the campaign.

Phase 3: (contains temporary actions inside the campaigns)
Building the campaigns: detailed plan with availability and planning constrains of target audience plus 
trainers.
Creating the materials, testing and producing final material.

Phase 4: (contains temporary actions inside the campaigns)
Train-the-trainer if required; and execute the campaign.

Phase 5:
Measuring is periodically performed throughout the campaign. There are also implicit metrics. 
Measuring helps to justify the budget granted for the program.
Evaluating results against objective in order to take considerations for next programs and campaigns. 
Reporting to security officer, security forum or executive management. 

(6) ENISA (2006)

The framework’s key points include:

Phase 1: Establishes the team; obtains management support and funding; Identify personnel and 
material needs;  prepare a work plan; define goals and objectives; define target groups; develop the 
programme and checklists of tasks; extensive communications plan; define indicators to measure 
success;  establish a baseline for evaluation; and document lessons learned.

Phase 2: Confirm the team; review the work plan; launch and implement; deliver communications; and 
document lessons learned.

Phase 3: Conduct evaluations; incorporate communications feedback; review the programme 
objectives; implement lessons learned; adjust the programme; and re-launch the programme.
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Overall comments are that it has been difficult to compare the frameworks above, especially approach 
(1) due to its different nature. However a few things they do have in common: (1), (3), (4), (5) and (6)
provide a recurrent and cyclical structure over how the process should be run. Allowing for feedback 
into the cycle is a natural part of the whole program.

(4), (5) and (3) include all an assessment of needs; where (4) only makes an alignment with business 
needs. (3) and (5) make a more extensive analysis of the needs. In particular (5) even makes an 
analysis of the content needs. This is something that all iSAP should do, as there are different needs at 
different organizations simple because the level of security and threats is different. It is also unique to 
(5) to focus on creating an identity for the program. The identity helps to extend knowledge and 
capture adepts and followers. 

Then there are measurements: (5) measures thru all the campaign and it includes metrics. Results for 
the evaluation exercises are fed to (a) next phase of the program – thus giving feedback and (b) the 
security officer, security forum or executive management.  On the other hand (3) puts evaluation and 
feedback in connection with continuous improvement and the possibility of raising or lowering the bar 
(i. e. the level of acceptance). (6) establishes an evaluation baseline that they use to make 
measurements and re-adjust the program according to results. 

All of them (3), (4), (5) and (6), include regular evaluations, most recommended on an annual basis.
Communications is another aspect that is highly common in the approaches studied. (4), (3) and 
specially (6) have much focus on communicating out what happens on the iSAP front. (5) is also 
communicative but less than (3), (4) and (6). And (1) focus on communication but the message they 
provide is a bit different; it’s a threatening message to users to comply with the security rules. 
Whereas other approaches adopt a more holistic view over communications and using it as a 
convincing or persuasive mechanism and informative at the same time.

(4), (5) use the security policy or security documents as a basis to start the work on the iSAP. That is a 
good point to direct objectives of the iSAP with the objectives of the security policy. It will –
hopefully– result in a program that makes information security more understood and followed. (6) 
does not mention the security policy at all. 

(5) and (6) talk about changing user behavior but the approaches do not have any theory behind. Albeit 
(6) has a vague strategy behind, their concept to change behavior is based on the main principles of 
change management. (6) advocates for change must be managed holistically; this is something that the 
thesis author likes because change cannot be treated as independent itself. Change is connected to 
many variables that is why is so difficult to achieve. 

(6) is the only approach that has a clear strategy on how to evaluate different solutions for the iSAP. 
ENISA proposes a whole process for taking the decision on whether to keep the iSAP in-house or 
outsource it.  Also something unique of this approach is the fact that lessons learned are incorporated 
all the way thru. It establishes a process for documenting and capturing what is learned at each phase 
and by the end of the cycle it implements the lessons. 

(6) has a good explanation about how to add value to the program (in page 25 of the reference). (5) 
talks also about adding value but is less clear and explicit.

So as just presented, all the analyzed frameworks are structured in a step-wise manner; independently 
of how many steps they include they all intend to create a cycle that provides feedback into the 
approach. There is one cycle that aims at identifying activities that need improvement and handle them 
into a continuous feedback loop: Plan-Do-Check-Act cycle –this is presented in next section below.
The thesis observes that all the frameworks analyzed above could be harmonized for what it presents a 
proposal in section 7.2. The harmonization purpose is to collect the most relevant activities from all 
five frameworks in one and form it around the PDCA cycle. The PDCA is introduced and explained 
how it can be used in next section.
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6.4 Plan Do Check Act (PDCA)
During the analysis of the frameworks done in last section, the thesis author came to observe that the 
frameworks studied could be harmonized into one single framework performing iterations. The model 
that this thesis has used is the PDCA and more details on what it is, how and when to use it are below.
Even though one could find other models allowing iterations, the thesis chose to use this one because 
it has been previously used in information security standards published by the International 
Organization for Standardization (ISO13).

6.4.1 What is the PDCA model? 

The Plan-Do-Check-Act cycle also called the Plan-Do-Study-Act (PDSA), the Deming cycle or the 
Shewhart cycle (The Global Voice of Quality, 2011). 

The PDCA has its origin in the late 1920’s when Walter A, Shewhart (friend and mentor of W. 
Edwards Deming) developed it (Balanced Scorecard Institute, 2011). But it was Deming, the father of 
modern quality control (Wikipedia) and the Quality Management authority (HCi consulting, 2011), in 
the 1950’s who took Shewhart’s cycle up and promoted it to successfully create a diagram that
graphically depicts a continuous feedback loop. When it is in place it was possible to identify and 
change those parts or activities of the process that needed improvement. Deming had a focus on 
industrial production processes and the improvements he was interested were on the level of 
production. However in the modern post-industrial world the ideas that Deming developed can instead
be the drivers on the business strategy levels. (Balanced Scorecard Institute, 2011)

PDCA is a four steps iterative model (Wikipedia, 2011; The Global Quality Voice, 2011 and HCi
consulting, 2011) and has been extensively used within the area of business process improvement 
(Wikipedia, 2011) and quality assurance (HCi consulting, 2011). As such, ISO has not only used the 
PDCA cycle in the family of Quality assurance standards (ISO 9000 – Quality management) but also 
in the security arena as in the ISO 27000 family – Information security management systems.  

There are several diagrams to depict the PDCA model, see a few here:

Source: Wikipedia (2011)

The PDCA model found in “ISO 27001 – Information technology -- Security techniques --
Information security management systems – Requirements” looks like this: 

  
13www.iso.org
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Figure 24 – Original PDCA cycle. Source: ISO/IEC 27001:2005b.

6.4.2 When to use the PDCA model?

This model is used for continuous improvement. When (1) starting a new starting a new improvement 
project; (2) developing a new or improved design of a process, product or service; (3) defining a 
repetitive work process; (4)  planning data collection and analysis in order to verify and prioritize 
problems or root causes and/or  (5) implementing any change (The Global Quality Voice, 2011). 
So in this thesis the PDCA model can be used as an application of (1), (2), (3) and (5). This is so 
because a iSAP can be handled or seen as a new project (1), or as an improvement of existing process 
(2), or a definition of a repetitive work process (3) and as an implementationor changes in the 
organization (5).

6.4.3 How to use the PDCA model?

The PDCA model is intuitive in itself, but here is a simple ‘how-to’ instruction to possibly map the
steps with iSAP activities, based on the ISO/IEC 27001:2005b depicted above:

• Plan (step 1): Establish the iSAP

• Do (step 2): Implement and operate the iSAP

• Check (step 3): Monitor and review the iSAP

• Act (step 4): Maintain and improve the iSAP
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Chapter 7 – Holistic model for the 
creation of Information Security 
Awareness Programs

During the analysis – by both the content and framework – of the approaches, the thesis observed that 
such approaches did not offer a holistic view. This thesis has made a synthesis of the approaches 
reviewed and proposes a solution that includes iSAP content and iSAP framework. Thus the solution 
proposed adopts a holistic approach. 

7.1 Proposal for the iSAP content
The approaches that were analyzed by their content are:
(1) The Security Action Cycle (Straub & Welke, 1998) 
(2) Conceptual foundation for organizational information security awareness (Siponen, 2000)
(4) DAISA approach (Casmir, 2005)

The criteria against which the approaches were analyzed are: 
• Whether the approach includes persuasive communication and active participation; this is 

what defines cognitive approaches according to Puhakainen (2006).

• Whether the approach changes environmental factors in terms of punishment and rewarding 
mechanisms; this is what defines behavioral approaches according to Puhakainen (2006).

• Whether the approach enables learning as a continuum by mixing acquisition and formalized 
learning, enhancing in turn learning as a continuum for employees. 

In the analysis it was showed that of the three approaches in scope, none met the criteria above fully. 
Thus this thesis makes a proposal for the iSAP content meaning that the content meets the criteria by 
including the following:

1. Cognitive aspects. In this line the approach should include:
a. Persuasive communication. The usage of the persuasive strategy provided by Siponen 

(2000) is recommended, see page 39 for details. This strategy aims “at increasing 
user’s commitment to security guidelines.” (Siponen, 2000, p. 31).

b. Promote active participation. Active participation is based on a partnership between 
organization and workforce. This is achieved by for instance, including topics that are 
relevant to job functions.c. Promote active participation. Active participation is based on a partnership between listener/receiver and speaker/sender of information. To achieve active participation in iSAP a possibility is to engage employees in defining the process and content. This can be accomplished by collecting input from users in a way that users recognize their contribution. 
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2. Behavioral aspects. In this line the approach should include:
a. Motivation/behavioral theories: Include the following theories in the iSAP:

i. Theory of reasoned action (TRA)
ii. Theory of planned behavior (TPB)

iii. Intrinsic motivation
iv. The Technology Acceptance Model (TAM)

b. Punishment and sanctions. Adopting the theory of deterrence is the best option for 
punishment. Employees need to know what is expected from them and what the 
consequences of not complying with the iSAP are. Clear statement of how they will 
be punished; certainty and severity of sanctions needs to be communicated and 
published.

c. Rewarding mechanisms. If employees know how they will be punished and 
sanctioned if they do not comply, it is outermost important to establish the same line 
of policy when it comes to complying. One could argue that complying with the 
organization’s security policy is mandatory for every employee. The author agrees on 
that –no doubt. However the truth could be different. If the organization is to change 
behavior and have employees on ‘its side’ and motivated with security initiative, there 
has to be some connection with employee appraisal and rewarding mechanisms. This 
rewarding has to be “tangible enough to make others emulate from their colleague. 
Typical rewards may range from monetary terms to promotion, and the like.” (Casmir, 
2005, p. 161).

3. Information security learning as a continuum. The way learning should be approached is by 
including both task-conscious (or acquisition learning) and learning-conscious (or formalized 
learning) activities. 

a. Task-conscious or acquisition learning happens “is concrete, immediate and confined 
to a specific activity” (Smith, 1999). Examples of this kind of learning are scattered 
information such as posters, slogans, and communications on specific security 
area/topic.

b. Learning-conscious or formalized learning is also referred as educative learning. “It 
arises from the process of facilitating learning.” (ibid.).  Examples of this kind of 
learning are training sessions as employees know (or at least should) that the purpose 
of the session is to learn something.
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7.2 Harmonization and modeling the frameworks
in a PDCA cycle
The frameworks that were analyzed are:
(1) The Security Action Cycle (Straub & Welke, 1998) 
(3) NIST SP 800-50
(4) DAISA approach (Casmir, 2005)
(5) Security awareness – Best Practices to Secure Your Enterprise (Wulgaert, 2005)
(6) ENISA (2006)

After analyzing the frameworks of the approaches in scope, it was clear that iSAP often are 
approached in a structural manner as Siponen (2000) wrote in this paper. This structure has steps or 
phases and –for all the frameworks studied– providing feedback into the next cycle or iteration. 

Most of the studied approaches had a four-step cycle, but not all – (5) has 5 steps14 and (6) has only 3 
steps. The PDCA cycle has 4 steps: Plan-Do-Check-Act. This thesis proposes a “harmonization” of 
the key activities seen from the analysis. Another important activity is feedback. When studying the 
frameworks it was common to all approaches to include feedback activities at the end of their cycle. 
Additionally (6) included lessons learned activities at the end of each phase. As already highlighted 
this is unique for this approach (6) but the thesis author believes it is a good option and adds value to 
the framework therefore she decides to include an activity in each step called feedback /lessons 
learned.

Step 1 – PLAN: Establish the iSAP

Activities or actions to be included in this step are:

• Assessment of the needs and content

• Collect information: security policies and other documents

• Arrange a team or small organization that will drive the iSAP. Set their roles and 
responsibilities

• Set goals and objectives

• Prepare a work plan

• Obtain management support

• Obtain budget and funding

• Establish a baseline for evaluation

• Define the communications plan and strategy

• Decide the model of implementation and whether the iSAP will be kept in-house or 
outsourced (partly or totally)

• Feedback and lessons learned

  
14 (5) remember that this approach includes a lot of information for campaigns, which can be seen as 

temporary actions or responses to the evaluations performed on a regular basis of the permanent 

program activities. The information for campaigns can be used if the organization decides to launch a 
specific campaign on a particular topic.
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Step 2 – DO: Implement and operate the iSAP

Activities or actions to be included in this step are:

• Reconfirm the team and their responsibilities

• Review the work plan

• Check important dates

• Prepare the content 

• Test materials

• Produce final materials

• Launch the program

• Collect information to produce reports 

• Start measuring

• Feedback lessons learned

Step 3 – CHECK: Monitor and review the iSAP

Activities or actions to be included in this step are:

• Evaluate reports

• Measure effectiveness

• Review goals and objectives

• Review results

• Review budget for future needs

• Present results to management and keep holding their support

• Feedback and lessons learned

Step 4 – ACT: Maintain and improve the iSAP

Activities or actions to be included in this step are:

• Adjust the program with the review input from last step

• Re-launch the program into iteration number two

• Feedback and lessons learned

This chapter included a proposed solution for the problem identified in chapter 1. The next step for the 
thesis is now to empirically validate this solution with both subject matter experts (SME) and end-
users. 
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Chapter 8 – Summary of the 
empirical validation

According to the method used in this thesis, the model to create iSAP was submitted for review to 
subject matter experts (SME) at “Company X” and even to external end-users. This review was done 
in the form of questionnaires, sent to two different targets of respondents: (1) internal subject matter 
experts (SME) that answered to questionnaire in appendix F and (2) external end-users that answered 
to questionnaire in appendix E. In this chapter, first is presented the method for the empirical 
validation. And secondly and thirdly, the summary of the results collected from the two groups of 
respondents is presented. The percentages below are given without decimals to keep the reading 
simpler. If the reader tries to sum the percentage of the answers, he/she might encounter that in some 
questions the 100% is not reached, this is due to the rounding of decimals.

8.1 About the empirical validation
To perform the empirical validation the author created two questionnaires: one for end-users and one 
for SME, i. e. information security experts.  The full questionnaires are found in appendix E and F
respectively. 

The reason for elaborating two questionnaires is that the author wanted to capture the thinking and 
knowledge from two of the parties involved in iSAP: On one hand, there are the users that “suffer” the 
iSAP. On the other hand, there are the SME that develop or maintain the iSAP. One could say that 
another important party involved here are the decision making persons in charge of the iSAP. But the 
author did not believe that reaching that audience was possible and left them outside the scope of the 
empirical validation. 

As the author works at “Company X” that has an iSAP in place, she specifically chose to contact 14
SME among the internal information security experts. Later on she sent them the questionnaire found
in appendix F.  

The second questionnaire targeted at end-users (appendix E) was sent to users working on external 
companies, i. e. other than “Company X”.  The thesis author contacted a selected group of 32 contacts 
of her own network and asked them to answer the questions and to spread, in turn, the questionnaire to 
their contacts. By using contact networking, the author expected the number of answers would be 
higher. The original list of contacts contained people working on private companies and in the public 
sector basically working in Sweden – Stockholm mostly, despite the fact that many of the companies 
operate internationally. The power of social networking brought the questionnaire to (at least) Spanish 
respondents. The reason for this is that the thesis author and many of her contacts come from Spain 
which made the arrival of the questionnaire to the country natural.

During the days the questionnaire was published on the Internet (from 25th to 28th May 2011), the 
thesis author received emails with feedback from a few of the respondents that wanted to give 
dedicated comments. When the questionnaires were stopped, the thesis author analyzed the results of 
both questionnaires. Results are discussed in next sections.
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8.2 Summary of results from internal subject 
matter experts
As introduced above, the questionnaire in appendix F was sent to 14 SME and it contained 25 
questions. Totally 9 SME answered.

The SME at “Company X” have, on average, worked 12 years in the company, which allows them to 
know and follow the company’s efforts in iSAP. The most common way to come in contact with the 
iSAP is by the internal site/s (30%), emails (26%) and posters (21%). Some SME explained that they 
have come in contact because they are directly involved in promoting security awareness in the 
company or because their job functions requires them.  Managers are also a channel to put employees 
in contact with iSAP, but it was the less common alternative.

55% of the SME thought that there is enough information security education (courses, seminars, 
webinars, etc.) whereas 72% of SME thought that the best way to learn information security is by 
combining guided learning (in classroom) with practical accumulation of experiences. 77% of the 
SME are definitely willing to put in practice what they learn in awareness sessions. Whereas 22% of 
them are only keen in doing this as long as it does not require them longer time to perform the same 
task. 66% SME are ready to learn more about information security to be more aware of possible 
security threats. 

The posture of SME in regards with the fact that the information security learning should be treated as 
a continuum was unanimous, i.e. 100% answered “yes”. 

SME were given a list of deterrence actions (connected to the deterrence theory) and they were asked 
to select (they could select multiple answers) which of the measures they thought should be included 
in the iSAP. The results showed that 21%  thought “security policies” should be included in iSAP, 
16% thought about “guidelines”, 16% thought about “standards”, 16% thought about “procedures”, 
16 % thought about  “laws” and 13% thought about “regulations”. 2% of the answers were 
represented by the option named “others”. 

A similar question as above was asked regarding the preventive actions like: “locks in computer 
rooms”, “password access controls”, “firewalls”, “data classification”, (see complete list of actions in 
question 9 in questionnaire in appendix F). SME thought that the most important preventive actions to 
include in iSAP were: “password access controls” and “data classification”. Other preventive actions 
that were considered important were: “antivirus software”, “separation of duties”, “encryption”, 
“warning banners”, “firewalls” and “locks in computer rooms”. There was one SME that thought that
“email security protocols (soft and hard copy)” and “printer security protocols” also should be part of 
the actions in iSAP. 



69

Detective actions, such as “audit trails”, “logs”, “Closed-circuit TV (CCTV)”, “intrusion detection 
systems (IDS)”, “antivirus software”, “penetration testing”, etc. ”, (see complete list of actions in 
question 10 in questionnaire in appendix F), were presented to the SME and asked to chose those 
actions they thought should be included in the iSAP. There were different opinions. The appreciated
action was “audit trails” (14%). Followed by “logs” (12%), “IDS” (12%), “antivirus software” (12%),
and “penetration testing” (12%). A bit less “popular” were: “CCTV” (10%), “passwords crackers”
(10%) and “performance monitoring” (10%).  

In regards with which recovery actions from the list presented found in question 11 in appendix F, the 
actions that the SME thought should be included in iSAP were: 18% thought of “backups” and
“business continuity plans”. Regarding other actions, 13% thought of “system restoration”, 11% 
thought of “data contingency plans” and 9% thought of “redundant equipment”. 

In the questionnaire there was one question (with multiple choice options for the answers) to ask about
the behavioral theories: the theory of reasoned action (TRA), theory of planned behavior (TPB), 
theory of intrinsic motivation and technology acceptance model (TAM). 25% SME thought that TRA 
and TPB should be explicitly included in the content of iSAP. 13% thought that the theory of intrinsic 
motivation and TAM should be included. There was an option named “Don’t know” and 25% of the 
SME selected it.

In question 13, the SME were asked if they read the communication sent from the iSAP team. Only 
one respondent said “no”. Experts believe that most effective formats for sending out information to 
employees are the intranet and using persons (for instance, instructor led sessions). Less effective but 
still considered important were email, posters and web training sessions. The less favorite were 
newsletters, awards programs, videos. There was one respondent that said that a mix of all the formats 
would be good, but couldn’t give a ranking. Another respondent included RSS (Rich Site Summary) 
as a possible format. In terms of how often information should be sent, most experts agreed on 
monthly (44%) or quarterly (33%). 11% said that weekly would be optimal and another 11% thought 
that information should be sent all the time.

To the question about including a rewarding system in the iSAP, the SME opinions were divided, 
about 55% said “no” and 45% said “yes”.

All experts agreed (100% answered “yes”) in the questions about: a) that the iSAP should include
measures against employees not complying with the program; b) the content of the iSAP should be 
relevant to the job function of the user; and c) the content of the iSAP has to adapt to new threats 
caused by new technologies. 

The iSAP should be reviewed when necessary, according to 55% of the experts. However 22% think 
that it should be reviewed annually and a 22% believe that every six months is optimal.
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SME are 100% unanimous in that they would change their behavior to avoid risks for their company.

The last 4 questions in this questionnaire were aimed to capture the SME opinions on what specific 
activities they would change/add/delete from the author’s proposal for the four steps (Plan, Do, Check, 
Act) of the framework for iSAP presented in section 7.2. The experts agreed in all the activities except 
for in step “Do” were one respondent wrote that the iSAP should “evaluate knowledge and awareness 
before and after the iSAP, to get metrics of progress”. 

8.3 Summary of results from external end-users
The questionnaire answered by external end-users is found in appendix E. It contained a total of 33 
questions. However there were two lines of questions: one line for those users whose companies had a 
iSAP in place and one line of questions for those users whose company did not have a iSAP. There 
was a third possible path and that was those users that did not know whether their companies had a 
iSAP. These users were invited to answer all the questions by starting on the path that the company 
had an iSAP. The author contacted 32 initial respondents. A total of 18 end-users completed the 
questionnaire. 

The number of employees in the companies was varying from 3 to 200,000 employees. 50% of the 
respondents had worked in their companies for one or less than a year.  The job function of the 
respondents was wide: consultants, administrative, test leader, project managers, R&D engineers, 
account managers, software designer, manager quality & information security, security and risk 
manager, general manager, IT service delivery operations, network security.  

To the question about whether they knew if their company had an iSAP or not, 66% of the users chose 
the affirmative option. 21% answered the negative option and 12% did not know if their companies 
had an iSAP.

Let’s start summarizing the answers from those 66% of respondents whose organizations had iSAP.

The most common way (26%) to come in contact with the iSAP was thru the internal site, closely 
followed by emails (22%). Less common (13%) was the fact that they had come in contact with the 
iSAP by colleagues and (13%) chose other methods not listed in the questionnaire. About 10% had 
come in contact by posters and another 10% by their managers.

63% of the employees thought that there was information security education. 16% answered “no” and 
10% answered “don’t know”. The rest of people answered “too little” and “not enough”, with 6% each 
answer. In relation to how employees would like to learn information security it was equally (50% 
each) answered: “guided learning in classroom or specific sessions” and “a combination of both”. In 
question number 5, when end-users were asked if they would put in practice what they learn in 
security sessions, 58% respondent said “yes, even if it takes longer time to perform the same tasks” 
and 37% said “maybe, it depends on how much time/workload you have in that moment”. One 
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respondent did not know. 56% of employees are keen on learning more about information security to 
be more aware of possible security threats; however 25% said that it would depend on the content of 
the learning and 18% answered that it would depend on the implications the learning would bring.

Similar four questions on theory of deterrence that were asked to SME, were also asked to end-users. 
However end-users were required to identify which actions from the lists presented they could 
recognize in the iSAP at their organizations. In relation to recognizing deterrence actions (see 
complete list of actions in question 7 in appendix E), users recognized all the listed actions with 
similar percentages. But “security policies” and “procedures” were the two answers most recognized 
by 19% each option.

In the preventive actions (see complete list of actions in question 8 in appendix E), the recognition 
order was (from higher percentage to lower): “Password access controls” (17%), “antivirus software” 
(16%), “firewalls” (13%), “encryption” (11%), “accounts lockout” (10%), “data classification” (7%), 
“locks in computer rooms” (6%), “warning banners” (5%), “data validation” (5%), “checks for 
duplications” (3%), and “prenumbered forms” (2%). 

In the recognition of detective actions (see complete list of actions in question 9 in appendix E) the 
users recognized the actions in this order: “antivirus software” (30%), “logs” (15%), “audit trails” 
(13%), “IDS” (10%), “performance monitoring” (10%), “CCTV” (8%), “penetration testing (5%), 
“don’t know” (5%) and “cyclical redundancy checks” (3%).

When recognizing recovery actions (see complete list of actions in question 10 in appendix E)
“backup” was recognized by 21% of the respondents. “Business continuity plan” and “system 
restoration” were each recognized by 15% of the end-users. “Redundant equipment” and “data 
contingency plans (DRP) were each recognized by 11% of the end-users. The rest of recovery actions 
were recognized with the following percentages: “rebooting” (6%), “insurance” (4%), “fault-tolerant 
systems” (4%), “key escrow” (2%), “failover” (2%) and “checkpoints” (2%). 6% of respondents chose 
the “don’t know” option.

When asking about recognition of behavioral theories connected with iSAP, 44% of the respondents’ 
answer was “don’t know”. 20% could recognize theory of reasoned action (TRA) and theory of 
planned behavior (TPB). And 10% answered that they recognized theory of intrinsic motivation and 
the technology acceptance model (TAM).

Related to the recognition of whether information security learning is treated as a continuum 64% 
answered “yes”. 21% answered “don’t know” and 14% answered “no”.

43% of the users read the communication related to the security awareness. 29% said “sometimes” and 
21% chose “depending on how much time/workload you have”. One respondent said “no”.
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50% of the respondents had been told what measures could be taken against them in case of non-
compliance with the program. 36% answered negative to the same question and 14% said “don’t 
know”. In terms of the rewarding, most of the respondents (79%) said they had never been rewarded 
and 21% answered positively.

69% of the end-users answered that they thought the content of the iSAP was relevant to their job 
function and 31% answered “don’t know”.

When asking about if the iSAP helped them outside the company 57% said “yes” and 36% said “no”.
One respondent said “don't know”.

Question 18 was connected to whether the content of the security awareness program has been adapted 
to new threats according to new technologies. 57% of the respondents said “yes” and 36% said “no”. 
One respondent said “don't know”.

When the end-users were asked to pick which topics they could recognized their companies were 
sending information about (see complete list of topics explained in question 19 in appendix E), the 
answers were: “Social engineering” (4%), “passwords” (12%), “how to report security incidents” 
(8%), “emails and instant messaging” (7%), “backup and storage” (9%), “browsers” (5%), “mobile 
devices” (8%), “encryption” (8%), “acceptable use policy” (8%), “confidential/sensitive information” 
(8%), “PC security” (10%), “virus, worms, Trojan horses, malicious code” (6%), “YOU” (4%),  and 
“SNS: Social Network Services” (3%).

When asked about on what frequency the iSAP was updated most of the respondents (57%) answered 
“don’t know”. And when asked if they accepted the iSAP 65% said “yes it’s a measure to develop the 
company”; whereas other 21% said that they accepted the program to certain extent and 14% said they 
didn’t know. When respondents were asked what they thought about the iSAP, 65% liked it, 21% said 
that “it made their lives a bit more difficult” and 14% said they just “didn’t know”.

Now let us review the answers from those end-users who initially in question number 3 affirmed their 
companies did not have a iSAP.

A high amount of the respondents (71%) answered positively to the fact that they were compliant with 
security policies. And 24% amount of respondents chose “don’t know”. 

In response to the question about if the users would like to be rewarded if they reported security 
incidents, the majority (53%) answered they would not like to be rewarded if they reported security 
incidents. But there were 35% others that said “yes” and 12% did not know. 
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Most of employees, 53% said it would be fair to punish those users that did not comply with security 
policies. Whereas there were 35% others that sustained “no” and 12% did not know.

The very most preferred format to receive updates from the iSAP team is email (28%), then the 
intranet or internal sites (19%). And the preferred frequency by the respondents to receive such 
updates was monthly (39%) or quarterly (also 39%).

When asked about how the end-users would prefer to learn information security, the combined 
approach was most popular with (35%). There were 29% that said “guided learning in classroom or 
specific sessions”. The option “learn by accumulating experiences (Practice)” was selected by 18% of 
the respondents and also 18% responded they “don’t know”. Regarding how keen the users are on
learning more about information security to be more aware of possible security threats, 58% answered 
“yes without doubts”. But when it comes to put in practice what they learn in the awareness sessions, 
only 41% of the respondents said “yes, even if it takes longer time to perform the same task”. The rest 
of respondents, 29% answered “maybe, it depends on how much time/workload you have at the 
moment”. 23% chose this option “Yes, only if it does not require you more time to perform your job”. 
And 16% said “depend on the content of the learning”.

As many as 82% of the respondents, are definitely willing to change their behavior to avoid risks for 
their companies. Only 18% said they “didn’t know”.  

When asked about if users would like their companies develop a iSAP, 89% were positive to this idea, 
albeit two respondents (11%) said “don't’ know”.

The last question in the questionnaire was aimed to collect the opinions of end-users in terms of which 
topics they would like to see included in iSAP (considering of course that their organizations were 
developing a iSAP). Respondents had to choose from the same list of topics that was presented to 
those end-users which organizations had iSAP (See list in paragraph above). Respondents chose the 
topics in an even way, i.e. more or less the same amount of answers for all topics. Except for the topic 
called “YOU” that only 6 respondents chose it. 

Once all the results from the empirical validation have been summarized, let us open for analysis and
discussion in next chapter.
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Chapter 9 – Analysis of empirical 
validation compared to the model

This chapter presents the author interpretations of the results obtained from the questionnaires, and 
discusses these in relation the model presented. The discussion is structured following the model 
presented, i.e. first is a discussion on the content of iSAP and after is the discussion on the framework 
for iSAP. Limitations of the study approach and its impact on the conclusions are lastly discussed.

9.1 Analysis and discussion
Let us begin discussing the content for iSAP proposed by the model: 

1. Cognitive aspects

2. Behavioral aspects

3. Information security learning as a continuum

The cognitive aspects in the model are based on persuasive communication and promoting active 
participation.  Since there was no evidence of two ways communication, it seems more appropriate to 
use the word information in this cognitive aspect. Apparently most of the information is sent in a one 
way communication: information is sent (or widely broadcasted) to end-users by the iSAP team. The 
results show that the information sent to end-users and SME (they are also employees in “Company 
X”) is very much read. According to the SME, the most effective and preferred formats to send 
security information to the employees is by the intranet (18%), in person (instructor led sessions)
(18%), web training sessions (13%) and email (13%). The author expected the email combined with 
training sessions (either in person or web based) were going to be the most preferred formats.  It seems 
right that the frequency to send information should be monthly or quarterly. The author believes that 
frequency is appropriate. Sending information once per week can provoke the reverse effect: people 
get tired of continuous messages and they end up reading nothing at all. So frequency of 
communication towards the workforce is a sensitive aspect that can certainly be studied closely for 
each organization. The author has experienced in her own business email the filtration of hoaxes15.  
When this happened, she felt unsure about what to do. At that point the author felt that she would have 
needed some information regarding this issue. But she received nothing. By this example, what the 
author is trying to prove is the importance of sending out information when it’s needed by users. Of 
course this is easier said than done. 

  
15“ Hoax warnings are typically scare alerts started by malicious people – and passed on by innocent 

individuals that think they are helping the community by spreading the warning”. (Wikipedia, 2011).
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Active participation is difficult to achieve, but promoting it, seems to be a must in iSAP. We all have 
been students and know what it requires to participate in a lecture actively. But it is important in 
organizations to count with the workforce engagement, and not less when it comes to information 
security matters. In the questionnaires sent to end-users there were questions that attempted to cover 
this area. One could think that if you find the contents of the iSAP relevant to your job function, that 
you would actively take part of it. End-users responded very positive to this question. Another aspect 
that can entail active participation is the fact that end-users can use what they learn from the iSAP in 
their private lives. This was something that the respondents also highly experienced at their 
organizations. And the last question that can be connected with promoting active participation is the 
fact that the content of iSAP adapts to new threats from new technologies. If end-users know that their 
organization is current with threats, they will stay tuned with the iSAP because they can learn how to
protect themselves; this is something that can be used even outside the work environment, for
instance, employees can learn how to prevent identity theft.

The behavioral aspects in the model are based on (a) motivation/behavioral theories; (b) punishment 
and sanctions and (c) rewarding mechanisms. 

When asking about (a) the behavioural theories proposed in the model: Theory of reasoned action 
(TRA), theory of planned behaviour (TPB), intrinsic motivation and the technology acceptance model 
(TAM); half of the end-users didn’t know any of these theories for iSAP. About 20% of the users said 
that they recognize TRA and TPB and 10% recognized intrinsic motivation and TAM.  As for the 
SME, 25% said that they didn’t know what theory they would include in iSAP, another 25% said that 
they would include TRA and another 25% went for TPB. But these numbers can be misleading 
because the question was multiple choice. It is clear that these kind of behavioural theories maybe are 
not explicit in the content of the iSAP and users don’t recognize them but they (particularly TRA and 
TPB) should be included in the iSAP in the measure the organization has need for them. 

In the line of behavioural change, both SME and end-users were asked if they would change their own 
behaviour to avoid risks for their company and in both groups the answers were unanimous positive.

The other behavioural aspects included in the iSAP model presented in this thesis were the 
punishment and sanctions measures.  The theory of deterrence was presented as an option for 
punishment measures in the model. In this theory there are four dimensions of actions that can be 
used: deterrence, preventive, detective and recovery measures. Let’s look at how the respondents 
answered in each of the dimensions.
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In relation with the theory of deterrence, all the actions presented in the questionnaire (same actions in 
both questionnaires) where somehow recognized by both target respondents. However the most 
commonly recognized actions were security policies and procedures. Therefore the iSAP should 
include at least these two kinds of deterrence actions. Ideally the iSAP could include all of the actions 
presented always taking consideration to the organization’s needs.

The most recognized, by all respondents, were preventive actions were access controls based on 
passwords. And it is possible the most widely used method to prevent un-authorized to gain access to 
systems and PCs. As it was said in the list of possible topics (see section 4.4) passwords have been 
around since ancient times and it is a security countermeasure that is easy to adapt to different levels 
of security depending on the value of the information you are protecting. Passwords can include three 
levels of security: (1) something that you know; (2) something that you have and (3) something that 
you are. If including the three levels then the user (1) should know the answer to a question, PIN code, 
etc.; (2) should have a token; and (3) should posses a biometrical proof like eye-retina, fingerprints, 
etc. Passwords were one of the topics that this thesis proposes for the iSAP. Encryption measures, 
which were widely recognized by end-users, were also proposed in the list of possible topics.

In detective actions the answers were mixed. Albeit the most recognized actions were antivirus 
software (especially for end-users), logs, audit trails, intrusion detection systems and penetration 
testing. 

In recovery actions the most recognized measures by users and SME were backup, business continuity 
plan and system restoration. Particularly backup is also one of the topics that this thesis proposes. The 
other two recovery actions that respondents recognized were not proposed by the thesis.

There was a specific question about whether the end-users had been explicitly told about what 
measures could be taken against them if they did not comply with the program; and the majority 
(53%) of respondents said “yes” what means that their organizations have actively informed them 
about this measures.  Thus punishment mechanisms are currently used in iSAP. In addition, when 
SME were asked if they thought the iSAP should include these kinds of mechanisms, they fully agreed 
(100% said “yes”).
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When asked about rewarding systems; surprisingly most (53%) of the end-users said that they would 
not like to be rewarded if they reported a security incident. On the other hand 35% said they would 
like to be rewarded. The author believes that this question was not well understood by end-users. She 
expected that users would answer 100% “yes”. On the other hand, the opinions of SME were slightly 
equal between “yes” and “no”, 44% and 55% respectively. But still there were more SME that didn’t 
like the idea of including rewarding mechanisms in the iSAP. Despite these results, the author 
recommends to include some kind of rewards attached to the reporting of security incidents. It does 
not need to be economical but it has to be tangible. For instance recognition diplomas could be used;
or a more advance example could be: if an industry standard certificate in iSAP for end-users was
available, acquiring the certificate can be ported from job to job and included in the CV; this could be
used as both a system for rewarding and promoting active participation.

The third aspect in the content of the model is the information security learning as a continuum. 
There were fairly quite questions to discover the position about learning information security. SME 
and end-users thought that security education was enough. However their opinions on how they would 
like to learn are different despite the fact that both preferred a combination of approach to learning.  
SME could learn by accumulating practical experiences whereas end-users did not like this option at 
all. A combined approach to learning is proposed in the model by including task-conscious and 
learning-conscious, which is shown to be well accepted at both end-user and SME levels. Interesting 
to notice here is the fact that end-users do not seem to like to learn about information security in a 
practical way, this could be connected to the fact that they maybe feel unsure of what the questionnaire 
meant. Whereas SME are definitely ready to put in practice what they learn in security awareness 
sessions, end-users are ready to do so as long as it does not require them more time to perform the 
tasks.

SME agreed on that information security learning should be treated as a continuum. On the other hand, 
end-users had different opinions on this matter, even though almost 65% agreed. This supports the 
author’s idea of including information security learning continuum in iSAP. Additional information in 
learning that can be suggested from the questionnaires is that a combined approach to learning is the 
best option for both end-users and SME. By combined approach it is meant: learn by accumulating 
experiences (including practical) and guided learning in classroom or specific sessions. 
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Let us discuss now the framework for iSAP proposed in this thesis. The questionnaire sent to the SME 
included four questions (22 to25) where they were asked to comment the activities that the thesis 
author has included in each of the steps in the framework of iSAP. There are four steps in the model: 
Plan, Do, Check and Act. The list of activities was created by harmonizing five other frameworks. In 
the four questions SME answered that the activities sounded good and did not wished to do any 
changes, additions or deletions. There was only one contribution to question 23 in the DO step, the 
SME wrote “Evaluate knowledge and awareness before and after the iSAP, to get metrics of progress”. 
This note is in the line of the model and can be used in step 1 Plan: Establish the iSAP (see page 65). 
There is an activity called “establish a baseline for evaluation”. This activity can include an evaluation 
of knowledge and awareness before the iSAP. And later on in step 3 Check: Monitor and review the 
iSAP (see page 66) there is an activity called “measure effectiveness”. This activity can include the 
evaluation of knowledge and awareness after the iSAP. In this way, knowledge and awareness are 
evaluated before and after and metrics of progress can be obtained. 

According to the SME, the iSAP should be ideally reviewed when necessary. This review take place in 
the step related to review the iSAP, i. e. step 3 Check. Most of the sources consulted during this 
research advocate for annually reviews. When the question about how often the iSAP in their 
organizations was asked to end-user, up to 60% didn’t know. Only 14% answered they knew it was 
reviewed annually and 14% said it was review every six months.

In the questionnaire sent to the end-users there was a question to evaluate the topics an iSAP should 
include. That question was asked in a similar –but still different– way to both the end-users who 
worked in a company with an iSAP and to those that worked in other companies that did not have 
iSAP. For those working in organizations with iSAP, the question intended to recognize which topics 
from the list of topics proposed by this thesis (see section 4.4) the users could recognize. The answers 
to this question showed that a lot of focus was put in passwords and PC security. Whereas the other 
question, to those working in organizations without an iSAP, intended to collect which are the topics 
the users would like to see included in iSAP. The list of topics (found in section 4.4) to this second 
group of users was the same as the first group of users. However the answers were different. The 
topics that most users wanted to see in the iSAP were: 1) Acceptable use policy, 2) Virus, worms, 
Trojan horses, malicious code: what to do in case these happen, 3) SNS: Social Network Services, 4) 
PC security. There is obvious a difference between what users would like to see in iSAP and what 
organizations actually have at the moment. Therefore this thesis recommends to those organizations 
with iSAP, to re-evaluate their topics and adjust them helped by end-user input. Important to mention 
is the topic named “You Are The Target”. This topic had lowest hits in both groups of end-users; the 
author believes that this topic was not well understood by respondents. The fact that end-users that 
chose topics to be included in the iSAP did not include this particular topic worries the author. This is 
because, users/employees are not really aware of the fact that THEY are the target to many social 
engineers and attacks directed to companies. They are in the end the weakest link in the security chain. 
And they need to be very aware of this fact. That is the reason why the author decided to include this 
topic and in first position in the list of possible topics to be included in iSAP.
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9.2 Limitations
It was observed afterwards that, the way the questionnaire for the end-user was organized, was not 
optimal. End-users were asked at the beginning of their questionnaire to answer “yes”, “no” or “don’t 
know” if their organization has a iSAP in place. If they chose “yes” they should answer certain 
questions, if they chose “no” they had to hop forward to question number 23 and if their answer was 
“don’t know” they had to go thru all the questions. When the author started to analyze the questions 
she realized by the number of answers that probably a few users got confused and did not follow the 
instructions.  This situation feels more prone in the users that answered “don’t know” in the first 
questions. 

Within the end-user questionnaire, it was difficult for the author to analyze if the size of the 
organization has any connection to the fact of having or not having a iSAP in place. To find out about 
this connection could have been interesting, particularly to evaluate if the size of the organization is 
connected to having or not having iSAP.

Another limitation to the survey is that questionnaires could be a bit too long. This was observed 
because the number of respondents that started the questionnaires was almost double the number of 
completed questionnaires. This was observed thank you to the online tool used to publish the 
questionnaires that provided this kind of information. One could also think that if the respondents were 
at work, they got distracted and never came back to finish the questions. The author received feedback 
by email from one end-user respondent. The respondent said, he thought the questionnaire was too 
technical, even if this person worked close to IT – he explained. Maybe this had something to do with 
the high amount of uncompleted questionnaires. In the questionnaire for SME, the hit rate of 
completed questionnaires was higher, 60%.  The thesis author is confident that the fact the 
questionnaire was published only for three whole days had an impact in the number of completed 
questionnaires. 
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Chapter 10 – Concluding remarks

10.1 Conclusions
In the problem discussion was stated that current iSAP experience weaknesses and are inefficient 
because the number of insiders performing security breaches is high (48%). The goal of this thesis was 
to create a model that helps organizations develop their own iSAP. The model was created from 
existing security awareness approaches and attempts to bring together the sources studied. Most of the 
studied iSAP were not holistic and they were biased toward one or two aspects: some contained only 
measures and most of them did not show any real theory in the background –something that 
Puhakainen (2006) affirmed in this thesis as a weakness to the IS security awareness approaches. The 
model created in this thesis adopts a holistic view because it compiles the best from all six IS security 
awareness approaches studied.

Although the model has not been empirically proved to evaluate its effectiveness, the validation 
performed in terms of questionnaires, shows that it is aligned with end-users and SME from 
“Company X” and thus it is ready to be practically proven.

Another aspect that can be remarked is the cognitive aspect “persuasive communication”. In iSAP, the 
important aspect of communication should be to establish a two ways communication between 
employees and the iSAP team. This “communication” aspect was part of the frameworks studied: 
NIST SP 800-50, 2003; Casmir, 2005; Wulgaert, 2005; and ENISA, 2006. Especially the latter, 
emphasised communications and even proposed “Tips for constructive feedback”; information that has
been included in appendix C for further reference. However it seems that feedback to the iSAP team is 
not working. The author considers that to establish the two-ways communication that is persuading 
users to engage in security awareness, the iSAP must pay a lot of attention and establish feedback 
mechanisms.

10.2 Future work
This research was conducted during a period of 20 weeks. During that period it was not possible to
empirically study whether the holistic approach presented could lead to less security breaches 
performed by internal users, which is connected to the problem discussed in chapter 1. Therefore the 
proposed further research would be to use the proposed model, develop one iSAP at one organization 
(or several if possible – the more the best) and carry out an empirical study on the effectiveness of the 
model.
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Appendix A – List of 59 
approaches by Puhakainen (2006)

Complete list of the 59 different IS security approaches presented in Puhakainen (2006, 49 – 53).
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Appendix B – Lists of possible 
topics

Following below come the complete lists of topics from the three studied sources:

The first source is a rating of the hottest top ten topics published in SANS Securing the human blog 
(2011). According to them the list is not aimed to tell organizations what their iSAP should contain, 
but mostly thru a series of blog posts in their site aimed to provide recommendations or a “place to 
start”. The recommendations in SANS Securing the human (2011) look like this: 

1. You Are The Target: to explain the users that they are the target of many attackers. Objectives 
in this topic (or module): (1) make sure employees understand that they are active targets 
because they posses valuable information; (2) explain that the risks exist when working from  
the office but also from home; and (3) what they learn here is applicable and usable at home 
and family. 

2. Social Engineering: most attacks today happen by means of social engineering. It is important 
to teach users the foundations to protect themselves. Non-technical examples are a good start 
point. There is an information explanatory video with more information: 
http://www.securingthehuman.org/services/demo-training-lab/module/2

3. Email and instant messaging (IM): Email is nowadays the main communication means around 
the world.  IM is close to email technology, they only use different protocols. What is 
important to achieve here is a change of behavior in terms of: (1) attachments: get users to 
think before opening an attachment; (2) links: users click to a link contained in one email, on 
that site they are asked to download a file –probable with a virus– or to type personal or 
financial information. The behavioral change to achieve is to get people think before they 
follow links; (3) scams: aimed at fool people by asking them for information or money –the 
classical lottery trick–. The behavioral change to achieve is to get people think if something is 
too good to be true –probably it is; and (4) spear fishing: when the attack is particularly aimed 
to a user or to an organization; this is because the attacker knows this person or organization 
has high value.
Note all these attacks have their basis on social engineering.

4. Social Networking: “is designed to get as many people as possible to share as much 
information as possible, the perfect breeding ground for human based attacks.”  (SANS 
Securing the human, 2011). There are many risks on publishing information out loud. The 
change in behavior is aimed at: (1) get people think about how much personal or private 
information they post as it can indicate to a hacker that you are not home. (2) Make sure you 
know what your friends post about you.  (3) Scams/attacks: an attacker breaks into your 
account and then posts to your trusted friend to send, for instance, money. The behavioral 
change here is to get suspicious at such request from a friend, give him a call to confirm the 
situation. (4)  Be careful when using third party applications and (5) get people to not publish 
any confidential organizational information. If the information is not available on the 
organization’s public site, it should not be published anywhere else.
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5. Browsers: are the primary tools of contact with the Internet. Used to interact with the online 
bank, online shopping or just to read emails. Browsers suppose then a target objective from 
attackers. To change some common behaviors: (1) keep the browser updated is one of the best 
ways to be secure, teach users how to update; (2) minimize plugins (or add-ons). The more 
plugings the more chances for the attacker to get you thru vulnerabilities on the plugin 
software, teach therefore users on how to update those few plugins they have on their 
computers. (3) Teach users to check that URLs are original and not phony sites. Newest 
browsers incorporate a check for this particular objective by highlighting in red if an URL is 
not trusted in their database of trusted URLs. The browser will highlight green if the URL is 
trusted. (4) Make sure that downloads are scanned by the antivirus program to reduce the 
risks.
There is a note about specifically avoiding explaining about SSL certificates to users as this is 
an example of an attempt to change behavior that does more harm than good. 

6. Passwords: these are critical to anybody/any system. If the password is compromised then the 
attacker can gain access to everything the organization is trying to protect. Key objectives for 
this topic: (1) complexity: do not overkill the users with complexity; (2) sharing: do not share 
password – not even with supervisors or managers. When a password is shared it is difficult to 
track who did what and often the extension of the password sharing goes further than initially 
thought; (3) dual use: means to have the same password for all the accounts. Think about 
separating passwords to critical systems or to online banking. (4) Public computers: Especially 
scary to login to critical systems from public computers on Internet cafes or airports. It is 
difficult to know what suspicious software is on the computer that could catch your 
information to use it later.  (5) Phishing: “No one should ever ask an end user for their 
password Reinforce this lesson. If someone asks for a password assume they are an attacker. 
This is a simple lesson that should be continually reinforced.” (6) Owned: the best way to 
protect passwords is to protect the computer from getting infected as key login malware is the 
most common tool to steal or compromise passwords.

7. Encryption: even though this is a technical topic, SANS Securing the human (2011) 
recommends to include it in the awareness topic list as it is important the users understand 
encryption and know how to use it in a way that is helpful to them. “Explain what a key is 
(something you are, something you know, or something you have).” (ibid). Give examples of 
what can be encrypted (laptop’s hard disk, USB, communications, etc) and show what can 
happen if the information is not encrypted. 

8. Smart phones / Mobile Devices: this is a growing and difficult to control problem for 
organizations as such devices have the power of computers but they are easier to loose or that 
somebody steals them. Many organizations allow users to use their personal devices for work 
purposes what means that users carry around the organization data at all times. Also the 
technologies are so fast changing that it makes a moving target for the security policies and
procedures to keep up. Organizations should start at: (1) Define what a mobile device is and 
decide if personal mobile devices can be used for work purposes. If the company allows it, 
communicate to users the security policy and controls on mobile devices. (2) Treat these 
devices as computer and enforce regular updates and downloads from trusted sources. (3) As 
these devices are easier to loose, enforce a PIN or passphrase to protect the data stored on 
them. Encryption would also be a good solution here. Otherwise remote wiping can solve the 
problem but then the user must know and understand that his/her personal device will be 
wiped if lost and contained business data in it. 



94

9. Monitoring / AUP (Acceptable Use Policy):  this topic changes focus from bad guys to the 
employees themselves. Monitor employees but let them know that this practice is done so they 
know their privacy is limited. This is helpful to save time up front in an investigation if access 
to logs or network is required. “If end users know and accept that their activity may be 
monitored, you have deterrence.” (ibid.).

AUP defines what users can and cannot do with company assets. Usually are common sense 
rules, but if the organization can punish employees violations they must know first the rules of 
the game. 

10. Hacked: this topic is about what to do when the employee realizes that he/she’s been hacked. 
The sooner the attack is reported the better chances to limit or mitigate the damage produced. 
Here are the key points: (1) Set expectations:  let employees know that they have to report 
incidents; the hackers are persistent in their objectives; and everyone is subject for attack. Also 
that there is no retribution for reporting an incident but that it helps both the organization and 
the employee him/herself. (2) Show what to look for: indications of a compromise that a user 
can detect (3) Show how to report: email, website, and telephone. It is recommended to have 
this contact information in every piece of information the iSAP sends out to the audience to 
increase the chances of people knowing where to find the information in the right (reporting) 
moment.

The second source studied is the list of topics that NIST SP 800-50 (2003) proposes:
• Password usage and management – including creation, frequency of changes, and protection.
• Protection from viruses, worms, Trojan horses, and other malicious code – scanning, updating 

definitions.
• Policy – implications of noncompliance.
• Unknown e-mail/attachments.
• Web usage – allowed versus prohibited; monitoring of user activity.
• Spam
• Data backup and storage – centralized or decentralized approach.
• Social engineering.
• Incident response – contact whom? “What do I do?”
• Shoulder surfing.
• Changes in system environment – increases in risks to systems and data (e.g., water, fire, dust 

or dirt, physical access).
• Inventory and property transfer – identify responsible organization and user responsibilities 

(e.g., media sanitization).
• Personal use and gain issues – systems at work and home.
• Handheld device security issues – address both physical and wireless security issues.
• Use of encryption and the transmission of sensitive/confidential information over the Internet 

– address agency policy, procedures, and technical contact for assistance.
• Laptop security while on travel – address both physical and information security issues.
• Personally owned systems and software at work – state whether allowed or not (e.g., 

copyrights).
• Timely application of system patches – part of configuration management.
• Software license restriction issues – address when copies are allowed and not allowed.
• Supported/allowed software on organization systems – part of configuration management.
• Access control issues – address least privilege and separation of duties.
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• Individual accountability – explain what this means in the organization.
• Use of acknowledgement statements – passwords, access to systems and data, personal use 

and gain.
• Visitor control and physical access to spaces – discuss applicable physical security policy and 

procedures, e.g., challenge strangers, report unusual activity.
• Desktop security – discuss use of screensavers, restricting visitors’ view of information on 

screen (preventing/limiting “shoulder surfing”), battery backup devices, allowed access to 
systems.

• Protect information subject to confidentiality concerns – in systems, archived, on backup 
media, in hardcopy form, and until destroyed.

• E-mail list etiquette – attached files and other rules.

The third source studied in this section is the proposal on topics from Rasmussen (2005). He 
recommends to send security awareness ‘tips’ on a bi-weekly basis and advise about best practices and 
to reinforce the security policy. In the 

• Viruses 
• Passwords: enforce a policy on passwords.
• Workstation security: by encrypting data, locking laptop using a lock cable, lock desktop 

when it is unattended, store the computer in a pedestal when leaving the office and if the 
laptop remains.

• Continuity: ensuring that the organization will be up and running within a certain amount of 
time if a disaster would occur. 

• Destruction of sensitive materials
• Photography: wear your photography always visible. This is a security policy that allows 

every employee to help out in the task to identify unauthorized visitors.
• Systematic removal of accesses: with a defined and established process.
• Laptops 
• Don't be afraid to say no: dare to say no to a request that feels uncertain or risky.
• Piggybacking and tailgating: this is when somebody tried to get into the office by standing 

very close to the back of a person that has authorized access to that area, building, room, etc. 
• Social engineers
• Operations security
• Backup your data: take regular backups of data, specially the critical data to perform the job.
• Security incidents: reporting incidents as they occur.
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Appendix C – Tips for constructive 
feedback

These tips are collected from ENISA (2006, p 39)
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Appendix D – Techniques and 
tools used

This appendix contains the extensive lists of techniques to disseminate awareness messages across 
organizations and tools used. Material is collected from two sources:  NIST 800-50 (2003) and 
Computer Security Handbook (Rudolph et al., 2002). This material is put here for further reference.

Here are the techniques proposed by NIST SP 800-50 (2003):
• Messages on awareness tools (e.g., pens, post-it notes, notepads, first aid kits, clean-up kits,

bookmarks, Frisbees, clocks, “gotcha” cards)
• Posters, “do and don’t lists,” or checklists. See NIST SP 800-50 (2003) and Native 

Intelligence, Inc. (2011) for examples of posters.
• Screensavers and warning banners/messages
• Newsletters
• Desk-to-desk alerts (e.g., a hardcopy, bright-colored, one-page bulletin – either one per desk 

or routed through an office – that is distributed through the organization’s mail system)
• Agency (read organization) wide e-mail messages
• Videotapes (old-fashioned in our days) 
• Web-based sessions
• Computer-based sessions
• Teleconferencing sessions: teleconference systems are setup in a way that the session is held 

virtually. Attendees call into a conference number and give a conference ID that places them 
in the teleconference system. There is always a host that is in charge of opening the 
teleconference.

• In-person, instructor-led sessions
• IT security days or similar events
• “Brown bag” seminars: these are sessions or lunches generally scheduled during a lunch break

(taking max 1 or 2 hours). In the USA, brown bag is a symbol for meals that the seminar 
attendees bring with or sometimes is provided by the host. Usually these kinds of meals go in 
a brown paper package that is where the name comes from according to Wikipedia (2011). 

• Pop-up calendar with security contact information, monthly security tips, etc.
• Mascots
• Crossword puzzles
• Awards program (e.g., plaques, mugs, letters of appreciation)
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Their (NIST SP 800-50, 2003) tools to deliver the material are: 
• Interactive video training (IVT): is a distance-learning tool. It supports a two-way interactive 

audio and video instruction. This technique is more effective than non-interactive but of 
course it is also more expensive.

• Web-based training: the most popular tool for distributed environments. The employee can 
learn at its own pace and schedule the training when it best suits the working agenda. 
Additionally interaction instructor-student or among students is starting to be incorporated, 
which provides additional benefits.

• Non-web, computer-based training: still popular besides the wide spread usage of web 
technologies. This can be used when access to the web is not feasible. It does not allow for 
interaction instructor-students or among students. 

• Onsite, instructor-led training (including peer presentations and mentoring): oldest but most 
popular to deliver material to an audience. The positive side is the interactive nature of the 
instruction.  It has also negative sides (1) difficulty to organize enough classes or sessions for 
the whole audience in large organizations; (2) in a distributed environment, travel costs for the 
instructors and students increasing the overall cost. Besides the down-sides in distributed 
environments there are learners that still prefer this old method over any other one.

NIST SP 800-50 (2003) advocates to include several delivery techniques and tools in one session to 
hold the audience attention live.

Here are the techniques that Computer Security Book – Chapter 29 (Rudolph et al., 2002) proposes:
• Use logos, themes and images
• Use stories and examples: stories about real people related to the situation the audience will 

face.
• Use failure: when the learner is expecting to know what he/she hears or sees, attention will not 

be paid. But if on the contrary, the learner gets an answer wrong in a computer-based 
awareness quiz, he/she will react by putting more attention. 

• Ask questions and involve the audience: if the awareness activity is active, the audience will
remember more than is the session is passive.

• Be surprising: try to create the awareness material “like a piñata”, i. e. full of surprises. One 
recommended activity is role-play because it can show the audience what it is expected from 
them. 

• User acknowledgement and sign-off: holding personally responsible people for their actions 
and choices is a good way to put pressure on them. 

• Use analogies, metaphors and similes: this helps people to associate new ideas with previous 
experience or knowledge.  These can also be used to make easier to understand complex 
topics. 

• Humor: can be used to motive people and is an effective attention capture technique.  It should 
be used in complement to the message and with a purpose. Do not use humor that will offend 
the audience.

• Address personality and learning styles: personality styles are more important than learning 
styles. Some personalities do not follow a process until they learn the reason behind it. Others 
learn best by figuring out things by themselves whereas others want to see the result and move 
on to the next thing.

• Take advantage of circumstances: sometimes to focus attention in information security a 
disaster or a security breach is needed. Some organizations have a “news hawk” program 
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where they reward the first employee that comes in with a story that can be made part of the 
iSAP. This is an excellent way to get buy-in from employees.

And the tools Computer Security Book – Chapter 29 (Rudolph et al., 2002) propose are these:
• Intranet and/or Internet: browser-based tools include the organization own intranet, external 

web sites on the Intranet and web-based courses. Web-based awareness sessions useful in 
distributed organizations, allow the attendee to learn at his/her own pace and choose the time.  
Benefits of web-based courses:  (1) immediate feedback; (2) allow the user to plan in own 
agenda; (3) allow users to make mistakes and learn from them in a safe and non-threatening 
environment; (4) flexible and can be customized to the user’s different levels of knowledge 
and interests; and (5) can reduce cost and training time. Effective web-based courses should: 
(1) start with something that captures the learner’s attention (a bang, story, video, etc.); (2) be 
goal-based; (3) be active and include learning by doing  activities; (4) address multiple 
learning styles and personalities; and (5) challenge the learner’s expectations and allow them 
to fail in interesting and safe ways.

• Screen savers: graphic form of communication seeking to catch the eye.
• Sign-on screen messages: messages added to the screen when the user is just about to login in. 

These messages should be kept short and frequently changed.
• Posters: colorful but with single messages or ideas. Should be changed or rotated and placed at 

eye-level height.
• Videos: useful starting points for discussions and briefings. Positive sides are that can be 

easily distributed to the whole organization avoiding traveling costs for an instructor. Negative 
sides are that can be expensive to produce and very dependent on technologies.

• Trinkets and give-aways: small presents with printed slogans about information security.
• Publications: newsletters, magazines, pamphlets in paper or in electronic format.
• Surveys, suggestion programs and contests with prizes and awards: help to achieve buy-in.
• Inspections and audits: raises awareness for the people being audited (at least for the time 

being of the audit or inspection).
• Events, conferences, briefings, and presentations: participating in these kinds of events raises 

awareness.
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Appendix E – Questionnaire to 
end users

Welcome to this questionnaire

I'm a student from KTH doing research on employee' security awareness programs. This research corresponds to the 
final Master of Science thesis. To respond to the questions will take not much of your time and it will give the chance 
to come up with exciting and more realistic results in my thesis. 

Just let me know if you are interested in the results to send you a copy of the final results once I'm done. 

Security awareness programs (iSAP) is a method that companies develop to keep security training, education and 
awareness fresh in the mind of users and develop sensitivity to information security threats. 

iSAP are not standard and each company have developed them according to their knowledge or/and needs. 

Please answer to the questions below and if you don't know the answer select or write "Don't know". The answers will 
be kept anonymous so there is no way I will know who answered what and from which company. 

Thanks in advance, Leonor Ryderfelt-Calatayud (leonor.thesis@gmail.com)

What is the size of your company? Approximately

_______________________________________________________________________

How many years have you worked in your company?

_______________________________________________________________________

Describe briefly your job function

_______________________________________________________________________

1. Do you know whether there is a security awareness program in your company

m Yes. go to next question 
m No, go directly to question 23 (page 6) 
m Don't know, keep answering questions below 

2. How have you come in contact with the security awareness program?

q Emails received 
q Internal site (intranet) 
q Posters you have seen 
q A colleague has informed you 
q Your manager 
q Don't know 
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q Others 

3. Do you think there is information security education (courses, seminars, webinars, etc)?

m Yes 
m No 
m Too little 
m Not enough 
m Don't know 

4. If you answered NO in question #3, how would you like to learn information security

q Learn by accumulating experiences (including practical) 
q Guided learning in classroom or specific sessions 
q A combination of both 
q Don't know 

5. Would you put in practice what you learn in the awareness sessions?

m Yes, even if takes longer time to perform the same tasks 
m No 
m Maybe, it depends on how much time/workload you have in that moment 
m Don't know 

6. Are you keen in learning more about information security to be more aware of possible security threats?

m Yes without doubts 
m No, not interested at all 
m Depending on the implications 
m Depends on the content of the learning 
m Don't know 

7. Can you recognize any deterrence actions inside the security awareness program?

q Security Policies 
q Guidelines 
q Standards 
q Procedures 
q Laws 
q Regulations 
q Don't know 

8. Can you recognize any preventive actions in the security awareness program?

q Locks in computer rooms 
q Password access controls 
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q Firewalls 
q Data classification 
q Antivirus software 
q Separation of duties 
q Job rotation 
q Encryption 
q Warning banners 
q Data validation 
q Prenumbered forms 
q Checks for duplications 
q Accounts lockout 
q Don't know 

9. Can you recognize any detective actions that can be connected with the security awareness program?

q Audit trails 
q Logs 
q Closed-circuit television (CCTV) 
q Intrusion detection systems (IDS) 
q Antivirus software 
q Penetration testing 
q Passwords crackers 
q Performance monitoring 
q Cyclical redundancy checks 
q Don't know 

10. Can you recognize any recovery action that can be connected to the security awareness program?

q System restoration 
q Backup 
q Rebooting 
q Key escrow 
q Insurance 
q Redundant equipment 
q Fault-tolerant systems 
q Failover 
q Checkpoints 
q Data contingency plans (DRP) 
q Business continuity Plan (BCP) 
q Don't know 

11. Can you recognize any of the following behavioral theory in connection with the security awareness program 
(iSAP)?

q Theory of reasoned action (TRA): how users experience the consequences to comply 
with security instructions from the iSAP. 
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q Theory of planned behaviour (TPB): Based in people's perception of the ease or difficulty 
of performing the behaviour 

q Theory of intrinsic motivation: explores the role of motivation. It follows the user's 
internal aspirations and self-determination as the main deciding factor in whether the 
user is intrinsically (internally) or extrinsically (externally) motivated to do something. 

q The technology acceptance model (TAM): deal with the fact that use of systems depend 
on perceived usefulness and ease of use. 

q Don't know 

12. Can you recognize the information security learning as a continuum? This refers to whether information security 
education, awareness and training as seen as a continuous line of work.

m Yes 
m No 
m Don't know 

13. Do you read the communication related to the security awareness program?

m Yes 
m Sometimes 
m Depending on how much time/workload you have 
m No 

14. Have you been told what measures can be taken against anybody in case of non-compliance with the program?

m Yes 
m No 
m Don't know 

15. Have you ever been somehow rewarded for reporting a security incident to the security awareness program team?

m Yes 
m No 
m Don't know 

16. Do you think the content of the security awareness program is relevant to your job?

m Yes 
m No 
m Don't know 

17. Does the security awareness program help you outside your company? In your private life for instance.

m Yes 
m No 
m Don't know 

18. Has the content of the security awareness program been adapted to new threats according to new technologies?
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m Yes 
m No 
m Don't know 

19. Which of the following topics can you recognize your company send you information about?

q Social engineering: getting people to do things they wouldn’t ordinarily do for a stranger 
q Passwords: not to share them, to change them regularly, report if password has been 

compromised, etc. 
q About how to report security incidents 
q Emails and instant messaging: information on phishing (phony emails with links that 

bring you to unsecure URLs) 
q Backup and storage: regarding the backup and storage policy 
q Browsers: being careful about your browser and what you browse 
q Mobile devices: how to protect them if company information is carried in them 
q Encryption: how to encrypt your disk, PC, etc. 
q Acceptable use policy: description of what is allowed and what is not 
q Confidential/sensitive information: how to manage it 
q PC security 
q Virus, worms, Trojan horses, malicious code: what to do in case these happen 
q YOU: if you receive information telling you that nowadays attacks are directed at ÝOU 

because all the company information you know 
q SNS: Social Network Services: telling how to act on places like Facebook, Linkedin, Orkut, 

etc 
q Don't know 

20. Do you know how often the security awareness program is reviewed and/or updated?

m Annually 
m Every six months 
m Every other year 
m Monthly 
m Never 
m When necessary 
m Don't know 

21. Do you accept the security awareness program?

m Yes it's a measure to develop the company 
m Yes, but to certain extent 
m No I don't like it 
m I don't care 
m Don't know 

22. What do you think of security awareness programs (iSAP)?

m I like iSAP 
m It's a problem 
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m It demands discipline that I don't have 
m It has dictatorial measures that I don't want to follow 
m I feel afraid of the measures included in the iSAP 
m It's interfering in your job giving you extra work 
m It makes my life a little bit more difficult 
m Don't know 

Now you can go last page and submit your questions to the database.

23. Do you comply with the security policies?

q Yes 
q No 
q Don't know 

24. Would you like to be somehow rewarded if you reported any security incidents?

m Yes 
m No 
m Don't know 

25. Do you think it would be fair to punish employees if they don't comply with the security policies?

m Yes 
m No 
m Don't know 

26. In what format would you like to receive updates from the security awareness program team (imagine there was 
one)?

q Email 
q Newsletter posted 
q Intranet 
q Posters 
q Screensavers 
q Banners 
q In person (instructor led sessions) 
q Web training sessions 
q Awards program 
q Videos 
q Other 
q Don't know 

27. How often would you like to receive information from the security awareness program?
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m Weekly 
m Monthly 
m Quarterly 
m Yearly 
m Never 
m All the time 
m Don't know 

28. How would you like to learn information security?

m Learn by accumulating experiences (Practice) 
m Guided learning in classroom or specific sessions 
m A combination of both 
m Don't know 

29. Are you keen in learning more about information security to be more aware of possible security threats?

q Yes without doubts 
q No, not interested at all 
q Depending on the implications for my job 
q Depends on the content of the learning 
q Don't know 

30. Would you put in practice what you learn in the awareness sessions?

m Yes, even if it takes longer time to perform the same task 
m Yes, only if it does not require you more time to perform your job 
m No 
m Maybe, it depends on how much time/workload you have at the moment 
m Don't know 

31. Would you be willing to change your behaviour to avoid risks for your company?

m Yes 
m No 
m Don't know 

32. Would you like that your company developed a security awareness program?

m Yes very much 
m Yes, it's ok 
m Don't care 
m No, not at all 
m Don't know 

33. Which of the following topics would you like to see included in a security awareness program if you could choose 
from the following?
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q Social engineering: getting people to do things they wouldn't ordinarily do for a stranger 
q Passwords: not to share them, to change them regularly, report if password has been 

compromised, etc. 
q Report security incidents process 
q Emails and instant messaging: information on phishing (phony emails with links that 

bring you to unsecure URLs) 
q Backup and storage: regarding the backup and storage policy 
q Browsers: being careful about your browser and what you browse 
q Mobile devices: how to protect them if company information is carried in them 
q Encryption: how to encrypt your disk, PC, etc. 
q Acceptable use policy: description of what is allowed and what is not 
q Confidential/sensitive information: how to manage it 
q PC security 
q Virus, worms, Trojan horses, malicious code: what to do in case these happen 
q YOU: if you receive information telling you that nowadays attacks are directed at ÝOU 

because all the company information you know 
q SNS: Social Network Services: telling how to act on places like Facebook, Linkedin, Orkut, 

etc 
q Others 
q Don't know 

Now you can click the button "submit" to send your answers to the database.

Thank you so much for taking you time to answer these questions. 
Leonor.
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Appendix F – Questionnaire with 
security experts

Welcome to this questionnaire

I'm a student from KTH doing research on employee' security awareness programs. This research corresponds to the 
final Master of Science thesis. To respond to the questions will take not much of your time and it will give the chance 
to come up with exciting and more realistic results in my thesis. 

Just let me know if you are interested in the results to send you a copy of the final results once I'm done. 

Security awareness programs (iSAP) is a method that companies develop to keep security training, education and 
awareness fresh in the mind of users and develop sensitivity to information security threats. 

iSAP are not standard and each company have developed them according to their knowledge or/and needs. 

Please answer to the questions below and if you don't know the answer select or write "Don't know". The answers will 
be kept anonymous so there is no way I will know who answered what and from which company. 

Thanks in advance, Leonor Ryderfelt-Calatayud (leonor.thesis@gmail.com)

How many years have you worked in your company?

_______________________________________________________________________

Describe briefly your job function

_______________________________________________________________________
_______________________________________________________________________

1. Do you know whether there is a security awareness program in your company?

m Yes 
m No 
m Don't know 

2. How have you come in contact with the security awareness program?

q Emails received 
q Internal site (intranet) 
q Posters you have seen 
q A colleague has informed you 
q Your manager 
q Don't know 
q Others 

If Other, please describe below
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_______________________________________________________________________
_______________________________________________________________________

3. Do you think there is information security education (courses, seminars, webinars, etc)?

m Yes 
m No 
m Too little 
m Not enough 
m Don't know 

4. What do you think is the best way to learn information security?

q Learn by accumulating experiences (including practical) 
q Guided learning in classroom or specific sessions 
q A combination of both 
q Don't know 

5. Would you put in practice what you learn in the awareness sessions?

m Yes, even if it takes longer time to perform the same task 
m Yes, only if it does not require you more time to perform your job 
m No 
m Maybe, it depends on how much time/workload you have at the moment 
m Don't know 

6. Are you keen in learning more about information security to be more aware of possible security threats?

m Yes without doubts 
m No, not interested at all 
m Depending on the implications 
m Depends on the content of the learning 
m Don't know 

7. Would you treat the information security learning as a continuum in the security awareness program? This refers 
to whether information security education, awareness and training as seen as a continuous line of work.

m Yes 
m No 
m Don't know 
m Other thoughts 

If you have other thoughts, please describe below

_______________________________________________________________________
_______________________________________________________________________
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8. Which of the following deterrence actions would you include in the security awareness program?

q Security Policies 
q Guidelines 
q Standards 
q Procedures 
q Laws 
q Regulations 
q Others 
q Don't know 

If others, please describe

_______________________________________________________________________
_______________________________________________________________________

9. Which of the following preventive actions would you include in the security awareness program?

q Locks in computer rooms 
q Password access controls 
q Firewalls 
q Data classification 
q Antivirus software 
q Separation of duties 
q Job rotation 
q Encryption 
q Warning banners 
q Data validation 
q Prenumbered forms 
q Checks for duplications 
q Accounts lockout 
q Others 
q Don't know 

If others, please describe further

_______________________________________________________________________
_______________________________________________________________________

10. Which of the following detective actions would you include in the security awareness program?

q Audit trails 
q Logs 
q Closed-circuit television (CCTV) 
q Intrusion detection systems (IDS) 
q Antivirus software 
q Penetration testing 
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q Passwords crackers 
q Performance monitoring 
q Cyclical redundancy checks 
q Others 
q Don't know 

If others, please describe further

_______________________________________________________________________
_______________________________________________________________________

11. Which of the following recovery actions would you include in the security awareness program?

q System restoration 
q Backup 
q Rebooting 
q Key escrow 
q Insurance 
q Redundant equipment 
q Fault-tolerant systems 
q Failover 
q Checkpoints 
q Data contingency plans (DRP) 
q Business continuity Plan (BCP) 
q Others 
q Don't know 

If others, describe further please

_______________________________________________________________________
_______________________________________________________________________

12. Would you include any of the following behavioral theory in connection with the security awareness program 
(iSAP)?

q Theory of reasoned action (TRA): how users experience the consequences to comply 
with security instructions from the iSAP. 

q Theory of planned behaviour (TPB): Based in people's perception of the ease or difficulty 
of performing the behaviour 

q Theory of intrinsic motivation: explores the role of motivation. It follows the user's 
internal aspirations and self-determination as the main deciding factor in whether the 
user is intrinsically (internally) or extrinsically (externally) motivated to do something. 

q The technology acceptance model (TAM): deal with the fact that use of systems depend 
on perceived usefulness and ease of use. 

q Others 
q Don't know 

If others, please describe



112

_______________________________________________________________________
_______________________________________________________________________

13. Do you read the communication related to the security awareness program?

m Yes 
m Sometimes 
m Depending on how much time/workload you have 
m No 

14. What format/s do you think are better and maybe more effective to send security information and updates to the 
employees (this is seen from the security awareness program team)?

q Email 
q Newsletter posted 
q Intranet 
q Posters 
q Screensavers 
q Banners 
q In person (instructor led sessions) 
q Web training sessions 
q Awards program 
q Videos 
q Other 
q Don't know 

If other, please specify
_______________________________________________________________________
_______________________________________________________________________

15. How often do you think the information from the security awareness program should be sent?

m Weekly 
m Monthly 
m Quarterly 
m Yearly 
m Never 
m All the time 
m Don't know 

16. Do you think a security awareness program should include a reward system for people when reporting a security 
incident to the security awareness program team?

m Yes 
m No 
m Don't know 
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17. Do you think a security awareness program should include measures that can be taken against anybody in case of 
non-compliance with the program instructions?

m Yes 
m No 
m Don't know 

18. Do you think the content of the security awareness program should be relevant to your job?

m Yes 
m No 
m Don't know 

19. Do you think the content of the security awareness program has to be adapted to new threats according to new 
technologies development?

m Yes 
m No 
m Don't know 

20. How often do you think the security awareness program should be reviewed and/or updated?

m Annually 
m Every six months 
m Every other year 
m Monthly 
m Never 
m When necessary 
m Don't know 

21. Would you be willing to change your behaviour to avoid risks for your company?

m Yes 
m No 
m Don't know 

If the activities around a security awareness programs are structured in a Plan-Do-check-Act (PDCA) cycle, please 
look at the below statements and comment.

If these are activities to be performed when planning the security awareness program (iSAP):

Assessment of the needs and content 
Collect information: security policies and other documents 
Arrange a team or small organization that will drive the iSAP. Set their roles and responsibilities 
Set goals and objectives 
Prepare a work plan 
Obtain management support  
Obtain budget and funding 
Establish a baseline for evaluation 
Define the communications plan and strategy  
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Decide the model of implementation and whether the iSAP will be kept in-house or outsource it (partly or totally) 
Feedback and lessons learned

22. In relation to the above activities in the step 'PLAN' of a iSAP, can you please comment below what you think and 
add activities if you miss anything?

_______________________________________________________________________
_______________________________________________________________________

If these are activities to be performed when implementing and operating ('DO')  the security awareness program 
(iSAP):

Reconfirm the team and their responsibilities 
Review the work plan 
Check important dates 
Prepare the content 
Test materials 
Produce final materials 
Launch the program 
Collect information to produce reports 
Start measuring 
Feedback and lessons learned

23. In relation to the above activities in the step 'DO' of a iSAP, can you please comment below what you think and 
add activities if you miss anything?  

_______________________________________________________________________
_______________________________________________________________________

If these are activities to be performed when monitoring and review ('CHECK')  the security awareness program 
(iSAP):

Evaluate reports 
Measure effectiveness 
Review goals and objectives 
Review results 
Review budget for future needs 
Present results to management and keep holding their support 
Feedback and lessons learned

24. In relation to the above activities in the step 'CHECK' of a iSAP, can you please comment below what you think 
and add activities if you miss anything?  

_______________________________________________________________________
_______________________________________________________________________

If these are activities to be performed when monitoring and review ('ACT')  the security awareness program (iSAP):

Adjust the program with the review input from last step
Re-launch the program into iteration number two
Feedback and lessons learned
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25. In relation to the above activities in the step 'ACT' of a iSAP, can you please comment below what you think and 
add activities if you miss anything?  

_______________________________________________________________________
_______________________________________________________________________

Now you can click the button "Submit" to send your answers to the database.

Thank you for taking you time to answer these questions. 
Leonor.
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