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Abstract

The complexity of safety-related embedded computer systems is steadily
increasing. Besides verifying that such systems implement the correct func-
tionality, it is essential to verify that they also present an acceptable level of
robustness. Robustness is in this thesis defined as the resilience of hardware,
software or systems against errors that occur during runtime.

One way of performing robustness assessment is to carry out fault injec-
tion, also known as fault insertion testing from certain safety standards. The
idea behind fault injection is to accelerate the occurrence of faults in the sys-
tem to evaluate its behavior under the influence of anticipated faults, and to
evaluate error handling mechanisms.

Model-based development is becoming more and more common for the
development of safety-related software. Thus, in this thesis we investigate
how we can benefit from conducting fault injection experiments on behavior
models of software. This is defined as model-implemented fault injection in
this thesis, since additional model artifacts are added to support the injec-
tion of faults that are activated during simulation. In particular, this thesis
addresses injection of hardware fault effects (e.g. bit-level errors in microcon-
trollers) into Simulink® models.

To evaluate the method, a fault injection tool has been developed (called
MODIFI ), that is able to perform fault injection into Simulink behavior mod-
els. MODIFI imports tailored fault libraries that define the effects of faults
according to an XML-schema. The fault libraries are converted into exe-
cutable model blocks that are added to behavior models and activated during
runtime to emulate the effect of faults. Further, we use a method called
minimal cut sets generation to increase the usefulness of the tool.

During the work within MOGENTES, an EU 7th framework programme
project that focused on model-based generation of test cases for dependable
embedded systems, fault injection experiments have been performed on safety-
related models with the MODIFI tool. Experiments were also performed using
traditional fault injection methods, and in particular hardware-implemented
fault injection, to evaluate the correlation between the methods.

The results reveal that fault injection on software models is efficient and
useful for robustness assessment and that results produced with MODIFI ap-
pear to be representative for the results obtained with other fault injection
methods. However, a software model suppresses implementation details, thus
leading to fewer locations where faults can be injected. Therefore it can-
not entirely replace traditional fault injection methods, but by performing
model-implemented fault injection in early design phases an overview of the
robustness of a model can be obtained, given these limitations. It can also be
useful for testing of error handling mechanisms that are implemented in the
behavior model.
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Sammanfattning

Komplexiteten hos säkerhetsrelaterade, inbyggda datorsystem ökar sta-
digt. Förutom att säkerställa att sådana system uppvisar ett korrekt bete-
ende med avseende på funktionalitet, är det nödvändigt att även säkerställa
att dessa system uppvisar tillräcklig robusthet. Robusthet definieras i denna
avhandling som motståndskraft hos hårdvara, mjukvara eller system mot fel
som uppstår under exekvering.

Ett sätt att utföra robusthetsutvärdering på, är genom felinjicering. Felin-
jicering går ut på att påskynda uppkomsten av fel, för att på så sätt kunna
utvärdera testobjektets beteende under dessa omständigheter samt att vali-
dera korrekt funktion hos felhanteringsmekanismer.

Modell-baserad utveckling blir allt vanligare vid utveckling av säkerhets-
relaterad mjukvara. I denna avhandling undersöks vilka fördelar felinjicering
i beteendemodeller av mjukvara har. Vi kallar detta modell-implementerad
felinjicering, eftersom modell-artefakter läggs till i modeller för att möjliggö-
ra emulering av fel under simulering. Särskilt betraktas injicering av fel som
emulerar hårdvarufel (som t.ex. orsakar förändringar av innehållet i minne
hos mikroprocessorer) i Simulink®-modeller.

För att utvärdera modell-implementerad felinjicering har ett verktyg ut-
vecklats (som kallas MODIFI) som kan användas för felansättning i Simulink-
modeller. MODIFI läser in skräddarsydda bibliotek som definierar felyttring-
ar, beskrivna i enlighet med ett XML-schema. Dessa bibliotek omvandlas till
exekverbara modell-artefakter som läggs till beteendemodeller och aktiveras
under exekvering av beteendemodellerna. MODIFI implementerar en metod
som vi kallar minimal cut sets-generering, som ytterligare ökar användbarhe-
ten av verktyget.

Under arbetet inom projektet MOGENTES, ett EU projekt inom sjunde
ramprogrammet som fokuserade på modell-baserad generering av testfall för
pålitliga, inbyggda datorsystem, har felinjiceringsexperiment utförts på sä-
kerhetsrelaterade modeller av mjukvara med MODIFI-verktyget. Experiment
utfördes också med traditionella felinjiceringsmetoder, och då särskilt hårdva-
ruimplementerad felinjicering, för att jämföra resultaten mellan metoderna.

Resultaten visar att metoden för felinjicering i modeller av mjukvara är
användbar för robusthetsutvärdering och att resultat som erhålls med MO-
DIFI verkar vara representativa även för resultat som erhålls med traditio-
nella metoder för felinjicering. Modeller av mjukvara abstraherar bort vissa
egenskaper hos mjukvaran, vilket reducerar antalet möjliga mål för modell-
implementerad felinjicering. Därför kan inte metoden helt ersätta traditionell
felinjicering på fysiska system, men genom att utföra modell-implementerad
felinjicering i tidiga utvecklingsfaser kan ändå en bra indikation om robusthet
erhållas givet ovanstående begränsningar. Metoden lämpar sig också väl för
utvärdering av felhanteringsmekanismer som implementerats i beteendemo-
deller.
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Chapter 1

Introduction

Within the automotive electronics area, the amount of safety-related systems is
increasing steadily [27]. A safety-related system in the context of automotive elec-
tronics is a system which, if it malfunctions, can compromise the safety of drivers,
passengers or other road users. Already today, advanced such systems are avail-
able in series produced cars, e.g. ACC (adaptive cruise control) which maintains a
set gap to the vehicle in front or collision warning with auto brake system which
can brake the car without driver interaction if a rear-end collision is imminent [11].
Also, in hybrid electrical vehicles (i.e. vehicles that combine propulsion by electrical
motors with a conventional internal combustion engine, ICE), some car manufac-
turers uses an electrical rear-axle in combination with ICE propulsion on the front
wheels.

Future safety-related systems will be even more sophisticated and also include
interaction between road users. One such initiative is the SARTRE project [37],
an EU 7th Framework programme project in which the aim is to develop tech-
niques that shall facilitate the safe adoption of road trains on public highways with
interaction with other road users.

Figure 1.1: Embedded Computer System

Figure 1 depicts a simplified structure of an embedded computer system. Such a
system consists of sensors (e.g. a throttle position sensor in a car), processing units
(e.g. a microcontroller) and finally actuators (e.g. an electromechanical valve). In
practice however, such a system consist of more hardware parts e.g. for power
supply. Generally, a system can be composed of other components, e.g. mechanical
components. Throughout this thesis, the term system is used frequently but refers
to an embedded computer system unless another context is explicitly provided.

1
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Due to the potential danger that safety-related systems poses if they malfunc-
tion, it is essential that such systems are developed according to current standards
that codify best practices to accomplish safe systems. Standards like IEC 61508 [9]
and ISO 26262 [16] define processes for all steps in a system life cycle, from require-
ments engineering to decommission. These standards specify the methods that shall
be utilized for each step of the development, including the testing of the hardware,
software and system.

Safety-related systems may have a state that is considered safe. For example, if
the airbag-system in a car detects an anomaly, it lights up a warning indication on
the dashboard and disables the airbag functionality. This is due to the assumption
that a disabled airbag is safer than an unexpected deployment during a normal
driving situation. Therefore, the system is designed in such way that a vast majority
of the anticipated faults cause the system to end up in the safe state. Within safety
engineering, this is called the idle current principle (e.g. defined in IEC 61508-
7:2010, A.1.5).

However, some systems do not have an inherent safe state, but need to function
even under the influence of faults, i.e. they must be fault tolerant [35]. One example
of such a system is the steering of a car, which must maintain the ability to steer
the car even under the influence of a fault.

A fault is defined as the cause of an error [4]. An error is defined as an incorrect
state in the system. Finally, an incorrect state in the system can lead to a failure.
A failure is defined as an event that occurs when the delivered service deviates from
correct service. An error does not necessarily lead to a failure, and a fault does not
necessarily cause an error. Further, in a system composed by several components,
a failure in one component can be considered a fault in another related component.

The resilience of hardware, software or systems against errors that occur during
runtime, is in this thesis denoted robustness. In embedded computer systems,
robustness can be achieved e.g. by adding error handling mechanisms that are
used to detect errors and take appropriate action when errors occur. Validating
the correct implementation of error handling mechanisms can be done analytically
(e.g. by using formal methods) or experimentally by performing fault injection.

Fault injection techniques can be classified according to whether additional hard-
ware, software or model artifacts are added to the system in order to support faults
to be inserted during execution. Hardware-implemented fault injection (HIFI) as
well as software-implemented fault injection (SWIFI) are well known and widely
used in the industry. Model-implemented fault injection (MIFI) (i.e. fault injection
techniques that inject faults into models of hardware, software or systems), have
however not gained widespread use yet. MIFI is well suited for the most recent
development paradigm, model-based development (MBD) [46].

As part of the MBD paradigm, software can be designed in terms of behavior
models that define the behavior of the software. Typically, the behavior models can
be used for simulation in order to assess the correct behavior [46]. Such behavior
models can also be used for robustness assessment (e.g. by testing error handling
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mechanisms that are added into the behavior model) using the MIFI approach
described in this thesis.

One popular tool for describing behavior models is the Simulink® [33] tool
from Mathworks [32], which has gained widespread usage within the automotive
industry. Simulink is a tool for design, code generation, simulation and verification
in which embedded software can be described as logics, dataflow algorithms and
state machines (using the StateFlow extension).

This thesis investigates whether the results of fault injection into behavior mod-
els in Simulink in fact correspond to the results that are achieved using conventional
HIFI. To support the evaluation, a toolchain that performs MIFI, HIFI and SWIFI
has been developed. The toolchain also includes software for automated analysis
of the results.

The MIFI tool (called MODIFI) implements an algorithm for generation of
minimal cut sets (MCS). MCSs are minimal sets of faults that, when they occur,
violate one or several requirements.

To enable fault effect definitions to be shared between tools, an XML-based fault
library definition has been developed, and is described in paper D. More information
about the toolchain is found in Chapter 4.

1.1 Research Objective

As previously stated, robustness assessment can be performed on models of software
using fault injection in early stages of development. However, it has been unclear
whether this is a viable approach that provides benefits compared to traditional,
established fault injection techniques that are performed during the later stages of
the development cycle (i.e. on a physical system). Therefore, the objective of the
research has been to evaluate the correlation between results obtained through MIFI
and HIFI.

To meet the research objective, a few means were identified early:

• Develop sound abstractions of hardware faults that can be integrated into
Simulink models

• Implement a toolchain for experimental evaluation of robustness using MIFI
and HIFI

1.2 Research Approach

The research hypothesis for this thesis is that by using MIFI, robustness testing
with fault injection into physical systems can be reduced while preserving or even
increasing the confidence in error handling mechanisms. To prove or disprove this
hypothesis, several methods were used:

- Collecting and assessing knowledge represented by state-of-the-art literature
and state-of-practice for robustness testing of embedded computer systems
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- Performing case studies, where different applications are investigated with
experimental evaluation

- Exchanging ideas in a collaborative research project that involve both indus-
try and academia

The research presented in this thesis was done mainly within the MOGENTES
project [36]. The project aimed at automatically creating test cases for dependable
embedded systems. Within the project, the MIFI technique was defined, evaluated
and compared with traditional fault injection techniques. In addition to the papers
presented in this thesis and the thesis itself, we wrote several reports within the
project.

In order to evaluate the correlation between fault injection into models and
physical systems, a toolchain for experimental evaluation was developed. With
this tool chain, a study was conducted on Simulink behavior models of automotive
embedded software. Experiments were performed on various behavior models rep-
resented as dataflow algorithms, and one MOGENTES demonstrator was analyzed
with greater thoroughness.

1.3 Delimitations

Within the MOGENTES project, four demonstrator partners from the industry
provided one demonstrator each. Two of these partners are active within the rail-
way electronics area, while the other two are active within the automotive elec-
tronics area. In the automotive industry, software development using Simulink is
current state-of-practice. Therefore, the applications supplied by the automotive
industry partners became the primary focus of this research. Further, one of the
two automotive applications was described as a discrete time dataflow algorithm,
and became the primary application that was used to evaluate the previously de-
scribed hypothesis. The provided Simulink model described the behavior of the
control software of an electromechanical power steering unit for automobiles, with
input signals from external sensors and output signals to external electromechanical
actuators.

Since the Simulink model was intended to be instantiated as software in an
embedded microcontroller, we decided to focus on soft errors [10]. Soft errors are
caused e.g. by high energy particles and does not permanently damage the micro-
controller. Such errors are manifested as bit-level changes in embedded circuits, i.e.
causing bit-flips in memory or registers of the microcontroller. Errors in embedded
computer systems can affect data, timing as well as control flow. Thus over 30 fault
models were defined in the MOGENTES project, but in this study only data errors
for software models were considered.
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1.4 Thesis Outline

This thesis is organized as follows: Chapter 2 provides an overview of related re-
search and an overview of fault injection techniques. Chapter 3 describes how fault
injection into behavior models, and especially into Simulink models, can be con-
ducted. Chapter 4 provides an overview of the toolchain used for fault injection
experiments, while Chapter 5 presents the obtained results. Chapter 6 provides
discussions, conclusions and possible items for future work.





Chapter 2

Related Research

To assess robustness, methods based on analysis (e.g. using formal methods) as
well as fault injection are available. This thesis focus on fault injection, and this
chapter presents related research of this method. However, there exist related
techniques that utilize fault injection in combination with formal methods which
are also considered to some extent in this chapter.

2.1 Fault Injection

Fault injection [21] is a method to accelerate the occurrence of faults in a system,
and is used to assess robustness, including the evaluation of error handling mecha-
nisms. Fault injection techniques are typically divided into physical or simulation-
based (as shown in Figure 2.1), depending on whether faults are injected into a
physical system or into models of hardware [48].

Figure 2.1: Fault Injection Technique Classification

Physical fault injection can be performed by injecting faults into the software
of a system, i.e. SWIFI. SWIFI is further divided into pre-runtime, i.e. faults are
injected into the software before it is deployed on the target system [41] or runtime,
i.e. faults are injected during the execution of the software [8, 12, 15, 24, 31, 30, 19].

7
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Radiation-based fault injection is performed by bombarding the target system
with either heavy-ions [43, 26] or electromagnetic interference [25] in order to cause
disturbance in integrated circuits. Radiation based fault injection is used to emulate
the effects of radiation, e.g. from background radiation, that affects integrated
circuits.

HIFI is typically divided into test-port based and pin-level fault injection. Test-
port based techniques utilize debug-ports available on many modern microcon-
trollers and CPUs for the purpose of simulating the effects of hardware faults that
occur in the chip. One test-port based technique is based on the usage of the
Nexus-based debug port available in some microcontrollers and is described in [48],
and recently in an updated version in [44].

Pin-level fault injection denotes techniques that emulate faults by affecting the
status of pins attached to integrated circuits and can be achieved by two means.
With insertion, a hardware fault injection module is inserted between the ordinary
hardware and the circuit under test [29], to allow altering of signals during runtime.
The other technique is forcing, in which the pin is forced into a certain state, to
alter signal values during runtime [3].

Simulation-based techniques denote techniques where fault effects are simulated
in hardware models, e.g. VHDL-models [23, 42].

In recent years, MBD has gained widespread use even for software development.
Even though MBD does not necessarily mean that software is defined in models,
the scope of this thesis is software that is developed as behavior models in Simulink.

Instead of writing source code in e.g. C, engineers can develop models that
describe the intended behavior of software, and automatically generate source code
from the models. Following this trend, it becomes natural to also perform testing
directly onto the model. Functional testing, i.e. ensuring that the software delivers
its intended service, can be performed using behavior models. For example, in [6],
the authors have created a tool for automated functional software testing.

Robustness assessment, both for Simulink behavior models (which is the focus of
this thesis) and behavior models described in other tools has been evaluated previ-
ously. One approach for robustness assessment of SCADE [38] models is described
in [49], where faults are injected into models of safety-related software. In this
approach, blocks are replaced with fault injection nodes (FIN) in which e.g. data
errors and implementation bugs can be emulated during runtime. This approach is
considered to some extent in Chapter 3.

In this thesis, only faults that affect data (i.e. causing data errors) are con-
sidered. However, equally important are analysis of e.g. timing issues, as is done
in [51, 45].

2.2 Fault Injection and Model Checking

As demonstrated in the ISAAC [39] project, MCSs can be produced automatically
by the usage of fault injection in combination with model checking. Model checking
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is the process of checking whether a given model fulfills a certain property (e.g.
a safety requirement) and does not denote a specific algorithm, but is a general
denotation for a method that formally proves a property for a given model.

In [1], a SCADE model is again subject to fault injection. However, analysis is
done by using model checking in combination with fault injection to automatically
perform a fault tree analysis.

Model checking requires a model that is described using an unambiguous lan-
guage such as a reduced-set Simulink model (e.g. avoiding compiled S-functions). A
model checking tool usually takes as argument a model of the system and the prop-
erty to be verified, and returns either an answer that the verification was successful
or a trace (counter-example) that can be used as a proof for the incorrectness of the
system model. This counter-example is one (of possibly several) way of violating a
safety requirement. By adding a fault injection block to the model and allow the
model checker to enable/disable it arbitrarily, a counter-example may be found in
which the fault injection block is used to violate a requirement [18, 40].

2.3 Combinatorial Explosion

Model checking, as well as fault injection (and many other testing techniques),
suffers from combinatorial explosion [7] problems. In model checking, the combina-
torial explosion problem is a result of a too large state space to be explored during
the process of proving properties to hold or not [47]. In fault injection however,
an additional contribution is to select the time and location for fault injection,
rendering a virtually infinite experiment space.

Fault injection techniques cannot fully cover the entire experiment space for non-
trivial applications but are able to evaluate systems with high complexity. Model
checking on the other hand is able to formally prove that properties hold or not
but does not work for systems with high complexity.

There exist techniques to cope with the state explosion problem in model check-
ing (e.g. by abstraction [52]), but there are no currently known methods that fully
solve this problem. In fault injection, combinatorial explosion can to some extent
be managed by the usage of pre- and post-injection techniques [17, 5, 13, 2].

2.4 Describing Fault Models

To support interoperability between fault injection tools, an XML-schema [50] based
definition of faults is proposed in [14]. That approach focuses on faults that cause
bit-level errors, and especially for SWIFI tools rather than more general fault types
for various fault injection techniques, which is described in this thesis.

In the MOGENTES project, over 30 different fault models were defined. These
included also the bit-level faults that were considered in [14], but also fault models
that apply to sensor values, actuator signals and communication links. Therefore
a fault model description format was defined that support these fault models. The
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overall goal was similar to that of [14], but with the addition to support inter-
operability between the MIFI, SWIFI and HIFI tools that were developed within
MOGENTES.



Chapter 3

Model-Implemented Fault
Injection

In the previous chapter, the traditional classification of fault injection techniques
was presented. In paper A, we propose to classify fault injection techniques ac-
cording to whether they utilize additional hardware, software or model artifacts in
order to support fault injection (as shown in Figure 3.1), rather than focusing on
the target of the fault injection. Within this new classification, MIFI is defined
as a technique where a model is extended with artifacts to support the injection
of fault effects during simulation. Models can be of hardware, software or systems
(i.e. combination of hardware and software). In this thesis, the focus is on models
of software for dependable embedded systems.

Figure 3.1: Proposed Fault Injection Technique Classification

In this thesis, a fault has three properties, i.e. location, fault-type and time.
Location denotes where the fault is injected, fault-type denotes which type of fault
that is injected (e.g. a bit flip fault) and time denotes when the fault is enabled.
This renders a three dimensional fault injection experiment space, as depicted in
Figure 3.2.

Fault injection is typically performed during the very late parts of the develop-
ment cycle to assess the robustness of the system. However, problems found during
traditional fault injection may impact the overall design and implementation of the

11
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Figure 3.2: Fault Injection Experiment Space

system, which leads to costly corrections. To reduce the risk for this, MIFI can be
utilized during the very first development steps to assess the robustness of software.

3.1 Model-Implemented Fault Injection in Simulink Models

By using MIFI for evaluation of a Simulink behavior model, the model is extended
into an Extended System Model (ESM) with fault injection blocks (called Failure
Mode Functions, FMFs). The FMFs can be triggered individually during the ex-
periment to e.g. evaluate the system behavior under the influence of two faults that
occur simultaneously.

In the previous chapter, a MIFI approach was presented for fault injection into
SCADE models. In that approach, blocks were encapsulated in fault injection
nodes, thus providing a possibility to inject faults. In our approach, FMFs are
inserted between blocks instead of replacing them, thus providing the possibility
to inject faults into models that contain complex black-box model artifacts (e.g.
blocks that execute compiled code).

Consider the example in Figure 3.3, presenting a Simulink model that has two
input signals and one output signal. The output signal value is simply the product
of the two input signals.

Assume further that the Input signal 1 in Figure 3.3 represent a sensor value.
One of several plausible fault models for sensors is stuck-at-zero. Figure 3.4 shows
an example of an ESM, where such a FMF is added to the Input signal 1.
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Figure 3.3: An example system in Simulink

Figure 3.4: Extended system model with stuck-at-zero fault model

Inputs to the FMF are the nominal signal value as well as Fault Injection Block
Enable, which is a trigger port for the FMF. This provides a possibility to enable
the FMF at any time during the simulation, thus emulating the effect of a fault.

3.2 Combinatorial Explosion

Recall that, in this thesis a fault is defined as a combination of location, fault type
and time. In the previous example in Figure 3.4, the location is the Input signal
1. The time property describes when the fault is activated. In MIFI, this property
consists of the information about when an injected fault is active with respect to the
simulation time, e.g. “active during time step 3, inactive otherwise” for a transient
fault.

For fault injection analysis of a realistic system the experiment space rapidly
grows in all dimensions (see Figure 3.2). Considering all three dimensions, the
number of combinations becomes virtually infinite, i.e. a combinatorial explosion.
To perform traditional fault injection, stimuli must also be provided during the
experiment (e.g. analog or digital input signals). It may therefore be desirable,
or even required, to perform experiments for a wide set of system stimuli, thus
further multiplying the number of experiments that needs to be performed in order
to obtain a high test coverage with respect the three dimensions. To cope with
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this, pre- and post-injection analysis is necessary. One technique for pre-injection
analysis is by minimal cut sets generation.

3.3 Minimal Cut Sets Generation

By using minimal cut sets generation, a reduced set of fault injection experiments
can be generated, which can be executed in HIFI or SWIFI for the evaluation of
error handling mechanisms. The term minimal cut sets is derived from fault tree
analysis (FTA), which is a method that is used in safety engineering to find root
causes of events that compromise safety. In FTA, a minimal cut set is a minimal
set of faults that, when they occur, compromise the safety of an item. However,
when the minimal cut sets term is used in the MIFI context, it denotes a set of
injected faults that, when they occur simultaneously, violate a safety requirement.
Further details are provided in paper A.



Chapter 4

The Fault Injection Toolchain

Recall from the introduction that the research objective in this thesis has been to
evaluate the correlation between results obtained through MIFI and HIFI. Current
state of practice in development of embedded control systems in the automotive
industry is to develop software as dataflow algorithms, logics and state machines in
tools like Simulink or TargetLink [34].

4.1 Toolchain Overview

Figure 4.1: Fault Injection Toolchain Overview

To evaluate whether fault injection experiments performed in models with the
MIFI technique described in the previous chapter can replace some fault injection

15
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experiments on the target platform, a toolchain that supports both methods is
necessary. Figure 4.1 depicts the toolchain that has been developed by the author
for this purpose. The toolchain in fact supports fault injection using three different
tools, each one implementing one of three techniques:

• Model-implemented fault injection in the MODIFI tool

• Hardware-implemented fault injection in the WAREFOLF tool

• Software-implemented fault injection in the SWIFTEST tool

In the MOGENTES project, two automotive demonstrators were developed.
The demonstrator that has been the primary target in our study was delivered as a
behavior model in Simulink describing the control software of a electromechanical
power steering application described as dataflow algorithms. For this, a dedicated
hardware was out of scope for the project. To perform experiments on a physical
system with this application, we generated code from the Simulink model and
created a HIFI tool, WAREFOLF, which executed the software on an Infineon
TC1796 TriCore microcontroller. The other application was control software for
the arm and bucket control of an off-highway wheel loader. This software was
described mainly as Stateflow charts within a Simulink behavior model. However,
a dedicated physical platform was provided based on an i.MX35 microcontroller
from Freescale. To enable fault injection experiments on the physical platform, a
SWIFI tool (called SWIFTEST) was developed.

The code generation from behavior models is done by the Real-Time Workshop
(RTW) by Mathworks. Static, handwritten, source code is required in addition to
the automatically generated source code in order to schedule the execution of the
control software. For usage with the SWIFTEST tool, this static code has been
modified to enable fault-injection during run-time. Further details are given in the
section about that specific tool. For WAREFOLF, the stimuli (i.e. values for the
input signals to the system for every time instant) have been automatically gen-
erated using the Stimuli Converter support tool and compiled into the executable
binary. This is to ensure that all fault injection experiments are executed under
identical circumstances. Therefore, the static code parts for the software executed
within the WAREFOLF tool were slightly modified to support fault injection.

To ensure that all tools and support tools (as shown in Figure 4.1) are executed
in correct order and that all files required by these are available, a tool called
FIC (Fault Injection Configurator) has been developed. The FIC automatizes the
execution of tools and support tools in the toolchain as well as creating result
packages that can be analyzed by the analysis tools.

4.2 MODIFI

The main component in the MODIFI tool is the fault injection engine, as shown in
Figure 4.2.
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Figure 4.2: MODIFI Tool Overview

The fault injection engine performs fault injection into a Simulink model, as
described in the previous chapter, by inserting fault injection blocks (called failure
mode functions, FMFs) into a Simulink behavior model. It then performs a simula-
tion with faults triggered during runtime as specified in the campaign configuration
file.

The configuration file defines the work that shall be performed by the fault
injection engine. This includes information about which FMFs that shall be applied
to the components in the behavior model, but also information about when to
activate them and requirements to validate the results against.

The fault model library contains information about the behavior of the faults
that shall be applied by the fault injection engine. These are domain specific, and
need to be created manually according to a specified XML-schema, as described
in paper D. In our case, fault models were defined as part of the MOGENTES
project, resulting in a list of over 30 fault models. However, in our practical studies
we focused on faults that cause individual bits to flip in microcontroller memory
areas and registers. Before the fault injection engine inserts an FMF into the
Simulink model, the fault library XML-file is converted into Matlab m-code that is
encapsulated within the FMF, thus becoming an executable part of the model.

Since a behavior model typically consists of input ports, output ports and logic
in between, the input ports need to be stimulated with sound data during the
simulation. This data is defined, together with information about the simulation
time steps, in an XML-file that needs to be automatically generated (e.g. from use
cases) or manually created.

Behavior models can describe the behavior of software which can be refined,
synthesized, into source code that is compiled and executed on the target. There is
seldom a 1:1 mapping between the model and its synthesized software. Therefore,
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the amount of locations that are candidates for both MIFI and other techniques
is somewhat reduced compared to the amount of locations available in the model.
To ensure that experiments that are executed in MODIFI can be re-executed on a
target platform, MODIFI can be supplied with a list of artifacts that shall be subject
to fault injection. In Figure 4.1, this is denoted artifact list and is aggregated from
information supplied by RTW and the compiler. This is useful when experiments
are to be repeated between methods (as described in the Chapter 5).

Fault Injection Engine
The MODIFI fault injection engine performs fault injection experiments according
to the MIFI method described in the previous chapter. In addition to this, it also
evaluates the experiment results to identify requirement violations and simulation
errors.

Figure 4.3 depicts an example of a TMR voter. In this fictive example, it is
assumed that three sensors connected to the same pedal (e.g. a throttle pedal in a
car) all send their view of the pedal position to the TMR voter. The TMR voter
will present on its output the 2 out of 3 value, i.e. it will mask out an invalid sensor
value.

Figure 4.3: TMR Voter Example

If MODIFI is used to analyze this model exhaustively, one of the experiments
that can be performed emulates a fault on the input port value provided from Pedal
Sensor 1 which is depicted in Figure 4.4.

Figure 4.4: TMR Voter Example with FMF Injected

To emulate a fault, MODIFI inserts an FMF block (called fiBlock in the figure)
into the model. This block encapsulates source code generated from the common
fault model library which is executed during the simulation of the model.
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To reduce the amount of experiments that needs to be performed, techniques
for pre- and post-injection analysis are required as was discussed in the previous
chapter. MODIFI implements the technique called minimal cut sets generation to
reduce the amount of experiments that is performed.

To visualize the experiment progress, the fault injection engine creates a three-
dimensional graph that reflects the experiment space, as shown in Figure 4.5. The
graph is filled with colored cubes, each of them representing a fault injection experi-
ment. A red cube indicates an experiment that has falsified at least one requirement,
a green cube indicates an experiment that has not falsified any requirements while
a blue cube denotes an experiment to be performed.

Figure 4.5: MODIFI Experiment Progress Visualization

4.3 WAREFOLF

WAREFOLF implements HIFI that targets an Infineon [20] TriCore 1796, a 32-bit
microcontroller widely used in automotive electronics. The tool utilizes a Lauter-
bach debugger [28] to control the microcontroller. The debugger is able to execute
the program instruction-by-instruction as well as change the contents of memory
and registers in the microcontroller. The debug environment, Trace32, of the de-
bugger provides a script language that enables the automation of fault injection
experiments.

MODIFI-experiments are automatically converted into WAREFOLF experi-
ments by creating Trace32-scripts that can be executed in the debug environment.
To create such files, information is needed from the compiler as well as the RTW-
generated source code, as shown in Figure 4.1.

The results of experiments are contained in text-files that are analyzed auto-
matically by scripts. WAREFOLF is thoroughly described in the public deliverable
D5.1 on the MOGENTES project website [36].
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4.4 SWIFTEST

SWIFTEST is a SWIFI tool that is used to evaluate the correlation between fault
injection experiments performed with MIFI and SWIFI. The target platform for
this tool is a development board based on a Freescale i.MX35 microcontroller. The
development board supports communication over Ethernet.

Figure 4.6: SWIFTEST Overview

As shown in Figure 4.6, the tool consists of two major parts. A lightweight fault
injection client is implemented in C and deployed on the target. Communication
between the client and server is enabled by an ethernet connection between the
development board and a desktop PC. The PC executes the computation-intensive
fault injection server software that controls the execution of the target application.
Scripts that describe fault injection experiments are automatically generated from
the MODIFI experiment result file.

4.5 A Common Fault Model Library

To support reusability of fault models for different fault injection tools, a description
format has been developed based on an XML-schema. According to this schema,
a fault model is described as an entity with input signals, output signals and a
behavior. To support this schema, tools need to implement a predefined set of
operators that can be applied to describe the behavior. Details on this are found
in paper D.

MODIFI supports this definition format by generating Matlab m-code from the
library, which is encapsulated in fault injection blocks as described in previous
sections.



Chapter 5

Experiment Results

The aim with the work presented in this thesis has been to evaluate the correlation
between MIFI and HIFI. This has been accomplished using the fault injection tool
chain described in Chapter 4. Even though SWIFI is not the scope of the research
question, some experiments have been performed to evaluate the correlation also
between MIFI and SWIFI.

5.1 Result Classification

For all experiments, we decided to use a classification of the outcome based on
differences between the output port values obtained during experiments and output
port values obtained during a fault-free run (i.e. a golden run). The classification
is depicted in Figure 5.1.

Figure 5.1: Experiment Result Classification

The errors are classified into either effective or non-effective errors.
Effective errors are errors which are either detected by the error detection mech-

anisms of the Infineon processor or errors causing undetected wrong output (value
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failures) produced by the automotive application software model. The Simulink
model (from which source code has been generated) does not contain any error
detection mechanisms.

Detected errors are classified into errors detected by each of the various hardware
exception mechanisms (e.g. invalid local memory address or Illegal opcode) or other
errors. Other errors are the ones that are detected, but the analysis software could
not determine which mechanism that detected the error.

An experiment that leads to a failure is classified as an undetected wrong output if
the model produces an incorrect result, i.e. a value failure. These failures are further
classified into severe, significant, or insignificant depending on their expected impact
on the controlled object. This classification is unique for each system, but for
this study the definition is as follows. A severe failure has a deviation from the
output observed during the golden run for more than two control loops, a significant
failure has a deviation during two control loops, and an insignificant failure have a
deviation from the golden run for exactly one control loop.

Non-effective errors are the ones which could not be identified as either De-
tected errors or Undetected wrong output. These errors are classified into latent or
overwritten. A latent error is an error which has not caused a detectable failure,
and the value of the fault injection location remains unchanged throughout the
entire experiment (i.e. it is not overwritten with fresh data). An overwritten error
has occurred if the experiments are not leading to an undetected wrong output,
and no difference are observed after termination for the fault injection location for
the golden run and the experiment.

5.2 Validation of Fault Models

To validate that the correct implementation of fault models (e.g. single transient bit
flip faults) has been done in the MODIFI tool, a set of experiments was performed
in MODIFI and then re-executed in the WAREFOLF tool. MODIFI injects fault
blocks into the output ports of model blocks in the Simulink model, according to the
description in Chapter 3. When code is generated from a model and executed on
hardware, the blocks have transformed into sets of instructions that affect control-
flow, timing and data. However, in order for experiments to be re-executed on the
target, it must be possible to translate the fault injection location between a model
and the target. This effectively limits the experiment set to model blocks that affect
data.

Table 5.1 shows the result of some experiments performed using both the MOD-
IFI and WAREFOLF tools. The table is to be interpreted as follows; given the
result obtained in MODIFI for a fault injection experiment set, presented in the
rows, the same experiment re-executed in WAREFOLF produced the outcome pre-
sented in the columns. Numbers within parentheses denote the number of MODIFI
experiments with the corresponding result. As shown in Table 5.1, 23 experiments
caused exceptions in MODIFI. When these experiments were re-executed using the
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WAREFOLF tool, 65% led to non-effective errors while 35% caused insignificant
failures.

Table 5.1: Error and failure distribution based on 1925 experiments (numbers in
parenthesis denote the number of experiments for each class)
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Effective
(1509)

100% - - - - 100%

Exception
(23) 65% - 35% - - 100%

Insignificant
(318) - - 100% - - 100%

Significant
(75) - - - 100% - 100%

Severe (0) - - - - 100% 100%

Even though SWIFI is not in focus of this thesis, similar experiments have been
performed to evaluate the fault model implementation between MIFI and SWIFI.
These results show that we get similar results between those techniques as well, as
shown in Table 5.2.

Table 5.2: Error and failure distribution based on 1600 experiments (numbers in
parenthesis denote the number of experiments for each class)

SWIFTEST
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(1320)

100% - - - - 100%

Exception
(0) - 100% - - - 100%

Insignificant
(21) - - 100% - - 100%

Significant
(9) - - - 100% - 100%

Severe
(250) - - - - 100% 100%

Given that a common interpretation of the bit-flip fault model in both the
MODIFI and WAREFOLF tools is obtained, further experiments are performed
independently. The goal of this is to evaluate the efficiency of the methods, and
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to find out whether the error and failure distribution is similar for the two tools
(given the same application).

5.3 Results from WAREFOLF Experiments

In the MOGENTES project, we have performed fault injection experiments ran-
domly onto the target RAM (Random Access Memory, i.e. the volatile memory
area) memory using the WAREFOLF tool. The model that we used for this was
the previously described electrical power steering application, which we executed
for 500 iterations of the control loop. Faults were injected between the first and
250th iteration, but the system behavior was observed during the entire execution.
The RAM address map for the application is described in Table 5.3.

Table 5.3: RAM Address Map
0xA1000000-0xA100000F Unused
0xA1000010-0xA1000017 Instrumentation code for fault injection
0xA1000018-0xA100001B Application code
0xA100001C-0xA100001F Unused
0xA1000020-0xA100036F Application code - parameters
0xA1000370-0xA100039F Unused
0xA10003A0-0xA10003A0 Application code
0xA10003A1-0xA104499F Instrumentation code for fault injection
0xA10449A0-0xA1044D5F Application code - input, output, and internal signals
0xA1044D60-0xA1100000 Unused

In the first fault injection campaign (i.e. an experiment set), called WR1, faults
were injected randomly into the RAM memory in addresses between 0xA1000000-
0xA100000F (i.e. an unused memory area). It was a small campaign with only 100
experiments and, as expected, no experiments had any impact on the software,
as shown in Table 5.4. The result tables shall be read from left to right, where
numbers following the classification denote the number of experiments with this
outcome. The numbers within parentheses denote the distribution between errors
and failures that share the same classification.

Table 5.4: Error and Failure Distribution for WR1

Effective
0 (0%)

Wrong Output
0 (0%)

Severe 0 (0%)
Significant 0 (0%)
Insignificant 0 (0%)

Detected
0 (0%)

Exception 0 (0%)
Terminated 0 (0%)

Non-Effective
100 (100%)

Latent 100 (100%)
Overwritten 0 (0%)
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Campaign 2, WR2, targeted the memory area 0xA1000018-0xA100039F which
is utilized by the application code, avoiding injecting faults into source code that
belongs to additional code added for fault injection purposes. The results here, as
shown in Table 5.5, reveal that 6% of all 5000 experiments led to effective errors.

Table 5.5: Error and Failure Distribution for WR2

Effective
285 (6%)

Wrong Output
271 (95%)

Severe 271 (100%)
Significant 0 (0%)
Insignificant 0 (0%)

Detected
14 (5%)

Exception 8 (57%)
Terminated 6 (43%)

Non-Effective
4715 (94%)

Latent 4715 (100%)
Overwritten 0 (0%)

Campaign 3, WR3, covers the last part of the memory 0xA10449A0-0xA1100000.
Of this memory area, 99.9% is unused. This becomes visible also in Table 5.6, where
only 4 of 50 000 experiments led to effective errors.

Table 5.6: Error and Failure Distribution for WR3

Effective
4 (0.008%)

Wrong Output
4 (100%)

Severe 0 (0%)
Significant 1 (25%)
Insignificant 3 (75%)

Detected
0 (0%)

Exception 0 (0%)
Terminated 0 (0%)

Non-Effective
49996 (99.992%)

Latent 49890 (99.8%)
Overwritten 106 (0.2%)

Since WR3 showed that fault injection into unused memory areas does not lead
to errors, the final campaign, WR4, covered only used memory areas in the memory
area between 0xA10449A0-0xA1044D5F. The result is shown in Table 5.7.

5.4 Results from MODIFI Experiments

In MODIFI, we used the same fault model (i.e. single transient bit-flip faults) as in
the WAREFOLF experiments. However, faults were injected into the output port
signals of Simulink blocks, which can be realized as instructions affecting control-
flow, timing, data or combinations thereof.

For the first three MODIFI campaigns (M1 to M3) we injected faults into the
output port signal of 77 blocks in the Simulink model. For the fourth MODIFI
campaign (M4), we injected faults into the output port of all 284 Simulink blocks
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Table 5.7: Error and Failure Distribution for WR4

Effective
321 (6%)

Wrong Output
305 (95%)

Severe 0 (0%)
Significant 47 (16%)
Insignificant 258 (84%)

Detected
16 (5%)

Exception 0 (0%)
Terminated 16 (100%)

Non-Effective
4679 (94%)

Latent 4 (0.1%)
Overwritten 4675 (99.9%)

in the model. Further, we chose p different parameter values (i.e. which bits to
flip in the signal value from the block output), and t different time instants (i.e. in
which single control loop iteration to activate the fault). Further, in the MODIFI
configuration, the flag Collapse Time Domain (CTD) can be disabled or enabled.
When this flag is enabled MODIFI is instructed to, when a requirement is violated
as a result of the fault injection, continue with the next combination of location,
fault model and parameter rather than performing further experiments with the
same combination of fault and location at different time instants.

MODIFI cannot determine whether faults are non-effective due to latent or
overwritten values, hence the lack of that information in the result tables. Also,
MODIFI executes the model in a simulator and does not implement any addi-
tional error handling mechanisms. However, exceptions can be thrown during the
simulation e.g. by feeding certain Simulink blocks (e.g. multiplexing blocks) with
invalid values caused by the flipped bits. This means that the exceptions presented
in the result tables, are of different kinds and causes compared to exceptions in
WAREFOLF experiments.

In the first campaign, M1 (results presented in Table 5.8), fault injection was
performed with 3 randomly generated bit-positions and at 3 different time instants,
i.e. 77 × 3 × 3 = 693 experiments.

Table 5.8: Error and Failure Distribution for M1 (p = 3, t = 3, CTD disabled)

Effective
147 (21%)

Wrong Output
144 (98%)

Severe 0 (0%)
Significant 27 (19%)
Insignificant 117 (81%)

Detected
3 (2%) Exception 3 (100%)

Non-Effective
546 (79%)

For the second campaign, M2, faults were again injected into the 77 chosen
Simulink blocks but in combination with 4 randomly generated bit-positions and 4
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different time instants, i.e. 77 × 4 × 4 = 1232 experiments. The result is presented
in Table 5.9.

Table 5.9: Error and Failure Distribution for M2 (p = 4, t = 4, CTD disabled)

Effective
269 (22%)

Wrong Output
249 (93%)

Severe 0 (0%)
Significant 48 (19%)
Insignificant 201 (81%)

Detected
20 (7%) Exception 20 (100%)

Non-Effective
963 (78%)

The third campaign, M3, was performed using 5 randomly generated bit-posit-
ions and 5 different time instants, i.e. generating an experiment set of 77 × 5 × 5 =
1925 experiments. However, in this campaign the CTD flag was enabled, thus
reducing the number of experiments to only 1253 experiments. The results are
presented in Table 5.10.

Table 5.10: Error and Failure Distribution for M3 (p = 5, t = 5, CTD enabled)

Effective
23 (1.8%)

Wrong Output
13 (56%)

Severe 0 (0%)
Significant 3 (23%)
Insignificant 10 (77%)

Detected
10 (43%) Exception 10 (100%)

Non-Effective
1230 (98.2%)

A fourth campaign, M4, was performed using all available Simulink blocks
(rather than the 77 blocks used in the other campaigns), with 10 randomly gener-
ated bit-positions and 10 different time instants, i.e. generating an experiment set
of 284×10×10 = 28400 experiments. The CTD flag was disabled in this campaign.
Table 5.11 presents the results of this campaign.

Table 5.11: Error and Failure Distribution for M4 (p = 10, t = 10, CTD disabled)

Effective
5953 (21%)

Wrong Output
5653 (95%)

Severe 0 (0%)
Significant 1091 (19%)
Insignificant 4562 (81%)

Detected
300 (5%) Exception 300 (100%)

Non-Effective
22447 (79%)
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An especially interesting result is that in M3, only 1.8% of the experiments
were effective. This is because once an experiment has falsified a requirement, the
fault injection engine removes similar future experiments from the experiment set
and instead continues with new combinations of fault type and location. However,
the distribution of errors leading to wrong outputs remains roughly unchanged even
when the CTD feature is enabled. Further, the model does not contain any Simulink
blocks with memory longer than a single time step (e.g. for averaging). Therefore,
none of the injected faults led to a severe failure. Also, since the scope with this
research has been to evaluate the MIFI technique (rather than a specific Simulink
model), no environment simulation was performed. Therefore, the input signals in
the software are provided with a static set of values which further contributes to
the fast recovery of the software.

5.5 Result Compilation

Experiments have been performed in both WAREFOLF and MODIFI, using HIFI
and MIFI respectively. The first experiments, that were performed in MODIFI and
re-performed in WAREFOLF, aimed at validating the fault models and toolchain.
These experiments ended up having the same results in both tools, as expected.
Since these experiments only represent a small subset of all experiments that can
be performed individually, using either MODIFI or WAREFOLF, the subsequent
experiments were performed individually. It is now interesting to evaluate whether
the experiments in MODIFI and WAREFOLF present the same type of failures,
even though experiments may represent different errors in MODIFI and WARE-
FOLF respectively. For example, a flipped bit in the output port of a comparator
might correspond to a control flow error on the platform.

Table 5.12 shows the distribution of errors and failures for the campaigns de-
scribed previously.

Table 5.12: Comparison of Campaigns

Campaign
WR1 WR2 WR3 WR4 M1 M2 M3 M4

Effective 0% 6% 0.008% 6% 21% 22% 1.8% 21%

Severe 0% 100% 0% 0% 0% 0% 0% 0%
Significant 0% 0% 25% 16% 19% 19% 23% 19%
Insignificant 0% 0% 75% 84% 81% 81% 77% 81%

In Table 5.12 two campaigns stand out from the others, WR1 and WR2. For
WR1, faults were in injected into unused memory areas only, obviously resulting in
no errors. For WR2, faults were injected into memory areas that are used for static
parameters, i.e. parameters that are never written to by the control software which
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would normally go into the non-volatile memory areas. Since these values are never
written to, injecting errors in these causes effects for the remaining executing of the
application and therefore end up as severe according to our classification.

For the campaigns WR3, WR4 and M1 to M4, we can see that we have a
similar error and failure distribution for all campaigns. From this we draw the
conclusion that, for this specific application (and probably other similar dataflow
algorithm models in Simulink), we can use the MODIFI tool to predict the error and
failure distribution that otherwise would be obtained using fault injection using our
WAREFOLF tool. This means that already when we design our Simulink model
and assesses it with the MODIFI tool, we get a representative indication of the
model robustness.

Further, a fault injection experiment in WAREFOLF takes 10 seconds for the
application that we have tested thoroughly. An experiment performed in MODIFI
takes less than one second on a notebook PC with a dual core processor at 2.26 GHz
and 2 GB RAM for the model under test. This means that, the results we obtained
in campaigns WR3 and WR4 takes around 152 hours of effective experimenting,
i.e. even more including the manual steps for instrumentation and configuration.

To perform the experiments in MODIFI, campaigns M1, M2 and M3 together
takes less than one hour of computation to calculate, while the large campaign M4
needs 8 hours to complete.





Chapter 6

Discussion and Future Work

In this thesis, model-implemented fault injection (MIFI) for Simulink robustness
testing has been evaluated. Recall from the introduction chapter that the hypoth-
esis was that by using MIFI, robustness testing with fault injection into physical
systems can be reduced while preserving or even increasing the confidence in error
handling mechanisms. To evaluate this we have developed sound abstraction of
hardware faults that can be integrated into Simulink models. We have also im-
plemented a tool chain for fault injection in which we have performed numerous
experiments to evaluate MIFI.

6.1 Results and Validity

In the previous chapter, the correlation between HIFI and MIFI results has been
presented. The MODIFI tool injects faults by adding FMFs to model outputs as
described in Chapter 3. This means that, when faults are activated, the value
provided by the preceding model block is altered according to the behavior of
the fault model. The WAREFOLF tool injects faults by altering the values of
RAM (non-volatile) memory contents. However, model artifacts are not always
synthesized (e.g. by code generation) in such a way that a specific memory area
is assigned a value. In fact, model artifacts may impact control flow, timing or
data as well as a combination of such, as described in paper C. Once we were done
validating the fault models by performing experiments that could be repeated in
both tools, we went on to random testing of a large scope for each tool individually.

The results we obtained revealed that the error and failure distribution obtained
in the experiments were similar for both tools, indicating that MIFI in fact appears
to be a valuable method for early robustness assessment of software described as
behavior models.

Simulink models can in general describe many different types of computations
and systems, including logic, state machines, dataflow algorithms, continuous time
systems, or combinations thereof. The models we have investigated are mainly
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limited to dataflow algorithms and discrete time systems, (although, all signals
will actually be represented as continuous time signals). It can be noted that
in Simulink, such systems are modeled to communicate using one-place buffers
with overwriting semantics. Even though we have performed experiments on a
variety of dataflow-algorithms of software described in Simulink, we have primarily
focused on the control software of a power-steering application provided as one of
the demonstrators in the MOGENTES project.

A model is an abstraction where some properties are present and other are
suppressed. Following this, our results are valid only for the model that we have
tested, but are probably representative for other similar types of models. One
way to express the type of model is to characterize them as different “Models of
computation”, MoCs [22]. MoCs for example characterize the viewpoint on time,
communication mechanisms, and triggering of computations.

Finally we have shown that by using MIFI (for example with the MODIFI tool),
a tremendous amount of time can be saved compared to traditional fault injection
(e.g. performed using the WAREFOLF tool). In our experiments, the reduction in
time was more than 99% (1 hour compared to 160). Practically, this means that the
testing method is useful for developers of robust software who utilize e.g. Simulink
to describe dataflow-algorithms.

All currently known testing techniques suffer from some kind of combinatorial
explosion. For experimental evaluation, e.g. the MIFI approach presented in this
thesis, it comes from the fact that the amount of possible experiments that can
be performed is virtually infinite. Formal methods based approaches, however,
can theoretically prove that properties (e.g. safety requirements) hold for a given
model, but suffer from an exploding state space (i.e. the number of different states
that are required to fully express the system). In practice, this means that ex-
perimental evaluation is beneficial due to the fact that it can be utilized on all
systems, but is limited with respect to coverage. Formal methods are beneficial
due to a theoretically full coverage, but cannot be applied to a reasonably large
system without making abstractions (and thereby again limit the coverage). To
cope with the combinatorial explosion using MIFI, we have proposed minimal cut
sets as a way of reducing the amount of multiple errors (i.e. combinations of faults
that are activated simultaneously).

6.2 Future Work

The research presented within this thesis has mainly been done within the MO-
GENTES project, with the aim of evaluating demonstrator software provided by
automotive demonstrator partners. However, future work may include to evaluate
a wide set of applications, with different MoCs, with the developed toolchain. It is
also interesting to investigate whether the theory of MoCs could provide additional
insight and guidance with respect to MIFI.
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One of the major challenges within testing still remains; to tackle the combina-
torial explosion problem. This is an important research area, with many suggested
approaches that are based on formal methods. However, formal methods cannot re-
place experimental evaluation and vice versa, thus calling for more research on the
combinatorial explosion problem even for techniques that use experimental evalua-
tion.

In addition to the three dimensional experiment space described in previous
chapters, consisting of fault type, location and time, an additional dimension exists.
This is based on the fact that, during the experimental evaluation, the software
under test needs to be executed with values from outside the software, e.g. sensor
data. In our experiments, such data was compiled from use cases supplied by the
model developer. A dataset with many time instants, i.e. running the software for
a longer time, impacts the number of different time instants where faults can be
injected (i.e. expands the time-dimension in the experiment space). Therefore, it
is desirable to keep the data set as small as possible, while still utilizing all parts
of the model (i.e. allowing errors to propagate, which may result in failures on the
output of the model). One interesting approach to create optimized stimuli may be
to create such a data set using model checking, providing an interesting path for
future work.

With respect to the MODIFI tool, we believe that it can be made more efficient
and powerful. Features that MODIFI can support in the future include the ability
to perform fault injection into Stateflow charts and other complex Simulink blocks.
Also, the possibility to perform regression testing, i.e. to re-execute campaigns in
order to evaluate added fault handling mechanisms and design corrections, is a
possible future extension of the tool.

In conventional fault tree analysis (FTA), a system is analyzed exhaustively
given a set of failure modes that are applied to items in a fault tree. To utilize
MODIFI to validate fault trees obtained through FTA represents another future
extension of the MODIFI tool.
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