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Abstract 

Intelligent Transportation Systems aim at facilitating transportation by utilizing 
technological advances in communications, computing and electronic sensors 
technologies.  The increasing demand for mobility of persons and freights has led 
to severe problems related to transportations, such as traffic congestions. Traffic 
congestions are the cause of environmental problems, economical damages, 
accidents and also they affect negatively our everyday life. However, building new 
infrastructures in order to match the increasing number of vehicles and 
transportation demands is highly costly. Therefore, traffic management 
applications of Intelligent Transportation Systems, which can utilize more 
efficiently the existing infrastructures, have attracted attention from the research 
community.  

Most of the existing traffic management systems use a network of fixed sensors 
for monitoring vehicles. One major drawback, preventing their expansion 
throughout the road network, is their high cost of deployment and maintenance. A 
promising alternative is the use of smartphones as traffic probes. Smartphones can 
accurately determine their position, and then communicate with the traffic 
management servers through the existing cellular network. Moreover, the 
increased penetration of these devices, especially in the developed countries can 
produce accurate data for traffic estimation at very low deployment costs. 
However, several challenges remain until the deployment of a smartphone-based 
Intelligent Transportation System. A critical challenge is the security of the system 
and the privacy of its participants. Attacks to the system can cause malfunctioning 
which could lead to deteriorating traffic conditions or even to accidents. 
Moreover, a smartphone communicating an individual’s position constantly can 
pose seriously privacy threats.  

The goal of the research performed in this thesis is first to identify the security and 
privacy requirements for an Intelligent Transportation System and then, to propose 
a solution which meets these requirements. Both security and privacy are achieved 
by utilizing the existing authentication infrastructure of cellular networks and 
integrating anonymous authentication with group signatures. Mutual 
authentication of communicating parties in the system together with encryption 
preserves the security of communications in the system. On the other hand, the use 
of group signatures for anonymous authentication assures that users remain 
anonymous to the service provider. Finally, identity management and 
authentication is completely separated from location information, thus 
guaranteeing that no single entity is capable of connecting an identity to a 
submitted location. 
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CHAPTER 1 

INTRODUCTION 

The growing demand for mobility and the continuous increase of population in big 
cities have created severe transportation problems. The existing transport 
infrastructures are unable to handle the amount of vehicles, resulting in heavy 
congestions for significant periods of time each day. These traffic congestions can 
be incidental due to special circumstances on roads, such as accidents or extreme 
weather conditions or recurrent congestions occurring periodically during rush 
hours. In both cases, the negative implications are spread to many different areas. 
Congestions can be the cause of accidents that might result in injuries or even 
fatalities; they contribute to the city’s environmental pollution, increase the cost of 
transportations and most importantly, deteriorate the quality of life of individuals. 
The constant increase of the car fleet number and the high cost of expanding the 
road network have steered attention to traffic management systems, which address 
the problem of congestions by utilizing the existing transport network in a more 
efficient manner.  

An Intelligent Transportation System (ITS) utilizes diverse technologies to 
develop new transportation systems with improved efficiency [1]. By using 
information technologies and wireless communications, these systems aim at 
solving different problems related to transportation, such as traffic monitoring and 
finally make them safer, faster and less polluting. Previous and recent research has 
generated solutions addressing different aspects of transportation, such as 
electronic tolls, variable message signs and traffic monitoring systems. Traffic 
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monitoring systems try to address the critical problem of traffic congestions. Most 
of the deployed solutions for solving this issue use infrastructures based on fixed 
sensors for collecting traffic information. These fixed sensors are loop detectors 
and traffic cameras that communicate traffic information to a backend supporting 
infrastructure. Then, fleet management is usually accomplished through variable 
message signs. However, one major disadvantage of these systems is that their 
deployment and maintenance throughout the road network require high expenses. 

Latest developments in wireless communications, computing and sensors have 
steered the focus on vehicular research towards Vehicular Ad-hoc Networks 
(VANETs). Modern cars already feature a variety of sensors and computers that 
enables them to gather information about their environment. The vision is that 
every car will be equipped with an on-board unit (OBU) gathering all the 
information from an array of sensors, process them and then communicate this 
data through wireless interfaces to its surrounding cars and to the road side units 
(RSUs). Through this collaborative approach a large spectrum of applications can 
be enabled in the context of ITS. For example, safety applications that can warn 
drivers about accidents and severe weather conditions or traffic management 
applications that can provide real-time guidance to drivers. Research in this area is 
focused mainly on addressing the open challenges concerning the efficiency of 
networking protocols and security of communications [2]. Though very 
promising, the success of applications based on these ad-hoc networks depends 
highly on the penetration rate of cars with the necessary equipment. The optimal 
situation would be if every vehicle on the streets was equipped with the necessary 
sensors and an OBU. The OBU should be capable of communicating in a network 
established between its neighboring cars and RSUs. However, until reaching 
adequate numbers, drivers would be reluctant to pay an additional cost for their 
car just for a potential benefit in the future. To overcome this obstacle, researchers 
have started considering different alternatives, such as smartphones, to be used for 
developing ITSs. 

1.1 Intelligent Transportation Systems using 
Smartphones 

Modern mobile phones and the so called smartphones present a great opportunity 
for developing new ITSs. Comparing with the dedicated hardware, which is used 
for communication in VANETs, smartphones cannot be reliable enough for safety 
applications; however they can be efficient for traffic management applications. 
Utilizing mobile phones as probes for traffic information is not a new concept. 
The high penetration of these mobile devices makes them ideal candidates for 
traffic probes. For 2010, the approximate number of mobile phones in the 
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developed countries was around 116 devices per 100 inhabitants and therefore it is 
natural to suppose that almost every commuter in these countries will have a 
mobile phone with him/her [3]. Early research was focused on network-based 
location techniques providing data about the mobility of mobile devices. Several 
efforts [4], [5], [6], [7] tried to assess the potential and the feasibility of accurate 
data capable of providing reliable travel time estimates. Although the idea is 
promising, the accuracy of these network-based techniques has not yet been 
proven sufficient in order to build a working system based on data solely from 
cellular probes. Nevertheless, commercial applications have emerged, which 
utilize data from cellular networks. In such  applications, data regarding the 
mobility of cellular devices are merged with data from GPS-enabled navigation 
devices in a system that provides travel time measurements [8]. 

Market statistic surveys report that out of the total number of phones shipped 
worldwide during 2010, almost 21% were smartphones [9]. Smartphones integrate 
A-GPS receivers that are able to calculate the location of the device with a higher 
accuracy than network-based methods and therefore the problem of inaccurate 
location samples can be overcome. Recent research suggests that reliable traffic 
information and travel time estimates can be produced [10], [11] with data from 
A-GPS enabled smartphones. Although several challenges are still to be 
addressed, a recent field experiment [12], with a system implemented solely on 
smartphones, shows encouraging results for the feasibility and the accuracy of the 
traffic estimation (compared to that obtained from fixed sensors): a  2-3% 
penetration of smartphones  running the application in the total car flow suffices 
for accurate estimation of the  average speed.  

Besides providing comparable accuracy in traffic estimation, smartphone-based 
ITSs present also other advantages. They can save the high cost of deploying and 
maintaining the sensor network infrastructure. They do not need special in-car 
hardware which allows in short time high penetration rates. Practically, any driver 
with a relatively modern smartphone would be able to join the system by just 
downloading a mobile application to his/her smartphone. Major application 
platforms, Apple’s iPhone and Google’s Android, provide friendly development 
environments that can be used for testing, prototyping and distributing the 
application. Mobile phones can act as sensors and the communication can be 
covered by the existing 3G/4G infrastructure. Furthermore, feedback to the drivers 
can be provided on the screen. Additional features such as online digital maps or 
phonetic route guidance could be easily added to enhance the user friendliness of 
the system. Finally, major car manufacturers have already started equipping their 
cars with interfaces to smartphones [13], [14] that could be used to develop 
additional services for the driver. 
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The main components of an envisioned smartphone-based ITS, as shown in Fig. 
1.1 [15], are the smartphones, that each driver who participates in the system 
carries, and a main processing server that represents the supporting back-end of 
the system. On the smartphone there is a mobile application running, responsible 
for calculating the position of the device and sending data to the main server. The 
server is responsible for data collection, processing and sending feedback to the 
mobile client. The mobile device's location is calculated using the A-GPS 
receiver. The communication between the mobile application and the main server 
is done through the cellular network that the device is subscribed to. Using this 
communication channel, the device sends its location updates to the server in a 
timely manner while the user drives to his/her destination. The server, according 
to the updates that receives, reconstructs a traffic model and calculates, in real-

Figure 1.1 System Overview 
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time, the estimated travel speeds. Proper feedback is sent back to the device for 
guiding the driver. The updated traffic information sent by the server during the 
journey is presented on the device's screen on top of a digital map. This 
information should consist of average travel time to the desired destination and 
real-time route guidance about the optimal route to be followed by the driver 
based on parameters such as congested streets, fuel consumption and travel time. 
Additionally, other dynamic traffic information such as streets under construction 
or traffic accidents can be sent and displayed on the driver's device. 

Such a system seems very promising, but there are still significant challenges to be 
addressed before deploying such a solution. These challenges can be categorized 
in two wide areas. Firstly, challenges related to real-time traffic estimation in an 
efficient and reliable way both on highways and on the urban road network. The 
second area, in which falls the scope of this thesis, is the security of these systems 
and the privacy of the users. 

1.2 Security and Privacy Issues in ITS 
Security of an ITS and the privacy of its users are of paramount importance. In our 
targeted system, the use of smartphones, besides the obvious benefit of having in 
short time a big user base, entails also the danger that anyone could possibly 
participate in the system and start reporting location samples. This means that the 
system is exposed to potential reporting of forged location data, which could lead 
to inaccurate or false estimation of the real traffic conditions. Subsequently, 
erroneous feedback would be sent to the drivers ending up in deteriorating traffic 
conditions or in extreme cases being the cause of traffic accidents. When it comes 
to the users participating in the system, it is important to guarantee that the 
feedback received by the mobile application is reliable.  

Location privacy and threats against it has attracted a lot of attention lately. That is 
mainly due to the numerous location-aware applications that have been developed 
for smartphones. The ability of using a user’s location can be the starting point for 
a variety of new applications or even for enhancing the features of existing 
applications, such as social networks and online games to name a few. On the 
other hand, a handheld device carried by individuals throughout their casual day 
can lead to disclosure of sensitive information of their private life, identification 
and even damages. Together with the popularity of these types of applications 
comes also a raise in people’s concern about their privacy. Several efforts have 
been made to inform users about the danger of careless disclosure of their location 
[16] and to press companies to handle location data in a more privacy preserving 
way, as seen in a recent case [17]. Privacy concerns are even bigger when it comes 
to a traffic management system where location is regularly reported to servers. In 
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[18] the authors explored, among other issues, the willingness of people to share 
their location and the appeal of location-based services. Most of the questioned 
participants (i.e. 27 out of 32) answered that they were willing to share their 
location anonymously, excluding a given area around their homes. However, as 
the other results show, participants were indeed concerned about their location 
privacy. Participants’ median privacy score, using Tsai’s privacy score metric was 
5.8 out of 7. An even more interesting finding is the participants’ answer to the 
question on whether the benefits from location data outweigh the risks. The 
median answer was 3 in a Likert scale of 7, where (1) stands for “the benefit far 
outweighs the risks” and (7) for “the risks far outweigh the benefit”. It is obvious 
that people are concerned about their privacy even though, depending on the 
benefit from a given service, they might choose to neglect the privacy risks. 
Therefore, in order to eliminate these concerns and attract even more drivers to the 
ITS, it is important to assure forehand the privacy of their whereabouts. 
Consequently, it must be guaranteed that the identity and location of each 
individual are not connected and no third party or even an entity in the system can 
link location samples to a single person. 

In traffic monitoring systems there are two main categories of security and privacy 
challenges. The first category concerns the security and privacy of the 
communications between the mobile phone and the server. Authentication of 
users, access management, encryption of communications and privacy of 
communications are challenges that fall into this category. The second category 
concerns privacy threats based on location tracking. It should be noted that, even 
when location samples are gathered in a way not containing any direct identity 
information, there are still threats against the privacy of the users and private 
information might be leaked. Successive location updates from a smartphone, 
even without any identifier, contain spatial and temporal correlations that can be 
used as indirect identifiers. Correlations can be exploited to reconstruct user paths 
with tracking techniques [19], [20]. These traces can be processed and matched in 
order to infer frequently visited places, e.g., home or workplace, and finally reveal 
the user’s identity. To mitigate such threats, several solutions using cloaking 
techniques [21] or privacy preserving sampling techniques [22] have been 
proposed. In this thesis, we do not consider this kind of threat against the dataset 
of location samples, but rather try to address the problem of securing the 
communications in the system while also removing any direct link between an 
identity and its location.  
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1.3 Motivation 
Security and privacy are, as described before, essential parameters for the 
successful deployment of ITSs based on smartphones. The success of this type of 
systems depends highly on the amount of location samples. On the other hand, for 
users to find ITS services attractive, it is essential to guarantee their security and 
privacy. 

Security in smartphone-based ITS is not thoroughly studied and there is no single 
solution that receives the common approval of the scientific community. In 
general, security and privacy requirements in information systems are properties 
that can largely vary between different implementations. Therefore, it is of great 
importance to study each system in particular, in order to identify requirements 
and possible threats, and based on these, to propose optimal solutions.  

In the system proposed by the Mobile Century team [22], the focus is on 
protecting the users’ privacy against attacks on the anonymous locations samples. 
They propose a novel way of sampling in space (Virtual Trip Lines) and a 
privacy-aware algorithm for placing these checkpoints for sampling throughout 
the road network. For communicating these samples anonymously, an ID-proxy 
entity is used for handling authentication and authorization. The identification part 
and the location part of each sample are encrypted separately by different 
encryption keys. In this way, no single entity in their proposed architecture can 
have access to both identification and location information. Therefore the trust is 
put on the ID-proxy entity, which will strip off all the identification information. 
Moreover it is supposed that no entities in the system will collude in order to 
reveal a user’s identity.  

Existing commercial solutions offering location-aware services [23], [8], [24]  rely 
on password-based authentication and provide a statement that user’s 
identification is removed from all contributed location samples; they pledge no 
private information disclosure unless this is required by the authorities. A far more 
extensively researched area concerns VANETs. Extensive research on the security 
and privacy of these networks has been conducted, but no single solution has been 
found mainly due to the high diversity of hardware and topology in this type of 
networks. New proposals that address mainly the efficiency of used cryptographic 
algorithms and the communication overhead that is added by the proposed 
protocols are frequently presented. Despite similarities, these solutions cannot be 
transferred and applied directly to our targeted system. 

It is obvious that security and privacy for an ITS using smartphones must be 
further investigated. The exact requirements must be identified before proposing a 
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solution offering security for the system while also preserving privacy against 
inside and outside threats. 

1.4 Research Objectives and Contributions 
The focus of this thesis is security and privacy of communications in a 
smartphone-based ITS. The goal is to propose a solution providing strong security, 
and authentication of clients’ individual contributions. To come with a proposal, 
first it is necessary to analyze and identify the security and privacy requirements 
for the targeted system. The first step towards this direction was the 
implementation of a simple location reporting application described in Publication 
1. Next, specific issues, challenges and finally the requirements for a secure and 
privacy-aware mobile application were identified and presented in Publication 2. 
According to these requirements, the proposed solution has to provide privacy by 
design, notably by making location updates anonymous and unlinkable. In 
particular, deprive not only third parties, but also the ITS server from any chance 
to trace and identify individuals. The contribution of this thesis is a practical 
approach to achieve this goal. The initial idea was presented in Publication 3 and 
the complete description of the architecture with experimental results was 
presented in Publication 4. The novelty of the proposal lies in leveraging 
traditional authentication services by cellular infrastructures, augmenting those 
with anonymous authentication, and keeping the ITS service separate from the 
mobile operator, thus completely splitting identity and location information.  

1.5 Thesis Outline 
The thesis is organized as follows. Chapter 2 presents an overview of the related 
work, which is divided in three categories discussed in the following sections. 
Section 2.2 presents security and privacy solutions for query-based applications, 
section 2.3 presents solutions targeting continuous location monitoring 
applications and section 2.4 presents privacy-aware solutions offering 
authentication in cellular networks. 
Chapter 3 identifies and describes the security requirements for the 
communications in an ITS and the privacy requirements for the participating 
users. 
Chapter 4 describes the proposed solution for enabling privacy preserving location 
reporting in an ITS. First an overview of the architecture is presented. Then, each 
of the building components, namely the IP Multimedia Subsystem (IMS), the 
Generic Bootstrapping Architecture (GBA) and group signatures, are described. 
The last section presents the proposed solution in detail, the security analysis and 
implementation results. 
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Chapter 5 draws the conclusions and identifies possible future work on this topic. 
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CHAPTER 2 

RELATED WORK 

2.1 Introduction 
This chapter presents related work targeting security and privacy in location-based 
services. Section 2.2 describes privacy solutions targeting query-based location 
applications. To the best of our knowledge two projects have been investigating a 
similar system with location reporting from smartphones. The field test conducted 
by Globis Data in 2005 [10] and the research project of Mobile Century in 2008 
[25].  However, since the Globis Data project did not investigated the security and 
privacy aspects, only the Mobile Century solution will be presented. Section 2.3 
presents relevant research on continuous location monitoring applications, namely 
the Mobile Century project and solutions for VANETs. Finally, privacy-aware 
authentication solutions for cellular networks, which could be utilized for 
addressing authentication in a smartphone-based ITS, are presented in section 2.4. 

2.2 Query-based Location Applications 
Applications using location-based queries are becoming very popular for 
smartphones. In this type of applications, the user issues sporadic queries to a 
service provider, requesting information relevant to his/her location. For example, 
a query of this type consists of the question “Where is the closest hotel?” and the 
actual location of the issuer. The challenge regarding this type of queries is to 
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protect the privacy of the question issuer from the service provider. The goal is to 
prevent the service provider from linking a single question to a specific location. 
One approach to address this challenge is to introduce a trusted anonymizer 
between the user and the service provider. Early work [26] suggested spatial and 
temporal cloaking in order to achieve anonymity. Cloaking is based on the 
property of k-anonymity, meaning that, a user remains anonymous only if his/her 
location information is undistinguishable among location information from k-1 
other users. In order to achieve this property, the trusted anonymizer selects a 
sufficient large region so that enough other users (kmin) are present at a given time 
frame. This region is presented to the service provider as the originating location 
of the query. Several other proposals extend this concept using similar 
architectures [27], [28], [29], [30]. Other works enhance the cloaking algorithms 
by introducing also the property of l-diversity [31], [32]. Ensuring l-diversity in 
location-based services prevents the service provider from associating a certain 
query to an individual. Otherwise, in the case when all k users of a region submit 
the same query, the service provider could easily conclude that a single user was 
interested for a certain service.  
Other approaches try to eliminate the dependency on a trusted anonymizer. In [33] 
spatial cloaking is combined with Private Information Retrieval (PIR). In this 
solution, the user creates the cloaking region around his/her real location and then 
issues a PIR query to the location services. A peer-to-peer solution is presented in 
[34], where a user forms a group with nearby peers. In this way, a spatial cloaking 
area is created, i.e. the region that covers all the members of the particular group. 
Finally, a hierarchical coding of location information, in the form of country, state, 
city, coordinates and encryption with different keys, are proposed in [35] in order 
to allow a user-centric control of privacy.   
Approaches targeting query-based location applications can not be applied to our 
targeted system due to differences both in architecture and in the type of provided 
services. In our traffic monitoring system, each smartphone is continuously 
reporting its location to a central server and not in a sporadic query – response 
way. Furthermore, applying a spatial or temporal cloaking algorithm, either 
through an intermediate anonymizer or by the application running on the client’s 
device, would affect the accuracy of the provided samples and thus the traffic 
estimation from the server. Closer to our system are solutions targeting continuous 
location monitoring applications that will be described in the next section.    

2.3 Continuous Location Monitoring Applications 
In this type of applications, the location of a user is continuously reported to the 
service provider or to other users. Two kinds of threats can be considered. The 
first threat concerns location tracking of users based on the collected location 
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dataset. The challenge here is to achieve a balance between anonymity and the 
quality of the provided service, as described in [36]. As mentioned in the 
introduction, this kind of threat falls out of the scope of our work. A state of the 
art solution for privacy-aware location monitoring, as the Virtual-Trip Line (VTL) 
algorithm [22] proposed by the Mobile Century project can be complementary to 
the solution proposed in this thesis.  
The second threat, which this thesis focuses on, concerns the security and privacy 
of communications. Relevant solutions will be presented in the following section, 
starting with the authentication architecture of the Mobile Century project, 
followed by solutions for security and privacy in VANETs.  

2.3.1 Mobile Century  
Regarding the security and privacy of communications, Mobile Century project 
suggests an architecture based on separation of entities. The goal is to provide 
integrity and secure access to the system without disclosing the identity of users. 
This is achieved by using different encryption keys between entities. The different 
entities of their architecture are: the client application on mobile phones, an ID-
proxy server, the traffic server and a VTL generator. All the communication 
between mobile clients and the traffic server or mobile clients and the VTL 
generator is done through the ID-proxy server. The ID-proxy is also responsible 
for the authentication of each user. Each location update that is sent from the 
mobile client to the traffic server contains two parts. One part encloses the 
location information and the other part the identity information. The concept is to 
encrypt these parts with different keys. In this way, the ID-proxy can have access 
only on the identity information of this sample since it will be aware of the key 
that is used in the identifying part, but not on the location information part. In a 
similar way, the traffic server cannot decrypt the identity part, but can only access 
the location information of the sample. A detailed description of this technique is 
provided in [37]. Asymmetric key cryptography is used for the encryption of the 
location part. The mobile application uses the public key of the traffic server to 
encrypt this part while a separate symmetric key shared between the ID-proxy and 
every client is used for the identity part. These keys are established and 
preinstalled in the initialization phase when a client decides to participate in the 
system. Further on, it is supposed that they are stored in a tamperproof hardware 
unit on the device. Authentication to the service is provided based on this shared 
key. Moreover, the ID-proxy removes the identity part from the sample and 
forwards it to the traffic server encrypted with a second symmetric key established 
between the ID-proxy and the traffic server. 

This proposal manages to keep the privacy of the clients by removing any direct 
identification from their location, while also providing authentication of access to 
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the system. It is based on conventional and well established cryptographic 
primitives that are reliable and not computational expensive. However, it has one 
main drawback. The ID-proxy and the traffic server must not collude and should 
be operated by different organizations. A public authority or a third-party 
company should develop and maintain an extra registration-authentication system 
for the users and come with an agreement with the traffic service. This puts an 
extra burden on the deployment and moreover, this authority should be trusted by 
the clients participating in the system.   

2.3.2 VANETS 
VANETs are quite different, in structure and implementation, from a traffic 
management system based on smartphones. The communication parties and their 
in-between communication are presented in Figure 2.1. VANETs can be described 
as hybrid ad-hoc networks. The communication can be Vehicle-to-Vehicle (V2V) 
between nearby vehicles, which establish an ad-hoc network or Vehicle-to-
Infrastructure (V2I). Each vehicle participating in the system is equipped with an 
On-Board Unit (OBU) consisting of sensors for collecting data (such as speed, 
acceleration, location and road conditions), a short-range wireless transmitter and 
a processing unit. The infrastructure consists of Road-Side Units (RSU), which 

Figure 2.1 VANET Overview 
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provides access to application servers, Trusted Authorities (TAs) and the back-end 
infrastructure of the system.   Each vehicle listens for updates of information from 
nearby vehicles or RSUs in its range. Because of the wireless communication and 
the ad-hoc network architecture, VANETs are vulnerable to attacks that can 
compromise the whole system's safety and in the end deteriorate the traffic 
conditions. Therefore, extensive research on describing and implementing the 
security requirements of these systems is being performed. One major problem in 
VANETs is the interference of the security requirements of the system with the 
privacy requirements of the users participating in the system [38]. Therefore, 
suggested communication protocols must offer high level of security but also be 
privacy-aware. 

The physical and data link layer of communication in most cases, is handled by 
Dedicated Short Range Communications (DSRC) protocols,  the IEEE 802.11p 
[39] protocol designed especially for vehicular communications . The upper layers 
are standardized by IEEE 1609 [40] group. In this family of standards, there is 
also the trail use standard IEEE 1609.2 [41] concerning security services for 
applications and management messages. It standardizes a security message format, 
encryption/decryption and authentication using a PKI architecture. However, 
privacy is not taken into account. 

Several research groups have proposed solutions addressing the issue of security 
of communications in a privacy-aware manner. One of the most popular ideas is 
the use of pseudonyms which is suggested in many research projects [42], [41], 
[43], [44], [45]. A pseudonym-based architecture was also proposed in the 
European project SeVeCom [46]. According to this approach, each vehicle is 
equipped with a long-term identity associated with a public-private key pair. This 
key pair is used for the identification of each vehicle when communicating with 
the Certificate Authorities (CAs). For short-term identification, each vehicle 
calculates multiple key pairs and sends the public keys to a CA. After 
authentication, based on the long-term identity, the CA signs these public keys and 
provides a set of pseudonyms to the vehicle. These pseudonyms are stored in a 
dedicated hardware secure module, which is supposed to provide physical 
protection for the pseudonyms and restrict the use of multiple pseudonyms, 
simultaneously. For revocation and accountability, the CA keeps a record of the 
pseudonyms and the corresponding identity. Moreover, periodically it publishes 
revocation lists with the revoked pseudonyms. When a vehicle wants to send a 
message, it signs the message with the private key corresponding to one 
pseudonym and it sends out the message with the signature and the pseudonym. 
Each pseudonym is used for a short period of time and then the vehicle switches to 
a new one. In this way, linking a pseudonym to a single vehicle is possible only 
during this short period. 
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The previously described solution can be considered the basic approach of 
pseudonyms in a vehicular scenario. Several proposals based on this approach try 
to address different issues regarding the management of the pseudonyms, the 
communication overhead and the way of changing them in order to achieve 
adequate privacy levels. To eliminate the threat of storing in a single entity 
mappings between pseudonyms and identity, the PRECIOSA project [47] suggests 
the use of V-tokens [34]. Storage of pseudonym-identity mapping is not needed 
because identity information is embedded inside the pseudonyms in the form of V-
tokens. First, a vehicle is authenticated by a CA and then it obtains a number of V-
tokens in a privacy-preserving way by employing a blind signature scheme. Then 
it contacts a pseudonym provider and it acquires a pseudonym for each V-token. 
In case that identity resolution is needed, several authorities have to cooperate in 
order to decrypt the V-token of a pseudonym and reveal the vehicle’s identity. 
This is achieved by sharing the secret key used for signing the V-tokens among 
multiple authorities in a secret sharing scheme.  

One approach to mitigate the complex management of pseudonymous certificates 
is self-generation on the OBUs.  In [48] the authors use the PKI+ system based on 
elliptic curves to enable the self-generation of pseudonyms [49]. In the 
initialization phase, a secret key and a corresponding master certificate are 
obtained from a CA by each vehicle. This secret key, together with the CA’s 
public key, a random number and a version number are used by the OBUs in order 
to sign their own pseudonyms. The vehicle’s secret key is used for tracing 
purposes and the version number is used for enabling revocation of misbehaving 
users from the CA. 

Group signatures [50] can provide conditional anonymity and therefore have been 
suggested for applications in VANETs. Nevertheless, they are more computational 
expensive compared with asymmetric or symmetric cryptography. Therefore, they 
are usually combined with other schemes for better efficiency. In the hybrid 
scheme in [51], the authors make use of group signature scheme in order to sign 
self-generated pseudonyms. A group secret key of each vehicle is obtained by a 
CA and used to sign every pseudonym. The receiver of a message has to verify, 
with the group public key, that the pseudonym is signed by an authorized user. 
Then this pseudonym is used until its expiration time. One issue with this 
approach is that the CA has no control on the number of pseudonyms created and 
thus Sybil attacks [52] cannot be avoided. In a follow up work [53], the authors 
suggest the use of a different cryptographic primitive [54], which limits the 
number of permitted signing operations in order to prevent these threats. Regional 
Authorities (RA) are deployed in [55] for issuing short-term pseudonyms, valid 
only in the area controlled by the specific RA. Authentication to RAs is performed 
by using a long-term group key, providing conditional anonymity. In [56] group 
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signatures are combined with Identity-Based Cryptography (IBC). A CA acts as 
the group manager distributing group keys to vehicles allowing them to be 
anonymously authenticated. IBC is deployed for authenticating messages from 
RSUs to OBUs, since in this case there are no privacy requirements. Revocation is 
addressed by using a group signature scheme with verifier local revocation. 
However, this is efficient only in the case of small number of revoked vehicles. 
When the revocation list size exceeds a threshold, then all group members, i.e. all 
participating vehicles, recalculate new group keys. In [57] a proposal for better 
revocation efficiency is given. In this scheme, IBC is deployed for vehicles to 
obtain a pseudonym from a CA. This pseudonym is presented to an RSU, which 
issues anonymous short-time certificates, based on group signatures, to the 
participating vehicles in their area. Since these certificates are valid only for a 
short time, only the RSUs need to maintain the revocation list and accordingly, 
issue or deny new anonymous certificates.  

2.4 Privacy-Aware Cellular Authentication 
Since our targeted system is based on data provided exclusively by mobile phones 
and not from fixed sensor networks or sensors built in vehicles, it is useful to 
consider the use of security features in mobile 3G/4G networks. Security in these 
networks is based on a smart card, the Universal Integrated Circuit Card (UICC). 
The basis of the authentication mechanism between a subscriber and the network 
operator relies on a shared key between the two parties. This key comes pre-
installed in the UICC and it is used for user’s authentication and for creating the 
required session keys for encrypting the communication between the mobile 
device and the base station. Due to the wide deployment of the 3G/4G networks, 
the security features of these networks have been thoroughly examined and 
provide high levels of security. The 3GPP group with the proposal of the Generic 
Authentication Architecture (GAA) [58] and the Generic Bootstrapping 
Architecture (GBA) [59] enables the leverage of cellular authentication 
mechanism to network application level. The GBA provides a mechanism for 
authentication between a mobile application on the subscriber’s device and a 
network service using the 3GPP AKA protocol of the 3G/4G network. The 
authentication is based on a challenge-response scheme using the same pre-shared 
key between the mobile subscriber and the mobile network operator. 

In [60] the authors suggest the use of GBA in an application for purchasing media 
content. A Secure Virtual Point of Service (SVPOS), which acts as the 
intermediate between a customer and a merchant proving media content is 
proposed. Their goal is to provide privacy/anonymity (credit information) of 
customers to merchants. GBA is utilized in order to authenticate the customers 
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and also the authorized merchants. Each transaction is regulated by the SVPOS, a 
secure and trusted entity, which holds all the identity and charging information of 
each customer. Privacy of customers is accomplished by using only a temporary 
ID and key, provided by means of GBA, in the communication with a merchant. 
The use of GBA has been also investigated in the context of mobile services for 
ehealth. In [61], in a similar architecture with SVPOS, a Health Authentication 
Server (HAS) is introduced. The HAS is the trusted entity acting as an identity 
provider between user and health services providers. Authentication to HAS is 
achieved using the GBA. The HAS delivers a security token to every 
authenticated user, each time when the user wants to access a service. Two 
concerns related to the use of GBA, as presented in [62], are the use of the Mobile 
Operator as a third party and the trust on a native software application on the 
mobile device, which needs to implement the GBA procedures.   

2.5 Conclusions 
The security and privacy solutions presented in this chapter show that the only 
similar approach to our targeted system is the Mobile Century project. Although 
offering security and privacy through anonymity, the deployment of an extra ID-
proxy entity managing authentication is needed. Moreover, it is supposed that this 
entity will never collude with the traffic server for revealing a user’s identity. 
Security and privacy requirements of a smartphone-based ITS are similar with 
those for VANETs, but there are differences related to the targeted applications 
and the system’s architecture.  A common issue in VANETs is the effect of the 
security solutions on the performance and efficiency of the system, especially for 
safety applications. However, our targeted application is traffic monitoring, which 
is not a time critical application and thus time constrains are not so demanding. 
This fact allows the use of computationally expensive cryptography without the 
need of complicate solutions dealing with the computational overhead. Moreover, 
there is no need for communication and thus authentication between users, 
because reporting is done directly to the ITS server. Consequently, ideas applied 
in VANETs can be reused in our case, but their application should be investigated 
and adjusted, taking into account the different architecture and the specific 
application case. Concerning privacy-aware cellular authentication, the GBA 
architecture presents an interesting potential for leveraging authentication services 
without the need of deploying an extra entity. Nevertheless, a parameter that 
should be further investigated is the role of the mobile operator as a point of trust.  
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CHAPTER 3 

SECURITY AND PRIVACY REQUIREMENTS 

3.1 Introduction 
This chapter presents the security and privacy requirements for the targeted ITS 
[63]. In this type of ITS, there are two main actors: 1) The group of authorized 
users who report their location through the mobile application on their 
smartphones; 2) the ITS and more specifically the ITS server, which gathers the 
location information, processes it and provides feedback to the users. There are no 
privacy requirements for the ITS server, but only security requirements concerning 
its safe operation. In the next two sections, the security requirements for the 
system and the privacy requirements of the users will be described. 

3.2 Security Requirements 
Besides the obvious benefits of a smartphone-based ITS there are several issues 
related to its security and the privacy of the users. Malfunctioning of the system or 
sending false guidance information can deteriorate traffic congestion or even 
worse, be the cause of road accidents. Before deploying such an ITS, it is 
necessary to guarantee the security of the system and its ability to provide reliable 
information to drivers. In order to achieve this goal the following requirements 
have to be fulfilled. 

Authentication: This is one of the most obvious requirements. All 
communications in the system must be done between mutual authenticated parties. 
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Specifically, users and the central server must be authenticated to each other. The 
ITS server has to implement an access control mechanism in order to send 
feedback only to legitimate users. Moreover, it has to be assured for the 
authenticity of the provided samples. Therefore, authentication of users is needed. 
On the other hand, the ITS server has to be authenticated to users in order to 
prevent an outsider from impersonating the ITS server and mislead users into 
exposing their location.  

Access Control: After the identity of a user is authenticated, access to the system 
should be granted or not. An access control mechanism should allow legitimate 
users to report their location to the server and get feedback (traffic estimations, 
instructions), while location samples reported from unauthorized users should be 
discarded. In this way, only subscribed users, paying for this service, can 
participate in the system. 

Accountability: In case of misbehavior, an authority should be able to disclose the 
identity of a user and revoke his/her right to participate. Because of the critical 
runtime environment, every sender should be able to take responsibility for the 
message that was sent. This is important for preventing false location reporting, 
which could lead to malfunctioning of the system and finally erroneous 
information regarding traffic conditions. In such a case the sender should be able 
to be identified and possibly revoked the right to use the system. Therefore it is 
necessary to provide a mechanism for easy revocation of a user’s access to the 
system. 

Message Integrity: The receiver of a message must be sure that no intermediate 
has altered the original message. Since accountability is enforced and each user is 
liable for the information that provides, it is necessary to guarantee that each 
message in the network is received unchanged.  

3.3 Privacy Requirements 
There are two main threats against the privacy of the users: 1) Third parties, which 
might interfere in the communication between a smartphone and the server, and 
acquire knowledge of its location; 2) The traffic system itself. Being able to 
associate a user's identity for a long period of time and at different locations 
visited during the day is a major threat to the privacy of individuals. Users will 
hesitate to use the service knowing that their location and identity are connected 
and stored in the system. In such a case, there is a risk that personal data will be 
exploited in an unauthorized manner either by the company operating the traffic 
system or by a misbehaving insider. The following requirements have to be 
fulfilled in order to protect the users’ privacy. 
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Anonymity: The ITS related actions of the mobile clients must not reveal their 
identity. If messages are not reported anonymously to the ITS server then tracking 
of individual users can be trivial. Therefore, each message should not contain 
direct or indirect identification information of its origin. However, this comes in 
contradiction with accountability and authentication, required properties for 
securing the ITS server. Thus, only conditional anonymity is feasible in this type 
of systems. A trusted party has to be able to identify users and to disclose the 
sender of message, when this is required. However, this operation should be 
restricted only to a trusted and authorized entity.  

Unlinkability: Unlinkability ensures that relationship between items of interest 
cannot be directly linked to each other. In an ITS, this means that messages 
reported by a single user cannot be linked and associated together neither by the 
ITS server nor by any outsider. Linking together subsequent samples in order to 
reconstruct a track of an individual is one of the most serious privacy threats in 
location-based systems. Similar tracks observed in a time frame can be grouped 
together and finally used for identifying a person. For example, it is possible by 
observing tracks of a person during working days, to deduce his/her home and 
work location and then fully identify this person using a catalog database. 

Message Confidentiality: It is necessary to guarantee each message’s 
confidentiality. Location samples sent by the user to the ITS server must be 
encrypted and only the authorized recipient, i.e. the ITS server, should be able to 
read the content of the message. Similarly, only the authorized user should be able 
to access the content provided as feedback from the server. 

3.4 Conclusions 
The main challenge regarding the implementation of the described requirements, 
is to achieve a balance between securing the functionality of the system and 
preserving the privacy of its participants. Obviously, there is a conflict between 
authentication and anonymity. Allowing anonymous data reporting to the server is 
not an option since this will allow anyone to report erroneous location samples and 
thus alter the estimated traffic conditions. Moreover, charging of the service or 
revocation of misbehaving users would be impossible. On the other hand, classic 
authentication schemes based on personal passwords or public key certificates 
cannot be used, because messages could be trivially associated with a single 
source and in this way violate the requirement for unlinkability.  

In order to mitigate this problem, a trusted third party, which will be responsible 
for the authentication to the system, should be introduced in the architecture. 
However, this trusted third party must be prevented from any access on the 
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location of the users. The ITS server should be able to distinguish legitimate users 
and grant access to them. However, it should not be able to reveal the identity of a 
user neither connect subsequent connections to the same user.  
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CHAPTER 4 

PRIVACY PRESERVING LOCATION REPORTING 

4.1 Solution Overview 
This chapter presents the proposed approach for a privacy preserving security 
solution in smartphone-based ITSs [64], [65]. The proposed solution is based on 
the principle of separation of concerns. Thus, authentication and identity 
management in the system are separated from the ITS services. The goal is to 
deprive the ability of any entity to have access to both identity and location 
information.  

Since the targeted ITS collects data provided only by smartphones, security 
features of the cellular networks could be utilized for user authentication. The 
mobile operator, which can roughly determine a subscriber’s position using 
network-based techniques, receives already much trust from users. Therefore, the 
mobile operator is chosen to act as the trusted party, handling authentication and 
identity management, in the ITS. Identification and authentication in cellular 
networks are based on the Universal Integrated Circuit Card (UICC), which stores 
a shared key between the subscriber and the mobile operator. The GAA [58] and 
the GBA [59], proposed by 3GPP, enable the use of the cellular network’s 
authentication mechanism for accessing third-party applications and services. This 
architecture is used in order to provide identity management and authentication. 
However, in order to prohibit the operator’s access to the reported location updates 
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and address the privacy requirements, anonymous authentication using group 
signatures is integrated in the GBA.  

The ITS server should receive information containing only location samples 
provided by the A-GPS receiver of the smartphone and no other direct information 
regarding the sender’s identity. Moreover, sequential samples reported to the ITS 
server should look completely unrelated. It should be impossible to determine if 
two or more samples were sent from the same device. However, the ITS needs to 
implement an access control mechanism, which will allow reporting and provide 
feedback only to authorized subscribers of the service. In order to enforce this 
access control, the ITS server needs to authenticate a user and conclude on his/her 
right to be granted access or not. This access control is implemented using 
anonymous authentication based on group signatures. Each legitimate user that 
wants to be granted access to the ITS requests a private group key. For every 
sample that is about to be transmitted, a group signature is computed by using the 
user’s group secret key. This signature and the location data are transmitted to the 
ITS server. Updates are accepted or rejected by verifying the signature with the 
group’s public key.  

Creation, distribution, revocation and management of group keys is done by an 
entity called Group Signatures Center (GSC), under the control of the mobile 
operator. A subscriber, which is registered for the ITS service, authenticates itself 
by means of GBA and then requests his/her private group key from the GSC. We 
assume that the ITS service and the mobile operator have come beforehand to a 
mutual agreement, according to which the ITS service asks the mobile operator to 
register a person as an authorized user of the ITS service. The subscriber’s registry 
in the mobile operator’s network is updated and checked every time a new private 
group key is requested.  

Reporting to the ITS server is conducted through an encrypted end-to-end TLS 
channel. The TLS connection is established between the ITS server and the user. 
The server’s public key certificate is used for authenticating the ITS server to the 
user and for encrypting the TLS channel. In this way, information between the two 
parties is kept confidential and the integrity is protected. Authentication of the user 
to the ITS server is implemented inside the TLS channel by computing a group 
signature on a hash of the submitted sample. The group’s public key, provided by 
the GSC, is used for the verification of the signatures and enforcement of access 
control in the ITS.  

The ITS server has access to the location information but cannot identify a single 
user inside the group, because of the properties of group signatures. Moreover, the 
connection between sequential location data exists only as long as the user is using 
the same TLS connection to the server. This is a slight relaxation of the initial 
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requirement of unlinkability stating that every submitted location sample should 
be unlinkable to others. However, in a real case scenario, a new connection will be 
established with the ITS every time the application is started or according to a 
time threshold, predefined in the application of the smartphone. Due to the 
properties of group signatures, these sequential connections can not be linked 
together, even when the user is using the same private group key. On the other 
hand, the mobile operator has access to the identity information of the user, but 
can not retrieve his/her location data. The user submits updates directly to the ITS 
server through a TLS channel encrypted with the server’s public key.  

In the following sections, the core IMS architecture and its basic features related 
to identification and authentication are presented; the GBA, the used group 
signatures schemes and finally, the proposed solution are described. 

4.2 IP Multimedia Subsystem 

4.2.1 Overview 
IMS is an all-IP architecture of 3G/4G networks that enables ubiquitous cellular 
access to different kind of Internet-based services [66]. It was originally proposed 
by the 3GPP group with the vision to merge the cellular networks with the 
Internet. Furthermore, several procedures regarding security of services, 
authentication and authorization [56], [57], have been standardized under the 
scope of IMS. Before describing these procedures, this section will present an 
overview of the IMS system that represents the basis of our solution. 

Fig. 4.1 presents the core components of the IMS and the communication 
interfaces between them. The IMS communications are based on internet 
standards, namely the Session Initiation Protocol (SIP) [67] protocol for signaling 
and control of the sessions (Mw, Gm interfaces)  and the DIAMETER [68]  
protocol (Cx, Sh interface) for Authentication, Authorization and Accounting 
(AAA). The main entities in IMS are the SIP servers, called Call/Session Control 
Functions (CSCFs) and the User Equipment (UE). The term UE refers to the 
mobile device or Mobile Equipment (ME) in the 3GPP context and the UICC 
smart card together. The CSCFs handle registration, session 
establishment/maintenance and the entire SIP routing/signaling in IMS. There are 
three different types of CSCFs, which are categorized according to the 
functionalities that they provide [69]. 

 P-CSCF (Proxy-CSCF): The P-CSCF can be seen as the first access point 
to the IMS. It acts as an inbound/outbound SIP proxy server. Every IMS 
terminal connected to the network is allocated to a P-CSCF during the 
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registration. Compression of messages is supported in the SIP protocol 
and P-CSCF is responsible for providing this functionality to the end user. 
Related to security, the P-CSCF offers integrity and confidential 
protection for SIP signaling. This is done during the registration phase by 
negotiating the security associations of IPSec with the UE.     

 I-CSCF (Interrogating-CSCF): The I-CSCF is a SIP proxy that provides 
routing information for SIP request/answers. It is used mainly to assign an 
S-CSCF to a subscriber based on the information that it receives from the 
HSS.  

 S-CSCF (Serving-CSCF): The S-CSCF is a SIP Server that is the center 
of the IMS signaling procedures. It handles registration, routing, 
maintenance of sessions and enforcement of mobile operator’s policy. In 
the context of SIP protocol, it acts as a SIP registrar (i.e. maintains the 

Figure 4.1 IMS Architecture 
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association between a terminal’s IP address and a SIP address record).   

The Application Server (AS) is also a SIP entity that hosts any additional services 
for the users; it can be on the mobile operator’s side or from a third-party 
company. The Home Subscriber Server (HSS) is the main database of the IMS 
holding information about identities, security (authentication and authorization) 
and user information (requirements and capabilities) regarding access to particular 
services.  

4.2.2 Identification of Subscribers 
Users’ identification in the IMS is described in [70]. Identification is based on two 
types of identities; public and private user identities. 

 Private User Identity: A unique global private identity is assigned by the 
mobile operator to all subscribers in the IMS. The format of this identity is 
a Network Access Identifier (NAI) [71], as user@operator.com. The 
private user identity is used exclusively for subscription identification and 
authentication. It is stored in an IMS Identity Module (ISIM) application 
and in the HSS server on the operator’s side.  

 Public User Identity: One or more public identities are assigned to every 
subscriber in the IMS. The public identity is the identity used by a user for 
contacting other users of the IMS. The format of this identity is either a 
SIP URI [67], as sip:name.lastname@operator.com,  or a TEL URI [72], 
as tel:+1-201-555-0123. Multiple public identities can be registered to the 
operator and can be used to differentiate the personal identity that a user 
presents to other users. For example, one identity can be presented to 
family members and another one to business colleagues. During 
registration, public identities are not authenticated by the network. Each 
ISIM application has to store at least one public identity, which might be 
used to identify the stored user information in the HSS of the operator.  

The relationship between a subscription, private identities and public identities is 
shown in Figure 4.2 [70]. Every private identity is stored in a separated ISIM 
application. However, it is possible to provide two different smart cards, 
containing two different ISIM applications and thus two different private 
identities, to a single user (subscription). Moreover, a single public identity can be 
connected to two different private identities. Therefore, a single public identity can 
be used simultaneously from two different devices using two different smartcards. 
Every public identity is connected with one specific service profile. 
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4.2.3 Storage of Identities 
On the network side, the HSS of the mobile operator’s network stores the 
identities of every subscribed client. Identification and authentication of 
subscribers in IMS is based on the presence of a UICC card in every connected 
terminal. The UICC is a removable smart card with limited storage space and 
processing power that can contain several logical applications. Storage of 
identities, identification and authentication procedures are handled by the 
following three applications.  

SIM (Subscriber Identity Module): The terms UICC and SIM are often confused, 
but UICC refers to the physical entity of the smart card while SIM is just an 
application inside the UICC. SIM is the application containing the GSM 
identification information. Terms were standardized in the early development 
phase of GSM and the same specifications are followed in 3GPP. 

IMS
Subscription

Private 
Identity-2

Private 
Identity-1

Public
Identity-3

Public 
Identity-1

Public
Identity-2

Service
Profile-2

Service
Profile-1

Figure 4.2 Relationship between identities 
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USIM (Universal Subscriber Identity Module): This application is standardized by 
3GPP in [73]. USIM provides the storage of information and procedures that are 
used for identification and authentication when accessing UTMS networks. 

ISIM (IP Multimedia Services Identity Module): This application is standardized 
by 3GPP in [74], targeting specifically, identification and authentication in 
accessing the IMS. The main stored parameters are: 

 Private User Identity: One private identity of the subscribed user. Only 
one private identity is allowed per ISIM. 

 Public User Identity: One or more of the public identities connected with 
the private identity.  

 Home Network Domain URI: The SIP URI of the home network domain 
to be used in the registration. 

 Long-term Secret: This secret is created by the operator; one copy is 
stored in the ISIM and the other one in the operator’s HSS. Authentication 
is based on this key, which is used to derive a cipher key and an integrity 
key. The cipher key is used for encryption and the integrity key for 
integrity protection of SIP messages between the terminal and the S-
CSCF. Moreover, they are used for authentication to services in the 
procedures of GBA, as it will be described in section 4.3.  

All of the aforementioned applications can reside simultaneously on the same 
physical UICC card inserted in a mobile terminal. Although ISIM is designed and 
preferred for access to the IMS system, there is support for access by deriving the 
necessary parameters out of the existing USIM [70]. 

4.2.4 Authentication in the IMS 
Authentication of a subscriber in IMS is done by using the IMS Authentication 
and Key Agreement Procedure (IMS AKA) [75]. It is based on the IP Multimedia 
Private Identity (IMPI) and the shared key between the subscriber and the network 
operator, which is stored in the UICC smart card. In case that an ISIM is not 
available, but there is an USIM application in the UICC of the terminal, the same 
procedure that will be described here is followed. However, in this case the 
necessary initial parameters are derived by the parameters stored in USIM with a 
procedure described in [70]. In order for the subscriber to be authenticated it is 
required to have in the ISIM of the terminal one IMPI and at least one or more IP 
Multimedia Public Identity (IMPU). The exchanged messages use the SIP protocol 
except the communication to and from the HSS, which uses the DIAMETER [76] 
protocol. The messages’ flow and the participating entities are shown in Fig. 4.3.  
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In message 1, the UE sends a SIP REGISTER message containing also its IMPU 
and IMPI towards the P-CSCF.  

Figure 4.3 IMS AKA Message Flow 
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In message 2, the P-CSCF processes the attached home network domain URI, 
performs a DNS request and finally forwards the message to the I-CSCF.  

In message 3, the I-CSCF contacts the HSS, using the DIAMETER protocol, in 
order to obtain the user related information already stored by the network operator. 

Based on the response from the HSS, in message 4, the I-CSCF selects the 
appropriate S-CSCF to serve the subscriber.  

Then, in message 5, it forwards the initial SIP REQUEST message from the UE to 
the selected S-CSCF. When receiving this message, the S-CSCF will use an 
Authentication Vector (AV) for proceeding with the authentication of the 
subscriber. If the S-CSCF does not have already an AV stored for the specific 
subscriber, it contacts the HSS to obtain one.  

In message 6, the S-CSCF sends a DIAMETER message containing the IMPI and 
a number of the AVs.  

The HSS, in message 7, replies with an array of AVs sorted according to their 
sequence number. Each AV contains: 

 RAND: a random challenge. 

 XRES: the expected result. 

 AUTN: a network authentication token. This token is created using the 
shared secret key stored in the IMSI. It includes a sequence number 
(SQN), which is kept always in sync between the IMSI and the HSS, and 
a Message Authentication Code (MAC). The exact mechanism for the 
synchronization of SQN and the derivation of AUTN is described in [58]. 

 IK: an Integrity Key.  

 CK: a Ciphering Key.  

Each of these AVs can be used only once for the authentication of the terminal. 
Based on the first AV, the S-CSCF creates an authentication challenge to be sent 
to the UE using the HTTP Digest AKA, described in RFC3310 [77]. It contains a 
WWW-Authenticate header with a nonce value calculated using RAND and 
AUTN.  

This challenge plus the CK and IK are forwarded to the P-CSCF through the I-
CSCF, in messages 8 and 9.  

In message 10, the P-CSCF removes the CK and IK and passes the authentication 
challenge to the UE. The UE from the nonce value deduces the RAND and the 
AUTN. The AUTN consists of the SQN and a MAC. The UE uses the secret 
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shared key to compute an XMAC value and compares it against MAC. It also 
checks SQN for being in the correct range. The procedure for these checks and the 
use of the secret shared key is the same as in 3GPP AKA [58]. When these checks 
are passed, the ISIM is able to compute a response RES, CK and IK.  

Using RES, in message 11, the UE sends a respond to the P-CSCF inside a SIP 
REGISTER message. This response is forwarded to the S-CSCF, in messages 12 
and 13.The S-CSCF compares the received RES value against the XRES value 
that has been obtained initially, in message 7. If it is successful, the authentication 
is completed and the IMPU is registered for the specific terminal.  

The procedure concludes with messages 13-15 when the S-CSCF forwards a SIP 
2xx AUTH_OK message to UE and registering the IMPU to the HSS, in case it 
was not already registered.     

4.3 Generic Bootstrapping Architecture (GBA) 
GBA was proposed by the 3GPP in order to enable secure access and bootstrap 
authentication to third-party applications, which are not standardized under the 
IMS. The vision behind this architecture is to provide a common frame that can be 
utilized by all different kind of digital services, which might need to authenticate 
their users. The authentication solution should be general and access independent, 
following the design principles of the IMS. The access to IMS networks is 
controlled by the AKA mechanism described in the previous section. This 
mechanism is extended by the GBA in order to bootstrap authentication to various 
services. The GBA’s design ensures that authentication is completely separated 
between different services and the original infrastructure is not jeopardized. This 
is achieved by protecting the initial keys from the AKA procedure. For each new 
service that the subscriber wants to access, new different key material is derived. 
Two slightly different versions of GBA are proposed by 3GPP in [59]. The first 
version does not require a GBA-aware UICC while the second one provides UICC 
security enhancements.  

 GBA_ME: All functions, for bootstrapping authentication on the client 
side, are executed on the ME, the hardware of the subscriber’s terminal. 
Thus, the UICC and its ISIM application have no participation in 
executing the GBA specific procedures. 

 GBA_U: In order to provide enhanced security features for applications, it 
is necessary to physically protect the derived keys. This version uses the 
UICC in order to store derived keys and splits functions between the ME 
and the UICC.     
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In GBA, there are four entities participating in the procedure for authentication. 

 UE (User Equipment): the client.  

 NAF (Network Application Function): the service application. 

 BSF (Bootstrapping Server Function): the entity implementing the 
bootstrapping procedure on the network side.  

 HSS (Home Subscriber System): the main registration database of the 
operator.  

In the next paragraphs the requirements for the entities and their interfaces will be 
described. The architecture, the entities participating and the interfaces between 
them are shown in Fig. 4.4. 

Figure 4.4 Generic Bootstrapping Architecture 
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4.3.1 UE 
The term User Equipment (UE) implies both the UICC, with ISIM or USIM 
application and the ME. The main requirements, related to GBA, are the 
following: 

 Support of the HTTP Digest AKA protocol [77]. 

 Select and use one of the USIM or ISIM applications to derive the needed 
key material, based on the CK and IK that were described in the previous 
section. 

 Support both GBA_U and GBA_ME, and the NAF specific protocol. 

The interfaces to the other entities are: 

 Ub: The interface between the UE and the BSF. It uses the HTTP Digest 
AKA protocol. It offers mutual authentication between BSF and UE and 
bootstrapping of the session keys. 

 Ua: The interface between the UE and the NAF. The used protocol is 
application specific and it is secured by using the key material derived 
after the GBA procedure. 

4.3.2 BSF 
BSF is the basic entity for the bootstrapping procedure. The main requirements 
are: 

 Support mutual authentication between UE.  

 Agree on the session keys to be used later with one specific NAF and 
restrict the use of these keys to that particular NAF. 

 Obtain the GBA User Security Settings (GUSS) from the HSS and keep 
track between these GUSS and the NAF that should be used. 

The interfaces to other entities are: 

 Zh: It is the interface between the BSF and the HSS. It uses the 
DIAMETER protocol and it should provide confidentiality, mutual 
authentication and integrity. It is used by the BSF in order to request and 
obtain an AV and the GUSS from the HSS.  

 Zn: This interface is between the BSF and the NAF. The DIAMETER 
protocol is also used in this interface, which should provide 
confidentiality, mutual authentication and integrity. It is used for the NAF 
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to request the key material from the BSF and application specific user 
security settings. 

4.3.3 HSS 
The HSS, in the GBA context, provides the storage of all the user related 
information. The main requirements are: 

 Provide storage of GUSS and mapping to one or more IMPIs of a 
subscriber. 

 Specify the lifetime of the key to be derived for each user. 

 Specify which type of UICC will be used by the user and thus if GBA_U 
is supported or not. 

 It must also implement the Zh interface to BSF as already described. 

4.3.4 NAF 
NAF is the entity that the UE is authorized to. It does not need to have any 
security association with the BSF before the execution of the protocol. The main 
requirements are: 

 Locate and communicate in a secure manner with the correct BSF. That is 
the BSF, which handles the authentication and the GBA procedures of the 
user requesting access. 

 Acquire the key material from the BSF and the User Security Settings 
stored in HSS through the BSF entity. 

 Check the validity and the lifetime of the key material. 

 In the case of GBA_U, it should be able to determine and indicate the 
right key to be used.  

 Implement the Zn interface, as described before.  

 Implement the Ua application specific interface for communication with 
the UE.  

4.3.5 GBA_ME 
This section describes the basic GBA procedure without the UICC enhancements. 
Communication between entities is based on the HTTP Digest AKA [77] and the 
3GPP AKA [58]. The messages’ flow and the participating entities are shown in 
Fig. 4.5. 
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First, the UE contacts the NAF and issues a request for accessing the service by 
using the specific protocol of the Ua interface. If authentication is needed, the 
NAF replies with an indication that the UE should initiate the GBA procedure.  

In message 1, the UE using the Ub interface sends a HTTP request to the BSF, 
using the IMPI as username. The BSF looks up this IMPI in its local database. If 

Figure 4.5 GBA Message Flow 

UE NAF BSF HSS

Access Request

Query User (IMPI) (2)

Auth with GBA

Request (IMPI) (1)

Query Reply (AV, GUSS) (3)

Ua-Protocol DIAMETER

HTTP

DIAMETER

Challenge (RAND, AUTN)(4)

Response (RES) (5)

200 OK (B-TID) (6)

Access Request (B-TID) (7)

Request (B-TID, NAF-Id) (8)

Reply(Ks_NAF) (9)



4.3  GENERIC BOOTSTRAPPING ARCHITECTURE (GBA) 37
 

 

this is the first time that this particular user contacts the BSF, the BSF has to 
contact the HSS in order to receive the GUSS. 

In messages 2 and 3, the BSF sends, through the Zh interface, a Multimedia-Auth-
Request (MAR) according to the DIAMETER protocol, using the IMPI of the UE. 
The HSS replies with a Multimedia-Auth-Answer (MAA) containing the GUSS 
and one AV. The AV contains the RAND, AUTN, XRES, CK and IK, as specified 
in the previous section regarding the IMS Authentication.  

In message 4, the BSF replies to the UE with a challenge in a “401 Unauthorized” 
response, as specified in [77]. This challenge contains the RAND and AUTN 
values. The keys CK, IK and the XRES value are excluded from the AUTN. The 
UE proceeds with the verification of the AUTN value to conclude if the challenge 
comes from an authorized network or not. Then, it calculates CK, IK and RES. 
The procedure for the verification of AUTN and the key derivation is the same as 
it was described in the IMS Authentication, and it is based on the secret key stored 
in the IMSI application. When this step is concluded, both UE and BSF share the 
same keys CK and IK.  

In message 5, the UE send a HTTP AKA Digest response to the BSF, which is 
calculated using the RES value. Then, the BSF verifies the Digest response against 
the XRES value obtained previously by the HSS. If the response to the challenge 
of message 4 is correct, then the BSF proceeds in creating a Bootstrapping 
Temporary Identifier (B-TID). The B-TID is in the NAI format and it is created 
using the base64 encoded value RAND and the BSF’s server name. The BSF 
calculates the key Ks by concatenating the values of the keys CK and IK. 

In message 6, the B-TID is sent to the UE in a HTTP 200 OK response together 
with the key lifetime value, indicating the success of the authentication procedure. 
The UE also calculates the key Ks by concatenating the values of the keys CK and 
IK. 

Afterwards, both the UE and the BSF use the key Ks to derive the key material 
Ks_NAF. The derivation procedure is described in [59] and uses the following 
parameters: 

 Ks : The key bootstrapped at the beginning of the process. 

 “gba-me” : A string indicating the GBA mode that will be used .  

 RAND : The random number sent from the HSS. 

 IMPI : The user’s private identity. 



38 CHAPTER 4.  PRIVACY PRESERVING LOCATION REPORTING
 

 

 NAF_Id : The id of the NAF constructed by concatenating the Fully 
Qualified Domain Name (FQDN) of the NAF and an identifier for the Ua 
interface security protocol specified in [59]. 

In message 7, the UE sends the B-TID to the NAF, through the Ua interface, in 
order to allow the NAF to retrieve the corresponding key material from the BSF. 

In message 8, the NAF contacts the BSF sending the B-TID and its NAF-Id, 
through the Zn interface. 

In message 9, the BSF, after verifying the NAF-Id, replies with the Ks_NAF 
corresponding to the B-TID received. In case the NAF has requested User Security 
Settings and has the authorization to receive them, the BSF includes them in its 
reply. 

After these steps, the NAF and the UE share a common key, the Ks_NAF, which 
can be used as a security association for the rest of the protocol used in the Ua 
interface. The NAF can implement an access control for UE using any application 
specific protocol. A use case scenario using HTTP Digest Authentication inside a 
TLS channel, is described in [78]. 

4.3.6 GBA_U 
This mode of the GBA procedure was proposed in order to offer secure storage of 
the bootstrapped keys using the UICC card of the terminal. Messages exchanged 
between UE and BSF through the Ub interface are identical to the GBA_ME 
version. The main difference is that the Ks key is stored inside the UICC and only 
the derived Ks_ext_NAF key is passed to the GBA application on the ME.  
After the message 4, as it is shown in Fig. 4.4, the UE passes the received 
parameters to the UICC. Identical to the GBA_ME mode, the UICC, using the 
shared secret key and the 3GPP AKA procedures, verifies the AUTN and 
computes the keys CK, IK and the value RES. The difference to the GBA_ME is 
that only the RES value is returned to the ME and sent back to the BSF. After the 
verification of the RES in the BSF, both UICC and BSF proceed on deriving two 
keys: the Ks_ext_NAF and the Ks_int_NAF. The Ks_ext_NAF is computed in the 
same way as the Ks_NAF key in GBA_ME. In order to differentiate the 
Ks_int_NAF the string “gba-u” replaces the string “gba-me” in the input 
parameters of the key generation procedure. Finally, the key Ks_ext_NAF is 
passed to the ME and the Ks_int_NAF is stored in the UICC.  
A NAF can indicate to the UE if access to its services requires the use of 
GBA_ME or GBA_U. Furthermore, for security critical applications a NAF can 
indicate if the use of the Ks_int_NAF is needed. In such case, a challenge value is 
passed in the UICC, which uses the Ks_int_NAF key and produces a response. 
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The Ks_int_NAF remains always inside the UICC and only the computed 
response is passed to the UE. Then, it is sent to the NAF. 

4.4 Group Signatures 
Group signatures originally proposed in [50] can provide anonymity for a user 
inside a group. Group signatures were proposed to address the problem of showing 
membership in a group of users, which share some specified attributes. The goal is 
for a member to be able to convince a third party for his/her participation in the 
group. However, the third party should be able to induce nothing more (i.e. 
identity) than the user’s membership.  The basic properties, which a group 
signature should have, are the following: 

i. Only members of the group are able to sign messages. 
ii. The receiver of a message can verify the integrity of the message and if it 

is originated from a legitimate member. However, the receiver cannot link 
together signatures computed by the same user or identify the signer 
within the group. 

iii. An authorized authority can open a given signature and disclose the signer 
under special circumstances (e.g., criminal investigation). 

iv. An authorized authority can revoke a signer’s ability to sign legitimate 
signatures.    

Due to these properties, group signatures are suitable for offering authentication 
while also preserving location privacy. Namely, three major requirements for 
location privacy, anonymity, unlinkability and accountability are achieved. A 
group signature on a location sample proves to the receiver that the sample is 
created by a legitimate user, who is member of the authorized group. However, the 
user can be anyone of the group members. Moreover, the next signature from the 
same user is unlinkable to the previous one. The receiver cannot induce that the 
two signatures were signed with the same private key. Accountability is enforced 
because, when it is demanded by an authority, the entity, which manages the 
members of the group, can open a signature and identify the user.  
In a group signature scheme there are three different types of actors, which are 
involved in creating the keys, signing and verifying the signatures. 

 Group Manager: It is the entity administering the group. It can add new 
members in the group, revoke misbehaved members and open a signature 
to identify the signer. It is also responsible for creating the needed keys 
and administrating their distribution. The keys produced by the group 
manager are: 1) one group public key (gpk) 2) several private group secret 
keys (gsk[i]) for every user, member of the group and 3) a group manager 
secret key (gmsk). The group manager is the only entity that holds the 
mapping between the key of a user and its actual identity. 
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 Group Members:  Entities that are given a valid secret group member 
key to sign legitimate signatures. Group members also have access to the 
group public key. 

 Verifiers: Entities that receive the signed messages from the group 
members. Verifiers have access only to the group public key and they use 
it to verify a signature. In case that the scheme supports revocation, they 
might also have access to a Revocation List in order to discard signatures 
coming from revoked members.  

 
The group manager has to implement the Keygen, Open and Revoke functions, 
group members the Sign function and verifiers the Verify function. Depending on 
the scheme the Revoke function might entail actions to be taken, either by both 
verifiers and group members or just by verifiers. The details of these functions are 
described below: 

 Keygen: A randomized algorithm, which produces the keys needed for the 
system, namely the users’ private keys gsk[i], group manager’s private 
key gmsk and the group’s public key gpk. 

 Sign: Takes as inputs a message m, the gpk and a user’s gsk, then 
produces a signature σ. 

 Verify: Takes as inputs a message m, the gpk and a signature σ, then it 
verifies if σ is a valid signature for m. 

 Open: Takes as inputs a message m, the gpk, a signature σ and gmsk, then 
it can identify the user which issued the signature σ. 

 Revoke: This function varies according to the given scheme. Two 
variations exist. In the first approach the group manager publishes 
periodically a revocation list and accordingly, the legitimate group 
members update their keys (private and public) while verifiers update the 
public key. In the second approach, for schemes supporting verifier local 
revocation, the group manager publishes a list of revocation tokens which 
only verifiers use when validating a signature. Group members do not 
need to change their keys.   

 
Among the various group signatures schemes in literature, a scheme running on 
smartphones has to be efficient and to produce short length signatures in order to 
keep the computational and communication overhead low. Based on these 
requirements, two different schemes proposed in literature have been investigated 
and implemented in this research. The first scheme produces short signatures and 
is computationally efficient, since it does not require pairing-based computations 
for signing. However, the disadvantage is that unrevoked users must compute new 
keys every time a new revocation list is published. This problem is addressed by 
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the second scheme, which supports verifier local revocation. However, this comes 
with some additional computational cost.  
The BBS scheme proposed in [79] is based on the Strong Diffie-Hellman 
assumption (SDH) and the Decision Linear assumption in bilinear groups. It 
generates signatures with short size and it does not require any bilinear pair 
computations for the signing operation (in other words, it keeps the computation 
cost on the smartphone lower). An interesting feature of the BBS scheme 
concerning signing, that is critical for a mobile application, is that several values 
for the computation of a signature can be pre-computed once and thus reduce the 
time needed for each separate signature. Signing a signature requires 8 multi-
exponentiations and verifying requires 6 multi-exponentiations and one pairing 
computation. Furthermore, batch verification technics proposed in [80] can be 
applied to minimize the computational time of the verification. However, one 
drawback of this scheme is that it does not support verifier local revocation.  
The second implemented scheme, is the BS scheme proposed in [81], which 
supports verifier local revocation. It is based on the same assumptions as the BBS 
scheme and revocation is implemented using an additional argument in the 
verification algorithm. In the BBS scheme the group manager publishes a 
Revocation List (RL) with the private keys of the revoked users, whenever some 
users need to be revoked. Using this RL, both signers and the verifier update their 
keys (both the private keys and the public key) according to an algorithm. After 
this step, signatures produced by valid signers can be successfully verified, 
whereas signatures by revoked users fail. The advantage of the BS scheme is that 
the RL is used as a parameter in the verification algorithm and thus, signers do not 
need to take any action in order to update their keys. Group members continue to 
use their old keys but the verifier can identify signatures that were computed with 
revoked keys. The signing operation of this scheme requires 8 multi-
exponentiations and 2 bilinear map computations. Verification requires 6 multi- 
exponentiations and 3+2|RL| computations of the bilinear map. Thus the 
verification time is linear to the length of the RL. An optimization of the 
verification algorithm is also proposed, but in that case the drawback is that partial 
linkability is introduced. 

4.5 GBA with Group Signatures 
Our proposed architecture is shown in Fig. 4.6. The proposed improvement to the 
GBA architecture is the integration of a Group Signatures Center (GSC) with the 
NAF. The two entities (the NAF and the GSC) could reside on different physical 
servers; in this case, they communicate via a standard secure channel (e.g. using 
TLS [82]). Nonetheless, as they are both controlled by the mobile operator and 
reside in its network, we assume for the rest of the discussion that they reside on 



42 CHAPTER 4.  PRIVACY PRESERVING LOCATION REPORTING
 

 

the same physical machine. Regarding the group signatures in our system, the 
GSC is the group manager administrating the group whose members are all the 
participating smartphones. The ITS server is the verifier. The used GBA procedure 
could be the GBA_ME or the GBA_U, since this does not affect the functionality 
of our proposal. For simplicity, for the rest of the discussion in this chapter, the 
GBA_ME protocol is assumed. The messages’ flow between the entities of the 
system is shown in Fig. 4.7.  

 

 

Figure 4.6 Proposed Architecture 
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In steps 1-3, the UE contacts the NAF/GSC server for obtaining the private group 
secret key gsk[i]. The server’s authentication to the client is implemented using 
TLS and a public key certificate installed on the server. The UE validates the 
certificate, with a preinstalled public certificate of a trusted authority, and 
proceeds in establishing a TLS channel with the server. The NAF/GSC server 
indicates to the UE that user authentication, by means of GBA, is required. 

In step 4, the UE runs the GBA procedure with the BSF server, as described in the 
previous section. Finally, the UE obtains the B-TID and derives the Ks_NAF. 

In step 5, the UE authenticates to the NAF/GSC using the HTTP Digest 
Authentication [83] inside the TLS channel. The authentication is based on the 
previously bootstrapped credentials as specified in [78]. The UE sends a HTTP  
request inside the TLS channel to the NAF/GSC, containing an Authorization 
header with the B-TID as username and the Ks_NAF as password for calculating 
the digest. 

In step 6, the NAF/GSC runs the GBA procedure, described in the previous 
section, between the NAF and the HSS. Using the B-TID of the UE, it acquires the 
Ks_NAF and GUSS related to the user requesting access. The communication 
between the two parties is implemented using the Zn interface of GBA and the 
DIAMETER protocol. Both entities are supposed to be operated by the mobile 
operator, and security and privacy are provided by using standard TLS with public 
certificates. Then, the NAF/GSC proceeds with the authentication of the user, 
using the Ks_NAF and comparing it with the digest value.  

In step 7, if the authentication was successful and the GUSS parameters supplied 
from the HSS indicate that the user is subscribed for accessing the ITS server, the 
NAF/GCS replies to UE with an authentication success message. 

Then, in step 8, the NAF/GSC proceeds on creating the gsk[i] and sends it, 
together with the group’s public key (gpk), to UE using the already established 
TLS channel. After this phase, the user is ready to start reporting location samples 
to the ITS server. 

In step 9, the UE initiates a TLS connection to the ITS server. The ITS server’s 
public key certificate is used to authenticate the server to the UE. This certificate 
should be signed by a trusted authority, providing PKI services. Its validity is 
checked in the UE using the preinstalled public certificate of the authority.  

In step 10, the ITS server, in case it has not contacted the NAF/GSC server so far, 
contacts it and gets the gpk that will be used for the verification of the group 
signatures. There are no special security or privacy considerations for this part, 
besides the authentication of the NAF to the ITS server and the encryption of the 
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communication channel. This is required for the ITS server to be sure that it uses 
the correct gpk. Security for this part can be provided by means of standard TLS.  

Finally, in step 11, for the UE to be authenticated to the ITS server, a hash of the 
message to be sent is produced and then the digital signature σ is computed, using 
the gpk and the gsk[i]. Finally, the message and the signature σ are submitted to 
the ITS server through the TLS channel established earlier. The server verifies the 
signature using the gpk that has been acquired from the NAF. Then, it accepts the 
message and authenticates the user or terminates the connection if the signature 
was not valid. 

For a user to be identified, in case of misbehavior or at the authorities’ request, the 
mobile operator and the traffic service provider must cooperate. Using the group 
manager’s secret key (gmsk), the mobile operator can open the signatures in 
question and the user can be identified.  

4.5.1 Revocation 
When using the BBS scheme, for the misbehaving user to be revoked from the 
system, the gpk and each unrevoked user’s gsk[i] must be changed. In this case, the 
GSC publishes a RL with the private keys of the revoked users and notifies the ITS 
server and the users that a new RL is available. The ITS server contacts the GSC 
directly to get the required parameters, while the users have to execute the 
authentication procedure from the beginning for assuring that only the unrevoked 
users will be authorized. Then, they proceed on calculating the new keys using the 
procedure specified in [79]. When using the BS scheme, the ITS Server contacts 
periodically the GSC to obtain the updated RL. Then, it proceeds with the 
verification of the signatures. Signatures originating from revoked users can be 
identified from the verification algorithm. 

4.5.2 Security Analysis 

4.5.2.1 Adversary Model 
In order to examine the security of the proposed solution an adversary model is 
defined in this section. Adversaries, their position in the system and the possible 
threats that they can impose are defined here. In the following section, the detailed 
analysis for each type of threat is presented. Four different types of adversaries can 
pose threats in the targeted system. 1) outsiders, 2) the mobile operator, 3) the ITS 
server, 4) misbehaving users.  

Outsiders: We suppose that an outsider can eavesdrop, remove, add and change a 
message on every link of the communications architecture except the interfaces Zh 
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and Zn, which belong to the mobile operator’s internal network and thus, can be 
considered secured. Practically, the communication between the interfaces Ua and 
Ub is conducted using the mobile operator’s cellular network and thus 
communication is protected through encryption in the physical layer. However, 
since access to IMS can be provided also through fixed internet providers, for 
analysis, we suppose that an outsider can interfere with these interfaces too.  

The threats from an outsider can be the following: 

 Impersonate an authorized user and acquire a valid group secret key. 

 Impersonation of a legitimate user to the ITS server. 

 Impersonation of the ITS server to a user. 

 Access to location information sent to the ITS server. 

Mobile operator: Since the mobile operator has already access to identity 
information of users, the requirement for users’ privacy is to deprive access to the 
submitted location samples.   

ITS Server: According to the privacy requirements for users, the ITS server can 
pose the following threats: 

 Access any kind of identity information related to a user. 

 Link subsequent location samples to a single source. 

Misbehaving User: A misbehaving user can pose threats against the ITS server 
and its functionality. These threats can be the following: 

 Report incorrect location information. 

 Report multiple location information simultaneously. 

4.5.2.2 Analysis 
This section presents the security analysis, based on the adversary model defined 
before. Analysis is categorized according to each adversary and the threats that it 
can impose. For the rest of the discussion here, we assume that the adversaries, 
mobile operator and ITS server cannot cooperate against users in order to disclose 
his/her identity.   

Outsider: A legitimate user is authenticated in the system using a group secret key 
gsk[i]. This key is transmitted from the NAF/GSC inside a TLS channel and user 
authentication is implemented by means of the GBA procedure. Messages 1-3, 5 
and 7-8 are protected using TLS and the NAF/GSC public key certificate. An 
outsider residing in the link between UE and BSF, in step 4, could possibly get the 
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B-TID of the user, but not the key Ks_NAF, required for the rest of the GBA 
procedure. The procedure is based on a challenge-response scheme with a random 
number and no keys are exchanged between the two entities. So, even in possession 
of the B-TID, the outsider cannot be authenticated to the NAF/GSC in order to get 
a group private key. However, this can lead to possible Denial Of Service (DoS) 
attacks on the NAF/GSC and BSF. An adversary in possession of a valid B-TID or 
even with a random spoofed B-TID can use it to initiate the authentication towards 
the NAF/GSC. Even though the procedure will fail, the NAF/GSC would have to 
waste resources in order to contact BSF and run the procedure in order to derive the 
needed key material and finally to identify the unauthorized user. Another possible 
DoS attack can be applied if, for some reason an adversary is in position to produce 
valid RAND, AUTN pairs. Then, it can impersonate a BSF to the UE and force it 
into storing a fake B-TID. The UE will be able to realize that this B-TID is not 
from a valid BSF, only when trying to contact the NAF/GSC. 

The signature computed on the submitted location sample is sent through a TLS 
channel encrypted using the ITS server’s public key certificate. Thus, an outsider 
residing in the link between UE and ITS server cannot acquire a pair of message-
valid signature and reuse it for reporting to the server.   

Impersonation of the ITS server to the user is prevented by using a public key 
certificate. This certificate is signed from a trusted certification authority and its 
validity is checked by the UE. 

Access to location information sent to the ITS server, in step 11, is prevented by 
using TLS and encryption using the server’s public key in the link between UE and 
the ITS server. Moreover, the TLS channel provides integrity protection for data 
exchanged between the two parties. In this way, the integrity of the location 
samples reported by users and the integrity of the feedback provided by the server 
is protected.      

Mobile Operator: Location samples, protected with the server’s public key, are 
sent directly to the ITS server through the TLS channel, in step 11. The mobile 
operator cannot decrypt the location information sent to the ITS server inside the 
established TLS connection. Establishment of the TLS channel is based on the 
ITS’s public key certificate and end-to-end encryption (i.e. between each user and 
the ITS server) is provided. 

The mobile operator also acts as the group manager, since it is controlling the GSC 
entity. Thus, it knows the key gsk[i] that each user has obtained, it has access to the 
user’s identity information (i.e. the operator controls the HSS entity) and 
furthermore the mobile operator can open a group signature, identify the gsk[i] key 
that was used and therefore disclose the identity of a user. However, because of the 
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use of TLS connection the mobile operator can not access the group signatures 
submitted by users. If the disclosure of a user’s identity is needed then the ITS 
server must cooperate with the mobile operator. The location samples in question 
and the user’s group signature are sent to the mobile operator and then using the 
gmsk key the signer can be identified.  

It should be mentioned that location tracking of a subscriber’s smartphone from the 
mobile operator is possible using network-based techniques. Also, linking this 
location with the user’s identity is trivial since the operator controls the user’s 
subscription in the network. Furthermore, in some countries it is mandatory for the 
operator to be able to locate a terminal with a given accuracy for emergency 
reasons. For example, in USA the E911 Phase II [84] requirements indicate that 
providers should be able to locate an emergency call in a range from 50m to 300m, 
depending on the type of location method used. However, these network-based 
methods used by the mobile operator depend highly on the environment and the 
network infrastructure topology and cannot provide the same accuracy as mobile-
based methods, such as A-GPS. Disclosure of this information to third parties is 
allowed only if legally requested by a state authority or with the consensus of the 
subscriber.   

Considering the previous observations and based on the existing trust of 
subscribers to the mobile operator, the proposed architecture leverages the operator 
as a trusted authority. On the other hand, continuously and more accurate location 
information, reported from smartphones to the ITS server, are protected. In this 
way, the mobile operator cannot access any additional information than it already 
knows.  

ITS Server: As mentioned earlier, even the storage of anonymous sequential 
location samples can pose a privacy threat by allowing location tracking. However, 
in this proposal, the focus is on preventing the linking of samples based on some 
identifier. A misbehaving ITS server or an outsider getting access to the 
accumulated data cannot connect the location information with a specific user, 
since not identity information is transferred to the ITS server besides the group 
signature. The connection between sequential location data exists only as long as 
the UE is using the same TLS connection to the server. However, in a real case 
scenario, every time the application is started, a new connection will be established 
with the ITS server. These sequential connections, due to the properties of group 
signatures, cannot be linked together even when the UE is using the gsk[i].  

Another way for the ITS server to link sequential connections originating from the 
same user, is the IP address of the connection’s source. Although, this type of 
network privacy wasn’t the focus of this thesis, it should be noted that allocation of 
IP addresses depends on the mobile operator’s network settings. Most of the 
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operators use dynamic allocation and thus the IP address of a device is changing 
frequently. For example, a study on the feasibility of locating smartphones based 
on their IP addresses [85] shows that IP addresses in 3G networks change 
frequently for most operators. Moreover, IP addresses don’t embed fine-grained 
locality information that could be used in order to induce a smartphone’s location 
from its IP address. However, in order to completely exclude this type of threat, 
other solutions, complementary to anonymous authentication, can be applied. For 
example, on the network operator’s side an IP-Proxy server could be integrated, 
acting as an IP anonymizer.    

Misbehaving User: The accuracy of the provided traffic information to the users of 
the ITS depends on the information provided by the participating users. Thus, even 
legitimate users when reporting erroneous data to the ITS server, can be the cause 
of malfunctioning and finally inaccurate traffic information. The accuracy of the 
supplied information depends on the location technique used on the smartphone 
and varies depending on whether network-based technique is used or A-GPS. Also, 
the environment (i.e. dense and high buildings in urban areas) can affect the 
accuracy of the provided location. Moreover, it should be assured that the 
smartphone does not fake its location. However, this is orthogonal to the topic of 
this thesis and also depended on the smartphone’s software platform. For the rest of 
the discussion, it is assumed that the user cannot trick the mobile application into 
reporting a fake location. On the other hand, even without faking his/her location, a 
misbehaving user might be able to threaten the system’s functionality.  

In general, anonymous authentication introduces the problem of Sybil attacks 
against the ITS server. A misbehaving user could produce and sign multiple 
spurious location updates. These updates are reported to the server, impersonating 
in this way multiple legitimate users. Due to the property of unlinkability, the 
server can not link these updates to the same user and detect the abuse. In order to 
implement such kind of attack, a user has to extract the valid gsk[i] from the 
application, transfer it to another device and then connect it to the ITS server. The 
user initiates a TLS connection to the ITS server and then reports his/her location. 
The ITS server will verify the signature with the gpk, which was provided by the 
user. However, due to the properties of group signatures, as explained before, this 
signature originating from the second device and the signature from the first device, 
cannot be linked together. The ITS server obtains two different location samples 
coming from different devices (with different IP addresses) and considers them as 
coming from two different legitimate users. Using this attack, a misbehaving user 
can impersonate multiple users (i.e. vehicles) traveling on a particular street. One 
possible scenario is the ITS server to falsely estimate a traffic congestion on that 
street and accordingly, to send erroneous feedback to the other users traveling in 
the nearby area.   
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Traditional approaches with pseudonyms overcome these threats with time limited 
certificates without overlapping validity with each pseudonym used for one update 
[46]. This solution puts extra burden on management (e.g. for preloading sufficient 
pseudonyms), but it may very well be practical due to low computational costs and 
the low rates of updates (e.g., compared to safety applications). For approaches 
based on group signatures two different solutions can be applied. 

The first solution requires the signing procedure and the storage of the secret key 
(gsk[i]) to be moderated by a secure hardware module (i.e. UICC card). A possible 
approach would be to utilize the GBA_U variation. As described in a previous 
section, with the GBA_U variation of GBA, a key Ks_int_NAF is derived and 
shared between the NAF entity and the UICC of the smartphone. However, this key 
is derived inside the UICC and furthermore never leaves the UICC card. This key 
could be used to encrypt the group signature key transferred from the NAF/GSC to 
the UE. The smartphone could not access it since it cannot access the Ks_int_NAF 
key. In this scenario, signing of a group signature would require the application to 
pass the location data to the UICC card. The responsible application inside the 
UICC would use the Ks_int_NAF to decrypt the gsk[i] key, then sign the signature 
and finally, pass the outcome to the ITS application. Nevertheless, implementation 
of this approach requires further investigation, mainly on the efficiency of group 
signatures implementation inside a UICC card. 

The second approach, in order to avoid Sybil attack could be the enforcement of e-
tokens schemes with limited number of valid authentication actions [54]. In this 
scheme, the client obtains, after authentication to the issuing entity (i.e. the 
NAF/GSC), a dispenser with n e-tokens. These e-tokens can be used for n number 
of anonymous and unlinkable authentications. The verifier (i.e. the ITS server) can 
verify the authenticity of the user by checking the submitted e-token. When the 
dispenser is expensed, the client requests another dispenser from the NAF/GSC. 
However, this scheme introduces higher computational cost comparing with normal 
group signatures. 

4.5.3 Implementation  
To evaluate our proposed solution, a full working testbed of the IMS architecture is 
needed in order to assess its scalability and performance. There is one open source 
implementation of the IMS [86], but unfortunately it does not support the GBA 
architecture. Therefore, the Mobile Web Security Bootstrap [87] library provided 
by Ericsson Labs, which offers an implementation of the GBA, was used. The 
library provides a GBA client running on the Android platform and a NAF server 
implemented in Java. The rest of the entities in the GBA (BSF and HSS) are run 



4.5  GBA WITH GROUP SIGNATURES 51
 

 

and controlled by Ericsson Labs. A software emulated ISIM card holding the 
values is used:   

 IMPI : Emulated private identity. 

 IMPU : Emulated public identity. 

 K : Emulated shared key. 

For a user to be able to use the library, first his/her ISIM card must be registered in 
the Ericsson Labs system. Using the library’s functions, which implement the GBA 
procedures, the client application bootstraps the B-TID and the Ks_Naf. These 
values are used for the client’s authentication to the NAF/GSC entity. The 
NAF/GSC was implemented using Java Servlets and the client application on the 
smartphone was implemented in the Android platform.  

The efficiency of our proposed approach can be affected by the following factors: 
1) the efficiency of running the authentication protocol in the GBA 2) the 
efficiency of verifying each signature on the ITS server and 3) the efficiency of 
signing the signatures on the smartphones. The first factor can not be considered 
critical, since this procedure is executed only once by the smartphone’s application 
in order for the user to be authenticated and to acquire the singing key (gsk[i]). 
Verification on the server side could be an issue, depending on the volume of 
signatures to be verified (number of simultaneous users). However, the ITS server 
is assumed to have enough hardware resources and moreover, batch verification 
solutions can be applied to optimize the performance of the verification algorithm 
[80].  

The most critical factor is the computational effort needed to produce a group 
signature. Comparing with standard digital signatures, group signatures require 
more complex computations, based on bilinear pairings and thus, their feasibility 
on smartphones needs to be evaluated. Moreover, to the best of our knowledge, 
there are no public available implementations of group signature schemes for the 
Android platform that could be used in order to estimate the computational 
overhead to the proposed solution. As mentioned earlier, location samples 
submitted to the ITS server inside the same TLS channel can be trivially linked 
together. In every established TLS connection, the application on the smartphone 
needs to authenticate the user only once. This is implemented by submitting one 
group signature to the ITS server. Therefore the number of signing operations on 
the user’s smartphone is equal to the number of different TLS connection to the 
ITS server in a time frame. Privacy-wise, the optimal choice is to establish a new 
connection for every new location sample to be submitted to the ITS server.  
However, this choice poses the maximum computational load on both the users’ 
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smartphones and the ITS server. Further experiments, on a complete 
implementation of the system are required, before deploying, in order to find the 
optimum solution achieving balance between privacy and efficiency.   

The sampling rate of smartphones’ locations depends on two factors. The first one 
is the traffic estimation algorithm and the number of samples that are required to 
produce accurate traffic estimations. The second factor is the required privacy of 
users in relation with route tracking algorithms. Since the estimation of both these 
factors falls out of the scope of this thesis, we chose to compare it against two 
representative sampling techniques in order to evaluate the feasibility of group 
signatures on smartphones. The first technique uses sampling in a simple periodical 
manner. According to the analytical evaluation described in [88] for penetration 
rates between 3% and 5% (depending on the type of road) of vehicles reporting 
their location, a periodical sampling of 10sec is sufficient for providing adequate 
traffic information. The second technique uses a privacy preserving spatial 
sampling with VTLs. In this technique, reporting is done every time a vehicle 
crosses a VTL. The placement of VTLs is not fixed but determined by an algorithm 
which takes into account the penetration rate, the expected average speed of 
vehicles, and excludes sensitive, regarding location privacy, areas. We use as 
comparison margin the densest case. Based on the numerical results provided in 
[89], this is 8.6 VTLs per mile with 1%-2% penetration rate while vehicles’ speed 
is expected to be 0-97 km/h. When using these parameters, the achieved mean 
travel time error is 5%. In such a scenario, the most demanding case for a vehicle 
would be to submit a sample and thus compute a signature about every 7.05 sec.  

In order to have an estimation on the feasibility of group signatures, two different 
group signatures schemes, as described in section 4.4, were implemented. For the 
implementation, the Java Pairing-Based Cryptography Library (jPBC) was used 
[90], which is a Java port of the PBC library [91] that provides the mathematical 

 

 X10i HTC 
Google 

Nexus One 

X10i mini HTC 
Legend 

BBS sign 4.107 4.103 8.736 9.545 

BBS verify 6.635 7.787 15.905 15.808 

BS sign 5.710 6.216 12.209 11.967 

BS verify 8.335 8.953 17.793 17.033 

Table 4.1 Sign/Verify Delays (Sec) 
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tools for pairing-based operations. To initialize the schemes, we used the Type A 
curve generator of the library with the default parameters (160 bits long group 
order r and 512 bits long base field q) offering 80 bits level of security according to 
[92]. The size of the final signature is 510 bytes for the BBS scheme and 360 bytes 
for the BS scheme. To optimize the execution time for the BBS scheme, the 
precomputation of variables suggested in [79], was used. Table 4.1 presents the 
time (in sec) needed for one successful signing/verifying operation, on different 
Android phones we experimented with. We should note that verification on the 
client side is not needed, but is presented here for completeness. As expected, the 
time varies mainly depending on the CPU of each model. The X10i and HTC 
Google Nexus One have a 1 GHz Scorpion processor while the two others a 600 
MHz ARM 11 processor. 
According to the margins described earlier, the efficiency of both schemes is 
acceptable, for both types of sampling techniques when using the first two 
smartphones with 1GHz processors (X10i and HTC Nexus One). For the rest of the 
tested smartphones, the BBS scheme requires acceptable time for the periodical 
sampling technique, but both schemes fall short for the VTL technique, since they 
require singing times over the 7.05 sec margin. Although the signing times appear 
relatively high in this implementation, they are not far from the demands for the 
specific type of the traffic management application. Further optimization of the 
cryptographic implementation or experimenting with different group signature 
schemes is possible to provide improved results. Finally, in order to draw a final 
conclusion on the scheme to be used, the whole system implementation must be 
taken into account. As already indicated, the frequency of location sampling 
depends on various factors that need to be precisely defined. Then, it would be 
possible to suggest a time frame for a smartphone to determine its position, sign a 
group signature and report it to the ITS server. This time frame would be used as 
margin for choosing the most suitable cryptographic primitive.  
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CHAPTER 5 

CONCLUSIONS AND FUTURE WORK  

Smartphones present great opportunities as traffic probes in future ITSs. However, 
one of the major challenges, until reaching smartphone-based ITS deployment, 
concerns the security of the system and the privacy of participating individuals. 
ITS’s security is essential for guaranteeing the proper operation of the system and 
the trustworthiness of the provided feedback. Meanwhile, privacy concerns could 
be an important factor of users’ reluctance to join an ITS. Therefore, in order to 
attract enough number of users it is of paramount importance to assure them about 
the privacy of their whereabouts. The focus of this thesis was the security and 
privacy of communications in a smartphone-based ITS. The goal was to identify 
the security and privacy requirements and to propose a solution fulfilling these 
requirements.  

In order to secure the system’s operations, it is necessary to implement an 
authentication and access control mechanism on the ITS server. In this way, only 
legitimate users will be able to report their location to the ITS. Moreover, 
misbehaving users must be excluded from the system and deprived the 
authorization to report their location and get feedback from the IST server. In 
order to identify misbehaving users, accountability must be enforced and the 
integrity of the exchanged messages between system’s entities must be 
guaranteed. Regarding the privacy of the users in the ITS, three requirements have 
to be fulfilled. First, the user should be anonymous to other entities of the ITS, as 
well as to outsiders. The second requirement is unlinkability. Sequential location 
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samples submitted by a user should not be identified as originating from the same 
source. The last requirement regarding users’ privacy is the confidentiality of 
messages. Only the authorized ITS server should be able to have access on the 
location information submitted by users. 

Obviously, there is a conflict between security requirements for the ITS and 
privacy requirements for the users. Whereas the ITS demands every user to be 
authenticated in the system, this would directly violate the privacy of users inside 
the ITS. In such a case, the ITS server would have always a mapping between the 
identity of a user and his/her location. In order to mitigate this conflict we chose to 
split the two roles to different entities in the system, by applying the principle of 
separation of concerns. One entity is responsible for the authentication of users 
and the other one is responsible for handling location information and offering ITS 
services. 

Chapter 4 of this thesis presented the proposed solution offering security and 
privacy in smartphone-based ITSs, which fulfills the aforementioned 
requirements. The proposed architecture provides privacy by design, separating 
authentication from location gathering and processing. For authenticating the users 
in the ITS, the GBA of the IMS is leveraged and further enhanced with the 
integration of anonymous authentication based on group signatures. Using GBA, a 
subscribed user acquires a private group signature key. Then, location samples are 
submitted to the ITS server in an end-to-end encrypted channel using TLS. 
Authentication of the ITS server to users is implemented with a public key 
certificate, while authentication of a user to the ITS server is implemented by 
computing a group signature on the submitted data. The ITS server is able to 
authenticate a legitimate user in order to grant access to the system. On the other 
hand, users remain anonymous to the ITS server and data sent is kept unlinkable 
and confidential. Even a misbehaving ITS server or an outsider getting access to 
the server’s data, cannot trace and deduce the identity of a participating user. Data 
sent by the users are protected not only from outsiders, but also from the mobile 
operator. The mobile operator already knows roughly the location of a user 
through the network, but it cannot access additional and more detailed location 
information submitted by users. Finally, accountability with revocation of 
misbehaving users is achieved by the properties of group signatures. The ITS 
should send the suspicious location samples to the mobile operator in order for the 
group signatures to be opened. Then, the mobile operator can resolve the identity 
of the user who sent the sample. 

The proposed approach enables the integration of various cryptographic primitives 
offering anonymous authentication. Two different group signatures schemes were 
implemented on smartphones. The BBS scheme and the BS scheme supporting 
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verifier local revocation. Results show the feasibility of this approach even though 
further optimizations could be applied in order to address the efficiency of these 
schemes on devices with low processing capabilities, such as smartphones. 

Future work should investigate the exact time constraints requirements, taking also 
into account the location sampling algorithm used in the envisioned ITS. Based on 
this, the optimal cryptographic primitive should be chosen to be implemented. 
Another aspect to be further investigated is the protection of the derived 
anonymous credentials in the user’s smartphone. 
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