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Abstract

Information Technology has revolutionized the way of our life, the raise of information technology has
given birth to theinformation security. The design and implementation of information security
techniques especially for wireless systems such as Mobiles, and RFIDs is receiving a lot of attentions.
Stream ciphers are very good candidates for providing information security to wireless systems specially
for RFIDs, because they are fast as compared to block ciphers, easy to implement, have small footprint,
and consume less power. LFSRs can be use to implement the stream ciphers but they care exposed to
different kind of cryptanalytic attacks on the other hand NLFSR based stream ciphers are resistant to
cryptanalytic attacks to which pure LFSR based stream cipher are exposed. Just like LFSRs the NLFSRs
can also be implemented in two types of configurations i.e. Fibonacci and Galois. The critical path of the
Galois based NLFSRs is smaller than the Fibonacci NLFSRs this make Galois NLFSRs favorite for
applications which need to run at a faster speed. Fibonacci NLFSRs can be converted to Galois NLFSRs
but the conversion from Fibonacci to Galois is one-to-many relation i.e. for a single Fibonacci NLFSR we
can have many equivalent Galois NLFSRs. The dilemma is that not all the equivalent Galois NLFSRs are
optimal so in order for efficient implementation one has to search for the best possible Galois NLFSR.

The complexity of search space is , here represents the − NLFSR and represents the

number of products in the ANF of the feedback function of Fibonacci NLFSR, the NLFSR used in existing
stream cipher usually have less than or equal to 32( for hardware efficiency reasons) and is of order
of 128 (for cryptographic security reasons). The complexity of the search space shows that the normal
brute force method will take considerable amount of time to produce the results. To address this
problem a heuristic algorithm is proposed in [6] which uses the Primary Cost Function to estimate the
critical path of the NLFSRs and produce the results, however the algorithm in [6] did not addressed a lot
of issues for example it was unable to divide the products among the functions equally, it was unable to
divide the product in such a way which would lead to optimization by synthesis tool. The Primary Cost
Function proposed in [6] had flaws it was unable to find the difference between the function which can
be optimized and which cannot be.This thesis proposes another heuristic algorithm which addresses the
problem present in the [6]. The Primary Cost Function used in the [6] is also used in the proposed
algorithm but with some modification and improvements.Besidesusing Primary Cost function, the
proposedalgorithm also uses other cost functions such Secondary Cost, XOR reduced Cost and Number
of Literals Cost functions to find the best possible Galois NLFSR.The algorithm proposed in this thesis
was tested on Vest, Achterbahn, Gain-128/80 ciphers and Cipher [8]. The Vest improved by 5.28% in
delay and 17.39% in terms of area as compared to the results of [6], similarlyAchterbahn, Gain, and
Cipher [8] improved by 1.79%, 16.63%, 1.43% in delay and improvement in area were 2.09%, 1.001% , -
0.101% respectively.
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Chapter one
1 Introduction
Cryptographic systems are divided in to two major types, that is secret key or symmetric and
public key or asymmetric. With asymmetric cryptographic system the sender uses the known
public information to send the messages which are recovered at the receiving end using some
secret information (key). In symmetric key cryptography the key with which the information is
encrypted is agreed upon and shared between the sender and receiver.This key must be kept
secret in order to keep the information secret from thepotential attackers.[1].

The symmetric cryptographic systems are further divided in to two parts that is block ciphers
and stream ciphers.In the block ciphers a message of fixed length (e.g. 64 bits or 128 bits) is
encrypted with the key to produce the secret information. The stream cipher on the other hand
is a pseudorandom number generator which is also called pseudorandom bit generator is used
to produce the encrypted data by XORing the output of the pseudorandom generator with the
varying length of information. The length of the informationfor stream cipher can be as small as
one bit or one byte.[2]. The question arises why one uses the stream ciphers whenmore secure
block ciphers like AES, 3DES, and DES exist. The answer to that is because stream cipher is very
fast as compared to the block ciphers and most of them are very suitable for the hardware
implementation because their circuit is very simple and takes less number of gates to be
implemented. They need less processing, memory and power which makes them highly suitable
for the battery powered platforms.[3]. The popular stream ciphers algorithms are RC4, VEST,
WAKE, RABBIT, GRAIN-128/80, and ACHTERBAHN. The figure 1:1 shown below shows the
stream cipher encryption and decryption. One can see in the figure 1:1 that there is the stream
of keys which are XORed with the text bits to generate the ciphered text. The encrypted text
will be secure as long as the key used to encrypt the text is not repeated. Once the keys are
recurring then the data is vulnerable to attacks (e.g. Correlation attacks) which can lead to theft
of the important information.

One time pad is a cipher mechanism is proven to be very secure, but the question is how one
can generate the infinite random long keys? In order to simulate the long random key many
cryptographic algorithms uses the LFSRs (Linear Feedback Registers). LFSR are used to generate
the key for text to be encrypted. The main disadvantage of the LFSR based stream ciphers is
their vulnerability to attacks because of the linearity in their structure. NLFSRs (Non-Linear
Feedback Shift Registers) are more secure then LFSR because if the key in LFSR based cipher is
shorter than the message then the part of the cipher text can give information to cryptanalyst
about the key used for encryption.
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Figure 1:1 [4]

Figure shows the encryption and decryption by a stream cipher.

If the cryptanalyst uses the “known text attack” against the LFSR based cipher and the length of
the known text is 2n and then length of the tabs in the LFSRs are n then one can determine the
LFSR in that case. NLFSRs have no linearity in their structure and they are not exposed to the
kind of attacks to which LFSRs are. This makes NLFSRs more favorable to be used in the
encryption algorithms[5][6].The figure 1:2 and figure 1:3 shown below shows the structure of
the LFSRS and NLFSR respectively.

Figure 1:2

Figure shows the structure of an LFSR.
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Figure 1:3 [6]

Figure shows the structure of an NLFSR.(Fibonacci NLFSR)

NLFSRs can be implemented in hardware in two types of configurations Fibonacci and Galois.
The structure of both Fibonacci and Galois is shown in the figure 1:3 and figure 1:4 respectively.

Figure 1:4 [6]

Figure shows the structure of an NLFSR.(Galois NLFSR)

Moreover the Fibonacci based NLFSR can be converted in to the Galois Configurations but the
opposite of the conversion from Galois to Fibonacci is not always possible. A careful reader
would see that the Galois configuration is better than the Fibonacci configuration because the
combinational path is the bottleneck for the Fibonacci configuration, while in the Galois
configuration the combinational path is divided among the registers. Hence the critical path of
the Galois based NLSFRs and will be smaller than the critical path of the Fibonacci based
NLFSRs. So if one consider two same algorithm for the encryption, one based on Fibonacci and
other based on the Galois, one would observe that Galois based encryption algorithm can be
run at a higher frequency.[7][6]

As discussed above the Fibonacci NLFSR can be converted to the Galois NLFSR, but this
conversion from the Fibonacci to Galois is one2many conversions. So for a single
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FibonacciNLFSR, many equivalent Galois NLFSRs can exist. But the dilemma is that not all the
equivalent Galois NLFSRs are optimal. The search space for the current stream ciphers
algorithm can be as large as 12832 which make it impossible to apply the normal brute force
method. In order to find the optimal solution for this problem the heuristics algorithm were
proposed in[6]. This algorithm in[6]tried to approximate the critical path of the functions by
using the cost functions called Primary Cost. The idea of using the cost function to approximate
the critical path of the functions is very appealing and can very successful if applied properly.
But the cost function proposed by the [6] hasnot addressed certain issues. This thesis is going to
propose another heuristic algorithm which complements the work done by the [6]and further
tries to improve the results by using the Primary Cost of the [6] with some modificationit also
introduces some other cost functions name Secondary Cost, Number of Literals Cost,and
Number of XOR Reduce cost.The algorithm proposed in this thesis improved the Vest algorithm
delay by 5.28% and its area by 17.39% as compared to algorithm proposed by the [6]. This Gain-
128/80 improved by 16.63% in delay and 1% in area as compared to results of algorithm [6].
Similarly the algorithm improved the delay and area of Achterbahn by 1.79% and 2.09%
respectively. The improvements in delay and area in this case were 1.79% and 2.09% . The
algorithm was also tested on Cipher[8] which lead to 1.43% improvement in delay and -0.101%
increase in area as compared to results of algorithm[6].

The Rest of this thesis is organized as following. Chapter 2 is the introduction of the thesis topic.
Chapter 3 discusses the basic cryptography and stream ciphers it will also discuss LFSRs and
NLFSRs.Chapter 4 is dedicated to the algorithm proposed by the [6] and[7]. Chapter 5 will
explain the algorithm proposed in this thesis. Chapter 6 will discuss the implementation of this
algorithm in hardware. Chapter 7 will show and discuss the results of the algorithm it will
discuss the drawbacks of the algorithm and the future work needed to improve the
proposedalgorithm.
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Chaptertwo
2 Cryptography and Stream Ciphers

2.1 Introduction
How can someone transmit his personal information without the privacy invasion? In order to
transmit the information securely one of the following conditions must be satisfied.

1. Make private secure transmission line between the sender and the receiver.
2. Use the public transmission line but transform the information in such a way that they

cannot be understood and recovered by the unauthorized receiver.

Now let’s analyze these choices one by one.

1. Given the state of modern communication methods science and technology, it’s
impossible to build such a secure communication line for multiple transmission of
information. It will be also very expensive to use the dedicated communication line if
the sender and receiver are far from each other.

2. Cartography is a branch of science whichprovides the methods for transforming the
information to provide the information security. This approach is feasible and cost
effective with respect to the first approach because the channel used is public and the
cost is shared.[9]

2.2 Cryptography

2.2.1 Definition:
“Cryptography is the study of mathematical techniques related to aspects of information
security such as confidentiality, data integrity, entity authentication, and data origin
authentication”.[10]
2.2.2 Goals of the cryptography
Following are the goals of the using cryptography.

1. Confidentially is the service provided by the cryptography whose aim is to provide the
information to the individual who are authorized to use and see it.

2. Data Integrity means to prevent unauthorized changing or altering of the information. If
Bob want to send the message “Hi “to Alice, then the message must be received as “Hi”
to Alice and not something else. If she received something else then it means that the
person X has changed the message and the data has lost its integrity.
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3. Authentication is the third service provided by the cryptography, which means that if
two entities want to communicate with each other, then they must identify themselves
to each other before communication. The purpose of the authentication is to make sure
that the information which travels over the channel s is traceable to its origin. For
example if Bob wants to communicate with Alice then Bob  must in some way must tell
Alice that I am Bob and similarly Alice must also identify herself.

4. Non-repudiation is a service which prevents the parties from denying their previous
commitments. For example if Bob bought T-Shirt Online from shop X and paid for it from
his credit card and later he denied the fact that he bought the T-Shirt from shop X then
there must be some mechanism to resolve the dispute between the two parties.[10]

2.3 Cryptography tools (primitives)
The purpose of the cryptography is to provide theabove mentioned four services. Its
fundamental task is to prevent cheating and malicious activities. There are a number of the
cryptographic tools (primitives) which provide the above mentioned four services for the sake
of information security. The figure 2:1 shown below shows these primitives and their types in
graphical form.

Figure 2:1 [10]

Figure shows the primitives of the cryptography
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Since unkeyed and Asymmetric primitives are beyond the scope of this thesis we will keep our
discussion only to the symmetric key ciphers and more specifically to the stream ciphers. But the basic
definition of the three major types of the cryptographic primitives will be provided followed by the
detailed discussion on the stream ciphers.

2.3.1 Unkeyed primitives
The cryptographic primitives which do not use the key to encrypt their information are called unkeyed
primitives. They generally transform the information in to some other form. Most of the times these
transformations are one-way which means that the original information cannot be recovered from the
encrypted text. These types of primitives are mostly used to protect the integrity of the files in operating
systems and the information which are sent online. Arbitrary length hash function, one-way
permutations and random sequences are the methods used under the umbrella of the unkeyed
primitives. [10]

2.3.2 Symmetric key primitives
The key is used to encrypt the information in all the methods used under the umbrella of this primitive.
With this type of the encryption algorithm the same key is used for both the encryption and decryption
of the information. The advantage of using these symmetric key primitives is that they are very fast. The
key in this kind of the primitive need to be secrete because if key is known the information can be easily
intercepted. The disadvantage of this type of encryption is the lake of good mechanism for how the key
should be distributed.  The figure 2:2 shows how the general symmetric key algorithmsencrypt and
decrypt the information[11].

Figure 2:2 [11]

Figure shows the Encryption and Decryption for Symmetric key primitives

2.3.3 Asymmetric Key primitives
As we have discussed above, the problem with the symmetric key algorithm is key distribution.Although
it is very fast but if the sender and receiver are far from each other then they will have to communicate
the key using some other method andIf that communication lead to the theft of the key then someone
can compromise the system and intercept the communication. The purpose of the Asymmetric key is to
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counter this problem. This method uses pair of keys, in which all the communication involves only the
public key. The public key is used to encrypt the information and it cannot be used to decrypt the
information, only the private key of the intended user can decrypt the information. The figure 2:3 shown
below shows the encryption and decryption process of the Asymmetric key primitives [11].

Figure 2:3 [11]

Figure shows the encryption and decryption

2.4 Stream Ciphers
As shown in the figure 2:1 that is shown again in the figure 2:4 below. The stream cipher is from the
family of the Symmetric key primitives. Stream ciphers encrypt the information bit by bit or character by
character as compared to block cipher which encrypts multiple bytes and characters.

Figure 2:4 [10]

Figure shows that stream cipher is from the family of Symmetric key primitives.

The advantage of using stream ciphers over blocks ciphers is that they are fast, easy and efficient for
implementation in hardware. They are used in the devices where buffering is limited and the data must
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be processed as it arrives. Stream ciphers have limited or no error propagation hence they can be used
in the situation where the probability of errors is very high [10].

2.4.1 One time Pad
In Vernam cipher (is a stream cipher) the cipher text is produced by the xoring the binary message
m1m2m3m4…..with the binary key k1k2k3k4……. to produce the cipher text c1c2c3c4…... The operation
is shown below in mathematical form by equation 3.0=  i equation 3.0

If the key in the above mentioned vernam cipher is never repeated then this type of cipher is called one-
time pad or one-time system. If the key is never repeated such system are unconditionally secure[10].

2.4.1.1 Entropy
Let suppose we have a random variable X which has probability P the values of random variable are x1,
x1,x3 ,…..xn and the probability is p1,p2,p2,….. pn. Entropy is the mathematical measure of the amount
of information provided by observing the random variable X. In other words entropy tells us about the
uncertainty of the outcome before one can observe the random variable X. Equation 3.1 gives the
mathematical notation of the calculation the entropy of the random variable.

H(X) =∑ lg equation 3.1

Let suppose the X and Y are the two random variables. Then (X|Y) represents the uncertainty left about
X when the Y has occurred.  If the X and Y are independent then the H (X|Y) will be equal to H(X).

H (X|Y) = H(X) if and only if X and Y are independent equation 3.2

The mutual information of the random variable X and Y can be represented as I(X; Y). This represents the
amount of information which Y reveals about the X. The mathematical representation of the mutual
information is given in the equation 3.3.

I(X, Y) =H(X) – H (X|Y) equation 3.3

Let suppose the in vernam cipher the plain text is represented by the random variable M, the key is
represent by the K and the cipher text is represented by random variable C. Then if the key is never
repeated then H (M|C) =H (M) then under these conditions the mutual information of the M and C will
be

I(M,C)= H(M) – H(M|C) equation 3.4

I(M,C)=0 equation3.5

Equation 3.5 clearly tells us that the cipher text C will not reveal about the plain text message M if the
key used is truly random [10]and never repeated.
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2.4.2 Practical stream cipher
Shannon proved that the symmetric key cipher can be unconditionally sure if the H (K) ≥ H (M).  So if key
of length k bits is chosen which is random and independent then the H (K) =k. In this case the Shannon
condition become k>=H (M). Hence Shannon condition proved that the one-time pad is unconditionally
secure. But the problem with this type of the cipher is that the length of the key should be as long as the
message. This makes key management and key distribution very difficult. In order to avoid such
problems the practical ciphers these days never use such one-time pad method. Most of the stream
ciphers generate the keys pseudo randomly. Such key generation does not satisfy the Shannon condition
(H (K) ≥ H (M)) but since the commutation power is limited,so one can hope that they will appear
completely random to the attacker [10].

2.4.3 Synchronous stream cipher
In synchronous stream cipher the key is generated independent of the message and cipher text. The
equations for the synchronous stream cipher are shown below.

(i+1)=f ( + ) equation 3.6

Zi= g ( , ) equation 3.7

Ci=h (zi,mi) equation 3.8

Where 0 represents the initial state, k represents is the key, and f represents the function for the next
state. As shown in the equation3.6 the next state can be calculated from the key k. In the equation 2.7 g
is the function which is used to produce the key streamzi from the current state and the k. In
equation 2.8 h represents the function which is used to produce the cipher ci from the from the key
streamzi and message stream mi. The figure 2:5 and 3:6 shows the encryption and decryption of the
synchronous stream cipher.

Figure 2:5 [10]

Figure shows that encryption for the synchronous stream cipher
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Figure 2:6 [10]

Figure shows that decryption for the synchronous stream cipher

As shown in the figure 2:6 the only difference between the encryption and decryption is the function for
decryption represented by the ĥcharacters function receives cipher text and key stream as compared to
encryption function which receives the message and the key stream [10].

2.4.3.1 Properties of synchronous stream cipher
Following are the properties of the synchronous stream cipher.

 Synchronous stream cipher for both sender and receiver must be synchronized, that is
encryption and decryption both should use the same key and the operation at same point. If
they are not synchronized then the result achieved will not be correct.

 Synchronous stream cipher is not affected by the propagation of error. It means that the cipher
text which is modified by some error will not affect the decryption of other character alongside
it.

 The synchronous stream cipher is not safe it, is open for attacks because of its many weaknesses
[10].

2.4.4 A synchronous stream cipher
An asynchronous stream cipher is a cipher in which the key stream is generated by the help of the key
and previous fix digit of cipher. This type of stream cipher is also called self synchronous stream cipher.
The equations for the cipher are shown below.

i+1=(ci-t, ci-t+1, ci-t+2, ci-1) equation3.9

zi=g( i, k) equation 3.10

Ci= h(zi,mi) equation 3.11
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As shown in the equation 3.9 the next state of the asynchronous stream cipher depend on the previous

ciphers. Equation 3.10 shows the key stream is generated by the function g from the present state i

and the key k. Equation 3.11 shows the cipher text is generated by the cipher function h from key
stream and the message stream. The encryption and decryption for the asynchronous stream cipher are
shown in the figure 2:7 and figure 2:8 respectively.

Figure 2:7 [10]

Figure shows that encryption for the asynchronous stream cipher

Figure 2:8 [10]

Figure shows that decryption for the asynchronous stream cipher

2.4.4.1 Properties of the asynchronous stream cipher
 Since the key is generated on the basis of the previous cipher text. This property makes the

asynchronous stream cipher self synchronizing. When the synchronization is lost the recovery is
made automatically after several cycles.
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 Asynchronous stream cipher is prone to error prorogationerror because it depends on the
previous cipher text. Let suppose that the asynchronous stream cipher uses T previous digits to
calculate the key then if a single error occurred in encryption then Tdigits of cipher will be
erroneous.

 The asynchronous stream cipher is prone to several attacks, for example if during the transfer
someone changes the cipher text then one cannot know whether it was due to loss of
synchronization for because of attack.

 Asynchronous stream ciphers disperse the statistical properties of the plaintext. This makes the
asynchronous stream ciphers resistant to statistical attacks [10].

2.5 Linear Feedback Shift Register (LFSR)
The linear feedback shift register (LFSR) is a register whose input is the linear function of its previous
states. Since among single bit logical operations only XORs and inverse-XORs are linear hence the input
of the register (bit) can be driven by either XORs or inverse-XORs. The initial value of the registers is
called seed. The initial value of the registers needs to be secret because the values produced by the
LFSRs are completely deterministic which depend on the previous states of the registers.Since the
numbers of states in the register are finite, hence the values produced by the LFSRs will repeat
themselves. But if one chose the feedback function carefully then a sequence with long period (2n-1) and
good statistical properties can be produced, the LFSR is shown in the figure 2:9 along with its
polynomial[12].

Figure 2:9

Figure shows an LFSR along with its polynomial.

2.5.1 Use of LFSRs in stream cipher
LFSRs are used in the stream ciphers because they can generate extremely long sequence. For example
to encrypt the information the output of the LFSR is XORed with plain text. The encrypted information
can only be decrypted if the same LFSR with the same initial state is used at the receiving end. The
cryptanalyst can come to know about the structure of the LFSR, but if one keep the initial state secret
and produce a long sequence then it will be very difficult for him to break because the search space for
the attacker will be too much. But their always exist the possibility that the attacker will know about the
structure of the LFSR. The reason it’s so easy to know about the structure of LFSR is because there is
linearity in the structure of the LFSRs. That is why the pure LFSRs are almost never used in the
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algorithms. In order to remove this linearity and introduce the non-linearity two methods are used
which are listed below.

 Non-linear filter function can be used on the output of the single LFSR to destroy the linearity.

 One can destroy the linearity of the LFSRs by using either one or more than one LFSRs to clock
other LFSRs.

As discussed above pure LFSRs are never used because of security reasons, the linearity is always
destroyed using one of the methods listed above. This information give rise to very interesting question,
that is why not use the Non-linear feedback shift registers (NLFSRs) for the stream ciphers algorithms
because NLFSRs structure is non-linear.In fact the several cryptographic algorithms have been proposed
by using NLFSRs. The NLFSR is discussed in some detail below [10].

2.6 Non-linear feedback shift registers (NLFSRs)
As discussed LFSRs are not cryptographically secure, they are vulnerable to algebraic and known plain
text attacks. In order to overcome this issue NLFSRs can be used in the stream ciphers. NFSRsare just like
LFSRs except that the current state of the NLFSRs is the nonlinear function of its previous states. NLFSRs
are cryptographically secure than LFSRs and they are resistant to attacks such algebraic attacks. On the
other hand it is very challenging and difficult to generate the long sequence in NLFSRs which is easy to
generate in LFSRs. The basic structure of theNLFSR is shown in the figure 2:10 below [7].

Figure 2:10 [7]

Figure shows the structure of NLFSR (Fibonacci configuration)

The NLFSRs can be implemented in two ways one i.e. Fibonacci and the Galois configuration. The figure
2:10 and figure 2:11 shows these two configurations.
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Figure 2:11 [7]

Figure shows a NLFSR (Galois configuration)

2.6.1 Advantages of Galois configuration over Fibonacci configuration
As shown in the figure 2:10 the bottleneck for the Fibonacci configuration is its large combinational
path. This large combinational path results in a large critical path for the Fibonacci configuration. The
overall result is that we cannot run our circuit at higher frequency because critical path will limit the
frequency at which we can run our NLFSR based circuit. In figure 2:11 one can notice that the large
combinational path is divided in to smaller chunks of combinational paths and divided among the
registers. This will result in the reduction in the critical path. Hence this configuration will help to run the
NLFSRs at a higher speed,so one can deduce from the above discussion that ciphers algorithms based on
the Galois NLFSRs will be able to run faster than the ciphers algorithms which are based on Fibonacci
NLFSRs. It was proved in [7] (discussed in chapter 3) that Fibonacci NLFSRs can be converted to Galois
NLFSRs hence one can convert the Fibonacci based ciphers to Galois based NLFSRs which will result in
the improvement of critical path.Example 3.1 tries to explain the situation by showing the results from a
synthesis tool [7] [6].

2.6.2 Example 3.1
The normal form of the Fibonacci NLFSR is shown in the equation 3.12. The equivalent Galois NLSR is
show in the equation 3.13 (a) and 3.13 (b)

f16=x0+x1x2x3+x4x5x6+x7x8x9+x1x2x16 equation: 3.12

f15=x16+ x6x7x8+x0x1x15 equation 3.13(a)

f16=x0+x1x2x3+x4x5x6 equation 3.13(b)

The results for the Synthesis of the Fibonacci NLFSR and Galois NLFSR are shown in the figure 2:12 and
figure 2:13 respectively.  Once can notice from the figures that the total worst slack (TWS) of the
Fibonacci NLFSR is -299 ns while the TWS of the Galois NLFSR is -241 ns, they  clearly suggest that the
Galois NLFSR is at least 20% better then the Fibonacci NLFSR. One can also notice that the area of the
Galois NLFSR is less than the Fibonacci NLFSR.
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Figure 2:12

Figure shows synthesis of Fibonacci NLFSR in equation 2.12

Figure 2:13

Figure shows the synthesis of Galois NLFSR represented by Equation 2.13 (a) and 2.13 (b)
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Chapter Three
3 A transformation from Fibonacci to Galois NLFSRs& Selection of Best

possible Galois NLFSR

3.1 Introduction
In this chapter the algorithm introduced in the [7] and [6] is discussed and explained, because the base
for this proposed algorithm of the thesis is algorithm [7] and [6], hence it’s very important to explain
them in detail. The algorithm in [7] explains method of converting the Fibonacci NLFSRs to the Galois
NLFSRs. But this conversion from the Fibonacci NLFSRs to Galois NLFSRs is one-to-many conversion. But
not all the NLFSRs converted to Galois configuration from the Fibonacci are minimal. So in order to find
a minimal Galois NLFSR one has to search and evaluate all the Galois NLFSRs which are equivalent to

given Fibonacci NLFSRs, but the complexity of this search is O( )(in worst case ). Here k represents the
number of products in the ANF (algebraic normal form) of the NLFSR and n represents the number of
bits In the NLFSR. In modern ciphers the value of k can be 32 due to hardware efficiency reasons. But
value of n is usually 128 due to cryptographic security reasons. This means that search space can be up
to 128 which is very huge, and the normal brute force method cannot be applied to find the minimal
Galois NLFSR. To address the issue of minimal Galois NLFSR the heuristic algorithm was proposed by
[6],which introduce some cost functions to estimate the critical path of the NLFSRs and find the
minimalNLFSR. [7] [6].

3.2 A transformation from Fibonacci to Galois NLFSR
As discussed in chapter 2 the Galois NLFSRs are faster than the Fibonacci NLFSRs,for LFSRs there exist
the mapping from the Galois to Fibonacci LFSRs and vice versa. One can easily convert a given LFSR from
Fibonacci LFSR to Galois LFSR by just reversing the initial state and the feedbacks. However such kind of
liberty never existed for the NLFSRs until recently it is presented in[7]. The algorithm in [7] proposeda
method for converting the Fibonacci NLFSRs to Galois NLFSRs. This algorithm proved that for every
Fibonacci NLFSR their always exist the equivalent Galois NLFSR which produces the same sequence as
the original Fibonacci NLFSR.Before discussing how to convert the Fibonacci NLFSR to Galois NLFSR one
needs to understand the basic terminologies, these terminologies are discussed below[7].

3.2.1 NLFSR and its bits
NLFSR is made of the binary storage elements which we call the bits. Let suppose the number of storage
elements (bits) in the NLFSR are n then each bit i (0,1, … … … . . − 1) has state which represents the

value held by the bit.The function ∶ {0,1}  {0, 1} determines the next value for the bit of the
NLFSR [7].

3.2.2 Algebraic normal form (ANF)
ANF of the Boolean function fis the polynomial in Galois Field GF (2). The equation 3.1 shows the general
form of the ANF for the Boolean function f.
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( 0, 1, 2, 3 … . )=∑ . . …………… . Equation 3.1

The single term of the ANF will be called product term of the function.  The equation 3.2 shows the
example ANF, kind of which we will encounter throughout our discussions [7].10 = 0 + 1 2 + 4 6 + 6 7 + 8 9 + 0 2 4 Equation3.2

3.2.3 Product shifting
Let suppose represents the function for the bit , and represents the function for bit then the
equation 3.3 represents the shifting of the product terms from the to .where represents the
subset of the product terms from the ANF of the .→ Equation 3.3

Once the product terms are shifted from the to then the index of the product terms which are
shifted to the will change. The new indexes will be calculated as( − ( − )) if a>b, if b>a then the
new indexes will be calculated as( + ( − )). Example 3.1 shows the process of shifting products from
one function to another function.

3.2.3.1 Example 3.1
Let suppose we have the set of functions given below which represents the Galois NLFSR.10 = 0 + 1 2 + 3 4 + 5 7 + 7 9 + 2 5 + 8 9 + 3 109 = 10 + 4 58 = 9 + 6 8 + 0 27 = 8 + 0 1 + 4 8
Let suppose we want to transfer the product x1x2 and x2x5 from 10to 9, and products x3x10 and x5x7
from 10 to 8. In this case

In this case > hence we will use the (i-(a-b)) formula for calculating the indexes of the product
terms.So after shifting the products the function will be as following.10 = 0 + 3 4 + 7 9 + 8 99 = 10 + 4 5 + 0 1 + 1 4(After 10 ,⎯⎯⎯⎯⎯⎯⎯ 9)8 = 9 + 6 8 + 0 2 + 1 8 + 3 5(After 10 ,⎯⎯⎯⎯⎯⎯⎯⎯ 8)7 = 8 + 0 1 + 4 8
3.2.3.2 Example 3.2
Now let suppose we have the set of function as shown below.
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10 = 0 + 1 2 + 3 4 + 5 7 + 7 9 + 2 5 + 8 9 + 3 109 = 10 + 4 58 = 9 + 6 8 + 0 27 = 8 + 0 1 + 4 8
Now let suppose we want to shift the product x0x1 from 7 to 8 and x0x2 from 8 to 10. In this case
the b>a, so (i+(b-a)) formula will be used to calculated the indexes of the products after shifting. Hence
after shifting the above functions will be.10 = 0 + 1 2 + 3 4 + 5 7 + 7 9 + 2 5 + 8 9 + 3 10 + 2 4(After 8 ⎯⎯ 10)9 = 10 + 4 58 = 9 + 6 8 + 1 2(After 7 ⎯⎯ 8)7 = 8 + 6 8
Note that some products cannot be shifted from on function to another. Let suppose we want to shift
x1x2 in 10 to 7. In this case the final index of the x1x2 product will be negative. So when the new
index is negative that means the product cannot be shifted to the desired function. One can notice that
although the x1x2 cannot be shifted to the 7 but it can be shifted to 9 because the final index does
not become negative in case of shifting the products to 9 [7].

3.2.4 Minimum terminal bit
Minimum Terminal bit is the maximum difference between the lower and higher indexes of the
product terms in the NLFSR. The mathematical representation of the is shown in the equation 3.4
below. = max | | (max_index( ) − min _index ( )) Equation 3.4

Here |P| represents the total number of products in ANF of the NLFSR and represents the single
product term. While transforming the NLFSR from the Fibonacci to Galois one must take care not to
shift the products lower than the . If one follow the above mentioned rule then the sequence
generated by the transformed NLFSR will be same as original Fibonacci NLFSR. It will also avoid changing
the algorithm of the ciphers which could otherwise results in a cryptographic security breach if the
above mentioned rule is not followed carefully.

3.2.5 Uniform NLFSR
The work of [7] produced the sufficient condition for the equivalence of the NLFSRs after
transformation; it was proved by showing that “nonlinear recurrences which describe the output
sequences of two NLFSRs are same”.thefeedback graphwas introduced which used to depict the relation
between variable the  feedback function, it was shown by [7] that the recurrence of the order n will exist
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if the feedback graph can be reduced to single vertex. The NLFSR whose feedback graph can be reduced
to single vertex are called uniform NLFSR.

It was shown by [7] that the uniform NLFR have the following general form shown below.( ) = 0 ≤ <( ) = ( ) ⨁ ,………… ≤ >
3.2.6 Example 3.3
In this example we will transform the Fibonacci NLFSR of the VEST-1 cipher in to Galois NLFR. The
Fibonacci representation of the VEST-1 cipher is shown below.f10 = x0 + x8x9 + x4 + x4x10 + x4x9x10 + x4x8x9 + x3 + x3x10 + x3x9x10 + x3x8 + x3x4+ x3x4x9 + x3x4x9x10 + x3x4x8 + x3x4x8x9 + x3x4x8x9x10
From the above ANF of the NLFSR we can determine the using the formula given in the 3.4.= max(1, 6, 6, 5, 7, 7, 5, 1, 6, 7, 5, 6, 7)= 7
Now since we want the Galois NLFSR to generate the same sequence as Fibonacci NLFSR. Because of this
reason we cannot shift the products lower than bit.Because of this reason inthis case the products
can only be transferred to bit locations 7, 8, 9 only. The above NLFSR is uniform NLFSR hence we can
express it according to the general format of uniform NLFSRs. So from bit position 0 to < the
functions will be of the following form ( ) = hence we can write them as shown below.0 = 11 = 22 = 33 = 44 = 55 = 66 = 7
For the bits to n the functions will be of the following form ( ) = ( ) ⨁ ,………… .

Here we must decide which products we want to shift to which bit positions (functions). Let’s shift the
products randomly such that the products are equally divided among the functions.[7] [6].7 = 8 + 0 1 5 6 7 + 0 1 5 6 + 0 1 5 + 0 1 6 7
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8 = 9 + 1 2 7 + 1 7 8 + 2 6 7 + 29 = 10 + 2 7 + 2 3 + 2 + 2 910 = 0 + 8 9 + 4 10 + 4 9 10
Figure 4:1 and figure 4:2 shows that area and delay for the Fibonacci NLFSR and Galois NLFSR after
synthesis.

Figure 3:1

Figure shows the synthesis results of the Fibonacci NLFSR.

Figure 3:2

Figure shows the synthesis results of the Galois NLFSR.

3.3 Selection of Best possible Galois NLFSR
As show in the above example(example 3.3) the delay has reduce after conversion from the Fibonacci to
Galois configuration, but one would have noticed in the above example that one can build several
versions of Galois NLFSR from the given Fibonacci NLFSR. But the problem is that not all the Galois
NLFSRs are minimal. Another possible Galois NLFSR for the Fibonacci NLFSR in example 4.3 is shown
below.

The above NLFSR is synthesized and the results of the synthesis are given in the figure below.7 = 8 + 5 6 + 1 + 1 7 + 1 6 78 = 9 + 2 6 7 + 1 + 1 8 + 1 7 89 = 10 + 2 7 + 2 3 + 2 3 8 + 2 3 8 9
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10 = 0 + 3 4 8 + 3 4 8 9 + 3 4 8 9 10

Figure 3:3

Figure shows the synthesis results of the Galois NLFSR.

One can notice that the results of the figure 4:3 are more optimal then the results of figure 4:2. This
clearly proves the claim that not all the Galois NLFSRs are optimal. Hence we need some efficient
algorithm to find the best possible NLFSR,in order to address this issue heuristic algorithm was proposed
by [6] that is discussed in details below.

3.3.1 Primary Cost Function for estimating critical path
The true critical path of the NLFSR functions can only be calculated after technology mapping. But since
we have too much functions it will not be feasible to use the synthesize tool to find the best NLFSR, the
alternative approach taken by [6] is to use the cost function (called ) to estimate the
critical path of the functions.  The is based on the assumption that the delay (critical
path) of the NLFSRs is equal to the depth of the 2-input AND gates and 2-input XOR gates which
implement the function. The pseudo code for the function from [6] is given below in
Algorithm 3.1. The example 3.4 shows how to calculate the primary costof NLFSR based on algorithm
3.1[6].

Algorithm 3.1
1. ≔ { | }
2. ℎ
3. ( ) = ( ). ⌈log (| |)⌉
/*|pj| is the number of variables in pj */
4. End for

5. ≔ ( ( 0), ( 1) ( 2) … . . | | )
6. While(|C|>1)
7. Find the lowest and second lowest element of C
8. Delete the first lowest element of C
9. ADD C(XOR) to the second lowest element of C
10. End while
11. ( ) ≔ ℎ
12. Return = ( )
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3.3.2 Example 3.4
Let suppose we have a function given below.f10 = x0 + x8x9 + x4x9x10 + x0x1x2x3x10 + x1x3x9x10
Let’s assume that the cost of the 2-input AND gate is 1 and the cost of the 2-input XOR gate is also 2.
Applying each step of the algorithm 4.1≔ {x0 x8x9 x4x9x10 x0x1x2x3x10 x1x3x9x10}( ) = { 0 1 2 3 2}( ) = {0 1 2 2 3} //just sorted for ease of visualizing.( ) = {3 2 2 3}( ) = {3 4 3}( ) = {4 5 }( ) = {7}
Hence the primary cost of the above function is 7.Figure 3:4 shows it the whole process in graphical
form.

3.3.3 Allocation of product terms
The work of [6] produced algorithm for the allocation of product terms to the functions on the basis
their cost. The algorithm is discussed in some detail below.

3.3.3.1 Number of allowed positions
It is the number of the allowed functions to which the product term can be shifted. It representation
is AP ( ). According to [6] the number of position to which the product term can be shifted depends on
the following factors.

 Minimum terminal bit , as discussed because products cannot be shifted lower then .
 Uniformity of the NLFSR also affects the number of positions. To guarantee the sequence of

NLFSR after transformation the NLFSR have to be uniform. To make uniform NLFSR the products
can only be shifted to position − 1 < ≤ .

 Parallelism also limits the number of allowed position. In order to increase the throughput of
the cipher algorithm parallelism is introduced. The bit positions chosen for the parallelism will
not be used for shifting the products.

 Sometime the state bits of the NLFSR are used in the function, to make sure the Galois NLFSR
and Fibonacci NLFSR produce same sequence one must make sure that minimum terminal bit is
not smaller then the state bit position.
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Figure 3:4 [6]

Figure shows the calculation of primary cost for the function

3.3.3.2 Average expected cost( ( ))
The AEC ( ) is calculated by shifting the product of the ANF to anotherfunction . Once the product
is shifted the new cost ( ⨁ )for the function is calculated and then the average is taken over all the
new costs. The products are shifted based on the AEC ( ) and the priority ( ). Some products can only
be shifted few positions for this purpose the priority( ) is used to give priority to such products. The
formula for calculating the priority for the product terms is calculated as shown below in equation 3.5( ) = ( )| | ( ( )) +

| | ( ( ))( ) Equation 3.5

The algorithm of [6] for product shifting is shown below by algorithm 3.2
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Algorithm 3.2
1. ≔ ℎ
2. ≔ { | } -{x0}
3. ℎ {0, 1, 2, … … . − 1}
4. = ( )
5. ( ) = 0
6. While P≠ 0
7. For each pj
8. Calculate priority using equation 3.5
9. End for
10. Select pi with highest priority(pi)
11. Shift pi to fk with the minimum cost C( ⊕ )
12. P=P-{pi}
13. End while
14. Return f0, f1, f2,………………
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Chapter four
4 Proposed Algorithm for Choosing the NLFSRs

4.1 Introduction
The heuristic algorithm introduced by [6] for choosing the NLFSR have some drawbacks, for example the
ANF (Algebraic Normal Form )of most of the stream cipher algorithm can be optimized if one assign the
products in such a manner, which optimize the function this will result in the reduced delay as well area.
The algorithm in[6] does not divide the products equally among the functions. Similarly the cost function
introduced by [6] have drawbacks, Which will be discussed and corrected in the proposed algorithm.
This proposed algorithm uses the corrected primary cost and several other costs are also used to choose
the best possible functions for the NLFSRs.  The rest of the chapter is organized as following. Section 4.2
will discuss the some of the drawbacks in[6]. Section 4.3 will give the big picture of the
proposedalgorithm.  Section 4.4 will discuss the cost functions of the algorithm. Section 4.5 will discuss
the combination generator of the algorithm. Section 4.6 will discuss the core algorithm for the selections
of functions. Sections 4.7 will discuss the drawbacks of the proposed algorithm and it will further discuss
why perfect algorithm is not possible.

4.2 Drawbacks of Previous Algorithm
The idea of using the Primary Cost functionto estimate the delay of the functionsin NLFSRs is very good
but the Primary Cost function has not taken in to consideration some properties of these functions.
Most of the functions of stream ciphers like VEST, ACHTERBAHN can be optimized.

4.2.1 Example 4.1
Let suppose a simple example functions and calculate the Primary Costsof the functions according to the
method of[6].

f20=x19+x0x1x8x10+x1x10+x4x5+x5 function 1
f20=x19+x0x1x8x10+x3x12+x4x5+x6 function 2

According to Primary Cost Function calculation method of [6] the primary cost of the both the functions
above will be calculated as shown in table 4:1

Table 4:1Table shows the Primary Cost of the functions 1 and function 2.

Pcost of function 1 Pcost of function 2= { } 2 = {0 2 1 1 0}= { } 2 = {2 2 1 1}= { } 2 = {2 2 3}= { } 2 = {4 3}= { } 2 = {6}



Algorithm for Non-Linear Feedback Shift Registers Delay Optimization 2010

27

As shown in the table 4:1 the cost of both functions is same. But as one can notice that the function 1
can be optimized because 1 10 is contained in the 0 1 8 10 and 5 is contained in the 4 5. If one
synthesize the functions 1 the synthesis tool will optimized the function 1 and its delay will be less as
compared to function 2 because optimization will reduce at least two XORs gates plus one AND gate.
Let’s assume that the synthesis tool will optimize the function 1 as shown below by function 3.20 = 19 + 0 1 8 10 + 4 5Function 3

If we calculate the of the optimized function (function 3) we would obviously see a
smaller value of the Primary Cost as shown below, here I assume the cost of AND and NAND gate is
same. = {0 2 1}= {2 2} = {4}
This proves that according to [6] the Primary Cost of function 1 and function 2 is same. But as we have
shown above function 1 is better than function 2 in terms of cost.

The algorithm in [6] do not divide the products equally among the functions, but if we divide the
products equally among the functions then the combinational logic will be equally divided among the
functions which will results in reduced delay.

4.2.2 Example 4.2
Let suppose we have the following function named function 410 = 0 + 0 1 3 4 + 2 4 5 6 8 + 8 9 + 1 2 + 4 7 8 + 1 3 4 + 5 6 + 3 5 9+ 2 3 5 9 10 4
If we run the algorithm [6] on function 4 the results produced by [6] is given in the figure 4:1 below

Figure 4:1

Figure shows the results of algorithm 6 for function 4

As shown above in the figure 4:1 the results produced by [6] do not divide the products equally among
the functions. But if we look at function 4 closely we will find that one can dividedproducts equally
among the functions. The results produce by hands are shown below in figure 4:2
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Figure 4:2

Figure shows the results of transformation for function 4 by hand

The Synthesis results of the figure 4:1 and figure 4:2 is shown in figure 4:3 and figure 4:4 respectively.

Figure 4:3

Figure shows the synthesis results of figure 4:1

Figure 4:4

Figure shows the synthesis results of figure 4:2
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As shown in figure 4:3 and figure 4:4 that if we divide the products equally among the functions, we can
improve the results. Since the algorithm in [6] does not divide the products equally, this is obviously its
limitation.

The third drawback of the [6] is that itdoes not divide the products among functions in an efficient
manner. We can divide the products among functions in sucha manner, which will results in a
optimizations, which is the efficient division of products among the functions.

4.2.3 Example 4.3
Let suppose we have a function named function 5 given below.f20=x0+x1x2x3x4+x2x5x6x7+x8x9x10x11+x1x12x13x18+x3x4+x6x7+x10x11+x13x18 function 5
If we run the algorithm [6] on the function 5, the result for that is shown in the figure 4:5 below.

Figure 4:5

Figure shows the results of [6] for function 5

From figure 4:5 one can observe that the products are not divided between the functions in the
efficient manner. The critical path and the area of the functions in figure 4:5 after synthesis is shown in
the figure 4:6 below.

Figure 4:6

Figure shows synthesis results of the functions in figure 4:5
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If one can distribute the products among functions efficiently, that will result in a less area and critical
path. For example in case of function 5, one possible good distribution is shown in the figure 4:7 below
which is produced by hand.

Figure 4:7

Figure shows one possible efficient distribution of products among functions for function 5

The critical path and the area of the functions in figure 4:7 after synthesis is shown in the figure 4:8
below.

Figure 4:8

Figure shows synthesis results of the functions in figure 4:7

One can see that the results produced from the figure 4:7 are much better then results produced from
functions of figure 4:5. This clearly demonstrates that the algorithm in [6] is not intelligent enough to
distribute the products in efficient manner. In order to address all these issues discussed in example 4:1,
example 4:2 and example 4:3 another heuristic is developed, which will take care of the issues present
in the algorithm proposed in [6].
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4.3 Big Picture of the Proposed Algorithm
The figure 4.9 shows the different steps of the algorithm. The algorithm starts by taking the input
functions. After input the terminal bit for the function is calculated. The method of calculating the
terminal bit is discussed in chapter 3 section 3.2.4. As discussed in chapter three the terminal bit
determines the level or the point to which the products can be shifted. Shifting the products below
terminal bit will result in erroneous transformation. The List Makermodule shown in the figure 4.9 will
make a list of all functions which are greater and equal to terminal bit and are not the restricted
functions (Some functions can be restricted by user so these functions are not included by the List
Maker in to list). Then the List Maker shifts the products to the functions which can be shifted to the
functions.The list maker produces vectors; each vector corresponds to a function which stores products
inside them. The Functions Generator receives the vectors and uses the combination algorithm to
produce the functions.

Figure 4:9

Figure shows the different steps of the algorithm

The algorithm uses several cost functions to estimate the critical path of the NLFSRs in best possible
way, the output of the Function Generator goes to the four cost functions and for each generated
function the Primary Cost, Secondary Cost, Number of XOR cost,and Number of Literalscost is
calculated. Each function is stored in a vector along with its five costs and index. The purpose of the
Multi Criteria Sort in figure 4.9 is to sort all the functions generated by function generator, the Multi
Criteria Sortmodule sorts the functions according to the cost functions. The Algorithm module in figure
4.9 chooses the functions for the Galois NLFSR in such a way that the critical path is reduced. Once the
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functions for the Galois NLFSR are produced, the VHDL writer module is used to produce the VHDL file,
which can be synthesized.The modules of figure 4.9 are discussed in more details and explanation in the
sections below.

4.4 List Maker Module
The List Maker Module produces vectors, which are equal to the number of the functions to produce for
the Galois NLFSR. Each vector corresponds to the function in the Galois NLFSR. The vectors also consist
of all the possible products which can be shifted to the specific function. The example 4.4 shows how
the List Maker Module will generate the list for the given Fibonacci NLFSR function.The algorithm for
making the List Maker is shown by the algorithm 4.1.

4.4.1 Example 4.4
Let suppose we have the Fibonacci NLFSR represented by the10 = 0 + 0 1 2 + 1 2 3 + 3 6 7 10 + 1 2 + 4 6 + 2 3 4
In this case the terminal bit is 7, so we cannot shift the products below 7, so we can only shift the
products to bit-position 7 to bit-position 10. The List Maker Module in this case will make the list of
vectors named v7, v8, v9, v10. The four vectors now points to the four functions that can be generated
for the Galois NLFSR. The List Maker will shift the products to vectors if they can be shifted.The figure
4:10 shows the list of vector after the List Maker Module has produced its output. Once can also notice
in the figure 4:10, that the index of the products change after shifting the products. As shown in figure
4:10 not every product can be shifted to every vector here for example we can only shift the product
x1x3 and x0x3x4x7 to vector v7 and not other products.

Figure 4:10

Figure shows the output of List Maker Module for function 6 in example
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4.4.2 Complexity of the List Maker Module
The complexity of the List Maker Module in Big notation is ( × × ). Where k is the total number
of bit position from terminal bit to function degree, p is the total number of product in a function and l is
the total number of literals in the product of a function.

4.5 Function Generator Module
Function Generator Module uses the output of the List Maker Module to produce functions. The
Function Generator Module visits each vector produced by the List Maker Module and uses the
combination algorithm to produce the functions for vectors in the list. Function Generator Module does
not produce the all possiblefunctions of all sizes(here size refers to number of products inside function),
in fact it calculates the size of the functions for each function and produce functions. If function
Generator had to produce all the possible functions of all sizes, then the total number of functions
would have been too much to analyze, and it would have increased the execution time of algorithm. So
before starting and producing functions, the Function Generator Module calculates the size of functions
to be produced, the size of the functions is calculated by dividing the total number of products by total

Algorithm 4.1

1. F≔Feedback function of the Fibonacci NLFSR
2. V:={vi|vi are the vectors representing functions and holding products.
3. K≔{kx│kx are the bit positions from terminal bit to function degree}
4. P≔{pj│pj are the product terms in the ANF of the function}
5. L≔{li│li are the literanls of the products pj in ANF of function F}
6. for each kx Ɛ K do
7. for each pj Ɛ P do
8. flag=0
9. for each li Ɛ L do
10. calculate the new index for the literal of product
11. if(new index of literal≥0 && flag!=-1)
12. flag=1
13. else
14. flag=-1
15. end if
16. end for
17. if(flag==1)
18. push the product pj to vector vi
19. end if
20. flag=0
21. end for
22. if(size of vector vi≥1)
23. push the vector vi to the List V
24. end if
25. end for
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number of functions.Sometimes the numbers of products in avector for a particular function are less
than the size of the function.In that case the extra products are further divided among the later
functions. Let suppose we have 20 products and 4 functions, in this case the average size of functions is
5. Now let suppose we can shift only one product to the first function, then the algorithm in Function
Generator Module will detect such a scenario and it will divide the remaining products among the later
three functions.Once the size of the functions is finalized, the combination algorithm comes in to play
and produces all possible functions of a particular size. The functions are stored along with the Boolean
values of their products. Let suppose we have a function 10 = 0 + 1 2 3 + 7 8 produced by the
Function Generator Module, then three Boolean values 00000000001, 00000001110, and 00110000000
will be stored along with the function. One can notice that the length of the Boolean string is
function_degree+1, which is 11 in this case. The Boolean values of the products are generated by simply
placing a 1 in the place where the literals are present in a product. The reason of calculating the Boolean
strings is that they provide a fast way for checking the containment of one product inside another; it will
be discussed further in the coming sections. The algorithm for the function generator is shown in the
Algorithm 4.2 below.

Algorithm 4.2

1. ≔ { | ℎ ℎ ℎ , ℎ }
2. ≔ { | are the products produced by the combination algorithm}3. ≔ { | ℎ ℎ }4. ≔ { | ℎ ℎ , }5. ≔ { | ℎ ℎ }6. ℎ
7. Calculate the Size for each function and Put it in to Vector S
8.9. ℎ10. // we know the formula for number of combinations is = !!( )!11. =12. =13. Produce the combinations of size r, for vector vi14. ℎ ( ℎ )15. = 016.17. ℎ18. Calculate Boolean value of the product19.20.21.22. ℎ23.
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4.5.1 Complexity of Function Generator Module Algorithm
Complexity of the algorithm in Function Generator Module is O ( × × × ). Here v is the size of
vector holding the vectors generated by list maker, is the total number of combinations produced, r
is size of functions and l is the number of literal in product produced by the combination generator.

4.6 Cost Functions of the Algorithm
The Cost functions of the algorithm are used to estimate the critical path of the NLFSRs. The output of
the Function Generator goes to all the five cost functions, these five cost functions are explained one by
one below.

4.6.1 Number of XOR Reduced Cost
This cost functions is used to estimate how much the function can be optimize. This cost function
receives the output of the Function Generator Module, and it find if the products of the functions are
contained in one another. It counts how many products are contained in one another and return the
value of the count.To find the containment of the product inside the other products the following
method shown below is applied.1 = 1 2 (Bitwise AND operating)2 = 1 2 (Bitwise OR operating)1 1 2 2 ℎ 1 2,
The Algorithm for the Number of XOR Reduced Cost is shown by algorithm 4.3 below

Algorithm 4.3
1. ≔ { | ℎ ℎ }
2. ≔ { | ℎ ℎ }
3. ≔ { | ℎ ℎ }
4. ≔ { ℎ }
5. _ ≔ { | ℎ ℎ
6. ℎ ℎ }
7. = 0
8. ℎ
9. Find product in the master_list
10. Find product in the master_list
11. ℎ
12. ( ℎ )
13. ( ℎ )
14. =
15. =
16. ( )
17. Put in to master_list
18. Increment numxor by one
19. e
20.
21.
22.
23.
24. Return numxor
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The algorithm 4.3 takes care of the situation which could lead to erroneous results. For example let
suppose the following function 10 = 0 + 1 2 + 4 5 6 7 + 4 5 + 6 7 + 1 is received by the
cost function. In this case 1 is contained in the 1 2. While 4 5 6 7 are contained in the4 5 6 7. If we observe the function closely either 4 5 can contain in 4 5 6 7 or either 6 7 can
be contained in the 4 5 6 7 but not both at the same time, because XORing 4 5with 4 5 6 7 will

make the original 4 5 6 7 product look like this, 4 5 6 7 and in this case it will not be possible for6 7 to be contained in 4 5 6 7product. If one had to ignore such a problem then in that case the
return value of the cost function would have be 3, which is misleading because it tells that three XORs
can be reduced in this function, but actually it’s not the case as discussed. The algorithm 4.3 detects
such a scenario and returns the correct value which is 2 in this case because actually we can only save
two XORs.

4.6.1.1 Complexity Number of XOR Reduced Algorithm
The complexity of the algorithm is ( )here is the number of products in the function.

4.6.2 Primary Cost Function
The primary cost function is used to estimate the critical path of the function. The algorithm proposed in
[6] also uses the Primary Cost Function, but it had some flaws as discussed in section 4.2. The algorithm
of this thesis will used the same Primary Cost Function, but with some slight modifications. Section 3.3.1
discussed the Primary Cost Function in greater detail. In this section we will discuss the difference
between the Primary Cost Functions presented in the thesis and the one presented by [6]. The modified
algorithm for the Primary Cost Functions is given below.

Algorithm 4.4[6]
1. ≔ { | }
2. ℎ
3. ( ) = ( ). ⌈log (| |)⌉
4. /*|pj| is the number of variables in pj */
5. End for

6. ≔ ( ( 0), ( 1) ( 2) … . . | | )
7. While(|C|>1)
8. Find the lowest and second lowest element of C
9. Delete the first lowest element of C
10. ADD C(XOR) to the second lowest element of C
11. End while
12. ( ) ≔ ℎ − ( ) ∗
13. Return = ( )
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One can note that the only difference between the Primary Cost Functions is at line 12. The algorithm of
thesis subtracts the cost of XORs that can be reduced. Let say if the functions can be optimized and we
can reduce two XORs then 2*cost_of _XOR will be subtracted from the Primary cost function. This
modification in the Primary Cost Functions will help overcome the flaw of Primary Cost Function in
[6]which is discussed in detail with the help of example 4.1.

4.6.2.1 Complexity of Primary Cost Function
The complexity of the Primary Cost Function is (| | (| |)) where P is the Number of products in the
function.

4.6.3 Secondary Cost Function
The Secondary Cost Function is used to count the total number of unique literals in a function.The figure
4:11 shows two functions name function 1 and function 2, along with their Secondary Cost.

Figure 4:11

Figure shows a function 1 and function 2 along with their Secondary Cost

One can note that the function 1 and function 2 in figure 4:11 both have same number of literals, but in
function 1 some liberals are repeatedly used which reduced its Secondary Cost from 15 to 11. On the
other hand in function 2 all the literals are unique hence its Secondary Cost is equal to number of its
literals. In terms of critical path and area function 1 is better than function 2 because function 1 has
products which are partially contained in one another which help in reducing the critical path.Figure
4:12 and 4:13 shows the synthesis of function 1 and function2 respectively, which proves the usefulness
of the Secondary Cost Function because Secondary Cost of the function1 and function2 reflects the
results of synthesis. The algorithm for calculating the Secondary Cost is shown by algorithm 4.5.
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Figure 4:12

Figure shows synthesis of function 1

Figure 4:13

Figure shows synthesis of function 2

Algorithm 4.5

1. ≔ { | ℎ ℎ2. : = { | ℎ ℎ }3. ≔ { | ℎ ℎ }
4. ≔ { ℎ ℎ ℎ }
5. N:={Number of products in the function}
6. scost:={variable which holds the secondary cost}
7. ℎ {0,1,2 … . . } do
8. = |
9.
10. = )
11.
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4.6.3.1 Complexity of the Secondary Cost Function
The complexity of the secondary cost is ( ), here is the number of products in a function.

4.6.4 Number of Literals Cost Function
The Number of Literals Cost Function as the name suggest counts the number of literals in a function.
The goal of the functions is to help choosing such functions for NLFSR in which all the functions have
almost same number of literals. This helps in distributing the combinational logic equally among all the
functions. Please note that functions with equal number of literals do not produce optimal and good
results all the time. The algorithm which we will discuss in the coming sections decides when to produce
functions with equal number of literals. The algorithm for calculating the number of literals in a function
is represented by algorithm 4.6.

4.6.4.1 Complexity of the Number of Literals Cost Function
The complexity of the function is ( × ), here is the total number of products in a function and D
is the Degree of function.

Algorithm 4.6

1. ≔ { | ℎ ℎ2. : = { | ℎ ℎ }3. ≔ { | ℎ ℎ }4. ≔ { }5. ≔ { }6. ≔ { }7. ≔ { }8. ℎ {0,1,2 … … . − 1}9. ℎ {0,1,2 … … . }10. =11.12. = +13.14.



Algorithm for Non-Linear Feedback Shift Registers Delay Optimization 2010

40

4.7 Multi Criteria Sort Function
All the functions are stored in a structure along with their costs. Each function has four Costs. The
purpose of the Multi Criteria Cost Function is to sort the functions according to some priority. For
example in this algorithm priority is in the following order, Number of XOR Reduced Cost, Number of
Literals Cost Function, Primary Cost Function, and Secondary Cost Function. It means that sort function
will first Sort and list functions which can be optimized. Then it try to sort all the functions such that all
the functions have equal number of literals but without disturbing the selection of higher priority cost
function which in this case is Number of XOR Reduced, similarly functions are sorted according to
Primary and Secondary Costs, without disturbing the selection of higher priority costs. As discussed in
section 4.6.7 functions with equal number of literals does not produce the optimal results all the time,
hence for this reason Multi Criteria Sort Function runs two times. When it run for the first time it
sortsthe functions, and places those functions on top which have low Number of literals Cost. When it
runs for the second time, it sorts functions, and bring those functions on the top which have Number of
literal Cost equal to Average Number of Literals in the function. The Algorithm for the Multi Criteria Sort
Function is given shown below by algorithm

4.7.1.1 Complexity of the Multi Criteria Sort Function
Let suppose the total number of functions sorted by the sort functions are equal to the number of
functions generated by function generator. Let say the total number of functions generated are then

the worst case complexity of Multi Criteria Sort Function will be ( ).

ℎ ℎ ℎ ℎ ℎ ℎ ℎ }

Algorithm 4.7

1. _ _ : = { }
2. ≔ { | ℎ }
3. : = { }
4. : = { }
5. : = { }
6. _ _ ≔ { ℎ
7. ℎ }
8. ≔ { ℎ ℎ ℎ ℎ ℎ
9. ℎi.ii.iii.iv.
10. ℎ ℎ 7
11. ℎ
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4.8 Algorithm for Selection of Functions
As discussed in section 4.7. The Multi Criteria Cost functions produce two lists of functions after sorting.
In first list the functions are sorted in such a way that the function with least number of literals will come
at the top. In the second list the functions which have number of literals equal to average number of
literals or close to average number of literals will come to the top of the list. The algorithm for selection
goes on and selects the functions for the NLFSR from the top of each both list. After the functions are
selected from both of the list, we will have two set of functions for the NLFSR. Cost functions are used to
find the best set. Following are the cost functions which decide which set of functions to choose from
the two available sets.

 Critical Path
 Sum of Primary Cost
 Sum of Secondary Cost

The Primary Cost and Secondary Cost Function were already discussed in the previous sections. These
three new Costs Critical Path, Sum of Primary Cost, and Sum of Secondary Costs, are based on the
Primary and Secondary Cost, whichwere discussed in section 4.6.2 and Section 4.6.3 respectively. The
algorithm for functions selection is shown by algorithm 4.8 below.

4.8.1 Critical Path
The critical path of the set of functions is the highest Primary Cost. Let suppose we have a set of
functions which are given below along with their primary cost.

a) 8 = 9 + 1 2 + 3 4 + 5 6 =
b) 9 = 10 + 4 5 6 8 + 2 5 7 8 + 1 4 3 =
c) 10 = 0 + 1 2 + 4 = ==

The critical path in this case is 6 because we have a function which has a maximum primary cost of 6.

4.8.2 Sum of Primary Cost
As the name suggest it’s the sum of the primary cost of all the functions in a given set of functions for
Galois NLFSR.If we consider the same set of functions as in section 4.8.1. Then in the case the Sum of
Primary Cost will be 15 (5+6+4=15).

4.8.3 Sum of Secondary Cost
The Sum of Secondary Cost is calculated by taking the sum of Secondary Cost of all the functions in a set
for a given Galois NLFSR. Let suppose we have the set of functions along with their Secondary Cost.

a) 8 = 9 + 1 2 + 3 4 + 5 6 =
b) 9 = 10 + 4 5 6 8 + 2 5 7 8 + 1 4 3 =
c) 10 = 0 + 1 2 + 4 = ==
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Algorithm 4.81. ≔ { ℎ ℎ ℎ }2. ≔ { ℎ ℎ ℎ ℎ = 0 }3. ≔ { ℎ ℎ ℎ ℎ = 1 }4. :={ ℎ ℎ ℎ ℎ ℎ , ℎ ℎ }5. :={ ℎ ℎ ℎ ℎ ℎ , ℎ ℎ }6. ≔ { ℎ }7. ≔ { ℎ }8. ≔ { ℎ ℎ }9. ≔ { ℎ ℎ }10. ≔ { ℎ ℎ }11. ≔ { ℎ ℎ }12. ≔ { ℎ = ( ) + ( 0, 1, 2, 3 … )} ≤ <13. ≔ { ℎ }14. ≔ { ℎ }15. : = { ℎ }16. ≔ { ℎ }17. = 0 − 118. = 0 − 119. ℎ20. ℎ ℎ 1 =21. end for22. If flagok1 is false23. Continue with next24. = 0 − 1 do25. If all the products of functions ℎ ℎ ℎ26.27.28.29. = 0 − 130. = 0 − 131. ℎ32. ℎ ℎ 2 =33. end for34. If flagok2 is false35. Continue with next36. = 0 − 1 do37. If all the products of functions ℎ ℎ ℎ38.39.40.41. ( < )42.43. ( > )44.45. <46.47. ( > )48.49. <50.51. >52.53.54. End55. Use F set.56. End if
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As shown by algorithm 4.8 the algorithm first compare the critical path of the both set of functions, let
suppose we have set Fx and Fy which represents the two set of functions for the Galois NLFSR. The
algorithm will select the set of functions with small critical path cost, if the critical path cost is same for
both sets then the sum of primary cost will be checked for the comparison, and the set of functions with
smaller sum of primary cost will be selected, and similarly if the sum of primary cost is same then sum of
secondary cost will be used to chose the set of functions. If all the cost are same for both the set of
functions then the algorithm will choose set of functions with number of literals cost smaller.

4.8.4 Complexity of the Functions selector Algorithm
The complexity of the functions selector algorithm is ( × × (log| |)), here N is the total number
of functionswhich were generated by the function generator module, they are of
form = ( ) + ( 0, 1, 2, 3 … )} with index range ≤ < , G is the total
number of functions with index and is the total number of products in a function .

4.9 VHDL Writing Module
This functions selector algorithm discussed in section 4.8 selects the functions for the Galois NLFSR. This
module produces the VHDL for the NLFSR based on the selected functions for the NLFSR. VHDL
produced is synthesizable and it can be used as a input to the synthesis tool.
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Chapter five
5 Hardware Implementation

5.1 Introduction
The algorithm in [6] used Cadence RTL Compiler for the synthesis of the VHDL files. In order to compare
the results with [6] the same RTL compiler was used.The script used for synthesis by [6] was also used to
produce the results of the proposed algorithm to make sure that all the optimizations applied by [6] are
also applied here. The chapter is organized as following. Sections 5.2 will discuss the general steps used
for the logical synthesis. Section 5.3 will discuss briefly the script used for synthesis. Sections 5.4 will give
an example and will discuss in details how to synthesize the VHDL code produced by the algorithm.

5.2 Logical Synthesis
Logical Synthesis is a process in which the high level description of the design is converted in to the
optimized gate level description with the help of a synthesis tool and technology library. The technology
library is the set of standard cells such as AND, OR, NAND, NOT. Technology library can also contain
macro cells such as ADDER, MUX, and Multiplieretc. The technology library for the synthesis is mostly
known by the size of its transistors such as 90 and 45 (12). The figure 5.1 shown below shows
the logical synthesis, the input to the synthesis tools is HDL(Hardware Description Language) files and
technology library, the output of the synthesis tool is Gate level netlist which is the optimized gate level
representation of the HDL design using the standard cells in the technology library.

Synthesis
Tool

HDL
Files

Technology
Library

Gate Level Netlist

Figure 5:1 [13]

Figure Shows how a logical synthesis works
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The Figure 5.2 shows the generic steps required to synthesize the design using the synthesis tools. Each
step in the synthesis is discussed briefly below.

Figure 5:2 [14]

Figure Steps Involved in Logical Synthesis.

5.2.1 HDL Files
The input to the synthesis tool is HDL, which can be Verilog, VHDL and System Verilog files. This is the
high level implementations of the design. The HDL files must be synthesizable for synthesis to be
completed successfully.

5.2.2 Set Search Path and Timing Libraries
In order for the synthesis tools to work on our design we must set the search path for the HDL files,
script files and libraries files. These paths tell the synthesis tools where the specific files should be
searched. To set the search paths, first start RC and type the following commands at the console of the
RC compiler.
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_ _ ℎ_ ℎ ℎ /
Here the _ ℎ_ ℎ attribute will set search path for the libraries. The name path will be replaced
by the path of the library we want to set._ _ ℎ_ ℎ ℎ /
The _ ℎ_ ℎ attribute will set the search path for the scripts. All the scripts will be located
in the directory pointed by the path._ ℎ _ ℎ_ ℎ ℎ /
The ℎ _ ℎ_ ℎ attribute will set the search for the HDL files; all the HDL files will be located by
the synthesis tools in a place pointed by the path.

After setting the search path for scripts, hdl and libraries the next step is to set the target library for the
synthesis tool. This is the library whose standard cells will be used by the synthesis tool to produce the
gate level netlist. To set the target library execute following command in the console of RC compiler._ _ . /
Here the library_name.lbr should be replace by the real name of the library.

Before synthesis one also need to set the synthesis mode of the synthesis tool. Cadence RTL compiler
supports two types of modes that is WIRELOAD mode and PLE (physical layout estimator) mode. We will
use WIRELOAD model and that is set by default so we don’t need to change anything [14].

5.2.3 Load the HDL Files
Loading HDL files means reading the HDL files in to the RTL compiler. _ℎ Command is used by the
RTL compiler to read the HDL files, this command also checks the files for syntax errors. The method for
reading the HDL files is given below using _ℎ command._ℎ { 1. 2. 3. }
The above command will result in reading three files name file1, file2 and file3; they will be checked for
syntax errors also [14].

5.2.4 Performing Elaboration
The elaboration is only needed for the top level design. The command is used for the
performing elaboration. The elaborate command performs the following tasks.

 Builds the data structure

 Infers the Registers in the Design

 Performs the high level optimizations, such as dead code removal

 Checks Semantics.
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After this step the RTL compiler holds all the designs in a data structure and constrains can be applied on
the design [14].

5.2.5 Applying Constrains
After loading the HDL files and elaborating the one can apply the constrains on the design. There are
three kinds of constrains.

 Operating Conditions

 Clock waveform

 I/O Timing

The operating conditions specify the environment under which the design can be operated. One can set
the operating conditions to BEST, TYPICAL, and WORST types.  The clock waveform constrains is used to
define the clock for the design at which the design will operate. The I/O timing constrains specify arrival
of the data at input and availability of the data at output [14].

5.2.6 Applying Optimizations Constrains
Some time the design cannot meet the timing or area requirements, in order to meet the design
requirements different optimizations constrains are applied. Following are some of the optimization
constrains that a designer can set [14].

 Removing Designer made Hierarchy (Ungrouping)

 Creating Some Hierarchy in the Design (Grouping)

 Setting Boundary Optimization (boundry_opt)

 Optimizing total negative Slack (endpoint_slack_opt)

5.2.7 Synthesis of the Design
To synthesize the design the ℎ − _ command is used. By default the synthesis tool
uses medium effort to synthesize the design. One can change the effort of the synthesis tool to high or
low also. For example to set the effort of the synthesis tool to high on should execute the following

command ℎ − _ – ℎ ℎ . When the effort is high the synthesis tool takes a
lot of time in synthesizing the design, it performs very aggressive optimizations steps during this mode.
If the synthesis is taking too long and the optimization is not needed one can set the level of effort to
medium or low to synthesize the design quickly [14].

5.2.8 Analyzing the Design
Once the design is synthesized the detailed report can be generated about timing and area using the
report command. For example to generate the report about area one can type , similarly
for timing report type (14).

5.2.9 Export the Design
Once the synthesis is completed successfully, one can generate the netlist and SDC (a file which contains
the design constrains) file for the Place and Route tools such as encounter. The _ℎ command is
used for writing the netlist, while _ is used to write the SDC file [14].
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5.3 Script Used for Synthesis
To synthesize the design one will have to apply all the steps for RTL synthesis discussed in section 5.2.
Since its very easy to apply all the command in a script file and let the tool apply them one by one, we
have written the script which will synthesize the design and take all the steps which are needed to
synthesize the design. The TSMC’s 90 core library with typical conditions was used for the synthesis.
The script for synthesis is given in the figure 5.3 below.

Figure 5:3 [6]

Figure shows the script written for the synthesis of the NLFSRs

As shown in figure 5.3 the scripts first set the search path for the library, and the HDL files. It also set the
log file for recording the events during the synthesis,if something goes wrong one can see the details

1. #setting the Search Path for the Library

2. set_attributelib_search_path

/afs/it.kth.se/pkg/synopsys/extra_libraries/standard_cell/TSMC/tcbn90g_110a/Front_En

d/timing_power/tcbn90g_110a/

3. #setting the Search Path for the HDL files

4. set_attributehdl_search_path /afs/isk.kth.se/home/s/shafqatu/my_design

5. #set_attributestdout_log GL/Logfile.log #Log file for recording synthesis events

6. set_attribute library tcbn90gtc.lib#setting the target library for synthesis

7. read_hdl -vhdl p1.vhd # reading input files

8. elaborate f2g #elaborating the Design

9. # Setting the Design Constrains and Units

10. dc::set_time_unit -nanoseconds

11. dc::set_load_unit -picofarads

12. dc::create_clockclk -period 0

13. synthesize -to_mapped -effort high # synthesize the Receiver block

14. # reports for the Receiver block

15. report timing > /afs/isk.kth.se/home/s/shafqatu/my_design/p1/timing.txt

16. report area > /afs/isk.kth.se/home/s/shafqatu/my_design/p1/area.txt
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about that in the log file. The line 6 of the script shows the setting of the target library for the design
which in this case is TSMC 90 . Line 7 shows the reading of the HDL files in the synthesis tool, which
check the HDL files for checking syntax errors. Line 8 will elaborate the design. The line 10 and 11 shows
the unit which are set for time and load. The line 12 shows that the clock period is set to zero, the
purpose of setting it to zero is to make the synthesis tool optimize the design for time as much as
possible. The line number 13 will start synthesizing the design if all the previous steps are successfully
completed, one can notice that the effort option of the synthesis is set to high which will result in a
better and highly optimized design. The report for the timing and area is generated by the last two lines
of the script using the command.

5.3.1 Example 5.1
Let suppose we have a as shown below.

f20<=x0 +x1 x2x8x10+x1x2x8x12+x4x5+x4x16x17x18

The VHDL of the for the is shown below in the figure 5.4

Figure 5:4

Figure shows the VHDL code for function A

1. libraryieee;
2. use ieee.std_logic_1164.all;
3. entity f2g is
4. port(clk, reset :in std_logic;
5. f2gout_10 :out std_logic
6. );
7. end entity;
8. Architecture rtl_f2g of f2g is
9. signal x0,x1,x2,x3,x4,x5,x6,x7,x8,
10. x9,x10,x11,x12,x13,x14,x15,x16,x17,x18,x19,x20 :std_logic;
11. begin
12. process(clk, reset)
13. begin
14. if(clk'event and clk='1') then
15. if(reset='1') then
16. x0<= '1'; x1<= '1'; x2<= '1'; x3<= '1'; x4<= '1'; x5<= '1'; x6<= '1'; x7<= '1'; x8<= '1';
17. x9<= '1'; x10<= '1'; x11<='1'; x12<='1'; x13<='1'; x14<='1'; x15<='1'; x16<='1'; x17<='1'; x18<='1'; x19<='1'; x20<='1';
18. else
19. x0<= x1;   x1<= x2;   x2<= x3;   x3<= x4;   x4<= x5;   x5<= x6;   x6<= x7;x7<=x8; x8<=x9; x9<=x10; x10<=x11; x11<=x12;

x12<=x13; x13<=x14; x14<=x15; x15<=x16; x16<=x17; x17<=x18;x18<=x19; x19<=x20;

x20<=x0 xor(x1 and x2 and x8 and x10) xor (x1 and x2 and x8 and x12) xor(x4 and x5) xor (x4                    and x16 and x17 and
x18);

20. end if;
21. end if;
22. end process;
23. f2gout_10<= x20;
24. end rtl_f2g;
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If we apply the script of figure 5.3 to the VHDL code in figure 5.4, the synthesis tool will map the high
level design of the figure 5.4 to standard cells present in the TSMC 90 library. The schematic
generated by the synthesis tool for the function A is shown in the figure 5.5 below. Figure 5.6 shows the
report about the area and timing of the design. One can observe that the slack of the function A design
is negative it because we set the lock to zero.

Figure 5:5

Figure shows the schematic of the after synthesis.

Figure 5:6

Figure shows the timing and area report for the design
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Chapter Six
6 Results and Conclusion

6.1 Introduction

This chapter will discuss the results achieved by the heuristic algorithm. There are several NLFSR based
stream ciphers such as Grain-80, Grain-128, Vest, Achterbahn, and cipher[8]. The algorithm was applied
on the Fibonacci NLFSR of the four mentioned stream ciphers. Sections 6.2 will discuss the results for
the algorithm and will compare results against the results of the algorithm [6]. Section 6.3 will discuss the
pros and cons of the thesis algorithm. Section 6.4 will discuss the future work needed to improve the
results further.

6.2 Results

6.2.1 VEST Results
There are 31 different variants of the VEST stream ciphers; the algorithm was applied on all the variants
of the VEST. The results of thesis algorithm is compared against the results of algorithm in [6] is shown
below by the table 6:1. One can observe from the table 6:1 that the overall delay of the NLFSRs
improved by 5.28% and the area improved by 17.39%.For the purpose of comparison the delay
improvement for VEST is plotted against the delay improvement of the algorithm [6] in figure 6:1. One
can see from figure 6:1 and table 6:1 that for some VEST variants the delay improved by as much as
17%. In some cases the algorithm is unable to improve, for example in case of VEST_9 the delay of thesis
algorithm is 293 while the delay of algorithm [6] for VEST_9 is 288. Similarly the algorithm failed to
improve the delay in case of VEST_15, VEST_17, VEST_21, VEST_26, VEST_27, VEST_29 and VEST_30.
One can notice that although in some cases the algorithm was unable to improve the results for some
variants of VEST, one can see that the difference between the results is very less or insignificant in other
words the results are almost same which can be realized from figure 6:1. On the other hand the
improvements made by the thesis algorithm are very significant.

The result of the area improvement for VEST is shown in the figure 6:2 and table 6:1. The figure 6:2
shows the area plot of thesis algorithm against the algorithm [6]. One One can observe from table 6:1
that the area improved by 17.39% on average.  For some variants of VEST the area improved by more
than 60%. Some VEST variants area is not improved as compared to the algorithm [6] area but as shown
in figure 6:2 the difference between the cases which are not improved is very small.
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Figure 6:1

Figure shows the Delay Improved for the VEST cipher.
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Figure 6:1

Figure shows the Delay Improved for the VEST cipher.
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Figure 6:2

Figure shows the area improvement for the VEST cipher.
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Table 6:1Table Shows the Area, Delay and Execution time of the algorithm for NLFSRs of stream ciphers. The table compares the
results of the heuristic algorithm with the results of algorithm [6]. The difference between two is given in the difference section,
the negative number shows negative improvement. The overall improvement of each stream ciphers is shown in the last row of
the table.

NLFSR NLFSR for algorithm in (6) NLFSR results for Thesis Algorithm Difference in

Execution Execution Execution

AreaDelay Time Area DelayTime Area DelayTime

VEST_1 177 296 0 178 288 0.5 -1 8 -0.5

VEST_2 194 316 0 131 286 0.83 63 30 -0.83

VEST_3 170 310 0 147 277 0.29 23 33 -0.29

VEST_4 193 311 0 99 257 0.82 94 54 -0.82

VEST_5 166 305 0 168 305 0.82 -2 0 -0.82

VEST_6 177 311 0 190 295 0.81 -13 16 -0.81

VEST_7 179 313 0 140 288 0.78 39 25 -0.78

VEST_8 166 305 0 88 255 0.28 78 50 -0.28

VEST_9 166 288 0 108 293 0.3 58 -5 -0.3

VEST_10 194 323 0 174 301 0.83 20 22 -0.83

VEST_11 186 315 0 114 279 0.5 72 36 -0.5

VEST_12 203 302 0 69 269 0.29 134 33 -0.29

VEST_13 172 292 0 165 294 0.84 7 -2 -0.84

VEST_14 189 313 0 120 285 0.84 69 28 -0.84

VEST_15 185 322 0 214 324 0.84 -29 -2 -0.84

VEST_16 205 320 0 191 309 0.82 14 11 -0.82

VEST_17 170 307 0 202 316 2.76 -32 -9 -2.76

VEST_18 160 318 0 142 317 0.66 18 1 -0.66

VEST_19 170 316 0 170 312 0.7 0 4 -0.7

VEST_20 196 338 0 134 305 2.74 62 33 -2.74

VEST_21 186 328 0 136 338 2.72 50 -10 -2.72

VEST_22 173 344 0 166 312 2.8 7 32 -2.8

VEST_23 194 349 0 77 299 2.72 117 50 -2.72

VEST_24 180 335 0 162 323 2.71 18 12 -2.71

VEST_25 179 327 0 90 287 2.77 89 40 -2.77

VEST_26 146 320 0 195 325 2.77 -49 -5 -2.77

VEST_27 201 322 0 180 327 2.73 21 -5 -2.73

VEST_28 162 313 0 189 329 0.66 -27 -16 -0.66

VEST_29 156 353 0 237 328 2.72 -81 25 -2.72

VEST_30 177 301 0 97 308 0.69 80 -7 -0.69

VEST_31 164 326 0 100 288 1.29 64 38 -1.29
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Achterbahn_1 294 320 0 305 328 17.36 -11 -8 -17.36

Achterbahn_2 268 307 0 309 292 3.38 -41 15 -3.38

Achterbahn_3 300 301 0 267 301 0.58 33 0 -0.58

Achterbahn_4 344 359 0 364 354 318.57 -20 5 -318.57

Achterbahn_5 385 326 0 339 311 26.54 46 15 -26.54

Achterbahn_6 367 315 0 415 317 11.55 -48 -2 -11.55

Achterbahn_7 307 256 0 327 248 0.03 -20 8 -0.03

Achterbahn_8 318 241 0 196 230 0.02 122 11 -0.02

Achterbahn_9 373 256 0 323 264 0.09 50 -8 -0.09

Achterbahn_10 428 328 0 370 330 10.95 58 -2 -10.95

Achterbahn_11 420 291 0 477 248 1.26 -57 43 -1.26

Achterbahn_12 356 257 0 381 270 0.07 -25 -13 -0.07

Grain 80 1390 268 0 1307 215 0.1 83 53 -0.1

Grain 128 2006 231 0 2055 201 0.15 -49 30 -0.15

Cipher [8]_1 83 180 0 72 177 0.02 11 3 -0.02

Cipher [8]_2 250 242 0 239 248 0.02 11 -6 -0.02

Cipher [8]_3 139 194 0 150 187 0 -11 7 0

Cipher [8]_4 276 266 0 276 243 0.05 0 23 -0.05

Cipher [8]_5 125 193 0 129 195 0.01 -4 -2 -0.01

Cipher [8]_6 171 199 0 183 205 0 -12 -6 0

Cipher [8]_7 267 244 0 300 237 0.02 -33 7 -0.02

Cipher [8]_8 182 195 0 142 199 0.01 40 -4 -0.01

Cipher [8]_9 331 244 0 331 244 0 0 0 0

Cipher [8]_10 141 201 0 145 192 0 -4 9 0

VEST Improvement

Area = 17.39%

Delay = 5.28%

Achterbahn Improvement

Area = 2.09%

Delay = 1.79%

Grain Improvement

Area = 1.001%

Delay = 16.63 %

Cipher [8]Improvement

Area = -0.101%

Delay = 1.43%
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6.2.2 Achterbahn Results
Achterbahn is also NLFSR based stream cipher which has twelve different variants. The heuristic
algorithm of thesis improved the area by 2.09% and delay by 1.79% as shown in the table 6:1. The plots
for the area and delay improvements are shown in the figure 6:3 and 6:4 respectively. One can also
notice that the improvements made by thesis algorithm in Achterbahn cipher are very less as compared
to the improvements made in VEST. The delay comparison figure 6:3 shows that the delay is almost the
same for both the algorithm on sometime the thesis algorithm makes a slight improvement.

Figure 6:3

Figure shows the delay improvement for the Achterbahn cipher.
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Figure 6:4

Figure shows the area improvement for the Arterbahn cipher.

6.2.3 Grain Improvement
There are two grain cipher variants, grain-80 and grain-128. The thesis algorithm was able to improve
the delay for both the grain-80 and grain-128 as shown in the table 6:1. The area improved for only
grain-80 while for grain-128 the area is not improved in fact grain-128 uses more area, although its delay
improved as compared to delay of algorithm [6]. Overall the area of the grain improved by 1.001% and
the delay improved by 16.63% as shown in the table 6:1

6.2.4 NLFSR Cipher [8] Improvement
There are ten different variants of the NLFSR cipher [8]. The thesis algorithm improved the overall delay
of this stream cipher by 1.43% while it was unable to improve the area and increase increased by
0.101% as compared to the area of algorithm [6]. Table 6:1 shows that this stream cipher improved the
least as compared to other three stream ciphers. The delay and area plot of the cipher is shown in the
figure 6:5 and figure 6:6 respectively.
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Figure 6:5

Figure shows the delay improvement for NLFSR cipher[8]

Figure 6:6

Figure shows the area improvement for NLFSR cipher[8]
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After seeing the figure 6:5 and 6:6, one can observe that the delay and area of the thesis algorithm are
almost the same as that of algorithm [6].

6.3 Drawbacks of the Thesis Algorithm
The thesis algorithm improved several NLFSR based stream ciphers and reduced the delay and area to a
very large extent. But there are some limitations of the algorithm which need to be discussed. The
limitations are listed below.

6.3.1 Complexity
The complexity of the algorithm is very high. The Function Generator Module and Function Selector
Module have the highest complexity as shown in section 4.5.1 and section 4.8.4 respectively, among all
the modules.

6.3.2 Runtime
The run time of the algorithm increases if we introduce some degree of parallelism. Figure 6:7 and 6:8
shows the runtime for the NLFSR. Figure 6:7 shows the runtime of the algorithm when there is no
parallelism; figure 6:8 shows the runtime of the algorithm with some degree of parallelism. One can
notice that the runtime of the algorithm increases exponentially as we increase the degree of
parallelism. As shown in section 6.3.1 by the big O notation, the complexity of the module depends on
the number of products per function and the number of literals in a product, since the number of
products, and number of literals per function increase the runtime is also increased.

Figure 6:7

Figure shows the runtime of algorithm for NLFSR with no degree of parallelism
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Figure 6:8

Figure shows the runtime of algorithm for NLFSR with Some degree of parallelism

6.3.3 Order of Products inside Functions
The order of products inside a function affects the delay and areas of the NLFSR.  To prove this
dependency of area and delay on order of products inside a functions let suppose we have a function
named function B, which represents a Fibonacci NLFSR. If we run our algorithm to produce the
equivalent Galois NLFSR which is shown in the figure 6:9 below the figure 6:10 represents the synthesis
results for the functions of figure 6:9.

10 = 0 + 10 + 9 + 9 10 + 8 10 + 4 + 4 10 + 4 8 + 3 + 3 10 + 3 8 10 + 3 8 9 + 3 8 9 10 + 3 4 10+ 3 4 9 10 + 3 4 8 + 3 4 8 9 10

Figure 6:9

Figure shows the output of algorithm for the input function B the input is Fibonacci NLFSR and output is equivalent Galois
NLFSR
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Figure 6:10

Figure shows the synthesis results for the Galois NLFSR of figure 6:9

Now let’s change the order of products inside the functions of the Galois NLFSR in figure 6:9. The new
Galois NLFSR which is shown in figure 6:11 and the synthesis results is shown in the figure 6:12.

Figure 6:11

Figure shows the Galois NLFSR of figure 6:9 in which the order of products inside the functions is changed.

Figure 6:12

Figure shows the synthesis results for the Galois NLFSR of figure 6:11
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One can notice from figure 6:10 and 6:12 that the area and delay of the same Galois NLFSR are changed
by a great deal, although the functions of the Galois NLFSR are still the same the only thing changed was
the order of products inside the functions of the Galois NLFSR. The above results prove that the order of
products inside the functions have a lot of importance. The algorithm of thesis is unable to find the best
order for the products inside the functions.

6.3.4 Improvements to family of Stream Ciphers
As shown in table 6:1 not all family of the stream ciphers based on the NLFSR improved significantly.
Only VEST and Grain improved while the other improved but the improvement was insignificant.

6.4 Conclusion and Future Work
The algorithm in thesis tried to improve over the results of the algorithm [6], the previous heuristic
algorithm [6] used single const function (Primary Cost) to produce the results. But that primary cost had
some limitations. The algorithm presented in this thesis used the same Primary Cost functions but with
some improvements, it also used three other cost functions such as Secondary Cost, Number of literal
Cost, and XOR Reduced Cost to produce the results. The algorithm was tested on Vest, Grain,
Achterbahn and Cipher [8]. The algorithm improved Vest and grain significantly while minor
improvements were made in the Achterbahn and Cipher [8]. Several improvements are suggested to be
made to improve the algorithm further which are listed below.

6.4.1 Optimize the Functions before synthesis
It is being observed that some time the algorithm chooses the best functions for the NLFSR, but the
synthesis tool optimize them in a non-efficient manner which lead to a bad result, because synthesis
tool behave poorly when it comes down to the optimization of XOR based functions. Hence instead of
relying on the synthesis tools to optimize the functions, one can develop an efficient algorithm which
optimize the functions properly, development of such an algorithm is still an open challenge.

6.4.2 Determine the Order of Products inside a Function
Since it’s very difficult to develop an algorithm which optimizes the XOR based functions efficiently, the
other solution is to determine a method which orders the products inside function in such a manner
which leads to more optimize results. But determining such an order will require a thorough study of the
algorithm used by the synthesis tool for optimizing and such approach will be only tool specific which is
not an efficient solution. This kind of approach will also lead to more runtime because in for this case all
permutations of functions have to be generated by function generator instead of generating
combinations.

6.4.3 Length of Feedbacks
The length of feedback is very important concept which must be implemented in the algorithm to
reduce the delay and area further. The concept is explained in the figure 6:13 and figure 6:14 below. The
figure 6:13 shows the functions f9 of the NLFSR, which is implemented by the feedback from x10, x8, x7
and x6, on the other hand figure 6:14 shows f9 of the NLFSR which is implemented by the feedback from
x10,x1,x2, and x3. One can see that the feedback in the figure 6:13 are shorter than the feedbacks of the
figure 6:14. Hence according to Elmore Delay Model the delay of the f9 function in figure 6:14 is more
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than the delay of the f9 function in figure 6:13. Elmore delay model consider the wire as a RC network
(Resistors and Capacitors Network) according to which the delay of the wire increase quadratically with
the increase in the length of the wire. Although synthesis tools insert the buffers on the wire to make
the increase in delay linear but the problem is that these buffers themselves have delay and delay
increase. Hence shorter feedbacks are better than the longer feedbacks. The future work should include
logic in the algorithm which would shifts such products to the functions which would result in shorter
feedbacks [15].

Figure 6:13

Figure shows f9 functions which has products which lead to shorter feedbacks

Figure 6:14

Figure shows the implementations of f9 functions which has products which lead to longer feedbacks
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