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Abstract—Virtual Private Network (VPN) is a popular way to

build private networks using shared network infrastructure. A
variety of VPN technologies exist today operating on different
layers of OSI model. This paper presents a detailed survey and
provides a classification of various types of VPNs. Layer 1 VPN is
also included which is an emerging technology. Services offered
by each VPN with implementation methods are described.
Protocols, tunneling mechanisms and hardware components used
for the deployment are also explored.
Keywords: CPVPN, L3PPVPN, L2PPVPN, L1PPVPN, PPVPN,
VFI

I. INTRODUCTION

An enterprise network normally consists of many sites located
far away from each other. Traditionally, leased lines were used
to provide connectivity among these customer sites. Over time
customer networks grew up and it was realized that leased
lines had become a costly solution and a challenge for network
scalability. Virtual Private Network (VPN) came as an
alternative. It provided an attractive business model for both
customer and provider and got attention. Customers could
deploy low cost scalable networks using service provider’s
network infrastructure, whereas service providers were capable
of generating more revenue by providing connectivity to many
customers using a single backbone.

Providing VPN as a service was a challenging task.
Customers were expecting a private network over a shared
infrastructure. The main characteristic of a private network is
that it provides traffic isolation to its users. The term virtual
refers to a network that is built on top of the existing physical
network [1]. In this case, various private networks are built on
top of the existing physical network of the service provider.
Formally we can define Virtual Private Network (VPN) as
follows:
“A network is formed by applying virtualization on public
physical network infrastructure in such a way that the users are
able to use it as a private or user-owned network.”
To achieve this goal various techniques and protocols were
developed which will be covered later in this survey.

The VPN concept is not new. Service providers with
ATM/Frame Relay backbones have been offering VPN
services since 1980’s. After the world wide popularity of IP,
the majority of the service providers deployed IP-based
infrastructures. Nowadays IP VPNs are very popular and are
also focus of our paper.

Initially, VPN was offering best effort connectivity to the
customer's sites. The customer had no control on his/her
traffic in the provider’s network. VPN routing and
management tasks were the responsibility of the customer. Due
to the popularity of the technology more services were offered
later including VPN management, routing and QoS by the
service provider. At the same time providers were interested in
deploying an increased number of VPNs with less management
efforts and in a cost effective way. New VPN solutions
evolved to achieve these goals. Currently, research is being
carried out on how a customer can control his/her traffic in the
provider’s network [22, 23]. This would lead to more flexible
and scalable solutions.

A variety of VPNs are available today. Each one works in a
different way and defines its own set of services available to
the customer. To the best of our knowledge no single
document exists today that covers all VPN technologies. This
survey is an effort to organize related work in a logical
manner. A taxonomy is presented in this regard, and we
discuss VPNs in terms of services, which is a different
approach. For each service, available methods with their pros
and cons are discussed. We also include Layer 1 VPNs which
are still in an early stage.

This paper is organized as follows. Section II describes two
major VPN services and a general architecture for any kind of
VPN. Section III shows a taxonomy for a variety of existing
VPN technologies. Here we define Customer Provisioned
VPN (CPVPN) and Provider Provisioned VPN (PPVPN).
Based on the taxonomy Section IV describes Layer 3 PPVPN
(L3PPVPN) while section V presents Layer 2 PPVPN
(L2PPVPN). Section VI belongs to Layer 1 PPVPN
(L1PPVPN) and section VII summarizes the paper.

II. VPN TOP VIEW

In the broad spectrum, a VPN is deployed to offer one of
the following type of services:

 Mobile/Remote User Connectivity
 Site-to-Site Connectivity

In the former service type, a mobile/remote user is
connected to a company’s enterprise network using the service
provider’s shared network. Normally an SSL connection is
established between the user and the enterprise network. In the
latter type of service, Site-to-Site connectivity means that two
or more customer sites (LANs) are connected through the
service provider. This is also known as LAN-to-LAN
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connectivity. VPN which provides this service is known as
Site-to-Site VPN and is also the main focus of this paper.

A general architecture for any site-to-site VPN is presented
in Figure 1. The various devices included here are:
1. C Device. This device is part of the customer’s network,
which is not directly connected to any device of service
provider’s network. It doesn’t take part in VPN
implementation.
2. Customer Edge (CE) Device. The device is also part of the
customer’s network and it connects the customer network with
the service provider network. It can participate in VPN
deployment.
3. P Device. It belongs to the provider’s network, which is not
directly connected to any customer’s device. Normally
multiple P devices constitute the service provider’s core
network. P device is unaware of VPN implementation.
4. Provider Edge (PE) Device. It is part of the provider’s
network and connects a customer network with the provider’s
core network. The device can take part in VPN deployment.

An important technique, used as one of the building blocks
to deploy a VPN, is tunneling. In this process an entire packet

is encapsulated into another packet and is sent over a network

[2]. This is a mechanism to provide traffic isolation to a
customer network while using a service provider’s shared
network infrastructure. Some commonly used tunneling

techniques are Multiprotocol Label Switching (MPLS), Layer
2 Tunneling Protocol (L2TP), Generic Route Encapsulation
(GRE), IP-in-IP, IPSec [26], and SSL [27]. In VPN solutions
tunnels are normally created in one of the following two ways:

 CE to CE (Site to Site Tunnel)

 PE to PE (Tunnel inside the provider network)

III. VPN CLASSIFICATION

In order to distinguish among various VPN technologies and
their features it is helpful to classify them. A lot of ways can be
thought of in this regard. The main stakeholders of a VPN are
a customer and a provider. We adopted an approach keeping
this fact in mind. Figure 2 presents a taxonomy, all famous
VPN techniques are shown here. Firstly, VPNs are divided in
two broad categories:

 Customer Provisioned VPN (CPVPN):
VPN functionality is implemented on CE devices. VPN
routing and management is the responsibility of the

customer. Provider network is totally unaware of the
VPN topology. It is just a connectivity service. In order
to provide an end to end connectivity a CE to CE
tunnel is deployed. Figure 2 is showing 3 different
tunneling approaches here. These can only be operated
when both the customer and the provider networks are
IP based. GRE and IP-in-IP have lack of security while
IPSec is equipped with good security features.
Majority of VPN implementations use IPSec.

 Provider Provisioned VPN (PPVPN):
The equipment which implements VPN functionality is
administered (configured and managed) by the service
provider. Figure 2 shows a lot of available options
under PPVPN. It is due to its more attractive business
model. PPVPNs have facility for customer to outsource
his VPN establishment and management tasks to the
service provider. In this way a customer reduces its
capital and operational costs. On the other hand service
provider is capable to provide attractive VPN services
to many customers. This results in generating more
revenue.

IETF has a special focus on PPVPNs [3,17,23]. Many
innovative ideas are presented on this forum and VPN
implementation is envisioned on different layers of OSI model.
Currently IETF has three working groups on VPN deployment
on layer 1, layer 2, and layer 3. Different service models are
explored for each layer.
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IV. LAYER 3 PPVPN (L3PPVPN)

A layer 3 VPN provides an illusion of a dedicated routed
network to its members while using a shared infrastructure.
L3PPVPNs are either CE based or PE based.

 CE based L3PPVPN:
In CE based VPN, VPN configuration and
management is performed on CE devices by the service
provider. A CE to CE tunnel is created. The VPN
functionality is similar to the technology described
under the CPVPN but the difference is in terms of
management.

 PE based L3PPVPN:
The VPN configuration and management is performed
on the PE devices. A PE to PE tunnel is created.

A L3PPVPN provides the following Services:

 Easy Network Management:
Routing among the customer sites can be managed by
the service provider. The customer doesn’t need to
purchase costly routers and then configure and manage
them. It makes a customer’s network very simple and
easy to manage.

 Private IP Addressing:
Customer sites have a provision to use private IP
addresses to communicate with each other.

 Scalability
The customer can easily add new sites in the VPN.

There are two ways to implement L3PPVPNs:

A. BGP/MPLS VPN

A CE device (router in this case) is connected to a PE
router. Any routing protocol (OSPF, BGP, RIP, static) can be
used to exchange routing information between the devices. A
CE router sends customer site’s topology information to the
PE. It is the responsibility of PE to establish a VPN and
manage the VPN routing. A PE may be responsible to handle
multiple VPNs. Each VPN demands its individual routing and
forwarding information, PE device creates a separate VPN
forwarding Instance (VFI) for each VPN. VFI can be defined
as:
“A VFI is a logical entity, residing in a PE, that contains the
routing information base and forwarding information base for
a VPN [3].”

First task of a PE device is to discover PE devices which are
handling other members (e.g. other customer sites) of a
particular VPN. After this discovery PE devices exchange the
routes of directly connected customer sites. When a PE
receives routing information from its directly connected
customer site, it broadcasts this information to other PE
devices. Based on this information PE devices populate their
VFIs. The protocol which is used to discover PE devices
belongs to a specific VPN and is used to exchange routes
among them is known as Multi Protocol BGP (MBGP). It is an
extension to BGP. BGP demands changes because of the
following reasons:

 IP addresses are unique in the scope of VPN. Outside
the VPN scope, addresses may be redundant. To

handle this situation a unique VPN-IPV4 address is
introduced.

 Different routes to the same destination can be
announced for different VPNs based on the VPN
policies.

PE devices use tunnels to exchange VPN information. Mostly
MPLS tunnels are created, but other tunneling technologies
can also be used. How IPSec can be used in this context is
described in [4]. Full mesh of tunnels among PE devices is not
desirable due to scalability concerns. BGP Route Reflectors
can be used to improve scalability. How this can be achieved
is described in [5].

A PE device (PE1) maintaining two VPNs is shown in
Figure 3. A separate VFI and tunnel can be clearly observed to
isolate between two VPNs.

B. Virtual Router based VPN

In BGP/MPLS VPN, the same BGP instance is used to
exchange both VPN and Internet routes in the provider’s
network. This approach does not provide good isolation
because, any problem with BGP session caused by the VPN
routes can potentially affect normal Internet connectivity. The
idea behind the virtual router based solution is to provide
traffic isolation (more precisely fault isolation) in provider’s
network. In case a problem occurs with one type of traffic, it
should not affect other traffic while passing through the same
physical network.

In virtual router based solution, the customer connects to PE
device in a similar way as described in BGP/MPLS VPN.
Instead of using VFI, PE device uses virtual router to maintain
VPN specific routing and addressing information. Virtual
router can be defined as:
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“A virtual router is an emulation of a physical router at the
software and hardware level [6].”
The VFI is used to maintain only VPN routing/forwarding
information while a virtual router has features of a physical
router:

 It maintains VPN routing/forwarding information.
 Any routing protocol can be used to exchange routes

between a pair of virtual routers.
 A tunnel can be created between a pair of virtual

routers.
We are establishing network connections on virtual router
level which is different from BGP/MPLS VPN where network
connections are deployed among PE devices. In this way
traffic separation is achieved. It is shown in Figure 4.

Different solutions exist to discover virtual routers
belonging to a particular VPN. One method is given in [7]. It
uses MBGP for auto discovery. One may desire not to change
standard BGP. In this case other solution exists which
discovers virtual routers by using an IP multicast address. The
description of this solution can be found in [8]. Any routing
protocol can be used among discovered virtual routers to
exchange routes belonging to a particular VPN. It is shown in
figure 4. Any tunneling technology can be used to create a
tunnel between virtual routers. A full mesh of tunnels is
required among virtual routers to create a VPN. This is a great
concern of scalability and network management.

V. LAYER 2 PPVPN (L2PPVPN)

Before the wide deployment of IP networks, ATM/Frame
Relay sites were connected through a layer 2 backbone
(ATM/Frame Relay) of service provider. Nowadays majority
of Service providers have MPLS/IP (layer 3) backbones.
L2PPVPN is a network which emulates layer 2 connectivity
among customer sites while using a layer 3 backbone. The
customer is independent to use any Layer 3 protocol in his
network. Routing management among VPN sites is the
responsibility of the customer.

Service providers can offer the following two types of
services:

 Virtual Private Wire Service (VPWS):
VPWS is a point to point service. It interconnects two
remote customer sites by providing them illusion that
they are on the same physical network. Provider
network emulates a layer 2 (point to point) connection
between sites. This service is normally used to connect
ATM/Frame Relay sites across the provider network.

 Virtual Private LAN Service (VPLS):
It can be considered as an enhanced form of VPWS
with extra features. It is point to multipoint service. It
interconnects multiple customer sites by providing
them illusion that they are on the same LAN. Provider
network emulates a LAN among the customer sites.
This service is normally used to interconnect many
remote Ethernet LANs of a customer network.

Methods used to implement these services are described
below.

A. VPWS Solution

The customer site which can be based on any layer 2
technology connects its CE device (switch) to PE device
through an Attachment Circuit (AC). An AC is a physical or
virtual circuit connection (e.g. point to point connection on
physical interface or ATM VC) between two devices. The
responsibility of an AC is to carry layer 2 traffic (e.g. Ethernet
frames, ATM cells) between a pair of CE and PE in both
directions. PE device is a router which serves as a default
gateway for the customer site.

There are two responsibilities of PE device (say PE1):
 To discover the PE device (say PE2) connected with

the remote customer site.
 Sending frames from PE1 to PE2 by emulating a

layer 2 connection between them.
The first task is achieved either by manual configuration or by
using auto discovery protocol. When PE1 identifies other
member PE2, it is required to establish a layer 2 connection
between them. A Pseudo Wire (PW) is used for this purpose. It
can be defined as:
“A mechanism which is used to emulate essential attributes of
a telecom service (e.g. ATM) between two devices which are
actually connected through a packet switched network [11].”
The PW can be configured and managed either manually or
automatically. It is difficult to manage manually therefore
second choice is preferred. The protocol used to establish,
maintain and tear off PWs between PE devices is known as
PW signaling protocol. Normally Label Distribution Protocol
(LDP) is used for this purpose. The mechanism is explained in
[12]. Encapsulation is performed before frame forwarding.
The layer 2 payload is encapsulated with a pseudo-wire
header. This header serves as identification for a specific PW.
The receiving PE recognizes the PW by looking into this
header. Encapsulation techniques are defined for all famous
layer 2 technologies. The PW encapsulation mechanism for
Ethernet frames can be found in [13]. The frame is ready to
pass through the tunnel at this stage. The PW header is further
encapsulated within a tunnel header. When PE2 receives a
packet, it strips off headers and decides outgoing AC. The
whole process is shown in Figure 5.
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The most famous solution for VPWS is knows as Kompella
L2VPN [14]. It uses BGP for both discovery and signaling.

B. VPLS Solution

The customer site connects with PE device in a similar way
as described for VPWS. The PE device is equipped with extra
feature of virtual switching. A forwarder component of PE
device behaves exactly like a Layer 2 switch. When it receives
a frame on its input, it checks its header to get destination
address. Then it consults a forwarding table and finally moves
the frame to appropriate output. Forwarding tables are
maintained through MAC learning. Apart from handling
unicast frames, the forwarder is also capable of handling
multicast and broadcast frames. On the output of the
forwarder, PWs are attached. All forwarders emulating a LAN
are connected through PWs in full mesh fashion. PWs are
further bundled up in a tunnel. When a frame reaches at an
appropriate forwarder after passing through a PW, tunnel and
PW headers are stripped off and connected to the relevant AC.
The whole process can be seen in Figure 6.

Each forwarder must know about all other forwarders
belonging to a particular VPN. BGP is used for auto
discovery. After this LDP or BGP can be used for signaling.
LDP solution details can be found in [15] and BGP solution is
provided in [16].

VI. LAYER 1 PPVPN (L1PPVPN)

L1VPN is an emerging technology. It provides advanced
control and management features to customers along with
large capacity for data transmission. It provides layer 1
connectivity among CE devices. The service provider contains
a high speed optical network to transport the customer traffic.
L1VPN is also known as GVPN as it is deployed on GMPLS
network architecture. GMPLS has standardized protocols for
signaling and routing. Same protocols can be used to establish
L1VPN with appropriate changes.

Following services are expected from L1VPN:

A. CE to CE Layer 1 Connection

A CE device can belong to any layer (1, 2 or 3). It may be a

layer 2 switch (Ethernet, ATM or Frame relay), router, TDM
cross connect etc. Same is true for PE device. There is also an
interface between CE and PE device. The interface enables CE
device to get layer 1 connectivity through PE. An example of

such an interface is GMPLS based User Network Interface
(UNI). The description of GMPLS based UNI can be found in
[19]. Both devices (CE and PE) should be supported by
GMPLS. Main characteristic of a GMPLS network is that it

treats control plane and data plane independently. A GMPLS
TE link is established between CE and PE. When a CE wants
to establish a layer 1 connection with some remote CE device,
it sends a request to PE device. PE device discovers other

devices which can send connection request to remote CE
device. In this way connection request is forwarded. When
remote CE device accepts this request, provider network
creates a CE to CE Layer 1 Label Switched Path (LSP). It can

be shown in Figure 7.

B. Control and Management
A service model defines level of control and management

capabilities provided to a customer. Three different models are
defined by IETF:

 Management based Service Model:
Both provider and customer may have a management
system. A management system can be used to support
multiple functions like resource provisioning and
recording, network monitoring, customer billing etc.
In this model customer management system (CMS)
communicates with provider management system
(PMS) to get any available service. CMS accesses
PMS to request L1 connection between a pair of CEs.
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No membership/routing information is exchanged
between CE and PE.

 Signaling based Service Model:
This model is also known as an overlay model. Only
signaling information is shared between CE and PE to
establish a CE to CE LSP. CE is unaware about the
other PE devices involved in this particular VPN. It is
the responsibility of PE to maintain membership
information. When a CE sends a connection request
to a PE, PE should have a mechanism to discover
other PE devices involved in this connection. There is
no routing exchange between CE and PE. GMPLS
signaling mechanism [20] is used to establish CE to
CE LSP. BGP is used for auto discovery of members
within the provider’s network.
The extension of overlay model is known as overlay-

extension. In this model CE has a list of CE-PE TE
link addresses to which it can send a VPN connection
request. There is no other change or addition.

 Signaling and Routing Service Model:
A CE can establish CE to CE LSP in a similar way as
described earlier using GMPLS signaling mechanism.
It also contains membership/routing information in
this case. The PE informs CE about routing details
belonging to its network only. GMPLS routing
protocol [21] can be used with appropriate changes
for this purpose. A CE device may have different
topological pictures of provider’s network based on
the routing information provided by the provider.
Three different models are envisioned in this regard:
1. Virtual Node Service Model. A CE has an illusion
that whole provider’s network is a single node. The
CE receives the routing information of CE-PE links
and remote CE sites, but is unaware about the core
network of service provider. The details about this
model can be found in [22].

2. Virtual Link Service Model. Two PE devices
involved in a LSP may not necessarily have a direct
connection to each other. But CE devices have an
illusion that there is a direct link between them. It is
known as virtual link between two PE devices. The
CE receives the routing information about CE-PE
links, remote CE sites and virtual link as well. Still
the core network (P devices) is not visible to CE. It is
an active research area to extend the existing GMPLS
routing solutions to achieve this service.
3. Per VPN Peer Service Model. The provider
partitions the TE links within the provider network on
per VPN basis. It discloses VPN TE link information
in core network to corresponding CEs. The CE
receives the routing information of CE-PE links,
remote CE sites and partitioned portions of the
provider’s (core) network. Now P (single or set of P)
device(s) is visible to the customer. It is also a
research problem to extend present GMPLS routing
solutions to implement this service.

VII. SUMMARY

A variety of site-to-site VPN technologies are discussed in
this paper. A VPN can be administered either by a customer or
a provider. In CPVPN a site-to-site layer 3 tunnel is created to
provide connectivity between customer sites. PPVPN can be
envisioned on layer 3, 2 or 1 of OSI model.

Layer 3 VPNs are used to provide IP connectivity among
customer sites. The service provider can offer IP services
including routing and management of a VPN.

Layer 2 VPNs are used to connect ATM/Frame Relay or
Ethernet based customer sites using IP backbone. It demands
that all customer sites must use the same layer 2 technology.
Customer sites are independent to use any layer 3 protocol.
VPN routing among customer sites is the responsibility of the
customer.

Layer 1 VPNs explain how GMPLS/IP backbone can be
used to deploy virtual layer 1 connections among customer
sites. Non packet based sites can also use GMPLS/IP
infrastructure to connect their sites. In layer 2 and 3 PPVPN
solutions, all VPN functions are implemented on PE devices.
It makes PE devices costly and reduces the scalability of VPN.
Layer 1 VPN presents different service models which have
provision to divide VPN tasks among CE and PE devices.
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